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1. [bookmark: _Toc19197][bookmark: _Toc21489]修订记录
	修订日期
	版本
	修订人
	复核人
	修订重点

	20210715
	V1.0
	彭培顺
	
	新建

	20210810
	V1.1
	彭培顺
	
	1、修改第3.1和3.2章节中的输入字段“终端流水号”为 TML_SEQ_NO；
2、修改第3.5章节中的输入字段“卡号”为 ACCT_ID，密码字段改为非必输；
3、修改所有支付类接口中关于“终端流水号”的备注说明；



















1. [bookmark: _Toc11844]⽂档说明 
1. [bookmark: _Toc29286][bookmark: _Toc9351]文档描述 
本文档是对合作机构与赣州银行开展存款类业务的技术参考说明，主要描述通过互联⽹合作机构对接赣州银⾏的科技技术过程。
1. [bookmark: _Toc6246_WPSOffice_Level2][bookmark: _Toc16485_WPSOffice_Level2][bookmark: _Toc24428][bookmark: _Toc8628][bookmark: _Toc26754][bookmark: _Toc1033][bookmark: _Toc14393][bookmark: _Toc5334][bookmark: _Toc1657][bookmark: _Toc21418]阅读对象
需求分析人员、系统设计人员、系统开发人员及互联⽹合作机构相关人员。
[bookmark: _Toc25086_WPSOffice_Level3][bookmark: _Toc14895_WPSOffice_Level3][bookmark: _Toc31214]通讯方式：
	调用方式
	HTTPS

	请求方式
	POST

	字符集
	UTF-8

	数据格式
	JSON


[bookmark: _Toc26763_WPSOffice_Level3][bookmark: _Toc25106_WPSOffice_Level3][bookmark: _Toc28617]加密方式：
	加密算法
	国密

	加签算法
	国密



[bookmark: _Toc27171][bookmark: _Toc1005_WPSOffice_Level2][bookmark: _Toc17918_WPSOffice_Level2][bookmark: _Toc24841][bookmark: _Toc23212][bookmark: _Toc29035][bookmark: _Toc10842][bookmark: _Toc7194][bookmark: _Toc24066][bookmark: _Toc2352]接口交互安全
	网络层
	防火墙表名单控制，保证接口交互权限唯一可靠

	数据层
	HTTPS通讯，数据加密/验签，且数据不可篡改



[bookmark: _Toc15446][bookmark: _Toc27974]报文说明
Y 必填 N ⾮必填 C 有条件必填
输入
	报文字段
	中文名称
	字段类型
	是否必输
	备注

	RQS_SEQ_NO
	请求流水号
	String
	Y
	全局唯一

	CHAN_ID
	渠道编号
	String
	Y
	银行侧提供

	INTF_NO
	接口编号
	String
	Y
	银行侧提供

	TIME_STAM
	时间戳
	String
	Y
	yyyy-MM-dd HH:mm:ss

	REQ_DATA
	业务数据
	String
	Y
	加密

	SIGN
	签名
	String
	Y
	

	RNDM_ENCRPT_KEY
	随机加密因子
	String
	
	


输出
	报文字段
	中文名称
	字段类型
	是否必输
	备注

	CODE
	返回码值
	String
	Y
	

	DESC
	返回描述
	String
	Y
	

	RET_DATA
	返回业务数据
	String
	Y
	

	RQS_SEQ_NO
	请求流水号
	String
	Y
	

	RNDM_ENCRPT_KEY
	随机加密因子
	String
	Y
	

	SIGN
	签名
	String
	Y
	



	输入报文示例

	{ 
"RQS_SEQ_NO": "请求流水号", 
"CHAN_ID": "渠道编号", 
"INTF_NO": "接口编号", 
"TIME_STAM": "时间戳", 
"RNDM_ENCRPT_KEY": "随机加密因子", 
"SIGN":"签名",
"REQ_DATA":"加密的请求业务数据"
 }



	输出报文示例

	{ 
"CODE": "000000", 
"DESC": "交易成功", 
"RET_DATA": "加密的响应业务数据", 
"RQS_SEQ_NO": "请求流水号", 
"RNDM_ENCRPT_KEY": "随机加密因子", 
"SIGN":"签名"
 }



[bookmark: _Toc3216]数据安全流程


[bookmark: _Toc30401]测试环境
1、开发环境
地址：https://opendev.bankgz.com:16612/api/services/服务码
公钥：BK1Z1naZZ+5SXP/TTTvOikX7UWlryDVeQDPZlpgDAD9yxtIKZJOeToGCcLDie+aSn/nh7N4ISyuyzrRGeEsUcFo=

2、版本环境
地址：https://opensit.bankgz.com:16612/api/services/服务码
公钥：BK1Z1naZZ+5SXP/TTTvOikX7UWlryDVeQDPZlpgDAD9yxtIKZJOeToGCcLDie+aSn/nh7N4ISyuyzrRGeEsUcFo=

3、准生产环境
地址：https://openuat.bankgz.com:16612/api/services/服务码
公钥：BPfjssF4LPQUl5kgJk64o/okjZm2Rql54CVR6H5qD/MS+l9iMj7GMW0F+Ah2649HPBuKjjmccbgv99LSTE7xf9o=

































1. [bookmark: _Toc3009][bookmark: _Toc8175]接口报文
[bookmark: _Toc27983][bookmark: _Toc459461023][bookmark: _Toc31770]被扫支付（ApiScannedPayment）
输入
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	MRCH_ID
	商户编号
	String
	30
	
	Y
	综合收单分配的商户号

	STF_ID
	员工编号
	String
	8
	
	Y
	

	SHOP_ID
	门店编号
	String
	32
	
	C
	登录号为门店用户时必输

	TXN_ID
	终端编号
	String
	30
	
	Y
	

	TML_SEQ_NO
	终端流水号
	String
	32
	
	Y
	必须确保唯一性，生成规则：当前日期（6位）+0407（固定值）+分配值（2位）+ 顺序号（8位），例如：21071604079100000001

	TXN_AMT
	交易金额
	String
	18
	
	Y
	单位为分

	USR_PYMT_CD
	用户付款码
	String
	32
	
	Y
	

	ORDR_RMRK
	备注
	 String
	128
	
	N
	



输出
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	ORDR_INFO
	订单信息
	ARRAY
	　
	
	
	

	-TXN_ST
	交易状态
	String
	2
	
	Y
	00-交易初始，
01-交易中，
02-交易成功，
03-交易成功有退款，
04-交易撤销，
05-交易失败，
06-交易已冲正，
07-交易已关闭，
08-交易状态未知，
09-退款申请成功，待第三方确认

	-TXN_ST_DESC
	交易状态描述
	String
	128
	
	N
	

	-TXN_AMT
	交易金额
	String
	18
	
	Y
	单位为分

	-ORDR_SEQ_NUM
	订单流水号
	String
	32
	
	N
	

	-PYMT_CHAN
	支付渠道
	String
	2
	
	N
	1-微信 
2-支付宝
3-银联二维码
4-银行卡交易
5-本行二维码

	-TXN_TP
	交易类型
	String
	4
	
	N
	

	-ORDR_RMRK
	订单备注
	String
	128
	
	N
	

	-ORDR_TXN_TM
	订单交易时间
	String
	18
	
	N
	


[bookmark: _Toc65567951][bookmark: _Toc27107]主动申码（ApiApplyforQR）
输入
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	MRCH_ID
	商户编号
	String
	30
	
	Y
	综合收单分配的商户号

	STF_ID
	员工编号
	String
	8
	
	Y
	

	SHOP_ID
	门店编号
	String
	32
	
	C
	登录号为门店用户时必输

	TML_SEQ_NO
	终端流水号
	String
	32
	
	Y
	必须确保唯一性，生成规则：当前日期（6位）+0407（固定值）+分配值（2位）+ 顺序号（8位），例如：21071604079100000001

	TXN_AMT
	交易金额
	String
	18
	
	Y
	单位为分

	ORDR_RMRK
	备注
	String
	128
	
	N
	

	QR_CD_VLD_TM
	二维码有效时间
	String
	4
	
	N
	单位为秒，默认为180



输出
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	QM_INFO
	二维码信息
	ARRAY
	
	
	
	

	-TXN_AMT
	交易金额
	String
	18
	
	Y
	单位为分

	-ORDR_SEQ_NUM
	订单流水号
	String
	32
	
	Y
	

	-QR_CD_URL
	二维码url
	String
	128
	
	Y
	

	-QR_CD_VLD_TM
	二维码有效时间
	String
	18
	
	N
	



[bookmark: _Toc32604][bookmark: _Toc18363]微信公众号支付（ApiWeChatSubPay）
输入
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	MRCH_ID
	商户编号
	String
	30
	
	Y
	综合收单分配的商户号

	OPEN_ID
	微信用户统一标识
	String
	64
	
	Y
	微信用户唯一标识

	TXN_AMT
	交易金额
	String
	18
	
	Y
	单位为分

	TML_SEQ_NO
	终端流水号
	String
	30
	
	Y
	必须确保唯一性，生成规则：当前日期（6位）+0407（固定值）+分配值（2位）+ 顺序号（8位），例如：21071604079100000001

	RMRK
	订单备注
	String
	128
	
	N
	



输出
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	TRANS_INFO
	订单信息
	ARRAY
	
	
	
	

	-TXN_AMT
	交易金额
	String
	18
	
	Y
	单位为分

	-ORDR_SEQ_NUM
	订单流水号
	String
	32
	
	Y
	

	-OPEN_ID
	微信用户统一标识
	String
	64
	
	Y
	

	-MRCH_ID
	商户编号
	String
	30
	
	Y
	

	-TXN_CHAN
	交易渠道
	String
	30
	
	N
	

	-QR_CD
	二维码编号
	String
	30
	
	N
	

	-MRCH_NM
	商户名
	String
	30
	
	N
	

	-SHOP_NM
	门店名
	String
	30
	
	N
	

	-STAFF_NM
	店员
	String
	30
	
	N
	

	-QR_CD_TP
	二维码类型
	String
	30
	
	N
	

	-REDCT_URL
	授权回调地址
	String
	30
	
	N
	

	-APP_ID
	微信APPID
	String
	64
	
	Y
	微信下单时的APPID

	-TIME_STAM
	时间戳
	String
	32
	
	Y
	微信下单时的时间戳

	-RNDM_STRG
	随机字符
	String
	128
	
	Y
	微信下单成功时返回的参数

	-PKG_DATA
	package
	String
	128
	
	Y
	微信下单成功时返回的参数

	-SGNTR_TP
	签名方式
	String
	8
	
	Y
	微信下单成功时返回的参数

	-PYMT_SGNTR
	支付签名
	String
	4000
	
	Y
	微信下单成功时返回的参数



[bookmark: _Toc28269]APP支付（ApiAppPay）
输入
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	MRCH_ID
	商户编号
	String
	30
	
	Y
	综合收单分配的商户号

	SHOP_ID
	门店编号
	String
	32
	
	C
	登录号为门店用户时必输

	TXN_CHAN
	交易渠道
	String
	2
	
	Y
	1-微信 
2-支付宝
3-银联二维码
4-银行卡交易
5-本行二维码

	TML_SEQ_NO
	终端流水号
	String
	30
	
	Y
	必须确保唯一性，生成规则：当前日期（6位）+0407（固定值）+分配值（2位）+ 顺序号（8位），例如：21071604079100000001

	TXN_AMT
	交易金额
	String
	18
	
	Y
	单位为分

	WHTHR_AVL_CRDT_CARD_PYMT
	是否可用信用卡支付
	String
	10
	
	N
	false：不可用信用卡支付
true：可以用信用卡支付



输出
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	TRANS_INFO
	订单信息
	ARRAY
	
	
	
	

	-APP_ID
	应用appid
	String
	32
	
	Y
	微信开发平台审核通过的应用appid

	-WORK_INST_ID
	从业机构号
	String
	32
	
	Y
	微信支付分配的从业机构号

	-PRE_PYMT_TXN_SESSN_ID
	预支付交易会话id
	String
	32
	
	Y
	微信返回的交易支付会话id

	-ORDR_DTL_EXN_STRG
	订单详情扩展字符串
	String
	128
	
	Y
	固定值 Sign=WXPay

	-TIME_STAM
	时间戳
	String
	32
	
	Y
	当前时间

	-RNDM_STRG
	随机字符串
	String
	32
	
	Y
	随机字符串，不大于32位

	-SGNTR
	签名
	String
	64
	
	Y
	签名

	-ORDR_SEQ_NUM
	订单流水号
	String
	32
	
	N
	综合收单系统生成的订单流水号

	-MRCH_ORDR_SEQ
	商户订单号
	String
	32
	
	Y
	即输入中的终端流水号

	-UPY_TN_NO
	银联tn号
	String
	32
	
	Y
	交易渠道为银联时有返回

	-ALIPAY_RQS_PARAM
	支付宝app支付请求参数
	String
	2048
	
	N
	交易渠道为支付宝时有返回



[bookmark: _Toc18647]本行无卡支付（ApiNoCardtoPay）
输入
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	MRCH_ID
	商户编号
	String
	30
	
	Y
	综合收单分配的商户号

	SHOP_ID
	门店号
	String
	32
	
	C
	交易为门店交易时必传

	TML_SEQ_NO
	终端流水号
	String
	30
	
	Y
	必须确保唯一性，生成规则：当前日期（6位）+0407（固定值）+分配值（2位）+ 顺序号（8位），例如：21071604079100000001

	TXN_CHAN
	交易渠道
	String
	2
	
	Y
	1-微信
2-支付宝
3-银联二维码
4-银行卡交易
5-本行二维码

	TXN_AMT
	交易金额
	String
	18
	
	Y
	单位为分

	ACCT_ID
	卡号
	String
	25
	
	Y
	

	TXN_PSWD
	密码
	String
	32
	
	N
	

	VRFC_PSWD_MD
	验密方式
	String
	1
	
	Y
	0-国密
1-非国密
N-不验密

	ENTRST_DT
	委托日期
	String
	8
	
	Y
	手机app日期



输出
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	TRANS_INFO
	查询信息
	ARRAY
	
	
	
	

	-TXN_ST
	交易状态
	String
	2
	
	Y
	00-交易初始，
01-交易中，
02-交易成功，
03-交易成功有退款，
04-交易撤销，
05-交易失败，
06-交易已冲正，
07-交易已关闭，
08-交易状态未知，
09-退款申请成功，待第三方确认

	-TXN_AMT
	交易金额
	String
	20
	
	Y
	单位为分

	-ORDR_SEQ_NUM
	订单流水号
	String
	32
	
	N
	

	-CORE_DT
	核心日期
	String
	8
	
	Y
	

	-CORE_TM
	核心时间
	String
	6
	
	Y
	

	-CORE_SEQ_NUM
	核心流水号
	String
	10
	
	Y
	



[bookmark: _Toc6658][bookmark: _Toc24708]订单状态查询（ApiQueryState）
输入
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	MRCH_ID
	商户编号
	String
	30
	
	N
	综合收单分配的商户号

	ORDR_SEQ_NUM
	订单流水号
	String
	32
	
	N
	

	TML_SEQ_NO
	终端流水号
	String
	32
	
	N
	



输出
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	TRANS_INFO
	订单信息
	ARRAY
	
	
	
	

	-TXN_ST
	交易状态
	String
	2
	
	Y
	00-交易初始，
01-交易中，
02-交易成功，
03-交易成功有退款，
04-交易撤销，
05-交易失败，
06-交易已冲正，
07-交易已关闭，
08-交易状态未知，
09-退款申请成功，待第三方确认
10-订单不存在

	-TXN_ST_DESC
	交易状态描述
	String
	128
	
	N
	

	-TXN_AMT
	交易金额
	String
	18
	
	Y
	单位为分

	-ORDR_SEQ_NUM
	订单流水号
	String
	32
	
	N
	

	-PYMT_CHAN
	支付渠道
	String
	2
	
	N
	1-微信，
2-支付宝，
3-银联二维码
4-银行卡交易
5-本行二维码

	-TXN_TP
	交易类型
	String
	4
	
	N
	

	-ORDR_RMRK
	订单备注
	String
	128
	
	N
	

	-ORDR_TXN_TM
	订单交易时间
	String
	18
	
	N
	



[bookmark: _Toc11631]退款（ApiRfnd）
输入
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	MRCH_ID
	商户编号
	String
	30
	
	Y
	

	ORDR_SEQ_NUM
	订单流水号
	String
	32
	
	Y
	

	ORDR_RMRK
	备注
	String
	128
	
	N
	

	TXN_AMT
	交易金额
	String
	18
	
	Y
	单位为分



输出
	报文字段
	中文名称
	字段类型
	长度
	约束条件
	是否必输
	备注

	TRANS_INFO
	响应信息
	ARRAY
	
	
	
	

	-TXN_ST
	交易状态
	String
	2
	
	Y
	00-交易初始，
01-交易中，
02-交易成功，
03-交易成功有退款，
04-交易撤销，
05-交易失败，
06-交易已冲正，
07-交易已关闭，
08-交易状态未知，
09-退款申请成功，待第三方确认

	-TXN_ST_DESC
	交易状态描述
	String
	128
	
	N
	














1. [bookmark: _Toc12491]附录
[bookmark: _Toc13967]赣银开放平台API接入Demo工程


（国密加解密功能集成包：lib/encrypt-1.0.0-SNAPSHOT.jar）
[bookmark: _Toc19246]国密生成工具


本文内容涉及赣州银行商业秘密，未经书面许可，不得以任何形式披露、传播或扩散。4

©赣州银行，保留所有权利
1

image2.emf
响应数据

response

1

、获取签值：

String serverSignData = response.getString("signature");

2

、获取验签数据：

JSONObject orderedJo = SortUtil.getNatureSortedJSONObject(json);

orderedJo = orderedJo.fluentRemove("signature");

3

、验签：

GMUtil.verifySignBySm2(AppKey,publicKey2,orderedJo.toString(),serverSignData);

SM2

验签

开始

验签解密流程

开放平台公钥：

publicKey

SM2

解密

SM2

解密随机秘钥

1

、获取随机秘钥

randomKeyEncrypted = 

response

.getString("randomKeyEncrypted");

2

、解密随机秘钥

String randomKey = GMUtil.decryptBySm2(privateKey,randomKeyEncrypted);

商户私钥：

privateKey

SM4

解密业务数据

GMUtil.decryptBySm4(randomKey,response.getString("respData"))

SM4

解密

结束
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META-INF/MANIFEST.MF


Manifest-Version: 1.0

Archiver-Version: Plexus Archiver

Created-By: Apache Maven

Built-By: pengps

Build-Jdk: 1.8.0_191













com/dc/open/gmencrypt/gmutil/CryptUtil.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class CryptUtil {
    private static final java.util.Random random;
    public void CryptUtil();
    public static String getAESRandomKey();
    public static byte[] getAesKey(String) throws Exception;
    public static java.security.PublicKey getPublicKeyFromString(String) throws java.security.NoSuchAlgorithmException, java.security.spec.InvalidKeySpecException, java.io.UnsupportedEncodingException;
    public static java.security.PrivateKey getPrivateKeyFromString(String) throws java.security.spec.InvalidKeySpecException, java.security.NoSuchAlgorithmException, java.io.UnsupportedEncodingException;
    public static boolean verifySignByPublicKey(String, String, String) throws Exception;
    public static boolean verifyByPublicKey(byte[], java.security.PublicKey, byte[]) throws Exception;
    public static byte[] signByPrivateKey(String, String) throws Exception;
    public static byte[] signByPrivateKey(byte[], java.security.PrivateKey) throws Exception;
    public static byte[] encryptByRSA(String, String) throws Exception;
    public static byte[] encryptByRSAPublic(String, String) throws Exception;
    public static byte[] encryptByRSA(byte[], java.security.Key) throws Exception;
    public static String decryptByRSA(String, String) throws Exception;
    public static byte[] decryptByRSA(byte[], java.security.Key) throws Exception;
    public static byte[] encryptByAES(String, String) throws Exception;
    public static byte[] encryptByAES(byte[], byte[]) throws Exception;
    public static String decryptByAES(String, String) throws Exception;
    public static byte[] decryptByAES(byte[], byte[]) throws Exception;
    public static byte[] decryptByAesPKCS5(byte[], byte[]) throws Exception;
    public static String createLinkString(java.util.Map);
    static void <clinit>();
}










com/dc/open/gmencrypt/gmutil/DataUtil.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class DataUtil {
    public void DataUtil();
    public static java.util.Map checkParam(java.util.Map, java.util.ArrayList);
    public static boolean isNullOrEmpty(Object);
    public static String tranString(Object);
    public static com.alibaba.fastjson.JSONObject getNatureSortedJSONObject(com.alibaba.fastjson.JSONObject);
}










com/dc/open/gmencrypt/gmutil/ESCCode.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class ESCCode {
    public static final String CODE_EPC000 = 000000;
    public static final String CODE_EPC001 = EPC001;
    public static final String CODE_EPC002 = EPC002;
    public static final String CODE_EPC003 = EPC003;
    public static final String CODE_EPC004 = EPC004;
    public static final String CODE_EPC005 = EPC005;
    public static final String CODE_EPC006 = EPC006;
    public static final String CODE_EPC007 = EPC007;
    public static final String CODE_EPC008 = EPC008;
    public static final String CODE_EPC009 = EPC009;
    public static final String CODE_EPC010 = EPC0010;
    public static final String CODE_EPC011 = EPC0011;
    public static final String CODE_EPC012 = EPC0012;
    public static final String CODE_EPC013 = EPC0013;
    public static final String CODE_EPC014 = EPC0014;
    public static final String CODE_EPC015 = EPC0015;
    public static final String CODE_EPC016 = EPC0016;
    public static final String CODE_EPC017 = EPC0017;
    public static final String CODE_EPC018 = EPC0018;
    public static final String CODE_EPC019 = EPC0019;
    public static final String CODE_EPC020 = PAAS-E-NA-002001;
    public static final String CODE_EPC021 = EPC0021;
    public static final String CODE_EPC022 = EPC0022;
    public static final String CODE_EPC023 = EPC0023;
    public static final String CODE_EPC024 = EPC0024;
    public static final String CODE_EPC025 = EPC0025;
    public static final String CODE_EPC026 = EPC0026;
    public static final String CODE_999996 = 999996;
    public static final String CODE_999997 = 999997;
    public static final String CODE_999998 = 999998;
    public static final String CODE_999999 = 999999;
    public void ESCCode();
}










com/dc/open/gmencrypt/gmutil/GMUtil.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class GMUtil {
    public void GMUtil();
    public static String signBySm2(String, String, String) throws java.io.IOException;
    public static byte[] signBySm3(String);
    public static boolean verifySignBySm2(String, String, String, String) throws java.io.IOException;
    public static String encryptBySm2(String, String) throws java.io.IOException;
    public static String decryptBySm2(String, String) throws java.io.IOException;
    public static String encryptBySm4(String, String, String) throws java.io.IOException;
    public static byte[] encryptBySm4(String, byte[], String) throws java.io.IOException;
    public static String encryptBySm4(String, String) throws java.io.IOException;
    public static String decryptBySm4(String, String, String) throws java.io.IOException;
    public static String decryptBySm4(String, String) throws java.io.IOException;
    public static String getRandomKeyBySm4();
    public static String getRandomKeyBySm4_2();
}










com/dc/open/gmencrypt/gmutil/JAVA_SDK_SecurityUtils.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class JAVA_SDK_SecurityUtils {
    public static final String AES_MODE = AES/CBC/PKCS5Padding;
    public static final String SHA256WITHRSA = SHA256withRSA;
    public static final String SHA256 = SHA-256;
    public static final String AES = AES;
    public static final String RSA = RSA;
    private static final byte[] AES_IV;
    public void JAVA_SDK_SecurityUtils();
    public static String encryptByBASE64(byte[]);
    public static byte[] decryptByBASE64(String) throws java.io.IOException;
    public static byte[] SHA256(byte[]) throws Exception;
    public static byte[] SHA2564WeChat(byte[]) throws Exception;
    public static byte[] SHA256withRSA(byte[], java.security.PrivateKey) throws Exception;
    public static boolean verifyByPublicKey(byte[], java.security.PublicKey, byte[]) throws Exception;
    public static byte[] encryptByAES(byte[], byte[]) throws Exception;
    public static byte[] decryptByAES(byte[], byte[]) throws Exception;
    public static byte[] encryptByRSA(byte[], java.security.Key) throws Exception;
    public static byte[] decryptByRSA(byte[], java.security.Key) throws Exception;
    private static byte[] initIV(String);
    public static String getRandomKey();
    static void <clinit>();
}










com/dc/open/gmencrypt/gmutil/sm/Cipher.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class Cipher {
    private int ct;
    private org.bouncycastle.math.ec.ECPoint p2;
    private SM3Digest sm3keybase;
    private SM3Digest sm3c3;
    private byte[] key;
    private byte keyOff;
    public void Cipher();
    private void reset();
    private void nextKey();
    public org.bouncycastle.math.ec.ECPoint initEnc(SM2, org.bouncycastle.math.ec.ECPoint);
    public void encrypt(byte[]);
    public void initDec(java.math.BigInteger, org.bouncycastle.math.ec.ECPoint);
    public void decrypt(byte[]);
    public void dofinal(byte[]);
}










com/dc/open/gmencrypt/gmutil/sm/SM2.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM2 {
    public static String[] ecc_param;
    public final java.math.BigInteger ecc_p;
    public final java.math.BigInteger ecc_a;
    public final java.math.BigInteger ecc_b;
    public final java.math.BigInteger ecc_n;
    public final java.math.BigInteger ecc_gx;
    public final java.math.BigInteger ecc_gy;
    public final org.bouncycastle.math.ec.ECCurve ecc_curve;
    public final org.bouncycastle.math.ec.ECPoint ecc_point_g;
    public final org.bouncycastle.crypto.params.ECDomainParameters ecc_bc_spec;
    public final org.bouncycastle.crypto.generators.ECKeyPairGenerator ecc_key_pair_generator;
    public final org.bouncycastle.math.ec.ECFieldElement ecc_gx_fieldelement;
    public final org.bouncycastle.math.ec.ECFieldElement ecc_gy_fieldelement;
    public static SM2 Instance();
    public void SM2();
    public byte[] sm2GetZ(byte[], org.bouncycastle.math.ec.ECPoint);
    public void sm2Sign(byte[], java.math.BigInteger, org.bouncycastle.math.ec.ECPoint, SM2Result);
    public void sm2Verify(byte[], org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger, SM2Result);
    static void <clinit>();
}










com/dc/open/gmencrypt/gmutil/sm/SM2Result.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM2Result {
    public java.math.BigInteger r;
    public java.math.BigInteger s;
    public java.math.BigInteger R;
    public byte[] sa;
    public byte[] sb;
    public byte[] s1;
    public byte[] s2;
    public org.bouncycastle.math.ec.ECPoint keyra;
    public org.bouncycastle.math.ec.ECPoint keyrb;
    public void SM2Result();
}










com/dc/open/gmencrypt/gmutil/sm/SM2Utils.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM2Utils {
    public void SM2Utils();
    public static byte[] encrypt(byte[], byte[]) throws java.io.IOException;
    public static byte[] decrypt(byte[], byte[]) throws java.io.IOException;
    public static byte[] sign(byte[], byte[], byte[]) throws java.io.IOException;
    public static boolean verifySign(byte[], byte[], byte[], byte[]) throws java.io.IOException;
    public static void generateKeyPair();
}










com/dc/open/gmencrypt/gmutil/sm/SM3.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM3 {
    public static final byte[] iv;
    public static int[] Tj;
    public void SM3();
    public static byte[] CF(byte[], byte[]);
    private static int[] convert(byte[]);
    private static byte[] convert(int[]);
    public static int[] CF(int[], int[]);
    private static int[][] expand(int[]);
    private static byte[] bigEndianIntToByte(int);
    private static int bigEndianByteToInt(byte[]);
    private static int FFj(int, int, int, int);
    private static int GGj(int, int, int, int);
    private static int FF1j(int, int, int);
    private static int FF2j(int, int, int);
    private static int GG1j(int, int, int);
    private static int GG2j(int, int, int);
    private static int P0(int);
    private static int P1(int);
    public static byte[] padding(byte[], int);
    private static byte[] back(byte[]);
    public static int rotateLeft(int, int);
    private static int bitCycleLeft(int, int);
    private static byte[] bitSmall8CycleLeft(byte[], int);
    private static byte[] byteCycleLeft(byte[], int);
    static void <clinit>();
}










com/dc/open/gmencrypt/gmutil/sm/SM3Digest.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM3Digest {
    private static final int BYTE_LENGTH = 32;
    private static final int BLOCK_LENGTH = 64;
    private static final int BUFFER_LENGTH = 64;
    private byte[] xBuf;
    private int xBufOff;
    private byte[] V;
    private int cntBlock;
    public void SM3Digest();
    public void SM3Digest(SM3Digest);
    public int doFinal(byte[], int);
    public void reset();
    public void update(byte[], int, int);
    private void doUpdate();
    private void doHash(byte[]);
    private byte[] doFinal();
    public void update(byte);
    public int getDigestSize();
}










com/dc/open/gmencrypt/gmutil/sm/SM4.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM4 {
    public static final int SM4_ENCRYPT = 1;
    public static final int SM4_DECRYPT = 0;
    public static final byte[] SboxTable;
    public static final int[] FK;
    public static final int[] CK;
    public void SM4();
    private long GET_ULONG_BE(byte[], int);
    private void PUT_ULONG_BE(long, byte[], int);
    private long SHL(long, int);
    private long ROTL(long, int);
    private void SWAP(long[], int);
    private byte sm4Sbox(byte);
    private long sm4Lt(long);
    private long sm4F(long, long, long, long, long);
    private long sm4CalciRK(long);
    private void sm4_setkey(long[], byte[]);
    private void sm4_one_round(long[], byte[], byte[]);
    private byte[] padding(byte[], int);
    public void sm4_setkey_enc(SM4_Context, byte[]) throws Exception;
    public void sm4_setkey_dec(SM4_Context, byte[]) throws Exception;
    public byte[] sm4_crypt_ecb(SM4_Context, byte[]) throws Exception;
    public byte[] sm4_crypt_cbc(SM4_Context, byte[], byte[]) throws Exception;
    static void <clinit>();
}










com/dc/open/gmencrypt/gmutil/sm/SM4Utils.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM4Utils {
    private String secretKey;
    private String iv;
    private boolean hexString;
    private String encoding;
    public String getSecretKey();
    public void setSecretKey(String);
    public boolean isHexString();
    public void setHexString(boolean);
    public String getIv();
    public void setIv(String);
    public String getEncoding();
    public void setEncoding(String);
    public void SM4Utils();
    public String encryptData_ECB(String);
    public byte[] encryptData_ECB(byte[]);
    public String decryptData_ECB(String);
    public String encryptData_CBC(String);
    public String decryptData_CBC(String);
}










com/dc/open/gmencrypt/gmutil/sm/SM4_Context.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM4_Context {
    public int mode;
    public long[] sk;
    public boolean isPadding;
    public void SM4_Context();
}










com/dc/open/gmencrypt/gmutil/sm/Util.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class Util {
    private static final char[] DIGITS_LOWER;
    private static final char[] DIGITS_UPPER;
    public void Util();
    public static byte[] intToBytes(int);
    public static int byteToInt(byte[]);
    public static byte[] longToBytes(long);
    public static byte[] byteConvert32Bytes(java.math.BigInteger);
    public static java.math.BigInteger byteConvertInteger(byte[]);
    public static String getHexString(byte[]);
    public static String getHexString(byte[], boolean);
    public static void printHexString(byte[]);
    public static byte[] hexStringToBytes(String);
    public static byte charToByte(char);
    public static char[] encodeHex(byte[]);
    public static char[] encodeHex(byte[], boolean);
    protected static char[] encodeHex(byte[], char[]);
    public static String encodeHexString(byte[]);
    public static String encodeHexString(byte[], boolean);
    protected static String encodeHexString(byte[], char[]);
    public static byte[] decodeHex(char[]);
    protected static int toDigit(char, int);
    public static String StringToAsciiString(String);
    public static String hexStringToString(String, int);
    public static int hexStringToAlgorism(String);
    public static String hexStringToBinary(String);
    public static String AsciiStringToString(String);
    public static String algorismToHexString(int, int);
    public static String byteToString(byte[]);
    public static int binaryToAlgorism(String);
    public static String algorismToHEXString(int);
    public static String patchHexString(String, int);
    public static int parseToInt(String, int, int);
    public static int parseToInt(String, int);
    public static byte[] hexToByte(String) throws IllegalArgumentException;
    public static String byteToHex(byte[]);
    public static byte[] subByte(byte[], int, int);
    public static String deBase64(String);
    static void <clinit>();
}










com/dc/open/gmencrypt/gmutil/SortUtil.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class SortUtil {
    public void SortUtil();
    public static com.alibaba.fastjson.JSONObject getNatureSortedJSONObject(com.alibaba.fastjson.JSONObject);
}










com/dc/open/gmencrypt/gmutil/StringUtil.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class StringUtil {
    public void StringUtil();
    public static boolean checkStrWithGroup(String, String[]);
    public static transient String mergeMutableArgs(String, Object[]);
    public static String mergeMutableArgs(Object[]);
    public static String formatStringTo8Times(String);
    public static String formatStringTo2TimesInFront(String);
    public static String formatStringTo_N_Times(int, String, boolean);
    public static byte[] stringToHexByte(String);
    public static String hexStringToCommonString(String);
    public static String bytesToHexString(byte[]);
    public static byte[] hexStringToBytes(String);
    private static byte charToByte(char);
    public static String toHexString(String);
    public static boolean isEmpty(String);
    public static boolean isNotEmpty(String);
    public static transient String removeLastChar(String, char[]);
    public static String removeLastColon(String);
    private static transient String getMatchLastCharRegex(boolean, char[]);
    public static String addSuffix(String, String);
    public static String convertCnColon(CharSequence);
    public static String formatColon(CharSequence, boolean);
    public static char getColon(boolean);
    public static String hiddenPhoneNum(String);
    public static boolean isDecimal(String);
    public static String hideSpecifiedPositionString(String, int, int);
    public static String InterceptionStr(String, String, String);
    public static String subZeroAndDot(String);
    public static transient boolean isEmpty(String[]);
    public static boolean isEmpty(Object);
    public static boolean isPhoneNumber(String);
    public static boolean isPassWord(String);
    public static boolean isVerifyNum(String);
    public static transient boolean isListEmpty(java.util.List[]);
    public static boolean isMapEmpty(java.util.Map);
    public static boolean isPersonId(String);
    public static String getFormatMoney(String);
    public static String romeSpace(String);
    public static transient boolean isExist(String, String[]);
    public static String replace(String);
    public static int getIntFromStr(String);
}










com/dc/open/gmencrypt/https/HttpMethod.class


package com.dc.open.gmencrypt.https;
public final synchronized enum HttpMethod {
    public static final HttpMethod POST;
    public static final HttpMethod GET;
    private String httpMethod;
    public static HttpMethod[] values();
    public static HttpMethod valueOf(String);
    private void HttpMethod(String, int, String);
    public String getHttpMethod();
    public void setHttpMethod(String);
    static void <clinit>();
}










com/dc/open/gmencrypt/https/HttpsPost$MyHostnameVerifier.class


package com.dc.open.gmencrypt.https;
synchronized class HttpsPost$MyHostnameVerifier implements javax.net.ssl.HostnameVerifier {
    void HttpsPost$MyHostnameVerifier(HttpsPost);
    public boolean verify(String, javax.net.ssl.SSLSession);
}










com/dc/open/gmencrypt/https/HttpsPost$MyX509TrustManager.class


package com.dc.open.gmencrypt.https;
synchronized class HttpsPost$MyX509TrustManager implements javax.net.ssl.X509TrustManager {
    void HttpsPost$MyX509TrustManager(HttpsPost);
    public void checkClientTrusted(java.security.cert.X509Certificate[], String) throws java.security.cert.CertificateException;
    public void checkServerTrusted(java.security.cert.X509Certificate[], String) throws java.security.cert.CertificateException;
    public void checkTrusted(java.security.cert.X509Certificate[], String) throws java.security.cert.CertificateException;
    public java.security.cert.X509Certificate[] getAcceptedIssuers();
}










com/dc/open/gmencrypt/https/HttpsPost.class


package com.dc.open.gmencrypt.https;
public synchronized class HttpsPost {
    private int CONNECT_TIMEOUT;
    private int READ_TIMEOUT;
    private String mCookie;
    public static HttpsPost httpsPost;
    private void HttpsPost();
    public static HttpsPost newInstance();
    public NetResponseAttr executivePostHttps(String, String);
    private NetResponseAttr setFiladResponse(NetResponseAttr, Exception);
    private javax.net.ssl.HttpsURLConnection setHttpsConnection(javax.net.ssl.HttpsURLConnection);
    private String getResponse(javax.net.ssl.HttpsURLConnection) throws java.io.IOException;
    private NetResponseAttr HandErrorCode(NetResponseAttr);
    static void <clinit>();
}










com/dc/open/gmencrypt/https/NetResponseAttr.class


package com.dc.open.gmencrypt.https;
public synchronized class NetResponseAttr {
    private String responseCode;
    private String responseBody;
    private String responseErrorMsg;
    private boolean isSuccess;
    public void NetResponseAttr();
    public String getResponseCode();
    public void setResponseCode(String);
    public String getResponseBody();
    public void setResponseBody(String);
    public String getResponseErrorMsg();
    public void setResponseErrorMsg(String);
    public boolean isSuccess();
    public void setSuccess(boolean);
}










META-INF/maven/com.jd.jr.fp/encrypt/pom.xml


 
     4.0.0

     com.jd.jr.fp
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             junit
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             releases
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META-INF/maven/com.jd.jr.fp/encrypt/pom.properties
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ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/CryptUtil.class

package com.dc.open.gmencrypt.gmutil;
public synchronized class CryptUtil {
    private static final java.util.Random random;
    public void CryptUtil();
    public static String getAESRandomKey();
    public static byte[] getAesKey(String) throws Exception;
    public static java.security.PublicKey getPublicKeyFromString(String) throws java.security.NoSuchAlgorithmException, java.security.spec.InvalidKeySpecException, java.io.UnsupportedEncodingException;
    public static java.security.PrivateKey getPrivateKeyFromString(String) throws java.security.spec.InvalidKeySpecException, java.security.NoSuchAlgorithmException, java.io.UnsupportedEncodingException;
    public static boolean verifySignByPublicKey(String, String, String) throws Exception;
    public static boolean verifyByPublicKey(byte[], java.security.PublicKey, byte[]) throws Exception;
    public static byte[] signByPrivateKey(String, String) throws Exception;
    public static byte[] signByPrivateKey(byte[], java.security.PrivateKey) throws Exception;
    public static byte[] encryptByRSA(String, String) throws Exception;
    public static byte[] encryptByRSAPublic(String, String) throws Exception;
    public static byte[] encryptByRSA(byte[], java.security.Key) throws Exception;
    public static String decryptByRSA(String, String) throws Exception;
    public static byte[] decryptByRSA(byte[], java.security.Key) throws Exception;
    public static byte[] encryptByAES(String, String) throws Exception;
    public static byte[] encryptByAES(byte[], byte[]) throws Exception;
    public static String decryptByAES(String, String) throws Exception;
    public static byte[] decryptByAES(byte[], byte[]) throws Exception;
    public static byte[] decryptByAesPKCS5(byte[], byte[]) throws Exception;
    public static String createLinkString(java.util.Map);
    static void <clinit>();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/DataUtil.class

package com.dc.open.gmencrypt.gmutil;
public synchronized class DataUtil {
    public void DataUtil();
    public static java.util.Map checkParam(java.util.Map, java.util.ArrayList);
    public static boolean isNullOrEmpty(Object);
    public static String tranString(Object);
    public static com.alibaba.fastjson.JSONObject getNatureSortedJSONObject(com.alibaba.fastjson.JSONObject);
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/ESCCode.class

package com.dc.open.gmencrypt.gmutil;
public synchronized class ESCCode {
    public static final String CODE_EPC000 = 000000;
    public static final String CODE_EPC001 = EPC001;
    public static final String CODE_EPC002 = EPC002;
    public static final String CODE_EPC003 = EPC003;
    public static final String CODE_EPC004 = EPC004;
    public static final String CODE_EPC005 = EPC005;
    public static final String CODE_EPC006 = EPC006;
    public static final String CODE_EPC007 = EPC007;
    public static final String CODE_EPC008 = EPC008;
    public static final String CODE_EPC009 = EPC009;
    public static final String CODE_EPC010 = EPC0010;
    public static final String CODE_EPC011 = EPC0011;
    public static final String CODE_EPC012 = EPC0012;
    public static final String CODE_EPC013 = EPC0013;
    public static final String CODE_EPC014 = EPC0014;
    public static final String CODE_EPC015 = EPC0015;
    public static final String CODE_EPC016 = EPC0016;
    public static final String CODE_EPC017 = EPC0017;
    public static final String CODE_EPC018 = EPC0018;
    public static final String CODE_EPC019 = EPC0019;
    public static final String CODE_EPC020 = PAAS-E-NA-002001;
    public static final String CODE_EPC021 = EPC0021;
    public static final String CODE_EPC022 = EPC0022;
    public static final String CODE_EPC023 = EPC0023;
    public static final String CODE_EPC024 = EPC0024;
    public static final String CODE_EPC025 = EPC0025;
    public static final String CODE_EPC026 = EPC0026;
    public static final String CODE_999996 = 999996;
    public static final String CODE_999997 = 999997;
    public static final String CODE_999998 = 999998;
    public static final String CODE_999999 = 999999;
    public void ESCCode();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/GMUtil.class

package com.dc.open.gmencrypt.gmutil;
public synchronized class GMUtil {
    public void GMUtil();
    public static String signBySm2(String, String, String) throws java.io.IOException;
    public static byte[] signBySm3(String);
    public static boolean verifySignBySm2(String, String, String, String) throws java.io.IOException;
    public static String encryptBySm2(String, String) throws java.io.IOException;
    public static String decryptBySm2(String, String) throws java.io.IOException;
    public static String encryptBySm4(String, String, String) throws java.io.IOException;
    public static byte[] encryptBySm4(String, byte[], String) throws java.io.IOException;
    public static String encryptBySm4(String, String) throws java.io.IOException;
    public static String decryptBySm4(String, String, String) throws java.io.IOException;
    public static String decryptBySm4(String, String) throws java.io.IOException;
    public static String getRandomKeyBySm4();
    public static String getRandomKeyBySm4_2();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/JAVA_SDK_SecurityUtils.class

package com.dc.open.gmencrypt.gmutil;
public synchronized class JAVA_SDK_SecurityUtils {
    public static final String AES_MODE = AES/CBC/PKCS5Padding;
    public static final String SHA256WITHRSA = SHA256withRSA;
    public static final String SHA256 = SHA-256;
    public static final String AES = AES;
    public static final String RSA = RSA;
    private static final byte[] AES_IV;
    public void JAVA_SDK_SecurityUtils();
    public static String encryptByBASE64(byte[]);
    public static byte[] decryptByBASE64(String) throws java.io.IOException;
    public static byte[] SHA256(byte[]) throws Exception;
    public static byte[] SHA2564WeChat(byte[]) throws Exception;
    public static byte[] SHA256withRSA(byte[], java.security.PrivateKey) throws Exception;
    public static boolean verifyByPublicKey(byte[], java.security.PublicKey, byte[]) throws Exception;
    public static byte[] encryptByAES(byte[], byte[]) throws Exception;
    public static byte[] decryptByAES(byte[], byte[]) throws Exception;
    public static byte[] encryptByRSA(byte[], java.security.Key) throws Exception;
    public static byte[] decryptByRSA(byte[], java.security.Key) throws Exception;
    private static byte[] initIV(String);
    public static String getRandomKey();
    static void <clinit>();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/SortUtil.class

package com.dc.open.gmencrypt.gmutil;
public synchronized class SortUtil {
    public void SortUtil();
    public static com.alibaba.fastjson.JSONObject getNatureSortedJSONObject(com.alibaba.fastjson.JSONObject);
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/StringUtil.class

package com.dc.open.gmencrypt.gmutil;
public synchronized class StringUtil {
    public void StringUtil();
    public static boolean checkStrWithGroup(String, String[]);
    public static transient String mergeMutableArgs(String, Object[]);
    public static String mergeMutableArgs(Object[]);
    public static String formatStringTo8Times(String);
    public static String formatStringTo2TimesInFront(String);
    public static String formatStringTo_N_Times(int, String, boolean);
    public static byte[] stringToHexByte(String);
    public static String hexStringToCommonString(String);
    public static String bytesToHexString(byte[]);
    public static byte[] hexStringToBytes(String);
    private static byte charToByte(char);
    public static String toHexString(String);
    public static boolean isEmpty(String);
    public static boolean isNotEmpty(String);
    public static transient String removeLastChar(String, char[]);
    public static String removeLastColon(String);
    private static transient String getMatchLastCharRegex(boolean, char[]);
    public static String addSuffix(String, String);
    public static String convertCnColon(CharSequence);
    public static String formatColon(CharSequence, boolean);
    public static char getColon(boolean);
    public static String hiddenPhoneNum(String);
    public static boolean isDecimal(String);
    public static String hideSpecifiedPositionString(String, int, int);
    public static String InterceptionStr(String, String, String);
    public static String subZeroAndDot(String);
    public static transient boolean isEmpty(String[]);
    public static boolean isEmpty(Object);
    public static boolean isPhoneNumber(String);
    public static boolean isPassWord(String);
    public static boolean isVerifyNum(String);
    public static transient boolean isListEmpty(java.util.List[]);
    public static boolean isMapEmpty(java.util.Map);
    public static boolean isPersonId(String);
    public static String getFormatMoney(String);
    public static String romeSpace(String);
    public static transient boolean isExist(String, String[]);
    public static String replace(String);
    public static int getIntFromStr(String);
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/sm/Cipher.class

package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class Cipher {
    private int ct;
    private org.bouncycastle.math.ec.ECPoint p2;
    private SM3Digest sm3keybase;
    private SM3Digest sm3c3;
    private byte[] key;
    private byte keyOff;
    public void Cipher();
    private void reset();
    private void nextKey();
    public org.bouncycastle.math.ec.ECPoint initEnc(SM2, org.bouncycastle.math.ec.ECPoint);
    public void encrypt(byte[]);
    public void initDec(java.math.BigInteger, org.bouncycastle.math.ec.ECPoint);
    public void decrypt(byte[]);
    public void dofinal(byte[]);
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/sm/SM2.class

package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM2 {
    public static String[] ecc_param;
    public final java.math.BigInteger ecc_p;
    public final java.math.BigInteger ecc_a;
    public final java.math.BigInteger ecc_b;
    public final java.math.BigInteger ecc_n;
    public final java.math.BigInteger ecc_gx;
    public final java.math.BigInteger ecc_gy;
    public final org.bouncycastle.math.ec.ECCurve ecc_curve;
    public final org.bouncycastle.math.ec.ECPoint ecc_point_g;
    public final org.bouncycastle.crypto.params.ECDomainParameters ecc_bc_spec;
    public final org.bouncycastle.crypto.generators.ECKeyPairGenerator ecc_key_pair_generator;
    public final org.bouncycastle.math.ec.ECFieldElement ecc_gx_fieldelement;
    public final org.bouncycastle.math.ec.ECFieldElement ecc_gy_fieldelement;
    public static SM2 Instance();
    public void SM2();
    public byte[] sm2GetZ(byte[], org.bouncycastle.math.ec.ECPoint);
    public void sm2Sign(byte[], java.math.BigInteger, org.bouncycastle.math.ec.ECPoint, SM2Result);
    public void sm2Verify(byte[], org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger, SM2Result);
    static void <clinit>();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/sm/SM2Result.class

package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM2Result {
    public java.math.BigInteger r;
    public java.math.BigInteger s;
    public java.math.BigInteger R;
    public byte[] sa;
    public byte[] sb;
    public byte[] s1;
    public byte[] s2;
    public org.bouncycastle.math.ec.ECPoint keyra;
    public org.bouncycastle.math.ec.ECPoint keyrb;
    public void SM2Result();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/sm/SM2Utils.class

package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM2Utils {
    public void SM2Utils();
    public static byte[] encrypt(byte[], byte[]) throws java.io.IOException;
    public static byte[] decrypt(byte[], byte[]) throws java.io.IOException;
    public static byte[] sign(byte[], byte[], byte[]) throws java.io.IOException;
    public static boolean verifySign(byte[], byte[], byte[], byte[]) throws java.io.IOException;
    public static void generateKeyPair();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/sm/SM3.class

package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM3 {
    public static final byte[] iv;
    public static int[] Tj;
    public void SM3();
    public static byte[] CF(byte[], byte[]);
    private static int[] convert(byte[]);
    private static byte[] convert(int[]);
    public static int[] CF(int[], int[]);
    private static int[][] expand(int[]);
    private static byte[] bigEndianIntToByte(int);
    private static int bigEndianByteToInt(byte[]);
    private static int FFj(int, int, int, int);
    private static int GGj(int, int, int, int);
    private static int FF1j(int, int, int);
    private static int FF2j(int, int, int);
    private static int GG1j(int, int, int);
    private static int GG2j(int, int, int);
    private static int P0(int);
    private static int P1(int);
    public static byte[] padding(byte[], int);
    private static byte[] back(byte[]);
    public static int rotateLeft(int, int);
    private static int bitCycleLeft(int, int);
    private static byte[] bitSmall8CycleLeft(byte[], int);
    private static byte[] byteCycleLeft(byte[], int);
    static void <clinit>();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/sm/SM3Digest.class

package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM3Digest {
    private static final int BYTE_LENGTH = 32;
    private static final int BLOCK_LENGTH = 64;
    private static final int BUFFER_LENGTH = 64;
    private byte[] xBuf;
    private int xBufOff;
    private byte[] V;
    private int cntBlock;
    public void SM3Digest();
    public void SM3Digest(SM3Digest);
    public int doFinal(byte[], int);
    public void reset();
    public void update(byte[], int, int);
    private void doUpdate();
    private void doHash(byte[]);
    private byte[] doFinal();
    public void update(byte);
    public int getDigestSize();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/sm/SM4.class

package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM4 {
    public static final int SM4_ENCRYPT = 1;
    public static final int SM4_DECRYPT = 0;
    public static final byte[] SboxTable;
    public static final int[] FK;
    public static final int[] CK;
    public void SM4();
    private long GET_ULONG_BE(byte[], int);
    private void PUT_ULONG_BE(long, byte[], int);
    private long SHL(long, int);
    private long ROTL(long, int);
    private void SWAP(long[], int);
    private byte sm4Sbox(byte);
    private long sm4Lt(long);
    private long sm4F(long, long, long, long, long);
    private long sm4CalciRK(long);
    private void sm4_setkey(long[], byte[]);
    private void sm4_one_round(long[], byte[], byte[]);
    private byte[] padding(byte[], int);
    public void sm4_setkey_enc(SM4_Context, byte[]) throws Exception;
    public void sm4_setkey_dec(SM4_Context, byte[]) throws Exception;
    public byte[] sm4_crypt_ecb(SM4_Context, byte[]) throws Exception;
    public byte[] sm4_crypt_cbc(SM4_Context, byte[], byte[]) throws Exception;
    static void <clinit>();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/sm/SM4Utils.class

package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM4Utils {
    private String secretKey;
    private String iv;
    private boolean hexString;
    private String encoding;
    public String getSecretKey();
    public void setSecretKey(String);
    public boolean isHexString();
    public void setHexString(boolean);
    public String getIv();
    public void setIv(String);
    public String getEncoding();
    public void setEncoding(String);
    public void SM4Utils();
    public String encryptData_ECB(String);
    public byte[] encryptData_ECB(byte[]);
    public String decryptData_ECB(String);
    public String encryptData_CBC(String);
    public String decryptData_CBC(String);
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/sm/SM4_Context.class

package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM4_Context {
    public int mode;
    public long[] sk;
    public boolean isPadding;
    public void SM4_Context();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/gmutil/sm/Util.class

package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class Util {
    private static final char[] DIGITS_LOWER;
    private static final char[] DIGITS_UPPER;
    public void Util();
    public static byte[] intToBytes(int);
    public static int byteToInt(byte[]);
    public static byte[] longToBytes(long);
    public static byte[] byteConvert32Bytes(java.math.BigInteger);
    public static java.math.BigInteger byteConvertInteger(byte[]);
    public static String getHexString(byte[]);
    public static String getHexString(byte[], boolean);
    public static void printHexString(byte[]);
    public static byte[] hexStringToBytes(String);
    public static byte charToByte(char);
    public static char[] encodeHex(byte[]);
    public static char[] encodeHex(byte[], boolean);
    protected static char[] encodeHex(byte[], char[]);
    public static String encodeHexString(byte[]);
    public static String encodeHexString(byte[], boolean);
    protected static String encodeHexString(byte[], char[]);
    public static byte[] decodeHex(char[]);
    protected static int toDigit(char, int);
    public static String StringToAsciiString(String);
    public static String hexStringToString(String, int);
    public static int hexStringToAlgorism(String);
    public static String hexStringToBinary(String);
    public static String AsciiStringToString(String);
    public static String algorismToHexString(int, int);
    public static String byteToString(byte[]);
    public static int binaryToAlgorism(String);
    public static String algorismToHEXString(int);
    public static String patchHexString(String, int);
    public static int parseToInt(String, int, int);
    public static int parseToInt(String, int);
    public static byte[] hexToByte(String) throws IllegalArgumentException;
    public static String byteToHex(byte[]);
    public static byte[] subByte(byte[], int, int);
    public static String deBase64(String);
    static void <clinit>();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/https/HttpMethod.class

package com.dc.open.gmencrypt.https;
public final synchronized enum HttpMethod {
    public static final HttpMethod POST;
    public static final HttpMethod GET;
    private String httpMethod;
    public static HttpMethod[] values();
    public static HttpMethod valueOf(String);
    private void HttpMethod(String, int, String);
    public String getHttpMethod();
    public void setHttpMethod(String);
    static void <clinit>();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/https/HttpsPost$MyHostnameVerifier.class

package com.dc.open.gmencrypt.https;
synchronized class HttpsPost$MyHostnameVerifier implements javax.net.ssl.HostnameVerifier {
    void HttpsPost$MyHostnameVerifier(HttpsPost);
    public boolean verify(String, javax.net.ssl.SSLSession);
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/https/HttpsPost$MyX509TrustManager.class

package com.dc.open.gmencrypt.https;
synchronized class HttpsPost$MyX509TrustManager implements javax.net.ssl.X509TrustManager {
    void HttpsPost$MyX509TrustManager(HttpsPost);
    public void checkClientTrusted(java.security.cert.X509Certificate[], String) throws java.security.cert.CertificateException;
    public void checkServerTrusted(java.security.cert.X509Certificate[], String) throws java.security.cert.CertificateException;
    public void checkTrusted(java.security.cert.X509Certificate[], String) throws java.security.cert.CertificateException;
    public java.security.cert.X509Certificate[] getAcceptedIssuers();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/https/HttpsPost.class

package com.dc.open.gmencrypt.https;
public synchronized class HttpsPost {
    private int CONNECT_TIMEOUT;
    private int READ_TIMEOUT;
    private String mCookie;
    public static HttpsPost httpsPost;
    private void HttpsPost();
    public static HttpsPost newInstance();
    public NetResponseAttr executivePostHttps(String, String);
    private NetResponseAttr setFiladResponse(NetResponseAttr, Exception);
    private javax.net.ssl.HttpsURLConnection setHttpsConnection(javax.net.ssl.HttpsURLConnection);
    private String getResponse(javax.net.ssl.HttpsURLConnection) throws java.io.IOException;
    private NetResponseAttr HandErrorCode(NetResponseAttr);
    static void <clinit>();
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz/com/dc/open/gmencrypt/https/NetResponseAttr.class

package com.dc.open.gmencrypt.https;
public synchronized class NetResponseAttr {
    private String responseCode;
    private String responseBody;
    private String responseErrorMsg;
    private boolean isSuccess;
    public void NetResponseAttr();
    public String getResponseCode();
    public void setResponseCode(String);
    public String getResponseBody();
    public void setResponseBody(String);
    public String getResponseErrorMsg();
    public void setResponseErrorMsg(String);
    public boolean isSuccess();
    public void setSuccess(boolean);
}







ApiAccess-DemoProject/GMencrypt-bankgz/out/artifacts/GMencrypt_bankgz/GMencrypt_bankgz.jar




com/dc/open/gmencrypt/gmutil/CryptUtil.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class CryptUtil {
    private static final java.util.Random random;
    public void CryptUtil();
    public static String getAESRandomKey();
    public static byte[] getAesKey(String) throws Exception;
    public static java.security.PublicKey getPublicKeyFromString(String) throws java.security.NoSuchAlgorithmException, java.security.spec.InvalidKeySpecException, java.io.UnsupportedEncodingException;
    public static java.security.PrivateKey getPrivateKeyFromString(String) throws java.security.spec.InvalidKeySpecException, java.security.NoSuchAlgorithmException, java.io.UnsupportedEncodingException;
    public static boolean verifySignByPublicKey(String, String, String) throws Exception;
    public static boolean verifyByPublicKey(byte[], java.security.PublicKey, byte[]) throws Exception;
    public static byte[] signByPrivateKey(String, String) throws Exception;
    public static byte[] signByPrivateKey(byte[], java.security.PrivateKey) throws Exception;
    public static byte[] encryptByRSA(String, String) throws Exception;
    public static byte[] encryptByRSAPublic(String, String) throws Exception;
    public static byte[] encryptByRSA(byte[], java.security.Key) throws Exception;
    public static String decryptByRSA(String, String) throws Exception;
    public static byte[] decryptByRSA(byte[], java.security.Key) throws Exception;
    public static byte[] encryptByAES(String, String) throws Exception;
    public static byte[] encryptByAES(byte[], byte[]) throws Exception;
    public static String decryptByAES(String, String) throws Exception;
    public static byte[] decryptByAES(byte[], byte[]) throws Exception;
    public static byte[] decryptByAesPKCS5(byte[], byte[]) throws Exception;
    public static String createLinkString(java.util.Map);
    static void <clinit>();
}










com/dc/open/gmencrypt/gmutil/DataUtil.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class DataUtil {
    public void DataUtil();
    public static java.util.Map checkParam(java.util.Map, java.util.ArrayList);
    public static boolean isNullOrEmpty(Object);
    public static String tranString(Object);
    public static com.alibaba.fastjson.JSONObject getNatureSortedJSONObject(com.alibaba.fastjson.JSONObject);
}










com/dc/open/gmencrypt/gmutil/ESCCode.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class ESCCode {
    public static final String CODE_EPC000 = 000000;
    public static final String CODE_EPC001 = EPC001;
    public static final String CODE_EPC002 = EPC002;
    public static final String CODE_EPC003 = EPC003;
    public static final String CODE_EPC004 = EPC004;
    public static final String CODE_EPC005 = EPC005;
    public static final String CODE_EPC006 = EPC006;
    public static final String CODE_EPC007 = EPC007;
    public static final String CODE_EPC008 = EPC008;
    public static final String CODE_EPC009 = EPC009;
    public static final String CODE_EPC010 = EPC0010;
    public static final String CODE_EPC011 = EPC0011;
    public static final String CODE_EPC012 = EPC0012;
    public static final String CODE_EPC013 = EPC0013;
    public static final String CODE_EPC014 = EPC0014;
    public static final String CODE_EPC015 = EPC0015;
    public static final String CODE_EPC016 = EPC0016;
    public static final String CODE_EPC017 = EPC0017;
    public static final String CODE_EPC018 = EPC0018;
    public static final String CODE_EPC019 = EPC0019;
    public static final String CODE_EPC020 = PAAS-E-NA-002001;
    public static final String CODE_EPC021 = EPC0021;
    public static final String CODE_EPC022 = EPC0022;
    public static final String CODE_EPC023 = EPC0023;
    public static final String CODE_EPC024 = EPC0024;
    public static final String CODE_EPC025 = EPC0025;
    public static final String CODE_EPC026 = EPC0026;
    public static final String CODE_999996 = 999996;
    public static final String CODE_999997 = 999997;
    public static final String CODE_999998 = 999998;
    public static final String CODE_999999 = 999999;
    public void ESCCode();
}










com/dc/open/gmencrypt/gmutil/GMUtil.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class GMUtil {
    public void GMUtil();
    public static String signBySm2(String, String, String) throws java.io.IOException;
    public static byte[] signBySm3(String);
    public static boolean verifySignBySm2(String, String, String, String) throws java.io.IOException;
    public static String encryptBySm2(String, String) throws java.io.IOException;
    public static String decryptBySm2(String, String) throws java.io.IOException;
    public static String encryptBySm4(String, String, String) throws java.io.IOException;
    public static byte[] encryptBySm4(String, byte[], String) throws java.io.IOException;
    public static String encryptBySm4(String, String) throws java.io.IOException;
    public static String decryptBySm4(String, String, String) throws java.io.IOException;
    public static String decryptBySm4(String, String) throws java.io.IOException;
    public static String getRandomKeyBySm4();
    public static String getRandomKeyBySm4_2();
}










com/dc/open/gmencrypt/gmutil/JAVA_SDK_SecurityUtils.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class JAVA_SDK_SecurityUtils {
    public static final String AES_MODE = AES/CBC/PKCS5Padding;
    public static final String SHA256WITHRSA = SHA256withRSA;
    public static final String SHA256 = SHA-256;
    public static final String AES = AES;
    public static final String RSA = RSA;
    private static final byte[] AES_IV;
    public void JAVA_SDK_SecurityUtils();
    public static String encryptByBASE64(byte[]);
    public static byte[] decryptByBASE64(String) throws java.io.IOException;
    public static byte[] SHA256(byte[]) throws Exception;
    public static byte[] SHA2564WeChat(byte[]) throws Exception;
    public static byte[] SHA256withRSA(byte[], java.security.PrivateKey) throws Exception;
    public static boolean verifyByPublicKey(byte[], java.security.PublicKey, byte[]) throws Exception;
    public static byte[] encryptByAES(byte[], byte[]) throws Exception;
    public static byte[] decryptByAES(byte[], byte[]) throws Exception;
    public static byte[] encryptByRSA(byte[], java.security.Key) throws Exception;
    public static byte[] decryptByRSA(byte[], java.security.Key) throws Exception;
    private static byte[] initIV(String);
    public static String getRandomKey();
    static void <clinit>();
}










com/dc/open/gmencrypt/gmutil/sm/Cipher.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class Cipher {
    private int ct;
    private org.bouncycastle.math.ec.ECPoint p2;
    private SM3Digest sm3keybase;
    private SM3Digest sm3c3;
    private byte[] key;
    private byte keyOff;
    public void Cipher();
    private void reset();
    private void nextKey();
    public org.bouncycastle.math.ec.ECPoint initEnc(SM2, org.bouncycastle.math.ec.ECPoint);
    public void encrypt(byte[]);
    public void initDec(java.math.BigInteger, org.bouncycastle.math.ec.ECPoint);
    public void decrypt(byte[]);
    public void dofinal(byte[]);
}










com/dc/open/gmencrypt/gmutil/sm/SM2.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM2 {
    public static String[] ecc_param;
    public final java.math.BigInteger ecc_p;
    public final java.math.BigInteger ecc_a;
    public final java.math.BigInteger ecc_b;
    public final java.math.BigInteger ecc_n;
    public final java.math.BigInteger ecc_gx;
    public final java.math.BigInteger ecc_gy;
    public final org.bouncycastle.math.ec.ECCurve ecc_curve;
    public final org.bouncycastle.math.ec.ECPoint ecc_point_g;
    public final org.bouncycastle.crypto.params.ECDomainParameters ecc_bc_spec;
    public final org.bouncycastle.crypto.generators.ECKeyPairGenerator ecc_key_pair_generator;
    public final org.bouncycastle.math.ec.ECFieldElement ecc_gx_fieldelement;
    public final org.bouncycastle.math.ec.ECFieldElement ecc_gy_fieldelement;
    public static SM2 Instance();
    public void SM2();
    public byte[] sm2GetZ(byte[], org.bouncycastle.math.ec.ECPoint);
    public void sm2Sign(byte[], java.math.BigInteger, org.bouncycastle.math.ec.ECPoint, SM2Result);
    public void sm2Verify(byte[], org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger, SM2Result);
    static void <clinit>();
}










com/dc/open/gmencrypt/gmutil/sm/SM2Result.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM2Result {
    public java.math.BigInteger r;
    public java.math.BigInteger s;
    public java.math.BigInteger R;
    public byte[] sa;
    public byte[] sb;
    public byte[] s1;
    public byte[] s2;
    public org.bouncycastle.math.ec.ECPoint keyra;
    public org.bouncycastle.math.ec.ECPoint keyrb;
    public void SM2Result();
}










com/dc/open/gmencrypt/gmutil/sm/SM2Utils.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM2Utils {
    public void SM2Utils();
    public static byte[] encrypt(byte[], byte[]) throws java.io.IOException;
    public static byte[] decrypt(byte[], byte[]) throws java.io.IOException;
    public static byte[] sign(byte[], byte[], byte[]) throws java.io.IOException;
    public static boolean verifySign(byte[], byte[], byte[], byte[]) throws java.io.IOException;
    public static void generateKeyPair();
}










com/dc/open/gmencrypt/gmutil/sm/SM3.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM3 {
    public static final byte[] iv;
    public static int[] Tj;
    public void SM3();
    public static byte[] CF(byte[], byte[]);
    private static int[] convert(byte[]);
    private static byte[] convert(int[]);
    public static int[] CF(int[], int[]);
    private static int[][] expand(int[]);
    private static byte[] bigEndianIntToByte(int);
    private static int bigEndianByteToInt(byte[]);
    private static int FFj(int, int, int, int);
    private static int GGj(int, int, int, int);
    private static int FF1j(int, int, int);
    private static int FF2j(int, int, int);
    private static int GG1j(int, int, int);
    private static int GG2j(int, int, int);
    private static int P0(int);
    private static int P1(int);
    public static byte[] padding(byte[], int);
    private static byte[] back(byte[]);
    public static int rotateLeft(int, int);
    private static int bitCycleLeft(int, int);
    private static byte[] bitSmall8CycleLeft(byte[], int);
    private static byte[] byteCycleLeft(byte[], int);
    static void <clinit>();
}










com/dc/open/gmencrypt/gmutil/sm/SM3Digest.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM3Digest {
    private static final int BYTE_LENGTH = 32;
    private static final int BLOCK_LENGTH = 64;
    private static final int BUFFER_LENGTH = 64;
    private byte[] xBuf;
    private int xBufOff;
    private byte[] V;
    private int cntBlock;
    public void SM3Digest();
    public void SM3Digest(SM3Digest);
    public int doFinal(byte[], int);
    public void reset();
    public void update(byte[], int, int);
    private void doUpdate();
    private void doHash(byte[]);
    private byte[] doFinal();
    public void update(byte);
    public int getDigestSize();
}










com/dc/open/gmencrypt/gmutil/sm/SM4.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM4 {
    public static final int SM4_ENCRYPT = 1;
    public static final int SM4_DECRYPT = 0;
    public static final byte[] SboxTable;
    public static final int[] FK;
    public static final int[] CK;
    public void SM4();
    private long GET_ULONG_BE(byte[], int);
    private void PUT_ULONG_BE(long, byte[], int);
    private long SHL(long, int);
    private long ROTL(long, int);
    private void SWAP(long[], int);
    private byte sm4Sbox(byte);
    private long sm4Lt(long);
    private long sm4F(long, long, long, long, long);
    private long sm4CalciRK(long);
    private void sm4_setkey(long[], byte[]);
    private void sm4_one_round(long[], byte[], byte[]);
    private byte[] padding(byte[], int);
    public void sm4_setkey_enc(SM4_Context, byte[]) throws Exception;
    public void sm4_setkey_dec(SM4_Context, byte[]) throws Exception;
    public byte[] sm4_crypt_ecb(SM4_Context, byte[]) throws Exception;
    public byte[] sm4_crypt_cbc(SM4_Context, byte[], byte[]) throws Exception;
    static void <clinit>();
}










com/dc/open/gmencrypt/gmutil/sm/SM4Utils.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM4Utils {
    private String secretKey;
    private String iv;
    private boolean hexString;
    private String encoding;
    public String getSecretKey();
    public void setSecretKey(String);
    public boolean isHexString();
    public void setHexString(boolean);
    public String getIv();
    public void setIv(String);
    public String getEncoding();
    public void setEncoding(String);
    public void SM4Utils();
    public String encryptData_ECB(String);
    public byte[] encryptData_ECB(byte[]);
    public String decryptData_ECB(String);
    public String encryptData_CBC(String);
    public String decryptData_CBC(String);
}










com/dc/open/gmencrypt/gmutil/sm/SM4_Context.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class SM4_Context {
    public int mode;
    public long[] sk;
    public boolean isPadding;
    public void SM4_Context();
}










com/dc/open/gmencrypt/gmutil/sm/Util.class


package com.dc.open.gmencrypt.gmutil.sm;
public synchronized class Util {
    private static final char[] DIGITS_LOWER;
    private static final char[] DIGITS_UPPER;
    public void Util();
    public static byte[] intToBytes(int);
    public static int byteToInt(byte[]);
    public static byte[] longToBytes(long);
    public static byte[] byteConvert32Bytes(java.math.BigInteger);
    public static java.math.BigInteger byteConvertInteger(byte[]);
    public static String getHexString(byte[]);
    public static String getHexString(byte[], boolean);
    public static void printHexString(byte[]);
    public static byte[] hexStringToBytes(String);
    public static byte charToByte(char);
    public static char[] encodeHex(byte[]);
    public static char[] encodeHex(byte[], boolean);
    protected static char[] encodeHex(byte[], char[]);
    public static String encodeHexString(byte[]);
    public static String encodeHexString(byte[], boolean);
    protected static String encodeHexString(byte[], char[]);
    public static byte[] decodeHex(char[]);
    protected static int toDigit(char, int);
    public static String StringToAsciiString(String);
    public static String hexStringToString(String, int);
    public static int hexStringToAlgorism(String);
    public static String hexStringToBinary(String);
    public static String AsciiStringToString(String);
    public static String algorismToHexString(int, int);
    public static String byteToString(byte[]);
    public static int binaryToAlgorism(String);
    public static String algorismToHEXString(int);
    public static String patchHexString(String, int);
    public static int parseToInt(String, int, int);
    public static int parseToInt(String, int);
    public static byte[] hexToByte(String) throws IllegalArgumentException;
    public static String byteToHex(byte[]);
    public static byte[] subByte(byte[], int, int);
    public static String deBase64(String);
    static void <clinit>();
}










com/dc/open/gmencrypt/gmutil/SortUtil.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class SortUtil {
    public void SortUtil();
    public static com.alibaba.fastjson.JSONObject getNatureSortedJSONObject(com.alibaba.fastjson.JSONObject);
}










com/dc/open/gmencrypt/gmutil/StringUtil.class


package com.dc.open.gmencrypt.gmutil;
public synchronized class StringUtil {
    public void StringUtil();
    public static boolean checkStrWithGroup(String, String[]);
    public static transient String mergeMutableArgs(String, Object[]);
    public static String mergeMutableArgs(Object[]);
    public static String formatStringTo8Times(String);
    public static String formatStringTo2TimesInFront(String);
    public static String formatStringTo_N_Times(int, String, boolean);
    public static byte[] stringToHexByte(String);
    public static String hexStringToCommonString(String);
    public static String bytesToHexString(byte[]);
    public static byte[] hexStringToBytes(String);
    private static byte charToByte(char);
    public static String toHexString(String);
    public static boolean isEmpty(String);
    public static boolean isNotEmpty(String);
    public static transient String removeLastChar(String, char[]);
    public static String removeLastColon(String);
    private static transient String getMatchLastCharRegex(boolean, char[]);
    public static String addSuffix(String, String);
    public static String convertCnColon(CharSequence);
    public static String formatColon(CharSequence, boolean);
    public static char getColon(boolean);
    public static String hiddenPhoneNum(String);
    public static boolean isDecimal(String);
    public static String hideSpecifiedPositionString(String, int, int);
    public static String InterceptionStr(String, String, String);
    public static String subZeroAndDot(String);
    public static transient boolean isEmpty(String[]);
    public static boolean isEmpty(Object);
    public static boolean isPhoneNumber(String);
    public static boolean isPassWord(String);
    public static boolean isVerifyNum(String);
    public static transient boolean isListEmpty(java.util.List[]);
    public static boolean isMapEmpty(java.util.Map);
    public static boolean isPersonId(String);
    public static String getFormatMoney(String);
    public static String romeSpace(String);
    public static transient boolean isExist(String, String[]);
    public static String replace(String);
    public static int getIntFromStr(String);
}










com/dc/open/gmencrypt/https/HttpMethod.class


package com.dc.open.gmencrypt.https;
public final synchronized enum HttpMethod {
    public static final HttpMethod POST;
    public static final HttpMethod GET;
    private String httpMethod;
    public static HttpMethod[] values();
    public static HttpMethod valueOf(String);
    private void HttpMethod(String, int, String);
    public String getHttpMethod();
    public void setHttpMethod(String);
    static void <clinit>();
}










com/dc/open/gmencrypt/https/HttpsPost$MyHostnameVerifier.class


package com.dc.open.gmencrypt.https;
synchronized class HttpsPost$MyHostnameVerifier implements javax.net.ssl.HostnameVerifier {
    void HttpsPost$MyHostnameVerifier(HttpsPost);
    public boolean verify(String, javax.net.ssl.SSLSession);
}










com/dc/open/gmencrypt/https/HttpsPost$MyX509TrustManager.class


package com.dc.open.gmencrypt.https;
synchronized class HttpsPost$MyX509TrustManager implements javax.net.ssl.X509TrustManager {
    void HttpsPost$MyX509TrustManager(HttpsPost);
    public void checkClientTrusted(java.security.cert.X509Certificate[], String) throws java.security.cert.CertificateException;
    public void checkServerTrusted(java.security.cert.X509Certificate[], String) throws java.security.cert.CertificateException;
    public void checkTrusted(java.security.cert.X509Certificate[], String) throws java.security.cert.CertificateException;
    public java.security.cert.X509Certificate[] getAcceptedIssuers();
}










com/dc/open/gmencrypt/https/HttpsPost.class


package com.dc.open.gmencrypt.https;
public synchronized class HttpsPost {
    private int CONNECT_TIMEOUT;
    private int READ_TIMEOUT;
    private String mCookie;
    public static HttpsPost httpsPost;
    private void HttpsPost();
    public static HttpsPost newInstance();
    public NetResponseAttr executivePostHttps(String, String);
    private NetResponseAttr setFiladResponse(NetResponseAttr, Exception);
    private javax.net.ssl.HttpsURLConnection setHttpsConnection(javax.net.ssl.HttpsURLConnection);
    private String getResponse(javax.net.ssl.HttpsURLConnection) throws java.io.IOException;
    private NetResponseAttr HandErrorCode(NetResponseAttr);
    static void <clinit>();
}










com/dc/open/gmencrypt/https/NetResponseAttr.class


package com.dc.open.gmencrypt.https;
public synchronized class NetResponseAttr {
    private String responseCode;
    private String responseBody;
    private String responseErrorMsg;
    private boolean isSuccess;
    public void NetResponseAttr();
    public String getResponseCode();
    public void setResponseCode(String);
    public String getResponseBody();
    public void setResponseBody(String);
    public String getResponseErrorMsg();
    public void setResponseErrorMsg(String);
    public boolean isSuccess();
    public void setSuccess(boolean);
}











ApiAccess-DemoProject/GMencrypt-bankgz/pom.xml
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    ApiAccess-DemoProject/GMencrypt-bankgz/src/test/java/com/dc/open/Client.java
    
    


ApiAccess-DemoProject/GMencrypt-bankgz/src/test/java/com/dc/open/Client.javapackage com.dc.open;

import com.alibaba.fastjson.JSON;
import com.alibaba.fastjson.JSONObject;
import com.dc.open.gmencrypt.gmutil.GMUtil;
import com.dc.open.gmencrypt.gmutil.SortUtil;
import com.dc.open.gmencrypt.https.HttpsPost;
import com.dc.open.gmencrypt.https.NetResponseAttr;

import java.io.ByteArrayOutputStream;
import java.io.IOException;
import java.io.InputStream;
import java.io.OutputStream;
import java.net.HttpURLConnection;
import java.net.URL;
import java.text.SimpleDateFormat;
import java.util.Date;

/**
 * @author 彭培顺
 * @date 20210513
 */
public class Client extends Config {


    public void send(String data,String interfaceId) {

        // 最终的请求数据
        JSONObject request = new JSONObject();
        // 获取sm4随机秘钥
        String randomKey = GMUtil.getRandomKeyBySm4();
        String randomKeyEncrypted = null;
        String parameterJsonEncrypted = null;
        try {
            //sm2加密随机秘钥
            System.out.println("随机秘钥sm2加密前 ： "+ randomKey);
            randomKeyEncrypted  =  GMUtil.encryptBySm2(publicKey2,randomKey);
            System.out.println("随机秘钥sm2加密后 ： "+ randomKeyEncrypted);
            //sm4加密业务数据
            System.out.println("业务数据sm4加密前 ： "+ data);
            parameterJsonEncrypted = GMUtil.encryptBySm4(randomKey,data);
            System.out.println("业务数据sm4加密后 ： "+ parameterJsonEncrypted);
        } catch (Exception e) {
            e.printStackTrace();
        }

        request.put("RNDM_ENCRPT_KEY", randomKeyEncrypted);
        request.put("REQ_DATA", parameterJsonEncrypted);
        request.put("RQS_SEQ_NO","123456789");//唯一
        request.put("CHAN_ID",channelId);
        request.put("INTF_NO",interfaceId);//接口ID
        SimpleDateFormat simpleDateFormat = new SimpleDateFormat("yyyy-MM-dd HH:mm:ss");
        Date date = new Date();
        String format = simpleDateFormat.format(date);
        request.put("TIME_STAM",format);//时间戳

        try {

            // 签名为sm2签名
            System.out.println("加签数据为： "+ request.toJSONString());
            String signData = GMUtil.signBySm2(channelId,privateKey1, SortUtil.getNatureSortedJSONObject(request).toJSONString());
            request.put("SIGN", signData);
            System.out.println("SIGN签名： " + signData);
            System.out.println("请求业务数据:" + request.toJSONString());

            // 请求https
            JSONObject json = null;
            if (httpsurl.startsWith("https")) {
                HttpsPost httpsPost = HttpsPost.newInstance();
                NetResponseAttr netResponseAttr = httpsPost.executivePostHttps(httpsurl + interfaceId, JSONObject.toJSONString(request));
                json = JSON.parseObject(netResponseAttr.getResponseBody());
            }
            else {
                byte[] resp = httppost(httpsurl + interfaceId, JSONObject.toJSONString(request).getBytes());
                json = (JSONObject)JSONObject.parse(new String(resp, "utf-8"));
            }

            System.out.println("客户端获取服务端业务数据：" + json);

            //验证签名
            String serverSignData = json.getString("SIGN");
            String retCd = json.getString("CODE");
            String retInf = json.getString("DESC");
            System.out.println("客户端获取服务端签名：" + serverSignData);
            JSONObject orderedJo = SortUtil.getNatureSortedJSONObject(json);
            orderedJo = orderedJo.fluentRemove("SIGN");


            try {
                String busData = null;
                boolean sign = GMUtil.verifySignBySm2(channelId, publicKey2, orderedJo.toString(), serverSignData);
                if (sign) {
                    System.out.println("--> 验证签名成功");
                    //处理数据
                    randomKeyEncrypted = json.getString("RNDM_ENCRPT_KEY");
                    String randomKey1 = GMUtil.decryptBySm2(privateKey1, randomKeyEncrypted);
                    String retData = json.getString("RET_DATA");
                    if (retData != null && !"".equals(retData)) busData = GMUtil.decryptBySm4(randomKey1, retData);

                } else {
                    System.out.println("--> 验证签名失败");
                }

                if("000000".equals(retCd)) {
                    System.out.println("--> 交易返回【成功】: " + retCd + "-" + retInf);
                }else {
                    System.out.println("--> 交易返回【失败】: " + retCd + "-" + retInf);
                }

                System.out.println("--> 收到server的业务数据：" + busData);

            } catch (Exception e) {
                e.printStackTrace();
                return;
            }


        } catch (Exception e) {
            e.printStackTrace();
        }
    }



    public static  byte[] httppost(String urlStr,byte[] reqJson) throws Exception {

//        System.out.println("url=["+urlStr+"]");
//        System.out.println("请求报文=["+new String(reqJson)+"]");

//        System.out.println("此时请求的url是"+urlStr);
        HttpURLConnection urlConnection = null;
        byte[] resultData = null;
        OutputStream OutputStream = null;
        InputStream inputStream = null;

        try {
            URL url = new URL(urlStr);
            urlConnection = (HttpURLConnection) url.openConnection();
            urlConnection.setDoOutput(true);
            urlConnection.setDoInput(true);
            urlConnection.setConnectTimeout(10000);
            urlConnection.setReadTimeout(20000);
            urlConnection.setRequestMethod("POST");
            urlConnection.setUseCaches(false);
            urlConnection.connect();

            OutputStream = urlConnection.getOutputStream();
            OutputStream.write(reqJson);
            OutputStream.flush();

            // 获取http链接码
            int code = urlConnection.getResponseCode();
            inputStream = urlConnection.getInputStream();
            resultData = getResponse(inputStream);

            // 连接成功后获取数据
            if (200 != code) {
                System.out.println("HTTP 响应异常 ,ResponseCode=["+code+"]");
                throw new Exception();
            }

//            System.out.println("响应报文=["+new String(resultData)+"]");

        } catch (Exception e) {
            throw e;
        } finally {
            if (OutputStream != null) {
                try {
                    OutputStream.close();
                } catch (IOException e) {
                    throw e;
                }
            }
            if (inputStream != null) {
                try {
                    inputStream.close();
                } catch (IOException e) {
                    System.out.println("关闭输入流异常");
                }
            }
            if (urlConnection != null) {
                urlConnection.disconnect();
            }
        }

        // 设置返回内容体
        return resultData;
    }


    private static byte[] getResponse(InputStream in) throws IOException {
        byte[] rspBytes = null;
        ByteArrayOutputStream outt = new ByteArrayOutputStream();
        int n = 0;
        byte[] val = new byte[1024];
        while((n = in.read(val)) > 0){
            outt.write(val,0,n);
        }
        rspBytes = outt.toByteArray();
        return rspBytes;
    }

}
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ApiAccess-DemoProject/GMencrypt-bankgz/src/test/java/com/dc/open/Config.javapackage com.dc.open;

/**
 * @author pengps
 * @date 20201115
 */
public class Config {

    // 商户ID（测试商户）
    protected String  channelId = "f982ee8a_2a08_4164_b6ba_2fdac32a22ac";

    // 商户私钥
    protected String  privateKey1 = "AIPNNjWOwzmkNa1o27v7ogSmJpZyQWPoiqrDMGdRXp2G";

    // 开放平台公钥（开发环境）
    protected String  publicKey2= "BK1Z1naZZ+5SXP/TTTvOikX7UWlryDVeQDPZlpgDAD9yxtIKZJOeToGCcLDie+aSn/nh7N4ISyuyzrRGeEsUcFo=";

    // 请求URL（开发环境）
    protected String  httpsurl = "https://opendev.bankgz.com:16612/api/services/";

}
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ApiAccess-DemoProject/GMencrypt-bankgz/src/test/java/com/dc/open/TestService.javapackage com.dc.open;

import com.alibaba.fastjson.JSONObject;

/**
 * @author pengps
 * @date 20210513
 */
public class TestService {
    
    public static void main(String[] args) {

        String interfaceId = "ApiQueryState";       // 服务码： ApiQueryBankInf-订单状态查询

        JSONObject dataJson = new JSONObject();
        dataJson.put("MRCH_ID","463112954990001");
        dataJson.put("ORDR_SEQ_NUM","202106171559000000000003");

        JSONObject data = new JSONObject();
        data.put("Head",new JSONObject());
        data.put("Data",dataJson);

        Client client = new Client();
        client.send(data.toJSONString(), interfaceId);

    }
}






ApiAccess-DemoProject/GMencrypt-bankgz/target/test-classes/com/dc/open/Client.class

package com.dc.open;
public synchronized class Client extends Config {
    public void Client();
    public void send(String, String);
    public static byte[] httppost(String, byte[]) throws Exception;
    private static byte[] getResponse(java.io.InputStream) throws java.io.IOException;
}







ApiAccess-DemoProject/GMencrypt-bankgz/target/test-classes/com/dc/open/Config.class

package com.dc.open;
public synchronized class Config {
    protected String channelId;
    protected String privateKey1;
    protected String publicKey2;
    protected String httpsurl;
    public void Config();
}







ApiAccess-DemoProject/GMencrypt-bankgz/target/test-classes/com/dc/open/TestService.class

package com.dc.open;
public synchronized class TestService {
    public void TestService();
    public static void main(String[]);
}
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META-INF/MANIFEST.MF


Manifest-Version: 1.0

Built-By: ol

Created-By: Apache Maven 3.2.5
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org/apache/commons/codec/BinaryDecoder.class


package org.apache.commons.codec;
public abstract interface BinaryDecoder extends Decoder {
    public abstract byte[] decode(byte[]) throws DecoderException;
}










org/apache/commons/codec/BinaryEncoder.class


package org.apache.commons.codec;
public abstract interface BinaryEncoder extends Encoder {
    public abstract byte[] encode(byte[]) throws EncoderException;
}










org/apache/commons/codec/CharEncoding.class


package org.apache.commons.codec;
public synchronized class CharEncoding {
    public static final String ISO_8859_1 = ISO-8859-1;
    public static final String US_ASCII = US-ASCII;
    public static final String UTF_16 = UTF-16;
    public static final String UTF_16BE = UTF-16BE;
    public static final String UTF_16LE = UTF-16LE;
    public static final String UTF_8 = UTF-8;
    public void CharEncoding();
}










org/apache/commons/codec/Charsets.class


package org.apache.commons.codec;
public synchronized class Charsets {
    public static final java.nio.charset.Charset ISO_8859_1;
    public static final java.nio.charset.Charset US_ASCII;
    public static final java.nio.charset.Charset UTF_16;
    public static final java.nio.charset.Charset UTF_16BE;
    public static final java.nio.charset.Charset UTF_16LE;
    public static final java.nio.charset.Charset UTF_8;
    public void Charsets();
    public static java.nio.charset.Charset toCharset(java.nio.charset.Charset);
    public static java.nio.charset.Charset toCharset(String);
    static void <clinit>();
}










org/apache/commons/codec/Decoder.class


package org.apache.commons.codec;
public abstract interface Decoder {
    public abstract Object decode(Object) throws DecoderException;
}










org/apache/commons/codec/DecoderException.class


package org.apache.commons.codec;
public synchronized class DecoderException extends Exception {
    private static final long serialVersionUID = 1;
    public void DecoderException();
    public void DecoderException(String);
    public void DecoderException(String, Throwable);
    public void DecoderException(Throwable);
}










org/apache/commons/codec/Encoder.class


package org.apache.commons.codec;
public abstract interface Encoder {
    public abstract Object encode(Object) throws EncoderException;
}










org/apache/commons/codec/EncoderException.class


package org.apache.commons.codec;
public synchronized class EncoderException extends Exception {
    private static final long serialVersionUID = 1;
    public void EncoderException();
    public void EncoderException(String);
    public void EncoderException(String, Throwable);
    public void EncoderException(Throwable);
}










org/apache/commons/codec/StringDecoder.class


package org.apache.commons.codec;
public abstract interface StringDecoder extends Decoder {
    public abstract String decode(String) throws DecoderException;
}










org/apache/commons/codec/StringEncoder.class


package org.apache.commons.codec;
public abstract interface StringEncoder extends Encoder {
    public abstract String encode(String) throws EncoderException;
}










org/apache/commons/codec/StringEncoderComparator.class


package org.apache.commons.codec;
public synchronized class StringEncoderComparator implements java.util.Comparator {
    private final StringEncoder stringEncoder;
    public void StringEncoderComparator();
    public void StringEncoderComparator(StringEncoder);
    public int compare(Object, Object);
}










org/apache/commons/codec/binary/Base32.class


package org.apache.commons.codec.binary;
public synchronized class Base32 extends BaseNCodec {
    private static final int BITS_PER_ENCODED_BYTE = 5;
    private static final int BYTES_PER_ENCODED_BLOCK = 8;
    private static final int BYTES_PER_UNENCODED_BLOCK = 5;
    private static final byte[] CHUNK_SEPARATOR;
    private static final byte[] DECODE_TABLE;
    private static final byte[] ENCODE_TABLE;
    private static final byte[] HEX_DECODE_TABLE;
    private static final byte[] HEX_ENCODE_TABLE;
    private static final int MASK_5BITS = 31;
    private final int decodeSize;
    private final byte[] decodeTable;
    private final int encodeSize;
    private final byte[] encodeTable;
    private final byte[] lineSeparator;
    public void Base32();
    public void Base32(boolean);
    public void Base32(int);
    public void Base32(int, byte[]);
    public void Base32(int, byte[], boolean);
    void decode(byte[], int, int, BaseNCodec$Context);
    void encode(byte[], int, int, BaseNCodec$Context);
    public boolean isInAlphabet(byte);
    static void <clinit>();
}










org/apache/commons/codec/binary/Base32InputStream.class


package org.apache.commons.codec.binary;
public synchronized class Base32InputStream extends BaseNCodecInputStream {
    public void Base32InputStream(java.io.InputStream);
    public void Base32InputStream(java.io.InputStream, boolean);
    public void Base32InputStream(java.io.InputStream, boolean, int, byte[]);
}










org/apache/commons/codec/binary/Base32OutputStream.class


package org.apache.commons.codec.binary;
public synchronized class Base32OutputStream extends BaseNCodecOutputStream {
    public void Base32OutputStream(java.io.OutputStream);
    public void Base32OutputStream(java.io.OutputStream, boolean);
    public void Base32OutputStream(java.io.OutputStream, boolean, int, byte[]);
}










org/apache/commons/codec/binary/Base64.class


package org.apache.commons.codec.binary;
public synchronized class Base64 extends BaseNCodec {
    private static final int BITS_PER_ENCODED_BYTE = 6;
    private static final int BYTES_PER_UNENCODED_BLOCK = 3;
    private static final int BYTES_PER_ENCODED_BLOCK = 4;
    static final byte[] CHUNK_SEPARATOR;
    private static final byte[] STANDARD_ENCODE_TABLE;
    private static final byte[] URL_SAFE_ENCODE_TABLE;
    private static final byte[] DECODE_TABLE;
    private static final int MASK_6BITS = 63;
    private final byte[] encodeTable;
    private final byte[] decodeTable;
    private final byte[] lineSeparator;
    private final int decodeSize;
    private final int encodeSize;
    public void Base64();
    public void Base64(boolean);
    public void Base64(int);
    public void Base64(int, byte[]);
    public void Base64(int, byte[], boolean);
    public boolean isUrlSafe();
    void encode(byte[], int, int, BaseNCodec$Context);
    void decode(byte[], int, int, BaseNCodec$Context);
    public static boolean isArrayByteBase64(byte[]);
    public static boolean isBase64(byte);
    public static boolean isBase64(String);
    public static boolean isBase64(byte[]);
    public static byte[] encodeBase64(byte[]);
    public static String encodeBase64String(byte[]);
    public static byte[] encodeBase64URLSafe(byte[]);
    public static String encodeBase64URLSafeString(byte[]);
    public static byte[] encodeBase64Chunked(byte[]);
    public static byte[] encodeBase64(byte[], boolean);
    public static byte[] encodeBase64(byte[], boolean, boolean);
    public static byte[] encodeBase64(byte[], boolean, boolean, int);
    public static byte[] decodeBase64(String);
    public static byte[] decodeBase64(byte[]);
    public static java.math.BigInteger decodeInteger(byte[]);
    public static byte[] encodeInteger(java.math.BigInteger);
    static byte[] toIntegerBytes(java.math.BigInteger);
    protected boolean isInAlphabet(byte);
    static void <clinit>();
}










org/apache/commons/codec/binary/Base64InputStream.class


package org.apache.commons.codec.binary;
public synchronized class Base64InputStream extends BaseNCodecInputStream {
    public void Base64InputStream(java.io.InputStream);
    public void Base64InputStream(java.io.InputStream, boolean);
    public void Base64InputStream(java.io.InputStream, boolean, int, byte[]);
}










org/apache/commons/codec/binary/Base64OutputStream.class


package org.apache.commons.codec.binary;
public synchronized class Base64OutputStream extends BaseNCodecOutputStream {
    public void Base64OutputStream(java.io.OutputStream);
    public void Base64OutputStream(java.io.OutputStream, boolean);
    public void Base64OutputStream(java.io.OutputStream, boolean, int, byte[]);
}










org/apache/commons/codec/binary/BaseNCodec$Context.class


package org.apache.commons.codec.binary;
synchronized class BaseNCodec$Context {
    int ibitWorkArea;
    long lbitWorkArea;
    byte[] buffer;
    int pos;
    int readPos;
    boolean eof;
    int currentLinePos;
    int modulus;
    void BaseNCodec$Context();
    public String toString();
}










org/apache/commons/codec/binary/BaseNCodec.class


package org.apache.commons.codec.binary;
public abstract synchronized class BaseNCodec implements org.apache.commons.codec.BinaryEncoder, org.apache.commons.codec.BinaryDecoder {
    static final int EOF = -1;
    public static final int MIME_CHUNK_SIZE = 76;
    public static final int PEM_CHUNK_SIZE = 64;
    private static final int DEFAULT_BUFFER_RESIZE_FACTOR = 2;
    private static final int DEFAULT_BUFFER_SIZE = 8192;
    protected static final int MASK_8BITS = 255;
    protected static final byte PAD_DEFAULT = 61;
    protected final byte PAD;
    private final int unencodedBlockSize;
    private final int encodedBlockSize;
    protected final int lineLength;
    private final int chunkSeparatorLength;
    protected void BaseNCodec(int, int, int, int);
    boolean hasData(BaseNCodec$Context);
    int available(BaseNCodec$Context);
    protected int getDefaultBufferSize();
    private byte[] resizeBuffer(BaseNCodec$Context);
    protected byte[] ensureBufferSize(int, BaseNCodec$Context);
    int readResults(byte[], int, int, BaseNCodec$Context);
    protected static boolean isWhiteSpace(byte);
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public String encodeToString(byte[]);
    public String encodeAsString(byte[]);
    public Object decode(Object) throws org.apache.commons.codec.DecoderException;
    public byte[] decode(String);
    public byte[] decode(byte[]);
    public byte[] encode(byte[]);
    abstract void encode(byte[], int, int, BaseNCodec$Context);
    abstract void decode(byte[], int, int, BaseNCodec$Context);
    protected abstract boolean isInAlphabet(byte);
    public boolean isInAlphabet(byte[], boolean);
    public boolean isInAlphabet(String);
    protected boolean containsAlphabetOrPad(byte[]);
    public long getEncodedLength(byte[]);
}










org/apache/commons/codec/binary/BaseNCodecInputStream.class


package org.apache.commons.codec.binary;
public synchronized class BaseNCodecInputStream extends java.io.FilterInputStream {
    private final BaseNCodec baseNCodec;
    private final boolean doEncode;
    private final byte[] singleByte;
    private final BaseNCodec$Context context;
    protected void BaseNCodecInputStream(java.io.InputStream, BaseNCodec, boolean);
    public int available() throws java.io.IOException;
    public synchronized void mark(int);
    public boolean markSupported();
    public int read() throws java.io.IOException;
    public int read(byte[], int, int) throws java.io.IOException;
    public synchronized void reset() throws java.io.IOException;
    public long skip(long) throws java.io.IOException;
}










org/apache/commons/codec/binary/BaseNCodecOutputStream.class


package org.apache.commons.codec.binary;
public synchronized class BaseNCodecOutputStream extends java.io.FilterOutputStream {
    private final boolean doEncode;
    private final BaseNCodec baseNCodec;
    private final byte[] singleByte;
    private final BaseNCodec$Context context;
    public void BaseNCodecOutputStream(java.io.OutputStream, BaseNCodec, boolean);
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    private void flush(boolean) throws java.io.IOException;
    public void flush() throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/apache/commons/codec/binary/BinaryCodec.class


package org.apache.commons.codec.binary;
public synchronized class BinaryCodec implements org.apache.commons.codec.BinaryDecoder, org.apache.commons.codec.BinaryEncoder {
    private static final char[] EMPTY_CHAR_ARRAY;
    private static final byte[] EMPTY_BYTE_ARRAY;
    private static final int BIT_0 = 1;
    private static final int BIT_1 = 2;
    private static final int BIT_2 = 4;
    private static final int BIT_3 = 8;
    private static final int BIT_4 = 16;
    private static final int BIT_5 = 32;
    private static final int BIT_6 = 64;
    private static final int BIT_7 = 128;
    private static final int[] BITS;
    public void BinaryCodec();
    public byte[] encode(byte[]);
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public Object decode(Object) throws org.apache.commons.codec.DecoderException;
    public byte[] decode(byte[]);
    public byte[] toByteArray(String);
    public static byte[] fromAscii(char[]);
    public static byte[] fromAscii(byte[]);
    private static boolean isEmpty(byte[]);
    public static byte[] toAsciiBytes(byte[]);
    public static char[] toAsciiChars(byte[]);
    public static String toAsciiString(byte[]);
    static void <clinit>();
}










org/apache/commons/codec/binary/Hex.class


package org.apache.commons.codec.binary;
public synchronized class Hex implements org.apache.commons.codec.BinaryEncoder, org.apache.commons.codec.BinaryDecoder {
    public static final java.nio.charset.Charset DEFAULT_CHARSET;
    public static final String DEFAULT_CHARSET_NAME = UTF-8;
    private static final char[] DIGITS_LOWER;
    private static final char[] DIGITS_UPPER;
    private final java.nio.charset.Charset charset;
    public static byte[] decodeHex(char[]) throws org.apache.commons.codec.DecoderException;
    public static char[] encodeHex(byte[]);
    public static char[] encodeHex(byte[], boolean);
    protected static char[] encodeHex(byte[], char[]);
    public static String encodeHexString(byte[]);
    protected static int toDigit(char, int) throws org.apache.commons.codec.DecoderException;
    public void Hex();
    public void Hex(java.nio.charset.Charset);
    public void Hex(String);
    public byte[] decode(byte[]) throws org.apache.commons.codec.DecoderException;
    public Object decode(Object) throws org.apache.commons.codec.DecoderException;
    public byte[] encode(byte[]);
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public java.nio.charset.Charset getCharset();
    public String getCharsetName();
    public String toString();
    static void <clinit>();
}










org/apache/commons/codec/binary/StringUtils.class


package org.apache.commons.codec.binary;
public synchronized class StringUtils {
    public void StringUtils();
    private static byte[] getBytes(String, java.nio.charset.Charset);
    public static byte[] getBytesIso8859_1(String);
    public static byte[] getBytesUnchecked(String, String);
    public static byte[] getBytesUsAscii(String);
    public static byte[] getBytesUtf16(String);
    public static byte[] getBytesUtf16Be(String);
    public static byte[] getBytesUtf16Le(String);
    public static byte[] getBytesUtf8(String);
    private static IllegalStateException newIllegalStateException(String, java.io.UnsupportedEncodingException);
    private static String newString(byte[], java.nio.charset.Charset);
    public static String newString(byte[], String);
    public static String newStringIso8859_1(byte[]);
    public static String newStringUsAscii(byte[]);
    public static String newStringUtf16(byte[]);
    public static String newStringUtf16Be(byte[]);
    public static String newStringUtf16Le(byte[]);
    public static String newStringUtf8(byte[]);
}










org/apache/commons/codec/digest/B64.class


package org.apache.commons.codec.digest;
synchronized class B64 {
    static final String B64T = ./0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz;
    void B64();
    static void b64from24bit(byte, byte, byte, int, StringBuilder);
    static String getRandomSalt(int);
}










org/apache/commons/codec/digest/Crypt.class


package org.apache.commons.codec.digest;
public synchronized class Crypt {
    public void Crypt();
    public static String crypt(byte[]);
    public static String crypt(byte[], String);
    public static String crypt(String);
    public static String crypt(String, String);
}










org/apache/commons/codec/digest/DigestUtils.class


package org.apache.commons.codec.digest;
public synchronized class DigestUtils {
    private static final int STREAM_BUFFER_LENGTH = 1024;
    public void DigestUtils();
    private static byte[] digest(java.security.MessageDigest, java.io.InputStream) throws java.io.IOException;
    public static java.security.MessageDigest getDigest(String);
    public static java.security.MessageDigest getMd2Digest();
    public static java.security.MessageDigest getMd5Digest();
    public static java.security.MessageDigest getSha1Digest();
    public static java.security.MessageDigest getSha256Digest();
    public static java.security.MessageDigest getSha384Digest();
    public static java.security.MessageDigest getSha512Digest();
    public static java.security.MessageDigest getShaDigest();
    public static byte[] md2(byte[]);
    public static byte[] md2(java.io.InputStream) throws java.io.IOException;
    public static byte[] md2(String);
    public static String md2Hex(byte[]);
    public static String md2Hex(java.io.InputStream) throws java.io.IOException;
    public static String md2Hex(String);
    public static byte[] md5(byte[]);
    public static byte[] md5(java.io.InputStream) throws java.io.IOException;
    public static byte[] md5(String);
    public static String md5Hex(byte[]);
    public static String md5Hex(java.io.InputStream) throws java.io.IOException;
    public static String md5Hex(String);
    public static byte[] sha(byte[]);
    public static byte[] sha(java.io.InputStream) throws java.io.IOException;
    public static byte[] sha(String);
    public static byte[] sha1(byte[]);
    public static byte[] sha1(java.io.InputStream) throws java.io.IOException;
    public static byte[] sha1(String);
    public static String sha1Hex(byte[]);
    public static String sha1Hex(java.io.InputStream) throws java.io.IOException;
    public static String sha1Hex(String);
    public static byte[] sha256(byte[]);
    public static byte[] sha256(java.io.InputStream) throws java.io.IOException;
    public static byte[] sha256(String);
    public static String sha256Hex(byte[]);
    public static String sha256Hex(java.io.InputStream) throws java.io.IOException;
    public static String sha256Hex(String);
    public static byte[] sha384(byte[]);
    public static byte[] sha384(java.io.InputStream) throws java.io.IOException;
    public static byte[] sha384(String);
    public static String sha384Hex(byte[]);
    public static String sha384Hex(java.io.InputStream) throws java.io.IOException;
    public static String sha384Hex(String);
    public static byte[] sha512(byte[]);
    public static byte[] sha512(java.io.InputStream) throws java.io.IOException;
    public static byte[] sha512(String);
    public static String sha512Hex(byte[]);
    public static String sha512Hex(java.io.InputStream) throws java.io.IOException;
    public static String sha512Hex(String);
    public static String shaHex(byte[]);
    public static String shaHex(java.io.InputStream) throws java.io.IOException;
    public static String shaHex(String);
    public static java.security.MessageDigest updateDigest(java.security.MessageDigest, byte[]);
    public static java.security.MessageDigest updateDigest(java.security.MessageDigest, java.io.InputStream) throws java.io.IOException;
    public static java.security.MessageDigest updateDigest(java.security.MessageDigest, String);
}










org/apache/commons/codec/digest/Md5Crypt.class


package org.apache.commons.codec.digest;
public synchronized class Md5Crypt {
    static final String APR1_PREFIX = $apr1$;
    private static final int BLOCKSIZE = 16;
    static final String MD5_PREFIX = $1$;
    private static final int ROUNDS = 1000;
    public void Md5Crypt();
    public static String apr1Crypt(byte[]);
    public static String apr1Crypt(byte[], String);
    public static String apr1Crypt(String);
    public static String apr1Crypt(String, String);
    public static String md5Crypt(byte[]);
    public static String md5Crypt(byte[], String);
    public static String md5Crypt(byte[], String, String);
}










org/apache/commons/codec/digest/MessageDigestAlgorithms.class


package org.apache.commons.codec.digest;
public synchronized class MessageDigestAlgorithms {
    public static final String MD2 = MD2;
    public static final String MD5 = MD5;
    public static final String SHA_1 = SHA-1;
    public static final String SHA_256 = SHA-256;
    public static final String SHA_384 = SHA-384;
    public static final String SHA_512 = SHA-512;
    private void MessageDigestAlgorithms();
}










org/apache/commons/codec/digest/Sha2Crypt.class


package org.apache.commons.codec.digest;
public synchronized class Sha2Crypt {
    private static final int ROUNDS_DEFAULT = 5000;
    private static final int ROUNDS_MAX = 999999999;
    private static final int ROUNDS_MIN = 1000;
    private static final String ROUNDS_PREFIX = rounds=;
    private static final int SHA256_BLOCKSIZE = 32;
    static final String SHA256_PREFIX = $5$;
    private static final int SHA512_BLOCKSIZE = 64;
    static final String SHA512_PREFIX = $6$;
    private static final java.util.regex.Pattern SALT_PATTERN;
    public void Sha2Crypt();
    public static String sha256Crypt(byte[]);
    public static String sha256Crypt(byte[], String);
    private static String sha2Crypt(byte[], String, String, int, String);
    public static String sha512Crypt(byte[]);
    public static String sha512Crypt(byte[], String);
    static void <clinit>();
}










org/apache/commons/codec/digest/UnixCrypt.class


package org.apache.commons.codec.digest;
public synchronized class UnixCrypt {
    private static final int[] CON_SALT;
    private static final int[] COV2CHAR;
    private static final char[] SALT_CHARS;
    private static final boolean[] SHIFT2;
    private static final int[][] SKB;
    private static final int[][] SPTRANS;
    public void UnixCrypt();
    public static String crypt(byte[]);
    public static String crypt(byte[], String);
    public static String crypt(String);
    public static String crypt(String, String);
    private static int[] body(int[], int, int);
    private static int byteToUnsigned(byte);
    private static int dEncrypt(int, int, int, int, int, int[]);
    private static int[] desSetKey(byte[]);
    private static int fourBytesToInt(byte[], int);
    private static int hPermOp(int, int, int);
    private static void intToFourBytes(int, byte[], int);
    private static void permOp(int, int, int, int, int[]);
    static void <clinit>();
}










org/apache/commons/codec/language/AbstractCaverphone.class


package org.apache.commons.codec.language;
public abstract synchronized class AbstractCaverphone implements org.apache.commons.codec.StringEncoder {
    public void AbstractCaverphone();
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public boolean isEncodeEqual(String, String) throws org.apache.commons.codec.EncoderException;
}










org/apache/commons/codec/language/Caverphone.class


package org.apache.commons.codec.language;
public synchronized class Caverphone implements org.apache.commons.codec.StringEncoder {
    private final Caverphone2 encoder;
    public void Caverphone();
    public String caverphone(String);
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public String encode(String);
    public boolean isCaverphoneEqual(String, String);
}










org/apache/commons/codec/language/Caverphone1.class


package org.apache.commons.codec.language;
public synchronized class Caverphone1 extends AbstractCaverphone {
    private static final String SIX_1 = 111111;
    public void Caverphone1();
    public String encode(String);
}










org/apache/commons/codec/language/Caverphone2.class


package org.apache.commons.codec.language;
public synchronized class Caverphone2 extends AbstractCaverphone {
    private static final String TEN_1 = 1111111111;
    public void Caverphone2();
    public String encode(String);
}










org/apache/commons/codec/language/ColognePhonetic$CologneBuffer.class


package org.apache.commons.codec.language;
abstract synchronized class ColognePhonetic$CologneBuffer {
    protected final char[] data;
    protected int length;
    public void ColognePhonetic$CologneBuffer(ColognePhonetic, char[]);
    public void ColognePhonetic$CologneBuffer(ColognePhonetic, int);
    protected abstract char[] copyData(int, int);
    public int length();
    public String toString();
}










org/apache/commons/codec/language/ColognePhonetic$CologneInputBuffer.class


package org.apache.commons.codec.language;
synchronized class ColognePhonetic$CologneInputBuffer extends ColognePhonetic$CologneBuffer {
    public void ColognePhonetic$CologneInputBuffer(ColognePhonetic, char[]);
    public void addLeft(char);
    protected char[] copyData(int, int);
    public char getNextChar();
    protected int getNextPos();
    public char removeNext();
}










org/apache/commons/codec/language/ColognePhonetic$CologneOutputBuffer.class


package org.apache.commons.codec.language;
synchronized class ColognePhonetic$CologneOutputBuffer extends ColognePhonetic$CologneBuffer {
    public void ColognePhonetic$CologneOutputBuffer(ColognePhonetic, int);
    public void addRight(char);
    protected char[] copyData(int, int);
}










org/apache/commons/codec/language/ColognePhonetic.class


package org.apache.commons.codec.language;
public synchronized class ColognePhonetic implements org.apache.commons.codec.StringEncoder {
    private static final char[] AEIJOUY;
    private static final char[] SCZ;
    private static final char[] WFPV;
    private static final char[] GKQ;
    private static final char[] CKQ;
    private static final char[] AHKLOQRUX;
    private static final char[] SZ;
    private static final char[] AHOUKQX;
    private static final char[] TDX;
    private static final char[][] PREPROCESS_MAP;
    public void ColognePhonetic();
    private static boolean arrayContains(char[], char);
    public String colognePhonetic(String);
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public String encode(String);
    public boolean isEncodeEqual(String, String);
    private String preprocess(String);
    static void <clinit>();
}










org/apache/commons/codec/language/DoubleMetaphone$DoubleMetaphoneResult.class


package org.apache.commons.codec.language;
public synchronized class DoubleMetaphone$DoubleMetaphoneResult {
    private final StringBuilder primary;
    private final StringBuilder alternate;
    private final int maxLength;
    public void DoubleMetaphone$DoubleMetaphoneResult(DoubleMetaphone, int);
    public void append(char);
    public void append(char, char);
    public void appendPrimary(char);
    public void appendAlternate(char);
    public void append(String);
    public void append(String, String);
    public void appendPrimary(String);
    public void appendAlternate(String);
    public String getPrimary();
    public String getAlternate();
    public boolean isComplete();
}










org/apache/commons/codec/language/DoubleMetaphone.class


package org.apache.commons.codec.language;
public synchronized class DoubleMetaphone implements org.apache.commons.codec.StringEncoder {
    private static final String VOWELS = AEIOUY;
    private static final String[] SILENT_START;
    private static final String[] L_R_N_M_B_H_F_V_W_SPACE;
    private static final String[] ES_EP_EB_EL_EY_IB_IL_IN_IE_EI_ER;
    private static final String[] L_T_K_S_N_M_B_Z;
    private int maxCodeLen;
    public void DoubleMetaphone();
    public String doubleMetaphone(String);
    public String doubleMetaphone(String, boolean);
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public String encode(String);
    public boolean isDoubleMetaphoneEqual(String, String);
    public boolean isDoubleMetaphoneEqual(String, String, boolean);
    public int getMaxCodeLen();
    public void setMaxCodeLen(int);
    private int handleAEIOUY(DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleC(String, DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleCC(String, DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleCH(String, DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleD(String, DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleG(String, DoubleMetaphone$DoubleMetaphoneResult, int, boolean);
    private int handleGH(String, DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleH(String, DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleJ(String, DoubleMetaphone$DoubleMetaphoneResult, int, boolean);
    private int handleL(String, DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleP(String, DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleR(String, DoubleMetaphone$DoubleMetaphoneResult, int, boolean);
    private int handleS(String, DoubleMetaphone$DoubleMetaphoneResult, int, boolean);
    private int handleSC(String, DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleT(String, DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleW(String, DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleX(String, DoubleMetaphone$DoubleMetaphoneResult, int);
    private int handleZ(String, DoubleMetaphone$DoubleMetaphoneResult, int, boolean);
    private boolean conditionC0(String, int);
    private boolean conditionCH0(String, int);
    private boolean conditionCH1(String, int);
    private boolean conditionL0(String, int);
    private boolean conditionM0(String, int);
    private boolean isSlavoGermanic(String);
    private boolean isVowel(char);
    private boolean isSilentStart(String);
    private String cleanInput(String);
    protected char charAt(String, int);
    protected static transient boolean contains(String, int, int, String[]);
    static void <clinit>();
}










org/apache/commons/codec/language/MatchRatingApproachEncoder.class


package org.apache.commons.codec.language;
public synchronized class MatchRatingApproachEncoder implements org.apache.commons.codec.StringEncoder {
    private static final String SPACE =  ;
    private static final String EMPTY = ;
    private static final int ONE = 1;
    private static final int TWO = 2;
    private static final int THREE = 3;
    private static final int FOUR = 4;
    private static final int FIVE = 5;
    private static final int SIX = 6;
    private static final int SEVEN = 7;
    private static final int EIGHT = 8;
    private static final int ELEVEN = 11;
    private static final int TWELVE = 12;
    private static final String PLAIN_ASCII = AaEeIiOoUuAaEeIiOoUuYyAaEeIiOoUuYyAaOoNnAaEeIiOoUuYyAaCcOoUu;
    private static final String UNICODE = ÀàÈèÌìÒòÙùÁáÉéÍíÓóÚúÝýÂâÊêÎîÔôÛûŶŷÃãÕõÑñÄäËëÏïÖöÜüŸÿÅåÇçŐőŰű;
    private static final String[] DOUBLE_CONSONANT;
    public void MatchRatingApproachEncoder();
    String cleanName(String);
    public final Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public final String encode(String);
    String getFirst3Last3(String);
    int getMinRating(int);
    public boolean isEncodeEquals(String, String);
    boolean isVowel(String);
    int leftToRightThenRightToLeftProcessing(String, String);
    String removeAccents(String);
    String removeDoubleConsonants(String);
    String removeVowels(String);
    static void <clinit>();
}










org/apache/commons/codec/language/Metaphone.class


package org.apache.commons.codec.language;
public synchronized class Metaphone implements org.apache.commons.codec.StringEncoder {
    private static final String VOWELS = AEIOU;
    private static final String FRONTV = EIY;
    private static final String VARSON = CSPTG;
    private int maxCodeLen;
    public void Metaphone();
    public String metaphone(String);
    private boolean isVowel(StringBuilder, int);
    private boolean isPreviousChar(StringBuilder, int, char);
    private boolean isNextChar(StringBuilder, int, char);
    private boolean regionMatch(StringBuilder, int, String);
    private boolean isLastChar(int, int);
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public String encode(String);
    public boolean isMetaphoneEqual(String, String);
    public int getMaxCodeLen();
    public void setMaxCodeLen(int);
}










org/apache/commons/codec/language/Nysiis.class


package org.apache.commons.codec.language;
public synchronized class Nysiis implements org.apache.commons.codec.StringEncoder {
    private static final char[] CHARS_A;
    private static final char[] CHARS_AF;
    private static final char[] CHARS_C;
    private static final char[] CHARS_FF;
    private static final char[] CHARS_G;
    private static final char[] CHARS_N;
    private static final char[] CHARS_NN;
    private static final char[] CHARS_S;
    private static final char[] CHARS_SSS;
    private static final java.util.regex.Pattern PAT_MAC;
    private static final java.util.regex.Pattern PAT_KN;
    private static final java.util.regex.Pattern PAT_K;
    private static final java.util.regex.Pattern PAT_PH_PF;
    private static final java.util.regex.Pattern PAT_SCH;
    private static final java.util.regex.Pattern PAT_EE_IE;
    private static final java.util.regex.Pattern PAT_DT_ETC;
    private static final char SPACE = 32;
    private static final int TRUE_LENGTH = 6;
    private final boolean strict;
    private static boolean isVowel(char);
    private static char[] transcodeRemaining(char, char, char, char);
    public void Nysiis();
    public void Nysiis(boolean);
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public String encode(String);
    public boolean isStrict();
    public String nysiis(String);
    static void <clinit>();
}










org/apache/commons/codec/language/RefinedSoundex.class


package org.apache.commons.codec.language;
public synchronized class RefinedSoundex implements org.apache.commons.codec.StringEncoder {
    public static final String US_ENGLISH_MAPPING_STRING = 01360240043788015936020505;
    private static final char[] US_ENGLISH_MAPPING;
    private final char[] soundexMapping;
    public static final RefinedSoundex US_ENGLISH;
    public void RefinedSoundex();
    public void RefinedSoundex(char[]);
    public void RefinedSoundex(String);
    public int difference(String, String) throws org.apache.commons.codec.EncoderException;
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public String encode(String);
    char getMappingCode(char);
    public String soundex(String);
    static void <clinit>();
}










org/apache/commons/codec/language/Soundex.class


package org.apache.commons.codec.language;
public synchronized class Soundex implements org.apache.commons.codec.StringEncoder {
    public static final String US_ENGLISH_MAPPING_STRING = 01230120022455012623010202;
    private static final char[] US_ENGLISH_MAPPING;
    public static final Soundex US_ENGLISH;
    private int maxLength;
    private final char[] soundexMapping;
    public void Soundex();
    public void Soundex(char[]);
    public void Soundex(String);
    public int difference(String, String) throws org.apache.commons.codec.EncoderException;
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public String encode(String);
    private char getMappingCode(String, int);
    public int getMaxLength();
    private char[] getSoundexMapping();
    private char map(char);
    public void setMaxLength(int);
    public String soundex(String);
    static void <clinit>();
}










org/apache/commons/codec/language/SoundexUtils.class


package org.apache.commons.codec.language;
final synchronized class SoundexUtils {
    void SoundexUtils();
    static String clean(String);
    static int difference(org.apache.commons.codec.StringEncoder, String, String) throws org.apache.commons.codec.EncoderException;
    static int differenceEncoded(String, String);
}










org/apache/commons/codec/language/bm/BeiderMorseEncoder.class


package org.apache.commons.codec.language.bm;
public synchronized class BeiderMorseEncoder implements org.apache.commons.codec.StringEncoder {
    private PhoneticEngine engine;
    public void BeiderMorseEncoder();
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public String encode(String) throws org.apache.commons.codec.EncoderException;
    public NameType getNameType();
    public RuleType getRuleType();
    public boolean isConcat();
    public void setConcat(boolean);
    public void setNameType(NameType);
    public void setRuleType(RuleType);
    public void setMaxPhonemes(int);
}










org/apache/commons/codec/language/bm/Lang$1.class


package org.apache.commons.codec.language.bm;
synchronized class Lang$1 {
}










org/apache/commons/codec/language/bm/Lang$LangRule.class


package org.apache.commons.codec.language.bm;
final synchronized class Lang$LangRule {
    private final boolean acceptOnMatch;
    private final java.util.Set languages;
    private final java.util.regex.Pattern pattern;
    private void Lang$LangRule(java.util.regex.Pattern, java.util.Set, boolean);
    public boolean matches(String);
}










org/apache/commons/codec/language/bm/Lang.class


package org.apache.commons.codec.language.bm;
public synchronized class Lang {
    private static final java.util.Map Langs;
    private static final String LANGUAGE_RULES_RN = org/apache/commons/codec/language/bm/lang.txt;
    private final Languages languages;
    private final java.util.List rules;
    public static Lang instance(NameType);
    public static Lang loadFromResource(String, Languages);
    private void Lang(java.util.List, Languages);
    public String guessLanguage(String);
    public Languages$LanguageSet guessLanguages(String);
    static void <clinit>();
}










org/apache/commons/codec/language/bm/Languages$1.class


package org.apache.commons.codec.language.bm;
final synchronized class Languages$1 extends Languages$LanguageSet {
    void Languages$1();
    public boolean contains(String);
    public String getAny();
    public boolean isEmpty();
    public boolean isSingleton();
    public Languages$LanguageSet restrictTo(Languages$LanguageSet);
    public String toString();
}










org/apache/commons/codec/language/bm/Languages$2.class


package org.apache.commons.codec.language.bm;
final synchronized class Languages$2 extends Languages$LanguageSet {
    void Languages$2();
    public boolean contains(String);
    public String getAny();
    public boolean isEmpty();
    public boolean isSingleton();
    public Languages$LanguageSet restrictTo(Languages$LanguageSet);
    public String toString();
}










org/apache/commons/codec/language/bm/Languages$LanguageSet.class


package org.apache.commons.codec.language.bm;
public abstract synchronized class Languages$LanguageSet {
    public void Languages$LanguageSet();
    public static Languages$LanguageSet from(java.util.Set);
    public abstract boolean contains(String);
    public abstract String getAny();
    public abstract boolean isEmpty();
    public abstract boolean isSingleton();
    public abstract Languages$LanguageSet restrictTo(Languages$LanguageSet);
}










org/apache/commons/codec/language/bm/Languages$SomeLanguages.class


package org.apache.commons.codec.language.bm;
public final synchronized class Languages$SomeLanguages extends Languages$LanguageSet {
    private final java.util.Set languages;
    private void Languages$SomeLanguages(java.util.Set);
    public boolean contains(String);
    public String getAny();
    public java.util.Set getLanguages();
    public boolean isEmpty();
    public boolean isSingleton();
    public Languages$LanguageSet restrictTo(Languages$LanguageSet);
    public String toString();
}










org/apache/commons/codec/language/bm/Languages.class


package org.apache.commons.codec.language.bm;
public synchronized class Languages {
    public static final String ANY = any;
    private static final java.util.Map LANGUAGES;
    private final java.util.Set languages;
    public static final Languages$LanguageSet NO_LANGUAGES;
    public static final Languages$LanguageSet ANY_LANGUAGE;
    public static Languages getInstance(NameType);
    public static Languages getInstance(String);
    private static String langResourceName(NameType);
    private void Languages(java.util.Set);
    public java.util.Set getLanguages();
    static void <clinit>();
}










org/apache/commons/codec/language/bm/NameType.class


package org.apache.commons.codec.language.bm;
public final synchronized enum NameType {
    public static final NameType ASHKENAZI;
    public static final NameType GENERIC;
    public static final NameType SEPHARDIC;
    private final String name;
    public static NameType[] values();
    public static NameType valueOf(String);
    private void NameType(String, int, String);
    public String getName();
    static void <clinit>();
}










org/apache/commons/codec/language/bm/PhoneticEngine$1.class


package org.apache.commons.codec.language.bm;
final synchronized class PhoneticEngine$1 implements CharSequence {
    void PhoneticEngine$1(CharSequence, CharSequence[][]);
    public char charAt(int);
    public int length();
    public CharSequence subSequence(int, int);
}










org/apache/commons/codec/language/bm/PhoneticEngine$2.class


package org.apache.commons.codec.language.bm;
synchronized class PhoneticEngine$2 {
    static void <clinit>();
}










org/apache/commons/codec/language/bm/PhoneticEngine$PhonemeBuilder.class


package org.apache.commons.codec.language.bm;
final synchronized class PhoneticEngine$PhonemeBuilder {
    private final java.util.Set phonemes;
    public static PhoneticEngine$PhonemeBuilder empty(Languages$LanguageSet);
    private void PhoneticEngine$PhonemeBuilder(java.util.Set);
    public PhoneticEngine$PhonemeBuilder append(CharSequence);
    public PhoneticEngine$PhonemeBuilder apply(Rule$PhonemeExpr, int);
    public java.util.Set getPhonemes();
    public String makeString();
}










org/apache/commons/codec/language/bm/PhoneticEngine$RulesApplication.class


package org.apache.commons.codec.language.bm;
final synchronized class PhoneticEngine$RulesApplication {
    private final java.util.List finalRules;
    private final CharSequence input;
    private PhoneticEngine$PhonemeBuilder phonemeBuilder;
    private int i;
    private final int maxPhonemes;
    private boolean found;
    public void PhoneticEngine$RulesApplication(java.util.List, CharSequence, PhoneticEngine$PhonemeBuilder, int, int);
    public int getI();
    public PhoneticEngine$PhonemeBuilder getPhonemeBuilder();
    public PhoneticEngine$RulesApplication invoke();
    public boolean isFound();
}










org/apache/commons/codec/language/bm/PhoneticEngine.class


package org.apache.commons.codec.language.bm;
public synchronized class PhoneticEngine {
    private static final java.util.Map NAME_PREFIXES;
    private static final int DEFAULT_MAX_PHONEMES = 20;
    private final Lang lang;
    private final NameType nameType;
    private final RuleType ruleType;
    private final boolean concat;
    private final int maxPhonemes;
    private static CharSequence cacheSubSequence(CharSequence);
    private static String join(Iterable, String);
    public void PhoneticEngine(NameType, RuleType, boolean);
    public void PhoneticEngine(NameType, RuleType, boolean, int);
    private PhoneticEngine$PhonemeBuilder applyFinalRules(PhoneticEngine$PhonemeBuilder, java.util.List);
    public String encode(String);
    public String encode(String, Languages$LanguageSet);
    public Lang getLang();
    public NameType getNameType();
    public RuleType getRuleType();
    public boolean isConcat();
    public int getMaxPhonemes();
    static void <clinit>();
}










org/apache/commons/codec/language/bm/ResourceConstants.class


package org.apache.commons.codec.language.bm;
synchronized class ResourceConstants {
    static final String CMT = //;
    static final String ENCODING = UTF-8;
    static final String EXT_CMT_END = */;
    static final String EXT_CMT_START = /*;
    void ResourceConstants();
}










org/apache/commons/codec/language/bm/Rule$1.class


package org.apache.commons.codec.language.bm;
final synchronized class Rule$1 implements Rule$RPattern {
    void Rule$1();
    public boolean isMatch(CharSequence);
}










org/apache/commons/codec/language/bm/Rule$10.class


package org.apache.commons.codec.language.bm;
final synchronized class Rule$10 implements Rule$RPattern {
    java.util.regex.Pattern pattern;
    void Rule$10(String);
    public boolean isMatch(CharSequence);
}










org/apache/commons/codec/language/bm/Rule$2.class


package org.apache.commons.codec.language.bm;
final synchronized class Rule$2 extends Rule {
    private final int myLine;
    private final String loc;
    void Rule$2(String, String, String, Rule$PhonemeExpr, int, String);
    public String toString();
}










org/apache/commons/codec/language/bm/Rule$3.class


package org.apache.commons.codec.language.bm;
final synchronized class Rule$3 implements Rule$RPattern {
    void Rule$3();
    public boolean isMatch(CharSequence);
}










org/apache/commons/codec/language/bm/Rule$4.class


package org.apache.commons.codec.language.bm;
final synchronized class Rule$4 implements Rule$RPattern {
    void Rule$4(String);
    public boolean isMatch(CharSequence);
}










org/apache/commons/codec/language/bm/Rule$5.class


package org.apache.commons.codec.language.bm;
final synchronized class Rule$5 implements Rule$RPattern {
    void Rule$5(String);
    public boolean isMatch(CharSequence);
}










org/apache/commons/codec/language/bm/Rule$6.class


package org.apache.commons.codec.language.bm;
final synchronized class Rule$6 implements Rule$RPattern {
    void Rule$6(String);
    public boolean isMatch(CharSequence);
}










org/apache/commons/codec/language/bm/Rule$7.class


package org.apache.commons.codec.language.bm;
final synchronized class Rule$7 implements Rule$RPattern {
    void Rule$7(String, boolean);
    public boolean isMatch(CharSequence);
}










org/apache/commons/codec/language/bm/Rule$8.class


package org.apache.commons.codec.language.bm;
final synchronized class Rule$8 implements Rule$RPattern {
    void Rule$8(String, boolean);
    public boolean isMatch(CharSequence);
}










org/apache/commons/codec/language/bm/Rule$9.class


package org.apache.commons.codec.language.bm;
final synchronized class Rule$9 implements Rule$RPattern {
    void Rule$9(String, boolean);
    public boolean isMatch(CharSequence);
}










org/apache/commons/codec/language/bm/Rule$Phoneme$1.class


package org.apache.commons.codec.language.bm;
final synchronized class Rule$Phoneme$1 implements java.util.Comparator {
    void Rule$Phoneme$1();
    public int compare(Rule$Phoneme, Rule$Phoneme);
}










org/apache/commons/codec/language/bm/Rule$Phoneme.class


package org.apache.commons.codec.language.bm;
public final synchronized class Rule$Phoneme implements Rule$PhonemeExpr {
    public static final java.util.Comparator COMPARATOR;
    private final CharSequence phonemeText;
    private final Languages$LanguageSet languages;
    public void Rule$Phoneme(CharSequence, Languages$LanguageSet);
    public Rule$Phoneme append(CharSequence);
    public Languages$LanguageSet getLanguages();
    public Iterable getPhonemes();
    public CharSequence getPhonemeText();
    public Rule$Phoneme join(Rule$Phoneme);
    static void <clinit>();
}










org/apache/commons/codec/language/bm/Rule$PhonemeExpr.class


package org.apache.commons.codec.language.bm;
public abstract interface Rule$PhonemeExpr {
    public abstract Iterable getPhonemes();
}










org/apache/commons/codec/language/bm/Rule$PhonemeList.class


package org.apache.commons.codec.language.bm;
public final synchronized class Rule$PhonemeList implements Rule$PhonemeExpr {
    private final java.util.List phonemes;
    public void Rule$PhonemeList(java.util.List);
    public java.util.List getPhonemes();
}










org/apache/commons/codec/language/bm/Rule$RPattern.class


package org.apache.commons.codec.language.bm;
public abstract interface Rule$RPattern {
    public abstract boolean isMatch(CharSequence);
}










org/apache/commons/codec/language/bm/Rule.class


package org.apache.commons.codec.language.bm;
public synchronized class Rule {
    public static final Rule$RPattern ALL_STRINGS_RMATCHER;
    public static final String ALL = ALL;
    private static final String DOUBLE_QUOTE = ";
    private static final String HASH_INCLUDE = #include;
    private static final java.util.Map RULES;
    private final Rule$RPattern lContext;
    private final String pattern;
    private final Rule$PhonemeExpr phoneme;
    private final Rule$RPattern rContext;
    private static boolean contains(CharSequence, char);
    private static String createResourceName(NameType, RuleType, String);
    private static java.util.Scanner createScanner(NameType, RuleType, String);
    private static java.util.Scanner createScanner(String);
    private static boolean endsWith(CharSequence, CharSequence);
    public static java.util.List getInstance(NameType, RuleType, Languages$LanguageSet);
    public static java.util.List getInstance(NameType, RuleType, String);
    private static Rule$Phoneme parsePhoneme(String);
    private static Rule$PhonemeExpr parsePhonemeExpr(String);
    private static java.util.List parseRules(java.util.Scanner, String);
    private static Rule$RPattern pattern(String);
    private static boolean startsWith(CharSequence, CharSequence);
    private static String stripQuotes(String);
    public void Rule(String, String, String, Rule$PhonemeExpr);
    public Rule$RPattern getLContext();
    public String getPattern();
    public Rule$PhonemeExpr getPhoneme();
    public Rule$RPattern getRContext();
    public boolean patternAndContextMatches(CharSequence, int);
    static void <clinit>();
}










org/apache/commons/codec/language/bm/RuleType.class


package org.apache.commons.codec.language.bm;
public final synchronized enum RuleType {
    public static final RuleType APPROX;
    public static final RuleType EXACT;
    public static final RuleType RULES;
    private final String name;
    public static RuleType[] values();
    public static RuleType valueOf(String);
    private void RuleType(String, int, String);
    public String getName();
    static void <clinit>();
}










org/apache/commons/codec/language/bm/ash_approx_any.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// CONSTONANTS
"ph"    ""  ""  "f" // foreign
"sh"    ""  ""  "S" // foreign
"kh"    ""  ""  "x" // foreign

"gli"   ""  ""  "(gli|l[italian])"
"gni"   ""  ""  "(gni|ni[italian+french])"
"gn"    ""  "[aeou]"    "(n[italian+french]|nj[italian+french]|gn)
"gh"    ""  ""  "g" // It + translit. from Arabic
"dh"    ""  ""  "d" // translit. from Arabic
"bh"    ""  ""  "d" // translit. from Arabic
"th"    ""  ""  "t" // translit. from Arabic
"lh"    ""  ""  "l" // Port
"nh"    ""  ""  "nj" // Port

"ig"    "[aeiou]"   ""  "(ig|tS[spanish])"
"ix"    "[aeiou]"   ""  "S" // Sp
"tx"    ""  ""  "tS" // Sp
"tj"    ""  "$"  "tS" // Sp
"tj"    ""  ""  "dZ" // Sp
"tg"    ""  ""  "(tg|dZ[spanish])"

"gi"    ""  "[aeou]"    "dZ" // Italian
"g" ""  "y" "Z" // French
"gg"    ""  "[ei]"  "(gZ[portuguese+french]|dZ[italian+spanish]|x[spanish])"
"g" ""  "[ei]"  "(Z[portuguese+french]|dZ[italian+spanish]|x[spanish])"

"guy"   ""  ""  "gi"
"gue"   ""  "$" "(k[french]|ge)"
"gu"    ""  "[ei]"  "(g|gv") // not It
"gu"    ""  "[ao]"  "gv" // not It

"ñ" ""  ""  "(n|nj)"
"ny"    ""  ""  "nj"

"sc"    ""  "[ei]"  "(s|S[italian])"
"sç"    ""  "[aeiou]"   "s" // not It
"ss"    ""  ""  "s"
"ç" ""  ""  "s"   // not It

"ch"    ""  "[ei]"  "(k[italian]|S[portuguese+french]|tS[spanish]|dZ[spanish])"
"ch"    ""  ""  "(S|tS[spanish]|dZ[spanish])"

"ci"    ""  "[aeou]"    "(tS[italian]|si)"
"cc"	""	"[eiyéèê]"	"(tS[italian]|ks[portuguese+french+spanish])"
"c"	""	"[eiyéèê]"	"(tS[italian]|s[portuguese+french+spanish])"
   //array("c"	""	"[aou]"	"(k|C[".($portuguese+$spanish)."])" // "C" means that the actual letter could be "ç" (cedille omitted)

"s"	"^"	""	"s"
"s"	"[aáuiíoóeéêy]"	"[aáuiíoóeéêy]"	"(s[spanish]|z[portuguese+french+italian])"
"s"	""	"[dglmnrv]"	"(z|Z[portuguese])"

"z"	""	"$"	"(s|ts[italian]|S[portuguese])" // ts It, s/S/Z Port, s in Sp, z Fr
"z"	""	"[bdgv]"	"(z|dz[italian]|Z[portuguese])" // dz It, Z/z Port, z Sp & Fr
"z"	""	"[ptckf]"	"(s|ts[italian]|S[portuguese])" // ts It, s/S/z Port, z/s Sp
"z"	""	""	"(z|dz[italian]|ts[italian]|s[spanish])" // ts/dz It, z Port & Fr, z/s Sp

"que"	""	"$"	"(k[french]|ke)"
"qu"	""	"[eiu]"	"k"
"qu"	""	"[ao]"	"(kv|k)" // k is It

"ex"	""	"[aáuiíoóeéêy]"	"(ez[portuguese]|eS[portuguese]|eks|egz)"
"ex"	""	"[cs]"	"(e[portuguese]|ek)"

"m"	""	"[cdglnrst]"	"(m|n[portuguese])"
"m"	""	"[bfpv]"	"(m|n[portuguese+spanish])"
"m"	""	"$"	"(m|n[portuguese])"

"b"	"^"	""	"(b|V[spanish])"
"v"	"^"	""	"(v|B[spanish])"

 // VOWELS
"eau"	""	""	"o" // Fr

"ouh"	""	"[aioe]"	"(v[french]|uh)"
"uh"	""	"[aioe]"	"(v|uh)"
"ou"	""	"[aioe]"	"v" // french
"uo"	""	""	"(vo|o)"
"u"	""	"[aie]"	"v"

"i"	"[aáuoóeéê]"	""	"j"
"i"	""	"[aeou]"	"j"
"y"	"[aáuiíoóeéê]"	""	"j"
"y"	""	"[aeiíou]"	"j"
"e"	""	"$"	"(e|E[$french])"

"ão"	""	""	"(au|an)" // Port
"ãe"	""	""	"(aj|an)" // Port
"ãi"	""	""	"(aj|an)" // Port
"õe"	""	""	"(oj|on)" // Port
"où"	""	""	"u" // Fr
"ou"	""	""	"(ou|u[french])"

"â"	""	""	"a" // Port & Fr
"à"	""	""	"a" // Port
"á"	""	""	"a" // Port & Sp
"ã"	""	""	"(a|an)" // Port
"é"	""	""	"e"
"ê"	""	""	"e" // Port & Fr
"è"	""	""	"e" // Sp & Fr & It
"í"	""	""	"i" // Port & Sp
"î"	""	""	"i" // Fr
"ô"	""	""	"o" // Port & Fr
"ó"	""	""	"o" // Port & Sp & It
"õ"	""	""	"(o|on)" // Port
"ò"	""	""	"o"  // Sp & It
"ú"	""	""	"u" // Port & Sp
"ü"	""	""	"u" // Port & Sp

 // LATIN ALPHABET
"a"	""	""	"a"
"b"	""	""	"(b|v[spanish])"
"c"	""	""	"k"
"d"	""	""	"d"
"e"	""	""	"e"
"f"	""	""	"f"
"g"	""	""	"g"
"h"	""	""	"h"
"i"	""	""	"i"
"j"	""	""	"(x[spanish]|Z)" // not It
"k"	""	""	"k"
"l"	""	""	"l"
"m"	""	""	"m"
"n"	""	""	"n"
"o"	""	""	"o"
"p"	""	""	"p"
"q"	""	""	"k"
"r"	""	""	"r"
"s"	""	""	"(s|S[portuguese])"
"t"	""	""	"t"
"u"	""	""	"u"
"v"	""	""	"(v|b[spanish])"
"w"	""	""	"v"    // foreign
"x"	""	""	"(ks|gz|S[portuguese+spanish])"   // S/ks Port & Sp, gz Sp, It only ks
"y"	""	""	"i"
"z"	""	""	"z"










org/apache/commons/codec/language/bm/ash_approx_common.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_exact_approx_common

// REGRESSIVE ASSIMILATION OF CONSONANTS
"n"	""	"[bp]"	"m" 

// PECULIARITY OF "h" 
"h"	""	""	"" 
"H"	""	""	"(x|)" 

// POLISH OGONEK IMPOSSIBLE
"F" "" "[bdgkpstvzZ]h" "e"
"F" "" "[bdgkpstvzZ]x" "e"
"B" "" "[bdgkpstvzZ]h" "a"
"B" "" "[bdgkpstvzZ]x" "a"

// "e" and "i" ARE TO BE OMITTED BEFORE (SYLLABIC) n & l: Halperin=Halpern; Frankel = Frankl, Finkelstein = Finklstein
"e" "[bdfgklmnprsStvzZ]" "[ln]$" ""
"i" "[bdfgklmnprsStvzZ]" "[ln]$" ""
"E" "[bdfgklmnprsStvzZ]" "[ln]$" ""
"I" "[bdfgklmnprsStvzZ]" "[ln]$" ""
"F" "[bdfgklmnprsStvzZ]" "[ln]$" ""
"Q" "[bdfgklmnprsStvzZ]" "[ln]$" ""
"Y" "[bdfgklmnprsStvzZ]" "[ln]$" ""

"e" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""
"i" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""
"E" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""
"I" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""
"F" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""
"Q" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""
"Y" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""

"lEs"	""	""	"(lEs|lz)"  // Applebaum < Appelbaum (English + blend English-something forms as Finklestein)
"lE"	"[bdfgkmnprStvzZ]"	""	"(lE|l)"  // Applebaum < Appelbaum (English + blend English-something forms as Finklestein)

// SIMPLIFICATION: (TRIPHTHONGS & DIPHTHONGS) -> ONE GENERIC DIPHTHONG "D"
"aue"	""	""	"D"
"oue"	""	""	"D"
    
"AvE"	""	""	"(D|AvE)"
"Ave"	""	""	"(D|Ave)"
"avE"	""	""	"(D|avE)"
"ave"	""	""	"(D|ave)"
    
"OvE"	""	""	"(D|OvE)"
"Ove"	""	""	"(D|Ove)"
"ovE"	""	""	"(D|ovE)"
"ove"	""	""	"(D|ove)"
    
"ea"	""	""	"(D|ea)"
"EA"	""	""	"(D|EA)"
"Ea"	""	""	"(D|Ea)"
"eA"	""	""	"(D|eA)"
             
"aji"	""	""	"D"
"ajI"	""	""	"D"
"aje"	""	""	"D"
"ajE"	""	""	"D"
    
"Aji"	""	""	"D"
"AjI"	""	""	"D"
"Aje"	""	""	"D"
"AjE"	""	""	"D"
    
"oji"	""	""	"D"
"ojI"	""	""	"D"
"oje"	""	""	"D"
"ojE"	""	""	"D"
    
"Oji"	""	""	"D"
"OjI"	""	""	"D"
"Oje"	""	""	"D"
"OjE"	""	""	"D"
    
"eji"	""	""	"D"
"ejI"	""	""	"D"
"eje"	""	""	"D"
"ejE"	""	""	"D"
    
"Eji"	""	""	"D"
"EjI"	""	""	"D"
"Eje"	""	""	"D"
"EjE"	""	""	"D"
    
"uji"	""	""	"D"
"ujI"	""	""	"D"
"uje"	""	""	"D"
"ujE"	""	""	"D"
    
"Uji"	""	""	"D"
"UjI"	""	""	"D"
"Uje"	""	""	"D"
"UjE"	""	""	"D"
        
"iji"	""	""	"D"
"ijI"	""	""	"D"
"ije"	""	""	"D"
"ijE"	""	""	"D"
    
"Iji"	""	""	"D"
"IjI"	""	""	"D"
"Ije"	""	""	"D"
"IjE"	""	""	"D"
                         
"aja"	""	""	"D"
"ajA"	""	""	"D"
"ajo"	""	""	"D"
"ajO"	""	""	"D"
"aju"	""	""	"D"
"ajU"	""	""	"D"
    
"Aja"	""	""	"D"
"AjA"	""	""	"D"
"Ajo"	""	""	"D"
"AjO"	""	""	"D"
"Aju"	""	""	"D"
"AjU"	""	""	"D"
    
"oja"	""	""	"D"
"ojA"	""	""	"D"
"ojo"	""	""	"D"
"ojO"	""	""	"D"
"Aju"	""	""	"D"
"AjU"	""	""	"D"
    
"Oja"	""	""	"D"
"OjA"	""	""	"D"
"Ojo"	""	""	"D"
"OjO"	""	""	"D"
"Aju"	""	""	"D"
"AjU"	""	""	"D"
    
"eja"	""	""	"D"
"ejA"	""	""	"D"
"ejo"	""	""	"D"
"ejO"	""	""	"D"
"Aju"	""	""	"D"
"AjU"	""	""	"D"
    
"Eja"	""	""	"D"
"EjA"	""	""	"D"
"Ejo"	""	""	"D"
"EjO"	""	""	"D"
"Aju"	""	""	"D"
"AjU"	""	""	"D"
    
"uja"	""	""	"D"
"ujA"	""	""	"D"
"ujo"	""	""	"D"
"ujO"	""	""	"D"
"Aju"	""	""	"D"
"AjU"	""	""	"D"
        
"Uja"	""	""	"D"
"UjA"	""	""	"D"
"Ujo"	""	""	"D"
"UjO"	""	""	"D"
"Aju"	""	""	"D"
"AjU"	""	""	"D"
        
"ija"	""	""	"D"
"ijA"	""	""	"D"
"ijo"	""	""	"D"
"ijO"	""	""	"D"
"Aju"	""	""	"D"
"AjU"	""	""	"D"
    
"Ija"	""	""	"D"
"IjA"	""	""	"D"
"Ijo"	""	""	"D"
"IjO"	""	""	"D"                         
"Aju"	""	""	"D"
"AjU"	""	""	"D"
                         
"j"	""	""	"i"                         
                         
// lander = lender = länder 
"lYndEr"	""	"$"	"lYnder" 
"lander"	""	"$"	"lYnder" 
"lAndEr"	""	"$"	"lYnder" 
"lAnder"	""	"$"	"lYnder" 
"landEr"	""	"$"	"lYnder" 
"lender"	""	"$"	"lYnder" 
"lEndEr"	""	"$"	"lYnder" 
"lendEr"	""	"$"	"lYnder" 
"lEnder"	""	"$"	"lYnder" 
             
// CONSONANTS {z & Z; s & S} are approximately interchangeable
"s" "" "[rmnl]" "z"
"S" "" "[rmnl]" "z"
"s" "[rmnl]" "" "z"
"S" "[rmnl]" "" "z"
    
"dS" "" "$" "S"
"dZ" "" "$" "S"
"Z" "" "$" "S"
"S" "" "$" "(S|s)"
"z" "" "$" "(S|s)"
    
"S" "" "" "s"
"dZ" "" "" "z"
"Z" "" "" "z"









org/apache/commons/codec/language/bm/ash_approx_cyrillic.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_approx_russian









org/apache/commons/codec/language/bm/ash_approx_english.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// VOWELS
"I" "" "[^aEIeiou]e" "(Q|i|D)" // like in "five"
"I" "" "$" "i"
"I" "[aEIeiou]" "" "i"
"I" "" "[^k]$" "i"
"Ik" "[lr]" "$" "(ik|Qk)"
"Ik" "" "$" "ik"
"sIts" "" "$" "(sits|sQts)"
"Its" "" "$" "its"
"I" "" "" "(i|Q)" 
    
"lE" "[bdfgkmnprsStvzZ]" "" "(il|li|lY)"  // Applebaum < Appelbaum
         
"au" "" "" "(D|a|u)"
"ou" "" "" "(D|o|u)"
"ai" "" "" "(D|a|i)"
"oi" "" "" "(D|o|i)"
"ui" "" "" "(D|u|i)"
        
"E" "D[^aeiEIou]" "" "(i|)" // Weinberg, Shaneberg (shaneberg/shejneberg) --> shejnberg
"e" "D[^aeiEIou]" "" "(i|)" 

"e" "" "" "i"
"E" "" "[fklmnprsStv]$" "i"
"E" "" "ts$" "i"
"E" "[DaoiEuQY]" "" "i"
"E" "" "[aoQY]" "i"
"E" "" "" "(Y|i)"
      
"a" "" "" "(a|o)"










org/apache/commons/codec/language/bm/ash_approx_french.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"I" "" "$" "i"
"I" "[aEIeiou]" "" "i"
"I" "" "[^k]$" "i"
"Ik" "[lr]" "$" "(ik|Qk)"
"Ik" "" "$" "ik"
"sIts" "" "$" "(sits|sQts)"
"Its" "" "$" "its"
"I" "" "" "(i|Q)" 

"au" "" "" "(D|a|u)"
"ou" "" "" "(D|o|u)"
"ai" "" "" "(D|a|i)"
"oi" "" "" "(D|o|i)"
"ui" "" "" "(D|u|i)"
      
"a" "" "" "(a|o)" 
"e" "" "" "i" 
    
"E" "" "[fklmnprsStv]$" "i"
"E" "" "ts$" "i"
"E" "[aoiuQ]" "" "i"
"E" "" "[aoQ]" "i"
"E" "" "" "(Y|i)"









org/apache/commons/codec/language/bm/ash_approx_german.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"I" "" "$" "i"
"I" "[aeiAEIOUouQY]" "" "i"
"I" "" "[^k]$" "i"
"Ik" "[lr]" "$" "(ik|Qk)"
"Ik" "" "$" "ik"
"sIts" "" "$" "(sits|sQts)"
"Its" "" "$" "its"
"I" "" "" "(Q|i)" 
    
"AU" "" "" "(D|a|u)"
"aU" "" "" "(D|a|u)"
"Au" "" "" "(D|a|u)"
"au" "" "" "(D|a|u)"
"ou" "" "" "(D|o|u)"
"OU" "" "" "(D|o|u)"
"oU" "" "" "(D|o|u)"
"Ou" "" "" "(D|o|u)"
"ai" "" "" "(D|a|i)"
"Ai" "" "" "(D|a|i)"
"oi" "" "" "(D|o|i)"
"Oi" "" "" "(D|o|i)"
"ui" "" "" "(D|u|i)"
"Ui" "" "" "(D|u|i)"
        
"e" "" "" "i" 
  
"E" "" "[fklmnprst]$" "i"
"E" "" "ts$" "i"
"E" "" "$" "i"
"E" "[DaoAOUiuQY]" "" "i"
"E" "" "[aoAOQY]" "i"
"E" "" "" "(Y|i)" 
       
"O" "" "$" "o"
"O" "" "[fklmnprst]$" "o"
"O" "" "ts$" "o"
"O" "[aoAOUeiuQY]" "" "o"
"O" "" "" "(o|Y)"
    
"a" "" "" "(a|o)" 
  
"A" "" "$" "(a|o)" 
"A" "" "[fklmnprst]$" "(a|o)"
"A" "" "ts$" "(a|o)"
"A" "[aoeOUiuQY]" "" "(a|o)"
"A" "" "" "(a|o|Y)" 

"U" "" "$" "u"
"U" "[DaoiuUQY]" "" "u"
"U" "" "[^k]$" "u"
"Uk" "[lr]" "$" "(uk|Qk)"
"Uk" "" "$" "uk"
"sUts" "" "$" "(suts|sQts)"
"Uts" "" "$" "uts"
"U" "" "" "(u|Q)" 










org/apache/commons/codec/language/bm/ash_approx_hebrew.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/ash_approx_hungarian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_approx_french









org/apache/commons/codec/language/bm/ash_approx_polish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"aiB" "" "[bp]" "(D|Dm)"
"oiB" "" "[bp]" "(D|Dm)" 
"uiB" "" "[bp]" "(D|Dm)" 
"eiB" "" "[bp]" "(D|Dm)"
"EiB" "" "[bp]" "(D|Dm)"
"iiB" "" "[bp]" "(D|Dm)"
"IiB" "" "[bp]" "(D|Dm)"
    
"aiB" "" "[dgkstvz]" "(D|Dn)"
"oiB" "" "[dgkstvz]" "(D|Dn)" 
"uiB" "" "[dgkstvz]" "(D|Dn)" 
"eiB" "" "[dgkstvz]" "(D|Dn)"
"EiB" "" "[dgkstvz]" "(D|Dn)"
"iiB" "" "[dgkstvz]" "(D|Dn)"
"IiB" "" "[dgkstvz]" "(D|Dn)"
      
"B" "" "[bp]" "(o|om|im)" 
"B" "" "[dgkstvz]" "(o|on|in)" 
"B" "" "" "o"
    
"aiF" "" "[bp]" "(D|Dm)"
"oiF" "" "[bp]" "(D|Dm)" 
"uiF" "" "[bp]" "(D|Dm)" 
"eiF" "" "[bp]" "(D|Dm)"
"EiF" "" "[bp]" "(D|Dm)"
"iiF" "" "[bp]" "(D|Dm)"
"IiF" "" "[bp]" "(D|Dm)"
        
"aiF" "" "[dgkstvz]" "(D|Dn)"
"oiF" "" "[dgkstvz]" "(D|Dn)" 
"uiF" "" "[dgkstvz]" "(D|Dn)" 
"eiF" "" "[dgkstvz]" "(D|Dn)"
"EiF" "" "[dgkstvz]" "(D|Dn)"
"iiF" "" "[dgkstvz]" "(D|Dn)"
"IiF" "" "[dgkstvz]" "(D|Dn)"
            
"F" "" "[bp]" "(i|im|om)"
"F" "" "[dgkstvz]" "(i|in|on)"
"F" "" "" "i" 
    
"P" "" "" "(o|u)" 
    
"I" "" "$" "i"
"I" "" "[^k]$" "i"
"Ik" "[lr]" "$" "(ik|Qk)"
"Ik" "" "$" "ik"
"sIts" "" "$" "(sits|sQts)"
"Its" "" "$" "its"
"I" "[aeiAEBFIou]" "" "i"
"I" "" "" "(i|Q)" 

"au" "" "" "(D|a|u)"
"ou" "" "" "(D|o|u)"
"ai" "" "" "(D|a|i)"
"oi" "" "" "(D|o|i)"
"ui" "" "" "(D|u|i)"
    
"a" "" "" "(a|o)" 
"e" "" "" "i" 

"E" "" "[fklmnprst]$" "i"
"E" "" "ts$" "i"
"E" "" "$" "i"
"E" "[DaoiuQ]" "" "i"
"E" "" "[aoQ]" "i"
"E" "" "" "(Y|i)" 










org/apache/commons/codec/language/bm/ash_approx_romanian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_approx_polish









org/apache/commons/codec/language/bm/ash_approx_russian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"I" "" "$" "i"
"I" "" "[^k]$" "i"
"Ik" "[lr]" "$" "(ik|Qk)"
"Ik" "" "$" "ik"
"sIts" "" "$" "(sits|sQts)"
"Its" "" "$" "its"
"I" "[aeiEIou]" "" "i"
"I" "" "" "(i|Q)" 
        
"au" "" "" "(D|a|u)"
"ou" "" "" "(D|o|u)"
"ai" "" "" "(D|a|i)"
"oi" "" "" "(D|o|i)"
"ui" "" "" "(D|u|i)"

"om" "" "[bp]" "(om|im)" 
"on" "" "[dgkstvz]" "(on|in)" 
"em" "" "[bp]" "(im|om)" 
"en" "" "[dgkstvz]" "(in|on)" 
"Em" "" "[bp]" "(im|Ym|om)" 
"En" "" "[dgkstvz]" "(in|Yn|on)" 
                    
"a" "" "" "(a|o)" 
"e" "" "" "i" 
    
"E" "" "[fklmnprsStv]$" "i"
"E" "" "ts$" "i"
"E" "[DaoiuQ]" "" "i"
"E" "" "[aoQ]" "i"
"E" "" "" "(Y|i)" 










org/apache/commons/codec/language/bm/ash_approx_spanish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_approx_french









org/apache/commons/codec/language/bm/ash_exact_any.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// These rules are applied after the word has been transliterated into the phonetic alphabet
// These rules are substitution rules within the phonetic character space rather than mapping rules

// format of each entry rule in the table
//   (pattern, left context, right context, phonetic)
// where
//   pattern is a sequence of characters that might appear after a word has been transliterated into phonetic alphabet
//   left context is the context that precedes the pattern
//   right context is the context that follows the pattern
//   phonetic is the result that this rule generates
//
// note that both left context and right context can be regular expressions
// ex: left context of ^ would mean start of word
//     right context of $ means end of word
//
// match occurs if all of the following are true:
//   portion of word matches the pattern
//   that portion satisfies the context

// A, E, I, O, P, U should create variants, but a, e, i, o, u should not create any new variant
// Q = ü ; Y = ä = ö


"A" "" "" "a"
"B" "" "" "a"

"E" "" "" "e"
"F" "" "" "e"

"I" "" "" "i"
"O" "" "" "o"
"P" "" "" "o"
"U" "" "" "u"

"J" "" "" "l"










org/apache/commons/codec/language/bm/ash_exact_approx_common.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// Ashkenazic
    
"h" "" "$" ""
// VOICED - UNVOICED CONSONANTS
"b" "" "[fktSs]" "p"
"b" "" "p" ""
"b" "" "$" "p"
"p" "" "[gdZz]" "b"
"p" "" "b" ""
    
"v" "" "[pktSs]" "f"
"v" "" "f" ""
"v" "" "$" "f"
"f" "" "[bgdZz]" "v"
"f" "" "v" ""
    
"g" "" "[pftSs]" "k"
"g" "" "k" ""
"g" "" "$" "k"
"k" "" "[bdZz]" "g"
"k" "" "g" ""
    
"d" "" "[pfkSs]" "t"
"d" "" "t" ""
"d" "" "$" "t"
"t" "" "[bgZz]" "d"
"t" "" "d" ""

"s" "" "dZ" ""
"s" "" "tS" ""
    
"z" "" "[pfkSt]" "s"
"z" "" "[sSzZ]" ""
"s" "" "[sSzZ]" ""
"Z" "" "[sSzZ]" ""
"S" "" "[sSzZ]" ""
       
// SIMPLIFICATION OF CONSONANT CLUSTERS

"jnm" "" "" "jm"

// DOUBLE --> SINGLE

"ji" "^" "" "i"
"jI" "^" "" "I"
    
"a" "" "[aAB]" "" 
"a" "[AB]" "" "" 
"A" "" "A" ""
"B" "" "B" ""
    
"b" "" "b" ""
"d" "" "d" ""
"f" "" "f" ""
"g" "" "g" ""
"k" "" "k" ""
"l" "" "l" ""
"m" "" "m" ""
"n" "" "n" ""
"p" "" "p" ""
"r" "" "r" ""
"t" "" "t" ""
"v" "" "v" ""
"z" "" "z" ""
    









org/apache/commons/codec/language/bm/ash_exact_common.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_exact_approx_common

"H" "" "" "h"
 
// VOICED - UNVOICED CONSONANTS

"s" "[^t]" "[bgZd]" "z"
"Z" "" "[pfkst]" "S"
"Z" "" "$" "S"
"S" "" "[bgzd]" "Z"
"z" "" "$" "s"
    
"ji" "[aAoOeEiIuU]" "" "j"
"jI" "[aAoOeEiIuU]" "" "j"
"je" "[aAoOeEiIuU]" "" "j"
"jE" "[aAoOeEiIuU]" "" "j"










org/apache/commons/codec/language/bm/ash_exact_cyrillic.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_exact_russian









org/apache/commons/codec/language/bm/ash_exact_english.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_exact_russian









org/apache/commons/codec/language/bm/ash_exact_french.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_exact_russian









org/apache/commons/codec/language/bm/ash_exact_german.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_exact_any









org/apache/commons/codec/language/bm/ash_exact_hebrew.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/ash_exact_hungarian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_exact_russian









org/apache/commons/codec/language/bm/ash_exact_polish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"B" "" "" "a"
"F" "" "" "e"
"P" "" "" "o"

"E" "" "" "e"
"I" "" "" "i"










org/apache/commons/codec/language/bm/ash_exact_romanian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_exact_russian









org/apache/commons/codec/language/bm/ash_exact_russian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"E" "" "" "e"
"I "" "" "i"









org/apache/commons/codec/language/bm/ash_exact_spanish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_exact_russian









org/apache/commons/codec/language/bm/ash_hebrew_common.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include ash_exact_approx_common

"ts" "" "" "C" // for not confusion Gutes [=guts] and Guts [=guc]
"tS" "" "" "C" // same reason
"S" "" "" "s"
"p" "" "" "f"   
"b" "^" "" "b"    
"b" "" "" "(b|v)"    
        
"ja" "" "" "i"
"jA" "" "" "i"
"jB" "" "" "i"
"je" "" "" "i"
"jE" "" "" "i"
"jF" "" "" "i"
"aj" "" "" "i"
"Aj" "" "" "i"
"Bj" "" "" "i"
"Fj" "" "" "i"
"I" "" "" "i"
"Q" "" "" "i"
"j" "" "" "i"
    
"a" "^" "" "1"
"A" "^" "" "1"
"B" "^" "" "1"
"e" "^" "" "1"
"E" "^" "" "1"
"F" "^" "" "1"
"Y" "^" "" "1"
    
"a" "" "$" "1"
"A" "" "$" "1"
"B" "" "$" "1"
"e" "" "$" "1"
"E" "" "$" "1"
"F" "" "$" "1"
"Y" "" "$" "1"
        
"a" "" "" ""
"A" "" "" ""
"B" "" "" ""
"e" "" "" ""
"E" "" "" ""
"F" "" "" ""
"Y" "" "" ""
   
"oj" "^" "" "(u|vi)"
"Oj" "^" "" "(u|vi)"
"uj" "^" "" "(u|vi)"
"Uj" "^" "" "(u|vi)" 
    
"oj" "" "" "u"
"Oj" "" "" "u"
"uj" "" "" "u"
"Uj" "" "" "u" 
    
"ou" "^" "" "(u|v|1)"
"o" "^" "" "(u|v|1)"
"O" "^" "" "(u|v|1)"
"U" "^" "" "(u|v|1)"
"u" "^" "" "(u|v|1)"
    
"o" "" "$" "(u|1)"
"O" "" "$" "(u|1)"
"u" "" "$" "(u|1)"
"U" "" "$" "(u|1)"
    
"ou" "" "" "u"
"o" "" "" "u"
"O" "" "" "u"
"U" "" "" "u"
        
"VV" "" "" "u" // alef/ayin + vov from ruleshebrew
"V" "" "" "v" // tsvey-vov from ruleshebrew;; only Ashkenazic
"L" "^" "" "1" // alef/ayin from ruleshebrew
"L" "" "$" "1" // alef/ayin from ruleshebrew
"L" "" "" " " // alef/ayin from ruleshebrew
"WW" "^" "" "(vi|u)" // vav-yod from ruleshebrew
"WW" "" "" "u" // vav-yod from ruleshebrew
"W" "^" "" "(u|v)" // vav from ruleshebrew
"W" "" "" "u" // vav from ruleshebrew
    
    //"g" "" "" "(g|Z)"
    //"z" "" "" "(z|Z)"
    //"d" "" "" "(d|dZ)"
       
"TB" "" "$" "(t|s)" // tav from ruleshebrew; only Ashkenazic
"TB" "" "" "t" // tav from ruleshebrew; only Ashkenazic
"T" "" "" "t"   // tet from ruleshebrew
    
   //"k" "" "" "(k|x)"
   //"x" "" "" "(k|x)"
"K" "" "" "k" // kof and initial kaf from ruleshebrew
"X" "" "" "x" // khet and final kaf from ruleshebrew
    
"H" "^" "" "(x|1)"
"H" "" "$" "(x|1)"
"H" "" "" "(x|)"
"h" "^" "" "1"
"h" "" "" ""










org/apache/commons/codec/language/bm/ash_languages.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

any
cyrillic
english
french
german
hebrew
hungarian
polish
romanian
russian
spanish










org/apache/commons/codec/language/bm/ash_rules_any.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

//ASHKENAZIC

// CONVERTING FEMININE TO MASCULINE
"yna" "" "$" "(in[russian]|ina)"
"ina" "" "$" "(in[russian]|ina)"
"liova" "" "$" "(lof[russian]|lef[russian]|lova)"
"lova" "" "$" "(lof[russian]|lef[russian]|lova)"
"ova" "" "$" "(of[russian]|ova)"
"eva" "" "$" "(ef[russian]|eva)"
"aia" "" "$" "(aja|i[russian])"
"aja" "" "$" "(aja|i[russian])"
"aya" "" "$" "(aja|i[russian])"
    
"lowa" "" "$" "(lova|lof[polish]|l[polish]|el[polish])"
"kowa" "" "$" "(kova|kof[polish]|k[polish]|ek[polish])"
"owa" "" "$" "(ova|of[polish]|)"
"lowna" "" "$" "(lovna|levna|l[polish]|el[polish])"
"kowna" "" "$" "(kovna|k[polish]|ek[polish])"
"owna" "" "$" "(ovna|[polish])"
"lówna" "" "$" "(l|el[polish])"  // polish
"kówna" "" "$" "(k|ek[polish])"  // polish
"ówna" "" "$" ""   // polish
    
"a" "" "$" "(a|i[polish])"
    
// CONSONANTS  (integrated: German, Polish, Russian, Romanian and English)

"rh" "^" "" "r"
"ssch" "" "" "S" 
"chsch" "" "" "xS" 
"tsch" "" "" "tS" 
    
"sch" "" "[ei]" "(sk[romanian]|S|StS[russian])" // german
"sch" "" "" "(S|StS[russian])" // german
            
"ssh" "" "" "S" 
    
"sh" "" "[äöü]" "sh" // german
"sh" "" "[aeiou]" "(S[russian+english]|sh)"
"sh" "" "" "S" // russian+english
    
"kh" "" "" "(x[russian+english]|kh)"
    
"chs" "" "" "(ks[german]|xs|tSs[russian+english])"
    
    // French "ch" is currently disabled
    //array("ch" "" "[ei]" "(x|tS|k[romanian]|S[french])"
    //array("ch" "" "" "(x|tS[russian+english]|S[french])"
    
"ch" "" "[ei]" "(x|k[romanian]|tS[russian+english])"
"ch" "" "" "(x|tS[russian+english])"
        
"ck" "" "" "(k|tsk[polish])"
        
"czy" "" "" "tSi"
"cze" "" "[bcdgkpstwzż]" "(tSe|tSF)"
"ciewicz" "" "" "(tsevitS|tSevitS)"
"siewicz" "" "" "(sevitS|SevitS)"
"ziewicz" "" "" "(zevitS|ZevitS)"
"riewicz" "" "" "rjevitS" 
"diewicz" "" "" "djevitS" 
"tiewicz" "" "" "tjevitS" 
"iewicz" "" "" "evitS"
"ewicz" "" "" "evitS"
"owicz" "" "" "ovitS"
"icz" "" "" "itS"
"cz" "" "" "tS" // Polish
    
"cia" "" "[bcdgkpstwzż]" "(tSB[polish]|tsB)"
"cia" "" "" "(tSa[$polish]|tsa)" 
"cią" "" "[bp]" "(tSom[polish]|tsom)"
"cią" "" "" "(tSon[polish]|tson)"
"cię" "" "[bp]" "(tSem[polish]|tsem)"
"cię" "" "" "(tSen[polish]|tsen)"
"cie" "" "[bcdgkpstwzż]" "(tSF[polish]|tsF)"
"cie" "" "" "(tSe[polish]|tse)"
"cio" "" "" "(tSo[polish]|tso)"
"ciu" "" "" "(tSu[polish]|tsu)"

"ci" "" "$" "(tsi[polish]|tSi[polish+romanian]|tS[romanian]|si)"
"ci" "" "" "(tsi[polish]|tSi[polish+romanian]|si)"
"ce" "" "[bcdgkpstwzż]" "(tsF[polish]|tSe[polish+romanian]|se)"
"ce" "" "" "(tSe[polish+romanian]|tse[polish]|se)"
"cy" "" "" "(si|tsi[polish])"
              
"ssz" "" "" "S" // Polish
"sz" "" "" "S" // Polish; actually could also be Hungarian /s/, disabled here 
    
"ssp" "" "" "(Sp[german]|sp)"
"sp" "" "" "(Sp[german]|sp)"
"sst" "" "" "(St[german]|st)"
"st" "" "" "(St[german]|st)"
"ss" "" "" "s" 
    
"sia" "" "[bcdgkpstwzż]" "(SB[polish]|sB[polish]|sja)"
"sia" "" "" "(Sa[polish]|sja)"
"sią" "" "[bp]" "(Som[polish]|som)"
"sią" "" "" "(Son[polish]|son)"
"się" "" "[bp]" "(Sem[polish]|sem)"
"się" "" "" "(Sen[polish]|sen)"
"sie" "" "[bcdgkpstwzż]" "(SF[polish]|sF|zi[german])"
"sie" "" "" "(se|Se[polish]|zi[german])"
"sio" "" "" "(So[polish]|so)"
"siu" "" "" "(Su[polish]|sju)"
"si" "" "" "(Si[polish]|si|zi[german])"
"s" "" "[aeiouäöë]" "(s|z[german])"
        
"gue" "" "" "ge" 
"gui" "" "" "gi" 
"guy" "" "" "gi" 
"gh" "" "[ei]" "(g[romanian]|gh)"
    
"gauz" "" "$" "haus" 
"gaus" "" "$" "haus" 
"gol'ts" "" "$" "holts" 
"golts" "" "$" "holts" 
"gol'tz" "" "$" "holts" 
"goltz" "" "" "holts" 
"gol'ts" "^" "" "holts" 
"golts" "^" "" "holts" 
"gol'tz" "^" "" "holts" 
"goltz" "^" "" "holts" 
"gendler" "" "$" "hendler" 
"gejmer" "" "$" "hajmer" 
"gejm" "" "$" "hajm" 
"geymer" "" "$" "hajmer" 
"geym" "" "$" "hajm" 
"geimer" "" "$" "hajmer" 
"geim" "" "$" "hajm" 
"gof" "" "$" "hof" 
    
"ger" "" "$" "ger" 
"gen" "" "$" "gen" 
"gin" "" "$" "gin" 
    
"gie" "" "$" "(ge|gi[german]|ji[french])"
"gie" "" "" "ge" 
"ge" "[yaeiou]" "" "(gE|xe[spanish]|dZe[english+romanian])"
"gi" "[yaeiou]" "" "(gI|xi[spanish]|dZi[english+romanian])"
"ge" "" "" "(gE|dZe[english+romanian]|hE[russian]|xe[spanish])"
"gi" "" "" "(gI|dZi[english+romanian]|hI[russian]|xi[spanish])"
"gy" "" "[aeouáéóúüöőű]" "(gi|dj[hungarian])"
"gy" "" "" "(gi|d[hungarian])"
"g" "[jyaeiou]" "[aouyei]" "g" 
"g" "" "[aouei]" "(g|h[russian])"
              
"ej" "" "" "(aj|eZ[french+romanian]|ex[spanish])"
"ej" "" "" "aj"
    
"ly" "" "[au]" "l" 
"li" "" "[au]" "l" 
"lj" "" "[au]" "l" 
"lio" "" "" "(lo|le[russian])"
"lyo" "" "" "(lo|le[russian])"
"ll" "" "" "(l|J[spanish])"
  
"j" "" "[aoeiuy]" "(j|dZ[english]|x[spanish]|Z[french+romanian])"
"j" "" "" "(j|x[spanish])"
                       
"pf" "" "" "(pf|p|f)" 
"ph" "" "" "(ph|f)"
    
"qu" "" "" "(kv[german]|k)"
        
"rze" "t" "" "(Se[polish]|re)" // polish
"rze" "" "" "(rze|rtsE[german]|Ze[polish]|re[polish]|rZe[polish])"
"rzy" "t" "" "(Si[polish]|ri)" // polish
"rzy" "" "" "(Zi[polish]|ri[polish]|rZi)"
"rz" "t" "" "(S[polish]|r)" // polish
"rz" "" "" "(rz|rts[german]|Z[polish]|r[polish]|rZ[polish])" // polish
    
"tz" "" "$" "(ts|tS[english+german])"
"tz" "^" "" "(ts|tS[english+german])"
"tz" "" "" "(ts[english+german+russian]|tz)"
    
"zh" "" "" "(Z|zh[polish]|tsh[german])"
        
"zia" "" "[bcdgkpstwzż]" "(ZB[polish]|zB[polish]|zja)"
"zia" "" "" "(Za[polish]|zja)"
"zią" "" "[bp]" "(Zom[polish]|zom)"
"zią" "" "" "(Zon[polish]|zon)"
"zię" "" "[bp]" "(Zem[polish]|zem)"
"zię" "" "" "(Zen[polish]|zen)"
"zie" "" "[bcdgkpstwzż]" "(ZF[polish]|zF[polish]|ze|tsi[german])"
"zie" "" "" "(ze|Ze[polish]|tsi[german])"
"zio" "" "" "(Zo[polish]|zo)"
"ziu" "" "" "(Zu[polish]|zju)"
"zi" "" "" "(Zi[polish]|zi|tsi[german])"
            
"thal" "" "$" "tal" 
"th" "^" "" "t" 
"th" "" "[aeiou]" "(t[german]|th)"
"th" "" "" "t" // german 
"vogel" "" "" "(vogel|fogel[german])"
"v" "^" "" "(v|f[german])"
        
"h" "[aeiouyäöü]" "" "" //german
"h" "" "" "(h|x[".(romanian+polish)."])"
"h" "^" "" "(h|H[".(english+german)."])" // H can be exact "h" or approximate "kh"
    
 // VOWELS  
"yi" "^" "" "i"
    
    //"e" "" "$" "(e|)"  // French & English rule disabled except for final -ine
"e" "in" "$" "(e|[french])"
    
"ii" "" "$" "i" // russian
"iy" "" "$" "i" // russian
"yy" "" "$" "i" // russian
"yi" "" "$" "i" // russian
"yj" "" "$" "i" // russian
"ij" "" "$" "i" // russian
    
"aue" "" "" "aue" 
"oue" "" "" "oue" 
    
"au" "" "" "(au|o[french])"
"ou" "" "" "(ou|u[french])"
        
"ue" "" "" "(Q|uje[russian])"
"ae" "" "" "(Y[german]|aje[russian]|ae)"
"oe" "" "" "(Y[german]|oje[russian]|oe)"
"ee" "" "" "(i[english]|aje[russian]|e)"
    
"ei" "" "" "aj"
"ey" "" "" "aj"
"eu" "" "" "(aj[german]|oj[german]|eu)"
    
"i" "[aou]" "" "j"
"y" "[aou]" "" "j"
    
"ie" "" "[bcdgkpstwzż]" "(i[german]|e[polish]|ije[russian]|je)"
"ie" "" "" "(i[german]|e[polish]|ije[russian]|je)"
"ye" "" "" "(je|ije[russian])"
         
"i" "" "[au]" "j"
"y" "" "[au]" "j"
"io" "" "" "(jo|e[russian])"
"yo" "" "" "(jo|e[russian])"
            
"ea" "" "" "(ea|ja[romanian])"
"e" "^" "" "(e|je[russian])"
"oo" "" "" "(u[english]|o)"
"uu" "" "" "u" 
    
// LANGUAGE SPECIFIC CHARACTERS 
"ć" "" "" "(tS[polish]|ts)"  // polish
"ł" "" "" "l"  // polish
"ń" "" "" "n"  // polish
"ñ" "" "" "(n|nj[spanish])"
"ś" "" "" "(S[polish]|s)" // polish
"ş" "" "" "S"  // romanian
"ţ" "" "" "ts"  // romanian
"ż" "" "" "Z"  // polish
"ź" "" "" "(Z[polish]|z)" // polish

"où" "" "" "u" // french
    
"ą" "" "[bp]" "om"  // polish
"ą" "" "" "on"  // polish
"ä" "" "" "Y"  // german
"á" "" "" "a" // hungarian
"ă" "" "" "(e[romanian]|a)" //romanian
"à" "" "" "a"  // french
"â" "" "" "a" //french+romanian
"é" "" "" "e" 
"è" "" "" "e" // french
"ê" "" "" "e" // french
"ę" "" "[bp]" "em"  // polish
"ę" "" "" "en"  // polish
"í" "" "" "i" 
"î" "" "" "i" 
"ö" "" "" "Y"
"ő" "" "" "Y" // hungarian
"ó" "" "" "(u[polish]|o)"
"ű" "" "" "Q" 
"ü" "" "" "Q"
"ú" "" "" "u" 
"ű" "" "" "Q" // hungarian
  
"ß" "" "" "s"  // german
"'" "" "" "" 
"\"" "" "" ""
       
"a" "" "[bcdgkpstwzż]" "(A|B[polish])"
"e" "" "[bcdgkpstwzż]" "(E|F[polish])"
"o" "" "[bcćdgklłmnńrsśtwzźż]" "(O|P[polish])"
  
  // LATIN ALPHABET
"a" "" "" "A"
"b" "" "" "b"
"c" "" "" "(k|ts[polish])"
"d" "" "" "d"
"e" "" "" "E"  
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "h" 
"i" "" "" "I"
"j" "" "" "j"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "O"
"p" "" "" "p"
"q" "" "" "k"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "U"
"v" "" "" "v"
"w" "" "" "v" // English disabled
"x" "" "" "ks" 
"y" "" "" "i"
"z" "" "" "(ts[german]|z)"










org/apache/commons/codec/language/bm/ash_rules_cyrillic.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"ця" "" "" "tsa"
"цю" "" "" "tsu" 
"циа" "" "" "tsa" 
"цие" "" "" "tse" 
"цио" "" "" "tso"   
"циу" "" "" "tsu" 
"сие" "" "" "se" 
"сио" "" "" "so"   
"зие" "" "" "ze" 
"зио" "" "" "zo"   
        
"гауз" "" "$" "haus" 
"гаус" "" "$" "haus" 
"гольц" "" "$" "holts" 
"геймер" "" "$" "hajmer" 
"гейм" "" "$" "hajm" 
"гоф" "" "$" "hof" 
"гер" "" "$" "ger" 
"ген" "" "$" "gen" 
"гин" "" "$" "gin" 
"г" "(й|ё|я|ю|ы|а|е|о|и|у)" "(а|е|о|и|у)" "g" 
"г" "" "(а|е|о|и|у)" "(g|h)" 
    
"ля" "" "" "la"   
"лю" "" "" "lu"   
"лё" "" "" "(le|lo)"   
"лио" "" "" "(le|lo)"   
"ле" "" "" "(lE|lo)"   
    
"ийе" "" "" "je" 
"ие" "" "" "je" 
"ыйе" "" "" "je" 
"ые" "" "" "je" 
"ий" "" "(а|о|у)" "j" 
"ый" "" "(а|о|у)" "j" 
    
"ий" "" "$" "i"
"ый" "" "$" "i"
    
"ё" "" "" "(e|jo)"
        
"ей" "^" "" "(jaj|aj)"
"е" "(а|е|о|у)" "" "je"
"е" "^" "" "je"
"эй" "" "" "aj"
"ей" "" "" "aj"
        
"ауе" "" "" "aue"
"ауэ" "" "" "aue"
    
"а" "" "" "a"
"б" "" "" "b"
"в" "" "" "v"
"г" "" "" "g"
"д" "" "" "d"
"е" "" "" "E"
"ж" "" "" "Z"
"з" "" "" "z"
"и" "" "" "I"
"й" "" "" "j"
"к" "" "" "k"
"л" "" "" "l"
"м" "" "" "m"
"н" "" "" "n"
"о" "" "" "o"
"п" "" "" "p"
"р" "" "" "r"
"с" "" "с" ""
"с" "" "" "s"
"т" "" "" "t"
"у" "" "" "u"
"ф" "" "" "f"
"х" "" "" "x"
"ц" "" "" "ts"
"ч" "" "" "tS"
"ш" "" "" "S"
"щ" "" "" "StS"
"ъ" "" "" ""
"ы" "" "" "I"
"ь" "" "" ""
"э" "" "" "E"
"ю" "" "" "ju"
"я" "" "" "ja"










org/apache/commons/codec/language/bm/ash_rules_english.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// CONSONANTS
"tch" "" "" "tS"
"ch" "" "" "(tS|x)"
"ck" "" "" "k"
"cc" "" "[iey]" "ks" // success, accent
"c" "" "c" ""
"c" "" "[iey]" "s" // circle 
"c" "" "" "k" // candy
"gh" "^" "" "g" // ghost
"gh" "" "" "(g|f|w)" // burgh | tough | bough
"gn" "" "" "(gn|n)"
"g" "" "[iey]" "(g|dZ)" // get, gem, giant, gigabyte
// "th" "" "" "(6|8|t)"
"th" "" "" "t"
"kh" "" "" "x"
"ph" "" "" "f"
"sch" "" "" "(S|sk)"
"sh" "" "" "S"
"who" "^" "" "hu"
"wh" "^" "" "w"

"h" "" "$" "" // hard to find an example that isn't in a name
"h" "" "[^aeiou]" "" // hard to find an example that isn't in a name
"h" "^" "" "H"
"h" "" "" "h"

"j" "" "" "dZ"
"kn" "^" "" "n" // knight
"mb" "" "$" "m"
"ng" "" "$" "(N|ng)"
"pn" "^" "" "(pn|n)"
"ps" "^" "" "(ps|s)"
"qu" "" "" "kw"
"q" "" "" "k"
"tia" "" "" "(So|Sa)"
"tio" "" "" "So"
"wr" "^" "" "r"
"w" "" "" "(w|v)" // the variant "v" is for spellings coming from German/Polish
"x" "^" "" "z"
"x" "" "" "ks"

// VOWELS
"y" "^" "" "j"
"y" "^" "[aeiouy]" "j"
"yi" "^" "" "i"
"aue" "" "" "aue" 
"oue" "" "" "(aue|oue)" 
"ai" "" "" "(aj|e)" // rain | said
"ay" "" "" "aj" 
"a" "" "[^aeiou]e" "aj" // plane (actually "ej")
"a" "" "" "(e|o|a)" // hat | call | part
"ei" "" "" "(aj|i)" // weigh | receive
"ey" "" "" "(aj|i)" // hey | barley
"ear" "" "" "ia" // tear
"ea" "" "" "(i|e)" // reason | treasure
"ee" "" "" "i" // between
"e" "" "[^aeiou]e" "i" // meter
"e" "" "$" "(|E)" // blame, badge
"e" "" "" "E" // bed
"ie" "" "" "i" // believe
"i" "" "[^aeiou]e" "aj" // five
"i" "" "" "I" // hit -- Morse disagrees, feels it should go to I
"oa" "" "" "ou" // toad
"oi" "" "" "oj" // join
"oo" "" "" "u" // food
"ou" "" "" "(u|ou)" // through | tough | could
"oy" "" "" "oj" // boy
"o" "" "[^aeiou]e" "ou" // rode
"o" "" "" "(o|a)" // hot -- Morse disagrees, feels it should go to 9
"u" "" "[^aeiou]e" "(ju|u)" // cute | flute
"u" "" "r" "(e|u)" // turn -- Morse disagrees, feels it should go to E
"u" "" "" "(u|a)" // put
"y" "" "" "i"

// TRIVIAL
"b" "" "" "b"
"d" "" "" "d"
"f" "" "" "f"
"g" "" "" "g" 
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"p" "" "" "p"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"v" "" "" "v"
"z" "" "" "z"











org/apache/commons/codec/language/bm/ash_rules_french.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// Ashkenazic

// CONSONANTS
"kh" "" "" "x" // foreign
"ph" "" "" "f"
    
"ç" "" "" "s"
"x" "" "" "ks"
"ch" "" "" "S"
"c" "" "[eiyéèê]" "s"
"c" "" "" "k"
"gn" "" "" "(n|gn)"
"g" "" "[eiy]" "Z" 
"gue" "" "$" "k"     
"gu" "" "[eiy]" "g" 
   //array("aill" "" "e" "aj" // non Jewish
   //array("ll" "" "e" "(l|j)" // non Jewish
"que" "" "$" "k"
"qu" "" "" "k"
"q" "" "" "k"
"s" "[aeiouyéèê]" "[aeiouyéèê]" "z"
"h" "[bdgt]" "" "" // translit from Arabic
"h" "" "$" "" // foreign
"j" "" "" "Z"
"w" "" "" "v"
"ouh" "" "[aioe]" "(v|uh)"
"ou" "" "[aeio]" "v" 
"uo" "" "" "(vo|o)"
"u" "" "[aeio]" "v" 
      
// VOWELS
"aue" "" "" "aue" 
"eau" "" "" "o" 
  //array("au" "" "" "(o|au)" // non Jewish
"ai" "" "" "aj" // [e] is non Jewish
"ay" "" "" "aj" // [e] is non Jewish
"é" "" "" "e"
"ê" "" "" "e"
"è" "" "" "e"
"à" "" "" "a"
"â" "" "" "a"
"où" "" "" "u"
"ou" "" "" "u"
"oi" "" "" "oj" // [ua] is non Jewish
"ei" "" "" "aj" // [e] is non Jewish
"ey" "" "" "aj" // [e] non Jewish
    //array("eu" "" "" "(e|o)" // non Jewish
"y" "[ou]" "" "j"
"e" "" "$" "(e|)"
"i" "" "[aou]" "j"
"y" "" "[aoeu]" "j"
"y" "" "" "i"
       
  // TRIVIAL      
"a" "" "" "a"
"b" "" "" "b"
"d" "" "" "d"
"e" "" "" "E" // only Ashkenazic
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "h"
"i" "" "" "I" // only Ashkenazic
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"z" "" "" "z"










org/apache/commons/codec/language/bm/ash_rules_german.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// Ashkenazic

// CONSONANTS
"ziu" "" "" "tsu"   
"zia" "" "" "tsa"   
"zio" "" "" "tso"   

"ssch" "" "" "S"
"chsch" "" "" "xS"
"ewitsch" "" "$" "evitS"
"owitsch" "" "$" "ovitS"
"evitsch" "" "$" "evitS"
"ovitsch" "" "$" "ovitS"
"witsch" "" "$" "vitS"
"vitsch" "" "$" "vitS"
"sch" "" "" "S"

"chs" "" "" "ks"
"ch" "" "" "x"
"ck" "" "" "k"
"c" "" "[eiy]" "ts"
        
"sp" "^" "" "Sp"
"st" "^" "" "St"
"ssp" "" "" "(Sp|sp)"
"sp" "" "" "(Sp|sp)"
"sst" "" "" "(St|st)"
"st" "" "" "(St|st)"
"pf" "" "" "(pf|p|f)"
"ph" "" "" "(ph|f)"
"qu" "" "" "kv"
    
"ewitz" "" "$" "(evits|evitS)"
"ewiz" "" "$" "(evits|evitS)"
"evitz" "" "$" "(evits|evitS)"
"eviz" "" "$" "(evits|evitS)"
"owitz" "" "$" "(ovits|ovitS)"
"owiz" "" "$" "(ovits|ovitS)"
"ovitz" "" "$" "(ovits|ovitS)"
"oviz" "" "$" "(ovits|ovitS)"
"witz" "" "$" "(vits|vitS)"
"wiz" "" "$" "(vits|vitS)"
"vitz" "" "$" "(vits|vitS)"
"viz" "" "$" "(vits|vitS)"
"tz" "" "" "ts"
    
"thal" "" "$" "tal"
"th" "^" "" "t"
"th" "" "[äöüaeiou]" "(t|th)"
"th" "" "" "t"
"rh" "^" "" "r"
"h" "[aeiouyäöü]" "" ""
"h" "^" "" "H"
    
"ss" "" "" "s"
"s" "" "[äöüaeiouy]" "(z|s)"
"s" "[aeiouyäöüj]" "[aeiouyäöü]" "z"
"ß" "" "" "s"
          
 // VOWELS
"ij" "" "$" "i"
"aue" "" "" "aue" 
"ue" "" "" "Q" 
"ae" "" "" "Y" 
"oe" "" "" "Y" 
"ü" "" "" "Q"
"ä" "" "" "Y"
"ö" "" "" "Y"
"ei" "" "" "aj"
"ey" "" "" "aj"
"eu" "" "" "(aj|oj)"
"i" "[aou]" "" "j"
"y" "[aou]" "" "j"
"ie" "" "" "I"
"i" "" "[aou]" "j"
"y" "" "[aoeu]" "j"
        
 // FOREIGN LETTERs
"ñ" "" "" "n" 
"ã" "" "" "a" 
"ő" "" "" "o" 
"ű" "" "" "u" 
"ç" "" "" "s" 
   
  // ALPHABET      
"a" "" "" "A"
"b" "" "" "b"
"c" "" "" "k"
"d" "" "" "d"
"e" "" "" "E"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "h"
"i" "" "" "I"
"j" "" "" "j"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "O"
"p" "" "" "p"
"q" "" "" "k"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "U"
"v" "" "" "(f|v)"
"w" "" "" "v"
"x" "" "" "ks"
"y" "" "" "i"   
"z" "" "" "ts"










org/apache/commons/codec/language/bm/ash_rules_hebrew.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// Ashkenazic

"אי" "" "" "i"
"עי" "" "" "i"
"עו" "" "" "VV"
"או" "" "" "VV"
    
"ג׳" "" "" "Z"
"ד׳" "" "" "dZ"
        
"א" "" "" "L"
"ב" "" "" "b"
"ג" "" "" "g"
"ד" "" "" "d"
    
"ה" "^" "" "1"
"ה" "" "$" "1"
"ה" "" "" ""
    
"וו" "" "" "V"
"וי" "" "" "WW"
"ו" "" "" "W"
"ז" "" "" "z"
"ח" "" "" "X"
"ט" "" "" "T"
"יי" "" "" "i"
"י" "" "" "i"
"ך" "" "" "X"
"כ" "^" "" "K"
"כ" "" "" "k"
"ל" "" "" "l"
"ם" "" "" "m"
"מ" "" "" "m"
"ן" "" "" "n"
"נ" "" "" "n"
"ס" "" "" "s"
"ע" "" "" "L"
"ף" "" "" "f"
"פ" "" "" "f"
"ץ" "" "" "C"
"צ" "" "" "C"
"ק" "" "" "K"
"ר" "" "" "r"
"ש" "" "" "s"
"ת" "" "" "TB" // only Ashkenazic










org/apache/commons/codec/language/bm/ash_rules_hungarian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// ASHKENAZIC

// CONSONANTS
"sz" "" "" "s"
"zs" "" "" "Z"
"cs" "" "" "tS"
           
"ay" "" "" "(oj|aj)"
"ai" "" "" "(oj|aj)"
"aj" "" "" "(oj|aj)"
    
"ei" "" "" "aj" // German element
"ey" "" "" "aj" // German element
    
"y" "[áo]" "" "j"
"i" "[áo]" "" "j"
"ee" "" "" "(aj|e)" // actually ej
"ely" "" "" "(aj|eli)" // actually ej
"ly" "" "" "(j|li)"
"gy" "" "[aeouáéóúüöőű]" "dj"
"gy" "" "" "(d|gi)"
"ny" "" "[aeouáéóúüöőű]" "nj"
"ny" "" "" "(n|ni)"
"ty" "" "[aeouáéóúüöőű]" "tj"
"ty" "" "" "(t|ti)"
    
"qu" "" "" "(ku|kv)"
"h" "" "$" ""
                  
// VOWELS
"á" "" "" "a"
"é" "" "" "e"
"í" "" "" "i"
"ó" "" "" "o"
"ö" "" "" "Y"
"ő" "" "" "Y" 
"ú" "" "" "u"
"ü" "" "" "Q"
"ű" "" "" "Q"
                       
// LATIN ALPHABET
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "ts" 
"d" "" "" "d"
"e" "" "" "E"
"f" "" "" "f"
"g" "" "" "g" 
"h" "" "" "h"
"i" "" "" "I"
"j" "" "" "j"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k"
"r" "" "" "r"
"s" "" "" "(S|s)" 
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v" 
"w" "" "" "v" 
"x" "" "" "ks"
"y" "" "" "i" 
"z" "" "" "z"










org/apache/commons/codec/language/bm/ash_rules_polish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// Ashkenazic

// CONVERTING FEMININE TO MASCULINE
"ska" "" "$" "ski"   
"cka" "" "$" "tski"   
"lowa" "" "$" "(lova|lof|l|el)"   
"kowa" "" "$" "(kova|kof|k|ek)"   
"owa" "" "$" "(ova|of|)"  
"lowna" "" "$" "(lovna|levna|l|el)" 
"kowna" "" "$" "(kovna|k|ek)"  
"owna" "" "$" "(ovna|)"   
"lówna" "" "$" "(l|el)"   
"kówna" "" "$" "(k|ek)"   
"ówna" "" "$" ""   
"a" "" "$" "(a|i)"   

 // CONSONANTS
"czy" "" "" "tSi"
"cze" "" "[bcdgkpstwzż]" "(tSe|tSF)"
"ciewicz" "" "" "(tsevitS|tSevitS)"
"siewicz" "" "" "(sevitS|SevitS)"
"ziewicz" "" "" "(zevitS|ZevitS)"
"riewicz" "" "" "rjevitS" 
"diewicz" "" "" "djevitS" 
"tiewicz" "" "" "tjevitS" 
"iewicz" "" "" "evitS"
"ewicz" "" "" "evitS"
"owicz" "" "" "ovitS"
"icz" "" "" "itS"
"cz" "" "" "tS"
"ch" "" "" "x"
    
"cia" "" "[bcdgkpstwzż]" "(tSB|tsB)" 
"cia" "" "" "(tSa|tsa)" 
"cią" "" "[bp]" "(tSom|tsom)"
"cią" "" "" "(tSon|tson)"
"cię" "" "[bp]" "(tSem|tsem)"
"cię" "" "" "(tSen|tsen)"
"cie" "" "[bcdgkpstwzż]" "(tSF|tsF)" 
"cie" "" "" "(tSe|tse)" 
"cio" "" "" "(tSo|tso)" 
"ciu" "" "" "(tSu|tsu)" 
"ci" "" "" "(tSi|tsI)"
"ć" "" "" "(tS|ts)"
    
"ssz" "" "" "S"
"sz" "" "" "S"
"sia" "" "[bcdgkpstwzż]" "(SB|sB|sja)" 
"sia" "" "" "(Sa|sja)" 
"sią" "" "[bp]" "(Som|som)"
"sią" "" "" "(Son|son)"
"się" "" "[bp]" "(Sem|sem)"
"się" "" "" "(Sen|sen)"
"sie" "" "[bcdgkpstwzż]" "(SF|sF|se)" 
"sie" "" "" "(Se|se)" 
"sio" "" "" "(So|so)" 
"siu" "" "" "(Su|sju)" 
"si" "" "" "(Si|sI)"
"ś" "" "" "(S|s)"

"zia" "" "[bcdgkpstwzż]" "(ZB|zB|zja)" 
"zia" "" "" "(Za|zja)" 
"zią" "" "[bp]" "(Zom|zom)"
"zią" "" "" "(Zon|zon)"
"zię" "" "[bp]" "(Zem|zem)"
"zię" "" "" "(Zen|zen)"
"zie" "" "[bcdgkpstwzż]" "(ZF|zF)"
"zie" "" "" "(Ze|ze)" 
"zio" "" "" "(Zo|zo)" 
"ziu" "" "" "(Zu|zju)" 
"zi" "" "" "(Zi|zI)"
    
"że" "" "[bcdgkpstwzż]" "(Ze|ZF)"
"że" "" "[bcdgkpstwzż]" "(Ze|ZF|ze|zF)"
"że" "" "" "Ze"
"źe" "" "" "(Ze|ze)"
"ży" "" "" "Zi"
"źi" "" "" "(Zi|zi)"
"ż" "" "" "Z"
"ź" "" "" "(Z|z)"
    
"rze" "t" "" "(Se|re)"
"rze" "" "" "(Ze|re|rZe)"
"rzy" "t" "" "(Si|ri)"
"rzy" "" "" "(Zi|ri|rZi)"
"rz" "t" "" "(S|r)"
"rz" "" "" "(Z|r|rZ)"
    
"lio" "" "" "(lo|le)"
"ł" "" "" "l"
"ń" "" "" "n"
"qu" "" "" "k"
"s" "" "s" "" 
    
 // VOWELS   
"ó" "" "" "(u|o)"
"ą" "" "[bp]" "om"
"ę" "" "[bp]" "em"
"ą" "" "" "on"
"ę" "" "" "en"
   
"ije" "" "" "je"
"yje" "" "" "je"
"iie" "" "" "je"
"yie" "" "" "je"
"iye" "" "" "je"
"yye" "" "" "je"
   
"ij" "" "[aou]" "j"
"yj" "" "[aou]" "j"
"ii" "" "[aou]" "j"
"yi" "" "[aou]" "j"
"iy" "" "[aou]" "j"
"yy" "" "[aou]" "j"
   
"rie" "" "" "rje" 
"die" "" "" "dje" 
"tie" "" "" "tje" 
"ie" "" "[bcdgkpstwzż]" "F" 
"ie" "" "" "e"
   
"aue" "" "" "aue"
"au" "" "" "au"
   
"ei" "" "" "aj"
"ey" "" "" "aj"
"ej" "" "" "aj"
    
"ai" "" "" "aj"
"ay" "" "" "aj"
"aj" "" "" "aj"
    
"i" "[ou]" "" "j" 
"y" "[ou]" "" "j" 
"i" "" "[aou]" "j"
"y" "" "[aeou]" "j"
       
"a" "" "[bcdgkpstwzż]" "B"
"e" "" "[bcdgkpstwzż]" "(E|F)" 
"o" "" "[bcćdgklłmnńrsśtwzźż]" "P" 
       
// ALPHABET
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "ts"
"d" "" "" "d"
"e" "" "" "E"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "(h|x)"
"i" "" "" "I"
"j" "" "" "j"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"w" "" "" "v"
"x" "" "" "ks"
"y" "" "" "I"
"z" "" "" "z"










org/apache/commons/codec/language/bm/ash_rules_romanian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"j" "" "" "Z"
  
"ce" "" "" "tSe"
"ci" "" "" "(tSi|tS)"
"ch" "" "[ei]" "k"
"ch" "" "" "x" // foreign
"c" "" "" "k"
  
"gi" "" "" "(dZi|dZ)"
"g" "" "[ei]" "dZ"
"gh" "" "" "g"
  
"ei" "" "" "aj"
"i" "[aou]" "" "j"
"i" "" "[aeou]" "j"
"ţ" "" "" "ts"
"ş" "" "" "S"
"h" "" "" "(x|h)"
    
"qu" "" "" "k"    
"q" "" "" "k"    
"w" "" "" "v"    
"x" "" "" "ks"    
"y" "" "" "i"    
    
"î" "" "" "i"
"ea" "" "" "ja"
"ă" "" "" "(e|a)"
"aue" "" "" "aue"
    
"a" "" "" "a"
"b" "" "" "b"
"d" "" "" "d"
"e" "" "" "E"
"f" "" "" "f"
"g" "" "" "g"
"i" "" "" "I"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"z" "" "" "z"










org/apache/commons/codec/language/bm/ash_rules_russian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */


// CONVERTING FEMININE TO MASCULINE
"yna" "" "$" "(in|ina)" 
"ina" "" "$" "(in|ina)" 
"liova" "" "$" "(lof|lef)" 
"lova" "" "$" "(lof|lef|lova)" 
"ova" "" "$" "(of|ova)" 
"eva" "" "$" "(ef|ova)" 
"aia" "" "$" "(aja|i)" 
"aja" "" "$" "(aja|i)" 
"aya" "" "$" "(aja|i)" 

 //SPECIFIC CONSONANTS
"tsya" "" "" "tsa" 
"tsyu" "" "" "tsu" 
"tsia" "" "" "tsa" 
"tsie" "" "" "tse" 
"tsio" "" "" "tso"   
"tsye" "" "" "tse" 
"tsyo" "" "" "tso" 
"tsiu" "" "" "tsu" 
"sie" "" "" "se" 
"sio" "" "" "so"   
"zie" "" "" "ze" 
"zio" "" "" "zo"   
"sye" "" "" "se" 
"syo" "" "" "so"   
"zye" "" "" "ze" 
"zyo" "" "" "zo"   
    
"gauz" "" "$" "haus" 
"gaus" "" "$" "haus" 
"gol'ts" "" "$" "holts" 
"golts" "" "$" "holts" 
"gol'tz" "" "$" "holts" 
"goltz" "" "$" "holts" 
"gejmer" "" "$" "hajmer" 
"gejm" "" "$" "hajm" 
"geimer" "" "$" "hajmer" 
"geim" "" "$" "hajm" 
"geymer" "" "$" "hajmer" 
"geym" "" "$" "hajm" 
"gendler" "" "$" "hendler" 
"gof" "" "$" "hof" 
"gojf" "" "$" "hojf" 
"goyf" "" "$" "hojf" 
"goif" "" "$" "hojf" 
"ger" "" "$" "ger" 
"gen" "" "$" "gen" 
"gin" "" "$" "gin" 
"gg" "" "" "g" 
"g" "[jaeoiuy]" "[aeoiu]" "g" 
"g" "" "[aeoiu]" "(g|h)" 
       
"kh" "" "" "x"
"ch" "" "" "(tS|x)" // in DJSRE the rule is simpler:"ch" "" "" "tS");
"sch" "" "" "(StS|S)"
"ssh" "" "" "S"
"sh" "" "" "S"
"zh" "" "" "Z" 
"tz" "" "$" "ts" // not in DJSRE
"tz" "" "" "(ts|tz)" // not in DJSRE
"c" "" "[iey]" "s" // not in DJSRE
"c" "" "" "k" // not in DJSRE
"qu" "" "" "(kv|k)" // not in DJSRE
"q" "" "" "k" // not in DJSRE
"s" "" "s" ""
    
"w" "" "" "v" // not in DJSRE
"x" "" "" "ks" // not in DJSRE
                  
 //SPECIFIC VOWELS
"lya" "" "" "la" 
"lyu" "" "" "lu"  
"lia" "" "" "la" // not in DJSRE
"liu" "" "" "lu"  // not in DJSRE
"lja" "" "" "la" // not in DJSRE
"lju" "" "" "lu"  // not in DJSRE
"le" "" "" "(lo|lE)" //not in DJSRE
"lyo" "" "" "(lo|le)" //not in DJSRE
"lio" "" "" "(lo|le)" 
    
"ije" "" "" "je"
"ie" "" "" "je"
"iye" "" "" "je"
"iie" "" "" "je"
"yje" "" "" "je"
"ye" "" "" "je"
"yye" "" "" "je"
"yie" "" "" "je"
    
"ij" "" "[aou]" "j"
"iy" "" "[aou]" "j"
"ii" "" "[aou]" "j"
"yj" "" "[aou]" "j"
"yy" "" "[aou]" "j"
"yi" "" "[aou]" "j"
        
"io" "" "" "(jo|e)" 
"i" "" "[au]" "j" 
"i" "[aou]" "" "j" // not in DJSRE
"ei" "" "" "aj" // not in DJSRE
"ey" "" "" "aj" // not in DJSRE
"ej" "" "" "aj" 
"yo" "" "" "(jo|e)" //not in DJSRE
"y" "" "[au]" "j"
"y" "[aiou]" "" "j" // not in DJSRE
    
"ii" "" "$" "i" // not in DJSRE
"iy" "" "$" "i" // not in DJSRE
"yy" "" "$" "i" // not in DJSRE
"yi" "" "$" "i" // not in DJSRE
"yj" "" "$" "i"
"ij" "" "$" "i"
    
"e" "^" "" "(je|E)" // in DJSRE the rule is simpler:"e" "^" "" "je");
"ee" "" "" "(aje|i)" // in DJSRE the rule is simpler:"ee" "" "" "(eje|aje)");
"e" "[aou]" "" "je" 
"y" "" "" "I"
"oo" "" "" "(oo|u)" // not in DJSRE
"'" "" "" "" 
"\"" "" "" ""
    
"aue" "" "" "aue"

// TRIVIAL 
"a" "" "" "a"
"b" "" "" "b"
"d" "" "" "d"
"e" "" "" "E"
"f" "" "" "f"
"g" "" "" "g" 
"h" "" "" "h" // not in DJSRE
"i" "" "" "I"
"j" "" "" "j" 
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"z" "" "" "z"










org/apache/commons/codec/language/bm/ash_rules_spanish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// Ashkenazic = Argentina

// CONSONANTS
"ñ" "" "" "(n|nj)"
    
"ch" "" "" "(tS|dZ)" // dZ is typical for Argentina   
"h" "[bdgt]" "" "" // translit. from Arabic
"h" "" "$" "" // foreign
          
"j" "" "" "x" 
"x" "" "" "ks"         
"ll" "" "" "(l|Z)" // Z is typical for Argentina, only Ashkenazic
"w" "" "" "v" // foreign words
        
"v" "" "" "(b|v)"
"b" "" "" "(b|v)"
"m" "" "[bpvf]" "(m|n)"
    
"c" "" "[ei]" "s" 
"c" "" "" "k"

"z" "" "" "(z|s)" // as "c" befoire "e" or "i", in Spain it is like unvoiced English "th"
        
"gu" "" "[ei]" "(g|gv)" // "gv" because "u" can actually be "ü"
"g" "" "[ei]" "(x|g)"  // "g" only for foreign words
            
"qu" "" "" "k"
"q" "" "" "k"
    
"uo" "" "" "(vo|o)"    
"u" "" "[aei]" "v"
        
"y" "" "" "(i|j|S|Z)" // S or Z are peculiar to South America; only Ashkenazic
           
 // VOWELS
"ü" "" "" "v"
"á" "" "" "a"
"é" "" "" "e"
"í" "" "" "i"
"ó" "" "" "o"
"ú" "" "" "u"
               
  // TRIVIAL      
"a" "" "" "a"
"d" "" "" "d"
"e" "" "" "E" // Only Ashkenazic
"f" "" "" "f"
"g" "" "" "g" 
"h" "" "" "h"
"i" "" "" "I" // Only Ashkenazic
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"    










org/apache/commons/codec/language/bm/gen_approx_any.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// GENERIC
// A, E, I, O, P, U should create variants, but a, e, i, o, u should not create any new variant
// Q = ü ; Y = ä = ö
// EE = final "e" (english or french)

// VOWELS
    // "ALL" DIPHTHONGS are interchangeable BETWEEN THEM and with monophthongs of which they are composed ("D" means "diphthong")
    //  {a,o} are totally interchangeable if non-stressed; in German "a/o" can actually be from "ä/ö" (that are equivalent to "e")
    //  {i,e} are interchangeable if non-stressed, while in German "u" can actually be from "ü" (that is equivalent to "i")

"mb" "" "" "(mb|b[greeklatin])"
"mp" "" "" "(mp|b[greeklatin])"
"ng" "" "" "(ng|g[greeklatin])"

"B" "" "" "(b|v[spanish])"
"V" "" "" "(v|b[spanish])"
    
    // French word-final and word-part-final letters
"t" "" "$" "(t|[french])"
"g" "n" "$" "(g|[french])"
"k" "n" "$" "(k|[french])"
"p" "" "$" "(p|[french])"
"r" "[Ee]" "$" "(r|[french])"
"s" "" "$" "(s|[french])"
"t" "[aeiouAEIOU]" "[^aeiouAEIOU]" "(t|[french])" // Petitjean
"s" "[aeiouAEIOU]" "[^aeiouAEIOU]" "(s|[french])" // Groslot, Grosleau
    //array("p" "[aeiouAEIOU]" "[^aeiouAEIOU]" "(p|[$french])" 
    
"I" "[aeiouAEIBFOUQY]" "" "i"
"I" "" "[^aeiouAEBFIOU]e" "(Q[german]|i|D[english])"  // "line"
"I" "" "$" "i"
"I" "" "[^k]$" "i"
"Ik" "[lr]" "$" "(ik|Qk[german])"
"Ik" "" "$" "ik"
"sIts" "" "$" "(sits|sQts[german])"
"Its" "" "$" "its"
"I" "" "" "(Q[german]|i)"
   
"lEE" "[bdfgkmnprsStvzZ]" "" "(li|il[english])"  // Apple = Appel
"rEE" "[bdfgkmnprsStvzZ]" "" "(ri|ir[english])"
"lE" "[bdfgkmnprsStvzZ]" "" "(li|il[english]|lY[german])"  // Applebaum < Appelbaum
"rE" "[bdfgkmnprsStvzZ]" "" "(ri|ir[english]|rY[german])"
    
"ea" "" "" "(D|a|i)"
    
"au" "" "" "(D|a|u)"
"ou" "" "" "(D|o|u)"
"eu" "" "" "(D|e|u)"
    
"ai" "" "" "(D|a|i)"
"Ai" "" "" "(D|a|i)"
"oi" "" "" "(D|o|i)"
"Oi" "" "" "(D|o|i)"
"ui" "" "" "(D|u|i)"
"Ui" "" "" "(D|u|i)"
"ei" "" "" "(D|i)"
"Ei" "" "" "(D|i)"
    
"iA" "" "$" "(ia|io)" 
"iA" "" "" "(ia|io|iY[german])"
"A" "" "[^aeiouAEBFIOU]e" "(a|o|Y[german]|D[english])" // "plane"
    
    
"E" "i[^aeiouAEIOU]" "" "(i|Y[german]|[english])" // Wineberg (vineberg/vajneberg) --> vajnberg
"E" "a[^aeiouAEIOU]" "" "(i|Y[german]|[english])" //  Shaneberg (shaneberg/shejneberg) --> shejnberg
    
"E" "" "[fklmnprst]$" "i"
"E" "" "ts$" "i"
"E" "" "$" "i"
"E" "[DaoiuAOIUQY]" "" "i"
"E" "" "[aoAOQY]" "i"
"E" "" "" "(i|Y[$german])"
        
"P" "" "" "(o|u)" 
    
"O" "" "[fklmnprstv]$" "o"
"O" "" "ts$" "o"
"O" "" "$" "o"
"O" "[oeiuQY]" "" "o"
"O" "" "" "(o|Y[$german])"
"O" "" "" "o"
    
"A" "" "[fklmnprst]$" "(a|o)"
"A" "" "ts$" "(a|o)"
"A" "" "$" "(a|o)"
"A" "[oeiuQY]" "" "(a|o)"
"A" "" "" "(a|o|Y[$german])"
"A" "" "" "(a|o)"

"U" "" "$" "u"
"U" "[DoiuQY]" "" "u"
"U" "" "[^k]$" "u"
"Uk" "[lr]" "$" "(uk|Qk[german])"
"Uk" "" "$" "uk"
"sUts" "" "$" "(suts|sQts[german])"
"Uts" "" "$" "uts"
"U" "" "" "(u|Q[german])"
"U" "" "" "u"

"e" "" "[fklmnprstv]$" "i"
"e" "" "ts$" "i"
"e" "" "$" "i"
"e" "[DaoiuAOIUQY]" "" "i"
"e" "" "[aoAOQY]" "i"
"e" "" "" "(i|Y[german])"
        
"a" "" "" "(a|o)"










org/apache/commons/codec/language/bm/gen_approx_arabic.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"j1" "" "" "(ja|je|jo|ju|j)"
"1" "" "" "(a|e|i|o|u|)"
"u" "" "" "(o|u)"
"i" "" "" "(i|e)"
"p" "" "$" "p"
"p" "" "" "(p|b)"










org/apache/commons/codec/language/bm/gen_approx_common.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// GENERIC

#include gen_exact_approx_common

// DUTCH 
"van" "^" "[bp]" "(vam|)" 
"van" "^" "" "(van|)" 

// REGRESSIVE ASSIMILATION OF CONSONANTS
"n" "" "[bp]" "m" 
        
// PECULIARITY OF "h" 
"h" "" "" "" 
"H" "" "" "(x|)" 

// "e" and "i" ARE TO BE OMITTED BEFORE (SYLLABIC) n & l: Halperin=Halpern; Frankel = Frankl, Finkelstein = Finklstein
// but Andersen & Anderson should match
"sen" "[rmnl]" "$" "(zn|zon)"
"sen" "" "$" "(sn|son)"
"sEn" "[rmnl]" "$" "(zn|zon)"
"sEn" "" "$" "(sn|son)"
            
"e" "[bdfgklmnprsStvzZ]" "[ln]$" ""
"i" "[bdfgklmnprsStvzZ]" "[ln]$" ""
"E" "[bdfgklmnprsStvzZ]" "[ln]$" ""
"I" "[bdfgklmnprsStvzZ]" "[ln]$" ""
"Q" "[bdfgklmnprsStvzZ]" "[ln]$" ""
"Y" "[bdfgklmnprsStvzZ]" "[ln]$" ""

"e" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""
"i" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""
"E" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""
"I" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""
"Q" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""
"Y" "[bdfgklmnprsStvzZ]" "[ln][bdfgklmnprsStvzZ]" ""

"lEs" "" "" "(lEs|lz)"  // Applebaum < Appelbaum (English + blend English-something forms as Finklestein)
"lE" "[bdfgkmnprStvzZ]" "" "(lE|l)"  // Applebaum < Appelbaum (English + blend English-something forms as Finklestein)

// SIMPLIFICATION: (TRIPHTHONGS & DIPHTHONGS) -> ONE GENERIC DIPHTHONG "D"
"aue" "" "" "D"
"oue" "" "" "D"
    
"AvE" "" "" "(D|AvE)"
"Ave" "" "" "(D|Ave)"
"avE" "" "" "(D|avE)"
"ave" "" "" "(D|ave)"
    
"OvE" "" "" "(D|OvE)"
"Ove" "" "" "(D|Ove)"
"ovE" "" "" "(D|ovE)"
"ove" "" "" "(D|ove)"
    
"ea" "" "" "(D|ea)"
"EA" "" "" "(D|EA)"
"Ea" "" "" "(D|Ea)"
"eA" "" "" "(D|eA)"
             
"aji" "" "" "D"
"ajI" "" "" "D"
"aje" "" "" "D"
"ajE" "" "" "D"
    
"Aji" "" "" "D"
"AjI" "" "" "D"
"Aje" "" "" "D"
"AjE" "" "" "D"
    
"oji" "" "" "D"
"ojI" "" "" "D"
"oje" "" "" "D"
"ojE" "" "" "D"
    
"Oji" "" "" "D"
"OjI" "" "" "D"
"Oje" "" "" "D"
"OjE" "" "" "D"
    
"eji" "" "" "D"
"ejI" "" "" "D"
"eje" "" "" "D"
"ejE" "" "" "D"
    
"Eji" "" "" "D"
"EjI" "" "" "D"
"Eje" "" "" "D"
"EjE" "" "" "D"
    
"uji" "" "" "D"
"ujI" "" "" "D"
"uje" "" "" "D"
"ujE" "" "" "D"
    
"Uji" "" "" "D"
"UjI" "" "" "D"
"Uje" "" "" "D"
"UjE" "" "" "D"
        
"iji" "" "" "D"
"ijI" "" "" "D"
"ije" "" "" "D"
"ijE" "" "" "D"
    
"Iji" "" "" "D"
"IjI" "" "" "D"
"Ije" "" "" "D"
"IjE" "" "" "D"
                         
"aja" "" "" "D"
"ajA" "" "" "D"
"ajo" "" "" "D"
"ajO" "" "" "D"
"aju" "" "" "D"
"ajU" "" "" "D"
    
"Aja" "" "" "D"
"AjA" "" "" "D"
"Ajo" "" "" "D"
"AjO" "" "" "D"
"Aju" "" "" "D"
"AjU" "" "" "D"
    
"oja" "" "" "D"
"ojA" "" "" "D"
"ojo" "" "" "D"
"ojO" "" "" "D"
"Aju" "" "" "D"
"AjU" "" "" "D"
    
"Oja" "" "" "D"
"OjA" "" "" "D"
"Ojo" "" "" "D"
"OjO" "" "" "D"
"Aju" "" "" "D"
"AjU" "" "" "D"
    
"eja" "" "" "D"
"ejA" "" "" "D"
"ejo" "" "" "D"
"ejO" "" "" "D"
"Aju" "" "" "D"
"AjU" "" "" "D"
    
"Eja" "" "" "D"
"EjA" "" "" "D"
"Ejo" "" "" "D"
"EjO" "" "" "D"
"Aju" "" "" "D"
"AjU" "" "" "D"
    
"uja" "" "" "D"
"ujA" "" "" "D"
"ujo" "" "" "D"
"ujO" "" "" "D"
"Aju" "" "" "D"
"AjU" "" "" "D"
        
"Uja" "" "" "D"
"UjA" "" "" "D"
"Ujo" "" "" "D"
"UjO" "" "" "D"
"Aju" "" "" "D"
"AjU" "" "" "D"
        
"ija" "" "" "D"
"ijA" "" "" "D"
"ijo" "" "" "D"
"ijO" "" "" "D"
"Aju" "" "" "D"
"AjU" "" "" "D"
    
"Ija" "" "" "D"
"IjA" "" "" "D"
"Ijo" "" "" "D"
"IjO" "" "" "D"                         
"Aju" "" "" "D"
"AjU" "" "" "D"
                         
"j" "" "" "i"                         
                         
// lander = lender = länder 
"lYndEr" "" "$" "lYnder" 
"lander" "" "$" "lYnder" 
"lAndEr" "" "$" "lYnder" 
"lAnder" "" "$" "lYnder" 
"landEr" "" "$" "lYnder" 
"lender" "" "$" "lYnder" 
"lEndEr" "" "$" "lYnder" 
"lendEr" "" "$" "lYnder" 
"lEnder" "" "$" "lYnder" 
             
// CONSONANTS {z & Z; s & S} are approximately interchangeable
"s" "" "[rmnl]" "z"
"S" "" "[rmnl]" "z"
"s" "[rmnl]" "" "z"
"S" "[rmnl]" "" "z" 
    
"dS" "" "$" "S"
"dZ" "" "$" "S"
"Z" "" "$" "S"
"S" "" "$" "(S|s)"
"z" "" "$" "(S|s)"
    
"S" "" "" "s"
"dZ" "" "" "z"
"Z" "" "" "z"










org/apache/commons/codec/language/bm/gen_approx_cyrillic.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_approx_russian









org/apache/commons/codec/language/bm/gen_approx_czech.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_approx_french









org/apache/commons/codec/language/bm/gen_approx_dutch.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_approx_french









org/apache/commons/codec/language/bm/gen_approx_english.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// VOWELS
"I" "" "[^aEIeiou]e" "(Q|i|D)" // like in "five"
"I" "" "$" "i"
"I" "[aEIeiou]" "" "i"
"I" "" "[^k]$" "i"
"Ik" "[lr]" "$" "(ik|Qk)"
"Ik" "" "$" "ik"
"sIts" "" "$" "(sits|sQts)"
"Its" "" "$" "its"
"I" "" "" "(i|Q)" 
    
"lE" "[bdfgkmnprsStvzZ]" "" "(il|li|lY)"  // Applebaum < Appelbaum
         
"au" "" "" "(D|a|u)"
"ou" "" "" "(D|o|u)"
"ai" "" "" "(D|a|i)"
"oi" "" "" "(D|o|i)"
"ui" "" "" "(D|u|i)"
        
"E" "D[^aeiEIou]" "" "(i|)" // Weinberg, Shaneberg (shaneberg/shejneberg) --> shejnberg
"e" "D[^aeiEIou]" "" "(i|)" 

"e" "" "" "i"
"E" "" "[fklmnprsStv]$" "i"
"E" "" "ts$" "i"
"E" "[DaoiEuQY]" "" "i"
"E" "" "[aoQY]" "i"
"E" "" "" "(Y|i)"
      
"a" "" "" "(a|o)"










org/apache/commons/codec/language/bm/gen_approx_french.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"au" "" "" "(D|a|u)"
"ou" "" "" "(D|o|u)"
"ai" "" "" "(D|a|i)"
"oi" "" "" "(D|o|i)"
"ui" "" "" "(D|u|i)"

"a" "" "" "(a|o)"
"e" "" "" "i"










org/apache/commons/codec/language/bm/gen_approx_german.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */


"I" "" "$" "i"
"I" "[aeiAEIOUouQY]" "" "i"
"I" "" "[^k]$" "i"
"Ik" "[lr]" "$" "(ik|Qk)"
"Ik" "" "$" "ik"
"sIts" "" "$" "(sits|sQts)"
"Its" "" "$" "its"
"I" "" "" "(Q|i)" 
    
"AU" "" "" "(D|a|u)"
"aU" "" "" "(D|a|u)"
"Au" "" "" "(D|a|u)"
"au" "" "" "(D|a|u)"
"ou" "" "" "(D|o|u)"
"OU" "" "" "(D|o|u)"
"oU" "" "" "(D|o|u)"
"Ou" "" "" "(D|o|u)"
"ai" "" "" "(D|a|i)"
"Ai" "" "" "(D|a|i)"
"oi" "" "" "(D|o|i)"
"Oi" "" "" "(D|o|i)"
"ui" "" "" "(D|u|i)"
"Ui" "" "" "(D|u|i)"
        
"e" "" "" "i" 
  
"E" "" "[fklmnprst]$" "i"
"E" "" "ts$" "i"
"E" "" "$" "i"
"E" "[DaoAOUiuQY]" "" "i"
"E" "" "[aoAOQY]" "i"
"E" "" "" "(Y|i)" 
       
"O" "" "$" "o"
"O" "" "[fklmnprst]$" "o"
"O" "" "ts$" "o"
"O" "[aoAOUeiuQY]" "" "o"
"O" "" "" "(o|Y)"
    
"a" "" "" "(a|o)" 
  
"A" "" "$" "(a|o)" 
"A" "" "[fklmnprst]$" "(a|o)"
"A" "" "ts$" "(a|o)"
"A" "[aoeOUiuQY]" "" "(a|o)"
"A" "" "" "(a|o|Y)" 

"U" "" "$" "u"
"U" "[DaoiuUQY]" "" "u"
"U" "" "[^k]$" "u"
"Uk" "[lr]" "$" "(uk|Qk)"
"Uk" "" "$" "uk"
"sUts" "" "$" "(suts|sQts)"
"Uts" "" "$" "uts"
"U" "" "" "(u|Q)" 










org/apache/commons/codec/language/bm/gen_approx_greek.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_approx_french









org/apache/commons/codec/language/bm/gen_approx_greeklatin.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_approx_french

"N" "" "" ""










org/apache/commons/codec/language/bm/gen_approx_hebrew.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/gen_approx_hungarian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_approx_french










org/apache/commons/codec/language/bm/gen_approx_italian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_approx_french










org/apache/commons/codec/language/bm/gen_approx_polish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */


"aiB" "" "[bp]" "(D|Dm)"
"oiB" "" "[bp]" "(D|Dm)" 
"uiB" "" "[bp]" "(D|Dm)" 
"eiB" "" "[bp]" "(D|Dm)"
"EiB" "" "[bp]" "(D|Dm)"
"iiB" "" "[bp]" "(D|Dm)"
"IiB" "" "[bp]" "(D|Dm)"

"aiB" "" "[dgkstvz]" "(D|Dn)"
"oiB" "" "[dgkstvz]" "(D|Dn)" 
"uiB" "" "[dgkstvz]" "(D|Dn)" 
"eiB" "" "[dgkstvz]" "(D|Dn)"
"EiB" "" "[dgkstvz]" "(D|Dn)"
"iiB" "" "[dgkstvz]" "(D|Dn)"
"IiB" "" "[dgkstvz]" "(D|Dn)"

"B" "" "[bp]" "(o|om|im)" 
"B" "" "[dgkstvz]" "(o|on|in)" 
"B" "" "" "o"

"aiF" "" "[bp]" "(D|Dm)"
"oiF" "" "[bp]" "(D|Dm)" 
"uiF" "" "[bp]" "(D|Dm)" 
"eiF" "" "[bp]" "(D|Dm)"
"EiF" "" "[bp]" "(D|Dm)"
"iiF" "" "[bp]" "(D|Dm)"
"IiF" "" "[bp]" "(D|Dm)"

"aiF" "" "[dgkstvz]" "(D|Dn)"
"oiF" "" "[dgkstvz]" "(D|Dn)" 
"uiF" "" "[dgkstvz]" "(D|Dn)" 
"eiF" "" "[dgkstvz]" "(D|Dn)"
"EiF" "" "[dgkstvz]" "(D|Dn)"
"iiF" "" "[dgkstvz]" "(D|Dn)"
"IiF" "" "[dgkstvz]" "(D|Dn)"

"F" "" "[bp]" "(i|im|om)"
"F" "" "[dgkstvz]" "(i|in|on)"
"F" "" "" "i" 

"P" "" "" "(o|u)" 

"I" "" "$" "i"
"I" "" "[^k]$" "i"
"Ik" "[lr]" "$" "(ik|Qk)"
"Ik" "" "$" "ik"
"sIts" "" "$" "(sits|sQts)"
"Its" "" "$" "its"
"I" "[aeiAEBFIou]" "" "i"
"I" "" "" "(i|Q)" 

"au" "" "" "(D|a|u)"
"ou" "" "" "(D|o|u)"
"ai" "" "" "(D|a|i)"
"oi" "" "" "(D|o|i)"
"ui" "" "" "(D|u|i)"

"a" "" "" "(a|o)" 
"e" "" "" "i" 

"E" "" "[fklmnprst]$" "i"
"E" "" "ts$" "i"
"E" "" "$" "i"
"E" "[DaoiuQ]" "" "i"
"E" "" "[aoQ]" "i"
"E" "" "" "(Y|i)" 










org/apache/commons/codec/language/bm/gen_approx_portuguese.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_approx_french









org/apache/commons/codec/language/bm/gen_approx_romanian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_approx_polish









org/apache/commons/codec/language/bm/gen_approx_russian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// VOWELS
"I" "" "$" "i"
"I" "" "[^k]$" "i"
"Ik" "[lr]" "$" "(ik|Qk)"
"Ik" "" "$" "ik"
"sIts" "" "$" "(sits|sQts)"
"Its" "" "$" "its"
"I" "[aeiEIou]" "" "i"
"I" "" "" "(i|Q)" 
        
"au" "" "" "(D|a|u)"
"ou" "" "" "(D|o|u)"
"ai" "" "" "(D|a|i)"
"oi" "" "" "(D|o|i)"
"ui" "" "" "(D|u|i)"

"om" "" "[bp]" "(om|im)" 
"on" "" "[dgkstvz]" "(on|in)" 
"em" "" "[bp]" "(im|om)" 
"en" "" "[dgkstvz]" "(in|on)" 
"Em" "" "[bp]" "(im|Ym|om)" 
"En" "" "[dgkstvz]" "(in|Yn|on)" 
                    
"a" "" "" "(a|o)" 
"e" "" "" "i" 
    
"E" "" "[fklmnprsStv]$" "i"
"E" "" "ts$" "i"
"E" "[DaoiuQ]" "" "i"
"E" "" "[aoQ]" "i"
"E" "" "" "(Y|i)" 










org/apache/commons/codec/language/bm/gen_approx_spanish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_approx_french

"B" "" "" "(b|v)"
"V" "" "" "(b|v)"










org/apache/commons/codec/language/bm/gen_approx_turkish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_approx_french









org/apache/commons/codec/language/bm/gen_exact_any.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// GENERAL
   // A, E, I, O, P, U should create variants, 
   // EE = final "e" (english & french)
   // V, B from Spanish
   // but a, e, i, o, u should not create any new variant
"EE" "" "$" "e"
    
"A" "" "" "a"
"E" "" "" "e"
"I" "" "" "i"
"O" "" "" "o"
"P" "" "" "o"
"U" "" "" "u"
    
"B" "" "" "b"
"V" "" "" "v"










org/apache/commons/codec/language/bm/gen_exact_approx_common.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// GENERAL
"h" "" "$" ""

// VOICED - UNVOICED CONSONANTS
"b" "" "[fktSs]" "p"
"b" "" "p" ""
"b" "" "$" "p"
"p" "" "[vgdZz]" "b" // Ashk: "v" excluded (everythere)
"p" "" "b" ""
    
"v" "" "[pktSs]" "f"
"v" "" "f" ""
"v" "" "$" "f"
"f" "" "[vbgdZz]" "v"
"f" "" "v" ""
    
"g" "" "[pftSs]" "k"
"g" "" "k" ""
"g" "" "$" "k"
"k" "" "[vbdZz]" "g"
"k" "" "g" ""
    
"d" "" "[pfkSs]" "t"
"d" "" "t" ""
"d" "" "$" "t"
"t" "" "[vbgZz]" "d"
"t" "" "d" ""
    
"s" "" "dZ" ""
"s" "" "tS" ""
    
"z" "" "[pfkSt]" "s"
"z" "" "[sSzZ]" ""
"s" "" "[sSzZ]" ""
"Z" "" "[sSzZ]" ""
"S" "" "[sSzZ]" ""
       
// SIMPLIFICATION OF CONSONANT CLUSTERS
"jnm" "" "" "jm"

// DOUBLE --> SINGLE
"ji" "^" "" "i"
"jI" "^" "" "I"
        
"a" "" "[aA]" "" 
"a" "A" "" "" 
"A" "" "A" ""
       
"b" "" "b" ""
"d" "" "d" ""
"f" "" "f" ""
"g" "" "g" ""
"j" "" "j" ""
"k" "" "k" ""
"l" "" "l" ""
"m" "" "m" ""
"n" "" "n" ""
"p" "" "p" ""
"r" "" "r" ""
"t" "" "t" ""
"v" "" "v" ""
"z" "" "z" ""










org/apache/commons/codec/language/bm/gen_exact_arabic.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"l" "" "" ""









org/apache/commons/codec/language/bm/gen_exact_common.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_exact_approx_common

"H" "" "" ""
 
// VOICED - UNVOICED CONSONANTS
"s" "[^t]" "[bgZd]" "z"
"Z" "" "[pfkst]" "S"
"Z" "" "$" "S"
"S" "" "[bgzd]" "Z"
"z" "" "$" "s"
    
"ji" "[aAoOeEiIuU]" "" "j"
"jI" "[aAoOeEiIuU]" "" "j"
"je" "[aAoOeEiIuU]" "" "j"
"jE" "[aAoOeEiIuU]" "" "j"










org/apache/commons/codec/language/bm/gen_exact_cyrillic.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_exact_russian









org/apache/commons/codec/language/bm/gen_exact_czech.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_exact_russian









org/apache/commons/codec/language/bm/gen_exact_dutch.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/gen_exact_english.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_exact_russian









org/apache/commons/codec/language/bm/gen_exact_french.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/gen_exact_german.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_exact_any









org/apache/commons/codec/language/bm/gen_exact_greek.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/gen_exact_greeklatin.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"N" "" "" "n"









org/apache/commons/codec/language/bm/gen_exact_hebrew.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/gen_exact_hungarian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/gen_exact_italian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/gen_exact_polish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"B" "" "" "a"
"F" "" "" "e"
"P" "" "" "o"

"E" "" "" "e"
"I" "" "" "i"









org/apache/commons/codec/language/bm/gen_exact_portuguese.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/gen_exact_romanian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/gen_exact_russian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"E" "" "" "e"
"I" "" "" "i"









org/apache/commons/codec/language/bm/gen_exact_spanish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"B" "" "" "b"
"V" "" "" "v"










org/apache/commons/codec/language/bm/gen_exact_turkish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/gen_hebrew_common.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include gen_exact_approx_common

"ts" "" "" "C" // for not confusion Gutes [=guts] and Guts [=guc]
"tS" "" "" "C" // same reason
"S" "" "" "s"
"p" "" "" "f"   
"b" "^" "" "b"    
"b" "" "" "(b|v)"    
        
"ja" "" "" "i"
"jA" "" "" "i"  
"je" "" "" "i"
"jE" "" "" "i"
"aj" "" "" "i"
"Aj" "" "" "i"
"I" "" "" "i"
"j" "" "" "i"
    
"a" "^" "" "1"
"A" "^" "" "1"
"e" "^" "" "1"
"E" "^" "" "1"
"Y" "^" "" "1"
    
"a" "" "$" "1"
"A" "" "$" "1"
"e" "" "$" "1"
"E" "" "$" "1"
"Y" "" "$" "1"
    
"a" "" "" ""
"A" "" "" ""
"e" "" "" ""
"E" "" "" ""
"Y" "" "" ""
    
"oj" "^" "" "(u|vi)"
"Oj" "^" "" "(u|vi)"
"uj" "^" "" "(u|vi)"
"Uj" "^" "" "(u|vi)" 
    
"oj" "" "" "u"
"Oj" "" "" "u"
"uj" "" "" "u"
"Uj" "" "" "u" 
    
"ou" "^" "" "(u|v|1)"
"o" "^" "" "(u|v|1)"
"O" "^" "" "(u|v|1)"
"U" "^" "" "(u|v|1)"
"u" "^" "" "(u|v|1)"
    
"o" "" "$" "(u|1)"
"O" "" "$" "(u|1)"
"u" "" "$" "(u|1)"
"U" "" "$" "(u|1)"
    
"ou" "" "" "u"
"o" "" "" "u"
"O" "" "" "u"
"U" "" "" "u"
        
"VV" "" "" "u" // alef/ayin + vov from ruleshebrew
"V" "" "" "v" // tsvey-vov from ruleshebrew;; only Ashkenazic
"L" "^" "" "1" // alef/ayin from  ruleshebrew
"L" "" "$" "1" // alef/ayin from  ruleshebrew
"L" "" "" " " // alef/ayin from  ruleshebrew
"WW" "^" "" "(vi|u)" // vav-yod from  ruleshebrew
"WW" "" "" "u" // vav-yod from  ruleshebrew
"W" "^" "" "(u|v)" // vav from  ruleshebrew
"W" "" "" "u" // vav from  ruleshebrew
    
    //"g" "" "" "(g|Z)"
    //"z" "" "" "(z|Z)"
    //"d" "" "" "(d|dZ)"
   
"TB" "" "$" "(t|s)" // tav from ruleshebrew; only Ashkenazic
"TB" "" "" "t" // tav from ruleshebrew; only Ashkenazic    
"T" "" "" "t"   // tet from  ruleshebrew
    
   //"k" "" "" "(k|x)"
   //"x" "" "" "(k|x)"
"K" "" "" "k" // kof and initial kaf from ruleshebrew
"X" "" "" "x" // khet and final kaf from ruleshebrew
    
"H" "^" "" "(x|1)"
"H" "" "$" "(x|1)"
"H" "" "" "(x|)"
"h" "^" "" "1"
"h" "" "" ""









org/apache/commons/codec/language/bm/gen_languages.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

any
arabic
cyrillic
czech
dutch
english
french
german
greek
greeklatin
hebrew
hungarian
italian
polish
portuguese
romanian
russian
spanish
turkish










org/apache/commons/codec/language/bm/gen_rules_any.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

  // format of each entry rule in the table
  //   (pattern, left context, right context, phonetic)
  // where
  //   pattern is a sequence of characters that might appear in the word to be transliterated
  //   left context is the context that precedes the pattern
  //   right context is the context that follows the pattern
  //   phonetic is the result that this rule generates
  //
  // note that both left context and right context can be regular expressions
  // ex: left context of ^ would mean start of word
  //     left context of [aeiouy] means following a vowel
  //     right context of [^aeiouy] means preceding a consonant
  //     right context of e$ means preceding a final e

//GENERIC

// CONVERTING FEMININE TO MASCULINE
"yna" "" "$" "(in[russian]|ina)" 
"ina" "" "$" "(in[russian]|ina)" 
"liova" "" "$" "(lova|lof[russian]|lef[russian])"
"lova" "" "$" "(lova|lof[russian]|lef[russian]|l[czech]|el[czech])"   
"kova" "" "$" "(kova|kof[russian]|k[czech]|ek[czech])"   
"ova" "" "$" "(ova|of[russian]|[czech])"   
"ová" "" "$" "(ova|[czech])"   
"eva" "" "$" "(eva|ef[russian])"   
"aia" "" "$" "(aja|i[russian])"
"aja" "" "$" "(aja|i[russian])" 
"aya" "" "$" "(aja|i[russian])" 
    
"lowa" "" "$" "(lova|lof[polish]|l[polish]|el[polish])"   
"kowa" "" "$" "(kova|kof[polish]|k[polish]|ek[polish])"   
"owa" "" "$" "(ova|of[polish]|)"   
"lowna" "" "$" "(lovna|levna|l[polish]|el[polish])" 
"kowna" "" "$" "(kovna|k[polish]|ek[polish])"  
"owna" "" "$" "(ovna|[polish])"  
"lówna" "" "$" "(l|el)"  // polish
"kówna" "" "$" "(k|ek)"  // polish
"ówna" "" "$" ""         // polish
"á" "" "$" "(a|i[czech])" 
"a" "" "$" "(a|i[polish+czech])" 
    
// CONSONANTS
"pf" "" "" "(pf|p|f)" 
"que" "" "$" "(k[french]|ke|kve)"
"qu" "" "" "(kv|k)" 
 
"m" "" "[bfpv]" "(m|n)" 
"m" "[aeiouy]" "[aeiouy]" "m"  
"m" "[aeiouy]" "" "(m|n[french+portuguese])"  // nasal
 
"ly" "" "[au]" "l" 
"li" "" "[au]" "l" 
"lio" "" "" "(lo|le[russian])" 
"lyo" "" "" "(lo|le[russian])" 
  //array("ll" "" "" "(l|J[spanish])"  // Disabled Argentinian rule
"lt" "u" "$" "(lt|[french])" 
    
"v" "^" "" "(v|f[german]|b[spanish])" 

"ex" "" "[aáuiíoóeéêy]" "(ez[portuguese]|eS[portuguese]|eks|egz)" 
"ex" "" "[cs]" "(e[portuguese]|ek)" 
"x" "u" "$" "(ks|[french])" 
   
"ck" "" "" "(k|tsk[polish+czech])"
"cz" "" "" "(tS|tsz[czech])" // Polish
   
    //Proceccing of "h" in various combinations         
"rh" "^" "" "r"
"dh" "^" "" "d"
"bh" "^" "" "b"
     
"ph" "" "" "(ph|f)"
"kh" "" "" "(x[russian+english]|kh)"  
  
"lh" "" "" "(lh|l[portuguese])" 
"nh" "" "" "(nh|nj[portuguese])" 
        
"ssch" "" "" "S"      // german
"chsch" "" "" "xS"    // german
"tsch" "" "" "tS"     // german 
    
    ///"desch" "^" "" "deS" 
    ///"desh" "^" "" "(dES|de[french])" 
    ///"des" "^" "[^aeiouy]" "(dEs|de[french])" 
    
"sch" "[aeiouy]" "[ei]" "(S|StS[russian]|sk[romanian+italian])" 
"sch" "[aeiouy]" "" "(S|StS[russian])" 
"sch" "" "[ei]" "(sk[romanian+italian]|S|StS[russian])"
"sch" "" "" "(S|StS[russian])"
"ssh" "" "" "S" 
    
"sh" "" "[äöü]" "sh"      // german 
"sh" "" "[aeiou]" "(S[russian+english]|sh)"
"sh" "" "" "S" 
 
"zh" "" "" "(Z[english+russian]|zh|tsh[german])" 
    
"chs" "" "" "(ks[german]|xs|tSs[russian+english])" 
"ch" "" "[ei]" "(x|tS[spanish+english+russian]|k[romanian+italian]|S[portuguese+french])" 
"ch" "" "" "(x|tS[spanish+english+russian]|S[portuguese+french])"  
 
"th" "^" "" "t"     // english+german+greeklatin
"th" "" "[äöüaeiou]" "(t[english+german+greeklatin]|th)"
"th" "" "" "t"  // english+german+greeklatin
   
"gh" "" "[ei]" "(g[romanian+italian+greeklatin]|gh)" 
          
"ouh" "" "[aioe]" "(v[french]|uh)"
"uh" "" "[aioe]" "(v|uh)"
"h" "." "$" "" // match h at the end of words, but not as a single letter
"h" "[aeiouyäöü]" "" ""  // german
"h" "^" "" "(h|x[romanian+greeklatin]|H[english+romanian+polish+french+portuguese+italian+spanish])" 
         
    //Processing of "ci" "ce" & "cy"
"cia" "" "" "(tSa[polish]|tsa)"  // Polish
"cią" "" "[bp]" "(tSom|tsom)"     // Polish
"cią" "" "" "(tSon[polish]|tson)" // Polish
"cię" "" "[bp]" "(tSem[polish]|tsem)" // Polish
"cię" "" "" "(tSen[polish]|tsen)" // Polish
"cie" "" "" "(tSe[polish]|tse)"  // Polish
"cio" "" "" "(tSo[polish]|tso)"  // Polish
"ciu" "" "" "(tSu[polish]|tsu)" // Polish

"sci" "" "$" "(Si[italian]|stsi[polish+czech]|dZi[turkish]|tSi[polish+romanian]|tS[romanian]|si)" 
"sc" "" "[ei]" "(S[italian]|sts[polish+czech]|dZ[turkish]|tS[polish+romanian]|s)" 
"ci" "" "$" "(tsi[polish+czech]|dZi[turkish]|tSi[polish+romanian]|tS[romanian]|si)" 
"cy" "" "" "(si|tsi[polish])" 
"c" "" "[ei]" "(ts[polish+czech]|dZ[turkish]|tS[polish+romanian]|k[greeklatin]|s)" 
      
    //Processing of "s"      
"sç" "" "[aeiou]" "(s|stS[turkish])"
"ssz" "" "" "S" // polish
"sz" "^" "" "(S|s[hungarian])" // polish
"sz" "" "$" "(S|s[hungarian])" // polish
"sz" "" "" "(S|s[hungarian]|sts[german])" // polish
"ssp" "" "" "(Sp[german]|sp)"
"sp" "" "" "(Sp[german]|sp)"
"sst" "" "" "(St[german]|st)"
"st" "" "" "(St[german]|st)" 
"ss" "" "" "s"
"sj" "^" "" "S" // dutch
"sj" "" "$" "S" // dutch
"sj" "" "" "(sj|S[dutch]|sx[spanish]|sZ[romanian+turkish])" 
  
"sia" "" "" "(Sa[polish]|sa[polish]|sja)" 
"sią" "" "[bp]" "(Som[polish]|som)" // polish
"sią" "" "" "(Son[polish]|son)" // polish
"się" "" "[bp]" "(Sem[polish]|sem)" // polish
"się" "" "" "(Sen[polish]|sen)" // polish
"sie" "" "" "(se|sje|Se[polish]|zi[german])" 
    
"sio" "" "" "(So[polish]|so)" 
"siu" "" "" "(Su[polish]|sju)" 
     
"si" "[äöëaáuiíoóeéêy]" "" "(Si[polish]|si|zi[portuguese+french+italian+german])"
"si" "" "" "(Si[polish]|si|zi[german])"
"s" "[aáuiíoóeéêy]" "[aáuíoóeéêy]" "(s|z[portuguese+french+italian+german])" 
"s" "" "[aeouäöë]" "(s|z[german])"
"s" "[aeiouy]" "[dglmnrv]" "(s|z|Z[portuguese]|[french])" // Groslot
"s" "" "[dglmnrv]" "(s|z|Z[portuguese])" 
                 
    //Processing of "g"   
"gue" "" "$" "(k[french]|gve)"  // portuguese+spanish
"gu" "" "[ei]" "(g[french]|gv[portuguese+spanish])" // portuguese+spanish
"gu" "" "[ao]" "gv"     // portuguese+spanish
"guy" "" "" "gi"  // french
    
"gli" "" "" "(glI|l[italian])" 
"gni" "" "" "(gnI|ni[italian+french])"
"gn" "" "[aeou]" "(n[italian+french]|nj[italian+french]|gn)"
    
"ggie" "" "" "(je[greeklatin]|dZe)" // dZ is Italian
"ggi" "" "[aou]" "(j[greeklatin]|dZ)" // dZ is Italian
        
"ggi" "[yaeiou]" "[aou]" "(gI|dZ[italian]|j[greeklatin])"  
"gge" "[yaeiou]" "" "(gE|xe[spanish]|gZe[portuguese+french]|dZe[english+romanian+italian+spanish]|je[greeklatin])" 
"ggi" "[yaeiou]" "" "(gI|xi[spanish]|gZi[portuguese+french]|dZi[english+romanian+italian+spanish]|i[greeklatin])" 
"ggi" "" "[aou]" "(gI|dZ[italian]|j[greeklatin])" 
    
"gie" "" "$" "(ge|gi[german]|ji[french]|dZe[italian])" 
"gie" "" "" "(ge|gi[german]|dZe[italian]|je[greeklatin])" 
"gi" "" "[aou]" "(i[greeklatin]|dZ)" // dZ is Italian
        
"ge" "[yaeiou]" "" "(gE|xe[spanish]|Ze[portuguese+french]|dZe[english+romanian+italian+spanish])" 
"gi" "[yaeiou]" "" "(gI|xi[spanish]|Zi[portuguese+french]|dZi[english+romanian+italian+spanish])" 
"ge" "" "" "(gE|xe[spanish]|hE[russian]|je[greeklatin]|Ze[portuguese+french]|dZe[english+romanian+italian+spanish])" 
"gi" "" "" "(gI|xi[spanish]|hI[russian]|i[greeklatin]|Zi[portuguese+french]|dZi[english+romanian+italian+spanish])" 
"gy" "" "[aeouáéóúüöőű]" "(gi|dj[hungarian])"
"gy" "" "" "(gi|d[hungarian])" 
"g" "[yaeiou]" "[aouyei]" "g" 
"g" "" "[aouei]" "(g|h[russian])" 
    
    //Processing of "j"        
"ij" "" "" "(i|ej[dutch]|ix[spanish]|iZ[french+romanian+turkish+portuguese])" 
"j" "" "[aoeiuy]" "(j|dZ[english]|x[spanish]|Z[french+romanian+turkish+portuguese])" 
         
    //Processing of "z"    
"rz" "t" "" "(S[polish]|r)" // polish
"rz" "" "" "(rz|rts[german]|Z[polish]|r[polish]|rZ[polish])" 
        
"tz" "" "$" "(ts|tS[english+german])" 
"tz" "^" "" "(ts[english+german+russian]|tS[english+german])" 
"tz" "" "" "(ts[english+german+russian]|tz)" 
    
"zia" "" "[bcdgkpstwzż]" "(Za[polish]|za[polish]|zja)" 
"zia" "" "" "(Za[polish]|zja)" 
"zią" "" "[bp]" "(Zom[polish]|zom)"  // polish
"zią" "" "" "(Zon[polish]|zon)" // polish
"zię" "" "[bp]" "(Zem[polish]|zem)" // polish
"zię" "" "" "(Zen[polish]|zen)" // polish
"zie" "" "[bcdgkpstwzż]" "(Ze[polish]|ze[polish]|ze|tsi[german])" 
"zie" "" "" "(ze|Ze[polish]|tsi[german])" 
"zio" "" "" "(Zo[polish]|zo)" 
"ziu" "" "" "(Zu[polish]|zju)" 
"zi" "" "" "(Zi[polish]|zi|tsi[german]|dzi[italian]|tsi[italian]|si[spanish])" 

"z" "" "$" "(s|ts[german]|ts[italian]|S[portuguese])" // ts It, s/S/Z Port, s in Sp, z Fr
"z" "" "[bdgv]" "(z|dz[italian]|Z[portuguese])" // dz It, Z/z Port, z Sp & Fr
"z" "" "[ptckf]" "(s|ts[italian]|S[portuguese])" // ts It, s/S/z Port, z/s Sp
              
 // VOWELS  
"aue" "" "" "aue" 
"oue" "" "" "(oue|ve[french])" 
"eau" "" "" "o" // French
        
"ae" "" "" "(Y[german]|aje[russian]|ae)" 
"ai" "" "" "aj" 
"au" "" "" "(au|o[french])" 
"ay" "" "" "aj" 
"ão" "" "" "(au|an)" // Port
"ãe" "" "" "(aj|an)" // Port
"ãi" "" "" "(aj|an)" // Port
"ea" "" "" "(ea|ja[romanian])"
"ee" "" "" "(i[english]|aje[russian]|e)" 
"ei" "" "" "(aj|ej)"
"eu" "" "" "(eu|Yj[german]|ej[german]|oj[german]|Y[dutch])"
"ey" "" "" "(aj|ej)"
"ia" "" "" "ja" 
"ie" "" "" "(i[german]|e[polish]|ije[russian]|Q[dutch]|je)" 
"ii" "" "$" "i" // russian
"io" "" "" "(jo|e[russian])"
"iu" "" "" "ju" 
"iy" "" "$" "i" // russian
"oe" "" "" "(Y[german]|oje[russian]|u[dutch]|oe)" 
"oi" "" "" "oj" 
"oo" "" "" "(u[english]|o)" 
"ou" "" "" "(ou|u[french+greeklatin]|au[dutch])" 
"où" "" "" "u" // french
"oy" "" "" "oj" 
"õe" "" "" "(oj|on)" // Port
"ua" "" "" "va"
"ue" "" "" "(Q[german]|uje[russian]|ve)" 
"ui" "" "" "(uj|vi|Y[dutch])" 
"uu" "" "" "(u|Q[dutch])" 
"uo" "" "" "(vo|o)"
"uy" "" "" "uj" 
"ya" "" "" "ja" 
"ye" "" "" "(je|ije[russian])"
"yi" "^" "" "i"
"yi" "" "$" "i" // russian
"yo" "" "" "(jo|e[russian])"
"yu" "" "" "ju" 
"yy" "" "$" "i" // russian
    
"i" "[áóéê]" "" "j"
"y" "[áóéê]" "" "j"
         
"e" "^" "" "(e|je[russian])" 
"e" "" "$" "(e|EE[english+french])" 
            
// LANGUAGE SPECIFIC CHARACTERS 
"ą" "" "[bp]" "om" // polish
"ą" "" "" "on"  // polish
"ä" "" "" "Y" 
"á" "" "" "a" // Port & Sp
"à" "" "" "a" 
"â" "" "" "a" 
"ã" "" "" "(a|an)" // Port
"ă" "" "" "(e[romanian]|a)" // romanian
"č" "" "" "tS" // czech
"ć" "" "" "(tS[polish]|ts)"  // polish
"ç" "" "" "(s|tS[turkish])"
"ď" "" "" "(d|dj[czech])"
"ę" "" "[bp]" "em" // polish
"ę" "" "" "en" // polish
"é" "" "" "e" 
"è" "" "" "e" 
"ê" "" "" "e" 
"ě" "" "" "(e|je[czech])" 
"ğ" "" "" "" // turkish
"í" "" "" "i" 
"î" "" "" "i" 
"ı" "" "" "(i|e[turkish]|[turkish])" 
"ł" "" "" "l" 
"ń" "" "" "(n|nj[polish])" // polish
"ñ" "" "" "(n|nj[spanish])" 
"ó" "" "" "(u[polish]|o)"  
"ô" "" "" "o" // Port & Fr
"õ" "" "" "(o|on[portuguese]|Y[hungarian])" 
"ò" "" "" "o"  // Sp & It
"ö" "" "" "Y"
"ř" "" "" "(r|rZ[czech])"
"ś" "" "" "(S[polish]|s)" 
"ş" "" "" "S" // romanian+turkish
"š" "" "" "S" // czech
"ţ" "" "" "ts"  // romanian
"ť" "" "" "(t|tj[czech])"
"ű" "" "" "Q" // hungarian
"ü" "" "" "(Q|u[portuguese+spanish])"
"ú" "" "" "u" 
"ů" "" "" "u" // czech
"ù" "" "" "u" // french
"ý" "" "" "i"  // czech
"ż" "" "" "Z" // polish
"ź" "" "" "(Z[polish]|z)" 
   
"ß" "" "" "s" // german
"'" "" "" "" // russian
"\"" "" "" "" // russian
 
"o" "" "[bcćdgklłmnńrsśtwzźż]" "(O|P[polish])"    
    
 // LATIN ALPHABET
"a" "" "" "A"
"b" "" "" "B" 
"c" "" "" "(k|ts[polish+czech]|dZ[turkish])" 
"d" "" "" "d"
"e" "" "" "E"
"f" "" "" "f"
   //array("g" "" "" "(g|x[dutch])" // Dutch sound disabled
"g" "" "" "g"
"h" "" "" "(h|x[romanian]|H[french+portuguese+italian+spanish])" 
"i" "" "" "I"
"j" "" "" "(j|x[spanish]|Z[french+romanian+turkish+portuguese])" 
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "O"
"p" "" "" "p"
"q" "" "" "k"
"r" "" "" "r"
"s" "" "" "(s|S[portuguese])" 
"t" "" "" "t"
"u" "" "" "U"
"v" "" "" "V" 
"w" "" "" "(v|w[english+dutch])"     
"x" "" "" "(ks|gz|S[portuguese+spanish])"   // S/ks Port & Sp, gz Sp, It only ks
"y" "" "" "i"
"z" "" "" "(z|ts[german]|dz[italian]|ts[italian]|s[spanish])" // ts/dz It, z Port & Fr, z/s Sp










org/apache/commons/codec/language/bm/gen_rules_arabic.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */


"ا" "" "" "a" // alif isol & init 
                
"ب" "" "" "b1" // ba' isol
        
"ت" "" "" "t1" // ta' isol
        
"ث" "" "" "t1" // tha' isol

"ج" "" "" "(dZ1|Z1)" // jim isol
        
"ح" "" "" "(h1|1)" // h.a' isol
    
"خ" "" "" "x1" // kha' isol
    
"د" "" "" "d1" // dal isol & init
           
"ذ" "" "" "d1" // dhal isol & init
        
"ر" "" "" "r1" // dhal isol & init
    
"ز" "" "" "z1" // za' isol & init
        
"س" "" "" "s1" // sin isol
    
"ش" "" "" "S1" // shin isol
    
"ص" "" "" "s1" // s.ad isol
    
"ض" "" "" "d1" // d.ad isol
        
"ط" "" "" "t1" // t.a' isol
        
"ظ" "" "" "z1" // z.a' isol
        
"ع" "" "" "(h1|1)" // ayin isol 
    
"غ" "" "" "g1" // ghayin isol
    
"ف" "" "" "f1" // fa' isol
    
"ق" "" "" "k1" // qaf isol
    
"ك" "" "" "k1" // kaf isol
    
"ل" "" "" "l1" // lam isol
    
"م" "" "" "m1" // mim isol
    
"ن" "" "" "n1" // nun isol
    
"ه" "" "" "(h1|1)" // h isol
        
"و" "" "" "(u|v1)" // waw, isol + init
               
    
"ي‎" "" "" "(i|j1)" // ya' isol










org/apache/commons/codec/language/bm/gen_rules_cyrillic.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// GENERAL
"ця" "" "" "tsa"
"цю" "" "" "tsu"
"циа" "" "" "tsa"
"цие" "" "" "tse"
"цио" "" "" "tso"
"циу" "" "" "tsu"
"сие" "" "" "se"
"сио" "" "" "so"
"зие" "" "" "ze"
"зио" "" "" "zo"
"с" "" "с" ""

"гауз" "" "$" "haus"
"гаус" "" "$" "haus"
"гольц" "" "$" "holts"
"геймер" "" "$" "(hejmer|hajmer)"
"гейм" "" "$" "(hejm|hajm)"
"гоф" "" "$" "hof"
"гер" "" "$" "ger"
"ген" "" "$" "gen"
"гин" "" "$" "gin"
"г" "(й|ё|я|ю|ы|а|е|о|и|у)" "(а|е|о|и|у)" "g"
"г" "" "(а|е|о|и|у)" "(g|h)"

"ля" "" "" "la"
"лю" "" "" "lu"
"лё" "" "" "(le|lo)"
"лио" "" "" "(le|lo)"
"ле" "" "" "(lE|lo)"

"ийе" "" "" "je"
"ие" "" "" "je"
"ыйе" "" "" "je"
"ые" "" "" "je"
"ий" "" "(а|о|у)" "j"
"ый" "" "(а|о|у)" "j"
"ий" "" "$" "i"
"ый" "" "$" "i"

"ей" "^" "" "(jej|ej)"
"е" "(а|е|о|у)" "" "je"
"е" "^" "" "je"
"эй" "" "" "ej"
"ей" "" "" "ej"

"ауе" "" "" "aue"
"ауэ" "" "" "aue"

"а" "" "" "a"
"б" "" "" "b"
"в" "" "" "v"
"г" "" "" "g"
"д" "" "" "d"
"е" "" "" "E"
"ё" "" "" "(e|jo)"
"ж" "" "" "Z"
"з" "" "" "z"
"и" "" "" "I"
"й" "" "" "j"
"к" "" "" "k"
"л" "" "" "l"
"м" "" "" "m"
"н" "" "" "n"
"о" "" "" "o"
"п" "" "" "p"
"р" "" "" "r"
"с" "" "" "s"
"т" "" "" "t"
"у" "" "" "u"
"ф" "" "" "f"
"х" "" "" "x"
"ц" "" "" "ts"
"ч" "" "" "tS"
"ш" "" "" "S"
"щ" "" "" "StS"
"ъ" "" "" ""
"ы" "" "" "I"
"ь" "" "" ""
"э" "" "" "E"
"ю" "" "" "ju"
"я" "" "" "ja"










org/apache/commons/codec/language/bm/gen_rules_czech.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"ch" "" "" "x"
"qu" "" "" "(k|kv)"    
"aue" "" "" "aue"
"ei" "" "" "(ej|aj)"
"i" "[aou]" "" "j"
"i" "" "[aeou]" "j"

"č" "" "" "tS"
"š" "" "" "S"
"ň" "" "" "n"
"ť" "" "" "(t|tj)"
"ď" "" "" "(d|dj)"
"ř" "" "" "(r|rZ)"

"á" "" "" "a"
"é" "" "" "e"
"í" "" "" "i"
"ó" "" "" "o"
"ú" "" "" "u"
"ý" "" "" "i"
"ě" "" "" "(e|je)"
"ů" "" "" "u"

// LATIN ALPHABET
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "ts"
"d" "" "" "d"
"e" "" "" "E"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "(h|g)"
"i" "" "" "I"
"j" "" "" "j"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "(k|kv)"    
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"w" "" "" "v"    
"x" "" "" "ks"    
"y" "" "" "i"
"z" "" "" "z" 










org/apache/commons/codec/language/bm/gen_rules_dutch.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// CONSONANTS
"ssj" "" "" "S"
"sj" "" "" "S"
"ch" "" "" "x"
"c" "" "[eiy]" "ts"   
"ck" "" "" "k"     // German
"pf" "" "" "(pf|p|f)" // German
"ph" "" "" "(ph|f)"
"qu" "" "" "kv"
"th" "^" "" "t" // German
"th" "" "[äöüaeiou]" "(t|th)" // German
"th" "" "" "t" // German
"ss" "" "" "s"
"h" "[aeiouy]" "" ""

// VOWELS
"aue" "" "" "aue" 
"ou" "" "" "au" 
"ie" "" "" "(Q|i)" 
"uu" "" "" "(Q|u)"   
"ee" "" "" "e"   
"eu" "" "" "(Y|Yj)" // Dutch Y  
"aa" "" "" "a"   
"oo" "" "" "o"   
"oe" "" "" "u"   
"ij" "" "" "ej"
"ui" "" "" "(Y|uj)"
"ei" "" "" "(ej|aj)" // Dutch ej

"i" "" "[aou]" "j"
"y" "" "[aeou]" "j"
"i" "[aou]" "" "j"
"y" "[aeou]" "" "j"

// LATIN ALPHABET     
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "k"
"d" "" "" "d"
"e" "" "" "e"
"f" "" "" "f"
"g" "" "" "(g|x)"
"h" "" "" "h"
"i" "" "" "(i|Q)"   
"j" "" "" "j"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "(u|Q)"   
"v" "" "" "v"
"w" "" "" "(w|v)"
"x" "" "" "ks"
"y" "" "" "i"
"z" "" "" "z"










org/apache/commons/codec/language/bm/gen_rules_english.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// GENERAL

// CONSONANTS
"�" "" "" "" // O�Neill
"'" "" "" "" // O�Neill
"mc" "^" "" "mak" // McDonald
"tz" "" "" "ts" // Fitzgerald
"tch" "" "" "tS"
"ch" "" "" "(tS|x)"
"ck" "" "" "k"
"cc" "" "[iey]" "ks" // success, accent
"c" "" "c" ""
"c" "" "[iey]" "s" // circle 

"gh" "^" "" "g" // ghost
"gh" "" "" "(g|f|w)" // burgh | tough | bough
"gn" "" "" "(gn|n)"
"g" "" "[iey]" "(g|dZ)" // get, gem, giant, gigabyte
// "th" "" "" "(6|8|t)"
"th" "" "" "t"
"kh" "" "" "x"
"ph" "" "" "f"
"sch" "" "" "(S|sk)"
"sh" "" "" "S"
"who" "^" "" "hu"
"wh" "^" "" "w"

"h" "" "$" "" // hard to find an example that isn't in a name
"h" "" "[^aeiou]" "" // hard to find an example that isn't in a name
"h" "^" "" "H"

"kn" "^" "" "n" // knight
"mb" "" "$" "m"
"ng" "" "$" "(N|ng)"
"pn" "^" "" "(pn|n)"
"ps" "^" "" "(ps|s)"
"qu" "" "" "kw"
"tia" "" "" "(So|Sa)"
"tio" "" "" "So"
"wr" "^" "" "r"
"x" "^" "" "z"

// VOWELS
"y" "^" "" "j"
"y" "^" "[aeiouy]" "j"
"yi" "^" "" "i"
"aue" "" "" "aue" 
"oue" "" "" "(aue|oue)" 
"ai" "" "" "(aj|ej|e)" // rain | said
"ay" "" "" "(aj|ej)" 
"a" "" "[^aeiou]e" "ej" // plane 
"ei" "" "" "(ej|aj|i)" // weigh | receive
"ey" "" "" "(ej|aj|i)" // hey | barley
"ear" "" "" "ia" // tear
"ea" "" "" "(i|e)" // reason | treasure
"ee" "" "" "i" // between
"e" "" "[^aeiou]e" "i" // meter
"e" "" "$" "(|E)" // blame, badge
"ie" "" "" "i" // believe
"i" "" "[^aeiou]e" "aj" // five
"oa" "" "" "ou" // toad
"oi" "" "" "oj" // join
"oo" "" "" "u" // food
"ou" "" "" "(u|ou)" // through | tough | could
"oy" "" "" "oj" // boy
"o" "" "[^aeiou]e" "ou" // rode
"u" "" "[^aeiou]e" "(ju|u)" // cute | flute
"u" "" "r" "(e|u)" // turn -- Morse disagrees, feels it should go to E

// LATIN ALPHABET
"a" "" "" "(e|o|a)" // hat | call | part
"b" "" "" "b"
"c" "" "" "k" // candy
"d" "" "" "d"
"e" "" "" "E" // bed
"f" "" "" "f"
"g" "" "" "g" 
"h" "" "" "h"    
"i" "" "" "I" 
"j" "" "" "dZ"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "(o|a)" // hot 
"p" "" "" "p"
"q" "" "" "k"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "(u|a)" // put
"v" "" "" "v"
"w" "" "" "(w|v)" // the variant "v" is for spellings coming from German/Polish
"x" "" "" "ks"
"y" "" "" "i"
"z" "" "" "z"










org/apache/commons/codec/language/bm/gen_rules_french.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// GENERAL

// CONSONANTS
"lt" "u" "$" "(lt|)" // Renault
"c" "n" "$" "(k|)" // Tronc
//"f" "" "" "(f|)" // Clef
"d" "" "$" "(t|)" // Durand
"g" "n" "$" "(k|)" // Gang
"p" "" "$" "(p|)" // Trop, Champ
"r" "e" "$" "(r|)" // Barbier
"t" "" "$" "(t|)" // Murat, Constant
"z" "" "$" "(s|)" 

"ds" "" "$" "(ds|)" 
"ps" "" "$" "(ps|)" // Champs
"rs" "e" "$" "(rs|)" 
"ts" "" "$" "(ts|)" 
"s" "" "$" "(s|)" // Denis

"x" "u" "$" "(ks|)" // Arnoux

"s" "[aeéèêiou]" "[^aeéèêiou]" "(s|)" // Deschamps, Malesherbes, Groslot
"t" "[aeéèêiou]" "[^aeéèêiou]" "(t|)" // Petitjean

"kh" "" "" "x" // foreign
"ph" "" "" "f"

"ç" "" "" "s"
"x" "" "" "ks"
"ch" "" "" "S"
"c" "" "[eiyéèê]" "s"

"gn" "" "" "(n|gn)"
"g" "" "[eiy]" "Z" 
"gue" "" "$" "k"     
"gu" "" "[eiy]" "g" 
"aill" "" "e" "aj" // non Jewish
"ll" "" "e" "(l|j)" // non Jewish
"que" "" "$" "k"
"qu" "" "" "k"
"s" "[aeiouyéèê]" "[aeiouyéèê]" "z"
"h" "[bdgt]" "" "" // translit from Arabic

"m" "[aeiouy]" "[aeiouy]" "m"  
"m" "[aeiouy]" "" "(m|n)"  // nasal

"ou" "" "[aeio]" "v" 
"u" "" "[aeio]" "v" 

// VOWELS
"aue" "" "" "aue" 
"eau" "" "" "o" 
"au" "" "" "(o|au)" // non Jewish
"ai" "" "" "(e|aj)" // [e] is non Jewish
"ay" "" "" "(e|aj)" // [e] is non Jewish
"é" "" "" "e"
"ê" "" "" "e"
"è" "" "" "e"
"à" "" "" "a"
"â" "" "" "a"
"où" "" "" "u"
"ou" "" "" "u"
"oi" "" "" "(oj|va)" // [va] (actually "ua") is non Jewish
"ei" "" "" "(aj|ej|e)" // [e] is non Jewish
"ey" "" "" "(aj|ej|e)" // [e] non Jewish
"eu" "" "" "(ej|Y)" // non Jewish
"y" "[ou]" "" "j"
"e" "" "$" "(e|)"
"i" "" "[aou]" "j"
"y" "" "[aoeu]" "j"

// LATIN ALPHABET      
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "k"
"d" "" "" "d"
"e" "" "" "e" 
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "h"
"i" "" "" "i" 
"j" "" "" "Z"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "(u|Q)"
"v" "" "" "v"
"w" "" "" "v"
"y" "" "" "i"
"z" "" "" "z"










org/apache/commons/codec/language/bm/gen_rules_german.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// GENERIC

// CONSONANTS
"ewitsch" "" "$" "evitS"
"owitsch" "" "$" "ovitS"
"evitsch" "" "$" "evitS"
"ovitsch" "" "$" "ovitS"
"witsch" "" "$" "vitS"
"vitsch" "" "$" "vitS"
"ssch" "" "" "S"
"chsch" "" "" "xS"
"sch" "" "" "S"

"ziu" "" "" "tsu"
"zia" "" "" "tsa"
"zio" "" "" "tso"

"chs" "" "" "ks"
"ch" "" "" "x"
"ck" "" "" "k"
"c" "" "[eiy]" "ts"

"sp" "^" "" "Sp"
"st" "^" "" "St"
"ssp" "" "" "(Sp|sp)"
"sp" "" "" "(Sp|sp)"
"sst" "" "" "(St|st)"
"st" "" "" "(St|st)"
"pf" "" "" "(pf|p|f)"
"ph" "" "" "(ph|f)"
"qu" "" "" "kv"

"ewitz" "" "$" "(evits|evitS)"
"ewiz" "" "$" "(evits|evitS)"
"evitz" "" "$" "(evits|evitS)"
"eviz" "" "$" "(evits|evitS)"
"owitz" "" "$" "(ovits|ovitS)"
"owiz" "" "$" "(ovits|ovitS)"
"ovitz" "" "$" "(ovits|ovitS)"
"oviz" "" "$" "(ovits|ovitS)"
"witz" "" "$" "(vits|vitS)"
"wiz" "" "$" "(vits|vitS)"
"vitz" "" "$" "(vits|vitS)"
"viz" "" "$" "(vits|vitS)"
"tz" "" "" "ts"

"thal" "" "$" "tal"
"th" "^" "" "t"
"th" "" "[äöüaeiou]" "(t|th)"
"th" "" "" "t"
"rh" "^" "" "r"
"h" "[aeiouyäöü]" "" ""
"h" "^" "" "H"

"ss" "" "" "s"
"s" "" "[äöüaeiouy]" "(z|s)"
"s" "[aeiouyäöüj]" "[aeiouyäöü]" "z"
"ß" "" "" "s"


// VOWELS
"ij" "" "$" "i"
"aue" "" "" "aue"
"ue" "" "" "Q"
"ae" "" "" "Y"
"oe" "" "" "Y"
"ü" "" "" "Q"
"ä" "" "" "Y"
"ö" "" "" "Y"
"ei" "" "" "(aj|ej)"
"ey" "" "" "(aj|ej)"
"eu" "" "" "(Yj|ej|aj|oj)"
"i" "[aou]" "" "j"
"y" "[aou]" "" "j"
"ie" "" "" "I"
"i" "" "[aou]" "j"
"y" "" "[aoeu]" "j"

// FOREIGN LETTERs
"ñ" "" "" "n"
"ã" "" "" "a"
"ő" "" "" "o"
"ű" "" "" "u"
"ç" "" "" "s"

// LATIN ALPHABET
"a" "" "" "A"
"b" "" "" "b"
"c" "" "" "k"
"d" "" "" "d"
"e" "" "" "E"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "h"
"i" "" "" "I"
"j" "" "" "j"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "O"
"p" "" "" "p"
"q" "" "" "k"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "U"
"v" "" "" "(f|v)"
"w" "" "" "v"
"x" "" "" "ks"
"y" "" "" "i"
"z" "" "" "ts"










org/apache/commons/codec/language/bm/gen_rules_greek.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"αυ" "" "$" "af"  // "av" before vowels and voiced consonants, "af" elsewhere
"αυ" "" "(κ|π|σ|τ|φ|θ|χ|ψ)" "af" 
"αυ" "" "" "av" 
"ευ" "" "$" "ef" // "ev" before vowels and voiced consonants, "ef" elsewhere
"ευ" "" "(κ|π|σ|τ|φ|θ|χ|ψ)" "ef" 
"ευ" "" "" "ev" 
"ηυ" "" "$" "if" // "iv" before vowels and voiced consonants, "if" elsewhere
"ηυ" "" "(κ|π|σ|τ|φ|θ|χ|ψ)" "if" 
"ηυ" "" "" "iv" 
"ου" "" "" "u"  // [u:]

"αι" "" "" "aj"  // modern [e]
"ει" "" "" "ej" // modern [i]
"οι" "" "" "oj" // modern [i]
"ωι" "" "" "oj" 
"ηι" "" "" "ej" 
"υι" "" "" "i" // modern Greek "i"

"γγ" "(ε|ι|η|α|ο|ω|υ)" "(ε|ι|η)" "(nj|j)"
"γγ" "" "(ε|ι|η)" "j"
"γγ" "(ε|ι|η|α|ο|ω|υ)" "" "(ng|g)"
"γγ" "" "" "g" 
"γκ" "^" "" "g"
"γκ" "(ε|ι|η|α|ο|ω|υ)" "(ε|ι|η)" "(nj|j)"
"γκ" "" "(ε|ι|η)" "j"
"γκ" "(ε|ι|η|α|ο|ω|υ)" "" "(ng|g)"
"γκ" "" "" "g" 
"γι" "" "(α|ο|ω|υ)" "j"
"γι" "" "" "(gi|i)"
"γε" "" "(α|ο|ω|υ)" "j"
"γε" "" "" "(ge|je)"

"κζ" "" "" "gz"
"τζ" "" "" "dz"
"σ" "" "(β|γ|δ|μ|ν|ρ)" "z"

"μβ" "" "" "(mb|b)"
"μπ" "^" "" "b"
"μπ" "(ε|ι|η|α|ο|ω|υ)" "" "mb"
"μπ" "" "" "b" // after any consonant
"ντ" "^" "" "d"
"ντ" "(ε|ι|η|α|ο|ω|υ)" "" "(nd|nt)" // Greek is "nd" 
"ντ" "" "" "(nt|d)" // Greek is "d" after any consonant

"ά" "" "" "a"
"έ" "" "" "e"
"ή" "" "" "(i|e)" 
"ί" "" "" "i"   
"ό" "" "" "o"
"ύ" "" "" "(Q|i|u)"
"ώ" "" "" "o"
"ΰ" "" "" "(Q|i|u)"
"ϋ" "" "" "(Q|i|u)"
"ϊ" "" "" "j"

"α" "" "" "a"
"β" "" "" "(v|b)" // modern "v", old "b"
"γ" "" "" "g" 
"δ" "" "" "d"    // modern like "th" in English "them", old "d"
"ε" "" "" "e"
"ζ" "" "" "z"
"η" "" "" "(i|e)" // modern "i", old "e:"
"ι" "" "" "i"
"κ" "" "" "k"
"λ" "" "" "l"
"μ" "" "" "m"
"ν" "" "" "n"
"ξ" "" "" "ks"
"ο" "" "" "o"
"π" "" "" "p"
"ρ" "" "" "r"
"σ" "" "" "s"
"ς" "" "" "s"
"τ" "" "" "t" 
"υ" "" "" "(Q|i|u)" // modern "i", old like German "ü"
"φ" "" "" "f" 
"θ" "" "" "t" // old greek like "th" in English "theme"
"χ" "" "" "x"
"ψ" "" "" "ps"
"ω" "" "" "o"










org/apache/commons/codec/language/bm/gen_rules_greeklatin.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"au" "" "$" "af"
"au" "" "[kpstfh]" "af"
"au" "" "" "av"
"eu" "" "$" "ef"
"eu" "" "[kpstfh]" "ef"
"eu" "" "" "ev"
"ou" "" "" "u"

"gge" "[aeiouy]" "" "(nje|je)" // aggelopoulos
"ggi" "[aeiouy]" "[aou]" "(nj|j)" 
"ggi" "[aeiouy]" "" "(ni|i)" 
"gge" "" "" "je"
"ggi" "" "" "i"
"gg" "[aeiouy]" "" "(ng|g)"
"gg" "" "" "g" 
"gk" "^" "" "g"
"gke" "[aeiouy]" "" "(nje|je)"
"gki" "[aeiouy]" "" "(ni|i)"
"gke" "" "" "je"
"gki" "" "" "i"
"gk" "[aeiouy]" "" "(ng|g)"
"gk" "" "" "g" 
"nghi" "" "[aouy]" "Nj"
"nghi" "" "" "(Ngi|Ni)" 
"nghe" "" "[aouy]" "Nj"
"nghe" "" "" "(Nje|Nge)" 
"ghi" "" "[aouy]" "j"
"ghi" "" "" "(gi|i)" 
"ghe" "" "[aouy]" "j"
"ghe" "" "" "(je|ge)" 
"ngh" "" "" "Ng"
"gh" "" "" "g"
"ngi" "" "[aouy]" "Nj" 
"ngi" "" "" "(Ngi|Ni)" 
"nge" "" "[aouy]" "Nj" 
"nge" "" "" "(Nje|Nge)" 
"gi" "" "[aouy]" "j" 
"gi" "" "" "(gi|i)" // what about Pantazis = Pantagis ???
"ge" "" "[aouy]" "j" 
"ge" "" "" "(je|ge)" 
"ng" "" "" "Ng" // fragakis = fraggakis = frangakis; angel = agel = aggel 

"i" "" "[aeou]" "j"
"i" "[aeou]" "" "j"  
"y" "" "[aeou]" "j"
"y" "[aeou]" "" "j"  
"yi" "" "[aeou]" "j"
"yi" "" "" "i"

"ch" "" "" "x"
"kh" "" "" "x"
"dh" "" "" "d"  // actually as "th" in English "that"
"dj" "" "" "dZ" // Turkish words
"ph" "" "" "f"
"th" "" "" "t"
"kz" "" "" "gz"
"tz" "" "" "dz" 
"s" "" "[bgdmnr]" "z"

"mb" "" "" "(mb|b)" // Liberis = Limperis = Limberis
"mp" "^" "" "b"
"mp" "[aeiouy]" "" "mp"
"mp" "" "" "b"
"nt" "^" "" "d"
"nt" "[aeiouy]" "" "(nd|nt)" // Greek "nd"
"nt" "" "" "(nt|d)" // Greek "d" after any consonant

"á" "" "" "a"  
"é" "" "" "e"  
"í" "" "" "i"  
"ó" "" "" "o"  
"óu" "" "" "u"  
"ú" "" "" "u" 
"ý" "" "" "(i|Q|u)" // [ü]

"a" "" "" "a"
"b" "" "" "(b|v)" // beta: modern "v", old "b"
"c" "" "" "k"
"d" "" "" "d"    // modern like "th" in English "them", old "d"
"e" "" "" "e"
"f" "" "" "f" 
"g" "" "" "g" 
"h" "" "" "x"
"i" "" "" "i"
"j" "" "" "(j|Z)" // Panajotti = Panaiotti; Louijos = Louizos; Pantajis = Pantazis = Pantagis
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"ο" "" "" "o"
"p" "" "" "p"
"q" "" "" "k" // foreign
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t" 
"u" "" "" "u" 
"v" "" "" "v" 
"w" "" "" "v" // foreign
"x" "" "" "ks"
"y" "" "" "(i|Q|u)" // [ü] 
"z" "" "" "z"










org/apache/commons/codec/language/bm/gen_rules_hebrew.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// General = Ashkenazic

"אי" "" "" "i"
"עי" "" "" "i"
"עו" "" "" "VV"
"או" "" "" "VV"

"ג׳" "" "" "Z"
"ד׳" "" "" "dZ"

"א" "" "" "L"
"ב" "" "" "b"
"ג" "" "" "g"
"ד" "" "" "d"

"ה" "^" "" "1"
"ה" "" "$" "1"
"ה" "" "" ""

"וו" "" "" "V"
"וי" "" "" "WW"
"ו" "" "" "W"
"ז" "" "" "z"
"ח" "" "" "X"
"ט" "" "" "T"
"יי" "" "" "i"
"י" "" "" "i"
"ך" "" "" "X"
"כ" "^" "" "K"
"כ" "" "" "k"
"ל" "" "" "l"
"ם" "" "" "m"
"מ" "" "" "m"
"ן" "" "" "n"
"נ" "" "" "n"
"ס" "" "" "s"
"ע" "" "" "L"
"ף" "" "" "f"
"פ" "" "" "f"
"ץ" "" "" "C"
"צ" "" "" "C"
"ק" "" "" "K"
"ר" "" "" "r"
"ש" "" "" "s"
"ת" "" "" "TB" // only Ashkenazic










org/apache/commons/codec/language/bm/gen_rules_hungarian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// GENERAL

// CONSONANTS
"sz" "" "" "s"
"zs" "" "" "Z"
"cs" "" "" "tS"

"ay" "" "" "(oj|aj)"
"ai" "" "" "(oj|aj)"
"aj" "" "" "(oj|aj)"

"ei" "" "" "(aj|ej)" // German element
"ey" "" "" "(aj|ej)" // German element

"y" "[áo]" "" "j"
"i" "[áo]" "" "j"
"ee" "" "" "(ej|e)" 
"ely" "" "" "(ej|eli)"
"ly" "" "" "(j|li)"
"gy" "" "[aeouáéóúüöőű]" "dj"
"gy" "" "" "(d|gi)"
"ny" "" "[aeouáéóúüöőű]" "nj"
"ny" "" "" "(n|ni)"
"ty" "" "[aeouáéóúüöőű]" "tj"
"ty" "" "" "(t|ti)"
"qu" "" "" "(ku|kv)"
"h" "" "$" ""

// SPECIAL VOWELS
"á" "" "" "a"
"é" "" "" "e"
"í" "" "" "i"
"ó" "" "" "o"
"ú" "" "" "u"
"ö" "" "" "Y"
"ő" "" "" "Y" 
"ü" "" "" "Q"
"ű" "" "" "Q"

// LATIN ALPHABET      
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "ts" 
"d" "" "" "d"
"e" "" "" "E"
"f" "" "" "f"
"g" "" "" "g" 
"h" "" "" "h"
"i" "" "" "I"
"j" "" "" "j"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k"
"r" "" "" "r"
"s" "" "" "(S|s)" 
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v" 
"w" "" "" "v" 
"x" "" "" "ks"
"y" "" "" "i" 
"z" "" "" "z"










org/apache/commons/codec/language/bm/gen_rules_italian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"kh" "" "" "x" // foreign

"gli" "" "" "(l|gli)"
"gn" "" "[aeou]" "(n|nj|gn)"
"gni" "" "" "(ni|gni)"

"gi" "" "[aeou]" "dZ"
"gg" "" "[ei]" "dZ"
"g" "" "[ei]" "dZ"
"h" "[bdgt]" "" "g" // gh is It; others from Arabic translit
"h" "" "$" "" // foreign

"ci" "" "[aeou]" "tS"
"ch" "" "[ei]" "k"
"sc" "" "[ei]" "S" 
"cc" "" "[ei]" "tS"
"c" "" "[ei]" "tS"
"s" "[aeiou]" "[aeiou]" "z"

"i" "[aeou]" "" "j"
"i" "" "[aeou]" "j"
"y" "[aeou]" "" "j" // foreign
"y" "" "[aeou]" "j" // foreign

"qu" "" "" "k"    
"uo" "" "" "(vo|o)"
"u" "" "[aei]" "v" 

"�" "" "" "e" 
"�" "" "" "e" 
"�" "" "" "o"  
"�" "" "" "o" 

// LATIN ALPHABET    
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "k"
"d" "" "" "d"
"e" "" "" "e"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "h"
"i" "" "" "i"
"j" "" "" "(Z|dZ|j)" // foreign
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k"    
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"w" "" "" "v"    // foreign
"x" "" "" "ks"    // foreign
"y" "" "" "i"    // foreign
"z" "" "" "(ts|dz)"










org/apache/commons/codec/language/bm/gen_rules_polish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// GENERIC

// CONVERTING FEMININE TO MASCULINE
"ska" "" "$" "ski"   
"cka" "" "$" "tski"   
"lowa" "" "$" "(lova|lof|l|el)"   
"kowa" "" "$" "(kova|kof|k|ek)"   
"owa" "" "$" "(ova|of|)"  
"lowna" "" "$" "(lovna|levna|l|el)" 
"kowna" "" "$" "(kovna|k|ek)"  
"owna" "" "$" "(ovna|)"   
"lówna" "" "$" "(l|el)"   
"kówna" "" "$" "(k|ek)"   
"ówna" "" "$" ""   
"a" "" "$" "(a|i)"   

// CONSONANTS
"czy" "" "" "tSi"
"cze" "" "[bcdgkpstwzż]" "(tSe|tSF)"
"ciewicz" "" "" "(tsevitS|tSevitS)"
"siewicz" "" "" "(sevitS|SevitS)"
"ziewicz" "" "" "(zevitS|ZevitS)"
"riewicz" "" "" "rjevitS" 
"diewicz" "" "" "djevitS" 
"tiewicz" "" "" "tjevitS" 
"iewicz" "" "" "evitS"
"ewicz" "" "" "evitS"
"owicz" "" "" "ovitS"
"icz" "" "" "itS"
"cz" "" "" "tS"
"ch" "" "" "x"

"cia" "" "[bcdgkpstwzż]" "(tSB|tsB)"
"cia" "" "" "(tSa|tsa)" 
"cią" "" "[bp]" "(tSom|tsom)"
"cią" "" "" "(tSon|tson)"
"cię" "" "[bp]" "(tSem|tsem)"
"cię" "" "" "(tSen|tsen)"
"cie" "" "[bcdgkpstwzż]" "(tSF|tsF)" 
"cie" "" "" "(tSe|tse)" 
"cio" "" "" "(tSo|tso)" 
"ciu" "" "" "(tSu|tsu)" 
"ci" "" "" "(tSi|tsI)"
"ć" "" "" "(tS|ts)"

"ssz" "" "" "S"
"sz" "" "" "S"
"sia" "" "[bcdgkpstwzż]" "(SB|sB|sja)" 
"sia" "" "" "(Sa|sja)" 
"sią" "" "[bp]" "(Som|som)"
"sią" "" "" "(Son|son)"
"się" "" "[bp]" "(Sem|sem)"
"się" "" "" "(Sen|sen)"
"sie" "" "[bcdgkpstwzż]" "(SF|sF|se)" 
"sie" "" "" "(Se|se)" 
"sio" "" "" "(So|so)" 
"siu" "" "" "(Su|sju)" 
"si" "" "" "(Si|sI)"
"ś" "" "" "(S|s)"

"zia" "" "[bcdgkpstwzż]" "(ZB|zB|zja)" 
"zia" "" "" "(Za|zja)" 
"zią" "" "[bp]" "(Zom|zom)"
"zią" "" "" "(Zon|zon)"
"zię" "" "[bp]" "(Zem|zem)"
"zię" "" "" "(Zen|zen)"
"zie" "" "[bcdgkpstwzż]" "(ZF|zF)" 
"zie" "" "" "(Ze|ze)" 
"zio" "" "" "(Zo|zo)" 
"ziu" "" "" "(Zu|zju)" 
"zi" "" "" "(Zi|zI)"

"że" "" "[bcdgkpstwzż]" "(Ze|ZF)"
"że" "" "[bcdgkpstwzż]" "(Ze|ZF|ze|zF)"
"że" "" "" "Ze"
"źe" "" "" "(Ze|ze)"
"ży" "" "" "Zi"
"źi" "" "" "(Zi|zi)"
"ż" "" "" "Z"
"ź" "" "" "(Z|z)"

"rze" "t" "" "(Se|re)"
"rze" "" "" "(Ze|re|rZe)"
"rzy" "t" "" "(Si|ri)"
"rzy" "" "" "(Zi|ri|rZi)"
"rz" "t" "" "(S|r)"
"rz" "" "" "(Z|r|rZ)"

"lio" "" "" "(lo|le)"
"ł" "" "" "l"
"ń" "" "" "n"
"qu" "" "" "k"
"s" "" "s" "" 

// VOWELS   
"ó" "" "" "(u|o)"
"ą" "" "[bp]" "om"
"ę" "" "[bp]" "em"
"ą" "" "" "on"
"ę" "" "" "en"

"ije" "" "" "je"
"yje" "" "" "je"
"iie" "" "" "je"
"yie" "" "" "je"
"iye" "" "" "je"
"yye" "" "" "je"

"ij" "" "[aou]" "j"
"yj" "" "[aou]" "j"
"ii" "" "[aou]" "j"
"yi" "" "[aou]" "j"
"iy" "" "[aou]" "j"
"yy" "" "[aou]" "j"

"rie" "" "" "rje" 
"die" "" "" "dje" 
"tie" "" "" "tje" 
"ie" "" "[bcdgkpstwzż]" "F" 
"ie" "" "" "e"

"aue" "" "" "aue"
"au" "" "" "au"

"ei" "" "" "aj"
"ey" "" "" "aj"
"ej" "" "" "aj"

"ai" "" "" "aj"
"ay" "" "" "aj"
"aj" "" "" "aj"

"i" "[aeou]" "" "j" 
"y" "[aeou]" "" "j" 
"i" "" "[aou]" "j"
"y" "" "[aeou]" "j"

"a" "" "[bcdgkpstwzż]" "B" 
"e" "" "[bcdgkpstwzż]" "(E|F)" 
"o" "" "[bcćdgklłmnńrsśtwzźż]" "P" 

// LATIN ALPHABET
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "ts"
"d" "" "" "d"
"e" "" "" "E"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "(h|x)"
"i" "" "" "I"
"j" "" "" "j"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"w" "" "" "v"
"x" "" "" "ks"
"y" "" "" "I"
"z" "" "" "z"










org/apache/commons/codec/language/bm/gen_rules_portuguese.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"kh" "" "" "x" // foreign
"ch" "" "" "S"
"ss" "" "" "s"
"sc" "" "[ei]" "s"
"sç" "" "[aou]" "s"
"ç" "" "" "s"
"c" "" "[ei]" "s"
//  "c" "" "[aou]" "(k|C)"

"s" "^" "" "s"
"s" "[aáuiíoóeéêy]" "[aáuiíoóeéêy]" "z"
"s" "" "[dglmnrv]" "(Z|S)" // Z is Brazil

"z" "" "$" "(Z|s|S)" // s and S in Brazil
"z" "" "[bdgv]" "(Z|z)" // Z in Brazil
"z" "" "[ptckf]" "(s|S|z)" // s and S in Brazil

"gu" "" "[eiu]" "g"    
"gu" "" "[ao]" "gv"    
"g" "" "[ei]" "Z"
"qu" "" "[eiu]" "k"    
"qu" "" "[ao]" "kv"    

"uo" "" "" "(vo|o|u)"
"u" "" "[aei]" "v" 

"lh" "" "" "l"
"nh" "" "" "nj"
"h" "[bdgt]" "" "" // translit. from Arabic
"h" "" "$" "" // foreign

"ex" "" "[aáuiíoóeéêy]" "(ez|eS|eks)" // ez in Brazil
"ex" "" "[cs]" "e" 

"y" "[aáuiíoóeéê]" "" "j"
"y" "" "[aeiíou]" "j"
"m" "" "[bcdfglnprstv]" "(m|n)" // maybe to add a rule for m/n before a consonant that disappears [preceeding vowel becomes nasalized]
"m" "" "$" "(m|n)" // maybe to add a rule for final m/n that disappears [preceeding vowel becomes nasalized]

"ão" "" "" "(au|an|on)"
"ãe" "" "" "(aj|an)"
"ãi" "" "" "(aj|an)"
"õe" "" "" "(oj|on)"
"i" "[aáuoóeéê]" "" "j"
"i" "" "[aeou]" "j"

"â" "" "" "a"
"à" "" "" "a"
"á" "" "" "a"
"ã" "" "" "(a|an|on)"
"é" "" "" "e"
"ê" "" "" "e"
"í" "" "" "i"
"ô" "" "" "o"
"ó" "" "" "o"
"õ" "" "" "(o|on)"
"ú" "" "" "u"
"ü" "" "" "u"

"aue" "" "" "aue"

// LATIN ALPHABET
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "k"
"d" "" "" "d"
"e" "" "" "(e|i)"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "h"
"i" "" "" "i"
"j" "" "" "Z" 
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "(o|u)"
"p" "" "" "p"
"q" "" "" "k"    
"r" "" "" "r"
"s" "" "" "S"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"w" "" "" "v"    
"x" "" "" "(S|ks)"   
"y" "" "" "i"   
"z" "" "" "z"










org/apache/commons/codec/language/bm/gen_rules_romanian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"ce" "" "" "tSe"
"ci" "" "" "(tSi|tS)"
"ch" "" "[ei]" "k"
"ch" "" "" "x" // foreign

"gi" "" "" "(dZi|dZ)"
"g" "" "[ei]" "dZ"
"gh" "" "" "g"

"i" "[aeou]" "" "j"
"i" "" "[aeou]" "j"
"ţ" "" "" "ts"
"ş" "" "" "S"
"qu" "" "" "k"    

"î" "" "" "i"
"ea" "" "" "ja"
"ă" "" "" "(e|a)"
"aue" "" "" "aue"

// LATIN ALPHABET
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "k"
"d" "" "" "d"
"e" "" "" "E"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "(x|h)"
"i" "" "" "I"
"j" "" "" "Z"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k"    
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"w" "" "" "v"    
"x" "" "" "ks"    
"y" "" "" "i"    
"z" "" "" "z"










org/apache/commons/codec/language/bm/gen_rules_russian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

//GENERAL// CONVERTING FEMININE TO MASCULINE
"yna" "" "$" "(in|ina)" 
"ina" "" "$" "(in|ina)" 
"liova" "" "$" "(lof|lef)" 
"lova" "" "$" "(lof|lef|lova)" 
"ova" "" "$" "(of|ova)" 
"eva" "" "$" "(ef|ova)" 
"aia" "" "$" "(aja|i)" 
"aja" "" "$" "(aja|i)" 
"aya" "" "$" "(aja|i)" 

//SPECIAL CONSONANTS
"tsya" "" "" "tsa" 
"tsyu" "" "" "tsu" 
"tsia" "" "" "tsa" 
"tsie" "" "" "tse" 
"tsio" "" "" "tso"   
"tsye" "" "" "tse" 
"tsyo" "" "" "tso" 
"tsiu" "" "" "tsu" 
"sie" "" "" "se" 
"sio" "" "" "so"   
"zie" "" "" "ze" 
"zio" "" "" "zo"   
"sye" "" "" "se" 
"syo" "" "" "so"   
"zye" "" "" "ze" 
"zyo" "" "" "zo"   

"ger" "" "$" "ger" 
"gen" "" "$" "gen" 
"gin" "" "$" "gin" 
"gg" "" "" "g" 
"g" "[jaeoiuy]" "[aeoiu]" "g" 
"g" "" "[aeoiu]" "(g|h)" 

"kh" "" "" "x"
"ch" "" "" "(tS|x)" 
"sch" "" "" "(StS|S)"
"ssh" "" "" "S"
"sh" "" "" "S"
"zh" "" "" "Z" 
"tz" "" "$" "ts" 
"tz" "" "" "(ts|tz)" 
"c" "" "[iey]" "s" 
"qu" "" "" "(kv|k)" 
"s" "" "s" ""

//SPECIAL VOWELS
"lya" "" "" "la" 
"lyu" "" "" "lu"  
"lia" "" "" "la" // not in DJSRE
"liu" "" "" "lu"  // not in DJSRE
"lja" "" "" "la" // not in DJSRE
"lju" "" "" "lu"  // not in DJSRE
"le" "" "" "(lo|lE)" //not in DJSRE
"lyo" "" "" "(lo|le)" //not in DJSRE
"lio" "" "" "(lo|le)" 

"ije" "" "" "je"
"ie" "" "" "je"
"iye" "" "" "je"
"iie" "" "" "je"
"yje" "" "" "je"
"ye" "" "" "je"
"yye" "" "" "je"
"yie" "" "" "je"

"ij" "" "[aou]" "j"
"iy" "" "[aou]" "j"
"ii" "" "[aou]" "j"
"yj" "" "[aou]" "j"
"yy" "" "[aou]" "j"
"yi" "" "[aou]" "j"

"io" "" "" "(jo|e)" 
"i" "" "[au]" "j" 
"i" "[aeou]" "" "j" 
"yo" "" "" "(jo|e)" 
"y" "" "[au]" "j"
"y" "[aeiou]" "" "j" 

"ii" "" "$" "i" 
"iy" "" "$" "i" 
"yy" "" "$" "i" 
"yi" "" "$" "i" 
"yj" "" "$" "i"
"ij" "" "$" "i"

"e" "^" "" "(je|E)" 
"ee" "" "" "(aje|i)" 
"e" "[aou]" "" "je" 
"oo" "" "" "(oo|u)" 
"'" "" "" "" 
"\"" "" "" ""

"aue" "" "" "aue"

// LATIN ALPHABET 
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "k" 
"d" "" "" "d"
"e" "" "" "E"
"f" "" "" "f"
"g" "" "" "g" 
"h" "" "" "h" 
"i" "" "" "I"
"j" "" "" "j" 
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k" 
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"w" "" "" "v" 
"x" "" "" "ks" 
"y" "" "" "I"
"z" "" "" "z"










org/apache/commons/codec/language/bm/gen_rules_spanish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// GENERAL

// Includes both Spanish (Castillian) & Catalan

// CONSONANTS
"ñ" "" "" "(n|nj)"
"ny" "" "" "nj" // Catalan
"ç" "" "" "s" // Catalan

"ig" "[aeiou]" "" "(tS|ig)" // tS is Catalan
"ix" "[aeiou]" "" "S" // Catalan
"tx" "" "" "tS" // Catalan
"tj" "" "$" "tS" // Catalan
"tj" "" "" "dZ" // Catalan
"tg" "" "" "(tg|dZ)" // dZ is Catalan
"ch" "" "" "(tS|dZ)" // dZ is typical for Argentina
"bh" "" "" "b" // translit. from Arabic
"h" "[dgt]" "" "" // translit. from Arabic
"h" "" "$" "" // foreign
//"ll" "" "" "(l|Z)" // Z is typical for Argentina, only Ashkenazic
"m" "" "[bpvf]" "(m|n)"
"c" "" "[ei]" "s" 
//  "c" "" "[aou]" "(k|C)"
"gu" "" "[ei]" "(g|gv)" // "gv" because "u" can actually be "ü"
"g" "" "[ei]" "(x|g|dZ)"  // "g" only for foreign words; dZ is Catalan
"qu" "" "" "k"

"uo" "" "" "(vo|o)"    
"u" "" "[aei]" "v"

// SPECIAL VOWELS
"ü" "" "" "v"
"á" "" "" "a"
"é" "" "" "e"
"í" "" "" "i"
"ó" "" "" "o"
"ú" "" "" "u"
"à" "" "" "a"  // Catalan
"è" "" "" "e" // Catalan
"ò" "" "" "o"  // Catalan

// LATIN ALPHABET      
"a" "" "" "a"
"b" "" "" "B"
"c" "" "" "k"
"d" "" "" "d"
"e" "" "" "e"
"f" "" "" "f"
"g" "" "" "g" 
"h" "" "" "h"
"i" "" "" "i"
"j" "" "" "(x|Z)" // Z is Catalan
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "V"
"w" "" "" "v" // foreign words
"x" "" "" "(ks|gz|S)" // ks is Spanish, all are Catalan
"y" "" "" "(i|j)"
"z" "" "" "(z|s)" // as "c" befoire "e" or "i", in Spain it is like unvoiced English "th"










org/apache/commons/codec/language/bm/gen_rules_turkish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"ç" "" "" "tS"
"ğ" "" "" "" // to show that previous vowel is long
"ş" "" "" "S"
"ü" "" "" "Q"
"ö" "" "" "Y"
"ı" "" "" "(e|i|)" // as "e" in English "label"

"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "dZ"
"d" "" "" "d"
"e" "" "" "e"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "h"
"i" "" "" "i"
"j" "" "" "Z"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k" // foreign words
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"w" "" "" "v" // foreign words
"x" "" "" "ks" // foreign words
"y" "" "" "j"
"z" "" "" "z" 










org/apache/commons/codec/language/bm/lang.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// 1. following are rules to accept the language
// 1.1 Special letter combinations
^o’ english true
^o' english true
^mc english true
^fitz english true
ceau french+romanian true
eau$ french true // mp: I've added this
eaux$ french true // mp: I've added this
ault$ french true
oult$ french true
eux$ french true
eix$ french true
glou$ greeklatin true
uu dutch true
tx spanish true
witz german true
tz$ german+russian+english true
^tz russian+english true
poulos$ greeklatin true
pulos$ greeklatin true
iou greeklatin true
sj$ dutch true
^sj dutch true
güe spanish true
güi spanish true
ghe romanian+greeklatin true
ghi romanian+greeklatin true
escu$ romanian true
esco$ romanian true
vici$ romanian true
schi$ romanian true
ii$ russian true
iy$ russian true
yy$ russian true
yi$ russian true
^rz polish true
rz$ polish+german true
[bcdfgklmnpstwz]rz polish true
rz[bcdfghklmnpstw] polish true
etti$ italian true
eti$ italian true
ati$ italian true
ato$ italian true
[aoei]no$ italian true
[aoei]ni$ italian true
esi$ italian true
oli$ italian true
field$ english true
cki$ polish true
ska$ polish true
cka$ polish true
ae german+russian+english true
oe german+french+russian+english+dutch true
th$ german+english true
^th german+english+greeklatin true
mann german true
cz polish true
cy polish+greeklatin true
niew polish true
stein german true
heim$ german true
heimer$ german true
thal german true
zweig german true
[aeou]h german true
äh german true
öh german true
üh german true
[ln]h[ao]$ portuguese true
[ln]h[aou] portuguese+french+german+dutch+czech+spanish+turkish true
chsch german true
tsch german true
sch$ german+russian true
^sch german+russian true
ck$ german+english true
c$ polish+romanian+hungarian+czech+turkish true
sz polish+hungarian true
cs$ hungarian true
^cs hungarian true
dzs hungarian true
zs$ hungarian true
^zs hungarian true
^wl polish true
^wr polish+english+german+dutch true

gy$ hungarian true
gy[aeou] hungarian true
gy hungarian+russian+french+greeklatin true
guy french true
gu[ei] spanish+french+portuguese true
gu[ao] spanish+portuguese true
gi[aou] italian+greeklatin true

ly hungarian+russian+polish+greeklatin true
ny hungarian+russian+polish+spanish+greeklatin true
ty hungarian+russian+polish+greeklatin true

// 1.2 special characters
ć polish true
ç french+spanish+portuguese+turkish true
č czech true
ď czech true
ğ turkish true
ł polish true
ń polish true
ñ spanish true
ň czech true
ř czech true
ś polish true
ş romanian+turkish true
š czech true
ţ romanian true
ť czech true
ź polish true
ż polish true

ß german true

ä german true
á hungarian+spanish+portuguese+czech+greeklatin true
â romanian+french+portuguese true
ă romanian true
ą polish true
à portuguese true
ã portuguese true
ę polish true
é french+hungarian+czech+greeklatin true
è french+spanish+italian true
ê french true
ě czech true
ê french+portuguese true
í hungarian+spanish+portuguese+czech+greeklatin true
î romanian+french true
ı turkish true
ó polish+hungarian+spanish+italian+portuguese+czech+greeklatin true
ö german+hungarian+turkish true
ô french+portuguese true
õ portuguese+hungarian true
ò italian+spanish true
ű hungarian true
ú hungarian+spanish+portuguese+czech+greeklatin true
ü german+hungarian+spanish+portuguese+turkish true
ù french true
ů czech true
ý czech+greeklatin true

// Every Cyrillic word has at least one Cyrillic vowel (аёеоиуыэюя)
а cyrillic true
ё cyrillic true
о cyrillic true
е cyrillic true
и cyrillic true
у cyrillic true
ы cyrillic true
э cyrillic true
ю cyrillic true
я cyrillic true

// Every Greek word has at least one Greek vowel
α greek true
ε greek true
η greek true
ι greek true
ο greek true
υ greek true
ω greek true

// Arabic (only initial)
ا arabic true // alif (isol + init)   
ب arabic true // ba' 
ت arabic true // ta' 
ث arabic true // tha'
ج arabic true // jim
ح arabic true // h.a' 
خ' arabic true // kha' 
د arabic true // dal (isol + init)
ذ arabic true // dhal (isol + init)
ر arabic true // ra' (isol + init)
ز arabic true // za' (isol + init)
س arabic true // sin 
ش arabic true // shin 
ص arabic true // s.ad 
ض arabic true // d.ad 
ط arabic true // t.a' 
ظ arabic true // z.a' 
ع arabic true // 'ayn
غ arabic true // ghayn 
ف arabic true // fa' 
ق arabic true // qaf 
ك arabic true // kaf  
ل arabic true // lam 
م arabic true // mim 
ن arabic true // nun 
ه arabic true // ha' 
و arabic true // waw (isol + init)
ي arabic true // ya' 
    
آ arabic true // alif madda  
إ arabic true // alif + diacritic  
أ arabic true // alif + hamza
ؤ arabic true //  waw + hamza
ئ arabic true //  ya' + hamza


// Hebrew
א hebrew true
ב hebrew true
ג hebrew true
ד hebrew true
ה hebrew true
ו hebrew true
ז hebrew true
ח hebrew true
ט hebrew true
י hebrew true
כ hebrew true
ל hebrew true
מ hebrew true
נ hebrew true
ס hebrew true
ע hebrew true
פ hebrew true
צ hebrew true
ק hebrew true
ר hebrew true
ש hebrew true
ת hebrew true

// 2. following are rules to reject the language

// Every Latin character word has at least one Latin vowel
a cyrillic+hebrew+greek+arabic false
o cyrillic+hebrew+greek+arabic false
e cyrillic+hebrew+greek+arabic false
i cyrillic+hebrew+greek+arabic false
y cyrillic+hebrew+greek+arabic+romanian+dutch false
u cyrillic+hebrew+greek+arabic false

j italian false
j[^aoeiuy] french+spanish+portuguese+greeklatin false
g czech false
k romanian+spanish+portuguese+french+italian false
q hungarian+polish+russian+romanian+czech+dutch+turkish+greeklatin false
v polish false
w french+romanian+spanish+hungarian+russian+czech+turkish+greeklatin false
x czech+hungarian+dutch+turkish false // polish excluded from the list

dj spanish+turkish false
v[^aoeiu] german false // in german, "v" can be found before a vowel only
y[^aoeiu] german false  // in german, "y" usually appears only in the last position; sometimes before a vowel
c[^aohk] german false
dzi german+english+french+turkish false
ou german false
a[eiou] turkish false // no diphthongs in Turkish
ö[eaio] turkish false
ü[eaio] turkish false
e[aiou] turkish false
i[aeou] turkish false
o[aieu] turkish false
u[aieo] turkish false
aj german+english+french+dutch false
ej german+english+french+dutch false
oj german+english+french+dutch false
uj german+english+french+dutch false
eu russian+polish false
ky polish false
kie french+spanish+greeklatin false
gie portuguese+romanian+spanish+greeklatin false
ch[aou] italian false
ch turkish false
son$ german false
sc[ei] french false
sch hungarian+polish+french+spanish false
^h russian false
etti$ greeklatin false










org/apache/commons/codec/language/bm/sep_approx_any.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// SEPHARDIC

"E" "" "" ""









org/apache/commons/codec/language/bm/sep_approx_common.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include sep_exact_approx_common

"bens" "^" "" "(binz|s)" 
"benS" "^" "" "(binz|s)" 
"ben" "^" "" "(bin|)" 

"abens" "^" "" "(abinz|binz|s)" 
"abenS" "^" "" "(abinz|binz|s)" 
"aben" "^" "" "(abin|bin|)"

"els" "^" "" "(ilz|alz|s)" 
"elS" "^" "" "(ilz|alz|s)" 
"el" "^" "" "(il|al|)" 
"als" "^" "" "(alz|s)" 
"alS" "^" "" "(alz|s)" 
"al" "^" "" "(al|)" 

//"dels" "^" "" "(dilz|s)" 
//"delS" "^" "" "(dilz|s)" 
"del" "^" "" "(dil|)" 
"dela" "^" "" "(dila|)" 
//"delo" "^" "" "(dila|)" 
"da" "^" "" "(da|)" 
"de" "^" "" "(di|)" 
//"des" "^" "" "(dis|dAs|)" 
//"di" "^" "" "(di|)" 
//"dos" "^" "" "(das|dus|)" 

"oa" "" "" "(va|a|D)"
"oe" "" "" "(vi|D)"
"ae" "" "" "D"

/// "s" "" "$" "(s|)" // Attia(s)
/// "C" "" "" "s"  // "c" could actually be "�"

"n" "" "[bp]" "m"

"h" "" "" "(|h|f)" // sound "h" (absent) can be expressed via /x/, Cojab in Spanish = Kohab ; Hakim = Fakim
"x" "" "" "h"

// DIPHTHONGS ARE APPROXIMATELY equivalent
"aja" "^" "" "(Da|ia)"                         
"aje" "^" "" "(Di|Da|i|ia)"                         
"aji" "^" "" "(Di|i)"                         
"ajo" "^" "" "(Du|Da|iu|ia)"                         
"aju" "^" "" "(Du|iu)"                         

"aj" "" "" "D"                         
"ej" "" "" "D"                         
"oj" "" "" "D"                         
"uj" "" "" "D"                         
"au" "" "" "D"                         
"eu" "" "" "D"                         
"ou" "" "" "D"                         

"a" "^" "" "(a|)"  // Arabic

"ja" "^" "" "ia"                         
"je" "^" "" "i"                         
"jo" "^" "" "(iu|ia)"                         
"ju" "^" "" "iu"                         

"ja" "" "" "a"                         
"je" "" "" "i"                         
"ji" "" "" "i"                         
"jo" "" "" "u"                         
"ju" "" "" "u"                         

"j" "" "" "i"                         

// CONSONANTS {z & Z & dZ; s & S} are approximately interchangeable
"s" "" "[rmnl]" "z"
"S" "" "[rmnl]" "z"
"s" "[rmnl]" "" "z"
"S" "[rmnl]" "" "z" 

"dS" "" "$" "S"
"dZ" "" "$" "S"
"Z" "" "$" "S"
"S" "" "$" "(S|s)"
"z" "" "$" "(S|s)"

"S" "" "" "s"
"dZ" "" "" "z"
"Z" "" "" "z"

"i" "" "$" "(i|)" // often in Arabic
"e" "" "" "i"

"o" "" "$" "(a|u)"
"o" "" "" "u"

// special character to deal correctly in Hebrew match
"B" "" "" "b" 
"V" "" "" "v" 

// Arabic
"p" "^" "" "b"










org/apache/commons/codec/language/bm/sep_approx_french.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/sep_approx_hebrew.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/sep_approx_italian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include sep_approx_french









org/apache/commons/codec/language/bm/sep_approx_portuguese.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include sep_approx_french










org/apache/commons/codec/language/bm/sep_approx_spanish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include sep_approx_french










org/apache/commons/codec/language/bm/sep_exact_any.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"E" "" "" "e"









org/apache/commons/codec/language/bm/sep_exact_approx_common.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// Sephardic

"h" "" "$" ""

// VOICED - UNVOICED CONSONANTS
"b" "" "[fktSs]" "p"
"b" "" "p" ""
"b" "" "$" "p"
"p" "" "[vgdZz]" "b"
"p" "" "b" ""

"v" "" "[pktSs]" "f"
"v" "" "f" ""
"v" "" "$" "f"
"f" "" "[vbgdZz]" "v"
"f" "" "v" ""

"g" "" "[pftSs]" "k"
"g" "" "k" ""
"g" "" "$" "k"
"k" "" "[vbdZz]" "g"
"k" "" "g" ""

"d" "" "[pfkSs]" "t"
"d" "" "t" ""
"d" "" "$" "t"
"t" "" "[vbgZz]" "d"
"t" "" "d" ""

"s" "" "dZ" ""
"s" "" "tS" ""

"z" "" "[pfkSt]" "s"
"z" "" "[sSzZ]" ""
"s" "" "[sSzZ]" ""
"Z" "" "[sSzZ]" ""
"S" "" "[sSzZ]" ""

// SIMPLIFICATION OF CONSONANT CLUSTERS
"nm" "" "" "m"

// DOUBLE --> SINGLE
"ji" "^" "" "i"

"a" "" "a" ""
"b" "" "b" ""
"d" "" "d" ""
"e" "" "e" ""
"f" "" "f" ""
"g" "" "g" ""
"i" "" "i" ""
"k" "" "k" ""
"l" "" "l" ""
"m" "" "m" ""
"n" "" "n" ""
"o" "" "o" ""
"p" "" "p" ""
"r" "" "r" ""
"t" "" "t" ""
"u" "" "u" ""
"v" "" "v" ""
"z" "" "z" ""










org/apache/commons/codec/language/bm/sep_exact_common.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include sep_exact_approx_common

"h" "" "" ""
//"C" "" "" "k"  // c that can actually be �

// VOICED - UNVOICED CONSONANTS
"s" "[^t]" "[bgZd]" "z"
"Z" "" "[pfkst]" "S"
"Z" "" "$" "S"
"S" "" "[bgzd]" "Z"
"z" "" "$" "s"

//special character to deal correctly in Hebrew match
"B" "" "" "b"
"V" "" "" "v"










org/apache/commons/codec/language/bm/sep_exact_french.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// Sephadic









org/apache/commons/codec/language/bm/sep_exact_hebrew.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/sep_exact_italian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/sep_exact_portuguese.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/sep_exact_spanish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// empty









org/apache/commons/codec/language/bm/sep_hebrew_common.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

#include sep_exact_approx_common

"E" "" "" ""  // final French "e": only in Sephardic

"ts" "" "" "C" // for not confusion Gutes [=guts] and Guts [=guc]
"tS" "" "" "C" // same reason
"S" "" "" "s"
"p" "" "" "f"   
"b" "^" "" "b"    
"b" "" "" "(b|v)"    

"ja" "" "" "i"
"je" "" "" "i"
"aj" "" "" "i"
"j" "" "" "i"

"a" "^" "" "1"
"e" "^" "" "1"
"a" "" "$" "1"
"e" "" "$" "1"

"a" "" "" ""
"e" "" "" ""

"oj" "^" "" "(u|vi)"
"uj" "^" "" "(u|vi)"

"oj" "" "" "u"
"uj" "" "" "u"

"ou" "^" "" "(u|v|1)"
"o" "^" "" "(u|v|1)"
"u" "^" "" "(u|v|1)"

"o" "" "$" "(u|1)"
"u" "" "$" "(u|1)"

"ou" "" "" "u"
"o" "" "" "u"

"VV" "" "" "u" // alef/ayin + vov from ruleshebrew
"L" "^" "" "1" // alef/ayin from  ruleshebrew
"L" "" "$" "1" // alef/ayin from  ruleshebrew
"L" "" "" " " // alef/ayin from  ruleshebrew
"WW" "^" "" "(vi|u)" // vav-yod from  ruleshebrew
"WW" "" "" "u" // vav-yod from  ruleshebrew
"W" "^" "" "(u|v)" // vav from  ruleshebrew
"W" "" "" "u" // vav from  ruleshebrew

// "g" "" "" "(g|Z)"
// "z" "" "" "(z|Z)"
// "d" "" "" "(d|dZ)"

"T" "" "" "t"   // tet from  ruleshebrew

// "k" "" "" "(k|x)"
// "x" "" "" "(k|x)"
"K" "" "" "k" // kof and initial kaf from ruleshebrew
"X" "" "" "x" // khet and final kaf from ruleshebrew

// special for Spanish initial B/V
"B" "" "" "v"
"V" "" "" "b"

"H" "^" "" "(x|1)"
"H" "" "$" "(x|1)"
"H" "" "" "(x|)"
"h" "^" "" "1"
"h" "" "" ""










org/apache/commons/codec/language/bm/sep_languages.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

any
french
hebrew
italian
portuguese
spanish










org/apache/commons/codec/language/bm/sep_rules_any.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// SEPHARDIC: INCORPORATES Portuguese + Italian + Spanish(+Catalan) + French

// CONSONANTS
"ph" "" "" "f" // foreign
"sh" "" "" "S" // foreign
"kh" "" "" "x" // foreign

"gli" "" "" "(gli|l[italian])" 
"gni" "" "" "(gni|ni[italian+french])"
"gn" "" "[aeou]" "(n[italian+french]|nj[italian+french]|gn)" 
"gh" "" "" "g" // It + translit. from Arabic
"dh" "" "" "d" // translit. from Arabic
"bh" "" "" "b" // translit. from Arabic
"th" "" "" "t" // translit. from Arabic
"lh" "" "" "l" // Port
"nh" "" "" "nj" // Port

"ig" "[aeiou]" "" "(ig|tS[spanish])"
"ix" "[aeiou]" "" "S" // Sp
"tx" "" "" "tS" // Sp
"tj" "" "$" "tS" // Sp
"tj" "" "" "dZ" // Sp
"tg" "" "" "(tg|dZ[spanish])"

"gi" "" "[aeou]" "dZ" // italian
"g" "" "y" "Z" // french
"gg" "" "[ei]" "(gZ[portuguese+french]|dZ[italian+spanish]|x[spanish])" 
"g" "" "[ei]" "(Z[portuguese+french]|dZ[italian+spanish]|x[spanish])" 

"guy" "" "" "gi"     
"gue" "" "$" "(k[french]|ge)"
"gu" "" "[ei]" "(g|gv)"     // not It
"gu" "" "[ao]" "gv"  // not It  

"ñ" "" "" "(n|nj)" 
"ny" "" "" "nj" 

"sc" "" "[ei]" "(s|S[italian])" 
"sç" "" "[aeiou]" "s" // not It
"ss" "" "" "s"
"ç" "" "" "s"   // not It

"ch" "" "[ei]" "(k[italian]|S[portuguese+french]|tS[spanish]|dZ[spanish])" 
"ch" "" "" "(S|tS[spanish]|dZ[spanish])" 

"ci" "" "[aeou]" "(tS[italian]|si)" 
"cc" "" "[eiyéèê]" "(tS[italian]|ks[portuguese+french+spanish])" 
"c" "" "[eiyéèê]" "(tS[italian]|s[portuguese+french+spanish])" 
//"c" "" "[aou]" "(k|C[portuguese+spanish])" // "C" means that the actual letter could be "ç" (cedille omitted)

"s" "^" "" "s"
"s" "[aáuiíoóeéêy]" "[aáuiíoóeéêy]" "(s[spanish]|z[portuguese+french+italian])" 
"s" "" "[dglmnrv]" "(z|Z[portuguese])" 

"z" "" "$" "(s|ts[italian]|S[portuguese])" // ts It, s/S/Z Port, s in Sp, z Fr
"z" "" "[bdgv]" "(z|dz[italian]|Z[portuguese])" // dz It, Z/z Port, z Sp & Fr
"z" "" "[ptckf]" "(s|ts[italian]|S[portuguese])" // ts It, s/S/z Port, z/s Sp
"z" "" "" "(z|dz[italian]|ts[italian]|s[spanish])" // ts/dz It, z Port & Fr, z/s Sp

"que" "" "$" "(k[french]|ke)"
"qu" "" "[eiu]" "k"    
"qu" "" "[ao]" "(kv|k)" // k is It   

"ex" "" "[aáuiíoóeéêy]" "(ez[portuguese]|eS[portuguese]|eks|egz)" 
"ex" "" "[cs]" "(e[portuguese]|ek)" 

"m" "" "[cdglnrst]" "(m|n[portuguese])" 
"m" "" "[bfpv]" "(m|n[portuguese+spanish])" 
"m" "" "$" "(m|n[portuguese])" 

"b" "^" "" "(b|V[spanish])" 
"v" "^" "" "(v|B[spanish])" 

// VOWELS   
"eau" "" "" "o" // Fr

"ouh" "" "[aioe]" "(v[french]|uh)"
"uh" "" "[aioe]" "(v|uh)"
"ou" "" "[aioe]" "v" // french
"uo" "" "" "(vo|o)"
"u" "" "[aie]" "v"

"i" "[aáuoóeéê]" "" "j"
"i" "" "[aeou]" "j"
"y" "[aáuiíoóeéê]" "" "j"
"y" "" "[aeiíou]" "j"
"e" "" "$" "(e|E[french])"

"ão" "" "" "(au|an)" // Port
"ãe" "" "" "(aj|an)" // Port
"ãi" "" "" "(aj|an)" // Port
"õe" "" "" "(oj|on)" // Port
"où" "" "" "u" // Fr
"ou" "" "" "(ou|u[french])" 

"â" "" "" "a" // Port & Fr
"à" "" "" "a" // Port 
"á" "" "" "a" // Port & Sp
"ã" "" "" "(a|an)" // Port
"é" "" "" "e" 
"ê" "" "" "e" // Port & Fr
"è" "" "" "e" // Sp & Fr & It
"í" "" "" "i" // Port & Sp
"î" "" "" "i" // Fr
"ô" "" "" "o" // Port & Fr
"ó" "" "" "o" // Port & Sp & It
"õ" "" "" "(o|on)" // Port
"ò" "" "" "o"  // Sp & It
"ú" "" "" "u" // Port & Sp
"ü" "" "" "u" // Port & Sp

// LATIN ALPHABET     
"a" "" "" "a"
"b" "" "" "(b|v[spanish])" 
"c" "" "" "k"
"d" "" "" "d"
"e" "" "" "e"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "h" 
"i" "" "" "i"
"j" "" "" "(x[spanish]|Z)" // not It
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k"    
"r" "" "" "r"
"s" "" "" "(s|S[portuguese])" 
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "(v|b[spanish])" 
"w" "" "" "v"    // foreign
"x" "" "" "(ks|gz|S[portuguese+spanish])"   // S/ks Port & Sp, gz Sp, It only ks
"y" "" "" "i"   
"z" "" "" "z"










org/apache/commons/codec/language/bm/sep_rules_french.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// Sephardic

// CONSONANTS
"kh" "" "" "x" // foreign
"ph" "" "" "f"

"ç" "" "" "s"
"x" "" "" "ks"
"ch" "" "" "S"
"c" "" "[eiyéèê]" "s"
"c" "" "" "k"
"gn" "" "" "(n|gn)"
"g" "" "[eiy]" "Z" 
"gue" "" "$" "k"     
"gu" "" "[eiy]" "g" 
//"aill" "" "e" "aj" // non Jewish
//"ll" "" "e" "(l|j)" // non Jewish
"que" "" "$" "k"
"qu" "" "" "k"
"q" "" "" "k"
"s" "[aeiouyéèê]" "[aeiouyéèê]" "z"
"h" "[bdgt]" "" "" // translit from Arabic
"h" "" "$" "" // foreign
"j" "" "" "Z"
"w" "" "" "v"
"ouh" "" "[aioe]" "(v|uh)"
"ou" "" "[aeio]" "v" 
"uo" "" "" "(vo|o)"
"u" "" "[aeio]" "v" 

// VOWELS
"aue" "" "" "aue" 
"eau" "" "" "o" 
//"au" "" "" "(o|au)" // non Jewish
"ai" "" "" "aj" // [e] is non Jewish
"ay" "" "" "aj" // [e] is non Jewish
"é" "" "" "e"
"ê" "" "" "e"
"è" "" "" "e"
"à" "" "" "a"
"â" "" "" "a"
"où" "" "" "u"
"ou" "" "" "u"
"oi" "" "" "oj" // [ua] is non Jewish
"ei" "" "" "ej" // [e] is non Jewish, in Ashk should be aj
"ey" "" "" "ej" // [e] non Jewish, in Ashk should be aj
//"eu" "" "" "(e|o)" // non Jewish
"y" "[ou]" "" "j"
"e" "" "$" "(e|)"
"i" "" "[aou]" "j"
"y" "" "[aoeu]" "j"
"y" "" "" "i"

// TRIVIAL      
"a" "" "" "a"
"b" "" "" "b"
"d" "" "" "d"
"e" "" "" "e"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "h"
"i" "" "" "i"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"z" "" "" "z"










org/apache/commons/codec/language/bm/sep_rules_hebrew.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

// Sephardic

"אי" "" "" "i"
"עי" "" "" "i"
"עו" "" "" "VV"
"או" "" "" "VV"

"ג׳" "" "" "Z"
"ד׳" "" "" "dZ"

"א" "" "" "L"
"ב" "" "" "b"
"ג" "" "" "g"
"ד" "" "" "d"

"ה" "^" "" "1"
"ה" "" "$" "1"
"ה" "" "" ""

"וו" "" "" "V" 
"וי" "" "" "WW"
"ו" "" "" "W"
"ז" "" "" "z"
"ח" "" "" "X"
"ט" "" "" "T"
"יי" "" "" "i"
"י" "" "" "i"
"ך" "" "" "X"
"כ" "^" "" "K"
"כ" "" "" "k"
"ל" "" "" "l"
"ם" "" "" "m"
"מ" "" "" "m"
"ן" "" "" "n"
"נ" "" "" "n"
"ס" "" "" "s"
"ע" "" "" "L"
"ף" "" "" "f"
"פ" "" "" "f"
"ץ" "" "" "C"
"צ" "" "" "C"
"ק" "" "" "K"
"ר" "" "" "r"
"ש" "" "" "s"
"ת" "" "" "T"   // Special for Sephardim










org/apache/commons/codec/language/bm/sep_rules_italian.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"kh" "" "" "x" // foreign

"gli" "" "" "(l|gli)"
"gn" "" "[aeou]" "(n|nj|gn)"
"gni" "" "" "(ni|gni)"

"gi" "" "[aeou]" "dZ"
"gg" "" "[ei]" "dZ"
"g" "" "[ei]" "dZ"
"h" "[bdgt]" "" "g" // gh is It; others from Arabic translit

"ci" "" "[aeou]" "tS"
"ch" "" "[ei]" "k"
"sc" "" "[ei]" "S" 
"cc" "" "[ei]" "tS"
"c" "" "[ei]" "tS"
"s" "[aeiou]" "[aeiou]" "z"

"i" "[aeou]" "" "j"
"i" "" "[aeou]" "j"
"y" "[aeou]" "" "j" // foreign
"y" "" "[aeou]" "j" // foreign

"qu" "" "" "k"    
"uo" "" "" "(vo|o)"
"u" "" "[aei]" "v" 

"�" "" "" "e" 
"�" "" "" "e" 
"�" "" "" "o"  
"�" "" "" "o" 

// LATIN ALPHABET    
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "k"
"d" "" "" "d"
"e" "" "" "e"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "h"
"i" "" "" "i"
"j" "" "" "(Z|dZ|j)" // foreign
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"q" "" "" "k"    
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"w" "" "" "v"    // foreign
"x" "" "" "ks"    // foreign
"y" "" "" "i"    // foreign
"z" "" "" "(ts|dz)"










org/apache/commons/codec/language/bm/sep_rules_portuguese.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

"kh" "" "" "x" // foreign
"ch" "" "" "S"
"ss" "" "" "s"
"sc" "" "[ei]" "s"
"sç" "" "[aou]" "s"
"ç" "" "" "s"
"c" "" "[ei]" "s"
//  "c" "" "[aou]" "(k|C)"

"s" "^" "" "s"
"s" "[aáuiíoóeéêy]" "[aáuiíoóeéêy]" "z"
"s" "" "[dglmnrv]" "(Z|S)" // Z is Brazil

"z" "" "$" "(Z|s|S)" // s and S in Brazil
"z" "" "[bdgv]" "(Z|z)" // Z in Brazil
"z" "" "[ptckf]" "(s|S|z)" // s and S in Brazil

"gu" "" "[eiu]" "g"    
"gu" "" "[ao]" "gv"    
"g" "" "[ei]" "Z"
"qu" "" "[eiu]" "k"    
"qu" "" "[ao]" "kv"    

"uo" "" "" "(vo|o|u)"
"u" "" "[aei]" "v" 

"lh" "" "" "l"
"nh" "" "" "nj"
"h" "[bdgt]" "" "" // translit. from Arabic

"ex" "" "[aáuiíoóeéêy]" "(ez|eS|eks)" // ez in Brazil
"ex" "" "[cs]" "e" 

"y" "[aáuiíoóeéê]" "" "j"
"y" "" "[aeiíou]" "j"
"m" "" "[bcdfglnprstv]" "(m|n)" // maybe to add a rule for m/n before a consonant that disappears [preceeding vowel becomes nasalized]
"m" "" "$" "(m|n)" // maybe to add a rule for final m/n that disappears [preceeding vowel becomes nasalized]

"ão" "" "" "(au|an|on)"
"ãe" "" "" "(aj|an)"
"ãi" "" "" "(aj|an)"
"õe" "" "" "(oj|on)"
"i" "[aáuoóeéê]" "" "j"
"i" "" "[aeou]" "j"

"â" "" "" "a"
"à" "" "" "a"
"á" "" "" "a"
"ã" "" "" "(a|an|on)"
"é" "" "" "e"
"ê" "" "" "e"
"í" "" "" "i"
"ô" "" "" "o"
"ó" "" "" "o"
"õ" "" "" "(o|on)"
"ú" "" "" "u"
"ü" "" "" "u"

"aue" "" "" "aue"

// LATIN ALPHABET
"a" "" "" "a"
"b" "" "" "b"
"c" "" "" "k"
"d" "" "" "d"
"e" "" "" "(e|i)"
"f" "" "" "f"
"g" "" "" "g"
"h" "" "" "h"
"i" "" "" "i"
"j" "" "" "Z" 
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "(o|u)"
"p" "" "" "p"
"q" "" "" "k"    
"r" "" "" "r"
"s" "" "" "S"
"t" "" "" "t"
"u" "" "" "u"
"v" "" "" "v"
"w" "" "" "v"    
"x" "" "" "(S|ks)"   
"y" "" "" "i"   
"z" "" "" "z"










org/apache/commons/codec/language/bm/sep_rules_spanish.txt


/*
 * Licensed to the Apache Software Foundation (ASF) under one or more
 * contributor license agreements.  See the NOTICE file distributed with
 * this work for additional information regarding copyright ownership.
 * The ASF licenses this file to You under the Apache License, Version 2.0
 * (the "License"); you may not use this file except in compliance with
 * the License.  You may obtain a copy of the License at
 *
 *      http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

//Sephardic

// Includes both Spanish (Castillian) & Catalan

// CONSONANTS
"ñ" "" "" "(n|nj)"
"ny" "" "" "nj" // Catalan
"ç" "" "" "s" // Catalan

"ig" "[aeiou]" "" "(tS|ig)" // tS is Catalan
"ix" "[aeiou]" "" "S" // Catalan
"tx" "" "" "tS" // Catalan
"tj" "" "$" "tS" // Catalan
"tj" "" "" "dZ" // Catalan
"tg" "" "" "(tg|dZ)" // dZ is Catalan
"ch" "" "" "(tS|dZ)" // dZ is typical for Argentina
"bh" "" "" "b" // translit. from Arabic
"h" "[dgt]" "" "" // translit. from Arabic

"j" "" "" "(x|Z)" // Z is Catalan
"x" "" "" "(ks|gz|S)" // ks is Spanish, all are Catalan

//"ll" "" "" "(l|Z)" // Z is typical for Argentina, only Ashkenazic
"w" "" "" "v" // foreign words

"v" "^" "" "(B|v)"
"b" "^" "" "(b|V)"
"v" "" "" "(b|v)"
"b" "" "" "(b|v)"
"m" "" "[bpvf]" "(m|n)"

"c" "" "[ei]" "s" 
//  "c" "" "[aou]" "(k|C)"
"c" "" "" "k"

"z" "" "" "(z|s)" // as "c" befoire "e" or "i", in Spain it is like unvoiced English "th"

"gu" "" "[ei]" "(g|gv)" // "gv" because "u" can actually be "ü"
"g" "" "[ei]" "(x|g|dZ)"  // "g" only for foreign words; dZ is Catalan

"qu" "" "" "k"
"q" "" "" "k"

"uo" "" "" "(vo|o)"    
"u" "" "[aei]" "v"

//  "y" "" "" "(i|j|S|Z)" // S or Z are peculiar to South America; only Ashkenazic
"y" "" "" "(i|j)"

// VOWELS
"ü" "" "" "v"
"á" "" "" "a"
"é" "" "" "e"
"í" "" "" "i"
"ó" "" "" "o"
"ú" "" "" "u"
"à" "" "" "a"  // Catalan
"è" "" "" "e" // Catalan
"ò" "" "" "o"  // Catalan

// TRIVIAL      
"a" "" "" "a"
"d" "" "" "d"
"e" "" "" "e"
"f" "" "" "f"
"g" "" "" "g" 
"h" "" "" "h"
"i" "" "" "i"
"k" "" "" "k"
"l" "" "" "l"
"m" "" "" "m"
"n" "" "" "n"
"o" "" "" "o"
"p" "" "" "p"
"r" "" "" "r"
"s" "" "" "s"
"t" "" "" "t"
"u" "" "" "u"










org/apache/commons/codec/net/BCodec.class


package org.apache.commons.codec.net;
public synchronized class BCodec extends RFC1522Codec implements org.apache.commons.codec.StringEncoder, org.apache.commons.codec.StringDecoder {
    private final java.nio.charset.Charset charset;
    public void BCodec();
    public void BCodec(java.nio.charset.Charset);
    public void BCodec(String);
    protected String getEncoding();
    protected byte[] doEncoding(byte[]);
    protected byte[] doDecoding(byte[]);
    public String encode(String, java.nio.charset.Charset) throws org.apache.commons.codec.EncoderException;
    public String encode(String, String) throws org.apache.commons.codec.EncoderException;
    public String encode(String) throws org.apache.commons.codec.EncoderException;
    public String decode(String) throws org.apache.commons.codec.DecoderException;
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public Object decode(Object) throws org.apache.commons.codec.DecoderException;
    public java.nio.charset.Charset getCharset();
    public String getDefaultCharset();
}










org/apache/commons/codec/net/QCodec.class


package org.apache.commons.codec.net;
public synchronized class QCodec extends RFC1522Codec implements org.apache.commons.codec.StringEncoder, org.apache.commons.codec.StringDecoder {
    private final java.nio.charset.Charset charset;
    private static final java.util.BitSet PRINTABLE_CHARS;
    private static final byte BLANK = 32;
    private static final byte UNDERSCORE = 95;
    private boolean encodeBlanks;
    public void QCodec();
    public void QCodec(java.nio.charset.Charset);
    public void QCodec(String);
    protected String getEncoding();
    protected byte[] doEncoding(byte[]);
    protected byte[] doDecoding(byte[]) throws org.apache.commons.codec.DecoderException;
    public String encode(String, java.nio.charset.Charset) throws org.apache.commons.codec.EncoderException;
    public String encode(String, String) throws org.apache.commons.codec.EncoderException;
    public String encode(String) throws org.apache.commons.codec.EncoderException;
    public String decode(String) throws org.apache.commons.codec.DecoderException;
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public Object decode(Object) throws org.apache.commons.codec.DecoderException;
    public java.nio.charset.Charset getCharset();
    public String getDefaultCharset();
    public boolean isEncodeBlanks();
    public void setEncodeBlanks(boolean);
    static void <clinit>();
}










org/apache/commons/codec/net/QuotedPrintableCodec.class


package org.apache.commons.codec.net;
public synchronized class QuotedPrintableCodec implements org.apache.commons.codec.BinaryEncoder, org.apache.commons.codec.BinaryDecoder, org.apache.commons.codec.StringEncoder, org.apache.commons.codec.StringDecoder {
    private final java.nio.charset.Charset charset;
    private static final java.util.BitSet PRINTABLE_CHARS;
    private static final byte ESCAPE_CHAR = 61;
    private static final byte TAB = 9;
    private static final byte SPACE = 32;
    public void QuotedPrintableCodec();
    public void QuotedPrintableCodec(java.nio.charset.Charset);
    public void QuotedPrintableCodec(String) throws java.nio.charset.IllegalCharsetNameException, IllegalArgumentException, java.nio.charset.UnsupportedCharsetException;
    private static final void encodeQuotedPrintable(int, java.io.ByteArrayOutputStream);
    public static final byte[] encodeQuotedPrintable(java.util.BitSet, byte[]);
    public static final byte[] decodeQuotedPrintable(byte[]) throws org.apache.commons.codec.DecoderException;
    public byte[] encode(byte[]);
    public byte[] decode(byte[]) throws org.apache.commons.codec.DecoderException;
    public String encode(String) throws org.apache.commons.codec.EncoderException;
    public String decode(String, java.nio.charset.Charset) throws org.apache.commons.codec.DecoderException;
    public String decode(String, String) throws org.apache.commons.codec.DecoderException, java.io.UnsupportedEncodingException;
    public String decode(String) throws org.apache.commons.codec.DecoderException;
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public Object decode(Object) throws org.apache.commons.codec.DecoderException;
    public java.nio.charset.Charset getCharset();
    public String getDefaultCharset();
    public String encode(String, java.nio.charset.Charset);
    public String encode(String, String) throws java.io.UnsupportedEncodingException;
    static void <clinit>();
}










org/apache/commons/codec/net/RFC1522Codec.class


package org.apache.commons.codec.net;
abstract synchronized class RFC1522Codec {
    protected static final char SEP = 63;
    protected static final String POSTFIX = ?=;
    protected static final String PREFIX = =?;
    void RFC1522Codec();
    protected String encodeText(String, java.nio.charset.Charset) throws org.apache.commons.codec.EncoderException;
    protected String encodeText(String, String) throws org.apache.commons.codec.EncoderException, java.io.UnsupportedEncodingException;
    protected String decodeText(String) throws org.apache.commons.codec.DecoderException, java.io.UnsupportedEncodingException;
    protected abstract String getEncoding();
    protected abstract byte[] doEncoding(byte[]) throws org.apache.commons.codec.EncoderException;
    protected abstract byte[] doDecoding(byte[]) throws org.apache.commons.codec.DecoderException;
}










org/apache/commons/codec/net/URLCodec.class


package org.apache.commons.codec.net;
public synchronized class URLCodec implements org.apache.commons.codec.BinaryEncoder, org.apache.commons.codec.BinaryDecoder, org.apache.commons.codec.StringEncoder, org.apache.commons.codec.StringDecoder {
    static final int RADIX = 16;
    protected String charset;
    protected static final byte ESCAPE_CHAR = 37;
    protected static final java.util.BitSet WWW_FORM_URL;
    public void URLCodec();
    public void URLCodec(String);
    public static final byte[] encodeUrl(java.util.BitSet, byte[]);
    public static final byte[] decodeUrl(byte[]) throws org.apache.commons.codec.DecoderException;
    public byte[] encode(byte[]);
    public byte[] decode(byte[]) throws org.apache.commons.codec.DecoderException;
    public String encode(String, String) throws java.io.UnsupportedEncodingException;
    public String encode(String) throws org.apache.commons.codec.EncoderException;
    public String decode(String, String) throws org.apache.commons.codec.DecoderException, java.io.UnsupportedEncodingException;
    public String decode(String) throws org.apache.commons.codec.DecoderException;
    public Object encode(Object) throws org.apache.commons.codec.EncoderException;
    public Object decode(Object) throws org.apache.commons.codec.DecoderException;
    public String getDefaultCharset();
    public String getEncoding();
    static void <clinit>();
}










org/apache/commons/codec/net/Utils.class


package org.apache.commons.codec.net;
synchronized class Utils {
    void Utils();
    static int digit16(byte) throws org.apache.commons.codec.DecoderException;
}










org/bouncycastle/LICENSE.class


package org.bouncycastle;
public synchronized class LICENSE {
    public static String licenseText;
    public void LICENSE();
    public static void main(String[]);
    static void <clinit>();
}










org/bouncycastle/asn1/ASN1ApplicationSpecific.class


package org.bouncycastle.asn1;
public abstract synchronized class ASN1ApplicationSpecific extends ASN1Primitive {
    protected final boolean isConstructed;
    protected final int tag;
    protected final byte[] octets;
    void ASN1ApplicationSpecific(boolean, int, byte[]);
    public static ASN1ApplicationSpecific getInstance(Object);
    protected static int getLengthOfHeader(byte[]);
    public boolean isConstructed();
    public byte[] getContents();
    public int getApplicationTag();
    public ASN1Primitive getObject() throws java.io.IOException;
    public ASN1Primitive getObject(int) throws java.io.IOException;
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
    boolean asn1Equals(ASN1Primitive);
    public int hashCode();
    private byte[] replaceTagNumber(int, byte[]) throws java.io.IOException;
}










org/bouncycastle/asn1/ASN1ApplicationSpecificParser.class


package org.bouncycastle.asn1;
public abstract interface ASN1ApplicationSpecificParser extends ASN1Encodable, InMemoryRepresentable {
    public abstract ASN1Encodable readObject() throws java.io.IOException;
}










org/bouncycastle/asn1/ASN1BitString.class


package org.bouncycastle.asn1;
public abstract synchronized class ASN1BitString extends ASN1Primitive implements ASN1String {
    private static final char[] table;
    protected final byte[] data;
    protected final int padBits;
    protected static int getPadBits(int);
    protected static byte[] getBytes(int);
    public void ASN1BitString(byte[], int);
    public String getString();
    public int intValue();
    public byte[] getOctets();
    public byte[] getBytes();
    public int getPadBits();
    public String toString();
    public int hashCode();
    protected boolean asn1Equals(ASN1Primitive);
    protected static byte[] derForm(byte[], int);
    static ASN1BitString fromInputStream(int, java.io.InputStream) throws java.io.IOException;
    public ASN1Primitive getLoadedObject();
    ASN1Primitive toDERObject();
    ASN1Primitive toDLObject();
    abstract void encode(ASN1OutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/asn1/ASN1Boolean.class


package org.bouncycastle.asn1;
public synchronized class ASN1Boolean extends ASN1Primitive {
    private static final byte[] TRUE_VALUE;
    private static final byte[] FALSE_VALUE;
    private final byte[] value;
    public static final ASN1Boolean FALSE;
    public static final ASN1Boolean TRUE;
    public static ASN1Boolean getInstance(Object);
    public static ASN1Boolean getInstance(boolean);
    public static ASN1Boolean getInstance(int);
    public static ASN1Boolean getInstance(ASN1TaggedObject, boolean);
    void ASN1Boolean(byte[]);
    public void ASN1Boolean(boolean);
    public boolean isTrue();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    protected boolean asn1Equals(ASN1Primitive);
    public int hashCode();
    public String toString();
    static ASN1Boolean fromOctetString(byte[]);
    static void <clinit>();
}










org/bouncycastle/asn1/ASN1Choice.class


package org.bouncycastle.asn1;
public abstract interface ASN1Choice {
}










org/bouncycastle/asn1/ASN1Encodable.class


package org.bouncycastle.asn1;
public abstract interface ASN1Encodable {
    public abstract ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ASN1EncodableVector.class


package org.bouncycastle.asn1;
public synchronized class ASN1EncodableVector {
    private final java.util.Vector v;
    public void ASN1EncodableVector();
    public void add(ASN1Encodable);
    public void addAll(ASN1EncodableVector);
    public ASN1Encodable get(int);
    public int size();
}










org/bouncycastle/asn1/ASN1Encoding.class


package org.bouncycastle.asn1;
public abstract interface ASN1Encoding {
    public static final String DER = DER;
    public static final String DL = DL;
    public static final String BER = BER;
}










org/bouncycastle/asn1/ASN1Enumerated.class


package org.bouncycastle.asn1;
public synchronized class ASN1Enumerated extends ASN1Primitive {
    private final byte[] bytes;
    private static ASN1Enumerated[] cache;
    public static ASN1Enumerated getInstance(Object);
    public static ASN1Enumerated getInstance(ASN1TaggedObject, boolean);
    public void ASN1Enumerated(int);
    public void ASN1Enumerated(java.math.BigInteger);
    public void ASN1Enumerated(byte[]);
    public java.math.BigInteger getValue();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    boolean asn1Equals(ASN1Primitive);
    public int hashCode();
    static ASN1Enumerated fromOctetString(byte[]);
    static void <clinit>();
}










org/bouncycastle/asn1/ASN1Exception.class


package org.bouncycastle.asn1;
public synchronized class ASN1Exception extends java.io.IOException {
    private Throwable cause;
    void ASN1Exception(String);
    void ASN1Exception(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/asn1/ASN1GeneralizedTime.class


package org.bouncycastle.asn1;
public synchronized class ASN1GeneralizedTime extends ASN1Primitive {
    protected byte[] time;
    public static ASN1GeneralizedTime getInstance(Object);
    public static ASN1GeneralizedTime getInstance(ASN1TaggedObject, boolean);
    public void ASN1GeneralizedTime(String);
    public void ASN1GeneralizedTime(java.util.Date);
    public void ASN1GeneralizedTime(java.util.Date, java.util.Locale);
    void ASN1GeneralizedTime(byte[]);
    public String getTimeString();
    public String getTime();
    private String calculateGMTOffset();
    private String convert(int);
    public java.util.Date getDate() throws java.text.ParseException;
    protected boolean hasFractionalSeconds();
    protected boolean hasSeconds();
    protected boolean hasMinutes();
    private boolean isDigit(int);
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    ASN1Primitive toDERObject();
    boolean asn1Equals(ASN1Primitive);
    public int hashCode();
}










org/bouncycastle/asn1/ASN1Generator.class


package org.bouncycastle.asn1;
public abstract synchronized class ASN1Generator {
    protected java.io.OutputStream _out;
    public void ASN1Generator(java.io.OutputStream);
    public abstract java.io.OutputStream getRawOutputStream();
}










org/bouncycastle/asn1/ASN1InputStream.class


package org.bouncycastle.asn1;
public synchronized class ASN1InputStream extends java.io.FilterInputStream implements BERTags {
    private final int limit;
    private final boolean lazyEvaluate;
    private final byte[][] tmpBuffers;
    public void ASN1InputStream(java.io.InputStream);
    public void ASN1InputStream(byte[]);
    public void ASN1InputStream(byte[], boolean);
    public void ASN1InputStream(java.io.InputStream, int);
    public void ASN1InputStream(java.io.InputStream, boolean);
    public void ASN1InputStream(java.io.InputStream, int, boolean);
    int getLimit();
    protected int readLength() throws java.io.IOException;
    protected void readFully(byte[]) throws java.io.IOException;
    protected ASN1Primitive buildObject(int, int, int) throws java.io.IOException;
    ASN1EncodableVector buildEncodableVector() throws java.io.IOException;
    ASN1EncodableVector buildDEREncodableVector(DefiniteLengthInputStream) throws java.io.IOException;
    public ASN1Primitive readObject() throws java.io.IOException;
    static int readTagNumber(java.io.InputStream, int) throws java.io.IOException;
    static int readLength(java.io.InputStream, int) throws java.io.IOException;
    private static byte[] getBuffer(DefiniteLengthInputStream, byte[][]) throws java.io.IOException;
    private static char[] getBMPCharBuffer(DefiniteLengthInputStream) throws java.io.IOException;
    static ASN1Primitive createPrimitiveDERObject(int, DefiniteLengthInputStream, byte[][]) throws java.io.IOException;
}










org/bouncycastle/asn1/ASN1Integer.class


package org.bouncycastle.asn1;
public synchronized class ASN1Integer extends ASN1Primitive {
    private final byte[] bytes;
    public static ASN1Integer getInstance(Object);
    public static ASN1Integer getInstance(ASN1TaggedObject, boolean);
    public void ASN1Integer(long);
    public void ASN1Integer(java.math.BigInteger);
    public void ASN1Integer(byte[]);
    void ASN1Integer(byte[], boolean);
    static boolean isMalformed(byte[]);
    public java.math.BigInteger getValue();
    public java.math.BigInteger getPositiveValue();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    public int hashCode();
    boolean asn1Equals(ASN1Primitive);
    public String toString();
}










org/bouncycastle/asn1/ASN1Null.class


package org.bouncycastle.asn1;
public abstract synchronized class ASN1Null extends ASN1Primitive {
    public void ASN1Null();
    public static ASN1Null getInstance(Object);
    public int hashCode();
    boolean asn1Equals(ASN1Primitive);
    abstract void encode(ASN1OutputStream) throws java.io.IOException;
    public String toString();
}










org/bouncycastle/asn1/ASN1Object.class


package org.bouncycastle.asn1;
public abstract synchronized class ASN1Object implements ASN1Encodable, org.bouncycastle.util.Encodable {
    public void ASN1Object();
    public byte[] getEncoded() throws java.io.IOException;
    public byte[] getEncoded(String) throws java.io.IOException;
    public int hashCode();
    public boolean equals(Object);
    public ASN1Primitive toASN1Object();
    protected static boolean hasEncodedTagValue(Object, int);
    public abstract ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ASN1ObjectIdentifier$OidHandle.class


package org.bouncycastle.asn1;
synchronized class ASN1ObjectIdentifier$OidHandle {
    private final int key;
    private final byte[] enc;
    void ASN1ObjectIdentifier$OidHandle(byte[]);
    public int hashCode();
    public boolean equals(Object);
}










org/bouncycastle/asn1/ASN1ObjectIdentifier.class


package org.bouncycastle.asn1;
public synchronized class ASN1ObjectIdentifier extends ASN1Primitive {
    private final String identifier;
    private byte[] body;
    private static final long LONG_LIMIT = 72057594037927808;
    private static final java.util.concurrent.ConcurrentMap pool;
    public static ASN1ObjectIdentifier getInstance(Object);
    public static ASN1ObjectIdentifier getInstance(ASN1TaggedObject, boolean);
    void ASN1ObjectIdentifier(byte[]);
    public void ASN1ObjectIdentifier(String);
    void ASN1ObjectIdentifier(ASN1ObjectIdentifier, String);
    public String getId();
    public ASN1ObjectIdentifier branch(String);
    public boolean on(ASN1ObjectIdentifier);
    private void writeField(java.io.ByteArrayOutputStream, long);
    private void writeField(java.io.ByteArrayOutputStream, java.math.BigInteger);
    private void doOutput(java.io.ByteArrayOutputStream);
    private synchronized byte[] getBody();
    boolean isConstructed();
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
    public int hashCode();
    boolean asn1Equals(ASN1Primitive);
    public String toString();
    private static boolean isValidBranchID(String, int);
    private static boolean isValidIdentifier(String);
    public ASN1ObjectIdentifier intern();
    static ASN1ObjectIdentifier fromOctetString(byte[]);
    static void <clinit>();
}










org/bouncycastle/asn1/ASN1OctetString.class


package org.bouncycastle.asn1;
public abstract synchronized class ASN1OctetString extends ASN1Primitive implements ASN1OctetStringParser {
    byte[] string;
    public static ASN1OctetString getInstance(ASN1TaggedObject, boolean);
    public static ASN1OctetString getInstance(Object);
    public void ASN1OctetString(byte[]);
    public java.io.InputStream getOctetStream();
    public ASN1OctetStringParser parser();
    public byte[] getOctets();
    public int hashCode();
    boolean asn1Equals(ASN1Primitive);
    public ASN1Primitive getLoadedObject();
    ASN1Primitive toDERObject();
    ASN1Primitive toDLObject();
    abstract void encode(ASN1OutputStream) throws java.io.IOException;
    public String toString();
}










org/bouncycastle/asn1/ASN1OctetStringParser.class


package org.bouncycastle.asn1;
public abstract interface ASN1OctetStringParser extends ASN1Encodable, InMemoryRepresentable {
    public abstract java.io.InputStream getOctetStream();
}










org/bouncycastle/asn1/ASN1OutputStream$ImplicitOutputStream.class


package org.bouncycastle.asn1;
synchronized class ASN1OutputStream$ImplicitOutputStream extends ASN1OutputStream {
    private boolean first;
    public void ASN1OutputStream$ImplicitOutputStream(ASN1OutputStream, java.io.OutputStream);
    public void write(int) throws java.io.IOException;
}










org/bouncycastle/asn1/ASN1OutputStream.class


package org.bouncycastle.asn1;
public synchronized class ASN1OutputStream {
    private java.io.OutputStream os;
    public void ASN1OutputStream(java.io.OutputStream);
    void writeLength(int) throws java.io.IOException;
    void write(int) throws java.io.IOException;
    void write(byte[]) throws java.io.IOException;
    void write(byte[], int, int) throws java.io.IOException;
    void writeEncoded(int, byte[]) throws java.io.IOException;
    void writeTag(int, int) throws java.io.IOException;
    void writeEncoded(int, int, byte[]) throws java.io.IOException;
    protected void writeNull() throws java.io.IOException;
    public void writeObject(ASN1Encodable) throws java.io.IOException;
    void writeImplicitObject(ASN1Primitive) throws java.io.IOException;
    public void close() throws java.io.IOException;
    public void flush() throws java.io.IOException;
    ASN1OutputStream getDERSubStream();
    ASN1OutputStream getDLSubStream();
}










org/bouncycastle/asn1/ASN1ParsingException.class


package org.bouncycastle.asn1;
public synchronized class ASN1ParsingException extends IllegalStateException {
    private Throwable cause;
    public void ASN1ParsingException(String);
    public void ASN1ParsingException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/asn1/ASN1Primitive.class


package org.bouncycastle.asn1;
public abstract synchronized class ASN1Primitive extends ASN1Object {
    void ASN1Primitive();
    public static ASN1Primitive fromByteArray(byte[]) throws java.io.IOException;
    public final boolean equals(Object);
    public ASN1Primitive toASN1Primitive();
    ASN1Primitive toDERObject();
    ASN1Primitive toDLObject();
    public abstract int hashCode();
    abstract boolean isConstructed();
    abstract int encodedLength() throws java.io.IOException;
    abstract void encode(ASN1OutputStream) throws java.io.IOException;
    abstract boolean asn1Equals(ASN1Primitive);
}










org/bouncycastle/asn1/ASN1Sequence$1.class


package org.bouncycastle.asn1;
synchronized class ASN1Sequence$1 implements ASN1SequenceParser {
    private final int max;
    private int index;
    void ASN1Sequence$1(ASN1Sequence, ASN1Sequence);
    public ASN1Encodable readObject() throws java.io.IOException;
    public ASN1Primitive getLoadedObject();
    public ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ASN1Sequence.class


package org.bouncycastle.asn1;
public abstract synchronized class ASN1Sequence extends ASN1Primitive implements org.bouncycastle.util.Iterable {
    protected java.util.Vector seq;
    public static ASN1Sequence getInstance(Object);
    public static ASN1Sequence getInstance(ASN1TaggedObject, boolean);
    protected void ASN1Sequence();
    protected void ASN1Sequence(ASN1Encodable);
    protected void ASN1Sequence(ASN1EncodableVector);
    protected void ASN1Sequence(ASN1Encodable[]);
    public ASN1Encodable[] toArray();
    public java.util.Enumeration getObjects();
    public ASN1SequenceParser parser();
    public ASN1Encodable getObjectAt(int);
    public int size();
    public int hashCode();
    boolean asn1Equals(ASN1Primitive);
    private ASN1Encodable getNext(java.util.Enumeration);
    ASN1Primitive toDERObject();
    ASN1Primitive toDLObject();
    boolean isConstructed();
    abstract void encode(ASN1OutputStream) throws java.io.IOException;
    public String toString();
    public java.util.Iterator iterator();
}










org/bouncycastle/asn1/ASN1SequenceParser.class


package org.bouncycastle.asn1;
public abstract interface ASN1SequenceParser extends ASN1Encodable, InMemoryRepresentable {
    public abstract ASN1Encodable readObject() throws java.io.IOException;
}










org/bouncycastle/asn1/ASN1Set$1.class


package org.bouncycastle.asn1;
synchronized class ASN1Set$1 implements ASN1SetParser {
    private final int max;
    private int index;
    void ASN1Set$1(ASN1Set, ASN1Set);
    public ASN1Encodable readObject() throws java.io.IOException;
    public ASN1Primitive getLoadedObject();
    public ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ASN1Set.class


package org.bouncycastle.asn1;
public abstract synchronized class ASN1Set extends ASN1Primitive implements org.bouncycastle.util.Iterable {
    private java.util.Vector set;
    private boolean isSorted;
    public static ASN1Set getInstance(Object);
    public static ASN1Set getInstance(ASN1TaggedObject, boolean);
    protected void ASN1Set();
    protected void ASN1Set(ASN1Encodable);
    protected void ASN1Set(ASN1EncodableVector, boolean);
    protected void ASN1Set(ASN1Encodable[], boolean);
    public java.util.Enumeration getObjects();
    public ASN1Encodable getObjectAt(int);
    public int size();
    public ASN1Encodable[] toArray();
    public ASN1SetParser parser();
    public int hashCode();
    ASN1Primitive toDERObject();
    ASN1Primitive toDLObject();
    boolean asn1Equals(ASN1Primitive);
    private ASN1Encodable getNext(java.util.Enumeration);
    private boolean lessThanOrEqual(byte[], byte[]);
    private byte[] getDEREncoded(ASN1Encodable);
    protected void sort();
    boolean isConstructed();
    abstract void encode(ASN1OutputStream) throws java.io.IOException;
    public String toString();
    public java.util.Iterator iterator();
}










org/bouncycastle/asn1/ASN1SetParser.class


package org.bouncycastle.asn1;
public abstract interface ASN1SetParser extends ASN1Encodable, InMemoryRepresentable {
    public abstract ASN1Encodable readObject() throws java.io.IOException;
}










org/bouncycastle/asn1/ASN1StreamParser.class


package org.bouncycastle.asn1;
public synchronized class ASN1StreamParser {
    private final java.io.InputStream _in;
    private final int _limit;
    private final byte[][] tmpBuffers;
    public void ASN1StreamParser(java.io.InputStream);
    public void ASN1StreamParser(java.io.InputStream, int);
    public void ASN1StreamParser(byte[]);
    ASN1Encodable readIndef(int) throws java.io.IOException;
    ASN1Encodable readImplicit(boolean, int) throws java.io.IOException;
    ASN1Primitive readTaggedObject(boolean, int) throws java.io.IOException;
    public ASN1Encodable readObject() throws java.io.IOException;
    private void set00Check(boolean);
    ASN1EncodableVector readVector() throws java.io.IOException;
}










org/bouncycastle/asn1/ASN1String.class


package org.bouncycastle.asn1;
public abstract interface ASN1String {
    public abstract String getString();
}










org/bouncycastle/asn1/ASN1TaggedObject.class


package org.bouncycastle.asn1;
public abstract synchronized class ASN1TaggedObject extends ASN1Primitive implements ASN1TaggedObjectParser {
    int tagNo;
    boolean empty;
    boolean explicit;
    ASN1Encodable obj;
    public static ASN1TaggedObject getInstance(ASN1TaggedObject, boolean);
    public static ASN1TaggedObject getInstance(Object);
    public void ASN1TaggedObject(boolean, int, ASN1Encodable);
    boolean asn1Equals(ASN1Primitive);
    public int hashCode();
    public int getTagNo();
    public boolean isExplicit();
    public boolean isEmpty();
    public ASN1Primitive getObject();
    public ASN1Encodable getObjectParser(int, boolean) throws java.io.IOException;
    public ASN1Primitive getLoadedObject();
    ASN1Primitive toDERObject();
    ASN1Primitive toDLObject();
    abstract void encode(ASN1OutputStream) throws java.io.IOException;
    public String toString();
}










org/bouncycastle/asn1/ASN1TaggedObjectParser.class


package org.bouncycastle.asn1;
public abstract interface ASN1TaggedObjectParser extends ASN1Encodable, InMemoryRepresentable {
    public abstract int getTagNo();
    public abstract ASN1Encodable getObjectParser(int, boolean) throws java.io.IOException;
}










org/bouncycastle/asn1/ASN1UTCTime.class


package org.bouncycastle.asn1;
public synchronized class ASN1UTCTime extends ASN1Primitive {
    private byte[] time;
    public static ASN1UTCTime getInstance(Object);
    public static ASN1UTCTime getInstance(ASN1TaggedObject, boolean);
    public void ASN1UTCTime(String);
    public void ASN1UTCTime(java.util.Date);
    public void ASN1UTCTime(java.util.Date, java.util.Locale);
    void ASN1UTCTime(byte[]);
    public java.util.Date getDate() throws java.text.ParseException;
    public java.util.Date getAdjustedDate() throws java.text.ParseException;
    public String getTime();
    public String getAdjustedTime();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    boolean asn1Equals(ASN1Primitive);
    public int hashCode();
    public String toString();
}










org/bouncycastle/asn1/BERApplicationSpecific.class


package org.bouncycastle.asn1;
public synchronized class BERApplicationSpecific extends ASN1ApplicationSpecific {
    void BERApplicationSpecific(boolean, int, byte[]);
    public void BERApplicationSpecific(int, ASN1Encodable) throws java.io.IOException;
    public void BERApplicationSpecific(boolean, int, ASN1Encodable) throws java.io.IOException;
    private static byte[] getEncoding(boolean, ASN1Encodable) throws java.io.IOException;
    public void BERApplicationSpecific(int, ASN1EncodableVector);
    private static byte[] getEncodedVector(ASN1EncodableVector);
    void encode(ASN1OutputStream) throws java.io.IOException;
}










org/bouncycastle/asn1/BERApplicationSpecificParser.class


package org.bouncycastle.asn1;
public synchronized class BERApplicationSpecificParser implements ASN1ApplicationSpecificParser {
    private final int tag;
    private final ASN1StreamParser parser;
    void BERApplicationSpecificParser(int, ASN1StreamParser);
    public ASN1Encodable readObject() throws java.io.IOException;
    public ASN1Primitive getLoadedObject() throws java.io.IOException;
    public ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/BERConstructedOctetString.class


package org.bouncycastle.asn1;
public synchronized class BERConstructedOctetString extends BEROctetString {
    private static final int MAX_LENGTH = 1000;
    private java.util.Vector octs;
    private static byte[] toBytes(java.util.Vector);
    public void BERConstructedOctetString(byte[]);
    public void BERConstructedOctetString(java.util.Vector);
    public void BERConstructedOctetString(ASN1Primitive);
    private static byte[] toByteArray(ASN1Primitive);
    public void BERConstructedOctetString(ASN1Encodable);
    public byte[] getOctets();
    public java.util.Enumeration getObjects();
    private java.util.Vector generateOcts();
    public static BEROctetString fromSequence(ASN1Sequence);
}










org/bouncycastle/asn1/BERFactory.class


package org.bouncycastle.asn1;
synchronized class BERFactory {
    static final BERSequence EMPTY_SEQUENCE;
    static final BERSet EMPTY_SET;
    void BERFactory();
    static BERSequence createSequence(ASN1EncodableVector);
    static BERSet createSet(ASN1EncodableVector);
    static void <clinit>();
}










org/bouncycastle/asn1/BERGenerator.class


package org.bouncycastle.asn1;
public synchronized class BERGenerator extends ASN1Generator {
    private boolean _tagged;
    private boolean _isExplicit;
    private int _tagNo;
    protected void BERGenerator(java.io.OutputStream);
    protected void BERGenerator(java.io.OutputStream, int, boolean);
    public java.io.OutputStream getRawOutputStream();
    private void writeHdr(int) throws java.io.IOException;
    protected void writeBERHeader(int) throws java.io.IOException;
    protected void writeBEREnd() throws java.io.IOException;
}










org/bouncycastle/asn1/BEROctetString$1.class


package org.bouncycastle.asn1;
synchronized class BEROctetString$1 implements java.util.Enumeration {
    int counter;
    void BEROctetString$1(BEROctetString);
    public boolean hasMoreElements();
    public Object nextElement();
}










org/bouncycastle/asn1/BEROctetString.class


package org.bouncycastle.asn1;
public synchronized class BEROctetString extends ASN1OctetString {
    private static final int DEFAULT_LENGTH = 1000;
    private final int chunkSize;
    private final ASN1OctetString[] octs;
    private static byte[] toBytes(ASN1OctetString[]);
    public void BEROctetString(byte[]);
    public void BEROctetString(ASN1OctetString[]);
    public void BEROctetString(byte[], int);
    public void BEROctetString(ASN1OctetString[], int);
    private void BEROctetString(byte[], ASN1OctetString[], int);
    public byte[] getOctets();
    public java.util.Enumeration getObjects();
    private java.util.Vector generateOcts();
    boolean isConstructed();
    int encodedLength() throws java.io.IOException;
    public void encode(ASN1OutputStream) throws java.io.IOException;
    static BEROctetString fromSequence(ASN1Sequence);
}










org/bouncycastle/asn1/BEROctetStringGenerator$BufferedBEROctetStream.class


package org.bouncycastle.asn1;
synchronized class BEROctetStringGenerator$BufferedBEROctetStream extends java.io.OutputStream {
    private byte[] _buf;
    private int _off;
    private DEROutputStream _derOut;
    void BEROctetStringGenerator$BufferedBEROctetStream(BEROctetStringGenerator, byte[]);
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/asn1/BEROctetStringGenerator.class


package org.bouncycastle.asn1;
public synchronized class BEROctetStringGenerator extends BERGenerator {
    public void BEROctetStringGenerator(java.io.OutputStream) throws java.io.IOException;
    public void BEROctetStringGenerator(java.io.OutputStream, int, boolean) throws java.io.IOException;
    public java.io.OutputStream getOctetOutputStream();
    public java.io.OutputStream getOctetOutputStream(byte[]);
}










org/bouncycastle/asn1/BEROctetStringParser.class


package org.bouncycastle.asn1;
public synchronized class BEROctetStringParser implements ASN1OctetStringParser {
    private ASN1StreamParser _parser;
    void BEROctetStringParser(ASN1StreamParser);
    public java.io.InputStream getOctetStream();
    public ASN1Primitive getLoadedObject() throws java.io.IOException;
    public ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/BEROutputStream.class


package org.bouncycastle.asn1;
public synchronized class BEROutputStream extends DEROutputStream {
    public void BEROutputStream(java.io.OutputStream);
    public void writeObject(Object) throws java.io.IOException;
}










org/bouncycastle/asn1/BERSequence.class


package org.bouncycastle.asn1;
public synchronized class BERSequence extends ASN1Sequence {
    public void BERSequence();
    public void BERSequence(ASN1Encodable);
    public void BERSequence(ASN1EncodableVector);
    public void BERSequence(ASN1Encodable[]);
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
}










org/bouncycastle/asn1/BERSequenceGenerator.class


package org.bouncycastle.asn1;
public synchronized class BERSequenceGenerator extends BERGenerator {
    public void BERSequenceGenerator(java.io.OutputStream) throws java.io.IOException;
    public void BERSequenceGenerator(java.io.OutputStream, int, boolean) throws java.io.IOException;
    public void addObject(ASN1Encodable) throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/asn1/BERSequenceParser.class


package org.bouncycastle.asn1;
public synchronized class BERSequenceParser implements ASN1SequenceParser {
    private ASN1StreamParser _parser;
    void BERSequenceParser(ASN1StreamParser);
    public ASN1Encodable readObject() throws java.io.IOException;
    public ASN1Primitive getLoadedObject() throws java.io.IOException;
    public ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/BERSet.class


package org.bouncycastle.asn1;
public synchronized class BERSet extends ASN1Set {
    public void BERSet();
    public void BERSet(ASN1Encodable);
    public void BERSet(ASN1EncodableVector);
    public void BERSet(ASN1Encodable[]);
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
}










org/bouncycastle/asn1/BERSetParser.class


package org.bouncycastle.asn1;
public synchronized class BERSetParser implements ASN1SetParser {
    private ASN1StreamParser _parser;
    void BERSetParser(ASN1StreamParser);
    public ASN1Encodable readObject() throws java.io.IOException;
    public ASN1Primitive getLoadedObject() throws java.io.IOException;
    public ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/BERTaggedObject.class


package org.bouncycastle.asn1;
public synchronized class BERTaggedObject extends ASN1TaggedObject {
    public void BERTaggedObject(int, ASN1Encodable);
    public void BERTaggedObject(boolean, int, ASN1Encodable);
    public void BERTaggedObject(int);
    boolean isConstructed();
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
}










org/bouncycastle/asn1/BERTaggedObjectParser.class


package org.bouncycastle.asn1;
public synchronized class BERTaggedObjectParser implements ASN1TaggedObjectParser {
    private boolean _constructed;
    private int _tagNumber;
    private ASN1StreamParser _parser;
    void BERTaggedObjectParser(boolean, int, ASN1StreamParser);
    public boolean isConstructed();
    public int getTagNo();
    public ASN1Encodable getObjectParser(int, boolean) throws java.io.IOException;
    public ASN1Primitive getLoadedObject() throws java.io.IOException;
    public ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/BERTags.class


package org.bouncycastle.asn1;
public abstract interface BERTags {
    public static final int BOOLEAN = 1;
    public static final int INTEGER = 2;
    public static final int BIT_STRING = 3;
    public static final int OCTET_STRING = 4;
    public static final int NULL = 5;
    public static final int OBJECT_IDENTIFIER = 6;
    public static final int EXTERNAL = 8;
    public static final int ENUMERATED = 10;
    public static final int SEQUENCE = 16;
    public static final int SEQUENCE_OF = 16;
    public static final int SET = 17;
    public static final int SET_OF = 17;
    public static final int NUMERIC_STRING = 18;
    public static final int PRINTABLE_STRING = 19;
    public static final int T61_STRING = 20;
    public static final int VIDEOTEX_STRING = 21;
    public static final int IA5_STRING = 22;
    public static final int UTC_TIME = 23;
    public static final int GENERALIZED_TIME = 24;
    public static final int GRAPHIC_STRING = 25;
    public static final int VISIBLE_STRING = 26;
    public static final int GENERAL_STRING = 27;
    public static final int UNIVERSAL_STRING = 28;
    public static final int BMP_STRING = 30;
    public static final int UTF8_STRING = 12;
    public static final int CONSTRUCTED = 32;
    public static final int APPLICATION = 64;
    public static final int TAGGED = 128;
}










org/bouncycastle/asn1/ConstructedOctetStream.class


package org.bouncycastle.asn1;
synchronized class ConstructedOctetStream extends java.io.InputStream {
    private final ASN1StreamParser _parser;
    private boolean _first;
    private java.io.InputStream _currentStream;
    void ConstructedOctetStream(ASN1StreamParser);
    public int read(byte[], int, int) throws java.io.IOException;
    public int read() throws java.io.IOException;
}










org/bouncycastle/asn1/DERApplicationSpecific.class


package org.bouncycastle.asn1;
public synchronized class DERApplicationSpecific extends ASN1ApplicationSpecific {
    void DERApplicationSpecific(boolean, int, byte[]);
    public void DERApplicationSpecific(int, byte[]);
    public void DERApplicationSpecific(int, ASN1Encodable) throws java.io.IOException;
    public void DERApplicationSpecific(boolean, int, ASN1Encodable) throws java.io.IOException;
    private static byte[] getEncoding(boolean, ASN1Encodable) throws java.io.IOException;
    public void DERApplicationSpecific(int, ASN1EncodableVector);
    private static byte[] getEncodedVector(ASN1EncodableVector);
    void encode(ASN1OutputStream) throws java.io.IOException;
    public String toString();
}










org/bouncycastle/asn1/DERBMPString.class


package org.bouncycastle.asn1;
public synchronized class DERBMPString extends ASN1Primitive implements ASN1String {
    private final char[] string;
    public static DERBMPString getInstance(Object);
    public static DERBMPString getInstance(ASN1TaggedObject, boolean);
    void DERBMPString(byte[]);
    void DERBMPString(char[]);
    public void DERBMPString(String);
    public String getString();
    public String toString();
    public int hashCode();
    protected boolean asn1Equals(ASN1Primitive);
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
}










org/bouncycastle/asn1/DERBitString.class


package org.bouncycastle.asn1;
public synchronized class DERBitString extends ASN1BitString {
    public static DERBitString getInstance(Object);
    public static DERBitString getInstance(ASN1TaggedObject, boolean);
    protected void DERBitString(byte, int);
    private static byte[] toByteArray(byte);
    public void DERBitString(byte[], int);
    public void DERBitString(byte[]);
    public void DERBitString(int);
    public void DERBitString(ASN1Encodable) throws java.io.IOException;
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    static DERBitString fromOctetString(byte[]);
}










org/bouncycastle/asn1/DERBoolean.class


package org.bouncycastle.asn1;
public synchronized class DERBoolean extends ASN1Boolean {
    public void DERBoolean(boolean);
    void DERBoolean(byte[]);
}










org/bouncycastle/asn1/DEREncodableVector.class


package org.bouncycastle.asn1;
public synchronized class DEREncodableVector extends ASN1EncodableVector {
    public void DEREncodableVector();
}










org/bouncycastle/asn1/DEREnumerated.class


package org.bouncycastle.asn1;
public synchronized class DEREnumerated extends ASN1Enumerated {
    void DEREnumerated(byte[]);
    public void DEREnumerated(java.math.BigInteger);
    public void DEREnumerated(int);
}










org/bouncycastle/asn1/DERExternal.class


package org.bouncycastle.asn1;
public synchronized class DERExternal extends ASN1Primitive {
    private ASN1ObjectIdentifier directReference;
    private ASN1Integer indirectReference;
    private ASN1Primitive dataValueDescriptor;
    private int encoding;
    private ASN1Primitive externalContent;
    public void DERExternal(ASN1EncodableVector);
    private ASN1Primitive getObjFromVector(ASN1EncodableVector, int);
    public void DERExternal(ASN1ObjectIdentifier, ASN1Integer, ASN1Primitive, DERTaggedObject);
    public void DERExternal(ASN1ObjectIdentifier, ASN1Integer, ASN1Primitive, int, ASN1Primitive);
    public int hashCode();
    boolean isConstructed();
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
    boolean asn1Equals(ASN1Primitive);
    public ASN1Primitive getDataValueDescriptor();
    public ASN1ObjectIdentifier getDirectReference();
    public int getEncoding();
    public ASN1Primitive getExternalContent();
    public ASN1Integer getIndirectReference();
    private void setDataValueDescriptor(ASN1Primitive);
    private void setDirectReference(ASN1ObjectIdentifier);
    private void setEncoding(int);
    private void setExternalContent(ASN1Primitive);
    private void setIndirectReference(ASN1Integer);
}










org/bouncycastle/asn1/DERExternalParser.class


package org.bouncycastle.asn1;
public synchronized class DERExternalParser implements ASN1Encodable, InMemoryRepresentable {
    private ASN1StreamParser _parser;
    public void DERExternalParser(ASN1StreamParser);
    public ASN1Encodable readObject() throws java.io.IOException;
    public ASN1Primitive getLoadedObject() throws java.io.IOException;
    public ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/DERFactory.class


package org.bouncycastle.asn1;
synchronized class DERFactory {
    static final ASN1Sequence EMPTY_SEQUENCE;
    static final ASN1Set EMPTY_SET;
    void DERFactory();
    static ASN1Sequence createSequence(ASN1EncodableVector);
    static ASN1Set createSet(ASN1EncodableVector);
    static void <clinit>();
}










org/bouncycastle/asn1/DERGeneralString.class


package org.bouncycastle.asn1;
public synchronized class DERGeneralString extends ASN1Primitive implements ASN1String {
    private final byte[] string;
    public static DERGeneralString getInstance(Object);
    public static DERGeneralString getInstance(ASN1TaggedObject, boolean);
    void DERGeneralString(byte[]);
    public void DERGeneralString(String);
    public String getString();
    public String toString();
    public byte[] getOctets();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    public int hashCode();
    boolean asn1Equals(ASN1Primitive);
}










org/bouncycastle/asn1/DERGeneralizedTime.class


package org.bouncycastle.asn1;
public synchronized class DERGeneralizedTime extends ASN1GeneralizedTime {
    public void DERGeneralizedTime(byte[]);
    public void DERGeneralizedTime(java.util.Date);
    public void DERGeneralizedTime(String);
    private byte[] getDERTime();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
}










org/bouncycastle/asn1/DERGenerator.class


package org.bouncycastle.asn1;
public abstract synchronized class DERGenerator extends ASN1Generator {
    private boolean _tagged;
    private boolean _isExplicit;
    private int _tagNo;
    protected void DERGenerator(java.io.OutputStream);
    public void DERGenerator(java.io.OutputStream, int, boolean);
    private void writeLength(java.io.OutputStream, int) throws java.io.IOException;
    void writeDEREncoded(java.io.OutputStream, int, byte[]) throws java.io.IOException;
    void writeDEREncoded(int, byte[]) throws java.io.IOException;
}










org/bouncycastle/asn1/DERGraphicString.class


package org.bouncycastle.asn1;
public synchronized class DERGraphicString extends ASN1Primitive implements ASN1String {
    private final byte[] string;
    public static DERGraphicString getInstance(Object);
    public static DERGraphicString getInstance(ASN1TaggedObject, boolean);
    public void DERGraphicString(byte[]);
    public byte[] getOctets();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    public int hashCode();
    boolean asn1Equals(ASN1Primitive);
    public String getString();
}










org/bouncycastle/asn1/DERIA5String.class


package org.bouncycastle.asn1;
public synchronized class DERIA5String extends ASN1Primitive implements ASN1String {
    private final byte[] string;
    public static DERIA5String getInstance(Object);
    public static DERIA5String getInstance(ASN1TaggedObject, boolean);
    void DERIA5String(byte[]);
    public void DERIA5String(String);
    public void DERIA5String(String, boolean);
    public String getString();
    public String toString();
    public byte[] getOctets();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    public int hashCode();
    boolean asn1Equals(ASN1Primitive);
    public static boolean isIA5String(String);
}










org/bouncycastle/asn1/DERInteger.class


package org.bouncycastle.asn1;
public synchronized class DERInteger extends ASN1Integer {
    public void DERInteger(byte[]);
    public void DERInteger(java.math.BigInteger);
    public void DERInteger(long);
}










org/bouncycastle/asn1/DERNull.class


package org.bouncycastle.asn1;
public synchronized class DERNull extends ASN1Null {
    public static final DERNull INSTANCE;
    private static final byte[] zeroBytes;
    public void DERNull();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/asn1/DERNumericString.class


package org.bouncycastle.asn1;
public synchronized class DERNumericString extends ASN1Primitive implements ASN1String {
    private final byte[] string;
    public static DERNumericString getInstance(Object);
    public static DERNumericString getInstance(ASN1TaggedObject, boolean);
    void DERNumericString(byte[]);
    public void DERNumericString(String);
    public void DERNumericString(String, boolean);
    public String getString();
    public String toString();
    public byte[] getOctets();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    public int hashCode();
    boolean asn1Equals(ASN1Primitive);
    public static boolean isNumericString(String);
}










org/bouncycastle/asn1/DERObjectIdentifier.class


package org.bouncycastle.asn1;
public synchronized class DERObjectIdentifier extends ASN1ObjectIdentifier {
    public void DERObjectIdentifier(String);
    void DERObjectIdentifier(byte[]);
    void DERObjectIdentifier(ASN1ObjectIdentifier, String);
}










org/bouncycastle/asn1/DEROctetString.class


package org.bouncycastle.asn1;
public synchronized class DEROctetString extends ASN1OctetString {
    public void DEROctetString(byte[]);
    public void DEROctetString(ASN1Encodable) throws java.io.IOException;
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    static void encode(DEROutputStream, byte[]) throws java.io.IOException;
}










org/bouncycastle/asn1/DEROctetStringParser.class


package org.bouncycastle.asn1;
public synchronized class DEROctetStringParser implements ASN1OctetStringParser {
    private DefiniteLengthInputStream stream;
    void DEROctetStringParser(DefiniteLengthInputStream);
    public java.io.InputStream getOctetStream();
    public ASN1Primitive getLoadedObject() throws java.io.IOException;
    public ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/DEROutputStream.class


package org.bouncycastle.asn1;
public synchronized class DEROutputStream extends ASN1OutputStream {
    public void DEROutputStream(java.io.OutputStream);
    public void writeObject(ASN1Encodable) throws java.io.IOException;
    ASN1OutputStream getDERSubStream();
    ASN1OutputStream getDLSubStream();
}










org/bouncycastle/asn1/DERPrintableString.class


package org.bouncycastle.asn1;
public synchronized class DERPrintableString extends ASN1Primitive implements ASN1String {
    private final byte[] string;
    public static DERPrintableString getInstance(Object);
    public static DERPrintableString getInstance(ASN1TaggedObject, boolean);
    void DERPrintableString(byte[]);
    public void DERPrintableString(String);
    public void DERPrintableString(String, boolean);
    public String getString();
    public byte[] getOctets();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    public int hashCode();
    boolean asn1Equals(ASN1Primitive);
    public String toString();
    public static boolean isPrintableString(String);
}










org/bouncycastle/asn1/DERSequence.class


package org.bouncycastle.asn1;
public synchronized class DERSequence extends ASN1Sequence {
    private int bodyLength;
    public void DERSequence();
    public void DERSequence(ASN1Encodable);
    public void DERSequence(ASN1EncodableVector);
    public void DERSequence(ASN1Encodable[]);
    private int getBodyLength() throws java.io.IOException;
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
}










org/bouncycastle/asn1/DERSequenceGenerator.class


package org.bouncycastle.asn1;
public synchronized class DERSequenceGenerator extends DERGenerator {
    private final java.io.ByteArrayOutputStream _bOut;
    public void DERSequenceGenerator(java.io.OutputStream) throws java.io.IOException;
    public void DERSequenceGenerator(java.io.OutputStream, int, boolean) throws java.io.IOException;
    public void addObject(ASN1Encodable) throws java.io.IOException;
    public java.io.OutputStream getRawOutputStream();
    public void close() throws java.io.IOException;
}










org/bouncycastle/asn1/DERSequenceParser.class


package org.bouncycastle.asn1;
public synchronized class DERSequenceParser implements ASN1SequenceParser {
    private ASN1StreamParser _parser;
    void DERSequenceParser(ASN1StreamParser);
    public ASN1Encodable readObject() throws java.io.IOException;
    public ASN1Primitive getLoadedObject() throws java.io.IOException;
    public ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/DERSet.class


package org.bouncycastle.asn1;
public synchronized class DERSet extends ASN1Set {
    private int bodyLength;
    public void DERSet();
    public void DERSet(ASN1Encodable);
    public void DERSet(ASN1EncodableVector);
    public void DERSet(ASN1Encodable[]);
    void DERSet(ASN1EncodableVector, boolean);
    private int getBodyLength() throws java.io.IOException;
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
}










org/bouncycastle/asn1/DERSetParser.class


package org.bouncycastle.asn1;
public synchronized class DERSetParser implements ASN1SetParser {
    private ASN1StreamParser _parser;
    void DERSetParser(ASN1StreamParser);
    public ASN1Encodable readObject() throws java.io.IOException;
    public ASN1Primitive getLoadedObject() throws java.io.IOException;
    public ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/DERT61String.class


package org.bouncycastle.asn1;
public synchronized class DERT61String extends ASN1Primitive implements ASN1String {
    private byte[] string;
    public static DERT61String getInstance(Object);
    public static DERT61String getInstance(ASN1TaggedObject, boolean);
    public void DERT61String(byte[]);
    public void DERT61String(String);
    public String getString();
    public String toString();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    public byte[] getOctets();
    boolean asn1Equals(ASN1Primitive);
    public int hashCode();
}










org/bouncycastle/asn1/DERT61UTF8String.class


package org.bouncycastle.asn1;
public synchronized class DERT61UTF8String extends ASN1Primitive implements ASN1String {
    private byte[] string;
    public static DERT61UTF8String getInstance(Object);
    public static DERT61UTF8String getInstance(ASN1TaggedObject, boolean);
    public void DERT61UTF8String(byte[]);
    public void DERT61UTF8String(String);
    public String getString();
    public String toString();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    public byte[] getOctets();
    boolean asn1Equals(ASN1Primitive);
    public int hashCode();
}










org/bouncycastle/asn1/DERTaggedObject.class


package org.bouncycastle.asn1;
public synchronized class DERTaggedObject extends ASN1TaggedObject {
    private static final byte[] ZERO_BYTES;
    public void DERTaggedObject(boolean, int, ASN1Encodable);
    public void DERTaggedObject(int, ASN1Encodable);
    boolean isConstructed();
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/asn1/DERTags.class


package org.bouncycastle.asn1;
public abstract interface DERTags extends BERTags {
}










org/bouncycastle/asn1/DERUTCTime.class


package org.bouncycastle.asn1;
public synchronized class DERUTCTime extends ASN1UTCTime {
    void DERUTCTime(byte[]);
    public void DERUTCTime(java.util.Date);
    public void DERUTCTime(String);
}










org/bouncycastle/asn1/DERUTF8String.class


package org.bouncycastle.asn1;
public synchronized class DERUTF8String extends ASN1Primitive implements ASN1String {
    private final byte[] string;
    public static DERUTF8String getInstance(Object);
    public static DERUTF8String getInstance(ASN1TaggedObject, boolean);
    void DERUTF8String(byte[]);
    public void DERUTF8String(String);
    public String getString();
    public String toString();
    public int hashCode();
    boolean asn1Equals(ASN1Primitive);
    boolean isConstructed();
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
}










org/bouncycastle/asn1/DERUniversalString.class


package org.bouncycastle.asn1;
public synchronized class DERUniversalString extends ASN1Primitive implements ASN1String {
    private static final char[] table;
    private final byte[] string;
    public static DERUniversalString getInstance(Object);
    public static DERUniversalString getInstance(ASN1TaggedObject, boolean);
    public void DERUniversalString(byte[]);
    public String getString();
    public String toString();
    public byte[] getOctets();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    boolean asn1Equals(ASN1Primitive);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/asn1/DERVideotexString.class


package org.bouncycastle.asn1;
public synchronized class DERVideotexString extends ASN1Primitive implements ASN1String {
    private final byte[] string;
    public static DERVideotexString getInstance(Object);
    public static DERVideotexString getInstance(ASN1TaggedObject, boolean);
    public void DERVideotexString(byte[]);
    public byte[] getOctets();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    public int hashCode();
    boolean asn1Equals(ASN1Primitive);
    public String getString();
}










org/bouncycastle/asn1/DERVisibleString.class


package org.bouncycastle.asn1;
public synchronized class DERVisibleString extends ASN1Primitive implements ASN1String {
    private final byte[] string;
    public static DERVisibleString getInstance(Object);
    public static DERVisibleString getInstance(ASN1TaggedObject, boolean);
    void DERVisibleString(byte[]);
    public void DERVisibleString(String);
    public String getString();
    public String toString();
    public byte[] getOctets();
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    boolean asn1Equals(ASN1Primitive);
    public int hashCode();
}










org/bouncycastle/asn1/DLBitString.class


package org.bouncycastle.asn1;
public synchronized class DLBitString extends ASN1BitString {
    public static ASN1BitString getInstance(Object);
    public static ASN1BitString getInstance(ASN1TaggedObject, boolean);
    protected void DLBitString(byte, int);
    private static byte[] toByteArray(byte);
    public void DLBitString(byte[], int);
    public void DLBitString(byte[]);
    public void DLBitString(int);
    public void DLBitString(ASN1Encodable) throws java.io.IOException;
    boolean isConstructed();
    int encodedLength();
    void encode(ASN1OutputStream) throws java.io.IOException;
    static DLBitString fromOctetString(byte[]);
}










org/bouncycastle/asn1/DLOutputStream.class


package org.bouncycastle.asn1;
public synchronized class DLOutputStream extends ASN1OutputStream {
    public void DLOutputStream(java.io.OutputStream);
    public void writeObject(ASN1Encodable) throws java.io.IOException;
}










org/bouncycastle/asn1/DLSequence.class


package org.bouncycastle.asn1;
public synchronized class DLSequence extends ASN1Sequence {
    private int bodyLength;
    public void DLSequence();
    public void DLSequence(ASN1Encodable);
    public void DLSequence(ASN1EncodableVector);
    public void DLSequence(ASN1Encodable[]);
    private int getBodyLength() throws java.io.IOException;
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
}










org/bouncycastle/asn1/DLSet.class


package org.bouncycastle.asn1;
public synchronized class DLSet extends ASN1Set {
    private int bodyLength;
    public void DLSet();
    public void DLSet(ASN1Encodable);
    public void DLSet(ASN1EncodableVector);
    public void DLSet(ASN1Encodable[]);
    private int getBodyLength() throws java.io.IOException;
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
}










org/bouncycastle/asn1/DLTaggedObject.class


package org.bouncycastle.asn1;
public synchronized class DLTaggedObject extends ASN1TaggedObject {
    private static final byte[] ZERO_BYTES;
    public void DLTaggedObject(boolean, int, ASN1Encodable);
    boolean isConstructed();
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/asn1/DefiniteLengthInputStream.class


package org.bouncycastle.asn1;
synchronized class DefiniteLengthInputStream extends LimitedInputStream {
    private static final byte[] EMPTY_BYTES;
    private final int _originalLength;
    private int _remaining;
    void DefiniteLengthInputStream(java.io.InputStream, int);
    int getRemaining();
    public int read() throws java.io.IOException;
    public int read(byte[], int, int) throws java.io.IOException;
    byte[] toByteArray() throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/asn1/InMemoryRepresentable.class


package org.bouncycastle.asn1;
public abstract interface InMemoryRepresentable {
    public abstract ASN1Primitive getLoadedObject() throws java.io.IOException;
}










org/bouncycastle/asn1/IndefiniteLengthInputStream.class


package org.bouncycastle.asn1;
synchronized class IndefiniteLengthInputStream extends LimitedInputStream {
    private int _b1;
    private int _b2;
    private boolean _eofReached;
    private boolean _eofOn00;
    void IndefiniteLengthInputStream(java.io.InputStream, int) throws java.io.IOException;
    void setEofOn00(boolean);
    private boolean checkForEof();
    public int read(byte[], int, int) throws java.io.IOException;
    public int read() throws java.io.IOException;
}










org/bouncycastle/asn1/LazyConstructionEnumeration.class


package org.bouncycastle.asn1;
synchronized class LazyConstructionEnumeration implements java.util.Enumeration {
    private ASN1InputStream aIn;
    private Object nextObj;
    public void LazyConstructionEnumeration(byte[]);
    public boolean hasMoreElements();
    public Object nextElement();
    private Object readObject();
}










org/bouncycastle/asn1/LazyEncodedSequence.class


package org.bouncycastle.asn1;
synchronized class LazyEncodedSequence extends ASN1Sequence {
    private byte[] encoded;
    void LazyEncodedSequence(byte[]) throws java.io.IOException;
    private void parse();
    public synchronized ASN1Encodable getObjectAt(int);
    public synchronized java.util.Enumeration getObjects();
    public synchronized int size();
    ASN1Primitive toDERObject();
    ASN1Primitive toDLObject();
    int encodedLength() throws java.io.IOException;
    void encode(ASN1OutputStream) throws java.io.IOException;
}










org/bouncycastle/asn1/LimitedInputStream.class


package org.bouncycastle.asn1;
abstract synchronized class LimitedInputStream extends java.io.InputStream {
    protected final java.io.InputStream _in;
    private int _limit;
    void LimitedInputStream(java.io.InputStream, int);
    int getRemaining();
    protected void setParentEofDetect(boolean);
}










org/bouncycastle/asn1/OIDTokenizer.class


package org.bouncycastle.asn1;
public synchronized class OIDTokenizer {
    private String oid;
    private int index;
    public void OIDTokenizer(String);
    public boolean hasMoreTokens();
    public String nextToken();
}










org/bouncycastle/asn1/StreamUtil.class


package org.bouncycastle.asn1;
synchronized class StreamUtil {
    private static final long MAX_MEMORY;
    void StreamUtil();
    static int findLimit(java.io.InputStream);
    static int calculateBodyLength(int);
    static int calculateTagLength(int) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/asn1/anssi/ANSSINamedCurves$1.class


package org.bouncycastle.asn1.anssi;
final synchronized class ANSSINamedCurves$1 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void ANSSINamedCurves$1();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/anssi/ANSSINamedCurves.class


package org.bouncycastle.asn1.anssi;
public synchronized class ANSSINamedCurves {
    static org.bouncycastle.asn1.x9.X9ECParametersHolder FRP256v1;
    static final java.util.Hashtable objIds;
    static final java.util.Hashtable curves;
    static final java.util.Hashtable names;
    public void ANSSINamedCurves();
    private static org.bouncycastle.math.ec.ECCurve configureCurve(org.bouncycastle.math.ec.ECCurve);
    private static java.math.BigInteger fromHex(String);
    static void defineCurve(String, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x9.X9ECParametersHolder);
    public static org.bouncycastle.asn1.x9.X9ECParameters getByName(String);
    public static org.bouncycastle.asn1.x9.X9ECParameters getByOID(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOID(String);
    public static String getName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static java.util.Enumeration getNames();
    static void <clinit>();
}










org/bouncycastle/asn1/anssi/ANSSIObjectIdentifiers.class


package org.bouncycastle.asn1.anssi;
public abstract interface ANSSIObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier FRP256v1;
    static void <clinit>();
}










org/bouncycastle/asn1/bc/BCObjectIdentifiers.class


package org.bouncycastle.asn1.bc;
public abstract interface BCObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha1_pkcs5;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha1_pkcs12;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha256_pkcs5;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha256_pkcs12;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha1_pkcs12_aes128_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha1_pkcs12_aes192_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha1_pkcs12_aes256_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha256_pkcs12_aes128_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha256_pkcs12_aes192_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_pbe_sha256_pkcs12_aes256_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_sig;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sphincs256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sphincs256_with_BLAKE512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sphincs256_with_SHA512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sphincs256_with_SHA3_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_with_SHA256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_with_SHA512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_with_SHAKE128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_with_SHAKE256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_mt;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_mt_with_SHA256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_mt_with_SHA512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_mt_with_SHAKE128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_mt_with_SHAKE256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bc_exch;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier newHope;
    static void <clinit>();
}










org/bouncycastle/asn1/bc/EncryptedObjectStoreData.class


package org.bouncycastle.asn1.bc;
public synchronized class EncryptedObjectStoreData extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier encryptionAlgorithm;
    private final org.bouncycastle.asn1.ASN1OctetString encryptedContent;
    public void EncryptedObjectStoreData(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    private void EncryptedObjectStoreData(org.bouncycastle.asn1.ASN1Sequence);
    public static EncryptedObjectStoreData getInstance(Object);
    public org.bouncycastle.asn1.ASN1OctetString getEncryptedContent();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getEncryptionAlgorithm();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/bc/EncryptedPrivateKeyData.class


package org.bouncycastle.asn1.bc;
public synchronized class EncryptedPrivateKeyData extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.pkcs.EncryptedPrivateKeyInfo encryptedPrivateKeyInfo;
    private final org.bouncycastle.asn1.x509.Certificate[] certificateChain;
    public void EncryptedPrivateKeyData(org.bouncycastle.asn1.pkcs.EncryptedPrivateKeyInfo, org.bouncycastle.asn1.x509.Certificate[]);
    private void EncryptedPrivateKeyData(org.bouncycastle.asn1.ASN1Sequence);
    public static EncryptedPrivateKeyData getInstance(Object);
    public org.bouncycastle.asn1.x509.Certificate[] getCertificateChain();
    public org.bouncycastle.asn1.pkcs.EncryptedPrivateKeyInfo getEncryptedPrivateKeyInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/bc/EncryptedSecretKeyData.class


package org.bouncycastle.asn1.bc;
public synchronized class EncryptedSecretKeyData extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier keyEncryptionAlgorithm;
    private final org.bouncycastle.asn1.ASN1OctetString encryptedKeyData;
    public void EncryptedSecretKeyData(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    private void EncryptedSecretKeyData(org.bouncycastle.asn1.ASN1Sequence);
    public static EncryptedSecretKeyData getInstance(Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKeyEncryptionAlgorithm();
    public byte[] getEncryptedKeyData();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/bc/ObjectData.class


package org.bouncycastle.asn1.bc;
public synchronized class ObjectData extends org.bouncycastle.asn1.ASN1Object {
    private final java.math.BigInteger type;
    private final String identifier;
    private final org.bouncycastle.asn1.ASN1GeneralizedTime creationDate;
    private final org.bouncycastle.asn1.ASN1GeneralizedTime lastModifiedDate;
    private final org.bouncycastle.asn1.ASN1OctetString data;
    private final String comment;
    private void ObjectData(org.bouncycastle.asn1.ASN1Sequence);
    public void ObjectData(java.math.BigInteger, String, java.util.Date, java.util.Date, byte[], String);
    public static ObjectData getInstance(Object);
    public String getComment();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getCreationDate();
    public byte[] getData();
    public String getIdentifier();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getLastModifiedDate();
    public java.math.BigInteger getType();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/bc/ObjectDataSequence.class


package org.bouncycastle.asn1.bc;
public synchronized class ObjectDataSequence extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.util.Iterable {
    private final org.bouncycastle.asn1.ASN1Encodable[] dataSequence;
    public void ObjectDataSequence(ObjectData[]);
    private void ObjectDataSequence(org.bouncycastle.asn1.ASN1Sequence);
    public static ObjectDataSequence getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public java.util.Iterator iterator();
}










org/bouncycastle/asn1/bc/ObjectStore.class


package org.bouncycastle.asn1.bc;
public synchronized class ObjectStore extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1Encodable storeData;
    private final ObjectStoreIntegrityCheck integrityCheck;
    public void ObjectStore(ObjectStoreData, ObjectStoreIntegrityCheck);
    public void ObjectStore(EncryptedObjectStoreData, ObjectStoreIntegrityCheck);
    private void ObjectStore(org.bouncycastle.asn1.ASN1Sequence);
    public static ObjectStore getInstance(Object);
    public ObjectStoreIntegrityCheck getIntegrityCheck();
    public org.bouncycastle.asn1.ASN1Encodable getStoreData();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/bc/ObjectStoreData.class


package org.bouncycastle.asn1.bc;
public synchronized class ObjectStoreData extends org.bouncycastle.asn1.ASN1Object {
    private final java.math.BigInteger version;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier integrityAlgorithm;
    private final org.bouncycastle.asn1.ASN1GeneralizedTime creationDate;
    private final org.bouncycastle.asn1.ASN1GeneralizedTime lastModifiedDate;
    private final ObjectDataSequence objectDataSequence;
    private final String comment;
    public void ObjectStoreData(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.util.Date, java.util.Date, ObjectDataSequence, String);
    private void ObjectStoreData(org.bouncycastle.asn1.ASN1Sequence);
    public static ObjectStoreData getInstance(Object);
    public String getComment();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getCreationDate();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getIntegrityAlgorithm();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getLastModifiedDate();
    public ObjectDataSequence getObjectDataSequence();
    public java.math.BigInteger getVersion();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/bc/ObjectStoreIntegrityCheck.class


package org.bouncycastle.asn1.bc;
public synchronized class ObjectStoreIntegrityCheck extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int PBKD_MAC_CHECK = 0;
    private final int type;
    private final org.bouncycastle.asn1.ASN1Object integrityCheck;
    public void ObjectStoreIntegrityCheck(PbkdMacIntegrityCheck);
    private void ObjectStoreIntegrityCheck(org.bouncycastle.asn1.ASN1Encodable);
    public static ObjectStoreIntegrityCheck getInstance(Object);
    public int getType();
    public org.bouncycastle.asn1.ASN1Object getIntegrityCheck();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/bc/PbkdMacIntegrityCheck.class


package org.bouncycastle.asn1.bc;
public synchronized class PbkdMacIntegrityCheck extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier macAlgorithm;
    private final org.bouncycastle.asn1.pkcs.KeyDerivationFunc pbkdAlgorithm;
    private final org.bouncycastle.asn1.ASN1OctetString mac;
    public void PbkdMacIntegrityCheck(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.pkcs.KeyDerivationFunc, byte[]);
    private void PbkdMacIntegrityCheck(org.bouncycastle.asn1.ASN1Sequence);
    public static PbkdMacIntegrityCheck getInstance(Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getMacAlgorithm();
    public org.bouncycastle.asn1.pkcs.KeyDerivationFunc getPbkdAlgorithm();
    public byte[] getMac();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/bc/SecretKeyData.class


package org.bouncycastle.asn1.bc;
public synchronized class SecretKeyData extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier keyAlgorithm;
    private final org.bouncycastle.asn1.ASN1OctetString keyBytes;
    public void SecretKeyData(org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[]);
    private void SecretKeyData(org.bouncycastle.asn1.ASN1Sequence);
    public static SecretKeyData getInstance(Object);
    public byte[] getKeyBytes();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getKeyAlgorithm();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/bsi/BSIObjectIdentifiers.class


package org.bouncycastle.asn1.bsi;
public abstract interface BSIObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bsi_de;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ecc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_plain_signatures;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_plain_SHA1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_plain_SHA224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_plain_SHA256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_plain_SHA384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_plain_SHA512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_plain_RIPEMD160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier algorithm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg_X963kdf;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg_X963kdf_SHA1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg_X963kdf_SHA224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg_X963kdf_SHA256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg_X963kdf_SHA384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg_X963kdf_SHA512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg_X963kdf_RIPEMD160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg_SessionKDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg_SessionKDF_3DES;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg_SessionKDF_AES128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg_SessionKDF_AES192;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecka_eg_SessionKDF_AES256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier aes_cbc_cmac;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes128_CBC_CMAC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes192_CBC_CMAC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes256_CBC_CMAC;
    static void <clinit>();
}










org/bouncycastle/asn1/cmc/BodyPartID.class


package org.bouncycastle.asn1.cmc;
public synchronized class BodyPartID extends org.bouncycastle.asn1.ASN1Object {
    public static final long bodyIdMax = 4294967295;
    private final long id;
    public void BodyPartID(long);
    private static long convert(java.math.BigInteger);
    private void BodyPartID(org.bouncycastle.asn1.ASN1Integer);
    public static BodyPartID getInstance(Object);
    public long getID();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/BodyPartList.class


package org.bouncycastle.asn1.cmc;
public synchronized class BodyPartList extends org.bouncycastle.asn1.ASN1Object {
    private final BodyPartID[] bodyPartIDs;
    public static BodyPartList getInstance(Object);
    public static BodyPartList getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void BodyPartList(BodyPartID);
    public void BodyPartList(BodyPartID[]);
    private void BodyPartList(org.bouncycastle.asn1.ASN1Sequence);
    public BodyPartID[] getBodyPartIDs();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/BodyPartPath.class


package org.bouncycastle.asn1.cmc;
public synchronized class BodyPartPath extends org.bouncycastle.asn1.ASN1Object {
    private final BodyPartID[] bodyPartIDs;
    public static BodyPartPath getInstance(Object);
    public static BodyPartPath getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void BodyPartPath(BodyPartID);
    public void BodyPartPath(BodyPartID[]);
    private void BodyPartPath(org.bouncycastle.asn1.ASN1Sequence);
    public BodyPartID[] getBodyPartIDs();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/BodyPartReference.class


package org.bouncycastle.asn1.cmc;
public synchronized class BodyPartReference extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private final BodyPartID bodyPartID;
    private final BodyPartPath bodyPartPath;
    public void BodyPartReference(BodyPartID);
    public void BodyPartReference(BodyPartPath);
    public static BodyPartReference getInstance(Object);
    public boolean isBodyPartID();
    public BodyPartID getBodyPartID();
    public BodyPartPath getBodyPartPath();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/CMCFailInfo.class


package org.bouncycastle.asn1.cmc;
public synchronized class CMCFailInfo extends org.bouncycastle.asn1.ASN1Object {
    public static final CMCFailInfo badAlg;
    public static final CMCFailInfo badMessageCheck;
    public static final CMCFailInfo badRequest;
    public static final CMCFailInfo badTime;
    public static final CMCFailInfo badCertId;
    public static final CMCFailInfo unsupportedExt;
    public static final CMCFailInfo mustArchiveKeys;
    public static final CMCFailInfo badIdentity;
    public static final CMCFailInfo popRequired;
    public static final CMCFailInfo popFailed;
    public static final CMCFailInfo noKeyReuse;
    public static final CMCFailInfo internalCAError;
    public static final CMCFailInfo tryLater;
    public static final CMCFailInfo authDataFail;
    private static java.util.Map range;
    private final org.bouncycastle.asn1.ASN1Integer value;
    private void CMCFailInfo(org.bouncycastle.asn1.ASN1Integer);
    public static CMCFailInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/cmc/CMCObjectIdentifiers.class


package org.bouncycastle.asn1.cmc;
public abstract interface CMCObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cct;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_identityProof;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_dataReturn;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_regInfo;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_responseInfo;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_queryPending;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_popLinkRandom;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_popLinkWitness;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_identification;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_transactionId;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_senderNonce;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_recipientNonce;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cct_PKIData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cct_PKIResponse;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_statusInfo;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_addExtensions;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_encryptedPOP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_decryptedPOP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_lraPOPWitness;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_getCert;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_getCRL;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_revokeRequest;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_confirmCertAcceptance;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_statusInfoV2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_trustedAnchors;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_authData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_batchRequests;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_batchResponses;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_publishCert;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_modCertTemplate;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_controlProcessed;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_identityProofV2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cmc_popLinkWitnessV2;
    static void <clinit>();
}










org/bouncycastle/asn1/cmc/CMCPublicationInfo.class


package org.bouncycastle.asn1.cmc;
public synchronized class CMCPublicationInfo extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier hashAlg;
    private final org.bouncycastle.asn1.ASN1Sequence certHashes;
    private final org.bouncycastle.asn1.crmf.PKIPublicationInfo pubInfo;
    public void CMCPublicationInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[][], org.bouncycastle.asn1.crmf.PKIPublicationInfo);
    private void CMCPublicationInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static CMCPublicationInfo getInstance(Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlg();
    public byte[][] getCertHashes();
    public org.bouncycastle.asn1.crmf.PKIPublicationInfo getPubInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/CMCStatus.class


package org.bouncycastle.asn1.cmc;
public synchronized class CMCStatus extends org.bouncycastle.asn1.ASN1Object {
    public static final CMCStatus success;
    public static final CMCStatus failed;
    public static final CMCStatus pending;
    public static final CMCStatus noSupport;
    public static final CMCStatus confirmRequired;
    public static final CMCStatus popRequired;
    public static final CMCStatus partial;
    private static java.util.Map range;
    private final org.bouncycastle.asn1.ASN1Integer value;
    private void CMCStatus(org.bouncycastle.asn1.ASN1Integer);
    public static CMCStatus getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/cmc/CMCStatusInfo$OtherInfo.class


package org.bouncycastle.asn1.cmc;
public synchronized class CMCStatusInfo$OtherInfo extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private final CMCFailInfo failInfo;
    private final PendInfo pendInfo;
    private static CMCStatusInfo$OtherInfo getInstance(Object);
    void CMCStatusInfo$OtherInfo(CMCFailInfo);
    void CMCStatusInfo$OtherInfo(PendInfo);
    private void CMCStatusInfo$OtherInfo(CMCFailInfo, PendInfo);
    public boolean isFailInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/CMCStatusInfo.class


package org.bouncycastle.asn1.cmc;
public synchronized class CMCStatusInfo extends org.bouncycastle.asn1.ASN1Object {
    private final CMCStatus cMCStatus;
    private final org.bouncycastle.asn1.ASN1Sequence bodyList;
    private final org.bouncycastle.asn1.DERUTF8String statusString;
    private final CMCStatusInfo$OtherInfo otherInfo;
    void CMCStatusInfo(CMCStatus, org.bouncycastle.asn1.ASN1Sequence, org.bouncycastle.asn1.DERUTF8String, CMCStatusInfo$OtherInfo);
    private void CMCStatusInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static CMCStatusInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public CMCStatus getCMCStatus();
    public BodyPartID[] getBodyList();
    public org.bouncycastle.asn1.DERUTF8String getStatusString();
    public boolean hasOtherInfo();
    public CMCStatusInfo$OtherInfo getOtherInfo();
}










org/bouncycastle/asn1/cmc/CMCStatusInfoBuilder.class


package org.bouncycastle.asn1.cmc;
public synchronized class CMCStatusInfoBuilder {
    private final CMCStatus cMCStatus;
    private final org.bouncycastle.asn1.ASN1Sequence bodyList;
    private org.bouncycastle.asn1.DERUTF8String statusString;
    private CMCStatusInfo$OtherInfo otherInfo;
    public void CMCStatusInfoBuilder(CMCStatus, BodyPartID);
    public void CMCStatusInfoBuilder(CMCStatus, BodyPartID[]);
    public CMCStatusInfoBuilder setStatusString(String);
    public CMCStatusInfoBuilder setOtherInfo(CMCFailInfo);
    public CMCStatusInfoBuilder setOtherInfo(PendInfo);
    public CMCStatusInfo build();
}










org/bouncycastle/asn1/cmc/CMCStatusInfoV2.class


package org.bouncycastle.asn1.cmc;
public synchronized class CMCStatusInfoV2 extends org.bouncycastle.asn1.ASN1Object {
    private final CMCStatus cMCStatus;
    private final org.bouncycastle.asn1.ASN1Sequence bodyList;
    private final org.bouncycastle.asn1.DERUTF8String statusString;
    private final OtherStatusInfo otherStatusInfo;
    void CMCStatusInfoV2(CMCStatus, org.bouncycastle.asn1.ASN1Sequence, org.bouncycastle.asn1.DERUTF8String, OtherStatusInfo);
    private void CMCStatusInfoV2(org.bouncycastle.asn1.ASN1Sequence);
    public CMCStatus getcMCStatus();
    public BodyPartID[] getBodyList();
    public org.bouncycastle.asn1.DERUTF8String getStatusString();
    public OtherStatusInfo getOtherStatusInfo();
    public boolean hasOtherInfo();
    public static CMCStatusInfoV2 getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/CMCStatusInfoV2Builder.class


package org.bouncycastle.asn1.cmc;
public synchronized class CMCStatusInfoV2Builder {
    private final CMCStatus cMCStatus;
    private final org.bouncycastle.asn1.ASN1Sequence bodyList;
    private org.bouncycastle.asn1.DERUTF8String statusString;
    private OtherStatusInfo otherInfo;
    public void CMCStatusInfoV2Builder(CMCStatus, BodyPartID);
    public void CMCStatusInfoV2Builder(CMCStatus, BodyPartID[]);
    public CMCStatusInfoV2Builder setStatusString(String);
    public CMCStatusInfoV2Builder setOtherInfo(CMCFailInfo);
    public CMCStatusInfoV2Builder setOtherInfo(ExtendedFailInfo);
    public CMCStatusInfoV2Builder setOtherInfo(PendInfo);
    public CMCStatusInfoV2 build();
}










org/bouncycastle/asn1/cmc/CMCUnsignedData.class


package org.bouncycastle.asn1.cmc;
public synchronized class CMCUnsignedData extends org.bouncycastle.asn1.ASN1Object {
    private final BodyPartPath bodyPartPath;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier identifier;
    private final org.bouncycastle.asn1.ASN1Encodable content;
    public void CMCUnsignedData(BodyPartPath, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    private void CMCUnsignedData(org.bouncycastle.asn1.ASN1Sequence);
    public static CMCUnsignedData getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public BodyPartPath getBodyPartPath();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getIdentifier();
    public org.bouncycastle.asn1.ASN1Encodable getContent();
}










org/bouncycastle/asn1/cmc/CertificationRequest$1.class


package org.bouncycastle.asn1.cmc;
synchronized class CertificationRequest$1 {
}










org/bouncycastle/asn1/cmc/CertificationRequest$CertificationRequestInfo.class


package org.bouncycastle.asn1.cmc;
synchronized class CertificationRequest$CertificationRequestInfo extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1Integer version;
    private final org.bouncycastle.asn1.x500.X500Name subject;
    private final org.bouncycastle.asn1.ASN1Sequence subjectPublicKeyInfo;
    private final org.bouncycastle.asn1.ASN1Set attributes;
    private void CertificationRequest$CertificationRequestInfo(CertificationRequest, org.bouncycastle.asn1.ASN1Sequence);
    private void CertificationRequest$CertificationRequestInfo(CertificationRequest, org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.DERBitString, org.bouncycastle.asn1.ASN1Set);
    private org.bouncycastle.asn1.ASN1Integer getVersion();
    private org.bouncycastle.asn1.x500.X500Name getSubject();
    private org.bouncycastle.asn1.ASN1Sequence getSubjectPublicKeyInfo();
    private org.bouncycastle.asn1.ASN1Set getAttributes();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/CertificationRequest.class


package org.bouncycastle.asn1.cmc;
public synchronized class CertificationRequest extends org.bouncycastle.asn1.ASN1Object {
    private static final org.bouncycastle.asn1.ASN1Integer ZERO;
    private final CertificationRequest$CertificationRequestInfo certificationRequestInfo;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier signatureAlgorithm;
    private final org.bouncycastle.asn1.DERBitString signature;
    public void CertificationRequest(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.DERBitString, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.DERBitString);
    private void CertificationRequest(org.bouncycastle.asn1.ASN1Sequence);
    public static CertificationRequest getInstance(Object);
    public java.math.BigInteger getVersion();
    public org.bouncycastle.asn1.x500.X500Name getSubject();
    public org.bouncycastle.asn1.ASN1Set getAttributes();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSubjectPublicKeyAlgorithm();
    public org.bouncycastle.asn1.DERBitString getSubjectPublicKey();
    public org.bouncycastle.asn1.ASN1Primitive parsePublicKey() throws java.io.IOException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSignatureAlgorithm();
    public org.bouncycastle.asn1.DERBitString getSignature();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/cmc/ControlsProcessed.class


package org.bouncycastle.asn1.cmc;
public synchronized class ControlsProcessed extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1Sequence bodyPartReferences;
    public void ControlsProcessed(BodyPartReference);
    public void ControlsProcessed(BodyPartReference[]);
    public static ControlsProcessed getInstance(Object);
    private void ControlsProcessed(org.bouncycastle.asn1.ASN1Sequence);
    public BodyPartReference[] getBodyList();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/DecryptedPOP.class


package org.bouncycastle.asn1.cmc;
public synchronized class DecryptedPOP extends org.bouncycastle.asn1.ASN1Object {
    private final BodyPartID bodyPartID;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier thePOPAlgID;
    private final byte[] thePOP;
    public void DecryptedPOP(BodyPartID, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    private void DecryptedPOP(org.bouncycastle.asn1.ASN1Sequence);
    public static DecryptedPOP getInstance(Object);
    public BodyPartID getBodyPartID();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getThePOPAlgID();
    public byte[] getThePOP();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/EncryptedPOP.class


package org.bouncycastle.asn1.cmc;
public synchronized class EncryptedPOP extends org.bouncycastle.asn1.ASN1Object {
    private final TaggedRequest request;
    private final org.bouncycastle.asn1.cms.ContentInfo cms;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier thePOPAlgID;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier witnessAlgID;
    private final byte[] witness;
    private void EncryptedPOP(org.bouncycastle.asn1.ASN1Sequence);
    public void EncryptedPOP(TaggedRequest, org.bouncycastle.asn1.cms.ContentInfo, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    public static EncryptedPOP getInstance(Object);
    public TaggedRequest getRequest();
    public org.bouncycastle.asn1.cms.ContentInfo getCms();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getThePOPAlgID();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getWitnessAlgID();
    public byte[] getWitness();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/ExtendedFailInfo.class


package org.bouncycastle.asn1.cmc;
public synchronized class ExtendedFailInfo extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier failInfoOID;
    private final org.bouncycastle.asn1.ASN1Encodable failInfoValue;
    public void ExtendedFailInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    private void ExtendedFailInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static ExtendedFailInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getFailInfoOID();
    public org.bouncycastle.asn1.ASN1Encodable getFailInfoValue();
}










org/bouncycastle/asn1/cmc/ExtensionReq.class


package org.bouncycastle.asn1.cmc;
public synchronized class ExtensionReq extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x509.Extension[] extensions;
    public static ExtensionReq getInstance(Object);
    public static ExtensionReq getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void ExtensionReq(org.bouncycastle.asn1.x509.Extension);
    public void ExtensionReq(org.bouncycastle.asn1.x509.Extension[]);
    private void ExtensionReq(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.x509.Extension[] getExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/GetCRL.class


package org.bouncycastle.asn1.cmc;
public synchronized class GetCRL extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x500.X500Name issuerName;
    private org.bouncycastle.asn1.x509.GeneralName cRLName;
    private org.bouncycastle.asn1.ASN1GeneralizedTime time;
    private org.bouncycastle.asn1.x509.ReasonFlags reasons;
    public void GetCRL(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.ASN1GeneralizedTime, org.bouncycastle.asn1.x509.ReasonFlags);
    private void GetCRL(org.bouncycastle.asn1.ASN1Sequence);
    public static GetCRL getInstance(Object);
    public org.bouncycastle.asn1.x500.X500Name getIssuerName();
    public org.bouncycastle.asn1.x509.GeneralName getcRLName();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getTime();
    public org.bouncycastle.asn1.x509.ReasonFlags getReasons();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/GetCert.class


package org.bouncycastle.asn1.cmc;
public synchronized class GetCert extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x509.GeneralName issuerName;
    private final java.math.BigInteger serialNumber;
    private void GetCert(org.bouncycastle.asn1.ASN1Sequence);
    public void GetCert(org.bouncycastle.asn1.x509.GeneralName, java.math.BigInteger);
    public static GetCert getInstance(Object);
    public org.bouncycastle.asn1.x509.GeneralName getIssuerName();
    public java.math.BigInteger getSerialNumber();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/IdentityProofV2.class


package org.bouncycastle.asn1.cmc;
public synchronized class IdentityProofV2 extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier proofAlgID;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier macAlgId;
    private final byte[] witness;
    public void IdentityProofV2(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    private void IdentityProofV2(org.bouncycastle.asn1.ASN1Sequence);
    public static IdentityProofV2 getInstance(Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getProofAlgID();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getMacAlgId();
    public byte[] getWitness();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/LraPopWitness.class


package org.bouncycastle.asn1.cmc;
public synchronized class LraPopWitness extends org.bouncycastle.asn1.ASN1Object {
    private final BodyPartID pkiDataBodyid;
    private final org.bouncycastle.asn1.ASN1Sequence bodyIds;
    public void LraPopWitness(BodyPartID, org.bouncycastle.asn1.ASN1Sequence);
    private void LraPopWitness(org.bouncycastle.asn1.ASN1Sequence);
    public static LraPopWitness getInstance(Object);
    public BodyPartID getPkiDataBodyid();
    public BodyPartID[] getBodyIds();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/ModCertTemplate.class


package org.bouncycastle.asn1.cmc;
public synchronized class ModCertTemplate extends org.bouncycastle.asn1.ASN1Object {
    private final BodyPartPath pkiDataReference;
    private final BodyPartList certReferences;
    private final boolean replace;
    private final org.bouncycastle.asn1.crmf.CertTemplate certTemplate;
    public void ModCertTemplate(BodyPartPath, BodyPartList, boolean, org.bouncycastle.asn1.crmf.CertTemplate);
    private void ModCertTemplate(org.bouncycastle.asn1.ASN1Sequence);
    public static ModCertTemplate getInstance(Object);
    public BodyPartPath getPkiDataReference();
    public BodyPartList getCertReferences();
    public boolean isReplacingFields();
    public org.bouncycastle.asn1.crmf.CertTemplate getCertTemplate();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/OtherMsg.class


package org.bouncycastle.asn1.cmc;
public synchronized class OtherMsg extends org.bouncycastle.asn1.ASN1Object {
    private final BodyPartID bodyPartID;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier otherMsgType;
    private final org.bouncycastle.asn1.ASN1Encodable otherMsgValue;
    public void OtherMsg(BodyPartID, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    private void OtherMsg(org.bouncycastle.asn1.ASN1Sequence);
    public static OtherMsg getInstance(Object);
    public static OtherMsg getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public BodyPartID getBodyPartID();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getOtherMsgType();
    public org.bouncycastle.asn1.ASN1Encodable getOtherMsgValue();
}










org/bouncycastle/asn1/cmc/OtherStatusInfo.class


package org.bouncycastle.asn1.cmc;
public synchronized class OtherStatusInfo extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private final CMCFailInfo failInfo;
    private final PendInfo pendInfo;
    private final ExtendedFailInfo extendedFailInfo;
    public static OtherStatusInfo getInstance(Object);
    void OtherStatusInfo(CMCFailInfo);
    void OtherStatusInfo(PendInfo);
    void OtherStatusInfo(ExtendedFailInfo);
    private void OtherStatusInfo(CMCFailInfo, PendInfo, ExtendedFailInfo);
    public boolean isPendingInfo();
    public boolean isFailInfo();
    public boolean isExtendedFailInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/PKIData.class


package org.bouncycastle.asn1.cmc;
public synchronized class PKIData extends org.bouncycastle.asn1.ASN1Object {
    private final TaggedAttribute[] controlSequence;
    private final TaggedRequest[] reqSequence;
    private final TaggedContentInfo[] cmsSequence;
    private final OtherMsg[] otherMsgSequence;
    public void PKIData(TaggedAttribute[], TaggedRequest[], TaggedContentInfo[], OtherMsg[]);
    private void PKIData(org.bouncycastle.asn1.ASN1Sequence);
    public static PKIData getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public TaggedAttribute[] getControlSequence();
    public TaggedRequest[] getReqSequence();
    public TaggedContentInfo[] getCmsSequence();
    public OtherMsg[] getOtherMsgSequence();
}










org/bouncycastle/asn1/cmc/PKIResponse.class


package org.bouncycastle.asn1.cmc;
public synchronized class PKIResponse extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1Sequence controlSequence;
    private final org.bouncycastle.asn1.ASN1Sequence cmsSequence;
    private final org.bouncycastle.asn1.ASN1Sequence otherMsgSequence;
    private void PKIResponse(org.bouncycastle.asn1.ASN1Sequence);
    public static PKIResponse getInstance(Object);
    public static PKIResponse getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public org.bouncycastle.asn1.ASN1Sequence getControlSequence();
    public org.bouncycastle.asn1.ASN1Sequence getCmsSequence();
    public org.bouncycastle.asn1.ASN1Sequence getOtherMsgSequence();
}










org/bouncycastle/asn1/cmc/PendInfo.class


package org.bouncycastle.asn1.cmc;
public synchronized class PendInfo extends org.bouncycastle.asn1.ASN1Object {
    private final byte[] pendToken;
    private final org.bouncycastle.asn1.ASN1GeneralizedTime pendTime;
    public void PendInfo(byte[], org.bouncycastle.asn1.ASN1GeneralizedTime);
    private void PendInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static PendInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public byte[] getPendToken();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getPendTime();
}










org/bouncycastle/asn1/cmc/PopLinkWitnessV2.class


package org.bouncycastle.asn1.cmc;
public synchronized class PopLinkWitnessV2 extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier keyGenAlgorithm;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier macAlgorithm;
    private final byte[] witness;
    public void PopLinkWitnessV2(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    private void PopLinkWitnessV2(org.bouncycastle.asn1.ASN1Sequence);
    public static PopLinkWitnessV2 getInstance(Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKeyGenAlgorithm();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getMacAlgorithm();
    public byte[] getWitness();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/PublishTrustAnchors.class


package org.bouncycastle.asn1.cmc;
public synchronized class PublishTrustAnchors extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1Integer seqNumber;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier hashAlgorithm;
    private final org.bouncycastle.asn1.ASN1Sequence anchorHashes;
    public void PublishTrustAnchors(java.math.BigInteger, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[][]);
    private void PublishTrustAnchors(org.bouncycastle.asn1.ASN1Sequence);
    public static PublishTrustAnchors getInstance(Object);
    public java.math.BigInteger getSeqNumber();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlgorithm();
    public byte[][] getAnchorHashes();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/RevokeRequest.class


package org.bouncycastle.asn1.cmc;
public synchronized class RevokeRequest extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x500.X500Name name;
    private final org.bouncycastle.asn1.ASN1Integer serialNumber;
    private final org.bouncycastle.asn1.x509.CRLReason reason;
    private org.bouncycastle.asn1.ASN1GeneralizedTime invalidityDate;
    private org.bouncycastle.asn1.ASN1OctetString passphrase;
    private org.bouncycastle.asn1.DERUTF8String comment;
    public void RevokeRequest(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.x509.CRLReason, org.bouncycastle.asn1.ASN1GeneralizedTime, org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.DERUTF8String);
    private void RevokeRequest(org.bouncycastle.asn1.ASN1Sequence);
    public static RevokeRequest getInstance(Object);
    public org.bouncycastle.asn1.x500.X500Name getName();
    public java.math.BigInteger getSerialNumber();
    public org.bouncycastle.asn1.x509.CRLReason getReason();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getInvalidityDate();
    public void setInvalidityDate(org.bouncycastle.asn1.ASN1GeneralizedTime);
    public org.bouncycastle.asn1.ASN1OctetString getPassphrase();
    public void setPassphrase(org.bouncycastle.asn1.ASN1OctetString);
    public org.bouncycastle.asn1.DERUTF8String getComment();
    public void setComment(org.bouncycastle.asn1.DERUTF8String);
    public byte[] getPassPhrase();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/TaggedAttribute.class


package org.bouncycastle.asn1.cmc;
public synchronized class TaggedAttribute extends org.bouncycastle.asn1.ASN1Object {
    private final BodyPartID bodyPartID;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier attrType;
    private final org.bouncycastle.asn1.ASN1Set attrValues;
    public static TaggedAttribute getInstance(Object);
    private void TaggedAttribute(org.bouncycastle.asn1.ASN1Sequence);
    public void TaggedAttribute(BodyPartID, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Set);
    public BodyPartID getBodyPartID();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getAttrType();
    public org.bouncycastle.asn1.ASN1Set getAttrValues();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/TaggedCertificationRequest.class


package org.bouncycastle.asn1.cmc;
public synchronized class TaggedCertificationRequest extends org.bouncycastle.asn1.ASN1Object {
    private final BodyPartID bodyPartID;
    private final CertificationRequest certificationRequest;
    public void TaggedCertificationRequest(BodyPartID, CertificationRequest);
    private void TaggedCertificationRequest(org.bouncycastle.asn1.ASN1Sequence);
    public static TaggedCertificationRequest getInstance(Object);
    public static TaggedCertificationRequest getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/TaggedContentInfo.class


package org.bouncycastle.asn1.cmc;
public synchronized class TaggedContentInfo extends org.bouncycastle.asn1.ASN1Object {
    private final BodyPartID bodyPartID;
    private final org.bouncycastle.asn1.cms.ContentInfo contentInfo;
    public void TaggedContentInfo(BodyPartID, org.bouncycastle.asn1.cms.ContentInfo);
    private void TaggedContentInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static TaggedContentInfo getInstance(Object);
    public static TaggedContentInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public BodyPartID getBodyPartID();
    public org.bouncycastle.asn1.cms.ContentInfo getContentInfo();
}










org/bouncycastle/asn1/cmc/TaggedRequest.class


package org.bouncycastle.asn1.cmc;
public synchronized class TaggedRequest extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int TCR = 0;
    public static final int CRM = 1;
    public static final int ORM = 2;
    private final int tagNo;
    private final org.bouncycastle.asn1.ASN1Encodable value;
    public void TaggedRequest(TaggedCertificationRequest);
    public void TaggedRequest(org.bouncycastle.asn1.crmf.CertReqMsg);
    private void TaggedRequest(org.bouncycastle.asn1.ASN1Sequence);
    public static TaggedRequest getInstance(Object);
    public int getTagNo();
    public org.bouncycastle.asn1.ASN1Encodable getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmc/Utils.class


package org.bouncycastle.asn1.cmc;
synchronized class Utils {
    void Utils();
    static BodyPartID[] toBodyPartIDArray(org.bouncycastle.asn1.ASN1Sequence);
    static BodyPartID[] clone(BodyPartID[]);
    static org.bouncycastle.asn1.x509.Extension[] clone(org.bouncycastle.asn1.x509.Extension[]);
}










org/bouncycastle/asn1/cmp/CAKeyUpdAnnContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class CAKeyUpdAnnContent extends org.bouncycastle.asn1.ASN1Object {
    private CMPCertificate oldWithNew;
    private CMPCertificate newWithOld;
    private CMPCertificate newWithNew;
    private void CAKeyUpdAnnContent(org.bouncycastle.asn1.ASN1Sequence);
    public static CAKeyUpdAnnContent getInstance(Object);
    public void CAKeyUpdAnnContent(CMPCertificate, CMPCertificate, CMPCertificate);
    public CMPCertificate getOldWithNew();
    public CMPCertificate getNewWithOld();
    public CMPCertificate getNewWithNew();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/CMPCertificate.class


package org.bouncycastle.asn1.cmp;
public synchronized class CMPCertificate extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private org.bouncycastle.asn1.x509.Certificate x509v3PKCert;
    private int otherTagValue;
    private org.bouncycastle.asn1.ASN1Object otherCert;
    public void CMPCertificate(org.bouncycastle.asn1.x509.AttributeCertificate);
    public void CMPCertificate(int, org.bouncycastle.asn1.ASN1Object);
    public void CMPCertificate(org.bouncycastle.asn1.x509.Certificate);
    public static CMPCertificate getInstance(Object);
    public boolean isX509v3PKCert();
    public org.bouncycastle.asn1.x509.Certificate getX509v3PKCert();
    public org.bouncycastle.asn1.x509.AttributeCertificate getX509v2AttrCert();
    public int getOtherCertTag();
    public org.bouncycastle.asn1.ASN1Object getOtherCert();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/CMPObjectIdentifiers.class


package org.bouncycastle.asn1.cmp;
public abstract interface CMPObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier passwordBasedMac;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhBasedMac;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_caProtEncCert;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_signKeyPairTypes;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_encKeyPairTypes;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_preferredSymAlg;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_caKeyUpdateInfo;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_currentCRL;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_unsupportedOIDs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_keyPairParamReq;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_keyPairParamRep;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_revPassphrase;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_implicitConfirm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_confirmWaitTime;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_origPKIMessage;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier it_suppLangTags;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkip;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_regCtrl;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_regInfo;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier regCtrl_regToken;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier regCtrl_authenticator;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier regCtrl_pkiPublicationInfo;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier regCtrl_pkiArchiveOptions;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier regCtrl_oldCertID;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier regCtrl_protocolEncrKey;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier regCtrl_altCertTemplate;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier regInfo_utf8Pairs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier regInfo_certReq;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ct_encKeyWithID;
    static void <clinit>();
}










org/bouncycastle/asn1/cmp/CRLAnnContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class CRLAnnContent extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence content;
    private void CRLAnnContent(org.bouncycastle.asn1.ASN1Sequence);
    public static CRLAnnContent getInstance(Object);
    public void CRLAnnContent(org.bouncycastle.asn1.x509.CertificateList);
    public org.bouncycastle.asn1.x509.CertificateList[] getCertificateLists();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/CertConfirmContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class CertConfirmContent extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence content;
    private void CertConfirmContent(org.bouncycastle.asn1.ASN1Sequence);
    public static CertConfirmContent getInstance(Object);
    public CertStatus[] toCertStatusArray();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/CertOrEncCert.class


package org.bouncycastle.asn1.cmp;
public synchronized class CertOrEncCert extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private CMPCertificate certificate;
    private org.bouncycastle.asn1.crmf.EncryptedValue encryptedCert;
    private void CertOrEncCert(org.bouncycastle.asn1.ASN1TaggedObject);
    public static CertOrEncCert getInstance(Object);
    public void CertOrEncCert(CMPCertificate);
    public void CertOrEncCert(org.bouncycastle.asn1.crmf.EncryptedValue);
    public CMPCertificate getCertificate();
    public org.bouncycastle.asn1.crmf.EncryptedValue getEncryptedCert();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/CertRepMessage.class


package org.bouncycastle.asn1.cmp;
public synchronized class CertRepMessage extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence caPubs;
    private org.bouncycastle.asn1.ASN1Sequence response;
    private void CertRepMessage(org.bouncycastle.asn1.ASN1Sequence);
    public static CertRepMessage getInstance(Object);
    public void CertRepMessage(CMPCertificate[], CertResponse[]);
    public CMPCertificate[] getCaPubs();
    public CertResponse[] getResponse();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/CertResponse.class


package org.bouncycastle.asn1.cmp;
public synchronized class CertResponse extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer certReqId;
    private PKIStatusInfo status;
    private CertifiedKeyPair certifiedKeyPair;
    private org.bouncycastle.asn1.ASN1OctetString rspInfo;
    private void CertResponse(org.bouncycastle.asn1.ASN1Sequence);
    public static CertResponse getInstance(Object);
    public void CertResponse(org.bouncycastle.asn1.ASN1Integer, PKIStatusInfo);
    public void CertResponse(org.bouncycastle.asn1.ASN1Integer, PKIStatusInfo, CertifiedKeyPair, org.bouncycastle.asn1.ASN1OctetString);
    public org.bouncycastle.asn1.ASN1Integer getCertReqId();
    public PKIStatusInfo getStatus();
    public CertifiedKeyPair getCertifiedKeyPair();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/CertStatus.class


package org.bouncycastle.asn1.cmp;
public synchronized class CertStatus extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1OctetString certHash;
    private org.bouncycastle.asn1.ASN1Integer certReqId;
    private PKIStatusInfo statusInfo;
    private void CertStatus(org.bouncycastle.asn1.ASN1Sequence);
    public void CertStatus(byte[], java.math.BigInteger);
    public void CertStatus(byte[], java.math.BigInteger, PKIStatusInfo);
    public static CertStatus getInstance(Object);
    public org.bouncycastle.asn1.ASN1OctetString getCertHash();
    public org.bouncycastle.asn1.ASN1Integer getCertReqId();
    public PKIStatusInfo getStatusInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/CertifiedKeyPair.class


package org.bouncycastle.asn1.cmp;
public synchronized class CertifiedKeyPair extends org.bouncycastle.asn1.ASN1Object {
    private CertOrEncCert certOrEncCert;
    private org.bouncycastle.asn1.crmf.EncryptedValue privateKey;
    private org.bouncycastle.asn1.crmf.PKIPublicationInfo publicationInfo;
    private void CertifiedKeyPair(org.bouncycastle.asn1.ASN1Sequence);
    public static CertifiedKeyPair getInstance(Object);
    public void CertifiedKeyPair(CertOrEncCert);
    public void CertifiedKeyPair(CertOrEncCert, org.bouncycastle.asn1.crmf.EncryptedValue, org.bouncycastle.asn1.crmf.PKIPublicationInfo);
    public CertOrEncCert getCertOrEncCert();
    public org.bouncycastle.asn1.crmf.EncryptedValue getPrivateKey();
    public org.bouncycastle.asn1.crmf.PKIPublicationInfo getPublicationInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/Challenge.class


package org.bouncycastle.asn1.cmp;
public synchronized class Challenge extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier owf;
    private org.bouncycastle.asn1.ASN1OctetString witness;
    private org.bouncycastle.asn1.ASN1OctetString challenge;
    private void Challenge(org.bouncycastle.asn1.ASN1Sequence);
    public static Challenge getInstance(Object);
    public void Challenge(byte[], byte[]);
    public void Challenge(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], byte[]);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getOwf();
    public byte[] getWitness();
    public byte[] getChallenge();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private void addOptional(org.bouncycastle.asn1.ASN1EncodableVector, org.bouncycastle.asn1.ASN1Encodable);
}










org/bouncycastle/asn1/cmp/ErrorMsgContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class ErrorMsgContent extends org.bouncycastle.asn1.ASN1Object {
    private PKIStatusInfo pkiStatusInfo;
    private org.bouncycastle.asn1.ASN1Integer errorCode;
    private PKIFreeText errorDetails;
    private void ErrorMsgContent(org.bouncycastle.asn1.ASN1Sequence);
    public static ErrorMsgContent getInstance(Object);
    public void ErrorMsgContent(PKIStatusInfo);
    public void ErrorMsgContent(PKIStatusInfo, org.bouncycastle.asn1.ASN1Integer, PKIFreeText);
    public PKIStatusInfo getPKIStatusInfo();
    public org.bouncycastle.asn1.ASN1Integer getErrorCode();
    public PKIFreeText getErrorDetails();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private void addOptional(org.bouncycastle.asn1.ASN1EncodableVector, org.bouncycastle.asn1.ASN1Encodable);
}










org/bouncycastle/asn1/cmp/GenMsgContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class GenMsgContent extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence content;
    private void GenMsgContent(org.bouncycastle.asn1.ASN1Sequence);
    public static GenMsgContent getInstance(Object);
    public void GenMsgContent(InfoTypeAndValue);
    public void GenMsgContent(InfoTypeAndValue[]);
    public InfoTypeAndValue[] toInfoTypeAndValueArray();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/GenRepContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class GenRepContent extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence content;
    private void GenRepContent(org.bouncycastle.asn1.ASN1Sequence);
    public static GenRepContent getInstance(Object);
    public void GenRepContent(InfoTypeAndValue);
    public void GenRepContent(InfoTypeAndValue[]);
    public InfoTypeAndValue[] toInfoTypeAndValueArray();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/InfoTypeAndValue.class


package org.bouncycastle.asn1.cmp;
public synchronized class InfoTypeAndValue extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier infoType;
    private org.bouncycastle.asn1.ASN1Encodable infoValue;
    private void InfoTypeAndValue(org.bouncycastle.asn1.ASN1Sequence);
    public static InfoTypeAndValue getInstance(Object);
    public void InfoTypeAndValue(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void InfoTypeAndValue(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getInfoType();
    public org.bouncycastle.asn1.ASN1Encodable getInfoValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/KeyRecRepContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class KeyRecRepContent extends org.bouncycastle.asn1.ASN1Object {
    private PKIStatusInfo status;
    private CMPCertificate newSigCert;
    private org.bouncycastle.asn1.ASN1Sequence caCerts;
    private org.bouncycastle.asn1.ASN1Sequence keyPairHist;
    private void KeyRecRepContent(org.bouncycastle.asn1.ASN1Sequence);
    public static KeyRecRepContent getInstance(Object);
    public PKIStatusInfo getStatus();
    public CMPCertificate getNewSigCert();
    public CMPCertificate[] getCaCerts();
    public CertifiedKeyPair[] getKeyPairHist();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private void addOptional(org.bouncycastle.asn1.ASN1EncodableVector, int, org.bouncycastle.asn1.ASN1Encodable);
}










org/bouncycastle/asn1/cmp/OOBCertHash.class


package org.bouncycastle.asn1.cmp;
public synchronized class OOBCertHash extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier hashAlg;
    private org.bouncycastle.asn1.crmf.CertId certId;
    private org.bouncycastle.asn1.DERBitString hashVal;
    private void OOBCertHash(org.bouncycastle.asn1.ASN1Sequence);
    public static OOBCertHash getInstance(Object);
    public void OOBCertHash(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.crmf.CertId, byte[]);
    public void OOBCertHash(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.crmf.CertId, org.bouncycastle.asn1.DERBitString);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlg();
    public org.bouncycastle.asn1.crmf.CertId getCertId();
    public org.bouncycastle.asn1.DERBitString getHashVal();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private void addOptional(org.bouncycastle.asn1.ASN1EncodableVector, int, org.bouncycastle.asn1.ASN1Encodable);
}










org/bouncycastle/asn1/cmp/PBMParameter.class


package org.bouncycastle.asn1.cmp;
public synchronized class PBMParameter extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1OctetString salt;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier owf;
    private org.bouncycastle.asn1.ASN1Integer iterationCount;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier mac;
    private void PBMParameter(org.bouncycastle.asn1.ASN1Sequence);
    public static PBMParameter getInstance(Object);
    public void PBMParameter(byte[], org.bouncycastle.asn1.x509.AlgorithmIdentifier, int, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public void PBMParameter(org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public org.bouncycastle.asn1.ASN1OctetString getSalt();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getOwf();
    public org.bouncycastle.asn1.ASN1Integer getIterationCount();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getMac();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/PKIBody.class


package org.bouncycastle.asn1.cmp;
public synchronized class PKIBody extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int TYPE_INIT_REQ = 0;
    public static final int TYPE_INIT_REP = 1;
    public static final int TYPE_CERT_REQ = 2;
    public static final int TYPE_CERT_REP = 3;
    public static final int TYPE_P10_CERT_REQ = 4;
    public static final int TYPE_POPO_CHALL = 5;
    public static final int TYPE_POPO_REP = 6;
    public static final int TYPE_KEY_UPDATE_REQ = 7;
    public static final int TYPE_KEY_UPDATE_REP = 8;
    public static final int TYPE_KEY_RECOVERY_REQ = 9;
    public static final int TYPE_KEY_RECOVERY_REP = 10;
    public static final int TYPE_REVOCATION_REQ = 11;
    public static final int TYPE_REVOCATION_REP = 12;
    public static final int TYPE_CROSS_CERT_REQ = 13;
    public static final int TYPE_CROSS_CERT_REP = 14;
    public static final int TYPE_CA_KEY_UPDATE_ANN = 15;
    public static final int TYPE_CERT_ANN = 16;
    public static final int TYPE_REVOCATION_ANN = 17;
    public static final int TYPE_CRL_ANN = 18;
    public static final int TYPE_CONFIRM = 19;
    public static final int TYPE_NESTED = 20;
    public static final int TYPE_GEN_MSG = 21;
    public static final int TYPE_GEN_REP = 22;
    public static final int TYPE_ERROR = 23;
    public static final int TYPE_CERT_CONFIRM = 24;
    public static final int TYPE_POLL_REQ = 25;
    public static final int TYPE_POLL_REP = 26;
    private int tagNo;
    private org.bouncycastle.asn1.ASN1Encodable body;
    public static PKIBody getInstance(Object);
    private void PKIBody(org.bouncycastle.asn1.ASN1TaggedObject);
    public void PKIBody(int, org.bouncycastle.asn1.ASN1Encodable);
    private static org.bouncycastle.asn1.ASN1Encodable getBodyForType(int, org.bouncycastle.asn1.ASN1Encodable);
    public int getType();
    public org.bouncycastle.asn1.ASN1Encodable getContent();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/PKIConfirmContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class PKIConfirmContent extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Null val;
    private void PKIConfirmContent(org.bouncycastle.asn1.ASN1Null);
    public static PKIConfirmContent getInstance(Object);
    public void PKIConfirmContent();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/PKIFailureInfo.class


package org.bouncycastle.asn1.cmp;
public synchronized class PKIFailureInfo extends org.bouncycastle.asn1.DERBitString {
    public static final int badAlg = 128;
    public static final int badMessageCheck = 64;
    public static final int badRequest = 32;
    public static final int badTime = 16;
    public static final int badCertId = 8;
    public static final int badDataFormat = 4;
    public static final int wrongAuthority = 2;
    public static final int incorrectData = 1;
    public static final int missingTimeStamp = 32768;
    public static final int badPOP = 16384;
    public static final int certRevoked = 8192;
    public static final int certConfirmed = 4096;
    public static final int wrongIntegrity = 2048;
    public static final int badRecipientNonce = 1024;
    public static final int timeNotAvailable = 512;
    public static final int unacceptedPolicy = 256;
    public static final int unacceptedExtension = 8388608;
    public static final int addInfoNotAvailable = 4194304;
    public static final int badSenderNonce = 2097152;
    public static final int badCertTemplate = 1048576;
    public static final int signerNotTrusted = 524288;
    public static final int transactionIdInUse = 262144;
    public static final int unsupportedVersion = 131072;
    public static final int notAuthorized = 65536;
    public static final int systemUnavail = -2147483648;
    public static final int systemFailure = 1073741824;
    public static final int duplicateCertReq = 536870912;
    public static final int BAD_ALG = 128;
    public static final int BAD_MESSAGE_CHECK = 64;
    public static final int BAD_REQUEST = 32;
    public static final int BAD_TIME = 16;
    public static final int BAD_CERT_ID = 8;
    public static final int BAD_DATA_FORMAT = 4;
    public static final int WRONG_AUTHORITY = 2;
    public static final int INCORRECT_DATA = 1;
    public static final int MISSING_TIME_STAMP = 32768;
    public static final int BAD_POP = 16384;
    public static final int TIME_NOT_AVAILABLE = 512;
    public static final int UNACCEPTED_POLICY = 256;
    public static final int UNACCEPTED_EXTENSION = 8388608;
    public static final int ADD_INFO_NOT_AVAILABLE = 4194304;
    public static final int SYSTEM_FAILURE = 1073741824;
    public void PKIFailureInfo(int);
    public void PKIFailureInfo(org.bouncycastle.asn1.DERBitString);
    public String toString();
}










org/bouncycastle/asn1/cmp/PKIFreeText.class


package org.bouncycastle.asn1.cmp;
public synchronized class PKIFreeText extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Sequence strings;
    public static PKIFreeText getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static PKIFreeText getInstance(Object);
    private void PKIFreeText(org.bouncycastle.asn1.ASN1Sequence);
    public void PKIFreeText(org.bouncycastle.asn1.DERUTF8String);
    public void PKIFreeText(String);
    public void PKIFreeText(org.bouncycastle.asn1.DERUTF8String[]);
    public void PKIFreeText(String[]);
    public int size();
    public org.bouncycastle.asn1.DERUTF8String getStringAt(int);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/PKIHeader.class


package org.bouncycastle.asn1.cmp;
public synchronized class PKIHeader extends org.bouncycastle.asn1.ASN1Object {
    public static final org.bouncycastle.asn1.x509.GeneralName NULL_NAME;
    public static final int CMP_1999 = 1;
    public static final int CMP_2000 = 2;
    private org.bouncycastle.asn1.ASN1Integer pvno;
    private org.bouncycastle.asn1.x509.GeneralName sender;
    private org.bouncycastle.asn1.x509.GeneralName recipient;
    private org.bouncycastle.asn1.ASN1GeneralizedTime messageTime;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier protectionAlg;
    private org.bouncycastle.asn1.ASN1OctetString senderKID;
    private org.bouncycastle.asn1.ASN1OctetString recipKID;
    private org.bouncycastle.asn1.ASN1OctetString transactionID;
    private org.bouncycastle.asn1.ASN1OctetString senderNonce;
    private org.bouncycastle.asn1.ASN1OctetString recipNonce;
    private PKIFreeText freeText;
    private org.bouncycastle.asn1.ASN1Sequence generalInfo;
    private void PKIHeader(org.bouncycastle.asn1.ASN1Sequence);
    public static PKIHeader getInstance(Object);
    public void PKIHeader(int, org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.x509.GeneralName);
    private void PKIHeader(org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.x509.GeneralName);
    public org.bouncycastle.asn1.ASN1Integer getPvno();
    public org.bouncycastle.asn1.x509.GeneralName getSender();
    public org.bouncycastle.asn1.x509.GeneralName getRecipient();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getMessageTime();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getProtectionAlg();
    public org.bouncycastle.asn1.ASN1OctetString getSenderKID();
    public org.bouncycastle.asn1.ASN1OctetString getRecipKID();
    public org.bouncycastle.asn1.ASN1OctetString getTransactionID();
    public org.bouncycastle.asn1.ASN1OctetString getSenderNonce();
    public org.bouncycastle.asn1.ASN1OctetString getRecipNonce();
    public PKIFreeText getFreeText();
    public InfoTypeAndValue[] getGeneralInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private void addOptional(org.bouncycastle.asn1.ASN1EncodableVector, int, org.bouncycastle.asn1.ASN1Encodable);
    static void <clinit>();
}










org/bouncycastle/asn1/cmp/PKIHeaderBuilder.class


package org.bouncycastle.asn1.cmp;
public synchronized class PKIHeaderBuilder {
    private org.bouncycastle.asn1.ASN1Integer pvno;
    private org.bouncycastle.asn1.x509.GeneralName sender;
    private org.bouncycastle.asn1.x509.GeneralName recipient;
    private org.bouncycastle.asn1.ASN1GeneralizedTime messageTime;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier protectionAlg;
    private org.bouncycastle.asn1.ASN1OctetString senderKID;
    private org.bouncycastle.asn1.ASN1OctetString recipKID;
    private org.bouncycastle.asn1.ASN1OctetString transactionID;
    private org.bouncycastle.asn1.ASN1OctetString senderNonce;
    private org.bouncycastle.asn1.ASN1OctetString recipNonce;
    private PKIFreeText freeText;
    private org.bouncycastle.asn1.ASN1Sequence generalInfo;
    public void PKIHeaderBuilder(int, org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.x509.GeneralName);
    private void PKIHeaderBuilder(org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.x509.GeneralName);
    public PKIHeaderBuilder setMessageTime(org.bouncycastle.asn1.ASN1GeneralizedTime);
    public PKIHeaderBuilder setProtectionAlg(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public PKIHeaderBuilder setSenderKID(byte[]);
    public PKIHeaderBuilder setSenderKID(org.bouncycastle.asn1.ASN1OctetString);
    public PKIHeaderBuilder setRecipKID(byte[]);
    public PKIHeaderBuilder setRecipKID(org.bouncycastle.asn1.DEROctetString);
    public PKIHeaderBuilder setTransactionID(byte[]);
    public PKIHeaderBuilder setTransactionID(org.bouncycastle.asn1.ASN1OctetString);
    public PKIHeaderBuilder setSenderNonce(byte[]);
    public PKIHeaderBuilder setSenderNonce(org.bouncycastle.asn1.ASN1OctetString);
    public PKIHeaderBuilder setRecipNonce(byte[]);
    public PKIHeaderBuilder setRecipNonce(org.bouncycastle.asn1.ASN1OctetString);
    public PKIHeaderBuilder setFreeText(PKIFreeText);
    public PKIHeaderBuilder setGeneralInfo(InfoTypeAndValue);
    public PKIHeaderBuilder setGeneralInfo(InfoTypeAndValue[]);
    public PKIHeaderBuilder setGeneralInfo(org.bouncycastle.asn1.ASN1Sequence);
    private static org.bouncycastle.asn1.ASN1Sequence makeGeneralInfoSeq(InfoTypeAndValue);
    private static org.bouncycastle.asn1.ASN1Sequence makeGeneralInfoSeq(InfoTypeAndValue[]);
    public PKIHeader build();
    private void addOptional(org.bouncycastle.asn1.ASN1EncodableVector, int, org.bouncycastle.asn1.ASN1Encodable);
}










org/bouncycastle/asn1/cmp/PKIMessage.class


package org.bouncycastle.asn1.cmp;
public synchronized class PKIMessage extends org.bouncycastle.asn1.ASN1Object {
    private PKIHeader header;
    private PKIBody body;
    private org.bouncycastle.asn1.DERBitString protection;
    private org.bouncycastle.asn1.ASN1Sequence extraCerts;
    private void PKIMessage(org.bouncycastle.asn1.ASN1Sequence);
    public static PKIMessage getInstance(Object);
    public void PKIMessage(PKIHeader, PKIBody, org.bouncycastle.asn1.DERBitString, CMPCertificate[]);
    public void PKIMessage(PKIHeader, PKIBody, org.bouncycastle.asn1.DERBitString);
    public void PKIMessage(PKIHeader, PKIBody);
    public PKIHeader getHeader();
    public PKIBody getBody();
    public org.bouncycastle.asn1.DERBitString getProtection();
    public CMPCertificate[] getExtraCerts();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private void addOptional(org.bouncycastle.asn1.ASN1EncodableVector, int, org.bouncycastle.asn1.ASN1Encodable);
}










org/bouncycastle/asn1/cmp/PKIMessages.class


package org.bouncycastle.asn1.cmp;
public synchronized class PKIMessages extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence content;
    private void PKIMessages(org.bouncycastle.asn1.ASN1Sequence);
    public static PKIMessages getInstance(Object);
    public void PKIMessages(PKIMessage);
    public void PKIMessages(PKIMessage[]);
    public PKIMessage[] toPKIMessageArray();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/PKIStatus.class


package org.bouncycastle.asn1.cmp;
public synchronized class PKIStatus extends org.bouncycastle.asn1.ASN1Object {
    public static final int GRANTED = 0;
    public static final int GRANTED_WITH_MODS = 1;
    public static final int REJECTION = 2;
    public static final int WAITING = 3;
    public static final int REVOCATION_WARNING = 4;
    public static final int REVOCATION_NOTIFICATION = 5;
    public static final int KEY_UPDATE_WARNING = 6;
    public static final PKIStatus granted;
    public static final PKIStatus grantedWithMods;
    public static final PKIStatus rejection;
    public static final PKIStatus waiting;
    public static final PKIStatus revocationWarning;
    public static final PKIStatus revocationNotification;
    public static final PKIStatus keyUpdateWaiting;
    private org.bouncycastle.asn1.ASN1Integer value;
    private void PKIStatus(int);
    private void PKIStatus(org.bouncycastle.asn1.ASN1Integer);
    public static PKIStatus getInstance(Object);
    public java.math.BigInteger getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/cmp/PKIStatusInfo.class


package org.bouncycastle.asn1.cmp;
public synchronized class PKIStatusInfo extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer status;
    PKIFreeText statusString;
    org.bouncycastle.asn1.DERBitString failInfo;
    public static PKIStatusInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static PKIStatusInfo getInstance(Object);
    private void PKIStatusInfo(org.bouncycastle.asn1.ASN1Sequence);
    public void PKIStatusInfo(PKIStatus);
    public void PKIStatusInfo(PKIStatus, PKIFreeText);
    public void PKIStatusInfo(PKIStatus, PKIFreeText, PKIFailureInfo);
    public java.math.BigInteger getStatus();
    public PKIFreeText getStatusString();
    public org.bouncycastle.asn1.DERBitString getFailInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/POPODecKeyChallContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class POPODecKeyChallContent extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence content;
    private void POPODecKeyChallContent(org.bouncycastle.asn1.ASN1Sequence);
    public static POPODecKeyChallContent getInstance(Object);
    public Challenge[] toChallengeArray();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/POPODecKeyRespContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class POPODecKeyRespContent extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence content;
    private void POPODecKeyRespContent(org.bouncycastle.asn1.ASN1Sequence);
    public static POPODecKeyRespContent getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer[] toASN1IntegerArray();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/PollRepContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class PollRepContent extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer[] certReqId;
    private org.bouncycastle.asn1.ASN1Integer[] checkAfter;
    private PKIFreeText[] reason;
    private void PollRepContent(org.bouncycastle.asn1.ASN1Sequence);
    public static PollRepContent getInstance(Object);
    public void PollRepContent(org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.ASN1Integer);
    public void PollRepContent(org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.ASN1Integer, PKIFreeText);
    public int size();
    public org.bouncycastle.asn1.ASN1Integer getCertReqId(int);
    public org.bouncycastle.asn1.ASN1Integer getCheckAfter(int);
    public PKIFreeText getReason(int);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/PollReqContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class PollReqContent extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence content;
    private void PollReqContent(org.bouncycastle.asn1.ASN1Sequence);
    public static PollReqContent getInstance(Object);
    public void PollReqContent(org.bouncycastle.asn1.ASN1Integer);
    public void PollReqContent(org.bouncycastle.asn1.ASN1Integer[]);
    public void PollReqContent(java.math.BigInteger);
    public void PollReqContent(java.math.BigInteger[]);
    public org.bouncycastle.asn1.ASN1Integer[][] getCertReqIds();
    public java.math.BigInteger[] getCertReqIdValues();
    private static org.bouncycastle.asn1.ASN1Integer[] sequenceToASN1IntegerArray(org.bouncycastle.asn1.ASN1Sequence);
    private static org.bouncycastle.asn1.DERSequence[] intsToSequence(org.bouncycastle.asn1.ASN1Integer[]);
    private static org.bouncycastle.asn1.ASN1Integer[] intsToASN1(java.math.BigInteger[]);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/ProtectedPart.class


package org.bouncycastle.asn1.cmp;
public synchronized class ProtectedPart extends org.bouncycastle.asn1.ASN1Object {
    private PKIHeader header;
    private PKIBody body;
    private void ProtectedPart(org.bouncycastle.asn1.ASN1Sequence);
    public static ProtectedPart getInstance(Object);
    public void ProtectedPart(PKIHeader, PKIBody);
    public PKIHeader getHeader();
    public PKIBody getBody();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/RevAnnContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class RevAnnContent extends org.bouncycastle.asn1.ASN1Object {
    private PKIStatus status;
    private org.bouncycastle.asn1.crmf.CertId certId;
    private org.bouncycastle.asn1.ASN1GeneralizedTime willBeRevokedAt;
    private org.bouncycastle.asn1.ASN1GeneralizedTime badSinceDate;
    private org.bouncycastle.asn1.x509.Extensions crlDetails;
    private void RevAnnContent(org.bouncycastle.asn1.ASN1Sequence);
    public static RevAnnContent getInstance(Object);
    public PKIStatus getStatus();
    public org.bouncycastle.asn1.crmf.CertId getCertId();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getWillBeRevokedAt();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getBadSinceDate();
    public org.bouncycastle.asn1.x509.Extensions getCrlDetails();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/RevDetails.class


package org.bouncycastle.asn1.cmp;
public synchronized class RevDetails extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.crmf.CertTemplate certDetails;
    private org.bouncycastle.asn1.x509.Extensions crlEntryDetails;
    private void RevDetails(org.bouncycastle.asn1.ASN1Sequence);
    public static RevDetails getInstance(Object);
    public void RevDetails(org.bouncycastle.asn1.crmf.CertTemplate);
    public void RevDetails(org.bouncycastle.asn1.crmf.CertTemplate, org.bouncycastle.asn1.x509.X509Extensions);
    public void RevDetails(org.bouncycastle.asn1.crmf.CertTemplate, org.bouncycastle.asn1.x509.Extensions);
    public org.bouncycastle.asn1.crmf.CertTemplate getCertDetails();
    public org.bouncycastle.asn1.x509.Extensions getCrlEntryDetails();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cmp/RevRepContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class RevRepContent extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence status;
    private org.bouncycastle.asn1.ASN1Sequence revCerts;
    private org.bouncycastle.asn1.ASN1Sequence crls;
    private void RevRepContent(org.bouncycastle.asn1.ASN1Sequence);
    public static RevRepContent getInstance(Object);
    public PKIStatusInfo[] getStatus();
    public org.bouncycastle.asn1.crmf.CertId[] getRevCerts();
    public org.bouncycastle.asn1.x509.CertificateList[] getCrls();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private void addOptional(org.bouncycastle.asn1.ASN1EncodableVector, int, org.bouncycastle.asn1.ASN1Encodable);
}










org/bouncycastle/asn1/cmp/RevRepContentBuilder.class


package org.bouncycastle.asn1.cmp;
public synchronized class RevRepContentBuilder {
    private org.bouncycastle.asn1.ASN1EncodableVector status;
    private org.bouncycastle.asn1.ASN1EncodableVector revCerts;
    private org.bouncycastle.asn1.ASN1EncodableVector crls;
    public void RevRepContentBuilder();
    public RevRepContentBuilder add(PKIStatusInfo);
    public RevRepContentBuilder add(PKIStatusInfo, org.bouncycastle.asn1.crmf.CertId);
    public RevRepContentBuilder addCrl(org.bouncycastle.asn1.x509.CertificateList);
    public RevRepContent build();
}










org/bouncycastle/asn1/cmp/RevReqContent.class


package org.bouncycastle.asn1.cmp;
public synchronized class RevReqContent extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence content;
    private void RevReqContent(org.bouncycastle.asn1.ASN1Sequence);
    public static RevReqContent getInstance(Object);
    public void RevReqContent(RevDetails);
    public void RevReqContent(RevDetails[]);
    public RevDetails[] toRevDetailsArray();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/Attribute.class


package org.bouncycastle.asn1.cms;
public synchronized class Attribute extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier attrType;
    private org.bouncycastle.asn1.ASN1Set attrValues;
    public static Attribute getInstance(Object);
    private void Attribute(org.bouncycastle.asn1.ASN1Sequence);
    public void Attribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Set);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getAttrType();
    public org.bouncycastle.asn1.ASN1Set getAttrValues();
    public org.bouncycastle.asn1.ASN1Encodable[] getAttributeValues();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/AttributeTable.class


package org.bouncycastle.asn1.cms;
public synchronized class AttributeTable {
    private java.util.Hashtable attributes;
    public void AttributeTable(java.util.Hashtable);
    public void AttributeTable(org.bouncycastle.asn1.ASN1EncodableVector);
    public void AttributeTable(org.bouncycastle.asn1.ASN1Set);
    public void AttributeTable(Attribute);
    public void AttributeTable(Attributes);
    private void addAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, Attribute);
    public Attribute get(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1EncodableVector getAll(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public int size();
    public java.util.Hashtable toHashtable();
    public org.bouncycastle.asn1.ASN1EncodableVector toASN1EncodableVector();
    public Attributes toASN1Structure();
    private java.util.Hashtable copyTable(java.util.Hashtable);
    public AttributeTable add(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public AttributeTable remove(org.bouncycastle.asn1.ASN1ObjectIdentifier);
}










org/bouncycastle/asn1/cms/Attributes.class


package org.bouncycastle.asn1.cms;
public synchronized class Attributes extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Set attributes;
    private void Attributes(org.bouncycastle.asn1.ASN1Set);
    public void Attributes(org.bouncycastle.asn1.ASN1EncodableVector);
    public static Attributes getInstance(Object);
    public Attribute[] getAttributes();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/AuthEnvelopedData.class


package org.bouncycastle.asn1.cms;
public synchronized class AuthEnvelopedData extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private OriginatorInfo originatorInfo;
    private org.bouncycastle.asn1.ASN1Set recipientInfos;
    private EncryptedContentInfo authEncryptedContentInfo;
    private org.bouncycastle.asn1.ASN1Set authAttrs;
    private org.bouncycastle.asn1.ASN1OctetString mac;
    private org.bouncycastle.asn1.ASN1Set unauthAttrs;
    public void AuthEnvelopedData(OriginatorInfo, org.bouncycastle.asn1.ASN1Set, EncryptedContentInfo, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.ASN1Set);
    private void AuthEnvelopedData(org.bouncycastle.asn1.ASN1Sequence);
    public static AuthEnvelopedData getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static AuthEnvelopedData getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public OriginatorInfo getOriginatorInfo();
    public org.bouncycastle.asn1.ASN1Set getRecipientInfos();
    public EncryptedContentInfo getAuthEncryptedContentInfo();
    public org.bouncycastle.asn1.ASN1Set getAuthAttrs();
    public org.bouncycastle.asn1.ASN1OctetString getMac();
    public org.bouncycastle.asn1.ASN1Set getUnauthAttrs();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/AuthEnvelopedDataParser.class


package org.bouncycastle.asn1.cms;
public synchronized class AuthEnvelopedDataParser {
    private org.bouncycastle.asn1.ASN1SequenceParser seq;
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.ASN1Encodable nextObject;
    private boolean originatorInfoCalled;
    private EncryptedContentInfoParser authEncryptedContentInfoParser;
    public void AuthEnvelopedDataParser(org.bouncycastle.asn1.ASN1SequenceParser) throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public OriginatorInfo getOriginatorInfo() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1SetParser getRecipientInfos() throws java.io.IOException;
    public EncryptedContentInfoParser getAuthEncryptedContentInfo() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1SetParser getAuthAttrs() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1OctetString getMac() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1SetParser getUnauthAttrs() throws java.io.IOException;
}










org/bouncycastle/asn1/cms/AuthenticatedData.class


package org.bouncycastle.asn1.cms;
public synchronized class AuthenticatedData extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private OriginatorInfo originatorInfo;
    private org.bouncycastle.asn1.ASN1Set recipientInfos;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier macAlgorithm;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier digestAlgorithm;
    private ContentInfo encapsulatedContentInfo;
    private org.bouncycastle.asn1.ASN1Set authAttrs;
    private org.bouncycastle.asn1.ASN1OctetString mac;
    private org.bouncycastle.asn1.ASN1Set unauthAttrs;
    public void AuthenticatedData(OriginatorInfo, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, ContentInfo, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.ASN1Set);
    private void AuthenticatedData(org.bouncycastle.asn1.ASN1Sequence);
    public static AuthenticatedData getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static AuthenticatedData getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public OriginatorInfo getOriginatorInfo();
    public org.bouncycastle.asn1.ASN1Set getRecipientInfos();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getMacAlgorithm();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithm();
    public ContentInfo getEncapsulatedContentInfo();
    public org.bouncycastle.asn1.ASN1Set getAuthAttrs();
    public org.bouncycastle.asn1.ASN1OctetString getMac();
    public org.bouncycastle.asn1.ASN1Set getUnauthAttrs();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public static int calculateVersion(OriginatorInfo);
}










org/bouncycastle/asn1/cms/AuthenticatedDataParser.class


package org.bouncycastle.asn1.cms;
public synchronized class AuthenticatedDataParser {
    private org.bouncycastle.asn1.ASN1SequenceParser seq;
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.ASN1Encodable nextObject;
    private boolean originatorInfoCalled;
    public void AuthenticatedDataParser(org.bouncycastle.asn1.ASN1SequenceParser) throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public OriginatorInfo getOriginatorInfo() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1SetParser getRecipientInfos() throws java.io.IOException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getMacAlgorithm() throws java.io.IOException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithm() throws java.io.IOException;
    public ContentInfoParser getEnapsulatedContentInfo() throws java.io.IOException;
    public ContentInfoParser getEncapsulatedContentInfo() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1SetParser getAuthAttrs() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1OctetString getMac() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1SetParser getUnauthAttrs() throws java.io.IOException;
}










org/bouncycastle/asn1/cms/CCMParameters.class


package org.bouncycastle.asn1.cms;
public synchronized class CCMParameters extends org.bouncycastle.asn1.ASN1Object {
    private byte[] nonce;
    private int icvLen;
    public static CCMParameters getInstance(Object);
    private void CCMParameters(org.bouncycastle.asn1.ASN1Sequence);
    public void CCMParameters(byte[], int);
    public byte[] getNonce();
    public int getIcvLen();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/CMSAlgorithmProtection.class


package org.bouncycastle.asn1.cms;
public synchronized class CMSAlgorithmProtection extends org.bouncycastle.asn1.ASN1Object {
    public static final int SIGNATURE = 1;
    public static final int MAC = 2;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier digestAlgorithm;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier signatureAlgorithm;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier macAlgorithm;
    public void CMSAlgorithmProtection(org.bouncycastle.asn1.x509.AlgorithmIdentifier, int, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private void CMSAlgorithmProtection(org.bouncycastle.asn1.ASN1Sequence);
    public static CMSAlgorithmProtection getInstance(Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithm();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getMacAlgorithm();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSignatureAlgorithm();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/CMSAttributes.class


package org.bouncycastle.asn1.cms;
public abstract interface CMSAttributes {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier contentType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier messageDigest;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier signingTime;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier counterSignature;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier contentHint;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cmsAlgorithmProtect;
    static void <clinit>();
}










org/bouncycastle/asn1/cms/CMSObjectIdentifiers.class


package org.bouncycastle.asn1.cms;
public abstract interface CMSObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier data;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier signedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier envelopedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier signedAndEnvelopedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier digestedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier encryptedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier authenticatedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier compressedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier authEnvelopedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier timestampedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ri;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ri_ocsp_response;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ri_scvp;
    static void <clinit>();
}










org/bouncycastle/asn1/cms/CompressedData.class


package org.bouncycastle.asn1.cms;
public synchronized class CompressedData extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier compressionAlgorithm;
    private ContentInfo encapContentInfo;
    public void CompressedData(org.bouncycastle.asn1.x509.AlgorithmIdentifier, ContentInfo);
    private void CompressedData(org.bouncycastle.asn1.ASN1Sequence);
    public static CompressedData getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static CompressedData getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getCompressionAlgorithmIdentifier();
    public ContentInfo getEncapContentInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/CompressedDataParser.class


package org.bouncycastle.asn1.cms;
public synchronized class CompressedDataParser {
    private org.bouncycastle.asn1.ASN1Integer _version;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier _compressionAlgorithm;
    private ContentInfoParser _encapContentInfo;
    public void CompressedDataParser(org.bouncycastle.asn1.ASN1SequenceParser) throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getCompressionAlgorithmIdentifier();
    public ContentInfoParser getEncapContentInfo();
}










org/bouncycastle/asn1/cms/ContentInfo.class


package org.bouncycastle.asn1.cms;
public synchronized class ContentInfo extends org.bouncycastle.asn1.ASN1Object implements CMSObjectIdentifiers {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier contentType;
    private org.bouncycastle.asn1.ASN1Encodable content;
    public static ContentInfo getInstance(Object);
    public static ContentInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void ContentInfo(org.bouncycastle.asn1.ASN1Sequence);
    public void ContentInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public org.bouncycastle.asn1.ASN1Encodable getContent();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/ContentInfoParser.class


package org.bouncycastle.asn1.cms;
public synchronized class ContentInfoParser {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier contentType;
    private org.bouncycastle.asn1.ASN1TaggedObjectParser content;
    public void ContentInfoParser(org.bouncycastle.asn1.ASN1SequenceParser) throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public org.bouncycastle.asn1.ASN1Encodable getContent(int) throws java.io.IOException;
}










org/bouncycastle/asn1/cms/DigestedData.class


package org.bouncycastle.asn1.cms;
public synchronized class DigestedData extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier digestAlgorithm;
    private ContentInfo encapContentInfo;
    private org.bouncycastle.asn1.ASN1OctetString digest;
    public void DigestedData(org.bouncycastle.asn1.x509.AlgorithmIdentifier, ContentInfo, byte[]);
    private void DigestedData(org.bouncycastle.asn1.ASN1Sequence);
    public static DigestedData getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static DigestedData getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithm();
    public ContentInfo getEncapContentInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public byte[] getDigest();
}










org/bouncycastle/asn1/cms/EncryptedContentInfo.class


package org.bouncycastle.asn1.cms;
public synchronized class EncryptedContentInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier contentType;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier contentEncryptionAlgorithm;
    private org.bouncycastle.asn1.ASN1OctetString encryptedContent;
    public void EncryptedContentInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString);
    private void EncryptedContentInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static EncryptedContentInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getContentEncryptionAlgorithm();
    public org.bouncycastle.asn1.ASN1OctetString getEncryptedContent();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/EncryptedContentInfoParser.class


package org.bouncycastle.asn1.cms;
public synchronized class EncryptedContentInfoParser {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier _contentType;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier _contentEncryptionAlgorithm;
    private org.bouncycastle.asn1.ASN1TaggedObjectParser _encryptedContent;
    public void EncryptedContentInfoParser(org.bouncycastle.asn1.ASN1SequenceParser) throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getContentEncryptionAlgorithm();
    public org.bouncycastle.asn1.ASN1Encodable getEncryptedContent(int) throws java.io.IOException;
}










org/bouncycastle/asn1/cms/EncryptedData.class


package org.bouncycastle.asn1.cms;
public synchronized class EncryptedData extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private EncryptedContentInfo encryptedContentInfo;
    private org.bouncycastle.asn1.ASN1Set unprotectedAttrs;
    public static EncryptedData getInstance(Object);
    public void EncryptedData(EncryptedContentInfo);
    public void EncryptedData(EncryptedContentInfo, org.bouncycastle.asn1.ASN1Set);
    private void EncryptedData(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public EncryptedContentInfo getEncryptedContentInfo();
    public org.bouncycastle.asn1.ASN1Set getUnprotectedAttrs();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/EnvelopedData.class


package org.bouncycastle.asn1.cms;
public synchronized class EnvelopedData extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private OriginatorInfo originatorInfo;
    private org.bouncycastle.asn1.ASN1Set recipientInfos;
    private EncryptedContentInfo encryptedContentInfo;
    private org.bouncycastle.asn1.ASN1Set unprotectedAttrs;
    public void EnvelopedData(OriginatorInfo, org.bouncycastle.asn1.ASN1Set, EncryptedContentInfo, org.bouncycastle.asn1.ASN1Set);
    public void EnvelopedData(OriginatorInfo, org.bouncycastle.asn1.ASN1Set, EncryptedContentInfo, Attributes);
    public void EnvelopedData(org.bouncycastle.asn1.ASN1Sequence);
    public static EnvelopedData getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static EnvelopedData getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public OriginatorInfo getOriginatorInfo();
    public org.bouncycastle.asn1.ASN1Set getRecipientInfos();
    public EncryptedContentInfo getEncryptedContentInfo();
    public org.bouncycastle.asn1.ASN1Set getUnprotectedAttrs();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public static int calculateVersion(OriginatorInfo, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.ASN1Set);
}










org/bouncycastle/asn1/cms/EnvelopedDataParser.class


package org.bouncycastle.asn1.cms;
public synchronized class EnvelopedDataParser {
    private org.bouncycastle.asn1.ASN1SequenceParser _seq;
    private org.bouncycastle.asn1.ASN1Integer _version;
    private org.bouncycastle.asn1.ASN1Encodable _nextObject;
    private boolean _originatorInfoCalled;
    public void EnvelopedDataParser(org.bouncycastle.asn1.ASN1SequenceParser) throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public OriginatorInfo getOriginatorInfo() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1SetParser getRecipientInfos() throws java.io.IOException;
    public EncryptedContentInfoParser getEncryptedContentInfo() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1SetParser getUnprotectedAttrs() throws java.io.IOException;
}










org/bouncycastle/asn1/cms/Evidence.class


package org.bouncycastle.asn1.cms;
public synchronized class Evidence extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private TimeStampTokenEvidence tstEvidence;
    public void Evidence(TimeStampTokenEvidence);
    private void Evidence(org.bouncycastle.asn1.ASN1TaggedObject);
    public static Evidence getInstance(Object);
    public TimeStampTokenEvidence getTstEvidence();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/GCMParameters.class


package org.bouncycastle.asn1.cms;
public synchronized class GCMParameters extends org.bouncycastle.asn1.ASN1Object {
    private byte[] nonce;
    private int icvLen;
    public static GCMParameters getInstance(Object);
    private void GCMParameters(org.bouncycastle.asn1.ASN1Sequence);
    public void GCMParameters(byte[], int);
    public byte[] getNonce();
    public int getIcvLen();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/GenericHybridParameters.class


package org.bouncycastle.asn1.cms;
public synchronized class GenericHybridParameters extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier kem;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier dem;
    private void GenericHybridParameters(org.bouncycastle.asn1.ASN1Sequence);
    public static GenericHybridParameters getInstance(Object);
    public void GenericHybridParameters(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDem();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKem();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/IssuerAndSerialNumber.class


package org.bouncycastle.asn1.cms;
public synchronized class IssuerAndSerialNumber extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x500.X500Name name;
    private org.bouncycastle.asn1.ASN1Integer serialNumber;
    public static IssuerAndSerialNumber getInstance(Object);
    public void IssuerAndSerialNumber(org.bouncycastle.asn1.ASN1Sequence);
    public void IssuerAndSerialNumber(org.bouncycastle.asn1.x509.Certificate);
    public void IssuerAndSerialNumber(org.bouncycastle.asn1.x509.X509CertificateStructure);
    public void IssuerAndSerialNumber(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger);
    public void IssuerAndSerialNumber(org.bouncycastle.asn1.x509.X509Name, java.math.BigInteger);
    public void IssuerAndSerialNumber(org.bouncycastle.asn1.x509.X509Name, org.bouncycastle.asn1.ASN1Integer);
    public org.bouncycastle.asn1.x500.X500Name getName();
    public org.bouncycastle.asn1.ASN1Integer getSerialNumber();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/KEKIdentifier.class


package org.bouncycastle.asn1.cms;
public synchronized class KEKIdentifier extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1OctetString keyIdentifier;
    private org.bouncycastle.asn1.ASN1GeneralizedTime date;
    private OtherKeyAttribute other;
    public void KEKIdentifier(byte[], org.bouncycastle.asn1.ASN1GeneralizedTime, OtherKeyAttribute);
    private void KEKIdentifier(org.bouncycastle.asn1.ASN1Sequence);
    public static KEKIdentifier getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static KEKIdentifier getInstance(Object);
    public org.bouncycastle.asn1.ASN1OctetString getKeyIdentifier();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getDate();
    public OtherKeyAttribute getOther();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/KEKRecipientInfo.class


package org.bouncycastle.asn1.cms;
public synchronized class KEKRecipientInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private KEKIdentifier kekid;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier keyEncryptionAlgorithm;
    private org.bouncycastle.asn1.ASN1OctetString encryptedKey;
    public void KEKRecipientInfo(KEKIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString);
    public void KEKRecipientInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static KEKRecipientInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static KEKRecipientInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public KEKIdentifier getKekid();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKeyEncryptionAlgorithm();
    public org.bouncycastle.asn1.ASN1OctetString getEncryptedKey();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/KeyAgreeRecipientIdentifier.class


package org.bouncycastle.asn1.cms;
public synchronized class KeyAgreeRecipientIdentifier extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private IssuerAndSerialNumber issuerSerial;
    private RecipientKeyIdentifier rKeyID;
    public static KeyAgreeRecipientIdentifier getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static KeyAgreeRecipientIdentifier getInstance(Object);
    public void KeyAgreeRecipientIdentifier(IssuerAndSerialNumber);
    public void KeyAgreeRecipientIdentifier(RecipientKeyIdentifier);
    public IssuerAndSerialNumber getIssuerAndSerialNumber();
    public RecipientKeyIdentifier getRKeyID();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/KeyAgreeRecipientInfo.class


package org.bouncycastle.asn1.cms;
public synchronized class KeyAgreeRecipientInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private OriginatorIdentifierOrKey originator;
    private org.bouncycastle.asn1.ASN1OctetString ukm;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier keyEncryptionAlgorithm;
    private org.bouncycastle.asn1.ASN1Sequence recipientEncryptedKeys;
    public void KeyAgreeRecipientInfo(OriginatorIdentifierOrKey, org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Sequence);
    public void KeyAgreeRecipientInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static KeyAgreeRecipientInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static KeyAgreeRecipientInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public OriginatorIdentifierOrKey getOriginator();
    public org.bouncycastle.asn1.ASN1OctetString getUserKeyingMaterial();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKeyEncryptionAlgorithm();
    public org.bouncycastle.asn1.ASN1Sequence getRecipientEncryptedKeys();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/KeyTransRecipientInfo.class


package org.bouncycastle.asn1.cms;
public synchronized class KeyTransRecipientInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private RecipientIdentifier rid;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier keyEncryptionAlgorithm;
    private org.bouncycastle.asn1.ASN1OctetString encryptedKey;
    public void KeyTransRecipientInfo(RecipientIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString);
    public void KeyTransRecipientInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static KeyTransRecipientInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public RecipientIdentifier getRecipientIdentifier();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKeyEncryptionAlgorithm();
    public org.bouncycastle.asn1.ASN1OctetString getEncryptedKey();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/MetaData.class


package org.bouncycastle.asn1.cms;
public synchronized class MetaData extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Boolean hashProtected;
    private org.bouncycastle.asn1.DERUTF8String fileName;
    private org.bouncycastle.asn1.DERIA5String mediaType;
    private Attributes otherMetaData;
    public void MetaData(org.bouncycastle.asn1.ASN1Boolean, org.bouncycastle.asn1.DERUTF8String, org.bouncycastle.asn1.DERIA5String, Attributes);
    private void MetaData(org.bouncycastle.asn1.ASN1Sequence);
    public static MetaData getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public boolean isHashProtected();
    public org.bouncycastle.asn1.DERUTF8String getFileName();
    public org.bouncycastle.asn1.DERIA5String getMediaType();
    public Attributes getOtherMetaData();
}










org/bouncycastle/asn1/cms/OriginatorIdentifierOrKey.class


package org.bouncycastle.asn1.cms;
public synchronized class OriginatorIdentifierOrKey extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private org.bouncycastle.asn1.ASN1Encodable id;
    public void OriginatorIdentifierOrKey(IssuerAndSerialNumber);
    public void OriginatorIdentifierOrKey(org.bouncycastle.asn1.ASN1OctetString);
    public void OriginatorIdentifierOrKey(org.bouncycastle.asn1.x509.SubjectKeyIdentifier);
    public void OriginatorIdentifierOrKey(OriginatorPublicKey);
    public void OriginatorIdentifierOrKey(org.bouncycastle.asn1.ASN1Primitive);
    public static OriginatorIdentifierOrKey getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static OriginatorIdentifierOrKey getInstance(Object);
    public org.bouncycastle.asn1.ASN1Encodable getId();
    public IssuerAndSerialNumber getIssuerAndSerialNumber();
    public org.bouncycastle.asn1.x509.SubjectKeyIdentifier getSubjectKeyIdentifier();
    public OriginatorPublicKey getOriginatorKey();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/OriginatorInfo.class


package org.bouncycastle.asn1.cms;
public synchronized class OriginatorInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Set certs;
    private org.bouncycastle.asn1.ASN1Set crls;
    public void OriginatorInfo(org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.ASN1Set);
    private void OriginatorInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static OriginatorInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static OriginatorInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1Set getCertificates();
    public org.bouncycastle.asn1.ASN1Set getCRLs();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/OriginatorPublicKey.class


package org.bouncycastle.asn1.cms;
public synchronized class OriginatorPublicKey extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithm;
    private org.bouncycastle.asn1.DERBitString publicKey;
    public void OriginatorPublicKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    public void OriginatorPublicKey(org.bouncycastle.asn1.ASN1Sequence);
    public static OriginatorPublicKey getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static OriginatorPublicKey getInstance(Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithm();
    public org.bouncycastle.asn1.DERBitString getPublicKey();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/OtherKeyAttribute.class


package org.bouncycastle.asn1.cms;
public synchronized class OtherKeyAttribute extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier keyAttrId;
    private org.bouncycastle.asn1.ASN1Encodable keyAttr;
    public static OtherKeyAttribute getInstance(Object);
    public void OtherKeyAttribute(org.bouncycastle.asn1.ASN1Sequence);
    public void OtherKeyAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getKeyAttrId();
    public org.bouncycastle.asn1.ASN1Encodable getKeyAttr();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/OtherRecipientInfo.class


package org.bouncycastle.asn1.cms;
public synchronized class OtherRecipientInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier oriType;
    private org.bouncycastle.asn1.ASN1Encodable oriValue;
    public void OtherRecipientInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public void OtherRecipientInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static OtherRecipientInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static OtherRecipientInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getType();
    public org.bouncycastle.asn1.ASN1Encodable getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/OtherRevocationInfoFormat.class


package org.bouncycastle.asn1.cms;
public synchronized class OtherRevocationInfoFormat extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier otherRevInfoFormat;
    private org.bouncycastle.asn1.ASN1Encodable otherRevInfo;
    public void OtherRevocationInfoFormat(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    private void OtherRevocationInfoFormat(org.bouncycastle.asn1.ASN1Sequence);
    public static OtherRevocationInfoFormat getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static OtherRevocationInfoFormat getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getInfoFormat();
    public org.bouncycastle.asn1.ASN1Encodable getInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/PasswordRecipientInfo.class


package org.bouncycastle.asn1.cms;
public synchronized class PasswordRecipientInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier keyDerivationAlgorithm;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier keyEncryptionAlgorithm;
    private org.bouncycastle.asn1.ASN1OctetString encryptedKey;
    public void PasswordRecipientInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString);
    public void PasswordRecipientInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString);
    public void PasswordRecipientInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static PasswordRecipientInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static PasswordRecipientInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKeyDerivationAlgorithm();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKeyEncryptionAlgorithm();
    public org.bouncycastle.asn1.ASN1OctetString getEncryptedKey();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/RecipientEncryptedKey.class


package org.bouncycastle.asn1.cms;
public synchronized class RecipientEncryptedKey extends org.bouncycastle.asn1.ASN1Object {
    private KeyAgreeRecipientIdentifier identifier;
    private org.bouncycastle.asn1.ASN1OctetString encryptedKey;
    private void RecipientEncryptedKey(org.bouncycastle.asn1.ASN1Sequence);
    public static RecipientEncryptedKey getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static RecipientEncryptedKey getInstance(Object);
    public void RecipientEncryptedKey(KeyAgreeRecipientIdentifier, org.bouncycastle.asn1.ASN1OctetString);
    public KeyAgreeRecipientIdentifier getIdentifier();
    public org.bouncycastle.asn1.ASN1OctetString getEncryptedKey();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/RecipientIdentifier.class


package org.bouncycastle.asn1.cms;
public synchronized class RecipientIdentifier extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private org.bouncycastle.asn1.ASN1Encodable id;
    public void RecipientIdentifier(IssuerAndSerialNumber);
    public void RecipientIdentifier(org.bouncycastle.asn1.ASN1OctetString);
    public void RecipientIdentifier(org.bouncycastle.asn1.ASN1Primitive);
    public static RecipientIdentifier getInstance(Object);
    public boolean isTagged();
    public org.bouncycastle.asn1.ASN1Encodable getId();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/RecipientInfo.class


package org.bouncycastle.asn1.cms;
public synchronized class RecipientInfo extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    org.bouncycastle.asn1.ASN1Encodable info;
    public void RecipientInfo(KeyTransRecipientInfo);
    public void RecipientInfo(KeyAgreeRecipientInfo);
    public void RecipientInfo(KEKRecipientInfo);
    public void RecipientInfo(PasswordRecipientInfo);
    public void RecipientInfo(OtherRecipientInfo);
    public void RecipientInfo(org.bouncycastle.asn1.ASN1Primitive);
    public static RecipientInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public boolean isTagged();
    public org.bouncycastle.asn1.ASN1Encodable getInfo();
    private KEKRecipientInfo getKEKInfo(org.bouncycastle.asn1.ASN1TaggedObject);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/RecipientKeyIdentifier.class


package org.bouncycastle.asn1.cms;
public synchronized class RecipientKeyIdentifier extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1OctetString subjectKeyIdentifier;
    private org.bouncycastle.asn1.ASN1GeneralizedTime date;
    private OtherKeyAttribute other;
    public void RecipientKeyIdentifier(org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.ASN1GeneralizedTime, OtherKeyAttribute);
    public void RecipientKeyIdentifier(byte[], org.bouncycastle.asn1.ASN1GeneralizedTime, OtherKeyAttribute);
    public void RecipientKeyIdentifier(byte[]);
    public void RecipientKeyIdentifier(org.bouncycastle.asn1.ASN1Sequence);
    public static RecipientKeyIdentifier getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static RecipientKeyIdentifier getInstance(Object);
    public org.bouncycastle.asn1.ASN1OctetString getSubjectKeyIdentifier();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getDate();
    public OtherKeyAttribute getOtherKeyAttribute();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/RsaKemParameters.class


package org.bouncycastle.asn1.cms;
public synchronized class RsaKemParameters extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier keyDerivationFunction;
    private final java.math.BigInteger keyLength;
    private void RsaKemParameters(org.bouncycastle.asn1.ASN1Sequence);
    public static RsaKemParameters getInstance(Object);
    public void RsaKemParameters(org.bouncycastle.asn1.x509.AlgorithmIdentifier, int);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKeyDerivationFunction();
    public java.math.BigInteger getKeyLength();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/SCVPReqRes.class


package org.bouncycastle.asn1.cms;
public synchronized class SCVPReqRes extends org.bouncycastle.asn1.ASN1Object {
    private final ContentInfo request;
    private final ContentInfo response;
    public static SCVPReqRes getInstance(Object);
    private void SCVPReqRes(org.bouncycastle.asn1.ASN1Sequence);
    public void SCVPReqRes(ContentInfo);
    public void SCVPReqRes(ContentInfo, ContentInfo);
    public ContentInfo getRequest();
    public ContentInfo getResponse();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/SignedData.class


package org.bouncycastle.asn1.cms;
public synchronized class SignedData extends org.bouncycastle.asn1.ASN1Object {
    private static final org.bouncycastle.asn1.ASN1Integer VERSION_1;
    private static final org.bouncycastle.asn1.ASN1Integer VERSION_3;
    private static final org.bouncycastle.asn1.ASN1Integer VERSION_4;
    private static final org.bouncycastle.asn1.ASN1Integer VERSION_5;
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.ASN1Set digestAlgorithms;
    private ContentInfo contentInfo;
    private org.bouncycastle.asn1.ASN1Set certificates;
    private org.bouncycastle.asn1.ASN1Set crls;
    private org.bouncycastle.asn1.ASN1Set signerInfos;
    private boolean certsBer;
    private boolean crlsBer;
    public static SignedData getInstance(Object);
    public void SignedData(org.bouncycastle.asn1.ASN1Set, ContentInfo, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.ASN1Set);
    private org.bouncycastle.asn1.ASN1Integer calculateVersion(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.ASN1Set);
    private boolean checkForVersion3(org.bouncycastle.asn1.ASN1Set);
    private void SignedData(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public org.bouncycastle.asn1.ASN1Set getDigestAlgorithms();
    public ContentInfo getEncapContentInfo();
    public org.bouncycastle.asn1.ASN1Set getCertificates();
    public org.bouncycastle.asn1.ASN1Set getCRLs();
    public org.bouncycastle.asn1.ASN1Set getSignerInfos();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/cms/SignedDataParser.class


package org.bouncycastle.asn1.cms;
public synchronized class SignedDataParser {
    private org.bouncycastle.asn1.ASN1SequenceParser _seq;
    private org.bouncycastle.asn1.ASN1Integer _version;
    private Object _nextObject;
    private boolean _certsCalled;
    private boolean _crlsCalled;
    public static SignedDataParser getInstance(Object) throws java.io.IOException;
    private void SignedDataParser(org.bouncycastle.asn1.ASN1SequenceParser) throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public org.bouncycastle.asn1.ASN1SetParser getDigestAlgorithms() throws java.io.IOException;
    public ContentInfoParser getEncapContentInfo() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1SetParser getCertificates() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1SetParser getCrls() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1SetParser getSignerInfos() throws java.io.IOException;
}










org/bouncycastle/asn1/cms/SignerIdentifier.class


package org.bouncycastle.asn1.cms;
public synchronized class SignerIdentifier extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private org.bouncycastle.asn1.ASN1Encodable id;
    public void SignerIdentifier(IssuerAndSerialNumber);
    public void SignerIdentifier(org.bouncycastle.asn1.ASN1OctetString);
    public void SignerIdentifier(org.bouncycastle.asn1.ASN1Primitive);
    public static SignerIdentifier getInstance(Object);
    public boolean isTagged();
    public org.bouncycastle.asn1.ASN1Encodable getId();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/SignerInfo.class


package org.bouncycastle.asn1.cms;
public synchronized class SignerInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private SignerIdentifier sid;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier digAlgorithm;
    private org.bouncycastle.asn1.ASN1Set authenticatedAttributes;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier digEncryptionAlgorithm;
    private org.bouncycastle.asn1.ASN1OctetString encryptedDigest;
    private org.bouncycastle.asn1.ASN1Set unauthenticatedAttributes;
    public static SignerInfo getInstance(Object) throws IllegalArgumentException;
    public void SignerInfo(SignerIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.ASN1Set);
    public void SignerInfo(SignerIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, Attributes, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString, Attributes);
    public void SignerInfo(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public SignerIdentifier getSID();
    public org.bouncycastle.asn1.ASN1Set getAuthenticatedAttributes();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithm();
    public org.bouncycastle.asn1.ASN1OctetString getEncryptedDigest();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestEncryptionAlgorithm();
    public org.bouncycastle.asn1.ASN1Set getUnauthenticatedAttributes();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/Time.class


package org.bouncycastle.asn1.cms;
public synchronized class Time extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    org.bouncycastle.asn1.ASN1Primitive time;
    public static Time getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void Time(org.bouncycastle.asn1.ASN1Primitive);
    public void Time(java.util.Date);
    public void Time(java.util.Date, java.util.Locale);
    public static Time getInstance(Object);
    public String getTime();
    public java.util.Date getDate();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/TimeStampAndCRL.class


package org.bouncycastle.asn1.cms;
public synchronized class TimeStampAndCRL extends org.bouncycastle.asn1.ASN1Object {
    private ContentInfo timeStamp;
    private org.bouncycastle.asn1.x509.CertificateList crl;
    public void TimeStampAndCRL(ContentInfo);
    private void TimeStampAndCRL(org.bouncycastle.asn1.ASN1Sequence);
    public static TimeStampAndCRL getInstance(Object);
    public ContentInfo getTimeStampToken();
    public org.bouncycastle.asn1.x509.CertificateList getCertificateList();
    public org.bouncycastle.asn1.x509.CertificateList getCRL();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/TimeStampTokenEvidence.class


package org.bouncycastle.asn1.cms;
public synchronized class TimeStampTokenEvidence extends org.bouncycastle.asn1.ASN1Object {
    private TimeStampAndCRL[] timeStampAndCRLs;
    public void TimeStampTokenEvidence(TimeStampAndCRL[]);
    public void TimeStampTokenEvidence(TimeStampAndCRL);
    private void TimeStampTokenEvidence(org.bouncycastle.asn1.ASN1Sequence);
    public static TimeStampTokenEvidence getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static TimeStampTokenEvidence getInstance(Object);
    public TimeStampAndCRL[] toTimeStampAndCRLArray();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/TimeStampedData.class


package org.bouncycastle.asn1.cms;
public synchronized class TimeStampedData extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.DERIA5String dataUri;
    private MetaData metaData;
    private org.bouncycastle.asn1.ASN1OctetString content;
    private Evidence temporalEvidence;
    public void TimeStampedData(org.bouncycastle.asn1.DERIA5String, MetaData, org.bouncycastle.asn1.ASN1OctetString, Evidence);
    private void TimeStampedData(org.bouncycastle.asn1.ASN1Sequence);
    public static TimeStampedData getInstance(Object);
    public org.bouncycastle.asn1.DERIA5String getDataUri();
    public MetaData getMetaData();
    public org.bouncycastle.asn1.ASN1OctetString getContent();
    public Evidence getTemporalEvidence();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/TimeStampedDataParser.class


package org.bouncycastle.asn1.cms;
public synchronized class TimeStampedDataParser {
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.DERIA5String dataUri;
    private MetaData metaData;
    private org.bouncycastle.asn1.ASN1OctetStringParser content;
    private Evidence temporalEvidence;
    private org.bouncycastle.asn1.ASN1SequenceParser parser;
    private void TimeStampedDataParser(org.bouncycastle.asn1.ASN1SequenceParser) throws java.io.IOException;
    public static TimeStampedDataParser getInstance(Object) throws java.io.IOException;
    public org.bouncycastle.asn1.DERIA5String getDataUri();
    public MetaData getMetaData();
    public org.bouncycastle.asn1.ASN1OctetStringParser getContent();
    public Evidence getTemporalEvidence() throws java.io.IOException;
}










org/bouncycastle/asn1/cms/ecc/ECCCMSSharedInfo.class


package org.bouncycastle.asn1.cms.ecc;
public synchronized class ECCCMSSharedInfo extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier keyInfo;
    private final byte[] entityUInfo;
    private final byte[] suppPubInfo;
    public void ECCCMSSharedInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], byte[]);
    public void ECCCMSSharedInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    private void ECCCMSSharedInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static ECCCMSSharedInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static ECCCMSSharedInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cms/ecc/MQVuserKeyingMaterial.class


package org.bouncycastle.asn1.cms.ecc;
public synchronized class MQVuserKeyingMaterial extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.cms.OriginatorPublicKey ephemeralPublicKey;
    private org.bouncycastle.asn1.ASN1OctetString addedukm;
    public void MQVuserKeyingMaterial(org.bouncycastle.asn1.cms.OriginatorPublicKey, org.bouncycastle.asn1.ASN1OctetString);
    private void MQVuserKeyingMaterial(org.bouncycastle.asn1.ASN1Sequence);
    public static MQVuserKeyingMaterial getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static MQVuserKeyingMaterial getInstance(Object);
    public org.bouncycastle.asn1.cms.OriginatorPublicKey getEphemeralPublicKey();
    public org.bouncycastle.asn1.ASN1OctetString getAddedukm();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/AttributeTypeAndValue.class


package org.bouncycastle.asn1.crmf;
public synchronized class AttributeTypeAndValue extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier type;
    private org.bouncycastle.asn1.ASN1Encodable value;
    private void AttributeTypeAndValue(org.bouncycastle.asn1.ASN1Sequence);
    public static AttributeTypeAndValue getInstance(Object);
    public void AttributeTypeAndValue(String, org.bouncycastle.asn1.ASN1Encodable);
    public void AttributeTypeAndValue(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getType();
    public org.bouncycastle.asn1.ASN1Encodable getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/CRMFObjectIdentifiers.class


package org.bouncycastle.asn1.crmf;
public abstract interface CRMFObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkip;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_regCtrl;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_regCtrl_regToken;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_regCtrl_authenticator;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_regCtrl_pkiPublicationInfo;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_regCtrl_pkiArchiveOptions;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ct_encKeyWithID;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_alg;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_dh_sig_hmac_sha1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_alg_dh_pop;
    static void <clinit>();
}










org/bouncycastle/asn1/crmf/CertId.class


package org.bouncycastle.asn1.crmf;
public synchronized class CertId extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.GeneralName issuer;
    private org.bouncycastle.asn1.ASN1Integer serialNumber;
    private void CertId(org.bouncycastle.asn1.ASN1Sequence);
    public static CertId getInstance(Object);
    public static CertId getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void CertId(org.bouncycastle.asn1.x509.GeneralName, java.math.BigInteger);
    public void CertId(org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.ASN1Integer);
    public org.bouncycastle.asn1.x509.GeneralName getIssuer();
    public org.bouncycastle.asn1.ASN1Integer getSerialNumber();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/CertReqMessages.class


package org.bouncycastle.asn1.crmf;
public synchronized class CertReqMessages extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence content;
    private void CertReqMessages(org.bouncycastle.asn1.ASN1Sequence);
    public static CertReqMessages getInstance(Object);
    public void CertReqMessages(CertReqMsg);
    public void CertReqMessages(CertReqMsg[]);
    public CertReqMsg[] toCertReqMsgArray();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/CertReqMsg.class


package org.bouncycastle.asn1.crmf;
public synchronized class CertReqMsg extends org.bouncycastle.asn1.ASN1Object {
    private CertRequest certReq;
    private ProofOfPossession pop;
    private org.bouncycastle.asn1.ASN1Sequence regInfo;
    private void CertReqMsg(org.bouncycastle.asn1.ASN1Sequence);
    public static CertReqMsg getInstance(Object);
    public static CertReqMsg getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void CertReqMsg(CertRequest, ProofOfPossession, AttributeTypeAndValue[]);
    public CertRequest getCertReq();
    public ProofOfPossession getPop();
    public ProofOfPossession getPopo();
    public AttributeTypeAndValue[] getRegInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private void addOptional(org.bouncycastle.asn1.ASN1EncodableVector, org.bouncycastle.asn1.ASN1Encodable);
}










org/bouncycastle/asn1/crmf/CertRequest.class


package org.bouncycastle.asn1.crmf;
public synchronized class CertRequest extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer certReqId;
    private CertTemplate certTemplate;
    private Controls controls;
    private void CertRequest(org.bouncycastle.asn1.ASN1Sequence);
    public static CertRequest getInstance(Object);
    public void CertRequest(int, CertTemplate, Controls);
    public void CertRequest(org.bouncycastle.asn1.ASN1Integer, CertTemplate, Controls);
    public org.bouncycastle.asn1.ASN1Integer getCertReqId();
    public CertTemplate getCertTemplate();
    public Controls getControls();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/CertTemplate.class


package org.bouncycastle.asn1.crmf;
public synchronized class CertTemplate extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence seq;
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.ASN1Integer serialNumber;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier signingAlg;
    private org.bouncycastle.asn1.x500.X500Name issuer;
    private OptionalValidity validity;
    private org.bouncycastle.asn1.x500.X500Name subject;
    private org.bouncycastle.asn1.x509.SubjectPublicKeyInfo publicKey;
    private org.bouncycastle.asn1.DERBitString issuerUID;
    private org.bouncycastle.asn1.DERBitString subjectUID;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    private void CertTemplate(org.bouncycastle.asn1.ASN1Sequence);
    public static CertTemplate getInstance(Object);
    public int getVersion();
    public org.bouncycastle.asn1.ASN1Integer getSerialNumber();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSigningAlg();
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public OptionalValidity getValidity();
    public org.bouncycastle.asn1.x500.X500Name getSubject();
    public org.bouncycastle.asn1.x509.SubjectPublicKeyInfo getPublicKey();
    public org.bouncycastle.asn1.DERBitString getIssuerUID();
    public org.bouncycastle.asn1.DERBitString getSubjectUID();
    public org.bouncycastle.asn1.x509.Extensions getExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/CertTemplateBuilder.class


package org.bouncycastle.asn1.crmf;
public synchronized class CertTemplateBuilder {
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.ASN1Integer serialNumber;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier signingAlg;
    private org.bouncycastle.asn1.x500.X500Name issuer;
    private OptionalValidity validity;
    private org.bouncycastle.asn1.x500.X500Name subject;
    private org.bouncycastle.asn1.x509.SubjectPublicKeyInfo publicKey;
    private org.bouncycastle.asn1.DERBitString issuerUID;
    private org.bouncycastle.asn1.DERBitString subjectUID;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    public void CertTemplateBuilder();
    public CertTemplateBuilder setVersion(int);
    public CertTemplateBuilder setSerialNumber(org.bouncycastle.asn1.ASN1Integer);
    public CertTemplateBuilder setSigningAlg(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public CertTemplateBuilder setIssuer(org.bouncycastle.asn1.x500.X500Name);
    public CertTemplateBuilder setValidity(OptionalValidity);
    public CertTemplateBuilder setSubject(org.bouncycastle.asn1.x500.X500Name);
    public CertTemplateBuilder setPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public CertTemplateBuilder setIssuerUID(org.bouncycastle.asn1.DERBitString);
    public CertTemplateBuilder setSubjectUID(org.bouncycastle.asn1.DERBitString);
    public CertTemplateBuilder setExtensions(org.bouncycastle.asn1.x509.X509Extensions);
    public CertTemplateBuilder setExtensions(org.bouncycastle.asn1.x509.Extensions);
    public CertTemplate build();
    private void addOptional(org.bouncycastle.asn1.ASN1EncodableVector, int, boolean, org.bouncycastle.asn1.ASN1Encodable);
}










org/bouncycastle/asn1/crmf/Controls.class


package org.bouncycastle.asn1.crmf;
public synchronized class Controls extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence content;
    private void Controls(org.bouncycastle.asn1.ASN1Sequence);
    public static Controls getInstance(Object);
    public void Controls(AttributeTypeAndValue);
    public void Controls(AttributeTypeAndValue[]);
    public AttributeTypeAndValue[] toAttributeTypeAndValueArray();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/DhSigStatic.class


package org.bouncycastle.asn1.crmf;
public synchronized class DhSigStatic extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.cms.IssuerAndSerialNumber issuerAndSerial;
    private final org.bouncycastle.asn1.ASN1OctetString hashValue;
    public void DhSigStatic(byte[]);
    public void DhSigStatic(org.bouncycastle.asn1.cms.IssuerAndSerialNumber, byte[]);
    public static DhSigStatic getInstance(Object);
    private void DhSigStatic(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.cms.IssuerAndSerialNumber getIssuerAndSerial();
    public byte[] getHashValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/EncKeyWithID.class


package org.bouncycastle.asn1.crmf;
public synchronized class EncKeyWithID extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.pkcs.PrivateKeyInfo privKeyInfo;
    private final org.bouncycastle.asn1.ASN1Encodable identifier;
    public static EncKeyWithID getInstance(Object);
    private void EncKeyWithID(org.bouncycastle.asn1.ASN1Sequence);
    public void EncKeyWithID(org.bouncycastle.asn1.pkcs.PrivateKeyInfo);
    public void EncKeyWithID(org.bouncycastle.asn1.pkcs.PrivateKeyInfo, org.bouncycastle.asn1.DERUTF8String);
    public void EncKeyWithID(org.bouncycastle.asn1.pkcs.PrivateKeyInfo, org.bouncycastle.asn1.x509.GeneralName);
    public org.bouncycastle.asn1.pkcs.PrivateKeyInfo getPrivateKey();
    public boolean hasIdentifier();
    public boolean isIdentifierUTF8String();
    public org.bouncycastle.asn1.ASN1Encodable getIdentifier();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/EncryptedKey.class


package org.bouncycastle.asn1.crmf;
public synchronized class EncryptedKey extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private org.bouncycastle.asn1.cms.EnvelopedData envelopedData;
    private EncryptedValue encryptedValue;
    public static EncryptedKey getInstance(Object);
    public void EncryptedKey(org.bouncycastle.asn1.cms.EnvelopedData);
    public void EncryptedKey(EncryptedValue);
    public boolean isEncryptedValue();
    public org.bouncycastle.asn1.ASN1Encodable getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/EncryptedValue.class


package org.bouncycastle.asn1.crmf;
public synchronized class EncryptedValue extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier intendedAlg;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier symmAlg;
    private org.bouncycastle.asn1.DERBitString encSymmKey;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier keyAlg;
    private org.bouncycastle.asn1.ASN1OctetString valueHint;
    private org.bouncycastle.asn1.DERBitString encValue;
    private void EncryptedValue(org.bouncycastle.asn1.ASN1Sequence);
    public static EncryptedValue getInstance(Object);
    public void EncryptedValue(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.DERBitString, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.DERBitString);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getIntendedAlg();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSymmAlg();
    public org.bouncycastle.asn1.DERBitString getEncSymmKey();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKeyAlg();
    public org.bouncycastle.asn1.ASN1OctetString getValueHint();
    public org.bouncycastle.asn1.DERBitString getEncValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private void addOptional(org.bouncycastle.asn1.ASN1EncodableVector, int, org.bouncycastle.asn1.ASN1Encodable);
}










org/bouncycastle/asn1/crmf/OptionalValidity.class


package org.bouncycastle.asn1.crmf;
public synchronized class OptionalValidity extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.Time notBefore;
    private org.bouncycastle.asn1.x509.Time notAfter;
    private void OptionalValidity(org.bouncycastle.asn1.ASN1Sequence);
    public static OptionalValidity getInstance(Object);
    public void OptionalValidity(org.bouncycastle.asn1.x509.Time, org.bouncycastle.asn1.x509.Time);
    public org.bouncycastle.asn1.x509.Time getNotBefore();
    public org.bouncycastle.asn1.x509.Time getNotAfter();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/PKIArchiveOptions.class


package org.bouncycastle.asn1.crmf;
public synchronized class PKIArchiveOptions extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int encryptedPrivKey = 0;
    public static final int keyGenParameters = 1;
    public static final int archiveRemGenPrivKey = 2;
    private org.bouncycastle.asn1.ASN1Encodable value;
    public static PKIArchiveOptions getInstance(Object);
    private void PKIArchiveOptions(org.bouncycastle.asn1.ASN1TaggedObject);
    public void PKIArchiveOptions(EncryptedKey);
    public void PKIArchiveOptions(org.bouncycastle.asn1.ASN1OctetString);
    public void PKIArchiveOptions(boolean);
    public int getType();
    public org.bouncycastle.asn1.ASN1Encodable getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/PKIPublicationInfo.class


package org.bouncycastle.asn1.crmf;
public synchronized class PKIPublicationInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer action;
    private org.bouncycastle.asn1.ASN1Sequence pubInfos;
    private void PKIPublicationInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static PKIPublicationInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getAction();
    public SinglePubInfo[] getPubInfos();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/PKMACValue.class


package org.bouncycastle.asn1.crmf;
public synchronized class PKMACValue extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algId;
    private org.bouncycastle.asn1.DERBitString value;
    private void PKMACValue(org.bouncycastle.asn1.ASN1Sequence);
    public static PKMACValue getInstance(Object);
    public static PKMACValue getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void PKMACValue(org.bouncycastle.asn1.cmp.PBMParameter, org.bouncycastle.asn1.DERBitString);
    public void PKMACValue(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.DERBitString);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgId();
    public org.bouncycastle.asn1.DERBitString getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/POPOPrivKey.class


package org.bouncycastle.asn1.crmf;
public synchronized class POPOPrivKey extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int thisMessage = 0;
    public static final int subsequentMessage = 1;
    public static final int dhMAC = 2;
    public static final int agreeMAC = 3;
    public static final int encryptedKey = 4;
    private int tagNo;
    private org.bouncycastle.asn1.ASN1Encodable obj;
    private void POPOPrivKey(org.bouncycastle.asn1.ASN1TaggedObject);
    public static POPOPrivKey getInstance(Object);
    public static POPOPrivKey getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void POPOPrivKey(PKMACValue);
    public void POPOPrivKey(SubsequentMessage);
    public int getType();
    public org.bouncycastle.asn1.ASN1Encodable getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/POPOSigningKey.class


package org.bouncycastle.asn1.crmf;
public synchronized class POPOSigningKey extends org.bouncycastle.asn1.ASN1Object {
    private POPOSigningKeyInput poposkInput;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmIdentifier;
    private org.bouncycastle.asn1.DERBitString signature;
    private void POPOSigningKey(org.bouncycastle.asn1.ASN1Sequence);
    public static POPOSigningKey getInstance(Object);
    public static POPOSigningKey getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void POPOSigningKey(POPOSigningKeyInput, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.DERBitString);
    public POPOSigningKeyInput getPoposkInput();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public org.bouncycastle.asn1.DERBitString getSignature();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/POPOSigningKeyInput.class


package org.bouncycastle.asn1.crmf;
public synchronized class POPOSigningKeyInput extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.GeneralName sender;
    private PKMACValue publicKeyMAC;
    private org.bouncycastle.asn1.x509.SubjectPublicKeyInfo publicKey;
    private void POPOSigningKeyInput(org.bouncycastle.asn1.ASN1Sequence);
    public static POPOSigningKeyInput getInstance(Object);
    public void POPOSigningKeyInput(org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public void POPOSigningKeyInput(PKMACValue, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public org.bouncycastle.asn1.x509.GeneralName getSender();
    public PKMACValue getPublicKeyMAC();
    public org.bouncycastle.asn1.x509.SubjectPublicKeyInfo getPublicKey();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/ProofOfPossession.class


package org.bouncycastle.asn1.crmf;
public synchronized class ProofOfPossession extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int TYPE_RA_VERIFIED = 0;
    public static final int TYPE_SIGNING_KEY = 1;
    public static final int TYPE_KEY_ENCIPHERMENT = 2;
    public static final int TYPE_KEY_AGREEMENT = 3;
    private int tagNo;
    private org.bouncycastle.asn1.ASN1Encodable obj;
    private void ProofOfPossession(org.bouncycastle.asn1.ASN1TaggedObject);
    public static ProofOfPossession getInstance(Object);
    public void ProofOfPossession();
    public void ProofOfPossession(POPOSigningKey);
    public void ProofOfPossession(int, POPOPrivKey);
    public int getType();
    public org.bouncycastle.asn1.ASN1Encodable getObject();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/SinglePubInfo.class


package org.bouncycastle.asn1.crmf;
public synchronized class SinglePubInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer pubMethod;
    private org.bouncycastle.asn1.x509.GeneralName pubLocation;
    private void SinglePubInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static SinglePubInfo getInstance(Object);
    public org.bouncycastle.asn1.x509.GeneralName getPubLocation();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/crmf/SubsequentMessage.class


package org.bouncycastle.asn1.crmf;
public synchronized class SubsequentMessage extends org.bouncycastle.asn1.ASN1Integer {
    public static final SubsequentMessage encrCert;
    public static final SubsequentMessage challengeResp;
    private void SubsequentMessage(int);
    public static SubsequentMessage valueOf(int);
    static void <clinit>();
}










org/bouncycastle/asn1/cryptopro/CryptoProObjectIdentifiers.class


package org.bouncycastle.asn1.cryptopro;
public abstract interface CryptoProObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier GOST_id;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3411;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3411Hmac;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_Gost28147_89_None_KeyWrap;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_Gost28147_89_CryptoPro_KeyWrap;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR28147_gcfb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_Gost28147_89_CryptoPro_TestParamSet;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_Gost28147_89_CryptoPro_A_ParamSet;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_Gost28147_89_CryptoPro_B_ParamSet;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_Gost28147_89_CryptoPro_C_ParamSet;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_Gost28147_89_CryptoPro_D_ParamSet;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_94;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_2001;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3411_94_with_gostR3410_94;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3411_94_with_gostR3410_2001;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3411_94_CryptoProParamSet;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_94_CryptoPro_A;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_94_CryptoPro_B;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_94_CryptoPro_C;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_94_CryptoPro_D;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_94_CryptoPro_XchA;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_94_CryptoPro_XchB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_94_CryptoPro_XchC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_2001_CryptoPro_A;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_2001_CryptoPro_B;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_2001_CryptoPro_C;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_2001_CryptoPro_XchA;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_2001_CryptoPro_XchB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gost_ElSgDH3410_default;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gost_ElSgDH3410_1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_2001_CryptoPro_ESDH;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gostR3410_2001DH;
    static void <clinit>();
}










org/bouncycastle/asn1/cryptopro/ECGOST3410NamedCurves.class


package org.bouncycastle.asn1.cryptopro;
public synchronized class ECGOST3410NamedCurves {
    static final java.util.Hashtable objIds;
    static final java.util.Hashtable params;
    static final java.util.Hashtable names;
    public void ECGOST3410NamedCurves();
    public static org.bouncycastle.crypto.params.ECDomainParameters getByOID(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static java.util.Enumeration getNames();
    public static org.bouncycastle.crypto.params.ECDomainParameters getByName(String);
    public static String getName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOID(String);
    public static void main(String[]);
    static void <clinit>();
}










org/bouncycastle/asn1/cryptopro/ECGOST3410ParamSetParameters.class


package org.bouncycastle.asn1.cryptopro;
public synchronized class ECGOST3410ParamSetParameters extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer p;
    org.bouncycastle.asn1.ASN1Integer q;
    org.bouncycastle.asn1.ASN1Integer a;
    org.bouncycastle.asn1.ASN1Integer b;
    org.bouncycastle.asn1.ASN1Integer x;
    org.bouncycastle.asn1.ASN1Integer y;
    public static ECGOST3410ParamSetParameters getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static ECGOST3410ParamSetParameters getInstance(Object);
    public void ECGOST3410ParamSetParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, int, java.math.BigInteger);
    public void ECGOST3410ParamSetParameters(org.bouncycastle.asn1.ASN1Sequence);
    public java.math.BigInteger getP();
    public java.math.BigInteger getQ();
    public java.math.BigInteger getA();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cryptopro/GOST28147Parameters.class


package org.bouncycastle.asn1.cryptopro;
public synchronized class GOST28147Parameters extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1OctetString iv;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier paramSet;
    public static GOST28147Parameters getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static GOST28147Parameters getInstance(Object);
    public void GOST28147Parameters(byte[], org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void GOST28147Parameters(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getEncryptionParamSet();
    public byte[] getIV();
}










org/bouncycastle/asn1/cryptopro/GOST3410NamedParameters.class


package org.bouncycastle.asn1.cryptopro;
public synchronized class GOST3410NamedParameters {
    static final java.util.Hashtable objIds;
    static final java.util.Hashtable params;
    static final java.util.Hashtable names;
    private static GOST3410ParamSetParameters cryptoProA;
    private static GOST3410ParamSetParameters cryptoProB;
    private static GOST3410ParamSetParameters cryptoProXchA;
    public void GOST3410NamedParameters();
    public static GOST3410ParamSetParameters getByOID(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static java.util.Enumeration getNames();
    public static GOST3410ParamSetParameters getByName(String);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOID(String);
    static void <clinit>();
}










org/bouncycastle/asn1/cryptopro/GOST3410ParamSetParameters.class


package org.bouncycastle.asn1.cryptopro;
public synchronized class GOST3410ParamSetParameters extends org.bouncycastle.asn1.ASN1Object {
    int keySize;
    org.bouncycastle.asn1.ASN1Integer p;
    org.bouncycastle.asn1.ASN1Integer q;
    org.bouncycastle.asn1.ASN1Integer a;
    public static GOST3410ParamSetParameters getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static GOST3410ParamSetParameters getInstance(Object);
    public void GOST3410ParamSetParameters(int, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public void GOST3410ParamSetParameters(org.bouncycastle.asn1.ASN1Sequence);
    public int getLKeySize();
    public int getKeySize();
    public java.math.BigInteger getP();
    public java.math.BigInteger getQ();
    public java.math.BigInteger getA();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cryptopro/GOST3410PublicKeyAlgParameters.class


package org.bouncycastle.asn1.cryptopro;
public synchronized class GOST3410PublicKeyAlgParameters extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier publicKeyParamSet;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier digestParamSet;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier encryptionParamSet;
    public static GOST3410PublicKeyAlgParameters getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static GOST3410PublicKeyAlgParameters getInstance(Object);
    public void GOST3410PublicKeyAlgParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void GOST3410PublicKeyAlgParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void GOST3410PublicKeyAlgParameters(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getPublicKeyParamSet();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getDigestParamSet();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getEncryptionParamSet();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cryptopro/Gost2814789EncryptedKey.class


package org.bouncycastle.asn1.cryptopro;
public synchronized class Gost2814789EncryptedKey extends org.bouncycastle.asn1.ASN1Object {
    private final byte[] encryptedKey;
    private final byte[] maskKey;
    private final byte[] macKey;
    private void Gost2814789EncryptedKey(org.bouncycastle.asn1.ASN1Sequence);
    public static Gost2814789EncryptedKey getInstance(Object);
    public void Gost2814789EncryptedKey(byte[], byte[]);
    public void Gost2814789EncryptedKey(byte[], byte[], byte[]);
    public byte[] getEncryptedKey();
    public byte[] getMaskKey();
    public byte[] getMacKey();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cryptopro/Gost2814789KeyWrapParameters.class


package org.bouncycastle.asn1.cryptopro;
public synchronized class Gost2814789KeyWrapParameters extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier encryptionParamSet;
    private final byte[] ukm;
    private void Gost2814789KeyWrapParameters(org.bouncycastle.asn1.ASN1Sequence);
    public static Gost2814789KeyWrapParameters getInstance(Object);
    public void Gost2814789KeyWrapParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void Gost2814789KeyWrapParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[]);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getEncryptionParamSet();
    public byte[] getUkm();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cryptopro/GostR3410KeyTransport.class


package org.bouncycastle.asn1.cryptopro;
public synchronized class GostR3410KeyTransport extends org.bouncycastle.asn1.ASN1Object {
    private final Gost2814789EncryptedKey sessionEncryptedKey;
    private final GostR3410TransportParameters transportParameters;
    private void GostR3410KeyTransport(org.bouncycastle.asn1.ASN1Sequence);
    public void GostR3410KeyTransport(Gost2814789EncryptedKey, GostR3410TransportParameters);
    public static GostR3410KeyTransport getInstance(Object);
    public Gost2814789EncryptedKey getSessionEncryptedKey();
    public GostR3410TransportParameters getTransportParameters();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/cryptopro/GostR3410TransportParameters.class


package org.bouncycastle.asn1.cryptopro;
public synchronized class GostR3410TransportParameters extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier encryptionParamSet;
    private final org.bouncycastle.asn1.x509.SubjectPublicKeyInfo ephemeralPublicKey;
    private final byte[] ukm;
    public void GostR3410TransportParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, byte[]);
    private void GostR3410TransportParameters(org.bouncycastle.asn1.ASN1Sequence);
    public static GostR3410TransportParameters getInstance(Object);
    public static GostR3410TransportParameters getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getEncryptionParamSet();
    public org.bouncycastle.asn1.x509.SubjectPublicKeyInfo getEphemeralPublicKey();
    public byte[] getUkm();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/dvcs/CertEtcToken.class


package org.bouncycastle.asn1.dvcs;
public synchronized class CertEtcToken extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int TAG_CERTIFICATE = 0;
    public static final int TAG_ESSCERTID = 1;
    public static final int TAG_PKISTATUS = 2;
    public static final int TAG_ASSERTION = 3;
    public static final int TAG_CRL = 4;
    public static final int TAG_OCSPCERTSTATUS = 5;
    public static final int TAG_OCSPCERTID = 6;
    public static final int TAG_OCSPRESPONSE = 7;
    public static final int TAG_CAPABILITIES = 8;
    private static final boolean[] explicit;
    private int tagNo;
    private org.bouncycastle.asn1.ASN1Encodable value;
    private org.bouncycastle.asn1.x509.Extension extension;
    public void CertEtcToken(int, org.bouncycastle.asn1.ASN1Encodable);
    public void CertEtcToken(org.bouncycastle.asn1.x509.Extension);
    private void CertEtcToken(org.bouncycastle.asn1.ASN1TaggedObject);
    public static CertEtcToken getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public int getTagNo();
    public org.bouncycastle.asn1.ASN1Encodable getValue();
    public org.bouncycastle.asn1.x509.Extension getExtension();
    public String toString();
    public static CertEtcToken[] arrayFromSequence(org.bouncycastle.asn1.ASN1Sequence);
    static void <clinit>();
}










org/bouncycastle/asn1/dvcs/DVCSCertInfo.class


package org.bouncycastle.asn1.dvcs;
public synchronized class DVCSCertInfo extends org.bouncycastle.asn1.ASN1Object {
    private int version;
    private DVCSRequestInformation dvReqInfo;
    private org.bouncycastle.asn1.x509.DigestInfo messageImprint;
    private org.bouncycastle.asn1.ASN1Integer serialNumber;
    private DVCSTime responseTime;
    private org.bouncycastle.asn1.cmp.PKIStatusInfo dvStatus;
    private org.bouncycastle.asn1.x509.PolicyInformation policy;
    private org.bouncycastle.asn1.ASN1Set reqSignature;
    private org.bouncycastle.asn1.ASN1Sequence certs;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    private static final int DEFAULT_VERSION = 1;
    private static final int TAG_DV_STATUS = 0;
    private static final int TAG_POLICY = 1;
    private static final int TAG_REQ_SIGNATURE = 2;
    private static final int TAG_CERTS = 3;
    public void DVCSCertInfo(DVCSRequestInformation, org.bouncycastle.asn1.x509.DigestInfo, org.bouncycastle.asn1.ASN1Integer, DVCSTime);
    private void DVCSCertInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static DVCSCertInfo getInstance(Object);
    public static DVCSCertInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
    public int getVersion();
    private void setVersion(int);
    public DVCSRequestInformation getDvReqInfo();
    private void setDvReqInfo(DVCSRequestInformation);
    public org.bouncycastle.asn1.x509.DigestInfo getMessageImprint();
    private void setMessageImprint(org.bouncycastle.asn1.x509.DigestInfo);
    public org.bouncycastle.asn1.ASN1Integer getSerialNumber();
    public DVCSTime getResponseTime();
    public org.bouncycastle.asn1.cmp.PKIStatusInfo getDvStatus();
    public org.bouncycastle.asn1.x509.PolicyInformation getPolicy();
    public org.bouncycastle.asn1.ASN1Set getReqSignature();
    public TargetEtcChain[] getCerts();
    public org.bouncycastle.asn1.x509.Extensions getExtensions();
}










org/bouncycastle/asn1/dvcs/DVCSCertInfoBuilder.class


package org.bouncycastle.asn1.dvcs;
public synchronized class DVCSCertInfoBuilder {
    private int version;
    private DVCSRequestInformation dvReqInfo;
    private org.bouncycastle.asn1.x509.DigestInfo messageImprint;
    private org.bouncycastle.asn1.ASN1Integer serialNumber;
    private DVCSTime responseTime;
    private org.bouncycastle.asn1.cmp.PKIStatusInfo dvStatus;
    private org.bouncycastle.asn1.x509.PolicyInformation policy;
    private org.bouncycastle.asn1.ASN1Set reqSignature;
    private org.bouncycastle.asn1.ASN1Sequence certs;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    private static final int DEFAULT_VERSION = 1;
    private static final int TAG_DV_STATUS = 0;
    private static final int TAG_POLICY = 1;
    private static final int TAG_REQ_SIGNATURE = 2;
    private static final int TAG_CERTS = 3;
    public void DVCSCertInfoBuilder(DVCSRequestInformation, org.bouncycastle.asn1.x509.DigestInfo, org.bouncycastle.asn1.ASN1Integer, DVCSTime);
    public DVCSCertInfo build();
    public void setVersion(int);
    public void setDvReqInfo(DVCSRequestInformation);
    public void setMessageImprint(org.bouncycastle.asn1.x509.DigestInfo);
    public void setSerialNumber(org.bouncycastle.asn1.ASN1Integer);
    public void setResponseTime(DVCSTime);
    public void setDvStatus(org.bouncycastle.asn1.cmp.PKIStatusInfo);
    public void setPolicy(org.bouncycastle.asn1.x509.PolicyInformation);
    public void setReqSignature(org.bouncycastle.asn1.ASN1Set);
    public void setCerts(TargetEtcChain[]);
    public void setExtensions(org.bouncycastle.asn1.x509.Extensions);
}










org/bouncycastle/asn1/dvcs/DVCSErrorNotice.class


package org.bouncycastle.asn1.dvcs;
public synchronized class DVCSErrorNotice extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.cmp.PKIStatusInfo transactionStatus;
    private org.bouncycastle.asn1.x509.GeneralName transactionIdentifier;
    public void DVCSErrorNotice(org.bouncycastle.asn1.cmp.PKIStatusInfo);
    public void DVCSErrorNotice(org.bouncycastle.asn1.cmp.PKIStatusInfo, org.bouncycastle.asn1.x509.GeneralName);
    private void DVCSErrorNotice(org.bouncycastle.asn1.ASN1Sequence);
    public static DVCSErrorNotice getInstance(Object);
    public static DVCSErrorNotice getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
    public org.bouncycastle.asn1.cmp.PKIStatusInfo getTransactionStatus();
    public org.bouncycastle.asn1.x509.GeneralName getTransactionIdentifier();
}










org/bouncycastle/asn1/dvcs/DVCSObjectIdentifiers.class


package org.bouncycastle.asn1.dvcs;
public abstract interface DVCSObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_smime;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ad_dvcs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_kp_dvcs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ct_DVCSRequestData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ct_DVCSResponseData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_dvcs_dvc;
    static void <clinit>();
}










org/bouncycastle/asn1/dvcs/DVCSRequest.class


package org.bouncycastle.asn1.dvcs;
public synchronized class DVCSRequest extends org.bouncycastle.asn1.ASN1Object {
    private DVCSRequestInformation requestInformation;
    private Data data;
    private org.bouncycastle.asn1.x509.GeneralName transactionIdentifier;
    public void DVCSRequest(DVCSRequestInformation, Data);
    public void DVCSRequest(DVCSRequestInformation, Data, org.bouncycastle.asn1.x509.GeneralName);
    private void DVCSRequest(org.bouncycastle.asn1.ASN1Sequence);
    public static DVCSRequest getInstance(Object);
    public static DVCSRequest getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
    public Data getData();
    public DVCSRequestInformation getRequestInformation();
    public org.bouncycastle.asn1.x509.GeneralName getTransactionIdentifier();
}










org/bouncycastle/asn1/dvcs/DVCSRequestInformation.class


package org.bouncycastle.asn1.dvcs;
public synchronized class DVCSRequestInformation extends org.bouncycastle.asn1.ASN1Object {
    private int version;
    private ServiceType service;
    private java.math.BigInteger nonce;
    private DVCSTime requestTime;
    private org.bouncycastle.asn1.x509.GeneralNames requester;
    private org.bouncycastle.asn1.x509.PolicyInformation requestPolicy;
    private org.bouncycastle.asn1.x509.GeneralNames dvcs;
    private org.bouncycastle.asn1.x509.GeneralNames dataLocations;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    private static final int DEFAULT_VERSION = 1;
    private static final int TAG_REQUESTER = 0;
    private static final int TAG_REQUEST_POLICY = 1;
    private static final int TAG_DVCS = 2;
    private static final int TAG_DATA_LOCATIONS = 3;
    private static final int TAG_EXTENSIONS = 4;
    private void DVCSRequestInformation(org.bouncycastle.asn1.ASN1Sequence);
    public static DVCSRequestInformation getInstance(Object);
    public static DVCSRequestInformation getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
    public int getVersion();
    public ServiceType getService();
    public java.math.BigInteger getNonce();
    public DVCSTime getRequestTime();
    public org.bouncycastle.asn1.x509.GeneralNames getRequester();
    public org.bouncycastle.asn1.x509.PolicyInformation getRequestPolicy();
    public org.bouncycastle.asn1.x509.GeneralNames getDVCS();
    public org.bouncycastle.asn1.x509.GeneralNames getDataLocations();
    public org.bouncycastle.asn1.x509.Extensions getExtensions();
}










org/bouncycastle/asn1/dvcs/DVCSRequestInformationBuilder.class


package org.bouncycastle.asn1.dvcs;
public synchronized class DVCSRequestInformationBuilder {
    private int version;
    private final ServiceType service;
    private DVCSRequestInformation initialInfo;
    private java.math.BigInteger nonce;
    private DVCSTime requestTime;
    private org.bouncycastle.asn1.x509.GeneralNames requester;
    private org.bouncycastle.asn1.x509.PolicyInformation requestPolicy;
    private org.bouncycastle.asn1.x509.GeneralNames dvcs;
    private org.bouncycastle.asn1.x509.GeneralNames dataLocations;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    private static final int DEFAULT_VERSION = 1;
    private static final int TAG_REQUESTER = 0;
    private static final int TAG_REQUEST_POLICY = 1;
    private static final int TAG_DVCS = 2;
    private static final int TAG_DATA_LOCATIONS = 3;
    private static final int TAG_EXTENSIONS = 4;
    public void DVCSRequestInformationBuilder(ServiceType);
    public void DVCSRequestInformationBuilder(DVCSRequestInformation);
    public DVCSRequestInformation build();
    public void setVersion(int);
    public void setNonce(java.math.BigInteger);
    public void setRequestTime(DVCSTime);
    public void setRequester(org.bouncycastle.asn1.x509.GeneralName);
    public void setRequester(org.bouncycastle.asn1.x509.GeneralNames);
    public void setRequestPolicy(org.bouncycastle.asn1.x509.PolicyInformation);
    public void setDVCS(org.bouncycastle.asn1.x509.GeneralName);
    public void setDVCS(org.bouncycastle.asn1.x509.GeneralNames);
    public void setDataLocations(org.bouncycastle.asn1.x509.GeneralName);
    public void setDataLocations(org.bouncycastle.asn1.x509.GeneralNames);
    public void setExtensions(org.bouncycastle.asn1.x509.Extensions);
}










org/bouncycastle/asn1/dvcs/DVCSResponse.class


package org.bouncycastle.asn1.dvcs;
public synchronized class DVCSResponse extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private DVCSCertInfo dvCertInfo;
    private DVCSErrorNotice dvErrorNote;
    public void DVCSResponse(DVCSCertInfo);
    public void DVCSResponse(DVCSErrorNotice);
    public static DVCSResponse getInstance(Object);
    public static DVCSResponse getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public DVCSCertInfo getCertInfo();
    public DVCSErrorNotice getErrorNotice();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
}










org/bouncycastle/asn1/dvcs/DVCSTime.class


package org.bouncycastle.asn1.dvcs;
public synchronized class DVCSTime extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private final org.bouncycastle.asn1.ASN1GeneralizedTime genTime;
    private final org.bouncycastle.asn1.cms.ContentInfo timeStampToken;
    public void DVCSTime(java.util.Date);
    public void DVCSTime(org.bouncycastle.asn1.ASN1GeneralizedTime);
    public void DVCSTime(org.bouncycastle.asn1.cms.ContentInfo);
    public static DVCSTime getInstance(Object);
    public static DVCSTime getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1GeneralizedTime getGenTime();
    public org.bouncycastle.asn1.cms.ContentInfo getTimeStampToken();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
}










org/bouncycastle/asn1/dvcs/Data.class


package org.bouncycastle.asn1.dvcs;
public synchronized class Data extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private org.bouncycastle.asn1.ASN1OctetString message;
    private org.bouncycastle.asn1.x509.DigestInfo messageImprint;
    private org.bouncycastle.asn1.ASN1Sequence certs;
    public void Data(byte[]);
    public void Data(org.bouncycastle.asn1.ASN1OctetString);
    public void Data(org.bouncycastle.asn1.x509.DigestInfo);
    public void Data(TargetEtcChain);
    public void Data(TargetEtcChain[]);
    private void Data(org.bouncycastle.asn1.ASN1Sequence);
    public static Data getInstance(Object);
    public static Data getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
    public org.bouncycastle.asn1.ASN1OctetString getMessage();
    public org.bouncycastle.asn1.x509.DigestInfo getMessageImprint();
    public TargetEtcChain[] getCerts();
}










org/bouncycastle/asn1/dvcs/PathProcInput.class


package org.bouncycastle.asn1.dvcs;
public synchronized class PathProcInput extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.PolicyInformation[] acceptablePolicySet;
    private boolean inhibitPolicyMapping;
    private boolean explicitPolicyReqd;
    private boolean inhibitAnyPolicy;
    public void PathProcInput(org.bouncycastle.asn1.x509.PolicyInformation[]);
    public void PathProcInput(org.bouncycastle.asn1.x509.PolicyInformation[], boolean, boolean, boolean);
    private static org.bouncycastle.asn1.x509.PolicyInformation[] fromSequence(org.bouncycastle.asn1.ASN1Sequence);
    public static PathProcInput getInstance(Object);
    public static PathProcInput getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
    public org.bouncycastle.asn1.x509.PolicyInformation[] getAcceptablePolicySet();
    public boolean isInhibitPolicyMapping();
    private void setInhibitPolicyMapping(boolean);
    public boolean isExplicitPolicyReqd();
    private void setExplicitPolicyReqd(boolean);
    public boolean isInhibitAnyPolicy();
    private void setInhibitAnyPolicy(boolean);
}










org/bouncycastle/asn1/dvcs/ServiceType.class


package org.bouncycastle.asn1.dvcs;
public synchronized class ServiceType extends org.bouncycastle.asn1.ASN1Object {
    public static final ServiceType CPD;
    public static final ServiceType VSD;
    public static final ServiceType VPKC;
    public static final ServiceType CCPD;
    private org.bouncycastle.asn1.ASN1Enumerated value;
    public void ServiceType(int);
    private void ServiceType(org.bouncycastle.asn1.ASN1Enumerated);
    public static ServiceType getInstance(Object);
    public static ServiceType getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public java.math.BigInteger getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
    static void <clinit>();
}










org/bouncycastle/asn1/dvcs/TargetEtcChain.class


package org.bouncycastle.asn1.dvcs;
public synchronized class TargetEtcChain extends org.bouncycastle.asn1.ASN1Object {
    private CertEtcToken target;
    private org.bouncycastle.asn1.ASN1Sequence chain;
    private PathProcInput pathProcInput;
    public void TargetEtcChain(CertEtcToken);
    public void TargetEtcChain(CertEtcToken, CertEtcToken[]);
    public void TargetEtcChain(CertEtcToken, PathProcInput);
    public void TargetEtcChain(CertEtcToken, CertEtcToken[], PathProcInput);
    private void TargetEtcChain(org.bouncycastle.asn1.ASN1Sequence);
    private void extractPathProcInput(org.bouncycastle.asn1.ASN1Encodable);
    public static TargetEtcChain getInstance(Object);
    public static TargetEtcChain getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
    public CertEtcToken getTarget();
    public CertEtcToken[] getChain();
    public PathProcInput getPathProcInput();
    public static TargetEtcChain[] arrayFromSequence(org.bouncycastle.asn1.ASN1Sequence);
}










org/bouncycastle/asn1/eac/BidirectionalMap.class


package org.bouncycastle.asn1.eac;
public synchronized class BidirectionalMap extends java.util.Hashtable {
    private static final long serialVersionUID = -7457289971962812909;
    java.util.Hashtable reverseMap;
    public void BidirectionalMap();
    public Object getReverse(Object);
    public Object put(Object, Object);
}










org/bouncycastle/asn1/eac/CVCertificate.class


package org.bouncycastle.asn1.eac;
public synchronized class CVCertificate extends org.bouncycastle.asn1.ASN1Object {
    private CertificateBody certificateBody;
    private byte[] signature;
    private int valid;
    private static int bodyValid;
    private static int signValid;
    private void setPrivateData(org.bouncycastle.asn1.ASN1ApplicationSpecific) throws java.io.IOException;
    public void CVCertificate(org.bouncycastle.asn1.ASN1InputStream) throws java.io.IOException;
    private void initFrom(org.bouncycastle.asn1.ASN1InputStream) throws java.io.IOException;
    private void CVCertificate(org.bouncycastle.asn1.ASN1ApplicationSpecific) throws java.io.IOException;
    public void CVCertificate(CertificateBody, byte[]) throws java.io.IOException;
    public static CVCertificate getInstance(Object);
    public byte[] getSignature();
    public CertificateBody getBody();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getHolderAuthorization() throws java.io.IOException;
    public PackedDate getEffectiveDate() throws java.io.IOException;
    public int getCertificateType();
    public PackedDate getExpirationDate() throws java.io.IOException;
    public int getRole() throws java.io.IOException;
    public CertificationAuthorityReference getAuthorityReference() throws java.io.IOException;
    public CertificateHolderReference getHolderReference() throws java.io.IOException;
    public int getHolderAuthorizationRole() throws java.io.IOException;
    public Flags getHolderAuthorizationRights() throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/asn1/eac/CVCertificateRequest.class


package org.bouncycastle.asn1.eac;
public synchronized class CVCertificateRequest extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1ApplicationSpecific original;
    private CertificateBody certificateBody;
    private byte[] innerSignature;
    private byte[] outerSignature;
    private static final int bodyValid = 1;
    private static final int signValid = 2;
    private void CVCertificateRequest(org.bouncycastle.asn1.ASN1ApplicationSpecific) throws java.io.IOException;
    private void initCertBody(org.bouncycastle.asn1.ASN1ApplicationSpecific) throws java.io.IOException;
    public static CVCertificateRequest getInstance(Object);
    public CertificateBody getCertificateBody();
    public PublicKeyDataObject getPublicKey();
    public byte[] getInnerSignature();
    public byte[] getOuterSignature();
    public boolean hasOuterSignature();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/eac/CertificateBody.class


package org.bouncycastle.asn1.eac;
public synchronized class CertificateBody extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1InputStream seq;
    private org.bouncycastle.asn1.DERApplicationSpecific certificateProfileIdentifier;
    private org.bouncycastle.asn1.DERApplicationSpecific certificationAuthorityReference;
    private PublicKeyDataObject publicKey;
    private org.bouncycastle.asn1.DERApplicationSpecific certificateHolderReference;
    private CertificateHolderAuthorization certificateHolderAuthorization;
    private org.bouncycastle.asn1.DERApplicationSpecific certificateEffectiveDate;
    private org.bouncycastle.asn1.DERApplicationSpecific certificateExpirationDate;
    private int certificateType;
    private static final int CPI = 1;
    private static final int CAR = 2;
    private static final int PK = 4;
    private static final int CHR = 8;
    private static final int CHA = 16;
    private static final int CEfD = 32;
    private static final int CExD = 64;
    public static final int profileType = 127;
    public static final int requestType = 13;
    private void setIso7816CertificateBody(org.bouncycastle.asn1.ASN1ApplicationSpecific) throws java.io.IOException;
    public void CertificateBody(org.bouncycastle.asn1.DERApplicationSpecific, CertificationAuthorityReference, PublicKeyDataObject, CertificateHolderReference, CertificateHolderAuthorization, PackedDate, PackedDate);
    private void CertificateBody(org.bouncycastle.asn1.ASN1ApplicationSpecific) throws java.io.IOException;
    private org.bouncycastle.asn1.ASN1Primitive profileToASN1Object() throws java.io.IOException;
    private void setCertificateProfileIdentifier(org.bouncycastle.asn1.DERApplicationSpecific) throws IllegalArgumentException;
    private void setCertificateHolderReference(org.bouncycastle.asn1.DERApplicationSpecific) throws IllegalArgumentException;
    private void setCertificationAuthorityReference(org.bouncycastle.asn1.DERApplicationSpecific) throws IllegalArgumentException;
    private void setPublicKey(PublicKeyDataObject);
    private org.bouncycastle.asn1.ASN1Primitive requestToASN1Object() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public int getCertificateType();
    public static CertificateBody getInstance(Object) throws java.io.IOException;
    public PackedDate getCertificateEffectiveDate();
    private void setCertificateEffectiveDate(org.bouncycastle.asn1.DERApplicationSpecific) throws IllegalArgumentException;
    public PackedDate getCertificateExpirationDate() throws java.io.IOException;
    private void setCertificateExpirationDate(org.bouncycastle.asn1.DERApplicationSpecific) throws IllegalArgumentException;
    public CertificateHolderAuthorization getCertificateHolderAuthorization() throws java.io.IOException;
    private void setCertificateHolderAuthorization(CertificateHolderAuthorization);
    public CertificateHolderReference getCertificateHolderReference();
    public org.bouncycastle.asn1.DERApplicationSpecific getCertificateProfileIdentifier();
    public CertificationAuthorityReference getCertificationAuthorityReference() throws java.io.IOException;
    public PublicKeyDataObject getPublicKey();
}










org/bouncycastle/asn1/eac/CertificateHolderAuthorization.class


package org.bouncycastle.asn1.eac;
public synchronized class CertificateHolderAuthorization extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1ObjectIdentifier oid;
    org.bouncycastle.asn1.DERApplicationSpecific accessRights;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_role_EAC;
    public static final int CVCA = 192;
    public static final int DV_DOMESTIC = 128;
    public static final int DV_FOREIGN = 64;
    public static final int IS = 0;
    public static final int RADG4 = 2;
    public static final int RADG3 = 1;
    static java.util.Hashtable RightsDecodeMap;
    static BidirectionalMap AuthorizationRole;
    static java.util.Hashtable ReverseMap;
    public static String getRoleDescription(int);
    public static int getFlag(String);
    private void setPrivateData(org.bouncycastle.asn1.ASN1InputStream) throws java.io.IOException;
    public void CertificateHolderAuthorization(org.bouncycastle.asn1.ASN1ObjectIdentifier, int) throws java.io.IOException;
    public void CertificateHolderAuthorization(org.bouncycastle.asn1.DERApplicationSpecific) throws java.io.IOException;
    public int getAccessRights();
    private void setAccessRights(byte);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getOid();
    private void setOid(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/eac/CertificateHolderReference.class


package org.bouncycastle.asn1.eac;
public synchronized class CertificateHolderReference {
    private static final String ReferenceEncoding = ISO-8859-1;
    private String countryCode;
    private String holderMnemonic;
    private String sequenceNumber;
    public void CertificateHolderReference(String, String, String);
    void CertificateHolderReference(byte[]);
    public String getCountryCode();
    public String getHolderMnemonic();
    public String getSequenceNumber();
    public byte[] getEncoded();
}










org/bouncycastle/asn1/eac/CertificationAuthorityReference.class


package org.bouncycastle.asn1.eac;
public synchronized class CertificationAuthorityReference extends CertificateHolderReference {
    public void CertificationAuthorityReference(String, String, String);
    void CertificationAuthorityReference(byte[]);
}










org/bouncycastle/asn1/eac/EACObjectIdentifiers.class


package org.bouncycastle.asn1.eac;
public abstract interface EACObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bsi_de;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_PK;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_PK_DH;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_PK_ECDH;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_CA;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_CA_DH;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_CA_DH_3DES_CBC_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_CA_ECDH;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_CA_ECDH_3DES_CBC_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_RSA;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_RSA_v1_5_SHA_1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_RSA_v1_5_SHA_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_RSA_PSS_SHA_1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_RSA_PSS_SHA_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_RSA_v1_5_SHA_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_RSA_PSS_SHA_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_ECDSA;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_ECDSA_SHA_1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_ECDSA_SHA_224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_ECDSA_SHA_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_ECDSA_SHA_384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_TA_ECDSA_SHA_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_EAC_ePassport;
    static void <clinit>();
}










org/bouncycastle/asn1/eac/EACTags.class


package org.bouncycastle.asn1.eac;
public synchronized class EACTags {
    public static final int COUNTRY_CODE_NATIONAL_DATA = 1;
    public static final int ISSUER_IDENTIFICATION_NUMBER = 2;
    public static final int CARD_SERVICE_DATA = 3;
    public static final int INITIAL_ACCESS_DATA = 4;
    public static final int CARD_ISSUER_DATA = 5;
    public static final int PRE_ISSUING_DATA = 6;
    public static final int CARD_CAPABILITIES = 7;
    public static final int STATUS_INFORMATION = 8;
    public static final int EXTENDED_HEADER_LIST = 13;
    public static final int APPLICATION_IDENTIFIER = 15;
    public static final int APPLICATION_LABEL = 16;
    public static final int FILE_REFERENCE = 17;
    public static final int COMMAND_TO_PERFORM = 18;
    public static final int DISCRETIONARY_DATA = 19;
    public static final int OFFSET_DATA_OBJECT = 20;
    public static final int TRACK1_APPLICATION = 22;
    public static final int TRACK2_APPLICATION = 23;
    public static final int TRACK3_APPLICATION = 24;
    public static final int CARD_EXPIRATION_DATA = 25;
    public static final int PRIMARY_ACCOUNT_NUMBER = 26;
    public static final int NAME = 27;
    public static final int TAG_LIST = 28;
    public static final int HEADER_LIST = 29;
    public static final int LOGIN_DATA = 30;
    public static final int CARDHOLDER_NAME = 32;
    public static final int TRACK1_CARD = 33;
    public static final int TRACK2_CARD = 34;
    public static final int TRACK3_CARD = 35;
    public static final int APPLICATION_EXPIRATION_DATE = 36;
    public static final int APPLICATION_EFFECTIVE_DATE = 37;
    public static final int CARD_EFFECTIVE_DATE = 38;
    public static final int INTERCHANGE_CONTROL = 39;
    public static final int COUNTRY_CODE = 40;
    public static final int INTERCHANGE_PROFILE = 41;
    public static final int CURRENCY_CODE = 42;
    public static final int DATE_OF_BIRTH = 43;
    public static final int CARDHOLDER_NATIONALITY = 44;
    public static final int LANGUAGE_PREFERENCES = 45;
    public static final int CARDHOLDER_BIOMETRIC_DATA = 46;
    public static final int PIN_USAGE_POLICY = 47;
    public static final int SERVICE_CODE = 48;
    public static final int TRANSACTION_COUNTER = 50;
    public static final int TRANSACTION_DATE = 51;
    public static final int CARD_SEQUENCE_NUMBER = 52;
    public static final int SEX = 53;
    public static final int CURRENCY_EXPONENT = 54;
    public static final int STATIC_INTERNAL_AUTHENTIFICATION_ONE_STEP = 55;
    public static final int SIGNATURE = 55;
    public static final int STATIC_INTERNAL_AUTHENTIFICATION_FIRST_DATA = 56;
    public static final int STATIC_INTERNAL_AUTHENTIFICATION_SECOND_DATA = 57;
    public static final int DYNAMIC_INTERNAL_AUTHENTIFICATION = 58;
    public static final int DYNAMIC_EXTERNAL_AUTHENTIFICATION = 59;
    public static final int DYNAMIC_MUTUAL_AUTHENTIFICATION = 60;
    public static final int CARDHOLDER_PORTRAIT_IMAGE = 64;
    public static final int ELEMENT_LIST = 65;
    public static final int ADDRESS = 66;
    public static final int CARDHOLDER_HANDWRITTEN_SIGNATURE = 67;
    public static final int APPLICATION_IMAGE = 68;
    public static final int DISPLAY_IMAGE = 69;
    public static final int TIMER = 70;
    public static final int MESSAGE_REFERENCE = 71;
    public static final int CARDHOLDER_PRIVATE_KEY = 72;
    public static final int CARDHOLDER_PUBLIC_KEY = 73;
    public static final int CERTIFICATION_AUTHORITY_PUBLIC_KEY = 74;
    public static final int DEPRECATED = 75;
    public static final int CERTIFICATE_HOLDER_AUTHORIZATION = 76;
    public static final int INTEGRATED_CIRCUIT_MANUFACTURER_ID = 77;
    public static final int CERTIFICATE_CONTENT = 78;
    public static final int UNIFORM_RESOURCE_LOCATOR = 80;
    public static final int ANSWER_TO_RESET = 81;
    public static final int HISTORICAL_BYTES = 82;
    public static final int DIGITAL_SIGNATURE = 61;
    public static final int APPLICATION_TEMPLATE = 1;
    public static final int FCP_TEMPLATE = 2;
    public static final int WRAPPER = 3;
    public static final int FMD_TEMPLATE = 4;
    public static final int CARDHOLDER_RELATIVE_DATA = 5;
    public static final int CARD_DATA = 6;
    public static final int AUTHENTIFICATION_DATA = 7;
    public static final int SPECIAL_USER_REQUIREMENTS = 8;
    public static final int LOGIN_TEMPLATE = 10;
    public static final int QUALIFIED_NAME = 11;
    public static final int CARDHOLDER_IMAGE_TEMPLATE = 12;
    public static final int APPLICATION_IMAGE_TEMPLATE = 13;
    public static final int APPLICATION_RELATED_DATA = 14;
    public static final int FCI_TEMPLATE = 15;
    public static final int DISCRETIONARY_DATA_OBJECTS = 19;
    public static final int COMPATIBLE_TAG_ALLOCATION_AUTHORITY = 24;
    public static final int COEXISTANT_TAG_ALLOCATION_AUTHORITY = 25;
    public static final int SECURITY_SUPPORT_TEMPLATE = 26;
    public static final int SECURITY_ENVIRONMENT_TEMPLATE = 27;
    public static final int DYNAMIC_AUTHENTIFICATION_TEMPLATE = 28;
    public static final int SECURE_MESSAGING_TEMPLATE = 29;
    public static final int NON_INTERINDUSTRY_DATA_OBJECT_NESTING_TEMPLATE = 30;
    public static final int DISPLAY_CONTROL = 32;
    public static final int CARDHOLDER_CERTIFICATE = 33;
    public static final int CV_CERTIFICATE = 33;
    public static final int CARDHOLER_REQUIREMENTS_INCLUDED_FEATURES = 34;
    public static final int CARDHOLER_REQUIREMENTS_EXCLUDED_FEATURES = 35;
    public static final int BIOMETRIC_DATA_TEMPLATE = 46;
    public static final int DIGITAL_SIGNATURE_BLOCK = 61;
    public static final int CARDHOLDER_PRIVATE_KEY_TEMPLATE = 72;
    public static final int CARDHOLDER_PUBLIC_KEY_TEMPLATE = 73;
    public static final int CERTIFICATE_HOLDER_AUTHORIZATION_TEMPLATE = 76;
    public static final int CERTIFICATE_CONTENT_TEMPLATE = 78;
    public static final int CERTIFICATE_BODY = 78;
    public static final int BIOMETRIC_INFORMATION_TEMPLATE = 0;
    public static final int BIOMETRIC_INFORMATION_GROUP_TEMPLATE = 1;
    public void EACTags();
    public static int getTag(int);
    public static int getTagNo(int);
    public static int encodeTag(org.bouncycastle.asn1.ASN1ApplicationSpecific);
    public static int decodeTag(int);
}










org/bouncycastle/asn1/eac/ECDSAPublicKey.class


package org.bouncycastle.asn1.eac;
public synchronized class ECDSAPublicKey extends PublicKeyDataObject {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier usage;
    private java.math.BigInteger primeModulusP;
    private java.math.BigInteger firstCoefA;
    private java.math.BigInteger secondCoefB;
    private byte[] basePointG;
    private java.math.BigInteger orderOfBasePointR;
    private byte[] publicPointY;
    private java.math.BigInteger cofactorF;
    private int options;
    private static final int P = 1;
    private static final int A = 2;
    private static final int B = 4;
    private static final int G = 8;
    private static final int R = 16;
    private static final int Y = 32;
    private static final int F = 64;
    void ECDSAPublicKey(org.bouncycastle.asn1.ASN1Sequence) throws IllegalArgumentException;
    public void ECDSAPublicKey(org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[]) throws IllegalArgumentException;
    public void ECDSAPublicKey(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, byte[], java.math.BigInteger, byte[], int);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getUsage();
    public byte[] getBasePointG();
    private void setBasePointG(org.bouncycastle.asn1.ASN1OctetString) throws IllegalArgumentException;
    public java.math.BigInteger getCofactorF();
    private void setCofactorF(java.math.BigInteger) throws IllegalArgumentException;
    public java.math.BigInteger getFirstCoefA();
    private void setFirstCoefA(java.math.BigInteger) throws IllegalArgumentException;
    public java.math.BigInteger getOrderOfBasePointR();
    private void setOrderOfBasePointR(java.math.BigInteger) throws IllegalArgumentException;
    public java.math.BigInteger getPrimeModulusP();
    private void setPrimeModulusP(java.math.BigInteger);
    public byte[] getPublicPointY();
    private void setPublicPointY(org.bouncycastle.asn1.ASN1OctetString) throws IllegalArgumentException;
    public java.math.BigInteger getSecondCoefB();
    private void setSecondCoefB(java.math.BigInteger) throws IllegalArgumentException;
    public boolean hasParameters();
    public org.bouncycastle.asn1.ASN1EncodableVector getASN1EncodableVector(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/eac/Flags$StringJoiner.class


package org.bouncycastle.asn1.eac;
synchronized class Flags$StringJoiner {
    String mSeparator;
    boolean First;
    StringBuffer b;
    public void Flags$StringJoiner(Flags, String);
    public void add(String);
    public String toString();
}










org/bouncycastle/asn1/eac/Flags.class


package org.bouncycastle.asn1.eac;
public synchronized class Flags {
    int value;
    public void Flags();
    public void Flags(int);
    public void set(int);
    public boolean isSet(int);
    public int getFlags();
    String decode(java.util.Hashtable);
}










org/bouncycastle/asn1/eac/PackedDate.class


package org.bouncycastle.asn1.eac;
public synchronized class PackedDate {
    private byte[] time;
    public void PackedDate(String);
    public void PackedDate(java.util.Date);
    public void PackedDate(java.util.Date, java.util.Locale);
    private byte[] convert(String);
    void PackedDate(byte[]);
    public java.util.Date getDate() throws java.text.ParseException;
    public int hashCode();
    public boolean equals(Object);
    public String toString();
    public byte[] getEncoding();
}










org/bouncycastle/asn1/eac/PublicKeyDataObject.class


package org.bouncycastle.asn1.eac;
public abstract synchronized class PublicKeyDataObject extends org.bouncycastle.asn1.ASN1Object {
    public void PublicKeyDataObject();
    public static PublicKeyDataObject getInstance(Object);
    public abstract org.bouncycastle.asn1.ASN1ObjectIdentifier getUsage();
}










org/bouncycastle/asn1/eac/RSAPublicKey.class


package org.bouncycastle.asn1.eac;
public synchronized class RSAPublicKey extends PublicKeyDataObject {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier usage;
    private java.math.BigInteger modulus;
    private java.math.BigInteger exponent;
    private int valid;
    private static int modulusValid;
    private static int exponentValid;
    void RSAPublicKey(org.bouncycastle.asn1.ASN1Sequence);
    public void RSAPublicKey(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.math.BigInteger, java.math.BigInteger);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getUsage();
    public java.math.BigInteger getModulus();
    public java.math.BigInteger getPublicExponent();
    private void setModulus(UnsignedInteger);
    private void setExponent(UnsignedInteger);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/eac/UnsignedInteger.class


package org.bouncycastle.asn1.eac;
public synchronized class UnsignedInteger extends org.bouncycastle.asn1.ASN1Object {
    private int tagNo;
    private java.math.BigInteger value;
    public void UnsignedInteger(int, java.math.BigInteger);
    private void UnsignedInteger(org.bouncycastle.asn1.ASN1TaggedObject);
    public static UnsignedInteger getInstance(Object);
    private byte[] convertValue();
    public int getTagNo();
    public java.math.BigInteger getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/CommitmentTypeIdentifier.class


package org.bouncycastle.asn1.esf;
public abstract interface CommitmentTypeIdentifier {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier proofOfOrigin;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier proofOfReceipt;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier proofOfDelivery;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier proofOfSender;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier proofOfApproval;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier proofOfCreation;
    static void <clinit>();
}










org/bouncycastle/asn1/esf/CommitmentTypeIndication.class


package org.bouncycastle.asn1.esf;
public synchronized class CommitmentTypeIndication extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier commitmentTypeId;
    private org.bouncycastle.asn1.ASN1Sequence commitmentTypeQualifier;
    private void CommitmentTypeIndication(org.bouncycastle.asn1.ASN1Sequence);
    public void CommitmentTypeIndication(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void CommitmentTypeIndication(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Sequence);
    public static CommitmentTypeIndication getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getCommitmentTypeId();
    public org.bouncycastle.asn1.ASN1Sequence getCommitmentTypeQualifier();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/CommitmentTypeQualifier.class


package org.bouncycastle.asn1.esf;
public synchronized class CommitmentTypeQualifier extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier commitmentTypeIdentifier;
    private org.bouncycastle.asn1.ASN1Encodable qualifier;
    public void CommitmentTypeQualifier(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void CommitmentTypeQualifier(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    private void CommitmentTypeQualifier(org.bouncycastle.asn1.ASN1Sequence);
    public static CommitmentTypeQualifier getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getCommitmentTypeIdentifier();
    public org.bouncycastle.asn1.ASN1Encodable getQualifier();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/CompleteRevocationRefs.class


package org.bouncycastle.asn1.esf;
public synchronized class CompleteRevocationRefs extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence crlOcspRefs;
    public static CompleteRevocationRefs getInstance(Object);
    private void CompleteRevocationRefs(org.bouncycastle.asn1.ASN1Sequence);
    public void CompleteRevocationRefs(CrlOcspRef[]);
    public CrlOcspRef[] getCrlOcspRefs();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/CrlIdentifier.class


package org.bouncycastle.asn1.esf;
public synchronized class CrlIdentifier extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x500.X500Name crlIssuer;
    private org.bouncycastle.asn1.ASN1UTCTime crlIssuedTime;
    private org.bouncycastle.asn1.ASN1Integer crlNumber;
    public static CrlIdentifier getInstance(Object);
    private void CrlIdentifier(org.bouncycastle.asn1.ASN1Sequence);
    public void CrlIdentifier(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.ASN1UTCTime);
    public void CrlIdentifier(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.ASN1UTCTime, java.math.BigInteger);
    public org.bouncycastle.asn1.x500.X500Name getCrlIssuer();
    public org.bouncycastle.asn1.ASN1UTCTime getCrlIssuedTime();
    public java.math.BigInteger getCrlNumber();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/CrlListID.class


package org.bouncycastle.asn1.esf;
public synchronized class CrlListID extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence crls;
    public static CrlListID getInstance(Object);
    private void CrlListID(org.bouncycastle.asn1.ASN1Sequence);
    public void CrlListID(CrlValidatedID[]);
    public CrlValidatedID[] getCrls();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/CrlOcspRef.class


package org.bouncycastle.asn1.esf;
public synchronized class CrlOcspRef extends org.bouncycastle.asn1.ASN1Object {
    private CrlListID crlids;
    private OcspListID ocspids;
    private OtherRevRefs otherRev;
    public static CrlOcspRef getInstance(Object);
    private void CrlOcspRef(org.bouncycastle.asn1.ASN1Sequence);
    public void CrlOcspRef(CrlListID, OcspListID, OtherRevRefs);
    public CrlListID getCrlids();
    public OcspListID getOcspids();
    public OtherRevRefs getOtherRev();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/CrlValidatedID.class


package org.bouncycastle.asn1.esf;
public synchronized class CrlValidatedID extends org.bouncycastle.asn1.ASN1Object {
    private OtherHash crlHash;
    private CrlIdentifier crlIdentifier;
    public static CrlValidatedID getInstance(Object);
    private void CrlValidatedID(org.bouncycastle.asn1.ASN1Sequence);
    public void CrlValidatedID(OtherHash);
    public void CrlValidatedID(OtherHash, CrlIdentifier);
    public OtherHash getCrlHash();
    public CrlIdentifier getCrlIdentifier();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/ESFAttributes.class


package org.bouncycastle.asn1.esf;
public abstract interface ESFAttributes {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sigPolicyId;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier commitmentType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier signerLocation;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier signerAttr;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier otherSigCert;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier contentTimestamp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier certificateRefs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier revocationRefs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier certValues;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier revocationValues;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier escTimeStamp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier certCRLTimestamp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier archiveTimestamp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier archiveTimestampV2;
    static void <clinit>();
}










org/bouncycastle/asn1/esf/OcspIdentifier.class


package org.bouncycastle.asn1.esf;
public synchronized class OcspIdentifier extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ocsp.ResponderID ocspResponderID;
    private org.bouncycastle.asn1.ASN1GeneralizedTime producedAt;
    public static OcspIdentifier getInstance(Object);
    private void OcspIdentifier(org.bouncycastle.asn1.ASN1Sequence);
    public void OcspIdentifier(org.bouncycastle.asn1.ocsp.ResponderID, org.bouncycastle.asn1.ASN1GeneralizedTime);
    public org.bouncycastle.asn1.ocsp.ResponderID getOcspResponderID();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getProducedAt();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/OcspListID.class


package org.bouncycastle.asn1.esf;
public synchronized class OcspListID extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence ocspResponses;
    public static OcspListID getInstance(Object);
    private void OcspListID(org.bouncycastle.asn1.ASN1Sequence);
    public void OcspListID(OcspResponsesID[]);
    public OcspResponsesID[] getOcspResponses();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/OcspResponsesID.class


package org.bouncycastle.asn1.esf;
public synchronized class OcspResponsesID extends org.bouncycastle.asn1.ASN1Object {
    private OcspIdentifier ocspIdentifier;
    private OtherHash ocspRepHash;
    public static OcspResponsesID getInstance(Object);
    private void OcspResponsesID(org.bouncycastle.asn1.ASN1Sequence);
    public void OcspResponsesID(OcspIdentifier);
    public void OcspResponsesID(OcspIdentifier, OtherHash);
    public OcspIdentifier getOcspIdentifier();
    public OtherHash getOcspRepHash();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/OtherHash.class


package org.bouncycastle.asn1.esf;
public synchronized class OtherHash extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private org.bouncycastle.asn1.ASN1OctetString sha1Hash;
    private OtherHashAlgAndValue otherHash;
    public static OtherHash getInstance(Object);
    private void OtherHash(org.bouncycastle.asn1.ASN1OctetString);
    public void OtherHash(OtherHashAlgAndValue);
    public void OtherHash(byte[]);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlgorithm();
    public byte[] getHashValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/OtherHashAlgAndValue.class


package org.bouncycastle.asn1.esf;
public synchronized class OtherHashAlgAndValue extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier hashAlgorithm;
    private org.bouncycastle.asn1.ASN1OctetString hashValue;
    public static OtherHashAlgAndValue getInstance(Object);
    private void OtherHashAlgAndValue(org.bouncycastle.asn1.ASN1Sequence);
    public void OtherHashAlgAndValue(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlgorithm();
    public org.bouncycastle.asn1.ASN1OctetString getHashValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/OtherRevRefs.class


package org.bouncycastle.asn1.esf;
public synchronized class OtherRevRefs extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier otherRevRefType;
    private org.bouncycastle.asn1.ASN1Encodable otherRevRefs;
    public static OtherRevRefs getInstance(Object);
    private void OtherRevRefs(org.bouncycastle.asn1.ASN1Sequence);
    public void OtherRevRefs(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getOtherRevRefType();
    public org.bouncycastle.asn1.ASN1Encodable getOtherRevRefs();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/OtherRevVals.class


package org.bouncycastle.asn1.esf;
public synchronized class OtherRevVals extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier otherRevValType;
    private org.bouncycastle.asn1.ASN1Encodable otherRevVals;
    public static OtherRevVals getInstance(Object);
    private void OtherRevVals(org.bouncycastle.asn1.ASN1Sequence);
    public void OtherRevVals(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getOtherRevValType();
    public org.bouncycastle.asn1.ASN1Encodable getOtherRevVals();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/RevocationValues.class


package org.bouncycastle.asn1.esf;
public synchronized class RevocationValues extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence crlVals;
    private org.bouncycastle.asn1.ASN1Sequence ocspVals;
    private OtherRevVals otherRevVals;
    public static RevocationValues getInstance(Object);
    private void RevocationValues(org.bouncycastle.asn1.ASN1Sequence);
    public void RevocationValues(org.bouncycastle.asn1.x509.CertificateList[], org.bouncycastle.asn1.ocsp.BasicOCSPResponse[], OtherRevVals);
    public org.bouncycastle.asn1.x509.CertificateList[] getCrlVals();
    public org.bouncycastle.asn1.ocsp.BasicOCSPResponse[] getOcspVals();
    public OtherRevVals getOtherRevVals();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/SPUserNotice.class


package org.bouncycastle.asn1.esf;
public synchronized class SPUserNotice extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.NoticeReference noticeRef;
    private org.bouncycastle.asn1.x509.DisplayText explicitText;
    public static SPUserNotice getInstance(Object);
    private void SPUserNotice(org.bouncycastle.asn1.ASN1Sequence);
    public void SPUserNotice(org.bouncycastle.asn1.x509.NoticeReference, org.bouncycastle.asn1.x509.DisplayText);
    public org.bouncycastle.asn1.x509.NoticeReference getNoticeRef();
    public org.bouncycastle.asn1.x509.DisplayText getExplicitText();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/SPuri.class


package org.bouncycastle.asn1.esf;
public synchronized class SPuri {
    private org.bouncycastle.asn1.DERIA5String uri;
    public static SPuri getInstance(Object);
    public void SPuri(org.bouncycastle.asn1.DERIA5String);
    public org.bouncycastle.asn1.DERIA5String getUri();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/SigPolicyQualifierInfo.class


package org.bouncycastle.asn1.esf;
public synchronized class SigPolicyQualifierInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier sigPolicyQualifierId;
    private org.bouncycastle.asn1.ASN1Encodable sigQualifier;
    public void SigPolicyQualifierInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    private void SigPolicyQualifierInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static SigPolicyQualifierInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getSigPolicyQualifierId();
    public org.bouncycastle.asn1.ASN1Encodable getSigQualifier();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/SigPolicyQualifiers.class


package org.bouncycastle.asn1.esf;
public synchronized class SigPolicyQualifiers extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Sequence qualifiers;
    public static SigPolicyQualifiers getInstance(Object);
    private void SigPolicyQualifiers(org.bouncycastle.asn1.ASN1Sequence);
    public void SigPolicyQualifiers(SigPolicyQualifierInfo[]);
    public int size();
    public SigPolicyQualifierInfo getInfoAt(int);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/SignaturePolicyId.class


package org.bouncycastle.asn1.esf;
public synchronized class SignaturePolicyId extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier sigPolicyId;
    private OtherHashAlgAndValue sigPolicyHash;
    private SigPolicyQualifiers sigPolicyQualifiers;
    public static SignaturePolicyId getInstance(Object);
    private void SignaturePolicyId(org.bouncycastle.asn1.ASN1Sequence);
    public void SignaturePolicyId(org.bouncycastle.asn1.ASN1ObjectIdentifier, OtherHashAlgAndValue);
    public void SignaturePolicyId(org.bouncycastle.asn1.ASN1ObjectIdentifier, OtherHashAlgAndValue, SigPolicyQualifiers);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getSigPolicyId();
    public OtherHashAlgAndValue getSigPolicyHash();
    public SigPolicyQualifiers getSigPolicyQualifiers();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/SignaturePolicyIdentifier.class


package org.bouncycastle.asn1.esf;
public synchronized class SignaturePolicyIdentifier extends org.bouncycastle.asn1.ASN1Object {
    private SignaturePolicyId signaturePolicyId;
    private boolean isSignaturePolicyImplied;
    public static SignaturePolicyIdentifier getInstance(Object);
    public void SignaturePolicyIdentifier();
    public void SignaturePolicyIdentifier(SignaturePolicyId);
    public SignaturePolicyId getSignaturePolicyId();
    public boolean isSignaturePolicyImplied();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/SignerAttribute.class


package org.bouncycastle.asn1.esf;
public synchronized class SignerAttribute extends org.bouncycastle.asn1.ASN1Object {
    private Object[] values;
    public static SignerAttribute getInstance(Object);
    private void SignerAttribute(org.bouncycastle.asn1.ASN1Sequence);
    public void SignerAttribute(org.bouncycastle.asn1.x509.Attribute[]);
    public void SignerAttribute(org.bouncycastle.asn1.x509.AttributeCertificate);
    public Object[] getValues();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/esf/SignerLocation.class


package org.bouncycastle.asn1.esf;
public synchronized class SignerLocation extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x500.DirectoryString countryName;
    private org.bouncycastle.asn1.x500.DirectoryString localityName;
    private org.bouncycastle.asn1.ASN1Sequence postalAddress;
    private void SignerLocation(org.bouncycastle.asn1.ASN1Sequence);
    private void SignerLocation(org.bouncycastle.asn1.x500.DirectoryString, org.bouncycastle.asn1.x500.DirectoryString, org.bouncycastle.asn1.ASN1Sequence);
    public void SignerLocation(org.bouncycastle.asn1.x500.DirectoryString, org.bouncycastle.asn1.x500.DirectoryString, org.bouncycastle.asn1.x500.DirectoryString[]);
    public void SignerLocation(org.bouncycastle.asn1.DERUTF8String, org.bouncycastle.asn1.DERUTF8String, org.bouncycastle.asn1.ASN1Sequence);
    public static SignerLocation getInstance(Object);
    public org.bouncycastle.asn1.x500.DirectoryString getCountry();
    public org.bouncycastle.asn1.x500.DirectoryString getLocality();
    public org.bouncycastle.asn1.x500.DirectoryString[] getPostal();
    public org.bouncycastle.asn1.DERUTF8String getCountryName();
    public org.bouncycastle.asn1.DERUTF8String getLocalityName();
    public org.bouncycastle.asn1.ASN1Sequence getPostalAddress();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ess/ContentHints.class


package org.bouncycastle.asn1.ess;
public synchronized class ContentHints extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.DERUTF8String contentDescription;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier contentType;
    public static ContentHints getInstance(Object);
    private void ContentHints(org.bouncycastle.asn1.ASN1Sequence);
    public void ContentHints(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void ContentHints(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.DERUTF8String);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public org.bouncycastle.asn1.DERUTF8String getContentDescription();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ess/ContentIdentifier.class


package org.bouncycastle.asn1.ess;
public synchronized class ContentIdentifier extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1OctetString value;
    public static ContentIdentifier getInstance(Object);
    private void ContentIdentifier(org.bouncycastle.asn1.ASN1OctetString);
    public void ContentIdentifier(byte[]);
    public org.bouncycastle.asn1.ASN1OctetString getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ess/ESSCertID.class


package org.bouncycastle.asn1.ess;
public synchronized class ESSCertID extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1OctetString certHash;
    private org.bouncycastle.asn1.x509.IssuerSerial issuerSerial;
    public static ESSCertID getInstance(Object);
    private void ESSCertID(org.bouncycastle.asn1.ASN1Sequence);
    public void ESSCertID(byte[]);
    public void ESSCertID(byte[], org.bouncycastle.asn1.x509.IssuerSerial);
    public byte[] getCertHash();
    public org.bouncycastle.asn1.x509.IssuerSerial getIssuerSerial();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ess/ESSCertIDv2.class


package org.bouncycastle.asn1.ess;
public synchronized class ESSCertIDv2 extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier hashAlgorithm;
    private byte[] certHash;
    private org.bouncycastle.asn1.x509.IssuerSerial issuerSerial;
    private static final org.bouncycastle.asn1.x509.AlgorithmIdentifier DEFAULT_ALG_ID;
    public static ESSCertIDv2 getInstance(Object);
    private void ESSCertIDv2(org.bouncycastle.asn1.ASN1Sequence);
    public void ESSCertIDv2(byte[]);
    public void ESSCertIDv2(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    public void ESSCertIDv2(byte[], org.bouncycastle.asn1.x509.IssuerSerial);
    public void ESSCertIDv2(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], org.bouncycastle.asn1.x509.IssuerSerial);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlgorithm();
    public byte[] getCertHash();
    public org.bouncycastle.asn1.x509.IssuerSerial getIssuerSerial();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/ess/OtherCertID.class


package org.bouncycastle.asn1.ess;
public synchronized class OtherCertID extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Encodable otherCertHash;
    private org.bouncycastle.asn1.x509.IssuerSerial issuerSerial;
    public static OtherCertID getInstance(Object);
    private void OtherCertID(org.bouncycastle.asn1.ASN1Sequence);
    public void OtherCertID(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    public void OtherCertID(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], org.bouncycastle.asn1.x509.IssuerSerial);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmHash();
    public byte[] getCertHash();
    public org.bouncycastle.asn1.x509.IssuerSerial getIssuerSerial();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ess/OtherSigningCertificate.class


package org.bouncycastle.asn1.ess;
public synchronized class OtherSigningCertificate extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Sequence certs;
    org.bouncycastle.asn1.ASN1Sequence policies;
    public static OtherSigningCertificate getInstance(Object);
    private void OtherSigningCertificate(org.bouncycastle.asn1.ASN1Sequence);
    public void OtherSigningCertificate(OtherCertID);
    public OtherCertID[] getCerts();
    public org.bouncycastle.asn1.x509.PolicyInformation[] getPolicies();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ess/SigningCertificate.class


package org.bouncycastle.asn1.ess;
public synchronized class SigningCertificate extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Sequence certs;
    org.bouncycastle.asn1.ASN1Sequence policies;
    public static SigningCertificate getInstance(Object);
    private void SigningCertificate(org.bouncycastle.asn1.ASN1Sequence);
    public void SigningCertificate(ESSCertID);
    public ESSCertID[] getCerts();
    public org.bouncycastle.asn1.x509.PolicyInformation[] getPolicies();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ess/SigningCertificateV2.class


package org.bouncycastle.asn1.ess;
public synchronized class SigningCertificateV2 extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Sequence certs;
    org.bouncycastle.asn1.ASN1Sequence policies;
    public static SigningCertificateV2 getInstance(Object);
    private void SigningCertificateV2(org.bouncycastle.asn1.ASN1Sequence);
    public void SigningCertificateV2(ESSCertIDv2);
    public void SigningCertificateV2(ESSCertIDv2[]);
    public void SigningCertificateV2(ESSCertIDv2[], org.bouncycastle.asn1.x509.PolicyInformation[]);
    public ESSCertIDv2[] getCerts();
    public org.bouncycastle.asn1.x509.PolicyInformation[] getPolicies();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/est/AttrOrOID.class


package org.bouncycastle.asn1.est;
public synchronized class AttrOrOID extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier oid;
    private final org.bouncycastle.asn1.pkcs.Attribute attribute;
    public void AttrOrOID(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void AttrOrOID(org.bouncycastle.asn1.pkcs.Attribute);
    public static AttrOrOID getInstance(Object);
    public boolean isOid();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getOid();
    public org.bouncycastle.asn1.pkcs.Attribute getAttribute();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/est/CsrAttrs.class


package org.bouncycastle.asn1.est;
public synchronized class CsrAttrs extends org.bouncycastle.asn1.ASN1Object {
    private final AttrOrOID[] attrOrOIDs;
    public static CsrAttrs getInstance(Object);
    public static CsrAttrs getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void CsrAttrs(AttrOrOID);
    public void CsrAttrs(AttrOrOID[]);
    private void CsrAttrs(org.bouncycastle.asn1.ASN1Sequence);
    public AttrOrOID[] getAttrOrOIDs();
    public int size();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/est/Utils.class


package org.bouncycastle.asn1.est;
synchronized class Utils {
    void Utils();
    static AttrOrOID[] clone(AttrOrOID[]);
}










org/bouncycastle/asn1/gm/GMNamedCurves$1.class


package org.bouncycastle.asn1.gm;
final synchronized class GMNamedCurves$1 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void GMNamedCurves$1();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/gm/GMNamedCurves$2.class


package org.bouncycastle.asn1.gm;
final synchronized class GMNamedCurves$2 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void GMNamedCurves$2();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/gm/GMNamedCurves.class


package org.bouncycastle.asn1.gm;
public synchronized class GMNamedCurves {
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sm2p256v1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder wapip192v1;
    static final java.util.Hashtable objIds;
    static final java.util.Hashtable curves;
    static final java.util.Hashtable names;
    public void GMNamedCurves();
    private static org.bouncycastle.math.ec.ECCurve configureCurve(org.bouncycastle.math.ec.ECCurve);
    private static java.math.BigInteger fromHex(String);
    static void defineCurve(String, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x9.X9ECParametersHolder);
    public static org.bouncycastle.asn1.x9.X9ECParameters getByName(String);
    public static org.bouncycastle.asn1.x9.X9ECParameters getByOID(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOID(String);
    public static String getName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static java.util.Enumeration getNames();
    static void <clinit>();
}










org/bouncycastle/asn1/gm/GMObjectIdentifiers.class


package org.bouncycastle.asn1.gm;
public abstract interface GMObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm6_ecb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm6_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm6_ofb128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm6_cfb128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm1_ecb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm1_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm1_ofb128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm1_cfb128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm1_cfb1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm1_cfb8;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ssf33_ecb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ssf33_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ssf33_ofb128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ssf33_cfb128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ssf33_cfb1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ssf33_cfb8;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_ecb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_ofb128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_cfb128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_cfb1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_cfb8;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_ctr;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_gcm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_ccm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_xts;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_wrap;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_wrap_pad;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sms4_ocb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm5;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2p256v1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2sign;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2exchange;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier wapip192v1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_recommendedParameters;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_specifiedParameters;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_with_sm3;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_with_sha1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_with_sha224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_with_sha256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_with_sha384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_with_sha512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_with_rmd160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_with_whirlpool;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_with_blake2b512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_with_blake2s256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2encrypt_with_md5;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sm9PublicKey;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm9sign;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm9keyagreement;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm9encrypt;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm3;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier hmac_sm3;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2sign_with_sm3;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2sign_with_sha1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2sign_with_sha256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2sign_with_sha512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2sign_with_sha224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2sign_with_sha384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2sign_with_rmd160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2sign_with_whirlpool;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2sign_with_blake2b512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sm2sign_with_blake2s256;
    static void <clinit>();
}










org/bouncycastle/asn1/gnu/GNUObjectIdentifiers.class


package org.bouncycastle.asn1.gnu;
public abstract interface GNUObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier GNU;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier GnuPG;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier notation;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkaAddress;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier GnuRadar;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier digestAlgorithm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Tiger_192;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier encryptionAlgorithm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent_128_ECB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent_128_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent_128_OFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent_128_CFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent_192_ECB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent_192_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent_192_OFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent_192_CFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent_256_ECB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent_256_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent_256_OFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Serpent_256_CFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CRC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CRC32;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ellipticCurve;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Ed25519;
    static void <clinit>();
}










org/bouncycastle/asn1/iana/IANAObjectIdentifiers.class


package org.bouncycastle.asn1.iana;
public abstract interface IANAObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier internet;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier directory;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mgmt;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier experimental;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier _private;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier security;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SNMPv2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mail;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier security_mechanisms;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier security_nametypes;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkix;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ipsec;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier isakmpOakley;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier hmacMD5;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier hmacSHA1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier hmacTIGER;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier hmacRIPEMD160;
    static void <clinit>();
}










org/bouncycastle/asn1/icao/CscaMasterList.class


package org.bouncycastle.asn1.icao;
public synchronized class CscaMasterList extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.x509.Certificate[] certList;
    public static CscaMasterList getInstance(Object);
    private void CscaMasterList(org.bouncycastle.asn1.ASN1Sequence);
    public void CscaMasterList(org.bouncycastle.asn1.x509.Certificate[]);
    public int getVersion();
    public org.bouncycastle.asn1.x509.Certificate[] getCertStructs();
    private org.bouncycastle.asn1.x509.Certificate[] copyCertList(org.bouncycastle.asn1.x509.Certificate[]);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/icao/DataGroupHash.class


package org.bouncycastle.asn1.icao;
public synchronized class DataGroupHash extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer dataGroupNumber;
    org.bouncycastle.asn1.ASN1OctetString dataGroupHashValue;
    public static DataGroupHash getInstance(Object);
    private void DataGroupHash(org.bouncycastle.asn1.ASN1Sequence);
    public void DataGroupHash(int, org.bouncycastle.asn1.ASN1OctetString);
    public int getDataGroupNumber();
    public org.bouncycastle.asn1.ASN1OctetString getDataGroupHashValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/icao/ICAOObjectIdentifiers.class


package org.bouncycastle.asn1.icao;
public abstract interface ICAOObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_icao;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_icao_mrtd;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_icao_mrtd_security;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_icao_ldsSecurityObject;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_icao_cscaMasterList;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_icao_cscaMasterListSigningKey;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_icao_documentTypeList;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_icao_aaProtocolObject;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_icao_extensions;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_icao_extensions_namechangekeyrollover;
    static void <clinit>();
}










org/bouncycastle/asn1/icao/LDSSecurityObject.class


package org.bouncycastle.asn1.icao;
public synchronized class LDSSecurityObject extends org.bouncycastle.asn1.ASN1Object implements ICAOObjectIdentifiers {
    public static final int ub_DataGroups = 16;
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier digestAlgorithmIdentifier;
    private DataGroupHash[] datagroupHash;
    private LDSVersionInfo versionInfo;
    public static LDSSecurityObject getInstance(Object);
    private void LDSSecurityObject(org.bouncycastle.asn1.ASN1Sequence);
    public void LDSSecurityObject(org.bouncycastle.asn1.x509.AlgorithmIdentifier, DataGroupHash[]);
    public void LDSSecurityObject(org.bouncycastle.asn1.x509.AlgorithmIdentifier, DataGroupHash[], LDSVersionInfo);
    private void checkDatagroupHashSeqSize(int);
    public int getVersion();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithmIdentifier();
    public DataGroupHash[] getDatagroupHash();
    public LDSVersionInfo getVersionInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/icao/LDSVersionInfo.class


package org.bouncycastle.asn1.icao;
public synchronized class LDSVersionInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.DERPrintableString ldsVersion;
    private org.bouncycastle.asn1.DERPrintableString unicodeVersion;
    public void LDSVersionInfo(String, String);
    private void LDSVersionInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static LDSVersionInfo getInstance(Object);
    public String getLdsVersion();
    public String getUnicodeVersion();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/isismtt/ISISMTTObjectIdentifiers.class


package org.bouncycastle.asn1.isismtt;
public abstract interface ISISMTTObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_cp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_cp_accredited;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_dateOfCertGen;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_procuration;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_admission;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_monetaryLimit;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_declarationOfMajority;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_iCCSN;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_PKReference;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_restriction;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_retrieveIfAllowed;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_requestedCertificate;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_namingAuthorities;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_certInDirSince;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_certHash;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_nameAtBirth;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_additionalInformation;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_liabilityLimitationFlag;
    static void <clinit>();
}










org/bouncycastle/asn1/isismtt/ocsp/CertHash.class


package org.bouncycastle.asn1.isismtt.ocsp;
public synchronized class CertHash extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier hashAlgorithm;
    private byte[] certificateHash;
    public static CertHash getInstance(Object);
    private void CertHash(org.bouncycastle.asn1.ASN1Sequence);
    public void CertHash(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlgorithm();
    public byte[] getCertificateHash();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/isismtt/ocsp/RequestedCertificate.class


package org.bouncycastle.asn1.isismtt.ocsp;
public synchronized class RequestedCertificate extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int certificate = -1;
    public static final int publicKeyCertificate = 0;
    public static final int attributeCertificate = 1;
    private org.bouncycastle.asn1.x509.Certificate cert;
    private byte[] publicKeyCert;
    private byte[] attributeCert;
    public static RequestedCertificate getInstance(Object);
    public static RequestedCertificate getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    private void RequestedCertificate(org.bouncycastle.asn1.ASN1TaggedObject);
    public void RequestedCertificate(org.bouncycastle.asn1.x509.Certificate);
    public void RequestedCertificate(int, byte[]);
    public int getType();
    public byte[] getCertificateBytes();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/isismtt/x509/AdditionalInformationSyntax.class


package org.bouncycastle.asn1.isismtt.x509;
public synchronized class AdditionalInformationSyntax extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x500.DirectoryString information;
    public static AdditionalInformationSyntax getInstance(Object);
    private void AdditionalInformationSyntax(org.bouncycastle.asn1.x500.DirectoryString);
    public void AdditionalInformationSyntax(String);
    public org.bouncycastle.asn1.x500.DirectoryString getInformation();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/isismtt/x509/AdmissionSyntax.class


package org.bouncycastle.asn1.isismtt.x509;
public synchronized class AdmissionSyntax extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.GeneralName admissionAuthority;
    private org.bouncycastle.asn1.ASN1Sequence contentsOfAdmissions;
    public static AdmissionSyntax getInstance(Object);
    private void AdmissionSyntax(org.bouncycastle.asn1.ASN1Sequence);
    public void AdmissionSyntax(org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public org.bouncycastle.asn1.x509.GeneralName getAdmissionAuthority();
    public Admissions[] getContentsOfAdmissions();
}










org/bouncycastle/asn1/isismtt/x509/Admissions.class


package org.bouncycastle.asn1.isismtt.x509;
public synchronized class Admissions extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.GeneralName admissionAuthority;
    private NamingAuthority namingAuthority;
    private org.bouncycastle.asn1.ASN1Sequence professionInfos;
    public static Admissions getInstance(Object);
    private void Admissions(org.bouncycastle.asn1.ASN1Sequence);
    public void Admissions(org.bouncycastle.asn1.x509.GeneralName, NamingAuthority, ProfessionInfo[]);
    public org.bouncycastle.asn1.x509.GeneralName getAdmissionAuthority();
    public NamingAuthority getNamingAuthority();
    public ProfessionInfo[] getProfessionInfos();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/isismtt/x509/DeclarationOfMajority.class


package org.bouncycastle.asn1.isismtt.x509;
public synchronized class DeclarationOfMajority extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int notYoungerThan = 0;
    public static final int fullAgeAtCountry = 1;
    public static final int dateOfBirth = 2;
    private org.bouncycastle.asn1.ASN1TaggedObject declaration;
    public void DeclarationOfMajority(int);
    public void DeclarationOfMajority(boolean, String);
    public void DeclarationOfMajority(org.bouncycastle.asn1.ASN1GeneralizedTime);
    public static DeclarationOfMajority getInstance(Object);
    private void DeclarationOfMajority(org.bouncycastle.asn1.ASN1TaggedObject);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public int getType();
    public int notYoungerThan();
    public org.bouncycastle.asn1.ASN1Sequence fullAgeAtCountry();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getDateOfBirth();
}










org/bouncycastle/asn1/isismtt/x509/MonetaryLimit.class


package org.bouncycastle.asn1.isismtt.x509;
public synchronized class MonetaryLimit extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.DERPrintableString currency;
    org.bouncycastle.asn1.ASN1Integer amount;
    org.bouncycastle.asn1.ASN1Integer exponent;
    public static MonetaryLimit getInstance(Object);
    private void MonetaryLimit(org.bouncycastle.asn1.ASN1Sequence);
    public void MonetaryLimit(String, int, int);
    public String getCurrency();
    public java.math.BigInteger getAmount();
    public java.math.BigInteger getExponent();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/isismtt/x509/NamingAuthority.class


package org.bouncycastle.asn1.isismtt.x509;
public synchronized class NamingAuthority extends org.bouncycastle.asn1.ASN1Object {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_isismtt_at_namingAuthorities_RechtWirtschaftSteuern;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier namingAuthorityId;
    private String namingAuthorityUrl;
    private org.bouncycastle.asn1.x500.DirectoryString namingAuthorityText;
    public static NamingAuthority getInstance(Object);
    public static NamingAuthority getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    private void NamingAuthority(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getNamingAuthorityId();
    public org.bouncycastle.asn1.x500.DirectoryString getNamingAuthorityText();
    public String getNamingAuthorityUrl();
    public void NamingAuthority(org.bouncycastle.asn1.ASN1ObjectIdentifier, String, org.bouncycastle.asn1.x500.DirectoryString);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/isismtt/x509/ProcurationSyntax.class


package org.bouncycastle.asn1.isismtt.x509;
public synchronized class ProcurationSyntax extends org.bouncycastle.asn1.ASN1Object {
    private String country;
    private org.bouncycastle.asn1.x500.DirectoryString typeOfSubstitution;
    private org.bouncycastle.asn1.x509.GeneralName thirdPerson;
    private org.bouncycastle.asn1.x509.IssuerSerial certRef;
    public static ProcurationSyntax getInstance(Object);
    private void ProcurationSyntax(org.bouncycastle.asn1.ASN1Sequence);
    public void ProcurationSyntax(String, org.bouncycastle.asn1.x500.DirectoryString, org.bouncycastle.asn1.x509.IssuerSerial);
    public void ProcurationSyntax(String, org.bouncycastle.asn1.x500.DirectoryString, org.bouncycastle.asn1.x509.GeneralName);
    public String getCountry();
    public org.bouncycastle.asn1.x500.DirectoryString getTypeOfSubstitution();
    public org.bouncycastle.asn1.x509.GeneralName getThirdPerson();
    public org.bouncycastle.asn1.x509.IssuerSerial getCertRef();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/isismtt/x509/ProfessionInfo.class


package org.bouncycastle.asn1.isismtt.x509;
public synchronized class ProfessionInfo extends org.bouncycastle.asn1.ASN1Object {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Rechtsanwltin;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Rechtsanwalt;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Rechtsbeistand;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Steuerberaterin;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Steuerberater;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Steuerbevollmchtigte;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Steuerbevollmchtigter;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Notarin;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Notar;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Notarvertreterin;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Notarvertreter;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Notariatsverwalterin;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Notariatsverwalter;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Wirtschaftsprferin;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Wirtschaftsprfer;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier VereidigteBuchprferin;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier VereidigterBuchprfer;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Patentanwltin;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier Patentanwalt;
    private NamingAuthority namingAuthority;
    private org.bouncycastle.asn1.ASN1Sequence professionItems;
    private org.bouncycastle.asn1.ASN1Sequence professionOIDs;
    private String registrationNumber;
    private org.bouncycastle.asn1.ASN1OctetString addProfessionInfo;
    public static ProfessionInfo getInstance(Object);
    private void ProfessionInfo(org.bouncycastle.asn1.ASN1Sequence);
    public void ProfessionInfo(NamingAuthority, org.bouncycastle.asn1.x500.DirectoryString[], org.bouncycastle.asn1.ASN1ObjectIdentifier[], String, org.bouncycastle.asn1.ASN1OctetString);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public org.bouncycastle.asn1.ASN1OctetString getAddProfessionInfo();
    public NamingAuthority getNamingAuthority();
    public org.bouncycastle.asn1.x500.DirectoryString[] getProfessionItems();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier[] getProfessionOIDs();
    public String getRegistrationNumber();
    static void <clinit>();
}










org/bouncycastle/asn1/isismtt/x509/Restriction.class


package org.bouncycastle.asn1.isismtt.x509;
public synchronized class Restriction extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x500.DirectoryString restriction;
    public static Restriction getInstance(Object);
    private void Restriction(org.bouncycastle.asn1.x500.DirectoryString);
    public void Restriction(String);
    public org.bouncycastle.asn1.x500.DirectoryString getRestriction();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/iso/ISOIECObjectIdentifiers.class


package org.bouncycastle.asn1.iso;
public abstract interface ISOIECObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier iso_encryption_algorithms;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier hash_algorithms;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ripemd160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ripemd128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier whirlpool;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier is18033_2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ac_generic_hybrid;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_kem_rsa;
    static void <clinit>();
}










org/bouncycastle/asn1/kisa/KISAObjectIdentifiers.class


package org.bouncycastle.asn1.kisa;
public abstract interface KISAObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_seedCBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_seedMAC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithSHA1AndSEED_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_npki_app_cmsSeed_wrap;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_mod_cms_seed;
    static void <clinit>();
}










org/bouncycastle/asn1/microsoft/MicrosoftObjectIdentifiers.class


package org.bouncycastle.asn1.microsoft;
public abstract interface MicrosoftObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier microsoft;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier microsoftCertTemplateV1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier microsoftCaVersion;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier microsoftPrevCaCertHash;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier microsoftCrlNextPublish;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier microsoftCertTemplateV2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier microsoftAppPolicies;
    static void <clinit>();
}










org/bouncycastle/asn1/misc/CAST5CBCParameters.class


package org.bouncycastle.asn1.misc;
public synchronized class CAST5CBCParameters extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer keyLength;
    org.bouncycastle.asn1.ASN1OctetString iv;
    public static CAST5CBCParameters getInstance(Object);
    public void CAST5CBCParameters(byte[], int);
    public void CAST5CBCParameters(org.bouncycastle.asn1.ASN1Sequence);
    public byte[] getIV();
    public int getKeyLength();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/misc/IDEACBCPar.class


package org.bouncycastle.asn1.misc;
public synchronized class IDEACBCPar extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1OctetString iv;
    public static IDEACBCPar getInstance(Object);
    public void IDEACBCPar(byte[]);
    public void IDEACBCPar(org.bouncycastle.asn1.ASN1Sequence);
    public byte[] getIV();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/misc/MiscObjectIdentifiers.class


package org.bouncycastle.asn1.misc;
public abstract interface MiscObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier netscape;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier netscapeCertType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier netscapeBaseURL;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier netscapeRevocationURL;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier netscapeCARevocationURL;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier netscapeRenewalURL;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier netscapeCApolicyURL;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier netscapeSSLServerName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier netscapeCertComment;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier verisign;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier verisignCzagExtension;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier verisignPrivate_6_9;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier verisignOnSiteJurisdictionHash;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier verisignBitString_6_13;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier verisignDnbDunsNumber;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier verisignIssStrongCrypto;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier novell;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier novellSecurityAttribs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier entrust;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier entrustVersionExtension;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cast5CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier as_sys_sec_alg_ideaCBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cryptlib;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cryptlib_algorithm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cryptlib_algorithm_blowfish_ECB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cryptlib_algorithm_blowfish_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cryptlib_algorithm_blowfish_CFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cryptlib_algorithm_blowfish_OFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier blake2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_blake2b160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_blake2b256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_blake2b384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_blake2b512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_blake2s128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_blake2s160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_blake2s224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_blake2s256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_scrypt;
    static void <clinit>();
}










org/bouncycastle/asn1/misc/NetscapeCertType.class


package org.bouncycastle.asn1.misc;
public synchronized class NetscapeCertType extends org.bouncycastle.asn1.DERBitString {
    public static final int sslClient = 128;
    public static final int sslServer = 64;
    public static final int smime = 32;
    public static final int objectSigning = 16;
    public static final int reserved = 8;
    public static final int sslCA = 4;
    public static final int smimeCA = 2;
    public static final int objectSigningCA = 1;
    public void NetscapeCertType(int);
    public void NetscapeCertType(org.bouncycastle.asn1.DERBitString);
    public String toString();
}










org/bouncycastle/asn1/misc/NetscapeRevocationURL.class


package org.bouncycastle.asn1.misc;
public synchronized class NetscapeRevocationURL extends org.bouncycastle.asn1.DERIA5String {
    public void NetscapeRevocationURL(org.bouncycastle.asn1.DERIA5String);
    public String toString();
}










org/bouncycastle/asn1/misc/ScryptParams.class


package org.bouncycastle.asn1.misc;
public synchronized class ScryptParams extends org.bouncycastle.asn1.ASN1Object {
    private final byte[] salt;
    private final java.math.BigInteger costParameter;
    private final java.math.BigInteger blockSize;
    private final java.math.BigInteger parallelizationParameter;
    private final java.math.BigInteger keyLength;
    public void ScryptParams(byte[], int, int, int);
    public void ScryptParams(byte[], int, int, int, int);
    public void ScryptParams(byte[], java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public static ScryptParams getInstance(Object);
    private void ScryptParams(org.bouncycastle.asn1.ASN1Sequence);
    public byte[] getSalt();
    public java.math.BigInteger getCostParameter();
    public java.math.BigInteger getBlockSize();
    public java.math.BigInteger getParallelizationParameter();
    public java.math.BigInteger getKeyLength();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/misc/VerisignCzagExtension.class


package org.bouncycastle.asn1.misc;
public synchronized class VerisignCzagExtension extends org.bouncycastle.asn1.DERIA5String {
    public void VerisignCzagExtension(org.bouncycastle.asn1.DERIA5String);
    public String toString();
}










org/bouncycastle/asn1/mozilla/PublicKeyAndChallenge.class


package org.bouncycastle.asn1.mozilla;
public synchronized class PublicKeyAndChallenge extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence pkacSeq;
    private org.bouncycastle.asn1.x509.SubjectPublicKeyInfo spki;
    private org.bouncycastle.asn1.DERIA5String challenge;
    public static PublicKeyAndChallenge getInstance(Object);
    private void PublicKeyAndChallenge(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public org.bouncycastle.asn1.x509.SubjectPublicKeyInfo getSubjectPublicKeyInfo();
    public org.bouncycastle.asn1.DERIA5String getChallenge();
}










org/bouncycastle/asn1/mozilla/SignedPublicKeyAndChallenge.class


package org.bouncycastle.asn1.mozilla;
public synchronized class SignedPublicKeyAndChallenge extends org.bouncycastle.asn1.ASN1Object {
    private final PublicKeyAndChallenge pubKeyAndChal;
    private final org.bouncycastle.asn1.ASN1Sequence pkacSeq;
    public static SignedPublicKeyAndChallenge getInstance(Object);
    private void SignedPublicKeyAndChallenge(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public PublicKeyAndChallenge getPublicKeyAndChallenge();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSignatureAlgorithm();
    public org.bouncycastle.asn1.DERBitString getSignature();
}










org/bouncycastle/asn1/nist/NISTNamedCurves.class


package org.bouncycastle.asn1.nist;
public synchronized class NISTNamedCurves {
    static final java.util.Hashtable objIds;
    static final java.util.Hashtable names;
    public void NISTNamedCurves();
    static void defineCurve(String, org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static org.bouncycastle.asn1.x9.X9ECParameters getByName(String);
    public static org.bouncycastle.asn1.x9.X9ECParameters getByOID(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOID(String);
    public static String getName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static java.util.Enumeration getNames();
    static void <clinit>();
}










org/bouncycastle/asn1/nist/NISTObjectIdentifiers.class


package org.bouncycastle.asn1.nist;
public abstract interface NISTObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier nistAlgorithm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier hashAlgs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sha256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sha384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sha512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sha224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sha512_224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sha512_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sha3_224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sha3_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sha3_384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sha3_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_shake128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_shake256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_hmacWithSHA3_224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_hmacWithSHA3_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_hmacWithSHA3_384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_hmacWithSHA3_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier aes;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes128_ECB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes128_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes128_OFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes128_CFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes128_wrap;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes128_GCM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes128_CCM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes128_wrap_pad;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes192_ECB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes192_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes192_OFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes192_CFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes192_wrap;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes192_GCM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes192_CCM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes192_wrap_pad;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes256_ECB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes256_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes256_OFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes256_CFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes256_wrap;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes256_GCM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes256_CCM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aes256_wrap_pad;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sigAlgs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_dsa_with_sha2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dsa_with_sha224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dsa_with_sha256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dsa_with_sha384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dsa_with_sha512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_dsa_with_sha3_224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_dsa_with_sha3_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_dsa_with_sha3_384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_dsa_with_sha3_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ecdsa_with_sha3_224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ecdsa_with_sha3_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ecdsa_with_sha3_384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ecdsa_with_sha3_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_rsassa_pkcs1_v1_5_with_sha3_224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_rsassa_pkcs1_v1_5_with_sha3_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_rsassa_pkcs1_v1_5_with_sha3_384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_rsassa_pkcs1_v1_5_with_sha3_512;
    static void <clinit>();
}










org/bouncycastle/asn1/nsri/NSRIObjectIdentifiers.class


package org.bouncycastle.asn1.nsri;
public abstract interface NSRIObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier nsri;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_algorithm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sea;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pad;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pad_null;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pad_1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria128_ecb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria128_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria128_cfb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria128_ofb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria128_ctr;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria192_ecb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria192_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria192_cfb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria192_ofb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria192_ctr;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria256_ecb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria256_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria256_cfb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria256_ofb;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria256_ctr;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria128_cmac;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria192_cmac;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria256_cmac;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria128_ocb2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria192_ocb2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria256_ocb2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria128_gcm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria192_gcm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria256_gcm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria128_ccm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria192_ccm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria256_ccm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria128_kw;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria192_kw;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria256_kw;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria128_kwp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria192_kwp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aria256_kwp;
    static void <clinit>();
}










org/bouncycastle/asn1/ntt/NTTObjectIdentifiers.class


package org.bouncycastle.asn1.ntt;
public abstract interface NTTObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_camellia128_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_camellia192_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_camellia256_cbc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_camellia128_wrap;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_camellia192_wrap;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_camellia256_wrap;
    static void <clinit>();
}










org/bouncycastle/asn1/ocsp/BasicOCSPResponse.class


package org.bouncycastle.asn1.ocsp;
public synchronized class BasicOCSPResponse extends org.bouncycastle.asn1.ASN1Object {
    private ResponseData tbsResponseData;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier signatureAlgorithm;
    private org.bouncycastle.asn1.DERBitString signature;
    private org.bouncycastle.asn1.ASN1Sequence certs;
    public void BasicOCSPResponse(ResponseData, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.DERBitString, org.bouncycastle.asn1.ASN1Sequence);
    private void BasicOCSPResponse(org.bouncycastle.asn1.ASN1Sequence);
    public static BasicOCSPResponse getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static BasicOCSPResponse getInstance(Object);
    public ResponseData getTbsResponseData();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSignatureAlgorithm();
    public org.bouncycastle.asn1.DERBitString getSignature();
    public org.bouncycastle.asn1.ASN1Sequence getCerts();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/CertID.class


package org.bouncycastle.asn1.ocsp;
public synchronized class CertID extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.x509.AlgorithmIdentifier hashAlgorithm;
    org.bouncycastle.asn1.ASN1OctetString issuerNameHash;
    org.bouncycastle.asn1.ASN1OctetString issuerKeyHash;
    org.bouncycastle.asn1.ASN1Integer serialNumber;
    public void CertID(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.ASN1Integer);
    private void CertID(org.bouncycastle.asn1.ASN1Sequence);
    public static CertID getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static CertID getInstance(Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlgorithm();
    public org.bouncycastle.asn1.ASN1OctetString getIssuerNameHash();
    public org.bouncycastle.asn1.ASN1OctetString getIssuerKeyHash();
    public org.bouncycastle.asn1.ASN1Integer getSerialNumber();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/CertStatus.class


package org.bouncycastle.asn1.ocsp;
public synchronized class CertStatus extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private int tagNo;
    private org.bouncycastle.asn1.ASN1Encodable value;
    public void CertStatus();
    public void CertStatus(RevokedInfo);
    public void CertStatus(int, org.bouncycastle.asn1.ASN1Encodable);
    private void CertStatus(org.bouncycastle.asn1.ASN1TaggedObject);
    public static CertStatus getInstance(Object);
    public static CertStatus getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public int getTagNo();
    public org.bouncycastle.asn1.ASN1Encodable getStatus();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/CrlID.class


package org.bouncycastle.asn1.ocsp;
public synchronized class CrlID extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.DERIA5String crlUrl;
    private org.bouncycastle.asn1.ASN1Integer crlNum;
    private org.bouncycastle.asn1.ASN1GeneralizedTime crlTime;
    private void CrlID(org.bouncycastle.asn1.ASN1Sequence);
    public static CrlID getInstance(Object);
    public org.bouncycastle.asn1.DERIA5String getCrlUrl();
    public org.bouncycastle.asn1.ASN1Integer getCrlNum();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getCrlTime();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/OCSPObjectIdentifiers.class


package org.bouncycastle.asn1.ocsp;
public abstract interface OCSPObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix_ocsp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix_ocsp_basic;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix_ocsp_nonce;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix_ocsp_crl;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix_ocsp_response;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix_ocsp_nocheck;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix_ocsp_archive_cutoff;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix_ocsp_service_locator;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix_ocsp_pref_sig_algs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix_ocsp_extended_revoke;
    static void <clinit>();
}










org/bouncycastle/asn1/ocsp/OCSPRequest.class


package org.bouncycastle.asn1.ocsp;
public synchronized class OCSPRequest extends org.bouncycastle.asn1.ASN1Object {
    TBSRequest tbsRequest;
    Signature optionalSignature;
    public void OCSPRequest(TBSRequest, Signature);
    private void OCSPRequest(org.bouncycastle.asn1.ASN1Sequence);
    public static OCSPRequest getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static OCSPRequest getInstance(Object);
    public TBSRequest getTbsRequest();
    public Signature getOptionalSignature();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/OCSPResponse.class


package org.bouncycastle.asn1.ocsp;
public synchronized class OCSPResponse extends org.bouncycastle.asn1.ASN1Object {
    OCSPResponseStatus responseStatus;
    ResponseBytes responseBytes;
    public void OCSPResponse(OCSPResponseStatus, ResponseBytes);
    private void OCSPResponse(org.bouncycastle.asn1.ASN1Sequence);
    public static OCSPResponse getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static OCSPResponse getInstance(Object);
    public OCSPResponseStatus getResponseStatus();
    public ResponseBytes getResponseBytes();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/OCSPResponseStatus.class


package org.bouncycastle.asn1.ocsp;
public synchronized class OCSPResponseStatus extends org.bouncycastle.asn1.ASN1Object {
    public static final int SUCCESSFUL = 0;
    public static final int MALFORMED_REQUEST = 1;
    public static final int INTERNAL_ERROR = 2;
    public static final int TRY_LATER = 3;
    public static final int SIG_REQUIRED = 5;
    public static final int UNAUTHORIZED = 6;
    private org.bouncycastle.asn1.ASN1Enumerated value;
    public void OCSPResponseStatus(int);
    private void OCSPResponseStatus(org.bouncycastle.asn1.ASN1Enumerated);
    public static OCSPResponseStatus getInstance(Object);
    public java.math.BigInteger getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/Request.class


package org.bouncycastle.asn1.ocsp;
public synchronized class Request extends org.bouncycastle.asn1.ASN1Object {
    CertID reqCert;
    org.bouncycastle.asn1.x509.Extensions singleRequestExtensions;
    public void Request(CertID, org.bouncycastle.asn1.x509.Extensions);
    private void Request(org.bouncycastle.asn1.ASN1Sequence);
    public static Request getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static Request getInstance(Object);
    public CertID getReqCert();
    public org.bouncycastle.asn1.x509.Extensions getSingleRequestExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/ResponderID.class


package org.bouncycastle.asn1.ocsp;
public synchronized class ResponderID extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private org.bouncycastle.asn1.ASN1Encodable value;
    public void ResponderID(org.bouncycastle.asn1.ASN1OctetString);
    public void ResponderID(org.bouncycastle.asn1.x500.X500Name);
    public static ResponderID getInstance(Object);
    public static ResponderID getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public byte[] getKeyHash();
    public org.bouncycastle.asn1.x500.X500Name getName();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/ResponseBytes.class


package org.bouncycastle.asn1.ocsp;
public synchronized class ResponseBytes extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1ObjectIdentifier responseType;
    org.bouncycastle.asn1.ASN1OctetString response;
    public void ResponseBytes(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1OctetString);
    public void ResponseBytes(org.bouncycastle.asn1.ASN1Sequence);
    public static ResponseBytes getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static ResponseBytes getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getResponseType();
    public org.bouncycastle.asn1.ASN1OctetString getResponse();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/ResponseData.class


package org.bouncycastle.asn1.ocsp;
public synchronized class ResponseData extends org.bouncycastle.asn1.ASN1Object {
    private static final org.bouncycastle.asn1.ASN1Integer V1;
    private boolean versionPresent;
    private org.bouncycastle.asn1.ASN1Integer version;
    private ResponderID responderID;
    private org.bouncycastle.asn1.ASN1GeneralizedTime producedAt;
    private org.bouncycastle.asn1.ASN1Sequence responses;
    private org.bouncycastle.asn1.x509.Extensions responseExtensions;
    public void ResponseData(org.bouncycastle.asn1.ASN1Integer, ResponderID, org.bouncycastle.asn1.ASN1GeneralizedTime, org.bouncycastle.asn1.ASN1Sequence, org.bouncycastle.asn1.x509.Extensions);
    public void ResponseData(ResponderID, org.bouncycastle.asn1.ASN1GeneralizedTime, org.bouncycastle.asn1.ASN1Sequence, org.bouncycastle.asn1.x509.X509Extensions);
    public void ResponseData(ResponderID, org.bouncycastle.asn1.ASN1GeneralizedTime, org.bouncycastle.asn1.ASN1Sequence, org.bouncycastle.asn1.x509.Extensions);
    private void ResponseData(org.bouncycastle.asn1.ASN1Sequence);
    public static ResponseData getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static ResponseData getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public ResponderID getResponderID();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getProducedAt();
    public org.bouncycastle.asn1.ASN1Sequence getResponses();
    public org.bouncycastle.asn1.x509.Extensions getResponseExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/ocsp/RevokedInfo.class


package org.bouncycastle.asn1.ocsp;
public synchronized class RevokedInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1GeneralizedTime revocationTime;
    private org.bouncycastle.asn1.x509.CRLReason revocationReason;
    public void RevokedInfo(org.bouncycastle.asn1.ASN1GeneralizedTime, org.bouncycastle.asn1.x509.CRLReason);
    private void RevokedInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static RevokedInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static RevokedInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1GeneralizedTime getRevocationTime();
    public org.bouncycastle.asn1.x509.CRLReason getRevocationReason();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/ServiceLocator.class


package org.bouncycastle.asn1.ocsp;
public synchronized class ServiceLocator extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.x500.X500Name issuer;
    private final org.bouncycastle.asn1.x509.AuthorityInformationAccess locator;
    private void ServiceLocator(org.bouncycastle.asn1.ASN1Sequence);
    public static ServiceLocator getInstance(Object);
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public org.bouncycastle.asn1.x509.AuthorityInformationAccess getLocator();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/Signature.class


package org.bouncycastle.asn1.ocsp;
public synchronized class Signature extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.x509.AlgorithmIdentifier signatureAlgorithm;
    org.bouncycastle.asn1.DERBitString signature;
    org.bouncycastle.asn1.ASN1Sequence certs;
    public void Signature(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.DERBitString);
    public void Signature(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.DERBitString, org.bouncycastle.asn1.ASN1Sequence);
    private void Signature(org.bouncycastle.asn1.ASN1Sequence);
    public static Signature getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static Signature getInstance(Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSignatureAlgorithm();
    public org.bouncycastle.asn1.DERBitString getSignature();
    public org.bouncycastle.asn1.ASN1Sequence getCerts();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/SingleResponse.class


package org.bouncycastle.asn1.ocsp;
public synchronized class SingleResponse extends org.bouncycastle.asn1.ASN1Object {
    private CertID certID;
    private CertStatus certStatus;
    private org.bouncycastle.asn1.ASN1GeneralizedTime thisUpdate;
    private org.bouncycastle.asn1.ASN1GeneralizedTime nextUpdate;
    private org.bouncycastle.asn1.x509.Extensions singleExtensions;
    public void SingleResponse(CertID, CertStatus, org.bouncycastle.asn1.ASN1GeneralizedTime, org.bouncycastle.asn1.ASN1GeneralizedTime, org.bouncycastle.asn1.x509.X509Extensions);
    public void SingleResponse(CertID, CertStatus, org.bouncycastle.asn1.ASN1GeneralizedTime, org.bouncycastle.asn1.ASN1GeneralizedTime, org.bouncycastle.asn1.x509.Extensions);
    private void SingleResponse(org.bouncycastle.asn1.ASN1Sequence);
    public static SingleResponse getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static SingleResponse getInstance(Object);
    public CertID getCertID();
    public CertStatus getCertStatus();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getThisUpdate();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getNextUpdate();
    public org.bouncycastle.asn1.x509.Extensions getSingleExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ocsp/TBSRequest.class


package org.bouncycastle.asn1.ocsp;
public synchronized class TBSRequest extends org.bouncycastle.asn1.ASN1Object {
    private static final org.bouncycastle.asn1.ASN1Integer V1;
    org.bouncycastle.asn1.ASN1Integer version;
    org.bouncycastle.asn1.x509.GeneralName requestorName;
    org.bouncycastle.asn1.ASN1Sequence requestList;
    org.bouncycastle.asn1.x509.Extensions requestExtensions;
    boolean versionSet;
    public void TBSRequest(org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.ASN1Sequence, org.bouncycastle.asn1.x509.X509Extensions);
    public void TBSRequest(org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.ASN1Sequence, org.bouncycastle.asn1.x509.Extensions);
    private void TBSRequest(org.bouncycastle.asn1.ASN1Sequence);
    public static TBSRequest getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static TBSRequest getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public org.bouncycastle.asn1.x509.GeneralName getRequestorName();
    public org.bouncycastle.asn1.ASN1Sequence getRequestList();
    public org.bouncycastle.asn1.x509.Extensions getRequestExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/oiw/ElGamalParameter.class


package org.bouncycastle.asn1.oiw;
public synchronized class ElGamalParameter extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer p;
    org.bouncycastle.asn1.ASN1Integer g;
    public void ElGamalParameter(java.math.BigInteger, java.math.BigInteger);
    private void ElGamalParameter(org.bouncycastle.asn1.ASN1Sequence);
    public static ElGamalParameter getInstance(Object);
    public java.math.BigInteger getP();
    public java.math.BigInteger getG();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/oiw/OIWObjectIdentifiers.class


package org.bouncycastle.asn1.oiw;
public abstract interface OIWObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier md4WithRSA;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier md5WithRSA;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier md4WithRSAEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier desECB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier desCBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier desOFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier desCFB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier desEDE;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier idSHA1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dsaWithSHA1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sha1WithRSA;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier elGamalAlgorithm;
    static void <clinit>();
}










org/bouncycastle/asn1/pkcs/Attribute.class


package org.bouncycastle.asn1.pkcs;
public synchronized class Attribute extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier attrType;
    private org.bouncycastle.asn1.ASN1Set attrValues;
    public static Attribute getInstance(Object);
    public void Attribute(org.bouncycastle.asn1.ASN1Sequence);
    public void Attribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Set);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getAttrType();
    public org.bouncycastle.asn1.ASN1Set getAttrValues();
    public org.bouncycastle.asn1.ASN1Encodable[] getAttributeValues();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/AuthenticatedSafe.class


package org.bouncycastle.asn1.pkcs;
public synchronized class AuthenticatedSafe extends org.bouncycastle.asn1.ASN1Object {
    private ContentInfo[] info;
    private boolean isBer;
    private void AuthenticatedSafe(org.bouncycastle.asn1.ASN1Sequence);
    public static AuthenticatedSafe getInstance(Object);
    public void AuthenticatedSafe(ContentInfo[]);
    public ContentInfo[] getContentInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/CRLBag.class


package org.bouncycastle.asn1.pkcs;
public synchronized class CRLBag extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier crlId;
    private org.bouncycastle.asn1.ASN1Encodable crlValue;
    private void CRLBag(org.bouncycastle.asn1.ASN1Sequence);
    public static CRLBag getInstance(Object);
    public void CRLBag(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getCrlId();
    public org.bouncycastle.asn1.ASN1Encodable getCrlValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/CertBag.class


package org.bouncycastle.asn1.pkcs;
public synchronized class CertBag extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier certId;
    private org.bouncycastle.asn1.ASN1Encodable certValue;
    private void CertBag(org.bouncycastle.asn1.ASN1Sequence);
    public static CertBag getInstance(Object);
    public void CertBag(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getCertId();
    public org.bouncycastle.asn1.ASN1Encodable getCertValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/CertificationRequest.class


package org.bouncycastle.asn1.pkcs;
public synchronized class CertificationRequest extends org.bouncycastle.asn1.ASN1Object {
    protected CertificationRequestInfo reqInfo;
    protected org.bouncycastle.asn1.x509.AlgorithmIdentifier sigAlgId;
    protected org.bouncycastle.asn1.DERBitString sigBits;
    public static CertificationRequest getInstance(Object);
    protected void CertificationRequest();
    public void CertificationRequest(CertificationRequestInfo, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.DERBitString);
    public void CertificationRequest(org.bouncycastle.asn1.ASN1Sequence);
    public CertificationRequestInfo getCertificationRequestInfo();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSignatureAlgorithm();
    public org.bouncycastle.asn1.DERBitString getSignature();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/CertificationRequestInfo.class


package org.bouncycastle.asn1.pkcs;
public synchronized class CertificationRequestInfo extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer version;
    org.bouncycastle.asn1.x500.X500Name subject;
    org.bouncycastle.asn1.x509.SubjectPublicKeyInfo subjectPKInfo;
    org.bouncycastle.asn1.ASN1Set attributes;
    public static CertificationRequestInfo getInstance(Object);
    public void CertificationRequestInfo(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, org.bouncycastle.asn1.ASN1Set);
    public void CertificationRequestInfo(org.bouncycastle.asn1.x509.X509Name, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, org.bouncycastle.asn1.ASN1Set);
    public void CertificationRequestInfo(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public org.bouncycastle.asn1.x500.X500Name getSubject();
    public org.bouncycastle.asn1.x509.SubjectPublicKeyInfo getSubjectPublicKeyInfo();
    public org.bouncycastle.asn1.ASN1Set getAttributes();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private static void validateAttributes(org.bouncycastle.asn1.ASN1Set);
}










org/bouncycastle/asn1/pkcs/ContentInfo.class


package org.bouncycastle.asn1.pkcs;
public synchronized class ContentInfo extends org.bouncycastle.asn1.ASN1Object implements PKCSObjectIdentifiers {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier contentType;
    private org.bouncycastle.asn1.ASN1Encodable content;
    private boolean isBer;
    public static ContentInfo getInstance(Object);
    private void ContentInfo(org.bouncycastle.asn1.ASN1Sequence);
    public void ContentInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public org.bouncycastle.asn1.ASN1Encodable getContent();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/DHParameter.class


package org.bouncycastle.asn1.pkcs;
public synchronized class DHParameter extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer p;
    org.bouncycastle.asn1.ASN1Integer g;
    org.bouncycastle.asn1.ASN1Integer l;
    public void DHParameter(java.math.BigInteger, java.math.BigInteger, int);
    public static DHParameter getInstance(Object);
    private void DHParameter(org.bouncycastle.asn1.ASN1Sequence);
    public java.math.BigInteger getP();
    public java.math.BigInteger getG();
    public java.math.BigInteger getL();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/EncryptedData.class


package org.bouncycastle.asn1.pkcs;
public synchronized class EncryptedData extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Sequence data;
    org.bouncycastle.asn1.ASN1ObjectIdentifier bagId;
    org.bouncycastle.asn1.ASN1Primitive bagValue;
    public static EncryptedData getInstance(Object);
    private void EncryptedData(org.bouncycastle.asn1.ASN1Sequence);
    public void EncryptedData(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getEncryptionAlgorithm();
    public org.bouncycastle.asn1.ASN1OctetString getContent();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/EncryptedPrivateKeyInfo.class


package org.bouncycastle.asn1.pkcs;
public synchronized class EncryptedPrivateKeyInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algId;
    private org.bouncycastle.asn1.ASN1OctetString data;
    private void EncryptedPrivateKeyInfo(org.bouncycastle.asn1.ASN1Sequence);
    public void EncryptedPrivateKeyInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    public static EncryptedPrivateKeyInfo getInstance(Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getEncryptionAlgorithm();
    public byte[] getEncryptedData();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/EncryptionScheme.class


package org.bouncycastle.asn1.pkcs;
public synchronized class EncryptionScheme extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algId;
    public void EncryptionScheme(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    private void EncryptionScheme(org.bouncycastle.asn1.ASN1Sequence);
    public static EncryptionScheme getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getAlgorithm();
    public org.bouncycastle.asn1.ASN1Encodable getParameters();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/IssuerAndSerialNumber.class


package org.bouncycastle.asn1.pkcs;
public synchronized class IssuerAndSerialNumber extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.x500.X500Name name;
    org.bouncycastle.asn1.ASN1Integer certSerialNumber;
    public static IssuerAndSerialNumber getInstance(Object);
    private void IssuerAndSerialNumber(org.bouncycastle.asn1.ASN1Sequence);
    public void IssuerAndSerialNumber(org.bouncycastle.asn1.x509.X509Name, java.math.BigInteger);
    public void IssuerAndSerialNumber(org.bouncycastle.asn1.x509.X509Name, org.bouncycastle.asn1.ASN1Integer);
    public void IssuerAndSerialNumber(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger);
    public org.bouncycastle.asn1.x500.X500Name getName();
    public org.bouncycastle.asn1.ASN1Integer getCertificateSerialNumber();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/KeyDerivationFunc.class


package org.bouncycastle.asn1.pkcs;
public synchronized class KeyDerivationFunc extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algId;
    public void KeyDerivationFunc(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    private void KeyDerivationFunc(org.bouncycastle.asn1.ASN1Sequence);
    public static KeyDerivationFunc getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getAlgorithm();
    public org.bouncycastle.asn1.ASN1Encodable getParameters();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/MacData.class


package org.bouncycastle.asn1.pkcs;
public synchronized class MacData extends org.bouncycastle.asn1.ASN1Object {
    private static final java.math.BigInteger ONE;
    org.bouncycastle.asn1.x509.DigestInfo digInfo;
    byte[] salt;
    java.math.BigInteger iterationCount;
    public static MacData getInstance(Object);
    private void MacData(org.bouncycastle.asn1.ASN1Sequence);
    public void MacData(org.bouncycastle.asn1.x509.DigestInfo, byte[], int);
    public org.bouncycastle.asn1.x509.DigestInfo getMac();
    public byte[] getSalt();
    public java.math.BigInteger getIterationCount();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/pkcs/PBEParameter.class


package org.bouncycastle.asn1.pkcs;
public synchronized class PBEParameter extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer iterations;
    org.bouncycastle.asn1.ASN1OctetString salt;
    public void PBEParameter(byte[], int);
    private void PBEParameter(org.bouncycastle.asn1.ASN1Sequence);
    public static PBEParameter getInstance(Object);
    public java.math.BigInteger getIterationCount();
    public byte[] getSalt();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/PBES2Parameters.class


package org.bouncycastle.asn1.pkcs;
public synchronized class PBES2Parameters extends org.bouncycastle.asn1.ASN1Object implements PKCSObjectIdentifiers {
    private KeyDerivationFunc func;
    private EncryptionScheme scheme;
    public static PBES2Parameters getInstance(Object);
    public void PBES2Parameters(KeyDerivationFunc, EncryptionScheme);
    private void PBES2Parameters(org.bouncycastle.asn1.ASN1Sequence);
    public KeyDerivationFunc getKeyDerivationFunc();
    public EncryptionScheme getEncryptionScheme();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/PBKDF2Params.class


package org.bouncycastle.asn1.pkcs;
public synchronized class PBKDF2Params extends org.bouncycastle.asn1.ASN1Object {
    private static final org.bouncycastle.asn1.x509.AlgorithmIdentifier algid_hmacWithSHA1;
    private final org.bouncycastle.asn1.ASN1OctetString octStr;
    private final org.bouncycastle.asn1.ASN1Integer iterationCount;
    private final org.bouncycastle.asn1.ASN1Integer keyLength;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier prf;
    public static PBKDF2Params getInstance(Object);
    public void PBKDF2Params(byte[], int);
    public void PBKDF2Params(byte[], int, int);
    public void PBKDF2Params(byte[], int, int, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public void PBKDF2Params(byte[], int, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private void PBKDF2Params(org.bouncycastle.asn1.ASN1Sequence);
    public byte[] getSalt();
    public java.math.BigInteger getIterationCount();
    public java.math.BigInteger getKeyLength();
    public boolean isDefaultPrf();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getPrf();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/pkcs/PKCS12PBEParams.class


package org.bouncycastle.asn1.pkcs;
public synchronized class PKCS12PBEParams extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer iterations;
    org.bouncycastle.asn1.ASN1OctetString iv;
    public void PKCS12PBEParams(byte[], int);
    private void PKCS12PBEParams(org.bouncycastle.asn1.ASN1Sequence);
    public static PKCS12PBEParams getInstance(Object);
    public java.math.BigInteger getIterations();
    public byte[] getIV();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/PKCSObjectIdentifiers.class


package org.bouncycastle.asn1.pkcs;
public abstract interface PKCSObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rsaEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier md2WithRSAEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier md4WithRSAEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier md5WithRSAEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sha1WithRSAEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier srsaOAEPEncryptionSET;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_RSAES_OAEP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_mgf1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pSpecified;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_RSASSA_PSS;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sha256WithRSAEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sha384WithRSAEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sha512WithRSAEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sha224WithRSAEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sha512_224WithRSAEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sha512_256WithRSAEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_3;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhKeyAgreement;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_5;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithMD2AndDES_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithMD2AndRC2_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithMD5AndDES_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithMD5AndRC2_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithSHA1AndDES_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithSHA1AndRC2_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_PBES2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_PBKDF2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier encryptionAlgorithm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier des_EDE3_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier RC2_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rc4;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier digestAlgorithm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier md2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier md4;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier md5;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_hmacWithSHA1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_hmacWithSHA224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_hmacWithSHA256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_hmacWithSHA384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_hmacWithSHA512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_7;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier data;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier signedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier envelopedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier signedAndEnvelopedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier digestedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier encryptedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_emailAddress;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_unstructuredName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_contentType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_messageDigest;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_signingTime;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_counterSignature;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_challengePassword;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_unstructuredAddress;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_extendedCertificateAttributes;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_signingDescription;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_extensionRequest;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_smimeCapabilities;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_smime;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_friendlyName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_9_at_localKeyId;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier x509certType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier certTypes;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier x509Certificate;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sdsiCertificate;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier crlTypes;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier x509Crl;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_cmsAlgorithmProtect;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier preferSignedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier canNotDecryptAny;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sMIMECapabilitiesVersions;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ct;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ct_authData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ct_TSTInfo;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ct_compressedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ct_authEnvelopedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ct_timestampedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_alg;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_alg_PWRI_KEK;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_rsa_KEM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cti;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cti_ets_proofOfOrigin;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cti_ets_proofOfReceipt;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cti_ets_proofOfDelivery;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cti_ets_proofOfSender;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cti_ets_proofOfApproval;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_cti_ets_proofOfCreation;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_receiptRequest;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_contentHint;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_msgSigDigest;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_contentReference;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_encrypKeyPref;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_signingCertificate;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_signingCertificateV2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_contentIdentifier;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_signatureTimeStampToken;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_sigPolicyId;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_commitmentType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_signerLocation;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_signerAttr;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_otherSigCert;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_contentTimestamp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_certificateRefs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_revocationRefs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_certValues;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_revocationValues;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_escTimeStamp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_certCRLTimestamp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_ets_archiveTimestamp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_decryptKeyID;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_implCryptoAlgs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_asymmDecryptKeyID;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_implCompressAlgs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_communityIdentifiers;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_sigPolicyId;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_commitmentType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_signerLocation;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aa_otherSigCert;
    public static final String id_spq = 1.2.840.113549.1.9.16.5;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_spq_ets_uri;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_spq_ets_unotice;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_12;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier bagtypes;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier keyBag;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs8ShroudedKeyBag;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier certBag;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier crlBag;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secretBag;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier safeContentsBag;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pkcs_12PbeIds;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithSHAAnd128BitRC4;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithSHAAnd40BitRC4;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithSHAAnd3_KeyTripleDES_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithSHAAnd2_KeyTripleDES_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithSHAAnd128BitRC2_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbeWithSHAAnd40BitRC2_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier pbewithSHAAnd40BitRC2_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_alg_CMS3DESwrap;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_alg_CMSRC2wrap;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_alg_ESDH;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_alg_SSDH;
    static void <clinit>();
}










org/bouncycastle/asn1/pkcs/Pfx.class


package org.bouncycastle.asn1.pkcs;
public synchronized class Pfx extends org.bouncycastle.asn1.ASN1Object implements PKCSObjectIdentifiers {
    private ContentInfo contentInfo;
    private MacData macData;
    private void Pfx(org.bouncycastle.asn1.ASN1Sequence);
    public static Pfx getInstance(Object);
    public void Pfx(ContentInfo, MacData);
    public ContentInfo getAuthSafe();
    public MacData getMacData();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/PrivateKeyInfo.class


package org.bouncycastle.asn1.pkcs;
public synchronized class PrivateKeyInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1OctetString privKey;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algId;
    private org.bouncycastle.asn1.ASN1Set attributes;
    public static PrivateKeyInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static PrivateKeyInfo getInstance(Object);
    public void PrivateKeyInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
    public void PrivateKeyInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Encodable, org.bouncycastle.asn1.ASN1Set) throws java.io.IOException;
    public void PrivateKeyInfo(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getPrivateKeyAlgorithm();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmId();
    public org.bouncycastle.asn1.ASN1Encodable parsePrivateKey() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1Primitive getPrivateKey();
    public org.bouncycastle.asn1.ASN1Set getAttributes();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/RC2CBCParameter.class


package org.bouncycastle.asn1.pkcs;
public synchronized class RC2CBCParameter extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer version;
    org.bouncycastle.asn1.ASN1OctetString iv;
    public static RC2CBCParameter getInstance(Object);
    public void RC2CBCParameter(byte[]);
    public void RC2CBCParameter(int, byte[]);
    private void RC2CBCParameter(org.bouncycastle.asn1.ASN1Sequence);
    public java.math.BigInteger getRC2ParameterVersion();
    public byte[] getIV();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/RSAESOAEPparams.class


package org.bouncycastle.asn1.pkcs;
public synchronized class RSAESOAEPparams extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier hashAlgorithm;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier maskGenAlgorithm;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier pSourceAlgorithm;
    public static final org.bouncycastle.asn1.x509.AlgorithmIdentifier DEFAULT_HASH_ALGORITHM;
    public static final org.bouncycastle.asn1.x509.AlgorithmIdentifier DEFAULT_MASK_GEN_FUNCTION;
    public static final org.bouncycastle.asn1.x509.AlgorithmIdentifier DEFAULT_P_SOURCE_ALGORITHM;
    public static RSAESOAEPparams getInstance(Object);
    public void RSAESOAEPparams();
    public void RSAESOAEPparams(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public void RSAESOAEPparams(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlgorithm();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getMaskGenAlgorithm();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getPSourceAlgorithm();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/pkcs/RSAPrivateKey.class


package org.bouncycastle.asn1.pkcs;
public synchronized class RSAPrivateKey extends org.bouncycastle.asn1.ASN1Object {
    private java.math.BigInteger version;
    private java.math.BigInteger modulus;
    private java.math.BigInteger publicExponent;
    private java.math.BigInteger privateExponent;
    private java.math.BigInteger prime1;
    private java.math.BigInteger prime2;
    private java.math.BigInteger exponent1;
    private java.math.BigInteger exponent2;
    private java.math.BigInteger coefficient;
    private org.bouncycastle.asn1.ASN1Sequence otherPrimeInfos;
    public static RSAPrivateKey getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static RSAPrivateKey getInstance(Object);
    public void RSAPrivateKey(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    private void RSAPrivateKey(org.bouncycastle.asn1.ASN1Sequence);
    public java.math.BigInteger getVersion();
    public java.math.BigInteger getModulus();
    public java.math.BigInteger getPublicExponent();
    public java.math.BigInteger getPrivateExponent();
    public java.math.BigInteger getPrime1();
    public java.math.BigInteger getPrime2();
    public java.math.BigInteger getExponent1();
    public java.math.BigInteger getExponent2();
    public java.math.BigInteger getCoefficient();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/RSAPrivateKeyStructure.class


package org.bouncycastle.asn1.pkcs;
public synchronized class RSAPrivateKeyStructure extends org.bouncycastle.asn1.ASN1Object {
    private int version;
    private java.math.BigInteger modulus;
    private java.math.BigInteger publicExponent;
    private java.math.BigInteger privateExponent;
    private java.math.BigInteger prime1;
    private java.math.BigInteger prime2;
    private java.math.BigInteger exponent1;
    private java.math.BigInteger exponent2;
    private java.math.BigInteger coefficient;
    private org.bouncycastle.asn1.ASN1Sequence otherPrimeInfos;
    public static RSAPrivateKeyStructure getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static RSAPrivateKeyStructure getInstance(Object);
    public void RSAPrivateKeyStructure(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public void RSAPrivateKeyStructure(org.bouncycastle.asn1.ASN1Sequence);
    public int getVersion();
    public java.math.BigInteger getModulus();
    public java.math.BigInteger getPublicExponent();
    public java.math.BigInteger getPrivateExponent();
    public java.math.BigInteger getPrime1();
    public java.math.BigInteger getPrime2();
    public java.math.BigInteger getExponent1();
    public java.math.BigInteger getExponent2();
    public java.math.BigInteger getCoefficient();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/RSAPublicKey.class


package org.bouncycastle.asn1.pkcs;
public synchronized class RSAPublicKey extends org.bouncycastle.asn1.ASN1Object {
    private java.math.BigInteger modulus;
    private java.math.BigInteger publicExponent;
    public static RSAPublicKey getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static RSAPublicKey getInstance(Object);
    public void RSAPublicKey(java.math.BigInteger, java.math.BigInteger);
    private void RSAPublicKey(org.bouncycastle.asn1.ASN1Sequence);
    public java.math.BigInteger getModulus();
    public java.math.BigInteger getPublicExponent();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/RSASSAPSSparams.class


package org.bouncycastle.asn1.pkcs;
public synchronized class RSASSAPSSparams extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier hashAlgorithm;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier maskGenAlgorithm;
    private org.bouncycastle.asn1.ASN1Integer saltLength;
    private org.bouncycastle.asn1.ASN1Integer trailerField;
    public static final org.bouncycastle.asn1.x509.AlgorithmIdentifier DEFAULT_HASH_ALGORITHM;
    public static final org.bouncycastle.asn1.x509.AlgorithmIdentifier DEFAULT_MASK_GEN_FUNCTION;
    public static final org.bouncycastle.asn1.ASN1Integer DEFAULT_SALT_LENGTH;
    public static final org.bouncycastle.asn1.ASN1Integer DEFAULT_TRAILER_FIELD;
    public static RSASSAPSSparams getInstance(Object);
    public void RSASSAPSSparams();
    public void RSASSAPSSparams(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.ASN1Integer);
    private void RSASSAPSSparams(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlgorithm();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getMaskGenAlgorithm();
    public java.math.BigInteger getSaltLength();
    public java.math.BigInteger getTrailerField();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/pkcs/SafeBag.class


package org.bouncycastle.asn1.pkcs;
public synchronized class SafeBag extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier bagId;
    private org.bouncycastle.asn1.ASN1Encodable bagValue;
    private org.bouncycastle.asn1.ASN1Set bagAttributes;
    public void SafeBag(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public void SafeBag(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable, org.bouncycastle.asn1.ASN1Set);
    public static SafeBag getInstance(Object);
    private void SafeBag(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getBagId();
    public org.bouncycastle.asn1.ASN1Encodable getBagValue();
    public org.bouncycastle.asn1.ASN1Set getBagAttributes();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/SignedData.class


package org.bouncycastle.asn1.pkcs;
public synchronized class SignedData extends org.bouncycastle.asn1.ASN1Object implements PKCSObjectIdentifiers {
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.ASN1Set digestAlgorithms;
    private ContentInfo contentInfo;
    private org.bouncycastle.asn1.ASN1Set certificates;
    private org.bouncycastle.asn1.ASN1Set crls;
    private org.bouncycastle.asn1.ASN1Set signerInfos;
    public static SignedData getInstance(Object);
    public void SignedData(org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.ASN1Set, ContentInfo, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.ASN1Set);
    public void SignedData(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public org.bouncycastle.asn1.ASN1Set getDigestAlgorithms();
    public ContentInfo getContentInfo();
    public org.bouncycastle.asn1.ASN1Set getCertificates();
    public org.bouncycastle.asn1.ASN1Set getCRLs();
    public org.bouncycastle.asn1.ASN1Set getSignerInfos();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/pkcs/SignerInfo.class


package org.bouncycastle.asn1.pkcs;
public synchronized class SignerInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private IssuerAndSerialNumber issuerAndSerialNumber;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier digAlgorithm;
    private org.bouncycastle.asn1.ASN1Set authenticatedAttributes;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier digEncryptionAlgorithm;
    private org.bouncycastle.asn1.ASN1OctetString encryptedDigest;
    private org.bouncycastle.asn1.ASN1Set unauthenticatedAttributes;
    public static SignerInfo getInstance(Object);
    public void SignerInfo(org.bouncycastle.asn1.ASN1Integer, IssuerAndSerialNumber, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.ASN1Set);
    public void SignerInfo(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public IssuerAndSerialNumber getIssuerAndSerialNumber();
    public org.bouncycastle.asn1.ASN1Set getAuthenticatedAttributes();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithm();
    public org.bouncycastle.asn1.ASN1OctetString getEncryptedDigest();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestEncryptionAlgorithm();
    public org.bouncycastle.asn1.ASN1Set getUnauthenticatedAttributes();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/rosstandart/RosstandartObjectIdentifiers.class


package org.bouncycastle.asn1.rosstandart;
public abstract interface RosstandartObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rosstandart;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_gost_3411_12_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_gost_3411_12_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_hmac_gost_3411_12_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_hmac_gost_3411_12_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_gost_3410_12_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_gost_3410_12_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_signwithdigest_gost_3410_12_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_signwithdigest_gost_3410_12_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_agreement;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_agreement_gost_3410_12_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_agreement_gost_3410_12_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_gost_3410_12_256_paramSet;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_gost_3410_12_256_paramSetA;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_gost_3410_12_512_paramSet;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_gost_3410_12_512_paramSetA;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_gost_3410_12_512_paramSetB;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_gost_3410_12_512_paramSetC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_tc26_gost_28147_param_Z;
    static void <clinit>();
}










org/bouncycastle/asn1/sec/ECPrivateKey.class


package org.bouncycastle.asn1.sec;
public synchronized class ECPrivateKey extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence seq;
    private void ECPrivateKey(org.bouncycastle.asn1.ASN1Sequence);
    public static ECPrivateKey getInstance(Object);
    public void ECPrivateKey(java.math.BigInteger);
    public void ECPrivateKey(int, java.math.BigInteger);
    public void ECPrivateKey(java.math.BigInteger, org.bouncycastle.asn1.ASN1Encodable);
    public void ECPrivateKey(java.math.BigInteger, org.bouncycastle.asn1.DERBitString, org.bouncycastle.asn1.ASN1Encodable);
    public void ECPrivateKey(int, java.math.BigInteger, org.bouncycastle.asn1.ASN1Encodable);
    public void ECPrivateKey(int, java.math.BigInteger, org.bouncycastle.asn1.DERBitString, org.bouncycastle.asn1.ASN1Encodable);
    public java.math.BigInteger getKey();
    public org.bouncycastle.asn1.DERBitString getPublicKey();
    public org.bouncycastle.asn1.ASN1Primitive getParameters();
    private org.bouncycastle.asn1.ASN1Primitive getObjectInTag(int);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/sec/ECPrivateKeyStructure.class


package org.bouncycastle.asn1.sec;
public synchronized class ECPrivateKeyStructure extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence seq;
    public void ECPrivateKeyStructure(org.bouncycastle.asn1.ASN1Sequence);
    public void ECPrivateKeyStructure(java.math.BigInteger);
    public void ECPrivateKeyStructure(java.math.BigInteger, org.bouncycastle.asn1.ASN1Encodable);
    public void ECPrivateKeyStructure(java.math.BigInteger, org.bouncycastle.asn1.DERBitString, org.bouncycastle.asn1.ASN1Encodable);
    public java.math.BigInteger getKey();
    public org.bouncycastle.asn1.DERBitString getPublicKey();
    public org.bouncycastle.asn1.ASN1Primitive getParameters();
    private org.bouncycastle.asn1.ASN1Primitive getObjectInTag(int);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/sec/SECNamedCurves$1.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$1 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$1();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$10.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$10 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$10();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$11.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$11 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$11();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$12.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$12 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$12();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$13.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$13 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$13();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$14.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$14 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$14();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$15.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$15 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$15();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$16.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$16 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$16();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$17.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$17 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$17();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$18.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$18 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$18();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$19.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$19 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$19();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$2.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$2 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$2();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$20.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$20 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$20();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$21.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$21 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$21();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$22.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$22 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$22();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$23.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$23 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$23();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$24.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$24 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$24();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$25.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$25 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$25();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$26.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$26 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$26();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$27.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$27 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$27();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$28.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$28 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$28();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$29.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$29 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$29();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$3.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$3 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$3();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$30.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$30 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$30();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$31.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$31 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$31();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$32.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$32 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$32();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$33.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$33 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$33();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$4.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$4 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$4();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$5.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$5 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$5();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$6.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$6 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$6();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$7.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$7 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$7();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$8.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$8 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$8();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves$9.class


package org.bouncycastle.asn1.sec;
final synchronized class SECNamedCurves$9 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void SECNamedCurves$9();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/sec/SECNamedCurves.class


package org.bouncycastle.asn1.sec;
public synchronized class SECNamedCurves {
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp112r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp112r2;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp128r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp128r2;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp160k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp160r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp160r2;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp192k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp192r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp224k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp224r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp256k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp256r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp384r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp521r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect113r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect113r2;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect131r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect131r2;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect163k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect163r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect163r2;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect193r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect193r2;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect233k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect233r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect239k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect283k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect283r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect409k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect409r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect571k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect571r1;
    static final java.util.Hashtable objIds;
    static final java.util.Hashtable curves;
    static final java.util.Hashtable names;
    public void SECNamedCurves();
    private static org.bouncycastle.math.ec.ECCurve configureCurve(org.bouncycastle.math.ec.ECCurve);
    private static org.bouncycastle.math.ec.ECCurve configureCurveGLV(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.endo.GLVTypeBParameters);
    private static java.math.BigInteger fromHex(String);
    static void defineCurve(String, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x9.X9ECParametersHolder);
    public static org.bouncycastle.asn1.x9.X9ECParameters getByName(String);
    public static org.bouncycastle.asn1.x9.X9ECParameters getByOID(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOID(String);
    public static String getName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static java.util.Enumeration getNames();
    static void <clinit>();
}










org/bouncycastle/asn1/sec/SECObjectIdentifiers.class


package org.bouncycastle.asn1.sec;
public abstract interface SECObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ellipticCurve;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect163k1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect163r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect239k1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect113r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect113r2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp112r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp112r2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp160r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp160k1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp256k1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect163r2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect283k1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect283r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect131r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect131r2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect193r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect193r2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect233k1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect233r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp128r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp128r2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp160r2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp192k1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp224k1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp224r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp384r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp521r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect409k1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect409r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect571k1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sect571r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp192r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secp256r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier secg_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhSinglePass_stdDH_sha224kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhSinglePass_stdDH_sha256kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhSinglePass_stdDH_sha384kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhSinglePass_stdDH_sha512kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhSinglePass_cofactorDH_sha224kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhSinglePass_cofactorDH_sha256kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhSinglePass_cofactorDH_sha384kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhSinglePass_cofactorDH_sha512kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mqvSinglePass_sha224kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mqvSinglePass_sha256kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mqvSinglePass_sha384kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mqvSinglePass_sha512kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mqvFull_sha224kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mqvFull_sha256kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mqvFull_sha384kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mqvFull_sha512kdf_scheme;
    static void <clinit>();
}










org/bouncycastle/asn1/smime/SMIMEAttributes.class


package org.bouncycastle.asn1.smime;
public abstract interface SMIMEAttributes {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier smimeCapabilities;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier encrypKeyPref;
    static void <clinit>();
}










org/bouncycastle/asn1/smime/SMIMECapabilities.class


package org.bouncycastle.asn1.smime;
public synchronized class SMIMECapabilities extends org.bouncycastle.asn1.ASN1Object {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier preferSignedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier canNotDecryptAny;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sMIMECapabilitesVersions;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier aes256_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier aes192_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier aes128_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier idea_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cast5_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dES_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dES_EDE3_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rC2_CBC;
    private org.bouncycastle.asn1.ASN1Sequence capabilities;
    public static SMIMECapabilities getInstance(Object);
    public void SMIMECapabilities(org.bouncycastle.asn1.ASN1Sequence);
    public java.util.Vector getCapabilities(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/smime/SMIMECapabilitiesAttribute.class


package org.bouncycastle.asn1.smime;
public synchronized class SMIMECapabilitiesAttribute extends org.bouncycastle.asn1.cms.Attribute {
    public void SMIMECapabilitiesAttribute(SMIMECapabilityVector);
}










org/bouncycastle/asn1/smime/SMIMECapability.class


package org.bouncycastle.asn1.smime;
public synchronized class SMIMECapability extends org.bouncycastle.asn1.ASN1Object {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier preferSignedData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier canNotDecryptAny;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sMIMECapabilitiesVersions;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dES_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dES_EDE3_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rC2_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier aES128_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier aES192_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier aES256_CBC;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier capabilityID;
    private org.bouncycastle.asn1.ASN1Encodable parameters;
    public void SMIMECapability(org.bouncycastle.asn1.ASN1Sequence);
    public void SMIMECapability(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public static SMIMECapability getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getCapabilityID();
    public org.bouncycastle.asn1.ASN1Encodable getParameters();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/smime/SMIMECapabilityVector.class


package org.bouncycastle.asn1.smime;
public synchronized class SMIMECapabilityVector {
    private org.bouncycastle.asn1.ASN1EncodableVector capabilities;
    public void SMIMECapabilityVector();
    public void addCapability(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void addCapability(org.bouncycastle.asn1.ASN1ObjectIdentifier, int);
    public void addCapability(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1EncodableVector toASN1EncodableVector();
}










org/bouncycastle/asn1/smime/SMIMEEncryptionKeyPreferenceAttribute.class


package org.bouncycastle.asn1.smime;
public synchronized class SMIMEEncryptionKeyPreferenceAttribute extends org.bouncycastle.asn1.cms.Attribute {
    public void SMIMEEncryptionKeyPreferenceAttribute(org.bouncycastle.asn1.cms.IssuerAndSerialNumber);
    public void SMIMEEncryptionKeyPreferenceAttribute(org.bouncycastle.asn1.cms.RecipientKeyIdentifier);
    public void SMIMEEncryptionKeyPreferenceAttribute(org.bouncycastle.asn1.ASN1OctetString);
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$1.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$1 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$1();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$10.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$10 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$10();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$11.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$11 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$11();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$12.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$12 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$12();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$13.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$13 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$13();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$14.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$14 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$14();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$2.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$2 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$2();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$3.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$3 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$3();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$4.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$4 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$4();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$5.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$5 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$5();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$6.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$6 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$6();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$7.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$7 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$7();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$8.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$8 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$8();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves$9.class


package org.bouncycastle.asn1.teletrust;
final synchronized class TeleTrusTNamedCurves$9 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void TeleTrusTNamedCurves$9();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/asn1/teletrust/TeleTrusTNamedCurves.class


package org.bouncycastle.asn1.teletrust;
public synchronized class TeleTrusTNamedCurves {
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP160r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP160t1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP192r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP192t1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP224r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP224t1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP256r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP256t1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP320r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP320t1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP384r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP384t1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP512r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder brainpoolP512t1;
    static final java.util.Hashtable objIds;
    static final java.util.Hashtable curves;
    static final java.util.Hashtable names;
    public void TeleTrusTNamedCurves();
    private static org.bouncycastle.math.ec.ECCurve configureCurve(org.bouncycastle.math.ec.ECCurve);
    static void defineCurve(String, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x9.X9ECParametersHolder);
    public static org.bouncycastle.asn1.x9.X9ECParameters getByName(String);
    public static org.bouncycastle.asn1.x9.X9ECParameters getByOID(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOID(String);
    public static String getName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static java.util.Enumeration getNames();
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOID(short, boolean);
    static void <clinit>();
}










org/bouncycastle/asn1/teletrust/TeleTrusTObjectIdentifiers.class


package org.bouncycastle.asn1.teletrust;
public abstract interface TeleTrusTObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier teleTrusTAlgorithm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ripemd160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ripemd128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ripemd256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier teleTrusTRSAsignatureAlgorithm;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rsaSignatureWithripemd160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rsaSignatureWithripemd128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rsaSignatureWithripemd256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecSign;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecSignWithSha1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecSignWithRipemd160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecc_brainpool;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ellipticCurve;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier versionOne;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP160r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP160t1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP192r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP192t1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP224r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP224t1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP256r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP256t1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP320r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP320t1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP384r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP384t1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP512r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier brainpoolP512t1;
    static void <clinit>();
}










org/bouncycastle/asn1/tsp/Accuracy.class


package org.bouncycastle.asn1.tsp;
public synchronized class Accuracy extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer seconds;
    org.bouncycastle.asn1.ASN1Integer millis;
    org.bouncycastle.asn1.ASN1Integer micros;
    protected static final int MIN_MILLIS = 1;
    protected static final int MAX_MILLIS = 999;
    protected static final int MIN_MICROS = 1;
    protected static final int MAX_MICROS = 999;
    protected void Accuracy();
    public void Accuracy(org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.ASN1Integer);
    private void Accuracy(org.bouncycastle.asn1.ASN1Sequence);
    public static Accuracy getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getSeconds();
    public org.bouncycastle.asn1.ASN1Integer getMillis();
    public org.bouncycastle.asn1.ASN1Integer getMicros();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/tsp/MessageImprint.class


package org.bouncycastle.asn1.tsp;
public synchronized class MessageImprint extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.x509.AlgorithmIdentifier hashAlgorithm;
    byte[] hashedMessage;
    public static MessageImprint getInstance(Object);
    private void MessageImprint(org.bouncycastle.asn1.ASN1Sequence);
    public void MessageImprint(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlgorithm();
    public byte[] getHashedMessage();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/tsp/TSTInfo.class


package org.bouncycastle.asn1.tsp;
public synchronized class TSTInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier tsaPolicyId;
    private MessageImprint messageImprint;
    private org.bouncycastle.asn1.ASN1Integer serialNumber;
    private org.bouncycastle.asn1.ASN1GeneralizedTime genTime;
    private Accuracy accuracy;
    private org.bouncycastle.asn1.ASN1Boolean ordering;
    private org.bouncycastle.asn1.ASN1Integer nonce;
    private org.bouncycastle.asn1.x509.GeneralName tsa;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    public static TSTInfo getInstance(Object);
    private void TSTInfo(org.bouncycastle.asn1.ASN1Sequence);
    public void TSTInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, MessageImprint, org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.ASN1GeneralizedTime, Accuracy, org.bouncycastle.asn1.ASN1Boolean, org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.x509.Extensions);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public MessageImprint getMessageImprint();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getPolicy();
    public org.bouncycastle.asn1.ASN1Integer getSerialNumber();
    public Accuracy getAccuracy();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getGenTime();
    public org.bouncycastle.asn1.ASN1Boolean getOrdering();
    public org.bouncycastle.asn1.ASN1Integer getNonce();
    public org.bouncycastle.asn1.x509.GeneralName getTsa();
    public org.bouncycastle.asn1.x509.Extensions getExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/tsp/TimeStampReq.class


package org.bouncycastle.asn1.tsp;
public synchronized class TimeStampReq extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer version;
    MessageImprint messageImprint;
    org.bouncycastle.asn1.ASN1ObjectIdentifier tsaPolicy;
    org.bouncycastle.asn1.ASN1Integer nonce;
    org.bouncycastle.asn1.ASN1Boolean certReq;
    org.bouncycastle.asn1.x509.Extensions extensions;
    public static TimeStampReq getInstance(Object);
    private void TimeStampReq(org.bouncycastle.asn1.ASN1Sequence);
    public void TimeStampReq(MessageImprint, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.ASN1Boolean, org.bouncycastle.asn1.x509.Extensions);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public MessageImprint getMessageImprint();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getReqPolicy();
    public org.bouncycastle.asn1.ASN1Integer getNonce();
    public org.bouncycastle.asn1.ASN1Boolean getCertReq();
    public org.bouncycastle.asn1.x509.Extensions getExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/tsp/TimeStampResp.class


package org.bouncycastle.asn1.tsp;
public synchronized class TimeStampResp extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.cmp.PKIStatusInfo pkiStatusInfo;
    org.bouncycastle.asn1.cms.ContentInfo timeStampToken;
    public static TimeStampResp getInstance(Object);
    private void TimeStampResp(org.bouncycastle.asn1.ASN1Sequence);
    public void TimeStampResp(org.bouncycastle.asn1.cmp.PKIStatusInfo, org.bouncycastle.asn1.cms.ContentInfo);
    public org.bouncycastle.asn1.cmp.PKIStatusInfo getStatus();
    public org.bouncycastle.asn1.cms.ContentInfo getTimeStampToken();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ua/DSTU4145BinaryField.class


package org.bouncycastle.asn1.ua;
public synchronized class DSTU4145BinaryField extends org.bouncycastle.asn1.ASN1Object {
    private int m;
    private int k;
    private int j;
    private int l;
    private void DSTU4145BinaryField(org.bouncycastle.asn1.ASN1Sequence);
    public static DSTU4145BinaryField getInstance(Object);
    public void DSTU4145BinaryField(int, int, int, int);
    public int getM();
    public int getK1();
    public int getK2();
    public int getK3();
    public void DSTU4145BinaryField(int, int);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ua/DSTU4145ECBinary.class


package org.bouncycastle.asn1.ua;
public synchronized class DSTU4145ECBinary extends org.bouncycastle.asn1.ASN1Object {
    java.math.BigInteger version;
    DSTU4145BinaryField f;
    org.bouncycastle.asn1.ASN1Integer a;
    org.bouncycastle.asn1.ASN1OctetString b;
    org.bouncycastle.asn1.ASN1Integer n;
    org.bouncycastle.asn1.ASN1OctetString bp;
    public void DSTU4145ECBinary(org.bouncycastle.crypto.params.ECDomainParameters);
    private void DSTU4145ECBinary(org.bouncycastle.asn1.ASN1Sequence);
    public static DSTU4145ECBinary getInstance(Object);
    public DSTU4145BinaryField getField();
    public java.math.BigInteger getA();
    public byte[] getB();
    public java.math.BigInteger getN();
    public byte[] getG();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ua/DSTU4145NamedCurves.class


package org.bouncycastle.asn1.ua;
public synchronized class DSTU4145NamedCurves {
    private static final java.math.BigInteger ZERO;
    private static final java.math.BigInteger ONE;
    static final org.bouncycastle.crypto.params.ECDomainParameters[] params;
    static final org.bouncycastle.asn1.ASN1ObjectIdentifier[] oids;
    static final String oidBase;
    public void DSTU4145NamedCurves();
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier[] getOIDs();
    public static org.bouncycastle.crypto.params.ECDomainParameters getByOID(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static void <clinit>();
}










org/bouncycastle/asn1/ua/DSTU4145Params.class


package org.bouncycastle.asn1.ua;
public synchronized class DSTU4145Params extends org.bouncycastle.asn1.ASN1Object {
    private static final byte[] DEFAULT_DKE;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier namedCurve;
    private DSTU4145ECBinary ecbinary;
    private byte[] dke;
    public void DSTU4145Params(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void DSTU4145Params(org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[]);
    public void DSTU4145Params(DSTU4145ECBinary);
    public boolean isNamedCurve();
    public DSTU4145ECBinary getECBinary();
    public byte[] getDKE();
    public static byte[] getDefaultDKE();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getNamedCurve();
    public static DSTU4145Params getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/ua/DSTU4145PointEncoder.class


package org.bouncycastle.asn1.ua;
public abstract synchronized class DSTU4145PointEncoder {
    public void DSTU4145PointEncoder();
    private static org.bouncycastle.math.ec.ECFieldElement trace(org.bouncycastle.math.ec.ECFieldElement);
    private static org.bouncycastle.math.ec.ECFieldElement solveQuadraticEquation(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement);
    public static byte[] encodePoint(org.bouncycastle.math.ec.ECPoint);
    public static org.bouncycastle.math.ec.ECPoint decodePoint(org.bouncycastle.math.ec.ECCurve, byte[]);
}










org/bouncycastle/asn1/ua/DSTU4145PublicKey.class


package org.bouncycastle.asn1.ua;
public synchronized class DSTU4145PublicKey extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1OctetString pubKey;
    public void DSTU4145PublicKey(org.bouncycastle.math.ec.ECPoint);
    private void DSTU4145PublicKey(org.bouncycastle.asn1.ASN1OctetString);
    public static DSTU4145PublicKey getInstance(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/ua/UAObjectIdentifiers.class


package org.bouncycastle.asn1.ua;
public abstract interface UAObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier UaOid;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu4145le;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu4145be;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7564digest_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7564digest_384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7564digest_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7564mac_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7564mac_384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7564mac_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624ecb_128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624ecb_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624ecb_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624ctr_128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624ctr_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624ctr_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624cfb_128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624cfb_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624cfb_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624cmac_128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624cmac_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624cmac_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624cbc_128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624cbc_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624cbc_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624ofb_128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624ofb_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624ofb_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624gmac_128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624gmac_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624gmac_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624ccm_128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624ccm_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624ccm_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624xts_128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624xts_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624xts_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624kw_128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624kw_256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dstu7624kw_512;
    static void <clinit>();
}










org/bouncycastle/asn1/util/ASN1Dump.class


package org.bouncycastle.asn1.util;
public synchronized class ASN1Dump {
    private static final String TAB =     ;
    private static final int SAMPLE_SIZE = 32;
    public void ASN1Dump();
    static void _dumpAsString(String, boolean, org.bouncycastle.asn1.ASN1Primitive, StringBuffer);
    private static String outputApplicationSpecific(String, String, boolean, org.bouncycastle.asn1.ASN1Primitive, String);
    public static String dumpAsString(Object);
    public static String dumpAsString(Object, boolean);
    private static String dumpBinaryDataAsString(String, byte[]);
    private static String calculateAscString(byte[], int, int);
}










org/bouncycastle/asn1/util/DERDump.class


package org.bouncycastle.asn1.util;
public synchronized class DERDump extends ASN1Dump {
    public void DERDump();
    public static String dumpAsString(org.bouncycastle.asn1.ASN1Primitive);
    public static String dumpAsString(org.bouncycastle.asn1.ASN1Encodable);
}










org/bouncycastle/asn1/util/Dump.class


package org.bouncycastle.asn1.util;
public synchronized class Dump {
    public void Dump();
    public static void main(String[]) throws Exception;
}










org/bouncycastle/asn1/x500/AttributeTypeAndValue.class


package org.bouncycastle.asn1.x500;
public synchronized class AttributeTypeAndValue extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier type;
    private org.bouncycastle.asn1.ASN1Encodable value;
    private void AttributeTypeAndValue(org.bouncycastle.asn1.ASN1Sequence);
    public static AttributeTypeAndValue getInstance(Object);
    public void AttributeTypeAndValue(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getType();
    public org.bouncycastle.asn1.ASN1Encodable getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x500/DirectoryString.class


package org.bouncycastle.asn1.x500;
public synchronized class DirectoryString extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice, org.bouncycastle.asn1.ASN1String {
    private org.bouncycastle.asn1.ASN1String string;
    public static DirectoryString getInstance(Object);
    public static DirectoryString getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    private void DirectoryString(org.bouncycastle.asn1.DERT61String);
    private void DirectoryString(org.bouncycastle.asn1.DERPrintableString);
    private void DirectoryString(org.bouncycastle.asn1.DERUniversalString);
    private void DirectoryString(org.bouncycastle.asn1.DERUTF8String);
    private void DirectoryString(org.bouncycastle.asn1.DERBMPString);
    public void DirectoryString(String);
    public String getString();
    public String toString();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x500/RDN.class


package org.bouncycastle.asn1.x500;
public synchronized class RDN extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Set values;
    private void RDN(org.bouncycastle.asn1.ASN1Set);
    public static RDN getInstance(Object);
    public void RDN(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public void RDN(AttributeTypeAndValue);
    public void RDN(AttributeTypeAndValue[]);
    public boolean isMultiValued();
    public int size();
    public AttributeTypeAndValue getFirst();
    public AttributeTypeAndValue[] getTypesAndValues();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x500/X500Name.class


package org.bouncycastle.asn1.x500;
public synchronized class X500Name extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private static X500NameStyle defaultStyle;
    private boolean isHashCodeCalculated;
    private int hashCodeValue;
    private X500NameStyle style;
    private RDN[] rdns;
    public void X500Name(X500NameStyle, X500Name);
    public static X500Name getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static X500Name getInstance(Object);
    public static X500Name getInstance(X500NameStyle, Object);
    private void X500Name(org.bouncycastle.asn1.ASN1Sequence);
    private void X500Name(X500NameStyle, org.bouncycastle.asn1.ASN1Sequence);
    public void X500Name(RDN[]);
    public void X500Name(X500NameStyle, RDN[]);
    public void X500Name(String);
    public void X500Name(X500NameStyle, String);
    public RDN[] getRDNs();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier[] getAttributeTypes();
    public RDN[] getRDNs(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public int hashCode();
    public boolean equals(Object);
    public String toString();
    public static void setDefaultStyle(X500NameStyle);
    public static X500NameStyle getDefaultStyle();
    static void <clinit>();
}










org/bouncycastle/asn1/x500/X500NameBuilder.class


package org.bouncycastle.asn1.x500;
public synchronized class X500NameBuilder {
    private X500NameStyle template;
    private java.util.Vector rdns;
    public void X500NameBuilder();
    public void X500NameBuilder(X500NameStyle);
    public X500NameBuilder addRDN(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public X500NameBuilder addRDN(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public X500NameBuilder addRDN(AttributeTypeAndValue);
    public X500NameBuilder addMultiValuedRDN(org.bouncycastle.asn1.ASN1ObjectIdentifier[], String[]);
    public X500NameBuilder addMultiValuedRDN(org.bouncycastle.asn1.ASN1ObjectIdentifier[], org.bouncycastle.asn1.ASN1Encodable[]);
    public X500NameBuilder addMultiValuedRDN(AttributeTypeAndValue[]);
    public X500Name build();
}










org/bouncycastle/asn1/x500/X500NameStyle.class


package org.bouncycastle.asn1.x500;
public abstract interface X500NameStyle {
    public abstract org.bouncycastle.asn1.ASN1Encodable stringToValue(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public abstract org.bouncycastle.asn1.ASN1ObjectIdentifier attrNameToOID(String);
    public abstract RDN[] fromString(String);
    public abstract boolean areEqual(X500Name, X500Name);
    public abstract int calculateHashCode(X500Name);
    public abstract String toString(X500Name);
    public abstract String oidToDisplayName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public abstract String[] oidToAttrNames(org.bouncycastle.asn1.ASN1ObjectIdentifier);
}










org/bouncycastle/asn1/x500/style/AbstractX500NameStyle.class


package org.bouncycastle.asn1.x500.style;
public abstract synchronized class AbstractX500NameStyle implements org.bouncycastle.asn1.x500.X500NameStyle {
    public void AbstractX500NameStyle();
    public static java.util.Hashtable copyHashTable(java.util.Hashtable);
    private int calcHashCode(org.bouncycastle.asn1.ASN1Encodable);
    public int calculateHashCode(org.bouncycastle.asn1.x500.X500Name);
    public org.bouncycastle.asn1.ASN1Encodable stringToValue(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    protected org.bouncycastle.asn1.ASN1Encodable encodeStringValue(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public boolean areEqual(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x500.X500Name);
    private boolean foundMatch(boolean, org.bouncycastle.asn1.x500.RDN, org.bouncycastle.asn1.x500.RDN[]);
    protected boolean rdnAreEqual(org.bouncycastle.asn1.x500.RDN, org.bouncycastle.asn1.x500.RDN);
}










org/bouncycastle/asn1/x500/style/BCStrictStyle.class


package org.bouncycastle.asn1.x500.style;
public synchronized class BCStrictStyle extends BCStyle {
    public static final org.bouncycastle.asn1.x500.X500NameStyle INSTANCE;
    public void BCStrictStyle();
    public boolean areEqual(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x500.X500Name);
    static void <clinit>();
}










org/bouncycastle/asn1/x500/style/BCStyle.class


package org.bouncycastle.asn1.x500.style;
public synchronized class BCStyle extends AbstractX500NameStyle {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier C;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier O;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier OU;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier T;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CN;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SN;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier STREET;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SERIALNUMBER;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier L;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ST;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SURNAME;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier GIVENNAME;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier INITIALS;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier GENERATION;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier UNIQUE_IDENTIFIER;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier BUSINESS_CATEGORY;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier POSTAL_CODE;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DN_QUALIFIER;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PSEUDONYM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DATE_OF_BIRTH;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PLACE_OF_BIRTH;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier GENDER;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier COUNTRY_OF_CITIZENSHIP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier COUNTRY_OF_RESIDENCE;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier NAME_AT_BIRTH;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier POSTAL_ADDRESS;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DMD_NAME;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier TELEPHONE_NUMBER;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier NAME;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ORGANIZATION_IDENTIFIER;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier EmailAddress;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier UnstructuredName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier UnstructuredAddress;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier E;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier UID;
    private static final java.util.Hashtable DefaultSymbols;
    private static final java.util.Hashtable DefaultLookUp;
    public static final org.bouncycastle.asn1.x500.X500NameStyle INSTANCE;
    protected final java.util.Hashtable defaultLookUp;
    protected final java.util.Hashtable defaultSymbols;
    protected void BCStyle();
    protected org.bouncycastle.asn1.ASN1Encodable encodeStringValue(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public String oidToDisplayName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public String[] oidToAttrNames(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier attrNameToOID(String);
    public org.bouncycastle.asn1.x500.RDN[] fromString(String);
    public String toString(org.bouncycastle.asn1.x500.X500Name);
    static void <clinit>();
}










org/bouncycastle/asn1/x500/style/IETFUtils.class


package org.bouncycastle.asn1.x500.style;
public synchronized class IETFUtils {
    public void IETFUtils();
    private static String unescape(String);
    private static boolean isHexDigit(char);
    private static int convertHex(char);
    public static org.bouncycastle.asn1.x500.RDN[] rDNsFromString(String, org.bouncycastle.asn1.x500.X500NameStyle);
    private static String[] toValueArray(java.util.Vector);
    private static org.bouncycastle.asn1.ASN1ObjectIdentifier[] toOIDArray(java.util.Vector);
    public static String[] findAttrNamesForOID(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.util.Hashtable);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier decodeAttrName(String, java.util.Hashtable);
    public static org.bouncycastle.asn1.ASN1Encodable valueFromHexString(String, int) throws java.io.IOException;
    public static void appendRDN(StringBuffer, org.bouncycastle.asn1.x500.RDN, java.util.Hashtable);
    public static void appendTypeAndValue(StringBuffer, org.bouncycastle.asn1.x500.AttributeTypeAndValue, java.util.Hashtable);
    public static String valueToString(org.bouncycastle.asn1.ASN1Encodable);
    private static String bytesToString(byte[]);
    public static String canonicalize(String);
    private static org.bouncycastle.asn1.ASN1Primitive decodeObject(String);
    public static String stripInternalSpaces(String);
    public static boolean rDNAreEqual(org.bouncycastle.asn1.x500.RDN, org.bouncycastle.asn1.x500.RDN);
    private static boolean atvAreEqual(org.bouncycastle.asn1.x500.AttributeTypeAndValue, org.bouncycastle.asn1.x500.AttributeTypeAndValue);
}










org/bouncycastle/asn1/x500/style/RFC4519Style.class


package org.bouncycastle.asn1.x500.style;
public synchronized class RFC4519Style extends AbstractX500NameStyle {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier businessCategory;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cn;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dc;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier description;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier destinationIndicator;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier distinguishedName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dnQualifier;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier enhancedSearchGuide;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier facsimileTelephoneNumber;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier generationQualifier;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier givenName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier houseIdentifier;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier initials;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier internationalISDNNumber;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier l;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier member;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier name;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier o;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ou;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier owner;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier physicalDeliveryOfficeName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier postalAddress;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier postalCode;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier postOfficeBox;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier preferredDeliveryMethod;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier registeredAddress;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier roleOccupant;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier searchGuide;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier seeAlso;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier serialNumber;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sn;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier st;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier street;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier telephoneNumber;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier teletexTerminalIdentifier;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier telexNumber;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier title;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier uid;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier uniqueMember;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier userPassword;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier x121Address;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier x500UniqueIdentifier;
    private static final java.util.Hashtable DefaultSymbols;
    private static final java.util.Hashtable DefaultLookUp;
    public static final org.bouncycastle.asn1.x500.X500NameStyle INSTANCE;
    protected final java.util.Hashtable defaultLookUp;
    protected final java.util.Hashtable defaultSymbols;
    protected void RFC4519Style();
    protected org.bouncycastle.asn1.ASN1Encodable encodeStringValue(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public String oidToDisplayName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public String[] oidToAttrNames(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier attrNameToOID(String);
    public org.bouncycastle.asn1.x500.RDN[] fromString(String);
    public String toString(org.bouncycastle.asn1.x500.X500Name);
    static void <clinit>();
}










org/bouncycastle/asn1/x500/style/X500NameTokenizer.class


package org.bouncycastle.asn1.x500.style;
public synchronized class X500NameTokenizer {
    private String value;
    private int index;
    private char separator;
    private StringBuffer buf;
    public void X500NameTokenizer(String);
    public void X500NameTokenizer(String, char);
    public boolean hasMoreTokens();
    public String nextToken();
}










org/bouncycastle/asn1/x509/AccessDescription.class


package org.bouncycastle.asn1.x509;
public synchronized class AccessDescription extends org.bouncycastle.asn1.ASN1Object {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ad_caIssuers;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ad_ocsp;
    org.bouncycastle.asn1.ASN1ObjectIdentifier accessMethod;
    GeneralName accessLocation;
    public static AccessDescription getInstance(Object);
    private void AccessDescription(org.bouncycastle.asn1.ASN1Sequence);
    public void AccessDescription(org.bouncycastle.asn1.ASN1ObjectIdentifier, GeneralName);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getAccessMethod();
    public GeneralName getAccessLocation();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
    static void <clinit>();
}










org/bouncycastle/asn1/x509/AlgorithmIdentifier.class


package org.bouncycastle.asn1.x509;
public synchronized class AlgorithmIdentifier extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier algorithm;
    private org.bouncycastle.asn1.ASN1Encodable parameters;
    public static AlgorithmIdentifier getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static AlgorithmIdentifier getInstance(Object);
    public void AlgorithmIdentifier(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void AlgorithmIdentifier(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    private void AlgorithmIdentifier(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getAlgorithm();
    public org.bouncycastle.asn1.ASN1Encodable getParameters();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/AttCertIssuer.class


package org.bouncycastle.asn1.x509;
public synchronized class AttCertIssuer extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    org.bouncycastle.asn1.ASN1Encodable obj;
    org.bouncycastle.asn1.ASN1Primitive choiceObj;
    public static AttCertIssuer getInstance(Object);
    public static AttCertIssuer getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void AttCertIssuer(GeneralNames);
    public void AttCertIssuer(V2Form);
    public org.bouncycastle.asn1.ASN1Encodable getIssuer();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/AttCertValidityPeriod.class


package org.bouncycastle.asn1.x509;
public synchronized class AttCertValidityPeriod extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1GeneralizedTime notBeforeTime;
    org.bouncycastle.asn1.ASN1GeneralizedTime notAfterTime;
    public static AttCertValidityPeriod getInstance(Object);
    private void AttCertValidityPeriod(org.bouncycastle.asn1.ASN1Sequence);
    public void AttCertValidityPeriod(org.bouncycastle.asn1.ASN1GeneralizedTime, org.bouncycastle.asn1.ASN1GeneralizedTime);
    public org.bouncycastle.asn1.ASN1GeneralizedTime getNotBeforeTime();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getNotAfterTime();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/Attribute.class


package org.bouncycastle.asn1.x509;
public synchronized class Attribute extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier attrType;
    private org.bouncycastle.asn1.ASN1Set attrValues;
    public static Attribute getInstance(Object);
    private void Attribute(org.bouncycastle.asn1.ASN1Sequence);
    public void Attribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Set);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getAttrType();
    public org.bouncycastle.asn1.ASN1Encodable[] getAttributeValues();
    public org.bouncycastle.asn1.ASN1Set getAttrValues();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/AttributeCertificate.class


package org.bouncycastle.asn1.x509;
public synchronized class AttributeCertificate extends org.bouncycastle.asn1.ASN1Object {
    AttributeCertificateInfo acinfo;
    AlgorithmIdentifier signatureAlgorithm;
    org.bouncycastle.asn1.DERBitString signatureValue;
    public static AttributeCertificate getInstance(Object);
    public void AttributeCertificate(AttributeCertificateInfo, AlgorithmIdentifier, org.bouncycastle.asn1.DERBitString);
    public void AttributeCertificate(org.bouncycastle.asn1.ASN1Sequence);
    public AttributeCertificateInfo getAcinfo();
    public AlgorithmIdentifier getSignatureAlgorithm();
    public org.bouncycastle.asn1.DERBitString getSignatureValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/AttributeCertificateInfo.class


package org.bouncycastle.asn1.x509;
public synchronized class AttributeCertificateInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private Holder holder;
    private AttCertIssuer issuer;
    private AlgorithmIdentifier signature;
    private org.bouncycastle.asn1.ASN1Integer serialNumber;
    private AttCertValidityPeriod attrCertValidityPeriod;
    private org.bouncycastle.asn1.ASN1Sequence attributes;
    private org.bouncycastle.asn1.DERBitString issuerUniqueID;
    private Extensions extensions;
    public static AttributeCertificateInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static AttributeCertificateInfo getInstance(Object);
    private void AttributeCertificateInfo(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public Holder getHolder();
    public AttCertIssuer getIssuer();
    public AlgorithmIdentifier getSignature();
    public org.bouncycastle.asn1.ASN1Integer getSerialNumber();
    public AttCertValidityPeriod getAttrCertValidityPeriod();
    public org.bouncycastle.asn1.ASN1Sequence getAttributes();
    public org.bouncycastle.asn1.DERBitString getIssuerUniqueID();
    public Extensions getExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/AuthorityInformationAccess.class


package org.bouncycastle.asn1.x509;
public synchronized class AuthorityInformationAccess extends org.bouncycastle.asn1.ASN1Object {
    private AccessDescription[] descriptions;
    public static AuthorityInformationAccess getInstance(Object);
    public static AuthorityInformationAccess fromExtensions(Extensions);
    private void AuthorityInformationAccess(org.bouncycastle.asn1.ASN1Sequence);
    public void AuthorityInformationAccess(AccessDescription);
    public void AuthorityInformationAccess(AccessDescription[]);
    public void AuthorityInformationAccess(org.bouncycastle.asn1.ASN1ObjectIdentifier, GeneralName);
    public AccessDescription[] getAccessDescriptions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
}










org/bouncycastle/asn1/x509/AuthorityKeyIdentifier.class


package org.bouncycastle.asn1.x509;
public synchronized class AuthorityKeyIdentifier extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1OctetString keyidentifier;
    GeneralNames certissuer;
    org.bouncycastle.asn1.ASN1Integer certserno;
    public static AuthorityKeyIdentifier getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static AuthorityKeyIdentifier getInstance(Object);
    public static AuthorityKeyIdentifier fromExtensions(Extensions);
    protected void AuthorityKeyIdentifier(org.bouncycastle.asn1.ASN1Sequence);
    public void AuthorityKeyIdentifier(SubjectPublicKeyInfo);
    public void AuthorityKeyIdentifier(SubjectPublicKeyInfo, GeneralNames, java.math.BigInteger);
    public void AuthorityKeyIdentifier(GeneralNames, java.math.BigInteger);
    public void AuthorityKeyIdentifier(byte[]);
    public void AuthorityKeyIdentifier(byte[], GeneralNames, java.math.BigInteger);
    public byte[] getKeyIdentifier();
    public GeneralNames getAuthorityCertIssuer();
    public java.math.BigInteger getAuthorityCertSerialNumber();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
}










org/bouncycastle/asn1/x509/BasicConstraints.class


package org.bouncycastle.asn1.x509;
public synchronized class BasicConstraints extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Boolean cA;
    org.bouncycastle.asn1.ASN1Integer pathLenConstraint;
    public static BasicConstraints getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static BasicConstraints getInstance(Object);
    public static BasicConstraints fromExtensions(Extensions);
    private void BasicConstraints(org.bouncycastle.asn1.ASN1Sequence);
    public void BasicConstraints(boolean);
    public void BasicConstraints(int);
    public boolean isCA();
    public java.math.BigInteger getPathLenConstraint();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
}










org/bouncycastle/asn1/x509/CRLDistPoint.class


package org.bouncycastle.asn1.x509;
public synchronized class CRLDistPoint extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Sequence seq;
    public static CRLDistPoint getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static CRLDistPoint getInstance(Object);
    private void CRLDistPoint(org.bouncycastle.asn1.ASN1Sequence);
    public void CRLDistPoint(DistributionPoint[]);
    public DistributionPoint[] getDistributionPoints();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
}










org/bouncycastle/asn1/x509/CRLNumber.class


package org.bouncycastle.asn1.x509;
public synchronized class CRLNumber extends org.bouncycastle.asn1.ASN1Object {
    private java.math.BigInteger number;
    public void CRLNumber(java.math.BigInteger);
    public java.math.BigInteger getCRLNumber();
    public String toString();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public static CRLNumber getInstance(Object);
}










org/bouncycastle/asn1/x509/CRLReason.class


package org.bouncycastle.asn1.x509;
public synchronized class CRLReason extends org.bouncycastle.asn1.ASN1Object {
    public static final int UNSPECIFIED = 0;
    public static final int KEY_COMPROMISE = 1;
    public static final int CA_COMPROMISE = 2;
    public static final int AFFILIATION_CHANGED = 3;
    public static final int SUPERSEDED = 4;
    public static final int CESSATION_OF_OPERATION = 5;
    public static final int CERTIFICATE_HOLD = 6;
    public static final int REMOVE_FROM_CRL = 8;
    public static final int PRIVILEGE_WITHDRAWN = 9;
    public static final int AA_COMPROMISE = 10;
    public static final int unspecified = 0;
    public static final int keyCompromise = 1;
    public static final int cACompromise = 2;
    public static final int affiliationChanged = 3;
    public static final int superseded = 4;
    public static final int cessationOfOperation = 5;
    public static final int certificateHold = 6;
    public static final int removeFromCRL = 8;
    public static final int privilegeWithdrawn = 9;
    public static final int aACompromise = 10;
    private static final String[] reasonString;
    private static final java.util.Hashtable table;
    private org.bouncycastle.asn1.ASN1Enumerated value;
    public static CRLReason getInstance(Object);
    private void CRLReason(int);
    public String toString();
    public java.math.BigInteger getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public static CRLReason lookup(int);
    static void <clinit>();
}










org/bouncycastle/asn1/x509/CertPolicyId.class


package org.bouncycastle.asn1.x509;
public synchronized class CertPolicyId extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier id;
    private void CertPolicyId(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static CertPolicyId getInstance(Object);
    public String getId();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/Certificate.class


package org.bouncycastle.asn1.x509;
public synchronized class Certificate extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Sequence seq;
    TBSCertificate tbsCert;
    AlgorithmIdentifier sigAlgId;
    org.bouncycastle.asn1.DERBitString sig;
    public static Certificate getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static Certificate getInstance(Object);
    private void Certificate(org.bouncycastle.asn1.ASN1Sequence);
    public TBSCertificate getTBSCertificate();
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public int getVersionNumber();
    public org.bouncycastle.asn1.ASN1Integer getSerialNumber();
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public Time getStartDate();
    public Time getEndDate();
    public org.bouncycastle.asn1.x500.X500Name getSubject();
    public SubjectPublicKeyInfo getSubjectPublicKeyInfo();
    public AlgorithmIdentifier getSignatureAlgorithm();
    public org.bouncycastle.asn1.DERBitString getSignature();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/CertificateList.class


package org.bouncycastle.asn1.x509;
public synchronized class CertificateList extends org.bouncycastle.asn1.ASN1Object {
    TBSCertList tbsCertList;
    AlgorithmIdentifier sigAlgId;
    org.bouncycastle.asn1.DERBitString sig;
    boolean isHashCodeSet;
    int hashCodeValue;
    public static CertificateList getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static CertificateList getInstance(Object);
    public void CertificateList(org.bouncycastle.asn1.ASN1Sequence);
    public TBSCertList getTBSCertList();
    public TBSCertList$CRLEntry[] getRevokedCertificates();
    public java.util.Enumeration getRevokedCertificateEnumeration();
    public AlgorithmIdentifier getSignatureAlgorithm();
    public org.bouncycastle.asn1.DERBitString getSignature();
    public int getVersionNumber();
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public Time getThisUpdate();
    public Time getNextUpdate();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public int hashCode();
}










org/bouncycastle/asn1/x509/CertificatePair.class


package org.bouncycastle.asn1.x509;
public synchronized class CertificatePair extends org.bouncycastle.asn1.ASN1Object {
    private Certificate forward;
    private Certificate reverse;
    public static CertificatePair getInstance(Object);
    private void CertificatePair(org.bouncycastle.asn1.ASN1Sequence);
    public void CertificatePair(Certificate, Certificate);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public Certificate getForward();
    public Certificate getReverse();
}










org/bouncycastle/asn1/x509/CertificatePolicies.class


package org.bouncycastle.asn1.x509;
public synchronized class CertificatePolicies extends org.bouncycastle.asn1.ASN1Object {
    private final PolicyInformation[] policyInformation;
    public static CertificatePolicies getInstance(Object);
    public static CertificatePolicies getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static CertificatePolicies fromExtensions(Extensions);
    public void CertificatePolicies(PolicyInformation);
    public void CertificatePolicies(PolicyInformation[]);
    private void CertificatePolicies(org.bouncycastle.asn1.ASN1Sequence);
    public PolicyInformation[] getPolicyInformation();
    public PolicyInformation getPolicyInformation(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
}










org/bouncycastle/asn1/x509/DSAParameter.class


package org.bouncycastle.asn1.x509;
public synchronized class DSAParameter extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer p;
    org.bouncycastle.asn1.ASN1Integer q;
    org.bouncycastle.asn1.ASN1Integer g;
    public static DSAParameter getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static DSAParameter getInstance(Object);
    public void DSAParameter(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    private void DSAParameter(org.bouncycastle.asn1.ASN1Sequence);
    public java.math.BigInteger getP();
    public java.math.BigInteger getQ();
    public java.math.BigInteger getG();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/DigestInfo.class


package org.bouncycastle.asn1.x509;
public synchronized class DigestInfo extends org.bouncycastle.asn1.ASN1Object {
    private byte[] digest;
    private AlgorithmIdentifier algId;
    public static DigestInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static DigestInfo getInstance(Object);
    public void DigestInfo(AlgorithmIdentifier, byte[]);
    public void DigestInfo(org.bouncycastle.asn1.ASN1Sequence);
    public AlgorithmIdentifier getAlgorithmId();
    public byte[] getDigest();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/DisplayText.class


package org.bouncycastle.asn1.x509;
public synchronized class DisplayText extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int CONTENT_TYPE_IA5STRING = 0;
    public static final int CONTENT_TYPE_BMPSTRING = 1;
    public static final int CONTENT_TYPE_UTF8STRING = 2;
    public static final int CONTENT_TYPE_VISIBLESTRING = 3;
    public static final int DISPLAY_TEXT_MAXIMUM_SIZE = 200;
    int contentType;
    org.bouncycastle.asn1.ASN1String contents;
    public void DisplayText(int, String);
    public void DisplayText(String);
    private void DisplayText(org.bouncycastle.asn1.ASN1String);
    public static DisplayText getInstance(Object);
    public static DisplayText getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String getString();
}










org/bouncycastle/asn1/x509/DistributionPoint.class


package org.bouncycastle.asn1.x509;
public synchronized class DistributionPoint extends org.bouncycastle.asn1.ASN1Object {
    DistributionPointName distributionPoint;
    ReasonFlags reasons;
    GeneralNames cRLIssuer;
    public static DistributionPoint getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static DistributionPoint getInstance(Object);
    public void DistributionPoint(org.bouncycastle.asn1.ASN1Sequence);
    public void DistributionPoint(DistributionPointName, ReasonFlags, GeneralNames);
    public DistributionPointName getDistributionPoint();
    public ReasonFlags getReasons();
    public GeneralNames getCRLIssuer();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
    private void appendObject(StringBuffer, String, String, String);
}










org/bouncycastle/asn1/x509/DistributionPointName.class


package org.bouncycastle.asn1.x509;
public synchronized class DistributionPointName extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    org.bouncycastle.asn1.ASN1Encodable name;
    int type;
    public static final int FULL_NAME = 0;
    public static final int NAME_RELATIVE_TO_CRL_ISSUER = 1;
    public static DistributionPointName getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static DistributionPointName getInstance(Object);
    public void DistributionPointName(int, org.bouncycastle.asn1.ASN1Encodable);
    public void DistributionPointName(GeneralNames);
    public int getType();
    public org.bouncycastle.asn1.ASN1Encodable getName();
    public void DistributionPointName(org.bouncycastle.asn1.ASN1TaggedObject);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
    private void appendObject(StringBuffer, String, String, String);
}










org/bouncycastle/asn1/x509/ExtendedKeyUsage.class


package org.bouncycastle.asn1.x509;
public synchronized class ExtendedKeyUsage extends org.bouncycastle.asn1.ASN1Object {
    java.util.Hashtable usageTable;
    org.bouncycastle.asn1.ASN1Sequence seq;
    public static ExtendedKeyUsage getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static ExtendedKeyUsage getInstance(Object);
    public static ExtendedKeyUsage fromExtensions(Extensions);
    public void ExtendedKeyUsage(KeyPurposeId);
    private void ExtendedKeyUsage(org.bouncycastle.asn1.ASN1Sequence);
    public void ExtendedKeyUsage(KeyPurposeId[]);
    public void ExtendedKeyUsage(java.util.Vector);
    public boolean hasKeyPurposeId(KeyPurposeId);
    public KeyPurposeId[] getUsages();
    public int size();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/Extension.class


package org.bouncycastle.asn1.x509;
public synchronized class Extension extends org.bouncycastle.asn1.ASN1Object {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier subjectDirectoryAttributes;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier subjectKeyIdentifier;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier keyUsage;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier privateKeyUsagePeriod;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier subjectAlternativeName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier issuerAlternativeName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier basicConstraints;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cRLNumber;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier reasonCode;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier instructionCode;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier invalidityDate;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier deltaCRLIndicator;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier issuingDistributionPoint;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier certificateIssuer;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier nameConstraints;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cRLDistributionPoints;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier certificatePolicies;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier policyMappings;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier authorityKeyIdentifier;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier policyConstraints;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier extendedKeyUsage;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier freshestCRL;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier inhibitAnyPolicy;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier authorityInfoAccess;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier subjectInfoAccess;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier logoType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier biometricInfo;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier qCStatements;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier auditIdentity;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier noRevAvail;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier targetInformation;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier expiredCertsOnCRL;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier extnId;
    private boolean critical;
    private org.bouncycastle.asn1.ASN1OctetString value;
    public void Extension(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Boolean, org.bouncycastle.asn1.ASN1OctetString);
    public void Extension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, byte[]);
    public void Extension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1OctetString);
    private void Extension(org.bouncycastle.asn1.ASN1Sequence);
    public static Extension getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getExtnId();
    public boolean isCritical();
    public org.bouncycastle.asn1.ASN1OctetString getExtnValue();
    public org.bouncycastle.asn1.ASN1Encodable getParsedValue();
    public int hashCode();
    public boolean equals(Object);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private static org.bouncycastle.asn1.ASN1Primitive convertValueToObject(Extension) throws IllegalArgumentException;
    static void <clinit>();
}










org/bouncycastle/asn1/x509/Extensions.class


package org.bouncycastle.asn1.x509;
public synchronized class Extensions extends org.bouncycastle.asn1.ASN1Object {
    private java.util.Hashtable extensions;
    private java.util.Vector ordering;
    public static Extensions getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static Extensions getInstance(Object);
    private void Extensions(org.bouncycastle.asn1.ASN1Sequence);
    public void Extensions(Extension);
    public void Extensions(Extension[]);
    public java.util.Enumeration oids();
    public Extension getExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1Encodable getExtensionParsedValue(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public boolean equivalent(Extensions);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier[] getExtensionOIDs();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier[] getNonCriticalExtensionOIDs();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier[] getCriticalExtensionOIDs();
    private org.bouncycastle.asn1.ASN1ObjectIdentifier[] getExtensionOIDs(boolean);
    private org.bouncycastle.asn1.ASN1ObjectIdentifier[] toOidArray(java.util.Vector);
}










org/bouncycastle/asn1/x509/ExtensionsGenerator.class


package org.bouncycastle.asn1.x509;
public synchronized class ExtensionsGenerator {
    private java.util.Hashtable extensions;
    private java.util.Vector extOrdering;
    public void ExtensionsGenerator();
    public void reset();
    public void addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
    public void addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, byte[]);
    public void addExtension(Extension);
    public boolean isEmpty();
    public Extensions generate();
}










org/bouncycastle/asn1/x509/GeneralName.class


package org.bouncycastle.asn1.x509;
public synchronized class GeneralName extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int otherName = 0;
    public static final int rfc822Name = 1;
    public static final int dNSName = 2;
    public static final int x400Address = 3;
    public static final int directoryName = 4;
    public static final int ediPartyName = 5;
    public static final int uniformResourceIdentifier = 6;
    public static final int iPAddress = 7;
    public static final int registeredID = 8;
    private org.bouncycastle.asn1.ASN1Encodable obj;
    private int tag;
    public void GeneralName(X509Name);
    public void GeneralName(org.bouncycastle.asn1.x500.X500Name);
    public void GeneralName(int, org.bouncycastle.asn1.ASN1Encodable);
    public void GeneralName(int, String);
    public static GeneralName getInstance(Object);
    public static GeneralName getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public int getTagNo();
    public org.bouncycastle.asn1.ASN1Encodable getName();
    public String toString();
    private byte[] toGeneralNameEncoding(String);
    private void parseIPv4Mask(String, byte[], int);
    private void parseIPv4(String, byte[], int);
    private int[] parseMask(String);
    private void copyInts(int[], byte[], int);
    private int[] parseIPv6(String);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/GeneralNames.class


package org.bouncycastle.asn1.x509;
public synchronized class GeneralNames extends org.bouncycastle.asn1.ASN1Object {
    private final GeneralName[] names;
    public static GeneralNames getInstance(Object);
    public static GeneralNames getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static GeneralNames fromExtensions(Extensions, org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void GeneralNames(GeneralName);
    public void GeneralNames(GeneralName[]);
    private void GeneralNames(org.bouncycastle.asn1.ASN1Sequence);
    public GeneralName[] getNames();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
}










org/bouncycastle/asn1/x509/GeneralNamesBuilder.class


package org.bouncycastle.asn1.x509;
public synchronized class GeneralNamesBuilder {
    private java.util.Vector names;
    public void GeneralNamesBuilder();
    public GeneralNamesBuilder addNames(GeneralNames);
    public GeneralNamesBuilder addName(GeneralName);
    public GeneralNames build();
}










org/bouncycastle/asn1/x509/GeneralSubtree.class


package org.bouncycastle.asn1.x509;
public synchronized class GeneralSubtree extends org.bouncycastle.asn1.ASN1Object {
    private static final java.math.BigInteger ZERO;
    private GeneralName base;
    private org.bouncycastle.asn1.ASN1Integer minimum;
    private org.bouncycastle.asn1.ASN1Integer maximum;
    private void GeneralSubtree(org.bouncycastle.asn1.ASN1Sequence);
    public void GeneralSubtree(GeneralName, java.math.BigInteger, java.math.BigInteger);
    public void GeneralSubtree(GeneralName);
    public static GeneralSubtree getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static GeneralSubtree getInstance(Object);
    public GeneralName getBase();
    public java.math.BigInteger getMinimum();
    public java.math.BigInteger getMaximum();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/x509/Holder.class


package org.bouncycastle.asn1.x509;
public synchronized class Holder extends org.bouncycastle.asn1.ASN1Object {
    public static final int V1_CERTIFICATE_HOLDER = 0;
    public static final int V2_CERTIFICATE_HOLDER = 1;
    IssuerSerial baseCertificateID;
    GeneralNames entityName;
    ObjectDigestInfo objectDigestInfo;
    private int version;
    public static Holder getInstance(Object);
    private void Holder(org.bouncycastle.asn1.ASN1TaggedObject);
    private void Holder(org.bouncycastle.asn1.ASN1Sequence);
    public void Holder(IssuerSerial);
    public void Holder(IssuerSerial, int);
    public int getVersion();
    public void Holder(GeneralNames);
    public void Holder(GeneralNames, int);
    public void Holder(ObjectDigestInfo);
    public IssuerSerial getBaseCertificateID();
    public GeneralNames getEntityName();
    public ObjectDigestInfo getObjectDigestInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/IetfAttrSyntax.class


package org.bouncycastle.asn1.x509;
public synchronized class IetfAttrSyntax extends org.bouncycastle.asn1.ASN1Object {
    public static final int VALUE_OCTETS = 1;
    public static final int VALUE_OID = 2;
    public static final int VALUE_UTF8 = 3;
    GeneralNames policyAuthority;
    java.util.Vector values;
    int valueChoice;
    public static IetfAttrSyntax getInstance(Object);
    private void IetfAttrSyntax(org.bouncycastle.asn1.ASN1Sequence);
    public GeneralNames getPolicyAuthority();
    public int getValueType();
    public Object[] getValues();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/IssuerSerial.class


package org.bouncycastle.asn1.x509;
public synchronized class IssuerSerial extends org.bouncycastle.asn1.ASN1Object {
    GeneralNames issuer;
    org.bouncycastle.asn1.ASN1Integer serial;
    org.bouncycastle.asn1.DERBitString issuerUID;
    public static IssuerSerial getInstance(Object);
    public static IssuerSerial getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    private void IssuerSerial(org.bouncycastle.asn1.ASN1Sequence);
    public void IssuerSerial(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger);
    public void IssuerSerial(GeneralNames, java.math.BigInteger);
    public void IssuerSerial(GeneralNames, org.bouncycastle.asn1.ASN1Integer);
    public GeneralNames getIssuer();
    public org.bouncycastle.asn1.ASN1Integer getSerial();
    public org.bouncycastle.asn1.DERBitString getIssuerUID();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/IssuingDistributionPoint.class


package org.bouncycastle.asn1.x509;
public synchronized class IssuingDistributionPoint extends org.bouncycastle.asn1.ASN1Object {
    private DistributionPointName distributionPoint;
    private boolean onlyContainsUserCerts;
    private boolean onlyContainsCACerts;
    private ReasonFlags onlySomeReasons;
    private boolean indirectCRL;
    private boolean onlyContainsAttributeCerts;
    private org.bouncycastle.asn1.ASN1Sequence seq;
    public static IssuingDistributionPoint getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static IssuingDistributionPoint getInstance(Object);
    public void IssuingDistributionPoint(DistributionPointName, boolean, boolean, ReasonFlags, boolean, boolean);
    public void IssuingDistributionPoint(DistributionPointName, boolean, boolean);
    private void IssuingDistributionPoint(org.bouncycastle.asn1.ASN1Sequence);
    public boolean onlyContainsUserCerts();
    public boolean onlyContainsCACerts();
    public boolean isIndirectCRL();
    public boolean onlyContainsAttributeCerts();
    public DistributionPointName getDistributionPoint();
    public ReasonFlags getOnlySomeReasons();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
    private void appendObject(StringBuffer, String, String, String);
    private String booleanToString(boolean);
}










org/bouncycastle/asn1/x509/KeyPurposeId.class


package org.bouncycastle.asn1.x509;
public synchronized class KeyPurposeId extends org.bouncycastle.asn1.ASN1Object {
    private static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_kp;
    public static final KeyPurposeId anyExtendedKeyUsage;
    public static final KeyPurposeId id_kp_serverAuth;
    public static final KeyPurposeId id_kp_clientAuth;
    public static final KeyPurposeId id_kp_codeSigning;
    public static final KeyPurposeId id_kp_emailProtection;
    public static final KeyPurposeId id_kp_ipsecEndSystem;
    public static final KeyPurposeId id_kp_ipsecTunnel;
    public static final KeyPurposeId id_kp_ipsecUser;
    public static final KeyPurposeId id_kp_timeStamping;
    public static final KeyPurposeId id_kp_OCSPSigning;
    public static final KeyPurposeId id_kp_dvcs;
    public static final KeyPurposeId id_kp_sbgpCertAAServerAuth;
    public static final KeyPurposeId id_kp_scvp_responder;
    public static final KeyPurposeId id_kp_eapOverPPP;
    public static final KeyPurposeId id_kp_eapOverLAN;
    public static final KeyPurposeId id_kp_scvpServer;
    public static final KeyPurposeId id_kp_scvpClient;
    public static final KeyPurposeId id_kp_ipsecIKE;
    public static final KeyPurposeId id_kp_capwapAC;
    public static final KeyPurposeId id_kp_capwapWTP;
    public static final KeyPurposeId id_kp_smartcardlogon;
    public static final KeyPurposeId id_kp_macAddress;
    public static final KeyPurposeId id_kp_msSGC;
    public static final KeyPurposeId id_kp_nsSGC;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier id;
    private void KeyPurposeId(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void KeyPurposeId(String);
    public static KeyPurposeId getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier toOID();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String getId();
    public String toString();
    static void <clinit>();
}










org/bouncycastle/asn1/x509/KeyUsage.class


package org.bouncycastle.asn1.x509;
public synchronized class KeyUsage extends org.bouncycastle.asn1.ASN1Object {
    public static final int digitalSignature = 128;
    public static final int nonRepudiation = 64;
    public static final int keyEncipherment = 32;
    public static final int dataEncipherment = 16;
    public static final int keyAgreement = 8;
    public static final int keyCertSign = 4;
    public static final int cRLSign = 2;
    public static final int encipherOnly = 1;
    public static final int decipherOnly = 32768;
    private org.bouncycastle.asn1.DERBitString bitString;
    public static KeyUsage getInstance(Object);
    public static KeyUsage fromExtensions(Extensions);
    public void KeyUsage(int);
    private void KeyUsage(org.bouncycastle.asn1.DERBitString);
    public boolean hasUsages(int);
    public byte[] getBytes();
    public int getPadBits();
    public String toString();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/NameConstraintValidator.class


package org.bouncycastle.asn1.x509;
public abstract interface NameConstraintValidator {
    public abstract void checkPermitted(GeneralName) throws NameConstraintValidatorException;
    public abstract void checkExcluded(GeneralName) throws NameConstraintValidatorException;
    public abstract void intersectPermittedSubtree(GeneralSubtree);
    public abstract void intersectPermittedSubtree(GeneralSubtree[]);
    public abstract void intersectEmptyPermittedSubtree(int);
    public abstract void addExcludedSubtree(GeneralSubtree);
}










org/bouncycastle/asn1/x509/NameConstraintValidatorException.class


package org.bouncycastle.asn1.x509;
public synchronized class NameConstraintValidatorException extends Exception {
    public void NameConstraintValidatorException(String);
}










org/bouncycastle/asn1/x509/NameConstraints.class


package org.bouncycastle.asn1.x509;
public synchronized class NameConstraints extends org.bouncycastle.asn1.ASN1Object {
    private GeneralSubtree[] permitted;
    private GeneralSubtree[] excluded;
    public static NameConstraints getInstance(Object);
    private void NameConstraints(org.bouncycastle.asn1.ASN1Sequence);
    public void NameConstraints(GeneralSubtree[], GeneralSubtree[]);
    private GeneralSubtree[] createArray(org.bouncycastle.asn1.ASN1Sequence);
    public GeneralSubtree[] getPermittedSubtrees();
    public GeneralSubtree[] getExcludedSubtrees();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private static GeneralSubtree[] cloneSubtree(GeneralSubtree[]);
}










org/bouncycastle/asn1/x509/NoticeReference.class


package org.bouncycastle.asn1.x509;
public synchronized class NoticeReference extends org.bouncycastle.asn1.ASN1Object {
    private DisplayText organization;
    private org.bouncycastle.asn1.ASN1Sequence noticeNumbers;
    private static org.bouncycastle.asn1.ASN1EncodableVector convertVector(java.util.Vector);
    public void NoticeReference(String, java.util.Vector);
    public void NoticeReference(String, org.bouncycastle.asn1.ASN1EncodableVector);
    public void NoticeReference(DisplayText, org.bouncycastle.asn1.ASN1EncodableVector);
    private void NoticeReference(org.bouncycastle.asn1.ASN1Sequence);
    public static NoticeReference getInstance(Object);
    public DisplayText getOrganization();
    public org.bouncycastle.asn1.ASN1Integer[] getNoticeNumbers();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/ObjectDigestInfo.class


package org.bouncycastle.asn1.x509;
public synchronized class ObjectDigestInfo extends org.bouncycastle.asn1.ASN1Object {
    public static final int publicKey = 0;
    public static final int publicKeyCert = 1;
    public static final int otherObjectDigest = 2;
    org.bouncycastle.asn1.ASN1Enumerated digestedObjectType;
    org.bouncycastle.asn1.ASN1ObjectIdentifier otherObjectTypeID;
    AlgorithmIdentifier digestAlgorithm;
    org.bouncycastle.asn1.DERBitString objectDigest;
    public static ObjectDigestInfo getInstance(Object);
    public static ObjectDigestInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void ObjectDigestInfo(int, org.bouncycastle.asn1.ASN1ObjectIdentifier, AlgorithmIdentifier, byte[]);
    private void ObjectDigestInfo(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1Enumerated getDigestedObjectType();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getOtherObjectTypeID();
    public AlgorithmIdentifier getDigestAlgorithm();
    public org.bouncycastle.asn1.DERBitString getObjectDigest();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/OtherName.class


package org.bouncycastle.asn1.x509;
public synchronized class OtherName extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier typeID;
    private final org.bouncycastle.asn1.ASN1Encodable value;
    public static OtherName getInstance(Object);
    public void OtherName(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    private void OtherName(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getTypeID();
    public org.bouncycastle.asn1.ASN1Encodable getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/PKIXNameConstraintValidator.class


package org.bouncycastle.asn1.x509;
public synchronized class PKIXNameConstraintValidator implements NameConstraintValidator {
    private java.util.Set excludedSubtreesDN;
    private java.util.Set excludedSubtreesDNS;
    private java.util.Set excludedSubtreesEmail;
    private java.util.Set excludedSubtreesURI;
    private java.util.Set excludedSubtreesIP;
    private java.util.Set excludedSubtreesOtherName;
    private java.util.Set permittedSubtreesDN;
    private java.util.Set permittedSubtreesDNS;
    private java.util.Set permittedSubtreesEmail;
    private java.util.Set permittedSubtreesURI;
    private java.util.Set permittedSubtreesIP;
    private java.util.Set permittedSubtreesOtherName;
    public void PKIXNameConstraintValidator();
    public void checkPermitted(GeneralName) throws NameConstraintValidatorException;
    public void checkExcluded(GeneralName) throws NameConstraintValidatorException;
    public void intersectPermittedSubtree(GeneralSubtree);
    public void intersectPermittedSubtree(GeneralSubtree[]);
    public void intersectEmptyPermittedSubtree(int);
    public void addExcludedSubtree(GeneralSubtree);
    public int hashCode();
    public boolean equals(Object);
    public String toString();
    private void checkPermittedDN(org.bouncycastle.asn1.x500.X500Name) throws NameConstraintValidatorException;
    private void checkExcludedDN(org.bouncycastle.asn1.x500.X500Name) throws NameConstraintValidatorException;
    private static boolean withinDNSubtree(org.bouncycastle.asn1.ASN1Sequence, org.bouncycastle.asn1.ASN1Sequence);
    private void checkPermittedDN(java.util.Set, org.bouncycastle.asn1.ASN1Sequence) throws NameConstraintValidatorException;
    private void checkExcludedDN(java.util.Set, org.bouncycastle.asn1.ASN1Sequence) throws NameConstraintValidatorException;
    private java.util.Set intersectDN(java.util.Set, java.util.Set);
    private java.util.Set unionDN(java.util.Set, org.bouncycastle.asn1.ASN1Sequence);
    private java.util.Set intersectOtherName(java.util.Set, java.util.Set);
    private java.util.Set unionOtherName(java.util.Set, OtherName);
    private java.util.Set intersectEmail(java.util.Set, java.util.Set);
    private java.util.Set unionEmail(java.util.Set, String);
    private java.util.Set intersectIP(java.util.Set, java.util.Set);
    private java.util.Set unionIP(java.util.Set, byte[]);
    private java.util.Set unionIPRange(byte[], byte[]);
    private java.util.Set intersectIPRange(byte[], byte[]);
    private byte[] ipWithSubnetMask(byte[], byte[]);
    private byte[][] extractIPsAndSubnetMasks(byte[], byte[]);
    private byte[][] minMaxIPs(byte[], byte[], byte[], byte[]);
    private void checkPermittedEmail(java.util.Set, String) throws NameConstraintValidatorException;
    private void checkPermittedOtherName(java.util.Set, OtherName) throws NameConstraintValidatorException;
    private void checkExcludedOtherName(java.util.Set, OtherName) throws NameConstraintValidatorException;
    private void checkExcludedEmail(java.util.Set, String) throws NameConstraintValidatorException;
    private void checkPermittedIP(java.util.Set, byte[]) throws NameConstraintValidatorException;
    private void checkExcludedIP(java.util.Set, byte[]) throws NameConstraintValidatorException;
    private boolean isIPConstrained(byte[], byte[]);
    private boolean otherNameIsConstrained(OtherName, OtherName);
    private boolean emailIsConstrained(String, String);
    private boolean withinDomain(String, String);
    private void checkPermittedDNS(java.util.Set, String) throws NameConstraintValidatorException;
    private void checkExcludedDNS(java.util.Set, String) throws NameConstraintValidatorException;
    private void unionEmail(String, String, java.util.Set);
    private void unionURI(String, String, java.util.Set);
    private java.util.Set intersectDNS(java.util.Set, java.util.Set);
    private java.util.Set unionDNS(java.util.Set, String);
    private void intersectEmail(String, String, java.util.Set);
    private void checkExcludedURI(java.util.Set, String) throws NameConstraintValidatorException;
    private java.util.Set intersectURI(java.util.Set, java.util.Set);
    private java.util.Set unionURI(java.util.Set, String);
    private void intersectURI(String, String, java.util.Set);
    private void checkPermittedURI(java.util.Set, String) throws NameConstraintValidatorException;
    private boolean isUriConstrained(String, String);
    private static String extractHostFromURL(String);
    private String extractNameAsString(GeneralName);
    private static byte[] max(byte[], byte[]);
    private static byte[] min(byte[], byte[]);
    private static int compareTo(byte[], byte[]);
    private static byte[] or(byte[], byte[]);
    private int hashCollection(java.util.Collection);
    private boolean collectionsAreEqual(java.util.Collection, java.util.Collection);
    private boolean equals(Object, Object);
    private String stringifyIP(byte[]);
    private String stringifyIPCollection(java.util.Set);
    private String stringifyOtherNameCollection(java.util.Set);
}










org/bouncycastle/asn1/x509/PolicyConstraints.class


package org.bouncycastle.asn1.x509;
public synchronized class PolicyConstraints extends org.bouncycastle.asn1.ASN1Object {
    private java.math.BigInteger requireExplicitPolicyMapping;
    private java.math.BigInteger inhibitPolicyMapping;
    public void PolicyConstraints(java.math.BigInteger, java.math.BigInteger);
    private void PolicyConstraints(org.bouncycastle.asn1.ASN1Sequence);
    public static PolicyConstraints getInstance(Object);
    public static PolicyConstraints fromExtensions(Extensions);
    public java.math.BigInteger getRequireExplicitPolicyMapping();
    public java.math.BigInteger getInhibitPolicyMapping();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/PolicyInformation.class


package org.bouncycastle.asn1.x509;
public synchronized class PolicyInformation extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier policyIdentifier;
    private org.bouncycastle.asn1.ASN1Sequence policyQualifiers;
    private void PolicyInformation(org.bouncycastle.asn1.ASN1Sequence);
    public void PolicyInformation(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void PolicyInformation(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Sequence);
    public static PolicyInformation getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getPolicyIdentifier();
    public org.bouncycastle.asn1.ASN1Sequence getPolicyQualifiers();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
}










org/bouncycastle/asn1/x509/PolicyMappings.class


package org.bouncycastle.asn1.x509;
public synchronized class PolicyMappings extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Sequence seq;
    public static PolicyMappings getInstance(Object);
    private void PolicyMappings(org.bouncycastle.asn1.ASN1Sequence);
    public void PolicyMappings(java.util.Hashtable);
    public void PolicyMappings(CertPolicyId, CertPolicyId);
    public void PolicyMappings(CertPolicyId[], CertPolicyId[]);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/PolicyQualifierId.class


package org.bouncycastle.asn1.x509;
public synchronized class PolicyQualifierId extends org.bouncycastle.asn1.ASN1ObjectIdentifier {
    private static final String id_qt = 1.3.6.1.5.5.7.2;
    public static final PolicyQualifierId id_qt_cps;
    public static final PolicyQualifierId id_qt_unotice;
    private void PolicyQualifierId(String);
    static void <clinit>();
}










org/bouncycastle/asn1/x509/PolicyQualifierInfo.class


package org.bouncycastle.asn1.x509;
public synchronized class PolicyQualifierInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier policyQualifierId;
    private org.bouncycastle.asn1.ASN1Encodable qualifier;
    public void PolicyQualifierInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public void PolicyQualifierInfo(String);
    public void PolicyQualifierInfo(org.bouncycastle.asn1.ASN1Sequence);
    public static PolicyQualifierInfo getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getPolicyQualifierId();
    public org.bouncycastle.asn1.ASN1Encodable getQualifier();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/PrivateKeyUsagePeriod.class


package org.bouncycastle.asn1.x509;
public synchronized class PrivateKeyUsagePeriod extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1GeneralizedTime _notBefore;
    private org.bouncycastle.asn1.ASN1GeneralizedTime _notAfter;
    public static PrivateKeyUsagePeriod getInstance(Object);
    private void PrivateKeyUsagePeriod(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1GeneralizedTime getNotBefore();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getNotAfter();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/RSAPublicKeyStructure.class


package org.bouncycastle.asn1.x509;
public synchronized class RSAPublicKeyStructure extends org.bouncycastle.asn1.ASN1Object {
    private java.math.BigInteger modulus;
    private java.math.BigInteger publicExponent;
    public static RSAPublicKeyStructure getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static RSAPublicKeyStructure getInstance(Object);
    public void RSAPublicKeyStructure(java.math.BigInteger, java.math.BigInteger);
    public void RSAPublicKeyStructure(org.bouncycastle.asn1.ASN1Sequence);
    public java.math.BigInteger getModulus();
    public java.math.BigInteger getPublicExponent();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/ReasonFlags.class


package org.bouncycastle.asn1.x509;
public synchronized class ReasonFlags extends org.bouncycastle.asn1.DERBitString {
    public static final int UNUSED = 128;
    public static final int KEY_COMPROMISE = 64;
    public static final int CA_COMPROMISE = 32;
    public static final int AFFILIATION_CHANGED = 16;
    public static final int SUPERSEDED = 8;
    public static final int CESSATION_OF_OPERATION = 4;
    public static final int CERTIFICATE_HOLD = 2;
    public static final int PRIVILEGE_WITHDRAWN = 1;
    public static final int AA_COMPROMISE = 32768;
    public static final int unused = 128;
    public static final int keyCompromise = 64;
    public static final int cACompromise = 32;
    public static final int affiliationChanged = 16;
    public static final int superseded = 8;
    public static final int cessationOfOperation = 4;
    public static final int certificateHold = 2;
    public static final int privilegeWithdrawn = 1;
    public static final int aACompromise = 32768;
    public void ReasonFlags(int);
    public void ReasonFlags(org.bouncycastle.asn1.DERBitString);
}










org/bouncycastle/asn1/x509/RoleSyntax.class


package org.bouncycastle.asn1.x509;
public synchronized class RoleSyntax extends org.bouncycastle.asn1.ASN1Object {
    private GeneralNames roleAuthority;
    private GeneralName roleName;
    public static RoleSyntax getInstance(Object);
    public void RoleSyntax(GeneralNames, GeneralName);
    public void RoleSyntax(GeneralName);
    public void RoleSyntax(String);
    private void RoleSyntax(org.bouncycastle.asn1.ASN1Sequence);
    public GeneralNames getRoleAuthority();
    public GeneralName getRoleName();
    public String getRoleNameAsString();
    public String[] getRoleAuthorityAsString();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
}










org/bouncycastle/asn1/x509/SubjectDirectoryAttributes.class


package org.bouncycastle.asn1.x509;
public synchronized class SubjectDirectoryAttributes extends org.bouncycastle.asn1.ASN1Object {
    private java.util.Vector attributes;
    public static SubjectDirectoryAttributes getInstance(Object);
    private void SubjectDirectoryAttributes(org.bouncycastle.asn1.ASN1Sequence);
    public void SubjectDirectoryAttributes(java.util.Vector);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public java.util.Vector getAttributes();
}










org/bouncycastle/asn1/x509/SubjectKeyIdentifier.class


package org.bouncycastle.asn1.x509;
public synchronized class SubjectKeyIdentifier extends org.bouncycastle.asn1.ASN1Object {
    private byte[] keyidentifier;
    public static SubjectKeyIdentifier getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static SubjectKeyIdentifier getInstance(Object);
    public static SubjectKeyIdentifier fromExtensions(Extensions);
    public void SubjectKeyIdentifier(byte[]);
    protected void SubjectKeyIdentifier(org.bouncycastle.asn1.ASN1OctetString);
    public byte[] getKeyIdentifier();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/SubjectPublicKeyInfo.class


package org.bouncycastle.asn1.x509;
public synchronized class SubjectPublicKeyInfo extends org.bouncycastle.asn1.ASN1Object {
    private AlgorithmIdentifier algId;
    private org.bouncycastle.asn1.DERBitString keyData;
    public static SubjectPublicKeyInfo getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static SubjectPublicKeyInfo getInstance(Object);
    public void SubjectPublicKeyInfo(AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
    public void SubjectPublicKeyInfo(AlgorithmIdentifier, byte[]);
    public void SubjectPublicKeyInfo(org.bouncycastle.asn1.ASN1Sequence);
    public AlgorithmIdentifier getAlgorithm();
    public AlgorithmIdentifier getAlgorithmId();
    public org.bouncycastle.asn1.ASN1Primitive parsePublicKey() throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1Primitive getPublicKey() throws java.io.IOException;
    public org.bouncycastle.asn1.DERBitString getPublicKeyData();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/TBSCertList$1.class


package org.bouncycastle.asn1.x509;
synchronized class TBSCertList$1 {
}










org/bouncycastle/asn1/x509/TBSCertList$CRLEntry.class


package org.bouncycastle.asn1.x509;
public synchronized class TBSCertList$CRLEntry extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Sequence seq;
    Extensions crlEntryExtensions;
    private void TBSCertList$CRLEntry(org.bouncycastle.asn1.ASN1Sequence);
    public static TBSCertList$CRLEntry getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getUserCertificate();
    public Time getRevocationDate();
    public Extensions getExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public boolean hasExtensions();
}










org/bouncycastle/asn1/x509/TBSCertList$EmptyEnumeration.class


package org.bouncycastle.asn1.x509;
synchronized class TBSCertList$EmptyEnumeration implements java.util.Enumeration {
    private void TBSCertList$EmptyEnumeration(TBSCertList);
    public boolean hasMoreElements();
    public Object nextElement();
}










org/bouncycastle/asn1/x509/TBSCertList$RevokedCertificatesEnumeration.class


package org.bouncycastle.asn1.x509;
synchronized class TBSCertList$RevokedCertificatesEnumeration implements java.util.Enumeration {
    private final java.util.Enumeration en;
    void TBSCertList$RevokedCertificatesEnumeration(TBSCertList, java.util.Enumeration);
    public boolean hasMoreElements();
    public Object nextElement();
}










org/bouncycastle/asn1/x509/TBSCertList.class


package org.bouncycastle.asn1.x509;
public synchronized class TBSCertList extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Integer version;
    AlgorithmIdentifier signature;
    org.bouncycastle.asn1.x500.X500Name issuer;
    Time thisUpdate;
    Time nextUpdate;
    org.bouncycastle.asn1.ASN1Sequence revokedCertificates;
    Extensions crlExtensions;
    public static TBSCertList getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static TBSCertList getInstance(Object);
    public void TBSCertList(org.bouncycastle.asn1.ASN1Sequence);
    public int getVersionNumber();
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public AlgorithmIdentifier getSignature();
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public Time getThisUpdate();
    public Time getNextUpdate();
    public TBSCertList$CRLEntry[] getRevokedCertificates();
    public java.util.Enumeration getRevokedCertificateEnumeration();
    public Extensions getExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/TBSCertificate.class


package org.bouncycastle.asn1.x509;
public synchronized class TBSCertificate extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.ASN1Sequence seq;
    org.bouncycastle.asn1.ASN1Integer version;
    org.bouncycastle.asn1.ASN1Integer serialNumber;
    AlgorithmIdentifier signature;
    org.bouncycastle.asn1.x500.X500Name issuer;
    Time startDate;
    Time endDate;
    org.bouncycastle.asn1.x500.X500Name subject;
    SubjectPublicKeyInfo subjectPublicKeyInfo;
    org.bouncycastle.asn1.DERBitString issuerUniqueId;
    org.bouncycastle.asn1.DERBitString subjectUniqueId;
    Extensions extensions;
    public static TBSCertificate getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static TBSCertificate getInstance(Object);
    private void TBSCertificate(org.bouncycastle.asn1.ASN1Sequence);
    public int getVersionNumber();
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public org.bouncycastle.asn1.ASN1Integer getSerialNumber();
    public AlgorithmIdentifier getSignature();
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public Time getStartDate();
    public Time getEndDate();
    public org.bouncycastle.asn1.x500.X500Name getSubject();
    public SubjectPublicKeyInfo getSubjectPublicKeyInfo();
    public org.bouncycastle.asn1.DERBitString getIssuerUniqueId();
    public org.bouncycastle.asn1.DERBitString getSubjectUniqueId();
    public Extensions getExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/TBSCertificateStructure.class


package org.bouncycastle.asn1.x509;
public synchronized class TBSCertificateStructure extends org.bouncycastle.asn1.ASN1Object implements X509ObjectIdentifiers, org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers {
    org.bouncycastle.asn1.ASN1Sequence seq;
    org.bouncycastle.asn1.ASN1Integer version;
    org.bouncycastle.asn1.ASN1Integer serialNumber;
    AlgorithmIdentifier signature;
    org.bouncycastle.asn1.x500.X500Name issuer;
    Time startDate;
    Time endDate;
    org.bouncycastle.asn1.x500.X500Name subject;
    SubjectPublicKeyInfo subjectPublicKeyInfo;
    org.bouncycastle.asn1.DERBitString issuerUniqueId;
    org.bouncycastle.asn1.DERBitString subjectUniqueId;
    X509Extensions extensions;
    public static TBSCertificateStructure getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static TBSCertificateStructure getInstance(Object);
    public void TBSCertificateStructure(org.bouncycastle.asn1.ASN1Sequence);
    public int getVersion();
    public org.bouncycastle.asn1.ASN1Integer getVersionNumber();
    public org.bouncycastle.asn1.ASN1Integer getSerialNumber();
    public AlgorithmIdentifier getSignature();
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public Time getStartDate();
    public Time getEndDate();
    public org.bouncycastle.asn1.x500.X500Name getSubject();
    public SubjectPublicKeyInfo getSubjectPublicKeyInfo();
    public org.bouncycastle.asn1.DERBitString getIssuerUniqueId();
    public org.bouncycastle.asn1.DERBitString getSubjectUniqueId();
    public X509Extensions getExtensions();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/Target.class


package org.bouncycastle.asn1.x509;
public synchronized class Target extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int targetName = 0;
    public static final int targetGroup = 1;
    private GeneralName targName;
    private GeneralName targGroup;
    public static Target getInstance(Object);
    private void Target(org.bouncycastle.asn1.ASN1TaggedObject);
    public void Target(int, GeneralName);
    public GeneralName getTargetGroup();
    public GeneralName getTargetName();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/TargetInformation.class


package org.bouncycastle.asn1.x509;
public synchronized class TargetInformation extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence targets;
    public static TargetInformation getInstance(Object);
    private void TargetInformation(org.bouncycastle.asn1.ASN1Sequence);
    public Targets[] getTargetsObjects();
    public void TargetInformation(Targets);
    public void TargetInformation(Target[]);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/Targets.class


package org.bouncycastle.asn1.x509;
public synchronized class Targets extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Sequence targets;
    public static Targets getInstance(Object);
    private void Targets(org.bouncycastle.asn1.ASN1Sequence);
    public void Targets(Target[]);
    public Target[] getTargets();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/Time.class


package org.bouncycastle.asn1.x509;
public synchronized class Time extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    org.bouncycastle.asn1.ASN1Primitive time;
    public static Time getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void Time(org.bouncycastle.asn1.ASN1Primitive);
    public void Time(java.util.Date);
    public void Time(java.util.Date, java.util.Locale);
    public static Time getInstance(Object);
    public String getTime();
    public java.util.Date getDate();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public String toString();
}










org/bouncycastle/asn1/x509/UserNotice.class


package org.bouncycastle.asn1.x509;
public synchronized class UserNotice extends org.bouncycastle.asn1.ASN1Object {
    private final NoticeReference noticeRef;
    private final DisplayText explicitText;
    public void UserNotice(NoticeReference, DisplayText);
    public void UserNotice(NoticeReference, String);
    private void UserNotice(org.bouncycastle.asn1.ASN1Sequence);
    public static UserNotice getInstance(Object);
    public NoticeReference getNoticeRef();
    public DisplayText getExplicitText();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/V1TBSCertificateGenerator.class


package org.bouncycastle.asn1.x509;
public synchronized class V1TBSCertificateGenerator {
    org.bouncycastle.asn1.DERTaggedObject version;
    org.bouncycastle.asn1.ASN1Integer serialNumber;
    AlgorithmIdentifier signature;
    org.bouncycastle.asn1.x500.X500Name issuer;
    Time startDate;
    Time endDate;
    org.bouncycastle.asn1.x500.X500Name subject;
    SubjectPublicKeyInfo subjectPublicKeyInfo;
    public void V1TBSCertificateGenerator();
    public void setSerialNumber(org.bouncycastle.asn1.ASN1Integer);
    public void setSignature(AlgorithmIdentifier);
    public void setIssuer(X509Name);
    public void setIssuer(org.bouncycastle.asn1.x500.X500Name);
    public void setStartDate(Time);
    public void setStartDate(org.bouncycastle.asn1.ASN1UTCTime);
    public void setEndDate(Time);
    public void setEndDate(org.bouncycastle.asn1.ASN1UTCTime);
    public void setSubject(X509Name);
    public void setSubject(org.bouncycastle.asn1.x500.X500Name);
    public void setSubjectPublicKeyInfo(SubjectPublicKeyInfo);
    public TBSCertificate generateTBSCertificate();
}










org/bouncycastle/asn1/x509/V2AttributeCertificateInfoGenerator.class


package org.bouncycastle.asn1.x509;
public synchronized class V2AttributeCertificateInfoGenerator {
    private org.bouncycastle.asn1.ASN1Integer version;
    private Holder holder;
    private AttCertIssuer issuer;
    private AlgorithmIdentifier signature;
    private org.bouncycastle.asn1.ASN1Integer serialNumber;
    private org.bouncycastle.asn1.ASN1EncodableVector attributes;
    private org.bouncycastle.asn1.DERBitString issuerUniqueID;
    private Extensions extensions;
    private org.bouncycastle.asn1.ASN1GeneralizedTime startDate;
    private org.bouncycastle.asn1.ASN1GeneralizedTime endDate;
    public void V2AttributeCertificateInfoGenerator();
    public void setHolder(Holder);
    public void addAttribute(String, org.bouncycastle.asn1.ASN1Encodable);
    public void addAttribute(Attribute);
    public void setSerialNumber(org.bouncycastle.asn1.ASN1Integer);
    public void setSignature(AlgorithmIdentifier);
    public void setIssuer(AttCertIssuer);
    public void setStartDate(org.bouncycastle.asn1.ASN1GeneralizedTime);
    public void setEndDate(org.bouncycastle.asn1.ASN1GeneralizedTime);
    public void setIssuerUniqueID(org.bouncycastle.asn1.DERBitString);
    public void setExtensions(X509Extensions);
    public void setExtensions(Extensions);
    public AttributeCertificateInfo generateAttributeCertificateInfo();
}










org/bouncycastle/asn1/x509/V2Form.class


package org.bouncycastle.asn1.x509;
public synchronized class V2Form extends org.bouncycastle.asn1.ASN1Object {
    GeneralNames issuerName;
    IssuerSerial baseCertificateID;
    ObjectDigestInfo objectDigestInfo;
    public static V2Form getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static V2Form getInstance(Object);
    public void V2Form(GeneralNames);
    public void V2Form(GeneralNames, IssuerSerial);
    public void V2Form(GeneralNames, ObjectDigestInfo);
    public void V2Form(GeneralNames, IssuerSerial, ObjectDigestInfo);
    public void V2Form(org.bouncycastle.asn1.ASN1Sequence);
    public GeneralNames getIssuerName();
    public IssuerSerial getBaseCertificateID();
    public ObjectDigestInfo getObjectDigestInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/V2TBSCertListGenerator.class


package org.bouncycastle.asn1.x509;
public synchronized class V2TBSCertListGenerator {
    private org.bouncycastle.asn1.ASN1Integer version;
    private AlgorithmIdentifier signature;
    private org.bouncycastle.asn1.x500.X500Name issuer;
    private Time thisUpdate;
    private Time nextUpdate;
    private Extensions extensions;
    private org.bouncycastle.asn1.ASN1EncodableVector crlentries;
    private static final org.bouncycastle.asn1.ASN1Sequence[] reasons;
    public void V2TBSCertListGenerator();
    public void setSignature(AlgorithmIdentifier);
    public void setIssuer(X509Name);
    public void setIssuer(org.bouncycastle.asn1.x500.X500Name);
    public void setThisUpdate(org.bouncycastle.asn1.ASN1UTCTime);
    public void setNextUpdate(org.bouncycastle.asn1.ASN1UTCTime);
    public void setThisUpdate(Time);
    public void setNextUpdate(Time);
    public void addCRLEntry(org.bouncycastle.asn1.ASN1Sequence);
    public void addCRLEntry(org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.ASN1UTCTime, int);
    public void addCRLEntry(org.bouncycastle.asn1.ASN1Integer, Time, int);
    public void addCRLEntry(org.bouncycastle.asn1.ASN1Integer, Time, int, org.bouncycastle.asn1.ASN1GeneralizedTime);
    private void internalAddCRLEntry(org.bouncycastle.asn1.ASN1Integer, Time, org.bouncycastle.asn1.ASN1Sequence);
    public void addCRLEntry(org.bouncycastle.asn1.ASN1Integer, Time, Extensions);
    public void setExtensions(X509Extensions);
    public void setExtensions(Extensions);
    public TBSCertList generateTBSCertList();
    private static org.bouncycastle.asn1.ASN1Sequence createReasonExtension(int);
    private static org.bouncycastle.asn1.ASN1Sequence createInvalidityDateExtension(org.bouncycastle.asn1.ASN1GeneralizedTime);
    static void <clinit>();
}










org/bouncycastle/asn1/x509/V3TBSCertificateGenerator.class


package org.bouncycastle.asn1.x509;
public synchronized class V3TBSCertificateGenerator {
    org.bouncycastle.asn1.DERTaggedObject version;
    org.bouncycastle.asn1.ASN1Integer serialNumber;
    AlgorithmIdentifier signature;
    org.bouncycastle.asn1.x500.X500Name issuer;
    Time startDate;
    Time endDate;
    org.bouncycastle.asn1.x500.X500Name subject;
    SubjectPublicKeyInfo subjectPublicKeyInfo;
    Extensions extensions;
    private boolean altNamePresentAndCritical;
    private org.bouncycastle.asn1.DERBitString issuerUniqueID;
    private org.bouncycastle.asn1.DERBitString subjectUniqueID;
    public void V3TBSCertificateGenerator();
    public void setSerialNumber(org.bouncycastle.asn1.ASN1Integer);
    public void setSignature(AlgorithmIdentifier);
    public void setIssuer(X509Name);
    public void setIssuer(org.bouncycastle.asn1.x500.X500Name);
    public void setStartDate(org.bouncycastle.asn1.ASN1UTCTime);
    public void setStartDate(Time);
    public void setEndDate(org.bouncycastle.asn1.ASN1UTCTime);
    public void setEndDate(Time);
    public void setSubject(X509Name);
    public void setSubject(org.bouncycastle.asn1.x500.X500Name);
    public void setIssuerUniqueID(org.bouncycastle.asn1.DERBitString);
    public void setSubjectUniqueID(org.bouncycastle.asn1.DERBitString);
    public void setSubjectPublicKeyInfo(SubjectPublicKeyInfo);
    public void setExtensions(X509Extensions);
    public void setExtensions(Extensions);
    public TBSCertificate generateTBSCertificate();
}










org/bouncycastle/asn1/x509/X509AttributeIdentifiers.class


package org.bouncycastle.asn1.x509;
public abstract interface X509AttributeIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier RoleSyntax;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pe_ac_auditIdentity;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pe_aaControls;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pe_ac_proxying;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ce_targetInformation;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aca;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aca_authenticationInfo;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aca_accessIdentity;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aca_chargingIdentity;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aca_group;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_aca_encAttrs;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_at_role;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_at_clearance;
    static void <clinit>();
}










org/bouncycastle/asn1/x509/X509CertificateStructure.class


package org.bouncycastle.asn1.x509;
public synchronized class X509CertificateStructure extends org.bouncycastle.asn1.ASN1Object implements X509ObjectIdentifiers, org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers {
    org.bouncycastle.asn1.ASN1Sequence seq;
    TBSCertificateStructure tbsCert;
    AlgorithmIdentifier sigAlgId;
    org.bouncycastle.asn1.DERBitString sig;
    public static X509CertificateStructure getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static X509CertificateStructure getInstance(Object);
    public void X509CertificateStructure(org.bouncycastle.asn1.ASN1Sequence);
    public TBSCertificateStructure getTBSCertificate();
    public int getVersion();
    public org.bouncycastle.asn1.ASN1Integer getSerialNumber();
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public Time getStartDate();
    public Time getEndDate();
    public org.bouncycastle.asn1.x500.X500Name getSubject();
    public SubjectPublicKeyInfo getSubjectPublicKeyInfo();
    public AlgorithmIdentifier getSignatureAlgorithm();
    public org.bouncycastle.asn1.DERBitString getSignature();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/X509DefaultEntryConverter.class


package org.bouncycastle.asn1.x509;
public synchronized class X509DefaultEntryConverter extends X509NameEntryConverter {
    public void X509DefaultEntryConverter();
    public org.bouncycastle.asn1.ASN1Primitive getConvertedValue(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
}










org/bouncycastle/asn1/x509/X509Extension.class


package org.bouncycastle.asn1.x509;
public synchronized class X509Extension {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier subjectDirectoryAttributes;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier subjectKeyIdentifier;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier keyUsage;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier privateKeyUsagePeriod;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier subjectAlternativeName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier issuerAlternativeName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier basicConstraints;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cRLNumber;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier reasonCode;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier instructionCode;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier invalidityDate;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier deltaCRLIndicator;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier issuingDistributionPoint;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier certificateIssuer;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier nameConstraints;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cRLDistributionPoints;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier certificatePolicies;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier policyMappings;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier authorityKeyIdentifier;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier policyConstraints;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier extendedKeyUsage;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier freshestCRL;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier inhibitAnyPolicy;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier authorityInfoAccess;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier subjectInfoAccess;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier logoType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier biometricInfo;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier qCStatements;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier auditIdentity;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier noRevAvail;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier targetInformation;
    boolean critical;
    org.bouncycastle.asn1.ASN1OctetString value;
    public void X509Extension(org.bouncycastle.asn1.ASN1Boolean, org.bouncycastle.asn1.ASN1OctetString);
    public void X509Extension(boolean, org.bouncycastle.asn1.ASN1OctetString);
    public boolean isCritical();
    public org.bouncycastle.asn1.ASN1OctetString getValue();
    public org.bouncycastle.asn1.ASN1Encodable getParsedValue();
    public int hashCode();
    public boolean equals(Object);
    public static org.bouncycastle.asn1.ASN1Primitive convertValueToObject(X509Extension) throws IllegalArgumentException;
    static void <clinit>();
}










org/bouncycastle/asn1/x509/X509Extensions.class


package org.bouncycastle.asn1.x509;
public synchronized class X509Extensions extends org.bouncycastle.asn1.ASN1Object {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SubjectDirectoryAttributes;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SubjectKeyIdentifier;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier KeyUsage;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PrivateKeyUsagePeriod;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SubjectAlternativeName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier IssuerAlternativeName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier BasicConstraints;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CRLNumber;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ReasonCode;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier InstructionCode;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier InvalidityDate;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DeltaCRLIndicator;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier IssuingDistributionPoint;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CertificateIssuer;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier NameConstraints;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CRLDistributionPoints;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CertificatePolicies;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PolicyMappings;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AuthorityKeyIdentifier;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PolicyConstraints;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ExtendedKeyUsage;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier FreshestCRL;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier InhibitAnyPolicy;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AuthorityInfoAccess;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SubjectInfoAccess;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier LogoType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier BiometricInfo;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier QCStatements;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AuditIdentity;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier NoRevAvail;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier TargetInformation;
    private java.util.Hashtable extensions;
    private java.util.Vector ordering;
    public static X509Extensions getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static X509Extensions getInstance(Object);
    public void X509Extensions(org.bouncycastle.asn1.ASN1Sequence);
    public void X509Extensions(java.util.Hashtable);
    public void X509Extensions(java.util.Vector, java.util.Hashtable);
    public void X509Extensions(java.util.Vector, java.util.Vector);
    public java.util.Enumeration oids();
    public X509Extension getExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public boolean equivalent(X509Extensions);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier[] getExtensionOIDs();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier[] getNonCriticalExtensionOIDs();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier[] getCriticalExtensionOIDs();
    private org.bouncycastle.asn1.ASN1ObjectIdentifier[] getExtensionOIDs(boolean);
    private org.bouncycastle.asn1.ASN1ObjectIdentifier[] toOidArray(java.util.Vector);
    static void <clinit>();
}










org/bouncycastle/asn1/x509/X509ExtensionsGenerator.class


package org.bouncycastle.asn1.x509;
public synchronized class X509ExtensionsGenerator {
    private java.util.Hashtable extensions;
    private java.util.Vector extOrdering;
    public void X509ExtensionsGenerator();
    public void reset();
    public void addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable);
    public void addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, byte[]);
    public boolean isEmpty();
    public X509Extensions generate();
}










org/bouncycastle/asn1/x509/X509Name.class


package org.bouncycastle.asn1.x509;
public synchronized class X509Name extends org.bouncycastle.asn1.ASN1Object {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier C;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier O;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier OU;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier T;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CN;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SN;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier STREET;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SERIALNUMBER;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier L;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ST;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SURNAME;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier GIVENNAME;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier INITIALS;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier GENERATION;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier UNIQUE_IDENTIFIER;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier BUSINESS_CATEGORY;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier POSTAL_CODE;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DN_QUALIFIER;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PSEUDONYM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DATE_OF_BIRTH;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PLACE_OF_BIRTH;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier GENDER;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier COUNTRY_OF_CITIZENSHIP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier COUNTRY_OF_RESIDENCE;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier NAME_AT_BIRTH;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier POSTAL_ADDRESS;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DMD_NAME;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier TELEPHONE_NUMBER;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier NAME;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier EmailAddress;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier UnstructuredName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier UnstructuredAddress;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier E;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier UID;
    public static boolean DefaultReverse;
    public static final java.util.Hashtable DefaultSymbols;
    public static final java.util.Hashtable RFC2253Symbols;
    public static final java.util.Hashtable RFC1779Symbols;
    public static final java.util.Hashtable DefaultLookUp;
    public static final java.util.Hashtable OIDLookUp;
    public static final java.util.Hashtable SymbolLookUp;
    private static final Boolean TRUE;
    private static final Boolean FALSE;
    private X509NameEntryConverter converter;
    private java.util.Vector ordering;
    private java.util.Vector values;
    private java.util.Vector added;
    private org.bouncycastle.asn1.ASN1Sequence seq;
    private boolean isHashCodeCalculated;
    private int hashCodeValue;
    public static X509Name getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static X509Name getInstance(Object);
    protected void X509Name();
    public void X509Name(org.bouncycastle.asn1.ASN1Sequence);
    public void X509Name(java.util.Hashtable);
    public void X509Name(java.util.Vector, java.util.Hashtable);
    public void X509Name(java.util.Vector, java.util.Hashtable, X509NameEntryConverter);
    public void X509Name(java.util.Vector, java.util.Vector);
    public void X509Name(java.util.Vector, java.util.Vector, X509NameEntryConverter);
    public void X509Name(String);
    public void X509Name(String, X509NameEntryConverter);
    public void X509Name(boolean, String);
    public void X509Name(boolean, String, X509NameEntryConverter);
    public void X509Name(boolean, java.util.Hashtable, String);
    private org.bouncycastle.asn1.ASN1ObjectIdentifier decodeOID(String, java.util.Hashtable);
    private String unescape(String);
    public void X509Name(boolean, java.util.Hashtable, String, X509NameEntryConverter);
    private void addEntry(java.util.Hashtable, String, Boolean);
    public java.util.Vector getOIDs();
    public java.util.Vector getValues();
    public java.util.Vector getValues(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public boolean equals(Object, boolean);
    public int hashCode();
    public boolean equals(Object);
    private boolean equivalentStrings(String, String);
    private String canonicalize(String);
    private org.bouncycastle.asn1.ASN1Primitive decodeObject(String);
    private String stripInternalSpaces(String);
    private void appendValue(StringBuffer, java.util.Hashtable, org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public String toString(boolean, java.util.Hashtable);
    private String bytesToString(byte[]);
    public String toString();
    static void <clinit>();
}










org/bouncycastle/asn1/x509/X509NameEntryConverter.class


package org.bouncycastle.asn1.x509;
public abstract synchronized class X509NameEntryConverter {
    public void X509NameEntryConverter();
    protected org.bouncycastle.asn1.ASN1Primitive convertHexEncoded(String, int) throws java.io.IOException;
    protected boolean canBePrintable(String);
    public abstract org.bouncycastle.asn1.ASN1Primitive getConvertedValue(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
}










org/bouncycastle/asn1/x509/X509NameTokenizer.class


package org.bouncycastle.asn1.x509;
public synchronized class X509NameTokenizer {
    private String value;
    private int index;
    private char separator;
    private StringBuffer buf;
    public void X509NameTokenizer(String);
    public void X509NameTokenizer(String, char);
    public boolean hasMoreTokens();
    public String nextToken();
}










org/bouncycastle/asn1/x509/X509ObjectIdentifiers.class


package org.bouncycastle.asn1.x509;
public abstract interface X509ObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier commonName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier countryName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier localityName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier stateOrProvinceName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier organization;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier organizationalUnitName;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_at_telephoneNumber;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_at_name;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_at_organizationIdentifier;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_SHA1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ripemd160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ripemd160WithRSAEncryption;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ea_rsa;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pkix;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_pe;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ce;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ad;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ad_caIssuers;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ad_ocsp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ocspAccessMethod;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier crlAccessMethod;
    static void <clinit>();
}










org/bouncycastle/asn1/x509/qualified/BiometricData.class


package org.bouncycastle.asn1.x509.qualified;
public synchronized class BiometricData extends org.bouncycastle.asn1.ASN1Object {
    private TypeOfBiometricData typeOfBiometricData;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier hashAlgorithm;
    private org.bouncycastle.asn1.ASN1OctetString biometricDataHash;
    private org.bouncycastle.asn1.DERIA5String sourceDataUri;
    public static BiometricData getInstance(Object);
    private void BiometricData(org.bouncycastle.asn1.ASN1Sequence);
    public void BiometricData(TypeOfBiometricData, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.DERIA5String);
    public void BiometricData(TypeOfBiometricData, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1OctetString);
    public TypeOfBiometricData getTypeOfBiometricData();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlgorithm();
    public org.bouncycastle.asn1.ASN1OctetString getBiometricDataHash();
    public org.bouncycastle.asn1.DERIA5String getSourceDataUri();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/qualified/ETSIQCObjectIdentifiers.class


package org.bouncycastle.asn1.x509.qualified;
public abstract interface ETSIQCObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_etsi_qcs_QcCompliance;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_etsi_qcs_LimiteValue;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_etsi_qcs_RetentionPeriod;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_etsi_qcs_QcSSCD;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_etsi_qcs_QcPds;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_etsi_qcs_QcType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_etsi_qct_esign;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_etsi_qct_eseal;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_etsi_qct_web;
    static void <clinit>();
}










org/bouncycastle/asn1/x509/qualified/Iso4217CurrencyCode.class


package org.bouncycastle.asn1.x509.qualified;
public synchronized class Iso4217CurrencyCode extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    final int ALPHABETIC_MAXSIZE;
    final int NUMERIC_MINSIZE;
    final int NUMERIC_MAXSIZE;
    org.bouncycastle.asn1.ASN1Encodable obj;
    int numeric;
    public static Iso4217CurrencyCode getInstance(Object);
    public void Iso4217CurrencyCode(int);
    public void Iso4217CurrencyCode(String);
    public boolean isAlphabetic();
    public String getAlphabetic();
    public int getNumeric();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/qualified/MonetaryValue.class


package org.bouncycastle.asn1.x509.qualified;
public synchronized class MonetaryValue extends org.bouncycastle.asn1.ASN1Object {
    private Iso4217CurrencyCode currency;
    private org.bouncycastle.asn1.ASN1Integer amount;
    private org.bouncycastle.asn1.ASN1Integer exponent;
    public static MonetaryValue getInstance(Object);
    private void MonetaryValue(org.bouncycastle.asn1.ASN1Sequence);
    public void MonetaryValue(Iso4217CurrencyCode, int, int);
    public Iso4217CurrencyCode getCurrency();
    public java.math.BigInteger getAmount();
    public java.math.BigInteger getExponent();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/qualified/QCStatement.class


package org.bouncycastle.asn1.x509.qualified;
public synchronized class QCStatement extends org.bouncycastle.asn1.ASN1Object implements ETSIQCObjectIdentifiers, RFC3739QCObjectIdentifiers {
    org.bouncycastle.asn1.ASN1ObjectIdentifier qcStatementId;
    org.bouncycastle.asn1.ASN1Encodable qcStatementInfo;
    public static QCStatement getInstance(Object);
    private void QCStatement(org.bouncycastle.asn1.ASN1Sequence);
    public void QCStatement(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void QCStatement(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getStatementId();
    public org.bouncycastle.asn1.ASN1Encodable getStatementInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/qualified/RFC3739QCObjectIdentifiers.class


package org.bouncycastle.asn1.x509.qualified;
public abstract interface RFC3739QCObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_qcs_pkixQCSyntax_v1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_qcs_pkixQCSyntax_v2;
    static void <clinit>();
}










org/bouncycastle/asn1/x509/qualified/SemanticsInformation.class


package org.bouncycastle.asn1.x509.qualified;
public synchronized class SemanticsInformation extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier semanticsIdentifier;
    private org.bouncycastle.asn1.x509.GeneralName[] nameRegistrationAuthorities;
    public static SemanticsInformation getInstance(Object);
    private void SemanticsInformation(org.bouncycastle.asn1.ASN1Sequence);
    public void SemanticsInformation(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x509.GeneralName[]);
    public void SemanticsInformation(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void SemanticsInformation(org.bouncycastle.asn1.x509.GeneralName[]);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getSemanticsIdentifier();
    public org.bouncycastle.asn1.x509.GeneralName[] getNameRegistrationAuthorities();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    private static org.bouncycastle.asn1.x509.GeneralName[] cloneNames(org.bouncycastle.asn1.x509.GeneralName[]);
}










org/bouncycastle/asn1/x509/qualified/TypeOfBiometricData.class


package org.bouncycastle.asn1.x509.qualified;
public synchronized class TypeOfBiometricData extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    public static final int PICTURE = 0;
    public static final int HANDWRITTEN_SIGNATURE = 1;
    org.bouncycastle.asn1.ASN1Encodable obj;
    public static TypeOfBiometricData getInstance(Object);
    public void TypeOfBiometricData(int);
    public void TypeOfBiometricData(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public boolean isPredefined();
    public int getPredefinedBiometricType();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getBiometricDataOid();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/sigi/NameOrPseudonym.class


package org.bouncycastle.asn1.x509.sigi;
public synchronized class NameOrPseudonym extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private org.bouncycastle.asn1.x500.DirectoryString pseudonym;
    private org.bouncycastle.asn1.x500.DirectoryString surname;
    private org.bouncycastle.asn1.ASN1Sequence givenName;
    public static NameOrPseudonym getInstance(Object);
    public void NameOrPseudonym(org.bouncycastle.asn1.x500.DirectoryString);
    private void NameOrPseudonym(org.bouncycastle.asn1.ASN1Sequence);
    public void NameOrPseudonym(String);
    public void NameOrPseudonym(org.bouncycastle.asn1.x500.DirectoryString, org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.x500.DirectoryString getPseudonym();
    public org.bouncycastle.asn1.x500.DirectoryString getSurname();
    public org.bouncycastle.asn1.x500.DirectoryString[] getGivenName();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/sigi/PersonalData.class


package org.bouncycastle.asn1.x509.sigi;
public synchronized class PersonalData extends org.bouncycastle.asn1.ASN1Object {
    private NameOrPseudonym nameOrPseudonym;
    private java.math.BigInteger nameDistinguisher;
    private org.bouncycastle.asn1.ASN1GeneralizedTime dateOfBirth;
    private org.bouncycastle.asn1.x500.DirectoryString placeOfBirth;
    private String gender;
    private org.bouncycastle.asn1.x500.DirectoryString postalAddress;
    public static PersonalData getInstance(Object);
    private void PersonalData(org.bouncycastle.asn1.ASN1Sequence);
    public void PersonalData(NameOrPseudonym, java.math.BigInteger, org.bouncycastle.asn1.ASN1GeneralizedTime, org.bouncycastle.asn1.x500.DirectoryString, String, org.bouncycastle.asn1.x500.DirectoryString);
    public NameOrPseudonym getNameOrPseudonym();
    public java.math.BigInteger getNameDistinguisher();
    public org.bouncycastle.asn1.ASN1GeneralizedTime getDateOfBirth();
    public org.bouncycastle.asn1.x500.DirectoryString getPlaceOfBirth();
    public String getGender();
    public org.bouncycastle.asn1.x500.DirectoryString getPostalAddress();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x509/sigi/SigIObjectIdentifiers.class


package org.bouncycastle.asn1.x509.sigi;
public abstract interface SigIObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sigi;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sigi_kp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sigi_cp;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sigi_on;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sigi_kp_directoryService;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sigi_on_personalData;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_sigi_cp_sigconform;
    static void <clinit>();
}










org/bouncycastle/asn1/x9/DHDomainParameters.class


package org.bouncycastle.asn1.x9;
public synchronized class DHDomainParameters extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer p;
    private org.bouncycastle.asn1.ASN1Integer g;
    private org.bouncycastle.asn1.ASN1Integer q;
    private org.bouncycastle.asn1.ASN1Integer j;
    private DHValidationParms validationParms;
    public static DHDomainParameters getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static DHDomainParameters getInstance(Object);
    public void DHDomainParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, DHValidationParms);
    public void DHDomainParameters(org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.ASN1Integer, org.bouncycastle.asn1.ASN1Integer, DHValidationParms);
    private void DHDomainParameters(org.bouncycastle.asn1.ASN1Sequence);
    private static org.bouncycastle.asn1.ASN1Encodable getNext(java.util.Enumeration);
    public org.bouncycastle.asn1.ASN1Integer getP();
    public org.bouncycastle.asn1.ASN1Integer getG();
    public org.bouncycastle.asn1.ASN1Integer getQ();
    public org.bouncycastle.asn1.ASN1Integer getJ();
    public DHValidationParms getValidationParms();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x9/DHPublicKey.class


package org.bouncycastle.asn1.x9;
public synchronized class DHPublicKey extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer y;
    public static DHPublicKey getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static DHPublicKey getInstance(Object);
    private void DHPublicKey(org.bouncycastle.asn1.ASN1Integer);
    public void DHPublicKey(java.math.BigInteger);
    public java.math.BigInteger getY();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x9/DHValidationParms.class


package org.bouncycastle.asn1.x9;
public synchronized class DHValidationParms extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.DERBitString seed;
    private org.bouncycastle.asn1.ASN1Integer pgenCounter;
    public static DHValidationParms getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static DHValidationParms getInstance(Object);
    public void DHValidationParms(org.bouncycastle.asn1.DERBitString, org.bouncycastle.asn1.ASN1Integer);
    private void DHValidationParms(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.DERBitString getSeed();
    public org.bouncycastle.asn1.ASN1Integer getPgenCounter();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x9/DomainParameters.class


package org.bouncycastle.asn1.x9;
public synchronized class DomainParameters extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1Integer p;
    private final org.bouncycastle.asn1.ASN1Integer g;
    private final org.bouncycastle.asn1.ASN1Integer q;
    private final org.bouncycastle.asn1.ASN1Integer j;
    private final ValidationParams validationParams;
    public static DomainParameters getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static DomainParameters getInstance(Object);
    public void DomainParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, ValidationParams);
    private void DomainParameters(org.bouncycastle.asn1.ASN1Sequence);
    private static org.bouncycastle.asn1.ASN1Encodable getNext(java.util.Enumeration);
    public java.math.BigInteger getP();
    public java.math.BigInteger getG();
    public java.math.BigInteger getQ();
    public java.math.BigInteger getJ();
    public ValidationParams getValidationParams();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x9/ECNamedCurveTable.class


package org.bouncycastle.asn1.x9;
public synchronized class ECNamedCurveTable {
    public void ECNamedCurveTable();
    public static X9ECParameters getByName(String);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOID(String);
    public static String getName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static X9ECParameters getByOID(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static java.util.Enumeration getNames();
    private static void addEnumeration(java.util.Vector, java.util.Enumeration);
    private static X9ECParameters fromDomainParameters(org.bouncycastle.crypto.params.ECDomainParameters);
}










org/bouncycastle/asn1/x9/KeySpecificInfo.class


package org.bouncycastle.asn1.x9;
public synchronized class KeySpecificInfo extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier algorithm;
    private org.bouncycastle.asn1.ASN1OctetString counter;
    public void KeySpecificInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1OctetString);
    public static KeySpecificInfo getInstance(Object);
    private void KeySpecificInfo(org.bouncycastle.asn1.ASN1Sequence);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getAlgorithm();
    public org.bouncycastle.asn1.ASN1OctetString getCounter();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x9/OtherInfo.class


package org.bouncycastle.asn1.x9;
public synchronized class OtherInfo extends org.bouncycastle.asn1.ASN1Object {
    private KeySpecificInfo keyInfo;
    private org.bouncycastle.asn1.ASN1OctetString partyAInfo;
    private org.bouncycastle.asn1.ASN1OctetString suppPubInfo;
    public void OtherInfo(KeySpecificInfo, org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.ASN1OctetString);
    public static OtherInfo getInstance(Object);
    private void OtherInfo(org.bouncycastle.asn1.ASN1Sequence);
    public KeySpecificInfo getKeyInfo();
    public org.bouncycastle.asn1.ASN1OctetString getPartyAInfo();
    public org.bouncycastle.asn1.ASN1OctetString getSuppPubInfo();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x9/ValidationParams.class


package org.bouncycastle.asn1.x9;
public synchronized class ValidationParams extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.DERBitString seed;
    private org.bouncycastle.asn1.ASN1Integer pgenCounter;
    public static ValidationParams getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public static ValidationParams getInstance(Object);
    public void ValidationParams(byte[], int);
    public void ValidationParams(org.bouncycastle.asn1.DERBitString, org.bouncycastle.asn1.ASN1Integer);
    private void ValidationParams(org.bouncycastle.asn1.ASN1Sequence);
    public byte[] getSeed();
    public java.math.BigInteger getPgenCounter();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x9/X962NamedCurves$1.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$1 extends X9ECParametersHolder {
    void X962NamedCurves$1();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$10.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$10 extends X9ECParametersHolder {
    void X962NamedCurves$10();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$11.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$11 extends X9ECParametersHolder {
    void X962NamedCurves$11();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$12.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$12 extends X9ECParametersHolder {
    void X962NamedCurves$12();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$13.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$13 extends X9ECParametersHolder {
    void X962NamedCurves$13();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$14.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$14 extends X9ECParametersHolder {
    void X962NamedCurves$14();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$15.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$15 extends X9ECParametersHolder {
    void X962NamedCurves$15();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$16.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$16 extends X9ECParametersHolder {
    void X962NamedCurves$16();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$17.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$17 extends X9ECParametersHolder {
    void X962NamedCurves$17();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$18.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$18 extends X9ECParametersHolder {
    void X962NamedCurves$18();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$19.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$19 extends X9ECParametersHolder {
    void X962NamedCurves$19();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$2.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$2 extends X9ECParametersHolder {
    void X962NamedCurves$2();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$20.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$20 extends X9ECParametersHolder {
    void X962NamedCurves$20();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$21.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$21 extends X9ECParametersHolder {
    void X962NamedCurves$21();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$22.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$22 extends X9ECParametersHolder {
    void X962NamedCurves$22();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$23.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$23 extends X9ECParametersHolder {
    void X962NamedCurves$23();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$3.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$3 extends X9ECParametersHolder {
    void X962NamedCurves$3();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$4.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$4 extends X9ECParametersHolder {
    void X962NamedCurves$4();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$5.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$5 extends X9ECParametersHolder {
    void X962NamedCurves$5();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$6.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$6 extends X9ECParametersHolder {
    void X962NamedCurves$6();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$7.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$7 extends X9ECParametersHolder {
    void X962NamedCurves$7();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$8.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$8 extends X9ECParametersHolder {
    void X962NamedCurves$8();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves$9.class


package org.bouncycastle.asn1.x9;
final synchronized class X962NamedCurves$9 extends X9ECParametersHolder {
    void X962NamedCurves$9();
    protected X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X962NamedCurves.class


package org.bouncycastle.asn1.x9;
public synchronized class X962NamedCurves {
    static X9ECParametersHolder prime192v1;
    static X9ECParametersHolder prime192v2;
    static X9ECParametersHolder prime192v3;
    static X9ECParametersHolder prime239v1;
    static X9ECParametersHolder prime239v2;
    static X9ECParametersHolder prime239v3;
    static X9ECParametersHolder prime256v1;
    static X9ECParametersHolder c2pnb163v1;
    static X9ECParametersHolder c2pnb163v2;
    static X9ECParametersHolder c2pnb163v3;
    static X9ECParametersHolder c2pnb176w1;
    static X9ECParametersHolder c2tnb191v1;
    static X9ECParametersHolder c2tnb191v2;
    static X9ECParametersHolder c2tnb191v3;
    static X9ECParametersHolder c2pnb208w1;
    static X9ECParametersHolder c2tnb239v1;
    static X9ECParametersHolder c2tnb239v2;
    static X9ECParametersHolder c2tnb239v3;
    static X9ECParametersHolder c2pnb272w1;
    static X9ECParametersHolder c2pnb304w1;
    static X9ECParametersHolder c2tnb359v1;
    static X9ECParametersHolder c2pnb368w1;
    static X9ECParametersHolder c2tnb431r1;
    static final java.util.Hashtable objIds;
    static final java.util.Hashtable curves;
    static final java.util.Hashtable names;
    public void X962NamedCurves();
    static void defineCurve(String, org.bouncycastle.asn1.ASN1ObjectIdentifier, X9ECParametersHolder);
    public static X9ECParameters getByName(String);
    public static X9ECParameters getByOID(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOID(String);
    public static String getName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static java.util.Enumeration getNames();
    static void <clinit>();
}










org/bouncycastle/asn1/x9/X962Parameters.class


package org.bouncycastle.asn1.x9;
public synchronized class X962Parameters extends org.bouncycastle.asn1.ASN1Object implements org.bouncycastle.asn1.ASN1Choice {
    private org.bouncycastle.asn1.ASN1Primitive params;
    public static X962Parameters getInstance(Object);
    public static X962Parameters getInstance(org.bouncycastle.asn1.ASN1TaggedObject, boolean);
    public void X962Parameters(X9ECParameters);
    public void X962Parameters(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void X962Parameters(org.bouncycastle.asn1.ASN1Null);
    public void X962Parameters(org.bouncycastle.asn1.ASN1Primitive);
    public boolean isNamedCurve();
    public boolean isImplicitlyCA();
    public org.bouncycastle.asn1.ASN1Primitive getParameters();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x9/X9Curve.class


package org.bouncycastle.asn1.x9;
public synchronized class X9Curve extends org.bouncycastle.asn1.ASN1Object implements X9ObjectIdentifiers {
    private org.bouncycastle.math.ec.ECCurve curve;
    private byte[] seed;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier fieldIdentifier;
    public void X9Curve(org.bouncycastle.math.ec.ECCurve);
    public void X9Curve(org.bouncycastle.math.ec.ECCurve, byte[]);
    public void X9Curve(X9FieldID, org.bouncycastle.asn1.ASN1Sequence);
    public void X9Curve(X9FieldID, java.math.BigInteger, java.math.BigInteger, org.bouncycastle.asn1.ASN1Sequence);
    private void setFieldIdentifier();
    public org.bouncycastle.math.ec.ECCurve getCurve();
    public byte[] getSeed();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x9/X9ECParameters.class


package org.bouncycastle.asn1.x9;
public synchronized class X9ECParameters extends org.bouncycastle.asn1.ASN1Object implements X9ObjectIdentifiers {
    private static final java.math.BigInteger ONE;
    private X9FieldID fieldID;
    private org.bouncycastle.math.ec.ECCurve curve;
    private X9ECPoint g;
    private java.math.BigInteger n;
    private java.math.BigInteger h;
    private byte[] seed;
    private void X9ECParameters(org.bouncycastle.asn1.ASN1Sequence);
    public static X9ECParameters getInstance(Object);
    public void X9ECParameters(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger);
    public void X9ECParameters(org.bouncycastle.math.ec.ECCurve, X9ECPoint, java.math.BigInteger, java.math.BigInteger);
    public void X9ECParameters(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger);
    public void X9ECParameters(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger, byte[]);
    public void X9ECParameters(org.bouncycastle.math.ec.ECCurve, X9ECPoint, java.math.BigInteger, java.math.BigInteger, byte[]);
    public org.bouncycastle.math.ec.ECCurve getCurve();
    public org.bouncycastle.math.ec.ECPoint getG();
    public java.math.BigInteger getN();
    public java.math.BigInteger getH();
    public byte[] getSeed();
    public X9Curve getCurveEntry();
    public X9FieldID getFieldIDEntry();
    public X9ECPoint getBaseEntry();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/x9/X9ECParametersHolder.class


package org.bouncycastle.asn1.x9;
public abstract synchronized class X9ECParametersHolder {
    private X9ECParameters params;
    public void X9ECParametersHolder();
    public synchronized X9ECParameters getParameters();
    protected abstract X9ECParameters createParameters();
}










org/bouncycastle/asn1/x9/X9ECPoint.class


package org.bouncycastle.asn1.x9;
public synchronized class X9ECPoint extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1OctetString encoding;
    private org.bouncycastle.math.ec.ECCurve c;
    private org.bouncycastle.math.ec.ECPoint p;
    public void X9ECPoint(org.bouncycastle.math.ec.ECPoint);
    public void X9ECPoint(org.bouncycastle.math.ec.ECPoint, boolean);
    public void X9ECPoint(org.bouncycastle.math.ec.ECCurve, byte[]);
    public void X9ECPoint(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.asn1.ASN1OctetString);
    public byte[] getPointEncoding();
    public synchronized org.bouncycastle.math.ec.ECPoint getPoint();
    public boolean isPointCompressed();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x9/X9FieldElement.class


package org.bouncycastle.asn1.x9;
public synchronized class X9FieldElement extends org.bouncycastle.asn1.ASN1Object {
    protected org.bouncycastle.math.ec.ECFieldElement f;
    private static X9IntegerConverter converter;
    public void X9FieldElement(org.bouncycastle.math.ec.ECFieldElement);
    public void X9FieldElement(java.math.BigInteger, org.bouncycastle.asn1.ASN1OctetString);
    public void X9FieldElement(int, int, int, int, org.bouncycastle.asn1.ASN1OctetString);
    public org.bouncycastle.math.ec.ECFieldElement getValue();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/asn1/x9/X9FieldID.class


package org.bouncycastle.asn1.x9;
public synchronized class X9FieldID extends org.bouncycastle.asn1.ASN1Object implements X9ObjectIdentifiers {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier id;
    private org.bouncycastle.asn1.ASN1Primitive parameters;
    public void X9FieldID(java.math.BigInteger);
    public void X9FieldID(int, int);
    public void X9FieldID(int, int, int, int);
    private void X9FieldID(org.bouncycastle.asn1.ASN1Sequence);
    public static X9FieldID getInstance(Object);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getIdentifier();
    public org.bouncycastle.asn1.ASN1Primitive getParameters();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/asn1/x9/X9IntegerConverter.class


package org.bouncycastle.asn1.x9;
public synchronized class X9IntegerConverter {
    public void X9IntegerConverter();
    public int getByteLength(org.bouncycastle.math.ec.ECCurve);
    public int getByteLength(org.bouncycastle.math.ec.ECFieldElement);
    public byte[] integerToBytes(java.math.BigInteger, int);
}










org/bouncycastle/asn1/x9/X9ObjectIdentifiers.class


package org.bouncycastle.asn1.x9;
public abstract interface X9ObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ansi_X9_62;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_fieldType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier prime_field;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier characteristic_two_field;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gnBasis;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier tpBasis;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ppBasis;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ecSigType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_with_SHA1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_publicKeyType;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_ecPublicKey;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_with_SHA2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_with_SHA224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_with_SHA256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_with_SHA384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ecdsa_with_SHA512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ellipticCurve;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier cTwoCurve;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2pnb163v1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2pnb163v2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2pnb163v3;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2pnb176w1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2tnb191v1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2tnb191v2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2tnb191v3;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2onb191v4;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2onb191v5;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2pnb208w1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2tnb239v1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2tnb239v2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2tnb239v3;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2onb239v4;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2onb239v5;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2pnb272w1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2pnb304w1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2tnb359v1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2pnb368w1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier c2tnb431r1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier primeCurve;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier prime192v1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier prime192v2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier prime192v3;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier prime239v1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier prime239v2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier prime239v3;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier prime256v1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_dsa;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_dsa_with_sha1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier x9_63_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhSinglePass_stdDH_sha1kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhSinglePass_cofactorDH_sha1kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mqvSinglePass_sha1kdf_scheme;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ansi_X9_42;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhpublicnumber;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier x9_42_schemes;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhStatic;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhEphem;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhOneFlow;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhHybrid1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhHybrid2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier dhHybridOneFlow;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mqv2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mqv1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier x9_44;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier x9_44_components;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_kdf_kdf2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier id_kdf_kdf3;
    static void <clinit>();
}










org/bouncycastle/cert/AttributeCertificateHolder.class


package org.bouncycastle.cert;
public synchronized class AttributeCertificateHolder implements org.bouncycastle.util.Selector {
    private static org.bouncycastle.operator.DigestCalculatorProvider digestCalculatorProvider;
    final org.bouncycastle.asn1.x509.Holder holder;
    void AttributeCertificateHolder(org.bouncycastle.asn1.ASN1Sequence);
    public void AttributeCertificateHolder(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger);
    public void AttributeCertificateHolder(X509CertificateHolder);
    public void AttributeCertificateHolder(org.bouncycastle.asn1.x500.X500Name);
    public void AttributeCertificateHolder(int, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[]);
    public int getDigestedObjectType();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithm();
    public byte[] getObjectDigest();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getOtherObjectTypeID();
    private org.bouncycastle.asn1.x509.GeneralNames generateGeneralNames(org.bouncycastle.asn1.x500.X500Name);
    private boolean matchesDN(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.GeneralNames);
    private org.bouncycastle.asn1.x500.X500Name[] getPrincipals(org.bouncycastle.asn1.x509.GeneralName[]);
    public org.bouncycastle.asn1.x500.X500Name[] getEntityNames();
    public org.bouncycastle.asn1.x500.X500Name[] getIssuer();
    public java.math.BigInteger getSerialNumber();
    public Object clone();
    public boolean match(Object);
    public boolean equals(Object);
    public int hashCode();
    public static void setDigestCalculatorProvider(org.bouncycastle.operator.DigestCalculatorProvider);
}










org/bouncycastle/cert/AttributeCertificateIssuer.class


package org.bouncycastle.cert;
public synchronized class AttributeCertificateIssuer implements org.bouncycastle.util.Selector {
    final org.bouncycastle.asn1.ASN1Encodable form;
    public void AttributeCertificateIssuer(org.bouncycastle.asn1.x509.AttCertIssuer);
    public void AttributeCertificateIssuer(org.bouncycastle.asn1.x500.X500Name);
    public org.bouncycastle.asn1.x500.X500Name[] getNames();
    private boolean matchesDN(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.GeneralNames);
    public Object clone();
    public boolean equals(Object);
    public int hashCode();
    public boolean match(Object);
}










org/bouncycastle/cert/CertException.class


package org.bouncycastle.cert;
public synchronized class CertException extends Exception {
    private Throwable cause;
    public void CertException(String, Throwable);
    public void CertException(String);
    public Throwable getCause();
}










org/bouncycastle/cert/CertIOException.class


package org.bouncycastle.cert;
public synchronized class CertIOException extends java.io.IOException {
    private Throwable cause;
    public void CertIOException(String, Throwable);
    public void CertIOException(String);
    public Throwable getCause();
}










org/bouncycastle/cert/CertRuntimeException.class


package org.bouncycastle.cert;
public synchronized class CertRuntimeException extends RuntimeException {
    private Throwable cause;
    public void CertRuntimeException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/cert/CertUtils.class


package org.bouncycastle.cert;
synchronized class CertUtils {
    private static java.util.Set EMPTY_SET;
    private static java.util.List EMPTY_LIST;
    void CertUtils();
    static X509CertificateHolder generateFullCert(org.bouncycastle.operator.ContentSigner, org.bouncycastle.asn1.x509.TBSCertificate);
    static X509AttributeCertificateHolder generateFullAttrCert(org.bouncycastle.operator.ContentSigner, org.bouncycastle.asn1.x509.AttributeCertificateInfo);
    static X509CRLHolder generateFullCRL(org.bouncycastle.operator.ContentSigner, org.bouncycastle.asn1.x509.TBSCertList);
    private static byte[] generateSig(org.bouncycastle.operator.ContentSigner, org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
    private static org.bouncycastle.asn1.x509.Certificate generateStructure(org.bouncycastle.asn1.x509.TBSCertificate, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    private static org.bouncycastle.asn1.x509.AttributeCertificate generateAttrStructure(org.bouncycastle.asn1.x509.AttributeCertificateInfo, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    private static org.bouncycastle.asn1.x509.CertificateList generateCRLStructure(org.bouncycastle.asn1.x509.TBSCertList, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    static java.util.Set getCriticalExtensionOIDs(org.bouncycastle.asn1.x509.Extensions);
    static java.util.Set getNonCriticalExtensionOIDs(org.bouncycastle.asn1.x509.Extensions);
    static java.util.List getExtensionOIDs(org.bouncycastle.asn1.x509.Extensions);
    static void addExtension(org.bouncycastle.asn1.x509.ExtensionsGenerator, org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable) throws CertIOException;
    static org.bouncycastle.asn1.DERBitString booleanToBitString(boolean[]);
    static boolean[] bitStringToBoolean(org.bouncycastle.asn1.DERBitString);
    static java.util.Date recoverDate(org.bouncycastle.asn1.ASN1GeneralizedTime);
    static boolean isAlgIdEqual(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    static void <clinit>();
}










org/bouncycastle/cert/X509AttributeCertificateHolder.class


package org.bouncycastle.cert;
public synchronized class X509AttributeCertificateHolder implements org.bouncycastle.util.Encodable {
    private static org.bouncycastle.asn1.x509.Attribute[] EMPTY_ARRAY;
    private org.bouncycastle.asn1.x509.AttributeCertificate attrCert;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    private static org.bouncycastle.asn1.x509.AttributeCertificate parseBytes(byte[]) throws java.io.IOException;
    public void X509AttributeCertificateHolder(byte[]) throws java.io.IOException;
    public void X509AttributeCertificateHolder(org.bouncycastle.asn1.x509.AttributeCertificate);
    public byte[] getEncoded() throws java.io.IOException;
    public int getVersion();
    public java.math.BigInteger getSerialNumber();
    public AttributeCertificateHolder getHolder();
    public AttributeCertificateIssuer getIssuer();
    public java.util.Date getNotBefore();
    public java.util.Date getNotAfter();
    public org.bouncycastle.asn1.x509.Attribute[] getAttributes();
    public org.bouncycastle.asn1.x509.Attribute[] getAttributes(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public boolean hasExtensions();
    public org.bouncycastle.asn1.x509.Extension getExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.x509.Extensions getExtensions();
    public java.util.List getExtensionOIDs();
    public java.util.Set getCriticalExtensionOIDs();
    public java.util.Set getNonCriticalExtensionOIDs();
    public boolean[] getIssuerUniqueID();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSignatureAlgorithm();
    public byte[] getSignature();
    public org.bouncycastle.asn1.x509.AttributeCertificate toASN1Structure();
    public boolean isValidOn(java.util.Date);
    public boolean isSignatureValid(org.bouncycastle.operator.ContentVerifierProvider) throws CertException;
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/cert/X509CRLEntryHolder.class


package org.bouncycastle.cert;
public synchronized class X509CRLEntryHolder {
    private org.bouncycastle.asn1.x509.TBSCertList$CRLEntry entry;
    private org.bouncycastle.asn1.x509.GeneralNames ca;
    void X509CRLEntryHolder(org.bouncycastle.asn1.x509.TBSCertList$CRLEntry, boolean, org.bouncycastle.asn1.x509.GeneralNames);
    public java.math.BigInteger getSerialNumber();
    public java.util.Date getRevocationDate();
    public boolean hasExtensions();
    public org.bouncycastle.asn1.x509.GeneralNames getCertificateIssuer();
    public org.bouncycastle.asn1.x509.Extension getExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.x509.Extensions getExtensions();
    public java.util.List getExtensionOIDs();
    public java.util.Set getCriticalExtensionOIDs();
    public java.util.Set getNonCriticalExtensionOIDs();
}










org/bouncycastle/cert/X509CRLHolder.class


package org.bouncycastle.cert;
public synchronized class X509CRLHolder implements org.bouncycastle.util.Encodable {
    private org.bouncycastle.asn1.x509.CertificateList x509CRL;
    private boolean isIndirect;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    private org.bouncycastle.asn1.x509.GeneralNames issuerName;
    private static org.bouncycastle.asn1.x509.CertificateList parseStream(java.io.InputStream) throws java.io.IOException;
    private static boolean isIndirectCRL(org.bouncycastle.asn1.x509.Extensions);
    public void X509CRLHolder(byte[]) throws java.io.IOException;
    public void X509CRLHolder(java.io.InputStream) throws java.io.IOException;
    public void X509CRLHolder(org.bouncycastle.asn1.x509.CertificateList);
    public byte[] getEncoded() throws java.io.IOException;
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public X509CRLEntryHolder getRevokedCertificate(java.math.BigInteger);
    public java.util.Collection getRevokedCertificates();
    public boolean hasExtensions();
    public org.bouncycastle.asn1.x509.Extension getExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.x509.Extensions getExtensions();
    public java.util.List getExtensionOIDs();
    public java.util.Set getCriticalExtensionOIDs();
    public java.util.Set getNonCriticalExtensionOIDs();
    public org.bouncycastle.asn1.x509.CertificateList toASN1Structure();
    public boolean isSignatureValid(org.bouncycastle.operator.ContentVerifierProvider) throws CertException;
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/cert/X509CertificateHolder.class


package org.bouncycastle.cert;
public synchronized class X509CertificateHolder implements org.bouncycastle.util.Encodable {
    private org.bouncycastle.asn1.x509.Certificate x509Certificate;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    private static org.bouncycastle.asn1.x509.Certificate parseBytes(byte[]) throws java.io.IOException;
    public void X509CertificateHolder(byte[]) throws java.io.IOException;
    public void X509CertificateHolder(org.bouncycastle.asn1.x509.Certificate);
    public int getVersionNumber();
    public int getVersion();
    public boolean hasExtensions();
    public org.bouncycastle.asn1.x509.Extension getExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.x509.Extensions getExtensions();
    public java.util.List getExtensionOIDs();
    public java.util.Set getCriticalExtensionOIDs();
    public java.util.Set getNonCriticalExtensionOIDs();
    public java.math.BigInteger getSerialNumber();
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public org.bouncycastle.asn1.x500.X500Name getSubject();
    public java.util.Date getNotBefore();
    public java.util.Date getNotAfter();
    public org.bouncycastle.asn1.x509.SubjectPublicKeyInfo getSubjectPublicKeyInfo();
    public org.bouncycastle.asn1.x509.Certificate toASN1Structure();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSignatureAlgorithm();
    public byte[] getSignature();
    public boolean isValidOn(java.util.Date);
    public boolean isSignatureValid(org.bouncycastle.operator.ContentVerifierProvider) throws CertException;
    public boolean equals(Object);
    public int hashCode();
    public byte[] getEncoded() throws java.io.IOException;
}










org/bouncycastle/cert/X509ContentVerifierProviderBuilder.class


package org.bouncycastle.cert;
public abstract interface X509ContentVerifierProviderBuilder {
    public abstract org.bouncycastle.operator.ContentVerifierProvider build(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws org.bouncycastle.operator.OperatorCreationException;
    public abstract org.bouncycastle.operator.ContentVerifierProvider build(X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cert/X509ExtensionUtils.class


package org.bouncycastle.cert;
public synchronized class X509ExtensionUtils {
    private org.bouncycastle.operator.DigestCalculator calculator;
    public void X509ExtensionUtils(org.bouncycastle.operator.DigestCalculator);
    public org.bouncycastle.asn1.x509.AuthorityKeyIdentifier createAuthorityKeyIdentifier(X509CertificateHolder);
    public org.bouncycastle.asn1.x509.AuthorityKeyIdentifier createAuthorityKeyIdentifier(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public org.bouncycastle.asn1.x509.AuthorityKeyIdentifier createAuthorityKeyIdentifier(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, org.bouncycastle.asn1.x509.GeneralNames, java.math.BigInteger);
    public org.bouncycastle.asn1.x509.SubjectKeyIdentifier createSubjectKeyIdentifier(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public org.bouncycastle.asn1.x509.SubjectKeyIdentifier createTruncatedSubjectKeyIdentifier(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    private byte[] getSubjectKeyIdentifier(X509CertificateHolder);
    private byte[] calculateIdentifier(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
}










org/bouncycastle/cert/X509v1CertificateBuilder.class


package org.bouncycastle.cert;
public synchronized class X509v1CertificateBuilder {
    private org.bouncycastle.asn1.x509.V1TBSCertificateGenerator tbsGen;
    public void X509v1CertificateBuilder(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, java.util.Date, java.util.Date, org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public void X509v1CertificateBuilder(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, java.util.Date, java.util.Date, java.util.Locale, org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public void X509v1CertificateBuilder(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, org.bouncycastle.asn1.x509.Time, org.bouncycastle.asn1.x509.Time, org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public X509CertificateHolder build(org.bouncycastle.operator.ContentSigner);
}










org/bouncycastle/cert/X509v2AttributeCertificateBuilder.class


package org.bouncycastle.cert;
public synchronized class X509v2AttributeCertificateBuilder {
    private org.bouncycastle.asn1.x509.V2AttributeCertificateInfoGenerator acInfoGen;
    private org.bouncycastle.asn1.x509.ExtensionsGenerator extGenerator;
    public void X509v2AttributeCertificateBuilder(AttributeCertificateHolder, AttributeCertificateIssuer, java.math.BigInteger, java.util.Date, java.util.Date);
    public void X509v2AttributeCertificateBuilder(AttributeCertificateHolder, AttributeCertificateIssuer, java.math.BigInteger, java.util.Date, java.util.Date, java.util.Locale);
    public X509v2AttributeCertificateBuilder addAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public X509v2AttributeCertificateBuilder addAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable[]);
    public void setIssuerUniqueId(boolean[]);
    public X509v2AttributeCertificateBuilder addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable) throws CertIOException;
    public X509v2AttributeCertificateBuilder addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, byte[]) throws CertIOException;
    public X509v2AttributeCertificateBuilder addExtension(org.bouncycastle.asn1.x509.Extension) throws CertIOException;
    public X509AttributeCertificateHolder build(org.bouncycastle.operator.ContentSigner);
}










org/bouncycastle/cert/X509v2CRLBuilder.class


package org.bouncycastle.cert;
public synchronized class X509v2CRLBuilder {
    private org.bouncycastle.asn1.x509.V2TBSCertListGenerator tbsGen;
    private org.bouncycastle.asn1.x509.ExtensionsGenerator extGenerator;
    public void X509v2CRLBuilder(org.bouncycastle.asn1.x500.X500Name, java.util.Date);
    public void X509v2CRLBuilder(org.bouncycastle.asn1.x500.X500Name, java.util.Date, java.util.Locale);
    public void X509v2CRLBuilder(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.Time);
    public X509v2CRLBuilder setNextUpdate(java.util.Date);
    public X509v2CRLBuilder setNextUpdate(java.util.Date, java.util.Locale);
    public X509v2CRLBuilder setNextUpdate(org.bouncycastle.asn1.x509.Time);
    public X509v2CRLBuilder addCRLEntry(java.math.BigInteger, java.util.Date, int);
    public X509v2CRLBuilder addCRLEntry(java.math.BigInteger, java.util.Date, int, java.util.Date);
    public X509v2CRLBuilder addCRLEntry(java.math.BigInteger, java.util.Date, org.bouncycastle.asn1.x509.Extensions);
    public X509v2CRLBuilder addCRL(X509CRLHolder);
    public X509v2CRLBuilder addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable) throws CertIOException;
    public X509v2CRLBuilder addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, byte[]) throws CertIOException;
    public X509v2CRLBuilder addExtension(org.bouncycastle.asn1.x509.Extension) throws CertIOException;
    public X509CRLHolder build(org.bouncycastle.operator.ContentSigner);
}










org/bouncycastle/cert/X509v3CertificateBuilder.class


package org.bouncycastle.cert;
public synchronized class X509v3CertificateBuilder {
    private org.bouncycastle.asn1.x509.V3TBSCertificateGenerator tbsGen;
    private org.bouncycastle.asn1.x509.ExtensionsGenerator extGenerator;
    public void X509v3CertificateBuilder(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, java.util.Date, java.util.Date, org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public void X509v3CertificateBuilder(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, java.util.Date, java.util.Date, java.util.Locale, org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public void X509v3CertificateBuilder(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, org.bouncycastle.asn1.x509.Time, org.bouncycastle.asn1.x509.Time, org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public X509v3CertificateBuilder setSubjectUniqueID(boolean[]);
    public X509v3CertificateBuilder setIssuerUniqueID(boolean[]);
    public X509v3CertificateBuilder addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable) throws CertIOException;
    public X509v3CertificateBuilder addExtension(org.bouncycastle.asn1.x509.Extension) throws CertIOException;
    public X509v3CertificateBuilder addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, byte[]) throws CertIOException;
    public X509v3CertificateBuilder copyAndAddExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, X509CertificateHolder);
    public X509CertificateHolder build(org.bouncycastle.operator.ContentSigner);
}










org/bouncycastle/cert/bc/BcX509ExtensionUtils$1.class


package org.bouncycastle.cert.bc;
synchronized class BcX509ExtensionUtils$1 {
}










org/bouncycastle/cert/bc/BcX509ExtensionUtils$SHA1DigestCalculator.class


package org.bouncycastle.cert.bc;
synchronized class BcX509ExtensionUtils$SHA1DigestCalculator implements org.bouncycastle.operator.DigestCalculator {
    private java.io.ByteArrayOutputStream bOut;
    private void BcX509ExtensionUtils$SHA1DigestCalculator();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public byte[] getDigest();
}










org/bouncycastle/cert/bc/BcX509ExtensionUtils.class


package org.bouncycastle.cert.bc;
public synchronized class BcX509ExtensionUtils extends org.bouncycastle.cert.X509ExtensionUtils {
    public void BcX509ExtensionUtils();
    public void BcX509ExtensionUtils(org.bouncycastle.operator.DigestCalculator);
    public org.bouncycastle.asn1.x509.AuthorityKeyIdentifier createAuthorityKeyIdentifier(org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws java.io.IOException;
    public org.bouncycastle.asn1.x509.SubjectKeyIdentifier createSubjectKeyIdentifier(org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws java.io.IOException;
}










org/bouncycastle/cert/bc/BcX509v1CertificateBuilder.class


package org.bouncycastle.cert.bc;
public synchronized class BcX509v1CertificateBuilder extends org.bouncycastle.cert.X509v1CertificateBuilder {
    public void BcX509v1CertificateBuilder(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, java.util.Date, java.util.Date, org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws java.io.IOException;
}










org/bouncycastle/cert/bc/BcX509v3CertificateBuilder.class


package org.bouncycastle.cert.bc;
public synchronized class BcX509v3CertificateBuilder extends org.bouncycastle.cert.X509v3CertificateBuilder {
    public void BcX509v3CertificateBuilder(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, java.util.Date, java.util.Date, org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws java.io.IOException;
    public void BcX509v3CertificateBuilder(org.bouncycastle.cert.X509CertificateHolder, java.math.BigInteger, java.util.Date, java.util.Date, org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws java.io.IOException;
}










org/bouncycastle/cert/cmp/CMPException.class


package org.bouncycastle.cert.cmp;
public synchronized class CMPException extends Exception {
    private Throwable cause;
    public void CMPException(String, Throwable);
    public void CMPException(String);
    public Throwable getCause();
}










org/bouncycastle/cert/cmp/CMPRuntimeException.class


package org.bouncycastle.cert.cmp;
public synchronized class CMPRuntimeException extends RuntimeException {
    private Throwable cause;
    public void CMPRuntimeException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/cert/cmp/CMPUtil.class


package org.bouncycastle.cert.cmp;
synchronized class CMPUtil {
    void CMPUtil();
    static void derEncodeToStream(org.bouncycastle.asn1.ASN1Encodable, java.io.OutputStream);
}










org/bouncycastle/cert/cmp/CertificateConfirmationContent.class


package org.bouncycastle.cert.cmp;
public synchronized class CertificateConfirmationContent {
    private org.bouncycastle.operator.DigestAlgorithmIdentifierFinder digestAlgFinder;
    private org.bouncycastle.asn1.cmp.CertConfirmContent content;
    public void CertificateConfirmationContent(org.bouncycastle.asn1.cmp.CertConfirmContent);
    public void CertificateConfirmationContent(org.bouncycastle.asn1.cmp.CertConfirmContent, org.bouncycastle.operator.DigestAlgorithmIdentifierFinder);
    public org.bouncycastle.asn1.cmp.CertConfirmContent toASN1Structure();
    public CertificateStatus[] getStatusMessages();
}










org/bouncycastle/cert/cmp/CertificateConfirmationContentBuilder.class


package org.bouncycastle.cert.cmp;
public synchronized class CertificateConfirmationContentBuilder {
    private org.bouncycastle.operator.DigestAlgorithmIdentifierFinder digestAlgFinder;
    private java.util.List acceptedCerts;
    private java.util.List acceptedReqIds;
    public void CertificateConfirmationContentBuilder();
    public void CertificateConfirmationContentBuilder(org.bouncycastle.operator.DigestAlgorithmIdentifierFinder);
    public CertificateConfirmationContentBuilder addAcceptedCertificate(org.bouncycastle.cert.X509CertificateHolder, java.math.BigInteger);
    public CertificateConfirmationContent build(org.bouncycastle.operator.DigestCalculatorProvider) throws CMPException;
}










org/bouncycastle/cert/cmp/CertificateStatus.class


package org.bouncycastle.cert.cmp;
public synchronized class CertificateStatus {
    private org.bouncycastle.operator.DigestAlgorithmIdentifierFinder digestAlgFinder;
    private org.bouncycastle.asn1.cmp.CertStatus certStatus;
    void CertificateStatus(org.bouncycastle.operator.DigestAlgorithmIdentifierFinder, org.bouncycastle.asn1.cmp.CertStatus);
    public org.bouncycastle.asn1.cmp.PKIStatusInfo getStatusInfo();
    public java.math.BigInteger getCertRequestID();
    public boolean isVerified(org.bouncycastle.cert.X509CertificateHolder, org.bouncycastle.operator.DigestCalculatorProvider) throws CMPException;
}










org/bouncycastle/cert/cmp/GeneralPKIMessage.class


package org.bouncycastle.cert.cmp;
public synchronized class GeneralPKIMessage {
    private final org.bouncycastle.asn1.cmp.PKIMessage pkiMessage;
    private static org.bouncycastle.asn1.cmp.PKIMessage parseBytes(byte[]) throws java.io.IOException;
    public void GeneralPKIMessage(byte[]) throws java.io.IOException;
    public void GeneralPKIMessage(org.bouncycastle.asn1.cmp.PKIMessage);
    public org.bouncycastle.asn1.cmp.PKIHeader getHeader();
    public org.bouncycastle.asn1.cmp.PKIBody getBody();
    public boolean hasProtection();
    public org.bouncycastle.asn1.cmp.PKIMessage toASN1Structure();
}










org/bouncycastle/cert/cmp/ProtectedPKIMessage.class


package org.bouncycastle.cert.cmp;
public synchronized class ProtectedPKIMessage {
    private org.bouncycastle.asn1.cmp.PKIMessage pkiMessage;
    public void ProtectedPKIMessage(GeneralPKIMessage);
    void ProtectedPKIMessage(org.bouncycastle.asn1.cmp.PKIMessage);
    public org.bouncycastle.asn1.cmp.PKIHeader getHeader();
    public org.bouncycastle.asn1.cmp.PKIBody getBody();
    public org.bouncycastle.asn1.cmp.PKIMessage toASN1Structure();
    public boolean hasPasswordBasedMacProtection();
    public org.bouncycastle.cert.X509CertificateHolder[] getCertificates();
    public boolean verify(org.bouncycastle.operator.ContentVerifierProvider) throws CMPException;
    public boolean verify(org.bouncycastle.cert.crmf.PKMACBuilder, char[]) throws CMPException;
    private boolean verifySignature(byte[], org.bouncycastle.operator.ContentVerifier) throws java.io.IOException;
}










org/bouncycastle/cert/cmp/ProtectedPKIMessageBuilder.class


package org.bouncycastle.cert.cmp;
public synchronized class ProtectedPKIMessageBuilder {
    private org.bouncycastle.asn1.cmp.PKIHeaderBuilder hdrBuilder;
    private org.bouncycastle.asn1.cmp.PKIBody body;
    private java.util.List generalInfos;
    private java.util.List extraCerts;
    public void ProtectedPKIMessageBuilder(org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.x509.GeneralName);
    public void ProtectedPKIMessageBuilder(int, org.bouncycastle.asn1.x509.GeneralName, org.bouncycastle.asn1.x509.GeneralName);
    public ProtectedPKIMessageBuilder setTransactionID(byte[]);
    public ProtectedPKIMessageBuilder setFreeText(org.bouncycastle.asn1.cmp.PKIFreeText);
    public ProtectedPKIMessageBuilder addGeneralInfo(org.bouncycastle.asn1.cmp.InfoTypeAndValue);
    public ProtectedPKIMessageBuilder setMessageTime(java.util.Date);
    public ProtectedPKIMessageBuilder setRecipKID(byte[]);
    public ProtectedPKIMessageBuilder setRecipNonce(byte[]);
    public ProtectedPKIMessageBuilder setSenderKID(byte[]);
    public ProtectedPKIMessageBuilder setSenderNonce(byte[]);
    public ProtectedPKIMessageBuilder setBody(org.bouncycastle.asn1.cmp.PKIBody);
    public ProtectedPKIMessageBuilder addCMPCertificate(org.bouncycastle.cert.X509CertificateHolder);
    public ProtectedPKIMessage build(org.bouncycastle.operator.MacCalculator) throws CMPException;
    public ProtectedPKIMessage build(org.bouncycastle.operator.ContentSigner) throws CMPException;
    private void finaliseHeader(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private ProtectedPKIMessage finaliseMessage(org.bouncycastle.asn1.cmp.PKIHeader, org.bouncycastle.asn1.DERBitString);
    private byte[] calculateSignature(org.bouncycastle.operator.ContentSigner, org.bouncycastle.asn1.cmp.PKIHeader, org.bouncycastle.asn1.cmp.PKIBody) throws java.io.IOException;
    private byte[] calculateMac(org.bouncycastle.operator.MacCalculator, org.bouncycastle.asn1.cmp.PKIHeader, org.bouncycastle.asn1.cmp.PKIBody) throws java.io.IOException;
}










org/bouncycastle/cert/cmp/RevocationDetails.class


package org.bouncycastle.cert.cmp;
public synchronized class RevocationDetails {
    private org.bouncycastle.asn1.cmp.RevDetails revDetails;
    public void RevocationDetails(org.bouncycastle.asn1.cmp.RevDetails);
    public org.bouncycastle.asn1.x500.X500Name getSubject();
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public java.math.BigInteger getSerialNumber();
    public org.bouncycastle.asn1.cmp.RevDetails toASN1Structure();
}










org/bouncycastle/cert/cmp/RevocationDetailsBuilder.class


package org.bouncycastle.cert.cmp;
public synchronized class RevocationDetailsBuilder {
    private org.bouncycastle.asn1.crmf.CertTemplateBuilder templateBuilder;
    public void RevocationDetailsBuilder();
    public RevocationDetailsBuilder setPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public RevocationDetailsBuilder setIssuer(org.bouncycastle.asn1.x500.X500Name);
    public RevocationDetailsBuilder setSerialNumber(java.math.BigInteger);
    public RevocationDetailsBuilder setSubject(org.bouncycastle.asn1.x500.X500Name);
    public RevocationDetails build();
}










org/bouncycastle/cert/crmf/AuthenticatorControl.class


package org.bouncycastle.cert.crmf;
public synchronized class AuthenticatorControl implements Control {
    private static final org.bouncycastle.asn1.ASN1ObjectIdentifier type;
    private final org.bouncycastle.asn1.DERUTF8String token;
    public void AuthenticatorControl(org.bouncycastle.asn1.DERUTF8String);
    public void AuthenticatorControl(String);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getType();
    public org.bouncycastle.asn1.ASN1Encodable getValue();
    static void <clinit>();
}










org/bouncycastle/cert/crmf/CRMFException.class


package org.bouncycastle.cert.crmf;
public synchronized class CRMFException extends Exception {
    private Throwable cause;
    public void CRMFException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/cert/crmf/CRMFRuntimeException.class


package org.bouncycastle.cert.crmf;
public synchronized class CRMFRuntimeException extends RuntimeException {
    private Throwable cause;
    public void CRMFRuntimeException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/cert/crmf/CRMFUtil.class


package org.bouncycastle.cert.crmf;
synchronized class CRMFUtil {
    void CRMFUtil();
    static void derEncodeToStream(org.bouncycastle.asn1.ASN1Encodable, java.io.OutputStream);
    static void addExtension(org.bouncycastle.asn1.x509.ExtensionsGenerator, org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable) throws org.bouncycastle.cert.CertIOException;
}










org/bouncycastle/cert/crmf/CertificateRequestMessage.class


package org.bouncycastle.cert.crmf;
public synchronized class CertificateRequestMessage implements org.bouncycastle.util.Encodable {
    public static final int popRaVerified = 0;
    public static final int popSigningKey = 1;
    public static final int popKeyEncipherment = 2;
    public static final int popKeyAgreement = 3;
    private final org.bouncycastle.asn1.crmf.CertReqMsg certReqMsg;
    private final org.bouncycastle.asn1.crmf.Controls controls;
    private static org.bouncycastle.asn1.crmf.CertReqMsg parseBytes(byte[]) throws java.io.IOException;
    public void CertificateRequestMessage(byte[]) throws java.io.IOException;
    public void CertificateRequestMessage(org.bouncycastle.asn1.crmf.CertReqMsg);
    public org.bouncycastle.asn1.crmf.CertReqMsg toASN1Structure();
    public org.bouncycastle.asn1.crmf.CertTemplate getCertTemplate();
    public boolean hasControls();
    public boolean hasControl(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public Control getControl(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    private org.bouncycastle.asn1.crmf.AttributeTypeAndValue findControl(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public boolean hasProofOfPossession();
    public int getProofOfPossessionType();
    public boolean hasSigningKeyProofOfPossessionWithPKMAC();
    public boolean isValidSigningKeyPOP(org.bouncycastle.operator.ContentVerifierProvider) throws CRMFException, IllegalStateException;
    public boolean isValidSigningKeyPOP(org.bouncycastle.operator.ContentVerifierProvider, PKMACBuilder, char[]) throws CRMFException, IllegalStateException;
    private boolean verifySignature(org.bouncycastle.operator.ContentVerifierProvider, org.bouncycastle.asn1.crmf.POPOSigningKey) throws CRMFException;
    public byte[] getEncoded() throws java.io.IOException;
}










org/bouncycastle/cert/crmf/CertificateRequestMessageBuilder.class


package org.bouncycastle.cert.crmf;
public synchronized class CertificateRequestMessageBuilder {
    private final java.math.BigInteger certReqId;
    private org.bouncycastle.asn1.x509.ExtensionsGenerator extGenerator;
    private org.bouncycastle.asn1.crmf.CertTemplateBuilder templateBuilder;
    private java.util.List controls;
    private org.bouncycastle.operator.ContentSigner popSigner;
    private PKMACBuilder pkmacBuilder;
    private char[] password;
    private org.bouncycastle.asn1.x509.GeneralName sender;
    private org.bouncycastle.asn1.crmf.POPOPrivKey popoPrivKey;
    private org.bouncycastle.asn1.ASN1Null popRaVerified;
    public void CertificateRequestMessageBuilder(java.math.BigInteger);
    public CertificateRequestMessageBuilder setPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public CertificateRequestMessageBuilder setIssuer(org.bouncycastle.asn1.x500.X500Name);
    public CertificateRequestMessageBuilder setSubject(org.bouncycastle.asn1.x500.X500Name);
    public CertificateRequestMessageBuilder setSerialNumber(java.math.BigInteger);
    public CertificateRequestMessageBuilder setValidity(java.util.Date, java.util.Date);
    private org.bouncycastle.asn1.x509.Time createTime(java.util.Date);
    public CertificateRequestMessageBuilder addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable) throws org.bouncycastle.cert.CertIOException;
    public CertificateRequestMessageBuilder addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, byte[]);
    public CertificateRequestMessageBuilder addControl(Control);
    public CertificateRequestMessageBuilder setProofOfPossessionSigningKeySigner(org.bouncycastle.operator.ContentSigner);
    public CertificateRequestMessageBuilder setProofOfPossessionSubsequentMessage(org.bouncycastle.asn1.crmf.SubsequentMessage);
    public CertificateRequestMessageBuilder setProofOfPossessionRaVerified();
    public CertificateRequestMessageBuilder setAuthInfoPKMAC(PKMACBuilder, char[]);
    public CertificateRequestMessageBuilder setAuthInfoSender(org.bouncycastle.asn1.x500.X500Name);
    public CertificateRequestMessageBuilder setAuthInfoSender(org.bouncycastle.asn1.x509.GeneralName);
    public CertificateRequestMessage build() throws CRMFException;
}










org/bouncycastle/cert/crmf/Control.class


package org.bouncycastle.cert.crmf;
public abstract interface Control {
    public abstract org.bouncycastle.asn1.ASN1ObjectIdentifier getType();
    public abstract org.bouncycastle.asn1.ASN1Encodable getValue();
}










org/bouncycastle/cert/crmf/EncryptedValueBuilder.class


package org.bouncycastle.cert.crmf;
public synchronized class EncryptedValueBuilder {
    private org.bouncycastle.operator.KeyWrapper wrapper;
    private org.bouncycastle.operator.OutputEncryptor encryptor;
    private EncryptedValuePadder padder;
    public void EncryptedValueBuilder(org.bouncycastle.operator.KeyWrapper, org.bouncycastle.operator.OutputEncryptor);
    public void EncryptedValueBuilder(org.bouncycastle.operator.KeyWrapper, org.bouncycastle.operator.OutputEncryptor, EncryptedValuePadder);
    public org.bouncycastle.asn1.crmf.EncryptedValue build(char[]) throws CRMFException;
    public org.bouncycastle.asn1.crmf.EncryptedValue build(org.bouncycastle.cert.X509CertificateHolder) throws CRMFException;
    private org.bouncycastle.asn1.crmf.EncryptedValue encryptData(byte[]) throws CRMFException;
    private byte[] padData(byte[]);
}










org/bouncycastle/cert/crmf/EncryptedValuePadder.class


package org.bouncycastle.cert.crmf;
public abstract interface EncryptedValuePadder {
    public abstract byte[] getPaddedData(byte[]);
    public abstract byte[] getUnpaddedData(byte[]);
}










org/bouncycastle/cert/crmf/EncryptedValueParser.class


package org.bouncycastle.cert.crmf;
public synchronized class EncryptedValueParser {
    private org.bouncycastle.asn1.crmf.EncryptedValue value;
    private EncryptedValuePadder padder;
    public void EncryptedValueParser(org.bouncycastle.asn1.crmf.EncryptedValue);
    public void EncryptedValueParser(org.bouncycastle.asn1.crmf.EncryptedValue, EncryptedValuePadder);
    private byte[] decryptValue(ValueDecryptorGenerator) throws CRMFException;
    public org.bouncycastle.cert.X509CertificateHolder readCertificateHolder(ValueDecryptorGenerator) throws CRMFException;
    public char[] readPassphrase(ValueDecryptorGenerator) throws CRMFException;
}










org/bouncycastle/cert/crmf/PKIArchiveControl.class


package org.bouncycastle.cert.crmf;
public synchronized class PKIArchiveControl implements Control {
    public static final int encryptedPrivKey = 0;
    public static final int keyGenParameters = 1;
    public static final int archiveRemGenPrivKey = 2;
    private static final org.bouncycastle.asn1.ASN1ObjectIdentifier type;
    private final org.bouncycastle.asn1.crmf.PKIArchiveOptions pkiArchiveOptions;
    public void PKIArchiveControl(org.bouncycastle.asn1.crmf.PKIArchiveOptions);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getType();
    public org.bouncycastle.asn1.ASN1Encodable getValue();
    public int getArchiveType();
    public boolean isEnvelopedData();
    public org.bouncycastle.cms.CMSEnvelopedData getEnvelopedData() throws CRMFException;
    static void <clinit>();
}










org/bouncycastle/cert/crmf/PKIArchiveControlBuilder.class


package org.bouncycastle.cert.crmf;
public synchronized class PKIArchiveControlBuilder {
    private org.bouncycastle.cms.CMSEnvelopedDataGenerator envGen;
    private org.bouncycastle.cms.CMSProcessableByteArray keyContent;
    public void PKIArchiveControlBuilder(org.bouncycastle.asn1.pkcs.PrivateKeyInfo, org.bouncycastle.asn1.x509.GeneralName);
    public PKIArchiveControlBuilder addRecipientGenerator(org.bouncycastle.cms.RecipientInfoGenerator);
    public PKIArchiveControl build(org.bouncycastle.operator.OutputEncryptor) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cert/crmf/PKMACBuilder$1.class


package org.bouncycastle.cert.crmf;
synchronized class PKMACBuilder$1 implements org.bouncycastle.operator.MacCalculator {
    java.io.ByteArrayOutputStream bOut;
    void PKMACBuilder$1(PKMACBuilder, org.bouncycastle.asn1.cmp.PBMParameter, byte[]);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public org.bouncycastle.operator.GenericKey getKey();
    public java.io.OutputStream getOutputStream();
    public byte[] getMac();
}










org/bouncycastle/cert/crmf/PKMACBuilder.class


package org.bouncycastle.cert.crmf;
public synchronized class PKMACBuilder {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier owf;
    private int iterationCount;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier mac;
    private int saltLength;
    private java.security.SecureRandom random;
    private PKMACValuesCalculator calculator;
    private org.bouncycastle.asn1.cmp.PBMParameter parameters;
    private int maxIterations;
    public void PKMACBuilder(PKMACValuesCalculator);
    public void PKMACBuilder(PKMACValuesCalculator, int);
    private void PKMACBuilder(org.bouncycastle.asn1.x509.AlgorithmIdentifier, int, org.bouncycastle.asn1.x509.AlgorithmIdentifier, PKMACValuesCalculator);
    public PKMACBuilder setSaltLength(int);
    public PKMACBuilder setIterationCount(int);
    public PKMACBuilder setSecureRandom(java.security.SecureRandom);
    public PKMACBuilder setParameters(org.bouncycastle.asn1.cmp.PBMParameter);
    public org.bouncycastle.operator.MacCalculator build(char[]) throws CRMFException;
    private void checkIterationCountCeiling(int);
    private org.bouncycastle.operator.MacCalculator genCalculator(org.bouncycastle.asn1.cmp.PBMParameter, char[]) throws CRMFException;
}










org/bouncycastle/cert/crmf/PKMACValueGenerator.class


package org.bouncycastle.cert.crmf;
synchronized class PKMACValueGenerator {
    private PKMACBuilder builder;
    public void PKMACValueGenerator(PKMACBuilder);
    public org.bouncycastle.asn1.crmf.PKMACValue generate(char[], org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws CRMFException;
}










org/bouncycastle/cert/crmf/PKMACValueVerifier.class


package org.bouncycastle.cert.crmf;
synchronized class PKMACValueVerifier {
    private final PKMACBuilder builder;
    public void PKMACValueVerifier(PKMACBuilder);
    public boolean isValid(org.bouncycastle.asn1.crmf.PKMACValue, char[], org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws CRMFException;
}










org/bouncycastle/cert/crmf/PKMACValuesCalculator.class


package org.bouncycastle.cert.crmf;
public abstract interface PKMACValuesCalculator {
    public abstract void setup(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws CRMFException;
    public abstract byte[] calculateDigest(byte[]) throws CRMFException;
    public abstract byte[] calculateMac(byte[], byte[]) throws CRMFException;
}










org/bouncycastle/cert/crmf/ProofOfPossessionSigningKeyBuilder.class


package org.bouncycastle.cert.crmf;
public synchronized class ProofOfPossessionSigningKeyBuilder {
    private org.bouncycastle.asn1.crmf.CertRequest certRequest;
    private org.bouncycastle.asn1.x509.SubjectPublicKeyInfo pubKeyInfo;
    private org.bouncycastle.asn1.x509.GeneralName name;
    private org.bouncycastle.asn1.crmf.PKMACValue publicKeyMAC;
    public void ProofOfPossessionSigningKeyBuilder(org.bouncycastle.asn1.crmf.CertRequest);
    public void ProofOfPossessionSigningKeyBuilder(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public ProofOfPossessionSigningKeyBuilder setSender(org.bouncycastle.asn1.x509.GeneralName);
    public ProofOfPossessionSigningKeyBuilder setPublicKeyMac(PKMACValueGenerator, char[]) throws CRMFException;
    public org.bouncycastle.asn1.crmf.POPOSigningKey build(org.bouncycastle.operator.ContentSigner);
}










org/bouncycastle/cert/crmf/RegTokenControl.class


package org.bouncycastle.cert.crmf;
public synchronized class RegTokenControl implements Control {
    private static final org.bouncycastle.asn1.ASN1ObjectIdentifier type;
    private final org.bouncycastle.asn1.DERUTF8String token;
    public void RegTokenControl(org.bouncycastle.asn1.DERUTF8String);
    public void RegTokenControl(String);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getType();
    public org.bouncycastle.asn1.ASN1Encodable getValue();
    static void <clinit>();
}










org/bouncycastle/cert/crmf/ValueDecryptorGenerator.class


package org.bouncycastle.cert.crmf;
public abstract interface ValueDecryptorGenerator {
    public abstract org.bouncycastle.operator.InputDecryptor getValueDecryptor(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws CRMFException;
}










org/bouncycastle/cert/crmf/bc/BcFixedLengthMGF1Padder.class


package org.bouncycastle.cert.crmf.bc;
public synchronized class BcFixedLengthMGF1Padder implements org.bouncycastle.cert.crmf.EncryptedValuePadder {
    private int length;
    private java.security.SecureRandom random;
    private org.bouncycastle.crypto.Digest dig;
    public void BcFixedLengthMGF1Padder(int);
    public void BcFixedLengthMGF1Padder(int, java.security.SecureRandom);
    public byte[] getPaddedData(byte[]);
    public byte[] getUnpaddedData(byte[]);
}










org/bouncycastle/cert/crmf/jcajce/CRMFHelper$1.class


package org.bouncycastle.cert.crmf.jcajce;
synchronized class CRMFHelper$1 implements CRMFHelper$JCECallback {
    void CRMFHelper$1(CRMFHelper, org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.Key);
    public Object doInJCE() throws org.bouncycastle.cert.crmf.CRMFException, java.security.InvalidAlgorithmParameterException, java.security.InvalidKeyException, java.security.spec.InvalidParameterSpecException, java.security.NoSuchAlgorithmException, javax.crypto.NoSuchPaddingException, java.security.NoSuchProviderException;
}










org/bouncycastle/cert/crmf/jcajce/CRMFHelper$JCECallback.class


package org.bouncycastle.cert.crmf.jcajce;
abstract interface CRMFHelper$JCECallback {
    public abstract Object doInJCE() throws org.bouncycastle.cert.crmf.CRMFException, java.security.InvalidAlgorithmParameterException, java.security.InvalidKeyException, java.security.spec.InvalidParameterSpecException, java.security.NoSuchAlgorithmException, javax.crypto.NoSuchPaddingException, java.security.NoSuchProviderException;
}










org/bouncycastle/cert/crmf/jcajce/CRMFHelper.class


package org.bouncycastle.cert.crmf.jcajce;
synchronized class CRMFHelper {
    protected static final java.util.Map BASE_CIPHER_NAMES;
    protected static final java.util.Map CIPHER_ALG_NAMES;
    protected static final java.util.Map DIGEST_ALG_NAMES;
    protected static final java.util.Map KEY_ALG_NAMES;
    protected static final java.util.Map MAC_ALG_NAMES;
    private org.bouncycastle.jcajce.util.JcaJceHelper helper;
    void CRMFHelper(org.bouncycastle.jcajce.util.JcaJceHelper);
    java.security.PublicKey toPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws org.bouncycastle.cert.crmf.CRMFException;
    javax.crypto.Cipher createCipher(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cert.crmf.CRMFException;
    public javax.crypto.KeyGenerator createKeyGenerator(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cert.crmf.CRMFException;
    javax.crypto.Cipher createContentCipher(java.security.Key, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.cert.crmf.CRMFException;
    java.security.AlgorithmParameters createAlgorithmParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    java.security.KeyFactory createKeyFactory(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cert.crmf.CRMFException;
    java.security.MessageDigest createDigest(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cert.crmf.CRMFException;
    javax.crypto.Mac createMac(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cert.crmf.CRMFException;
    java.security.AlgorithmParameterGenerator createAlgorithmParameterGenerator(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws java.security.GeneralSecurityException;
    java.security.AlgorithmParameters generateParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, javax.crypto.SecretKey, java.security.SecureRandom) throws org.bouncycastle.cert.crmf.CRMFException;
    org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.security.AlgorithmParameters) throws org.bouncycastle.cert.crmf.CRMFException;
    static Object execute(CRMFHelper$JCECallback) throws org.bouncycastle.cert.crmf.CRMFException;
    static void <clinit>();
}










org/bouncycastle/cert/crmf/jcajce/JcaCertificateRequestMessage.class


package org.bouncycastle.cert.crmf.jcajce;
public synchronized class JcaCertificateRequestMessage extends org.bouncycastle.cert.crmf.CertificateRequestMessage {
    private CRMFHelper helper;
    public void JcaCertificateRequestMessage(byte[]);
    public void JcaCertificateRequestMessage(org.bouncycastle.cert.crmf.CertificateRequestMessage);
    public void JcaCertificateRequestMessage(org.bouncycastle.asn1.crmf.CertReqMsg);
    public JcaCertificateRequestMessage setProvider(String);
    public JcaCertificateRequestMessage setProvider(java.security.Provider);
    public javax.security.auth.x500.X500Principal getSubjectX500Principal();
    public java.security.PublicKey getPublicKey() throws org.bouncycastle.cert.crmf.CRMFException;
}










org/bouncycastle/cert/crmf/jcajce/JcaCertificateRequestMessageBuilder.class


package org.bouncycastle.cert.crmf.jcajce;
public synchronized class JcaCertificateRequestMessageBuilder extends org.bouncycastle.cert.crmf.CertificateRequestMessageBuilder {
    public void JcaCertificateRequestMessageBuilder(java.math.BigInteger);
    public JcaCertificateRequestMessageBuilder setIssuer(javax.security.auth.x500.X500Principal);
    public JcaCertificateRequestMessageBuilder setSubject(javax.security.auth.x500.X500Principal);
    public JcaCertificateRequestMessageBuilder setAuthInfoSender(javax.security.auth.x500.X500Principal);
    public JcaCertificateRequestMessageBuilder setPublicKey(java.security.PublicKey);
}










org/bouncycastle/cert/crmf/jcajce/JcaEncryptedValueBuilder.class


package org.bouncycastle.cert.crmf.jcajce;
public synchronized class JcaEncryptedValueBuilder extends org.bouncycastle.cert.crmf.EncryptedValueBuilder {
    public void JcaEncryptedValueBuilder(org.bouncycastle.operator.KeyWrapper, org.bouncycastle.operator.OutputEncryptor);
    public org.bouncycastle.asn1.crmf.EncryptedValue build(java.security.cert.X509Certificate) throws java.security.cert.CertificateEncodingException, org.bouncycastle.cert.crmf.CRMFException;
}










org/bouncycastle/cert/crmf/jcajce/JcaPKIArchiveControlBuilder.class


package org.bouncycastle.cert.crmf.jcajce;
public synchronized class JcaPKIArchiveControlBuilder extends org.bouncycastle.cert.crmf.PKIArchiveControlBuilder {
    public void JcaPKIArchiveControlBuilder(java.security.PrivateKey, org.bouncycastle.asn1.x500.X500Name);
    public void JcaPKIArchiveControlBuilder(java.security.PrivateKey, javax.security.auth.x500.X500Principal);
    public void JcaPKIArchiveControlBuilder(java.security.PrivateKey, org.bouncycastle.asn1.x509.GeneralName);
}










org/bouncycastle/cert/crmf/jcajce/JceAsymmetricValueDecryptorGenerator$1.class


package org.bouncycastle.cert.crmf.jcajce;
synchronized class JceAsymmetricValueDecryptorGenerator$1 implements org.bouncycastle.operator.InputDecryptor {
    void JceAsymmetricValueDecryptorGenerator$1(JceAsymmetricValueDecryptorGenerator, org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.Cipher);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/cert/crmf/jcajce/JceAsymmetricValueDecryptorGenerator.class


package org.bouncycastle.cert.crmf.jcajce;
public synchronized class JceAsymmetricValueDecryptorGenerator implements org.bouncycastle.cert.crmf.ValueDecryptorGenerator {
    private java.security.PrivateKey recipientKey;
    private CRMFHelper helper;
    public void JceAsymmetricValueDecryptorGenerator(java.security.PrivateKey);
    public JceAsymmetricValueDecryptorGenerator setProvider(java.security.Provider);
    public JceAsymmetricValueDecryptorGenerator setProvider(String);
    private java.security.Key extractSecretKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cert.crmf.CRMFException;
    public org.bouncycastle.operator.InputDecryptor getValueDecryptor(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cert.crmf.CRMFException;
}










org/bouncycastle/cert/crmf/jcajce/JceCRMFEncryptorBuilder$CRMFOutputEncryptor.class


package org.bouncycastle.cert.crmf.jcajce;
synchronized class JceCRMFEncryptorBuilder$CRMFOutputEncryptor implements org.bouncycastle.operator.OutputEncryptor {
    private javax.crypto.SecretKey encKey;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmIdentifier;
    private javax.crypto.Cipher cipher;
    void JceCRMFEncryptorBuilder$CRMFOutputEncryptor(JceCRMFEncryptorBuilder, org.bouncycastle.asn1.ASN1ObjectIdentifier, int, java.security.SecureRandom) throws org.bouncycastle.cert.crmf.CRMFException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream(java.io.OutputStream);
    public org.bouncycastle.operator.GenericKey getKey();
}










org/bouncycastle/cert/crmf/jcajce/JceCRMFEncryptorBuilder.class


package org.bouncycastle.cert.crmf.jcajce;
public synchronized class JceCRMFEncryptorBuilder {
    private static final org.bouncycastle.operator.SecretKeySizeProvider KEY_SIZE_PROVIDER;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier encryptionOID;
    private final int keySize;
    private CRMFHelper helper;
    private java.security.SecureRandom random;
    public void JceCRMFEncryptorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void JceCRMFEncryptorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier, int);
    public JceCRMFEncryptorBuilder setProvider(java.security.Provider);
    public JceCRMFEncryptorBuilder setProvider(String);
    public JceCRMFEncryptorBuilder setSecureRandom(java.security.SecureRandom);
    public org.bouncycastle.operator.OutputEncryptor build() throws org.bouncycastle.cert.crmf.CRMFException;
    static void <clinit>();
}










org/bouncycastle/cert/crmf/jcajce/JcePKMACValuesCalculator.class


package org.bouncycastle.cert.crmf.jcajce;
public synchronized class JcePKMACValuesCalculator implements org.bouncycastle.cert.crmf.PKMACValuesCalculator {
    private java.security.MessageDigest digest;
    private javax.crypto.Mac mac;
    private CRMFHelper helper;
    public void JcePKMACValuesCalculator();
    public JcePKMACValuesCalculator setProvider(java.security.Provider);
    public JcePKMACValuesCalculator setProvider(String);
    public void setup(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.cert.crmf.CRMFException;
    public byte[] calculateDigest(byte[]);
    public byte[] calculateMac(byte[], byte[]) throws org.bouncycastle.cert.crmf.CRMFException;
}










org/bouncycastle/cert/dane/DANECertificateFetcher.class


package org.bouncycastle.cert.dane;
public synchronized class DANECertificateFetcher {
    private final DANEEntryFetcherFactory fetcherFactory;
    private final DANEEntrySelectorFactory selectorFactory;
    public void DANECertificateFetcher(DANEEntryFetcherFactory, org.bouncycastle.operator.DigestCalculator);
    public java.util.List fetch(String) throws DANEException;
}










org/bouncycastle/cert/dane/DANEEntry.class


package org.bouncycastle.cert.dane;
public synchronized class DANEEntry {
    static final int CERT_USAGE = 0;
    static final int SELECTOR = 1;
    static final int MATCHING_TYPE = 2;
    private final String domainName;
    private final byte[] flags;
    private final org.bouncycastle.cert.X509CertificateHolder certHolder;
    void DANEEntry(String, byte[], org.bouncycastle.cert.X509CertificateHolder);
    public void DANEEntry(String, byte[]) throws java.io.IOException;
    public byte[] getFlags();
    public org.bouncycastle.cert.X509CertificateHolder getCertificate();
    public String getDomainName();
    public byte[] getRDATA() throws java.io.IOException;
    public static boolean isValidCertificate(byte[]);
}










org/bouncycastle/cert/dane/DANEEntryFactory.class


package org.bouncycastle.cert.dane;
public synchronized class DANEEntryFactory {
    private final DANEEntrySelectorFactory selectorFactory;
    public void DANEEntryFactory(org.bouncycastle.operator.DigestCalculator);
    public DANEEntry createEntry(String, org.bouncycastle.cert.X509CertificateHolder) throws DANEException;
}










org/bouncycastle/cert/dane/DANEEntryFetcher.class


package org.bouncycastle.cert.dane;
public abstract interface DANEEntryFetcher {
    public abstract java.util.List getEntries() throws DANEException;
}










org/bouncycastle/cert/dane/DANEEntryFetcherFactory.class


package org.bouncycastle.cert.dane;
public abstract interface DANEEntryFetcherFactory {
    public abstract DANEEntryFetcher build(String);
}










org/bouncycastle/cert/dane/DANEEntrySelector.class


package org.bouncycastle.cert.dane;
public synchronized class DANEEntrySelector implements org.bouncycastle.util.Selector {
    private final String domainName;
    void DANEEntrySelector(String);
    public boolean match(Object);
    public Object clone();
    public String getDomainName();
}










org/bouncycastle/cert/dane/DANEEntrySelectorFactory.class


package org.bouncycastle.cert.dane;
public synchronized class DANEEntrySelectorFactory {
    private final org.bouncycastle.operator.DigestCalculator digestCalculator;
    public void DANEEntrySelectorFactory(org.bouncycastle.operator.DigestCalculator);
    public DANEEntrySelector createSelector(String) throws DANEException;
}










org/bouncycastle/cert/dane/DANEEntryStore.class


package org.bouncycastle.cert.dane;
public synchronized class DANEEntryStore implements org.bouncycastle.util.Store {
    private final java.util.Map entries;
    void DANEEntryStore(java.util.List);
    public java.util.Collection getMatches(org.bouncycastle.util.Selector) throws org.bouncycastle.util.StoreException;
    public org.bouncycastle.util.Store toCertificateStore();
}










org/bouncycastle/cert/dane/DANEEntryStoreBuilder.class


package org.bouncycastle.cert.dane;
public synchronized class DANEEntryStoreBuilder {
    private final DANEEntryFetcherFactory daneEntryFetcher;
    public void DANEEntryStoreBuilder(DANEEntryFetcherFactory);
    public DANEEntryStore build(String) throws DANEException;
}










org/bouncycastle/cert/dane/DANEException.class


package org.bouncycastle.cert.dane;
public synchronized class DANEException extends Exception {
    private Throwable cause;
    public void DANEException(String, Throwable);
    public void DANEException(String);
    public Throwable getCause();
}










org/bouncycastle/cert/dane/fetcher/JndiDANEFetcherFactory$1.class


package org.bouncycastle.cert.dane.fetcher;
synchronized class JndiDANEFetcherFactory$1 implements org.bouncycastle.cert.dane.DANEEntryFetcher {
    void JndiDANEFetcherFactory$1(JndiDANEFetcherFactory, java.util.Hashtable, String);
    public java.util.List getEntries() throws org.bouncycastle.cert.dane.DANEException;
}










org/bouncycastle/cert/dane/fetcher/JndiDANEFetcherFactory.class


package org.bouncycastle.cert.dane.fetcher;
public synchronized class JndiDANEFetcherFactory implements org.bouncycastle.cert.dane.DANEEntryFetcherFactory {
    private static final String DANE_TYPE = 65500;
    private java.util.List dnsServerList;
    private boolean isAuthoritative;
    public void JndiDANEFetcherFactory();
    public JndiDANEFetcherFactory usingDNSServer(String);
    public JndiDANEFetcherFactory setAuthoritative(boolean);
    public org.bouncycastle.cert.dane.DANEEntryFetcher build(String);
}










org/bouncycastle/cert/jcajce/CertHelper.class


package org.bouncycastle.cert.jcajce;
abstract synchronized class CertHelper {
    void CertHelper();
    public java.security.cert.CertificateFactory getCertificateFactory(String) throws java.security.NoSuchProviderException, java.security.cert.CertificateException;
    protected abstract java.security.cert.CertificateFactory createCertificateFactory(String) throws java.security.cert.CertificateException, java.security.NoSuchProviderException;
}










org/bouncycastle/cert/jcajce/DefaultCertHelper.class


package org.bouncycastle.cert.jcajce;
synchronized class DefaultCertHelper extends CertHelper {
    void DefaultCertHelper();
    protected java.security.cert.CertificateFactory createCertificateFactory(String) throws java.security.cert.CertificateException;
}










org/bouncycastle/cert/jcajce/JcaAttributeCertificateIssuer.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaAttributeCertificateIssuer extends org.bouncycastle.cert.AttributeCertificateIssuer {
    public void JcaAttributeCertificateIssuer(java.security.cert.X509Certificate);
    public void JcaAttributeCertificateIssuer(javax.security.auth.x500.X500Principal);
}










org/bouncycastle/cert/jcajce/JcaCRLStore.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaCRLStore extends org.bouncycastle.util.CollectionStore {
    public void JcaCRLStore(java.util.Collection) throws java.security.cert.CRLException;
    private static java.util.Collection convertCRLs(java.util.Collection) throws java.security.cert.CRLException;
}










org/bouncycastle/cert/jcajce/JcaCertStore.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaCertStore extends org.bouncycastle.util.CollectionStore {
    public void JcaCertStore(java.util.Collection) throws java.security.cert.CertificateEncodingException;
    private static java.util.Collection convertCerts(java.util.Collection) throws java.security.cert.CertificateEncodingException;
}










org/bouncycastle/cert/jcajce/JcaCertStoreBuilder.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaCertStoreBuilder {
    private java.util.List certs;
    private java.util.List crls;
    private Object provider;
    private JcaX509CertificateConverter certificateConverter;
    private JcaX509CRLConverter crlConverter;
    private String type;
    public void JcaCertStoreBuilder();
    public JcaCertStoreBuilder addCertificates(org.bouncycastle.util.Store);
    public JcaCertStoreBuilder addCertificate(org.bouncycastle.cert.X509CertificateHolder);
    public JcaCertStoreBuilder addCRLs(org.bouncycastle.util.Store);
    public JcaCertStoreBuilder addCRL(org.bouncycastle.cert.X509CRLHolder);
    public JcaCertStoreBuilder setProvider(String);
    public JcaCertStoreBuilder setProvider(java.security.Provider);
    public JcaCertStoreBuilder setType(String);
    public java.security.cert.CertStore build() throws java.security.GeneralSecurityException;
    private java.security.cert.CollectionCertStoreParameters convertHolders(JcaX509CertificateConverter, JcaX509CRLConverter) throws java.security.cert.CertificateException, java.security.cert.CRLException;
}










org/bouncycastle/cert/jcajce/JcaX500NameUtil.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaX500NameUtil {
    public void JcaX500NameUtil();
    public static org.bouncycastle.asn1.x500.X500Name getIssuer(java.security.cert.X509Certificate);
    public static org.bouncycastle.asn1.x500.X500Name getSubject(java.security.cert.X509Certificate);
    public static org.bouncycastle.asn1.x500.X500Name getIssuer(org.bouncycastle.asn1.x500.X500NameStyle, java.security.cert.X509Certificate);
    public static org.bouncycastle.asn1.x500.X500Name getSubject(org.bouncycastle.asn1.x500.X500NameStyle, java.security.cert.X509Certificate);
}










org/bouncycastle/cert/jcajce/JcaX509CRLConverter$ExCRLException.class


package org.bouncycastle.cert.jcajce;
synchronized class JcaX509CRLConverter$ExCRLException extends java.security.cert.CRLException {
    private Throwable cause;
    public void JcaX509CRLConverter$ExCRLException(JcaX509CRLConverter, String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/cert/jcajce/JcaX509CRLConverter.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaX509CRLConverter {
    private CertHelper helper;
    public void JcaX509CRLConverter();
    public JcaX509CRLConverter setProvider(java.security.Provider);
    public JcaX509CRLConverter setProvider(String);
    public java.security.cert.X509CRL getCRL(org.bouncycastle.cert.X509CRLHolder) throws java.security.cert.CRLException;
}










org/bouncycastle/cert/jcajce/JcaX509CRLHolder.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaX509CRLHolder extends org.bouncycastle.cert.X509CRLHolder {
    public void JcaX509CRLHolder(java.security.cert.X509CRL) throws java.security.cert.CRLException;
}










org/bouncycastle/cert/jcajce/JcaX509CertificateConverter$ExCertificateException.class


package org.bouncycastle.cert.jcajce;
synchronized class JcaX509CertificateConverter$ExCertificateException extends java.security.cert.CertificateException {
    private Throwable cause;
    public void JcaX509CertificateConverter$ExCertificateException(JcaX509CertificateConverter, String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/cert/jcajce/JcaX509CertificateConverter$ExCertificateParsingException.class


package org.bouncycastle.cert.jcajce;
synchronized class JcaX509CertificateConverter$ExCertificateParsingException extends java.security.cert.CertificateParsingException {
    private Throwable cause;
    public void JcaX509CertificateConverter$ExCertificateParsingException(JcaX509CertificateConverter, String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/cert/jcajce/JcaX509CertificateConverter.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaX509CertificateConverter {
    private CertHelper helper;
    public void JcaX509CertificateConverter();
    public JcaX509CertificateConverter setProvider(java.security.Provider);
    public JcaX509CertificateConverter setProvider(String);
    public java.security.cert.X509Certificate getCertificate(org.bouncycastle.cert.X509CertificateHolder) throws java.security.cert.CertificateException;
}










org/bouncycastle/cert/jcajce/JcaX509CertificateHolder.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaX509CertificateHolder extends org.bouncycastle.cert.X509CertificateHolder {
    public void JcaX509CertificateHolder(java.security.cert.X509Certificate) throws java.security.cert.CertificateEncodingException;
}










org/bouncycastle/cert/jcajce/JcaX509ContentVerifierProviderBuilder.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaX509ContentVerifierProviderBuilder implements org.bouncycastle.cert.X509ContentVerifierProviderBuilder {
    private org.bouncycastle.operator.jcajce.JcaContentVerifierProviderBuilder builder;
    public void JcaX509ContentVerifierProviderBuilder();
    public JcaX509ContentVerifierProviderBuilder setProvider(java.security.Provider);
    public JcaX509ContentVerifierProviderBuilder setProvider(String);
    public org.bouncycastle.operator.ContentVerifierProvider build(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.operator.ContentVerifierProvider build(org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cert/jcajce/JcaX509ExtensionUtils$SHA1DigestCalculator.class


package org.bouncycastle.cert.jcajce;
synchronized class JcaX509ExtensionUtils$SHA1DigestCalculator implements org.bouncycastle.operator.DigestCalculator {
    private java.io.ByteArrayOutputStream bOut;
    private java.security.MessageDigest digest;
    public void JcaX509ExtensionUtils$SHA1DigestCalculator(java.security.MessageDigest);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public byte[] getDigest();
}










org/bouncycastle/cert/jcajce/JcaX509ExtensionUtils.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaX509ExtensionUtils extends org.bouncycastle.cert.X509ExtensionUtils {
    public void JcaX509ExtensionUtils() throws java.security.NoSuchAlgorithmException;
    public void JcaX509ExtensionUtils(org.bouncycastle.operator.DigestCalculator);
    public org.bouncycastle.asn1.x509.AuthorityKeyIdentifier createAuthorityKeyIdentifier(java.security.cert.X509Certificate) throws java.security.cert.CertificateEncodingException;
    public org.bouncycastle.asn1.x509.AuthorityKeyIdentifier createAuthorityKeyIdentifier(java.security.PublicKey);
    public org.bouncycastle.asn1.x509.AuthorityKeyIdentifier createAuthorityKeyIdentifier(java.security.PublicKey, javax.security.auth.x500.X500Principal, java.math.BigInteger);
    public org.bouncycastle.asn1.x509.AuthorityKeyIdentifier createAuthorityKeyIdentifier(java.security.PublicKey, org.bouncycastle.asn1.x509.GeneralNames, java.math.BigInteger);
    public org.bouncycastle.asn1.x509.SubjectKeyIdentifier createSubjectKeyIdentifier(java.security.PublicKey);
    public org.bouncycastle.asn1.x509.SubjectKeyIdentifier createTruncatedSubjectKeyIdentifier(java.security.PublicKey);
    public static org.bouncycastle.asn1.ASN1Primitive parseExtensionValue(byte[]) throws java.io.IOException;
}










org/bouncycastle/cert/jcajce/JcaX509v1CertificateBuilder.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaX509v1CertificateBuilder extends org.bouncycastle.cert.X509v1CertificateBuilder {
    public void JcaX509v1CertificateBuilder(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, java.util.Date, java.util.Date, org.bouncycastle.asn1.x500.X500Name, java.security.PublicKey);
    public void JcaX509v1CertificateBuilder(javax.security.auth.x500.X500Principal, java.math.BigInteger, java.util.Date, java.util.Date, javax.security.auth.x500.X500Principal, java.security.PublicKey);
}










org/bouncycastle/cert/jcajce/JcaX509v2CRLBuilder.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaX509v2CRLBuilder extends org.bouncycastle.cert.X509v2CRLBuilder {
    public void JcaX509v2CRLBuilder(javax.security.auth.x500.X500Principal, java.util.Date);
    public void JcaX509v2CRLBuilder(java.security.cert.X509Certificate, java.util.Date);
}










org/bouncycastle/cert/jcajce/JcaX509v3CertificateBuilder.class


package org.bouncycastle.cert.jcajce;
public synchronized class JcaX509v3CertificateBuilder extends org.bouncycastle.cert.X509v3CertificateBuilder {
    public void JcaX509v3CertificateBuilder(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, java.util.Date, java.util.Date, org.bouncycastle.asn1.x500.X500Name, java.security.PublicKey);
    public void JcaX509v3CertificateBuilder(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, org.bouncycastle.asn1.x509.Time, org.bouncycastle.asn1.x509.Time, org.bouncycastle.asn1.x500.X500Name, java.security.PublicKey);
    public void JcaX509v3CertificateBuilder(javax.security.auth.x500.X500Principal, java.math.BigInteger, java.util.Date, java.util.Date, javax.security.auth.x500.X500Principal, java.security.PublicKey);
    public void JcaX509v3CertificateBuilder(java.security.cert.X509Certificate, java.math.BigInteger, java.util.Date, java.util.Date, javax.security.auth.x500.X500Principal, java.security.PublicKey);
    public void JcaX509v3CertificateBuilder(java.security.cert.X509Certificate, java.math.BigInteger, java.util.Date, java.util.Date, org.bouncycastle.asn1.x500.X500Name, java.security.PublicKey);
    public JcaX509v3CertificateBuilder copyAndAddExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, java.security.cert.X509Certificate) throws java.security.cert.CertificateEncodingException;
}










org/bouncycastle/cert/jcajce/NamedCertHelper.class


package org.bouncycastle.cert.jcajce;
synchronized class NamedCertHelper extends CertHelper {
    private final String providerName;
    void NamedCertHelper(String);
    protected java.security.cert.CertificateFactory createCertificateFactory(String) throws java.security.cert.CertificateException, java.security.NoSuchProviderException;
}










org/bouncycastle/cert/jcajce/ProviderCertHelper.class


package org.bouncycastle.cert.jcajce;
synchronized class ProviderCertHelper extends CertHelper {
    private final java.security.Provider provider;
    void ProviderCertHelper(java.security.Provider);
    protected java.security.cert.CertificateFactory createCertificateFactory(String) throws java.security.cert.CertificateException;
}










org/bouncycastle/cert/ocsp/BasicOCSPResp.class


package org.bouncycastle.cert.ocsp;
public synchronized class BasicOCSPResp implements org.bouncycastle.util.Encodable {
    private org.bouncycastle.asn1.ocsp.BasicOCSPResponse resp;
    private org.bouncycastle.asn1.ocsp.ResponseData data;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    public void BasicOCSPResp(org.bouncycastle.asn1.ocsp.BasicOCSPResponse);
    public byte[] getTBSResponseData();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSignatureAlgorithmID();
    public int getVersion();
    public RespID getResponderId();
    public java.util.Date getProducedAt();
    public SingleResp[] getResponses();
    public boolean hasExtensions();
    public org.bouncycastle.asn1.x509.Extension getExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.List getExtensionOIDs();
    public java.util.Set getCriticalExtensionOIDs();
    public java.util.Set getNonCriticalExtensionOIDs();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getSignatureAlgOID();
    public byte[] getSignature();
    public org.bouncycastle.cert.X509CertificateHolder[] getCerts();
    public boolean isSignatureValid(org.bouncycastle.operator.ContentVerifierProvider) throws OCSPException;
    public byte[] getEncoded() throws java.io.IOException;
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/cert/ocsp/BasicOCSPRespBuilder$ResponseObject.class


package org.bouncycastle.cert.ocsp;
synchronized class BasicOCSPRespBuilder$ResponseObject {
    CertificateID certId;
    org.bouncycastle.asn1.ocsp.CertStatus certStatus;
    org.bouncycastle.asn1.ASN1GeneralizedTime thisUpdate;
    org.bouncycastle.asn1.ASN1GeneralizedTime nextUpdate;
    org.bouncycastle.asn1.x509.Extensions extensions;
    public void BasicOCSPRespBuilder$ResponseObject(BasicOCSPRespBuilder, CertificateID, CertificateStatus, java.util.Date, java.util.Date, org.bouncycastle.asn1.x509.Extensions);
    public org.bouncycastle.asn1.ocsp.SingleResponse toResponse() throws Exception;
}










org/bouncycastle/cert/ocsp/BasicOCSPRespBuilder.class


package org.bouncycastle.cert.ocsp;
public synchronized class BasicOCSPRespBuilder {
    private java.util.List list;
    private org.bouncycastle.asn1.x509.Extensions responseExtensions;
    private RespID responderID;
    public void BasicOCSPRespBuilder(RespID);
    public void BasicOCSPRespBuilder(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, org.bouncycastle.operator.DigestCalculator) throws OCSPException;
    public BasicOCSPRespBuilder addResponse(CertificateID, CertificateStatus);
    public BasicOCSPRespBuilder addResponse(CertificateID, CertificateStatus, org.bouncycastle.asn1.x509.Extensions);
    public BasicOCSPRespBuilder addResponse(CertificateID, CertificateStatus, java.util.Date, org.bouncycastle.asn1.x509.Extensions);
    public BasicOCSPRespBuilder addResponse(CertificateID, CertificateStatus, java.util.Date, java.util.Date);
    public BasicOCSPRespBuilder addResponse(CertificateID, CertificateStatus, java.util.Date, java.util.Date, org.bouncycastle.asn1.x509.Extensions);
    public BasicOCSPRespBuilder setResponseExtensions(org.bouncycastle.asn1.x509.Extensions);
    public BasicOCSPResp build(org.bouncycastle.operator.ContentSigner, org.bouncycastle.cert.X509CertificateHolder[], java.util.Date) throws OCSPException;
}










org/bouncycastle/cert/ocsp/CertificateID.class


package org.bouncycastle.cert.ocsp;
public synchronized class CertificateID {
    public static final org.bouncycastle.asn1.x509.AlgorithmIdentifier HASH_SHA1;
    private final org.bouncycastle.asn1.ocsp.CertID id;
    public void CertificateID(org.bouncycastle.asn1.ocsp.CertID);
    public void CertificateID(org.bouncycastle.operator.DigestCalculator, org.bouncycastle.cert.X509CertificateHolder, java.math.BigInteger) throws OCSPException;
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getHashAlgOID();
    public byte[] getIssuerNameHash();
    public byte[] getIssuerKeyHash();
    public java.math.BigInteger getSerialNumber();
    public boolean matchesIssuer(org.bouncycastle.cert.X509CertificateHolder, org.bouncycastle.operator.DigestCalculatorProvider) throws OCSPException;
    public org.bouncycastle.asn1.ocsp.CertID toASN1Primitive();
    public boolean equals(Object);
    public int hashCode();
    public static CertificateID deriveCertificateID(CertificateID, java.math.BigInteger);
    private static org.bouncycastle.asn1.ocsp.CertID createCertID(org.bouncycastle.operator.DigestCalculator, org.bouncycastle.cert.X509CertificateHolder, org.bouncycastle.asn1.ASN1Integer) throws OCSPException;
    static void <clinit>();
}










org/bouncycastle/cert/ocsp/CertificateStatus.class


package org.bouncycastle.cert.ocsp;
public abstract interface CertificateStatus {
    public static final CertificateStatus GOOD;
    static void <clinit>();
}










org/bouncycastle/cert/ocsp/OCSPException.class


package org.bouncycastle.cert.ocsp;
public synchronized class OCSPException extends Exception {
    private Throwable cause;
    public void OCSPException(String);
    public void OCSPException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/cert/ocsp/OCSPReq.class


package org.bouncycastle.cert.ocsp;
public synchronized class OCSPReq {
    private static final org.bouncycastle.cert.X509CertificateHolder[] EMPTY_CERTS;
    private org.bouncycastle.asn1.ocsp.OCSPRequest req;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    public void OCSPReq(org.bouncycastle.asn1.ocsp.OCSPRequest);
    public void OCSPReq(byte[]) throws java.io.IOException;
    private void OCSPReq(org.bouncycastle.asn1.ASN1InputStream) throws java.io.IOException;
    public int getVersionNumber();
    public org.bouncycastle.asn1.x509.GeneralName getRequestorName();
    public Req[] getRequestList();
    public boolean hasExtensions();
    public org.bouncycastle.asn1.x509.Extension getExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.List getExtensionOIDs();
    public java.util.Set getCriticalExtensionOIDs();
    public java.util.Set getNonCriticalExtensionOIDs();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getSignatureAlgOID();
    public byte[] getSignature();
    public org.bouncycastle.cert.X509CertificateHolder[] getCerts();
    public boolean isSigned();
    public boolean isSignatureValid(org.bouncycastle.operator.ContentVerifierProvider) throws OCSPException;
    public byte[] getEncoded() throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/cert/ocsp/OCSPReqBuilder$RequestObject.class


package org.bouncycastle.cert.ocsp;
synchronized class OCSPReqBuilder$RequestObject {
    CertificateID certId;
    org.bouncycastle.asn1.x509.Extensions extensions;
    public void OCSPReqBuilder$RequestObject(OCSPReqBuilder, CertificateID, org.bouncycastle.asn1.x509.Extensions);
    public org.bouncycastle.asn1.ocsp.Request toRequest() throws Exception;
}










org/bouncycastle/cert/ocsp/OCSPReqBuilder.class


package org.bouncycastle.cert.ocsp;
public synchronized class OCSPReqBuilder {
    private java.util.List list;
    private org.bouncycastle.asn1.x509.GeneralName requestorName;
    private org.bouncycastle.asn1.x509.Extensions requestExtensions;
    public void OCSPReqBuilder();
    public OCSPReqBuilder addRequest(CertificateID);
    public OCSPReqBuilder addRequest(CertificateID, org.bouncycastle.asn1.x509.Extensions);
    public OCSPReqBuilder setRequestorName(org.bouncycastle.asn1.x500.X500Name);
    public OCSPReqBuilder setRequestorName(org.bouncycastle.asn1.x509.GeneralName);
    public OCSPReqBuilder setRequestExtensions(org.bouncycastle.asn1.x509.Extensions);
    private OCSPReq generateRequest(org.bouncycastle.operator.ContentSigner, org.bouncycastle.cert.X509CertificateHolder[]) throws OCSPException;
    public OCSPReq build() throws OCSPException;
    public OCSPReq build(org.bouncycastle.operator.ContentSigner, org.bouncycastle.cert.X509CertificateHolder[]) throws OCSPException, IllegalArgumentException;
}










org/bouncycastle/cert/ocsp/OCSPResp.class


package org.bouncycastle.cert.ocsp;
public synchronized class OCSPResp {
    public static final int SUCCESSFUL = 0;
    public static final int MALFORMED_REQUEST = 1;
    public static final int INTERNAL_ERROR = 2;
    public static final int TRY_LATER = 3;
    public static final int SIG_REQUIRED = 5;
    public static final int UNAUTHORIZED = 6;
    private org.bouncycastle.asn1.ocsp.OCSPResponse resp;
    public void OCSPResp(org.bouncycastle.asn1.ocsp.OCSPResponse);
    public void OCSPResp(byte[]) throws java.io.IOException;
    public void OCSPResp(java.io.InputStream) throws java.io.IOException;
    private void OCSPResp(org.bouncycastle.asn1.ASN1InputStream) throws java.io.IOException;
    public int getStatus();
    public Object getResponseObject() throws OCSPException;
    public byte[] getEncoded() throws java.io.IOException;
    public boolean equals(Object);
    public int hashCode();
    public org.bouncycastle.asn1.ocsp.OCSPResponse toASN1Structure();
}










org/bouncycastle/cert/ocsp/OCSPRespBuilder.class


package org.bouncycastle.cert.ocsp;
public synchronized class OCSPRespBuilder {
    public static final int SUCCESSFUL = 0;
    public static final int MALFORMED_REQUEST = 1;
    public static final int INTERNAL_ERROR = 2;
    public static final int TRY_LATER = 3;
    public static final int SIG_REQUIRED = 5;
    public static final int UNAUTHORIZED = 6;
    public void OCSPRespBuilder();
    public OCSPResp build(int, Object) throws OCSPException;
}










org/bouncycastle/cert/ocsp/OCSPUtils.class


package org.bouncycastle.cert.ocsp;
synchronized class OCSPUtils {
    static final org.bouncycastle.cert.X509CertificateHolder[] EMPTY_CERTS;
    static java.util.Set EMPTY_SET;
    static java.util.List EMPTY_LIST;
    void OCSPUtils();
    static java.util.Date extractDate(org.bouncycastle.asn1.ASN1GeneralizedTime);
    static java.util.Set getCriticalExtensionOIDs(org.bouncycastle.asn1.x509.Extensions);
    static java.util.Set getNonCriticalExtensionOIDs(org.bouncycastle.asn1.x509.Extensions);
    static java.util.List getExtensionOIDs(org.bouncycastle.asn1.x509.Extensions);
    static void <clinit>();
}










org/bouncycastle/cert/ocsp/Req.class


package org.bouncycastle.cert.ocsp;
public synchronized class Req {
    private org.bouncycastle.asn1.ocsp.Request req;
    public void Req(org.bouncycastle.asn1.ocsp.Request);
    public CertificateID getCertID();
    public org.bouncycastle.asn1.x509.Extensions getSingleRequestExtensions();
}










org/bouncycastle/cert/ocsp/RespData.class


package org.bouncycastle.cert.ocsp;
public synchronized class RespData {
    private org.bouncycastle.asn1.ocsp.ResponseData data;
    public void RespData(org.bouncycastle.asn1.ocsp.ResponseData);
    public int getVersion();
    public RespID getResponderId();
    public java.util.Date getProducedAt();
    public SingleResp[] getResponses();
    public org.bouncycastle.asn1.x509.Extensions getResponseExtensions();
}










org/bouncycastle/cert/ocsp/RespID.class


package org.bouncycastle.cert.ocsp;
public synchronized class RespID {
    public static final org.bouncycastle.asn1.x509.AlgorithmIdentifier HASH_SHA1;
    org.bouncycastle.asn1.ocsp.ResponderID id;
    public void RespID(org.bouncycastle.asn1.ocsp.ResponderID);
    public void RespID(org.bouncycastle.asn1.x500.X500Name);
    public void RespID(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, org.bouncycastle.operator.DigestCalculator) throws OCSPException;
    public org.bouncycastle.asn1.ocsp.ResponderID toASN1Primitive();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/cert/ocsp/RevokedStatus.class


package org.bouncycastle.cert.ocsp;
public synchronized class RevokedStatus implements CertificateStatus {
    org.bouncycastle.asn1.ocsp.RevokedInfo info;
    public void RevokedStatus(org.bouncycastle.asn1.ocsp.RevokedInfo);
    public void RevokedStatus(java.util.Date, int);
    public java.util.Date getRevocationTime();
    public boolean hasRevocationReason();
    public int getRevocationReason();
}










org/bouncycastle/cert/ocsp/SingleResp.class


package org.bouncycastle.cert.ocsp;
public synchronized class SingleResp {
    private org.bouncycastle.asn1.ocsp.SingleResponse resp;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    public void SingleResp(org.bouncycastle.asn1.ocsp.SingleResponse);
    public CertificateID getCertID();
    public CertificateStatus getCertStatus();
    public java.util.Date getThisUpdate();
    public java.util.Date getNextUpdate();
    public boolean hasExtensions();
    public org.bouncycastle.asn1.x509.Extension getExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.List getExtensionOIDs();
    public java.util.Set getCriticalExtensionOIDs();
    public java.util.Set getNonCriticalExtensionOIDs();
}










org/bouncycastle/cert/ocsp/UnknownStatus.class


package org.bouncycastle.cert.ocsp;
public synchronized class UnknownStatus implements CertificateStatus {
    public void UnknownStatus();
}










org/bouncycastle/cert/ocsp/jcajce/JcaBasicOCSPRespBuilder.class


package org.bouncycastle.cert.ocsp.jcajce;
public synchronized class JcaBasicOCSPRespBuilder extends org.bouncycastle.cert.ocsp.BasicOCSPRespBuilder {
    public void JcaBasicOCSPRespBuilder(java.security.PublicKey, org.bouncycastle.operator.DigestCalculator) throws org.bouncycastle.cert.ocsp.OCSPException;
}










org/bouncycastle/cert/ocsp/jcajce/JcaCertificateID.class


package org.bouncycastle.cert.ocsp.jcajce;
public synchronized class JcaCertificateID extends org.bouncycastle.cert.ocsp.CertificateID {
    public void JcaCertificateID(org.bouncycastle.operator.DigestCalculator, java.security.cert.X509Certificate, java.math.BigInteger) throws org.bouncycastle.cert.ocsp.OCSPException, java.security.cert.CertificateEncodingException;
}










org/bouncycastle/cert/ocsp/jcajce/JcaRespID.class


package org.bouncycastle.cert.ocsp.jcajce;
public synchronized class JcaRespID extends org.bouncycastle.cert.ocsp.RespID {
    public void JcaRespID(javax.security.auth.x500.X500Principal);
    public void JcaRespID(java.security.PublicKey, org.bouncycastle.operator.DigestCalculator) throws org.bouncycastle.cert.ocsp.OCSPException;
}










org/bouncycastle/cert/path/CertPath.class


package org.bouncycastle.cert.path;
public synchronized class CertPath {
    private final org.bouncycastle.cert.X509CertificateHolder[] certificates;
    public void CertPath(org.bouncycastle.cert.X509CertificateHolder[]);
    public org.bouncycastle.cert.X509CertificateHolder[] getCertificates();
    public CertPathValidationResult validate(CertPathValidation[]);
    public CertPathValidationResult evaluate(CertPathValidation[]);
    private org.bouncycastle.cert.X509CertificateHolder[] copyArray(org.bouncycastle.cert.X509CertificateHolder[]);
    public int length();
}










org/bouncycastle/cert/path/CertPathUtils.class


package org.bouncycastle.cert.path;
synchronized class CertPathUtils {
    void CertPathUtils();
    static java.util.Set getCriticalExtensionsOIDs(org.bouncycastle.cert.X509CertificateHolder[]);
}










org/bouncycastle/cert/path/CertPathValidation.class


package org.bouncycastle.cert.path;
public abstract interface CertPathValidation extends org.bouncycastle.util.Memoable {
    public abstract void validate(CertPathValidationContext, org.bouncycastle.cert.X509CertificateHolder) throws CertPathValidationException;
}










org/bouncycastle/cert/path/CertPathValidationContext.class


package org.bouncycastle.cert.path;
public synchronized class CertPathValidationContext implements org.bouncycastle.util.Memoable {
    private java.util.Set criticalExtensions;
    private java.util.Set handledExtensions;
    private boolean endEntity;
    private int index;
    public void CertPathValidationContext(java.util.Set);
    public void addHandledExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void setIsEndEntity(boolean);
    public java.util.Set getUnhandledCriticalExtensionOIDs();
    public boolean isEndEntity();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
}










org/bouncycastle/cert/path/CertPathValidationException.class


package org.bouncycastle.cert.path;
public synchronized class CertPathValidationException extends Exception {
    private final Exception cause;
    public void CertPathValidationException(String);
    public void CertPathValidationException(String, Exception);
    public Throwable getCause();
}










org/bouncycastle/cert/path/CertPathValidationResult.class


package org.bouncycastle.cert.path;
public synchronized class CertPathValidationResult {
    private final boolean isValid;
    private final CertPathValidationException cause;
    private final java.util.Set unhandledCriticalExtensionOIDs;
    private int[] certIndexes;
    public void CertPathValidationResult(CertPathValidationContext);
    public void CertPathValidationResult(CertPathValidationContext, int, int, CertPathValidationException);
    public void CertPathValidationResult(CertPathValidationContext, int[], int[], CertPathValidationException[]);
    public boolean isValid();
    public Exception getCause();
    public java.util.Set getUnhandledCriticalExtensionOIDs();
    public boolean isDetailed();
}










org/bouncycastle/cert/path/CertPathValidationResultBuilder.class


package org.bouncycastle.cert.path;
synchronized class CertPathValidationResultBuilder {
    void CertPathValidationResultBuilder();
    public CertPathValidationResult build();
    public void addException(CertPathValidationException);
}










org/bouncycastle/cert/path/validations/BasicConstraintsValidation.class


package org.bouncycastle.cert.path.validations;
public synchronized class BasicConstraintsValidation implements org.bouncycastle.cert.path.CertPathValidation {
    private boolean isMandatory;
    private org.bouncycastle.asn1.x509.BasicConstraints bc;
    private int maxPathLength;
    public void BasicConstraintsValidation();
    public void BasicConstraintsValidation(boolean);
    public void validate(org.bouncycastle.cert.path.CertPathValidationContext, org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.cert.path.CertPathValidationException;
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
}










org/bouncycastle/cert/path/validations/CRLValidation$1.class


package org.bouncycastle.cert.path.validations;
synchronized class CRLValidation$1 implements org.bouncycastle.util.Selector {
    void CRLValidation$1(CRLValidation);
    public boolean match(Object);
    public Object clone();
}










org/bouncycastle/cert/path/validations/CRLValidation.class


package org.bouncycastle.cert.path.validations;
public synchronized class CRLValidation implements org.bouncycastle.cert.path.CertPathValidation {
    private org.bouncycastle.util.Store crls;
    private org.bouncycastle.asn1.x500.X500Name workingIssuerName;
    public void CRLValidation(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.util.Store);
    public void validate(org.bouncycastle.cert.path.CertPathValidationContext, org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.cert.path.CertPathValidationException;
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
}










org/bouncycastle/cert/path/validations/CertificatePoliciesValidation.class


package org.bouncycastle.cert.path.validations;
public synchronized class CertificatePoliciesValidation implements org.bouncycastle.cert.path.CertPathValidation {
    private int explicitPolicy;
    private int policyMapping;
    private int inhibitAnyPolicy;
    void CertificatePoliciesValidation(int);
    void CertificatePoliciesValidation(int, boolean, boolean, boolean);
    public void validate(org.bouncycastle.cert.path.CertPathValidationContext, org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.cert.path.CertPathValidationException;
    private int countDown(int);
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
}










org/bouncycastle/cert/path/validations/CertificatePoliciesValidationBuilder.class


package org.bouncycastle.cert.path.validations;
public synchronized class CertificatePoliciesValidationBuilder {
    private boolean isExplicitPolicyRequired;
    private boolean isAnyPolicyInhibited;
    private boolean isPolicyMappingInhibited;
    public void CertificatePoliciesValidationBuilder();
    public void setAnyPolicyInhibited(boolean);
    public void setExplicitPolicyRequired(boolean);
    public void setPolicyMappingInhibited(boolean);
    public CertificatePoliciesValidation build(int);
    public CertificatePoliciesValidation build(org.bouncycastle.cert.path.CertPath);
}










org/bouncycastle/cert/path/validations/KeyUsageValidation.class


package org.bouncycastle.cert.path.validations;
public synchronized class KeyUsageValidation implements org.bouncycastle.cert.path.CertPathValidation {
    private boolean isMandatory;
    public void KeyUsageValidation();
    public void KeyUsageValidation(boolean);
    public void validate(org.bouncycastle.cert.path.CertPathValidationContext, org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.cert.path.CertPathValidationException;
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
}










org/bouncycastle/cert/path/validations/ParentCertIssuedValidation.class


package org.bouncycastle.cert.path.validations;
public synchronized class ParentCertIssuedValidation implements org.bouncycastle.cert.path.CertPathValidation {
    private org.bouncycastle.cert.X509ContentVerifierProviderBuilder contentVerifierProvider;
    private org.bouncycastle.asn1.x500.X500Name workingIssuerName;
    private org.bouncycastle.asn1.x509.SubjectPublicKeyInfo workingPublicKey;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier workingAlgId;
    public void ParentCertIssuedValidation(org.bouncycastle.cert.X509ContentVerifierProviderBuilder);
    public void validate(org.bouncycastle.cert.path.CertPathValidationContext, org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.cert.path.CertPathValidationException;
    private boolean isNull(org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
}










org/bouncycastle/cert/path/validations/ValidationUtils.class


package org.bouncycastle.cert.path.validations;
synchronized class ValidationUtils {
    void ValidationUtils();
    static boolean isSelfIssued(org.bouncycastle.cert.X509CertificateHolder);
}










org/bouncycastle/cert/selector/MSOutlookKeyIdCalculator$GeneralDigest.class


package org.bouncycastle.cert.selector;
abstract synchronized class MSOutlookKeyIdCalculator$GeneralDigest {
    private static final int BYTE_LENGTH = 64;
    private byte[] xBuf;
    private int xBufOff;
    private long byteCount;
    protected void MSOutlookKeyIdCalculator$GeneralDigest();
    protected void MSOutlookKeyIdCalculator$GeneralDigest(MSOutlookKeyIdCalculator$GeneralDigest);
    protected void copyIn(MSOutlookKeyIdCalculator$GeneralDigest);
    public void update(byte);
    public void update(byte[], int, int);
    public void finish();
    public void reset();
    protected abstract void processWord(byte[], int);
    protected abstract void processLength(long);
    protected abstract void processBlock();
}










org/bouncycastle/cert/selector/MSOutlookKeyIdCalculator$SHA1Digest.class


package org.bouncycastle.cert.selector;
synchronized class MSOutlookKeyIdCalculator$SHA1Digest extends MSOutlookKeyIdCalculator$GeneralDigest {
    private static final int DIGEST_LENGTH = 20;
    private int H1;
    private int H2;
    private int H3;
    private int H4;
    private int H5;
    private int[] X;
    private int xOff;
    private static final int Y1 = 1518500249;
    private static final int Y2 = 1859775393;
    private static final int Y3 = -1894007588;
    private static final int Y4 = -899497514;
    public void MSOutlookKeyIdCalculator$SHA1Digest();
    public String getAlgorithmName();
    public int getDigestSize();
    protected void processWord(byte[], int);
    protected void processLength(long);
    public int doFinal(byte[], int);
    public void reset();
    private int f(int, int, int);
    private int h(int, int, int);
    private int g(int, int, int);
    protected void processBlock();
}










org/bouncycastle/cert/selector/MSOutlookKeyIdCalculator.class


package org.bouncycastle.cert.selector;
synchronized class MSOutlookKeyIdCalculator {
    void MSOutlookKeyIdCalculator();
    static byte[] calculateKeyId(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
}










org/bouncycastle/cert/selector/X509AttributeCertificateHolderSelector.class


package org.bouncycastle.cert.selector;
public synchronized class X509AttributeCertificateHolderSelector implements org.bouncycastle.util.Selector {
    private final org.bouncycastle.cert.AttributeCertificateHolder holder;
    private final org.bouncycastle.cert.AttributeCertificateIssuer issuer;
    private final java.math.BigInteger serialNumber;
    private final java.util.Date attributeCertificateValid;
    private final org.bouncycastle.cert.X509AttributeCertificateHolder attributeCert;
    private final java.util.Collection targetNames;
    private final java.util.Collection targetGroups;
    void X509AttributeCertificateHolderSelector(org.bouncycastle.cert.AttributeCertificateHolder, org.bouncycastle.cert.AttributeCertificateIssuer, java.math.BigInteger, java.util.Date, org.bouncycastle.cert.X509AttributeCertificateHolder, java.util.Collection, java.util.Collection);
    public boolean match(Object);
    public Object clone();
    public org.bouncycastle.cert.X509AttributeCertificateHolder getAttributeCert();
    public java.util.Date getAttributeCertificateValid();
    public org.bouncycastle.cert.AttributeCertificateHolder getHolder();
    public org.bouncycastle.cert.AttributeCertificateIssuer getIssuer();
    public java.math.BigInteger getSerialNumber();
    public java.util.Collection getTargetNames();
    public java.util.Collection getTargetGroups();
}










org/bouncycastle/cert/selector/X509AttributeCertificateHolderSelectorBuilder.class


package org.bouncycastle.cert.selector;
public synchronized class X509AttributeCertificateHolderSelectorBuilder {
    private org.bouncycastle.cert.AttributeCertificateHolder holder;
    private org.bouncycastle.cert.AttributeCertificateIssuer issuer;
    private java.math.BigInteger serialNumber;
    private java.util.Date attributeCertificateValid;
    private org.bouncycastle.cert.X509AttributeCertificateHolder attributeCert;
    private java.util.Collection targetNames;
    private java.util.Collection targetGroups;
    public void X509AttributeCertificateHolderSelectorBuilder();
    public void setAttributeCert(org.bouncycastle.cert.X509AttributeCertificateHolder);
    public void setAttributeCertificateValid(java.util.Date);
    public void setHolder(org.bouncycastle.cert.AttributeCertificateHolder);
    public void setIssuer(org.bouncycastle.cert.AttributeCertificateIssuer);
    public void setSerialNumber(java.math.BigInteger);
    public void addTargetName(org.bouncycastle.asn1.x509.GeneralName);
    public void setTargetNames(java.util.Collection) throws java.io.IOException;
    public void addTargetGroup(org.bouncycastle.asn1.x509.GeneralName);
    public void setTargetGroups(java.util.Collection) throws java.io.IOException;
    private java.util.Set extractGeneralNames(java.util.Collection) throws java.io.IOException;
    public X509AttributeCertificateHolderSelector build();
}










org/bouncycastle/cert/selector/X509CertificateHolderSelector.class


package org.bouncycastle.cert.selector;
public synchronized class X509CertificateHolderSelector implements org.bouncycastle.util.Selector {
    private byte[] subjectKeyId;
    private org.bouncycastle.asn1.x500.X500Name issuer;
    private java.math.BigInteger serialNumber;
    public void X509CertificateHolderSelector(byte[]);
    public void X509CertificateHolderSelector(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger);
    public void X509CertificateHolderSelector(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, byte[]);
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public java.math.BigInteger getSerialNumber();
    public byte[] getSubjectKeyIdentifier();
    public int hashCode();
    public boolean equals(Object);
    private boolean equalsObj(Object, Object);
    public boolean match(Object);
    public Object clone();
}










org/bouncycastle/cert/selector/jcajce/JcaSelectorConverter.class


package org.bouncycastle.cert.selector.jcajce;
public synchronized class JcaSelectorConverter {
    public void JcaSelectorConverter();
    public org.bouncycastle.cert.selector.X509CertificateHolderSelector getCertificateHolderSelector(java.security.cert.X509CertSelector);
}










org/bouncycastle/cert/selector/jcajce/JcaX509CertSelectorConverter.class


package org.bouncycastle.cert.selector.jcajce;
public synchronized class JcaX509CertSelectorConverter {
    public void JcaX509CertSelectorConverter();
    protected java.security.cert.X509CertSelector doConversion(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, byte[]);
    public java.security.cert.X509CertSelector getCertSelector(org.bouncycastle.cert.selector.X509CertificateHolderSelector);
}










org/bouncycastle/cert/selector/jcajce/JcaX509CertificateHolderSelector.class


package org.bouncycastle.cert.selector.jcajce;
public synchronized class JcaX509CertificateHolderSelector extends org.bouncycastle.cert.selector.X509CertificateHolderSelector {
    public void JcaX509CertificateHolderSelector(java.security.cert.X509Certificate);
    public void JcaX509CertificateHolderSelector(javax.security.auth.x500.X500Principal, java.math.BigInteger);
    public void JcaX509CertificateHolderSelector(javax.security.auth.x500.X500Principal, java.math.BigInteger, byte[]);
    private static org.bouncycastle.asn1.x500.X500Name convertPrincipal(javax.security.auth.x500.X500Principal);
    private static byte[] getSubjectKeyId(java.security.cert.X509Certificate);
}










org/bouncycastle/cms/AuthAttributesProvider.class


package org.bouncycastle.cms;
abstract interface AuthAttributesProvider {
    public abstract org.bouncycastle.asn1.ASN1Set getAuthAttributes();
}










org/bouncycastle/cms/CMSAbsentContent.class


package org.bouncycastle.cms;
public synchronized class CMSAbsentContent implements CMSTypedData, CMSReadable {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier type;
    public void CMSAbsentContent();
    public void CMSAbsentContent(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.io.InputStream getInputStream();
    public void write(java.io.OutputStream) throws java.io.IOException, CMSException;
    public Object getContent();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
}










org/bouncycastle/cms/CMSAlgorithm.class


package org.bouncycastle.cms;
public synchronized class CMSAlgorithm {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DES_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DES_EDE3_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier RC2_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier IDEA_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CAST5_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES128_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES192_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES256_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES128_CCM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES192_CCM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES256_CCM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES128_GCM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES192_GCM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES256_GCM;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CAMELLIA128_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CAMELLIA192_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CAMELLIA256_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SEED_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DES_EDE3_WRAP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES128_WRAP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES192_WRAP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES256_WRAP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CAMELLIA128_WRAP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CAMELLIA192_WRAP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier CAMELLIA256_WRAP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SEED_WRAP;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECDH_SHA1KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECCDH_SHA1KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECMQV_SHA1KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECDH_SHA224KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECCDH_SHA224KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECMQV_SHA224KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECDH_SHA256KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECCDH_SHA256KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECMQV_SHA256KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECDH_SHA384KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECCDH_SHA384KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECMQV_SHA384KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECDH_SHA512KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECCDH_SHA512KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier ECMQV_SHA512KDF;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SHA1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SHA224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SHA256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SHA384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SHA512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier MD5;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier GOST3411;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier RIPEMD128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier RIPEMD160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier RIPEMD256;
    public void CMSAlgorithm();
    static void <clinit>();
}










org/bouncycastle/cms/CMSAttributeTableGenerationException.class


package org.bouncycastle.cms;
public synchronized class CMSAttributeTableGenerationException extends CMSRuntimeException {
    Exception e;
    public void CMSAttributeTableGenerationException(String);
    public void CMSAttributeTableGenerationException(String, Exception);
    public Exception getUnderlyingException();
    public Throwable getCause();
}










org/bouncycastle/cms/CMSAttributeTableGenerator.class


package org.bouncycastle.cms;
public abstract interface CMSAttributeTableGenerator {
    public static final String CONTENT_TYPE = contentType;
    public static final String DIGEST = digest;
    public static final String SIGNATURE = encryptedDigest;
    public static final String DIGEST_ALGORITHM_IDENTIFIER = digestAlgID;
    public static final String MAC_ALGORITHM_IDENTIFIER = macAlgID;
    public static final String SIGNATURE_ALGORITHM_IDENTIFIER = signatureAlgID;
    public abstract org.bouncycastle.asn1.cms.AttributeTable getAttributes(java.util.Map) throws CMSAttributeTableGenerationException;
}










org/bouncycastle/cms/CMSAuthEnvelopedData$1.class


package org.bouncycastle.cms;
synchronized class CMSAuthEnvelopedData$1 implements CMSSecureReadable {
    void CMSAuthEnvelopedData$1(CMSAuthEnvelopedData);
    public java.io.InputStream getInputStream() throws java.io.IOException, CMSException;
}










org/bouncycastle/cms/CMSAuthEnvelopedData.class


package org.bouncycastle.cms;
synchronized class CMSAuthEnvelopedData {
    RecipientInformationStore recipientInfoStore;
    org.bouncycastle.asn1.cms.ContentInfo contentInfo;
    private org.bouncycastle.asn1.cms.OriginatorInfo originator;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier authEncAlg;
    private org.bouncycastle.asn1.ASN1Set authAttrs;
    private byte[] mac;
    private org.bouncycastle.asn1.ASN1Set unauthAttrs;
    public void CMSAuthEnvelopedData(byte[]) throws CMSException;
    public void CMSAuthEnvelopedData(java.io.InputStream) throws CMSException;
    public void CMSAuthEnvelopedData(org.bouncycastle.asn1.cms.ContentInfo) throws CMSException;
}










org/bouncycastle/cms/CMSAuthEnvelopedGenerator.class


package org.bouncycastle.cms;
synchronized class CMSAuthEnvelopedGenerator {
    public static final String AES128_CCM;
    public static final String AES192_CCM;
    public static final String AES256_CCM;
    public static final String AES128_GCM;
    public static final String AES192_GCM;
    public static final String AES256_GCM;
    void CMSAuthEnvelopedGenerator();
    static void <clinit>();
}










org/bouncycastle/cms/CMSAuthenticatedData$1.class


package org.bouncycastle.cms;
synchronized class CMSAuthenticatedData$1 implements AuthAttributesProvider {
    void CMSAuthenticatedData$1(CMSAuthenticatedData);
    public org.bouncycastle.asn1.ASN1Set getAuthAttributes();
}










org/bouncycastle/cms/CMSAuthenticatedData.class


package org.bouncycastle.cms;
public synchronized class CMSAuthenticatedData implements org.bouncycastle.util.Encodable {
    RecipientInformationStore recipientInfoStore;
    org.bouncycastle.asn1.cms.ContentInfo contentInfo;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier macAlg;
    private org.bouncycastle.asn1.ASN1Set authAttrs;
    private org.bouncycastle.asn1.ASN1Set unauthAttrs;
    private byte[] mac;
    private OriginatorInformation originatorInfo;
    public void CMSAuthenticatedData(byte[]) throws CMSException;
    public void CMSAuthenticatedData(byte[], org.bouncycastle.operator.DigestCalculatorProvider) throws CMSException;
    public void CMSAuthenticatedData(java.io.InputStream) throws CMSException;
    public void CMSAuthenticatedData(java.io.InputStream, org.bouncycastle.operator.DigestCalculatorProvider) throws CMSException;
    public void CMSAuthenticatedData(org.bouncycastle.asn1.cms.ContentInfo) throws CMSException;
    public void CMSAuthenticatedData(org.bouncycastle.asn1.cms.ContentInfo, org.bouncycastle.operator.DigestCalculatorProvider) throws CMSException;
    public OriginatorInformation getOriginatorInfo();
    public byte[] getMac();
    private byte[] encodeObj(org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getMacAlgorithm();
    public String getMacAlgOID();
    public byte[] getMacAlgParams();
    public RecipientInformationStore getRecipientInfos();
    public org.bouncycastle.asn1.cms.ContentInfo getContentInfo();
    public org.bouncycastle.asn1.cms.ContentInfo toASN1Structure();
    public org.bouncycastle.asn1.cms.AttributeTable getAuthAttrs();
    public org.bouncycastle.asn1.cms.AttributeTable getUnauthAttrs();
    public byte[] getEncoded() throws java.io.IOException;
    public byte[] getContentDigest();
}










org/bouncycastle/cms/CMSAuthenticatedDataGenerator$1.class


package org.bouncycastle.cms;
synchronized class CMSAuthenticatedDataGenerator$1 implements org.bouncycastle.operator.DigestCalculatorProvider {
    void CMSAuthenticatedDataGenerator$1(CMSAuthenticatedDataGenerator, org.bouncycastle.operator.DigestCalculator);
    public org.bouncycastle.operator.DigestCalculator get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/CMSAuthenticatedDataGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSAuthenticatedDataGenerator extends CMSAuthenticatedGenerator {
    public void CMSAuthenticatedDataGenerator();
    public CMSAuthenticatedData generate(CMSTypedData, org.bouncycastle.operator.MacCalculator) throws CMSException;
    public CMSAuthenticatedData generate(CMSTypedData, org.bouncycastle.operator.MacCalculator, org.bouncycastle.operator.DigestCalculator) throws CMSException;
}










org/bouncycastle/cms/CMSAuthenticatedDataParser$1.class


package org.bouncycastle.cms;
synchronized class CMSAuthenticatedDataParser$1 implements AuthAttributesProvider {
    void CMSAuthenticatedDataParser$1(CMSAuthenticatedDataParser);
    public org.bouncycastle.asn1.ASN1Set getAuthAttributes();
}










org/bouncycastle/cms/CMSAuthenticatedDataParser.class


package org.bouncycastle.cms;
public synchronized class CMSAuthenticatedDataParser extends CMSContentInfoParser {
    RecipientInformationStore recipientInfoStore;
    org.bouncycastle.asn1.cms.AuthenticatedDataParser authData;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier macAlg;
    private byte[] mac;
    private org.bouncycastle.asn1.cms.AttributeTable authAttrs;
    private org.bouncycastle.asn1.ASN1Set authAttrSet;
    private org.bouncycastle.asn1.cms.AttributeTable unauthAttrs;
    private boolean authAttrNotRead;
    private boolean unauthAttrNotRead;
    private OriginatorInformation originatorInfo;
    public void CMSAuthenticatedDataParser(byte[]) throws CMSException, java.io.IOException;
    public void CMSAuthenticatedDataParser(byte[], org.bouncycastle.operator.DigestCalculatorProvider) throws CMSException, java.io.IOException;
    public void CMSAuthenticatedDataParser(java.io.InputStream) throws CMSException, java.io.IOException;
    public void CMSAuthenticatedDataParser(java.io.InputStream, org.bouncycastle.operator.DigestCalculatorProvider) throws CMSException, java.io.IOException;
    public OriginatorInformation getOriginatorInfo();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getMacAlgorithm();
    public String getMacAlgOID();
    public byte[] getMacAlgParams();
    public RecipientInformationStore getRecipientInfos();
    public byte[] getMac() throws java.io.IOException;
    private org.bouncycastle.asn1.ASN1Set getAuthAttrSet() throws java.io.IOException;
    public org.bouncycastle.asn1.cms.AttributeTable getAuthAttrs() throws java.io.IOException;
    public org.bouncycastle.asn1.cms.AttributeTable getUnauthAttrs() throws java.io.IOException;
    private byte[] encodeObj(org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
    public byte[] getContentDigest();
}










org/bouncycastle/cms/CMSAuthenticatedDataStreamGenerator$CmsAuthenticatedDataOutputStream.class


package org.bouncycastle.cms;
synchronized class CMSAuthenticatedDataStreamGenerator$CmsAuthenticatedDataOutputStream extends java.io.OutputStream {
    private java.io.OutputStream dataStream;
    private org.bouncycastle.asn1.BERSequenceGenerator cGen;
    private org.bouncycastle.asn1.BERSequenceGenerator envGen;
    private org.bouncycastle.asn1.BERSequenceGenerator eiGen;
    private org.bouncycastle.operator.MacCalculator macCalculator;
    private org.bouncycastle.operator.DigestCalculator digestCalculator;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier contentType;
    public void CMSAuthenticatedDataStreamGenerator$CmsAuthenticatedDataOutputStream(CMSAuthenticatedDataStreamGenerator, org.bouncycastle.operator.MacCalculator, org.bouncycastle.operator.DigestCalculator, org.bouncycastle.asn1.ASN1ObjectIdentifier, java.io.OutputStream, org.bouncycastle.asn1.BERSequenceGenerator, org.bouncycastle.asn1.BERSequenceGenerator, org.bouncycastle.asn1.BERSequenceGenerator);
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/cms/CMSAuthenticatedDataStreamGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSAuthenticatedDataStreamGenerator extends CMSAuthenticatedGenerator {
    private int bufferSize;
    private boolean berEncodeRecipientSet;
    private org.bouncycastle.operator.MacCalculator macCalculator;
    public void CMSAuthenticatedDataStreamGenerator();
    public void setBufferSize(int);
    public void setBEREncodeRecipients(boolean);
    public java.io.OutputStream open(java.io.OutputStream, org.bouncycastle.operator.MacCalculator) throws CMSException;
    public java.io.OutputStream open(java.io.OutputStream, org.bouncycastle.operator.MacCalculator, org.bouncycastle.operator.DigestCalculator) throws CMSException;
    public java.io.OutputStream open(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.io.OutputStream, org.bouncycastle.operator.MacCalculator) throws CMSException;
    public java.io.OutputStream open(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.io.OutputStream, org.bouncycastle.operator.MacCalculator, org.bouncycastle.operator.DigestCalculator) throws CMSException;
}










org/bouncycastle/cms/CMSAuthenticatedGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSAuthenticatedGenerator extends CMSEnvelopedGenerator {
    protected CMSAttributeTableGenerator authGen;
    protected CMSAttributeTableGenerator unauthGen;
    public void CMSAuthenticatedGenerator();
    public void setAuthenticatedAttributeGenerator(CMSAttributeTableGenerator);
    public void setUnauthenticatedAttributeGenerator(CMSAttributeTableGenerator);
    protected java.util.Map getBaseParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
}










org/bouncycastle/cms/CMSCompressedData.class


package org.bouncycastle.cms;
public synchronized class CMSCompressedData implements org.bouncycastle.util.Encodable {
    org.bouncycastle.asn1.cms.ContentInfo contentInfo;
    org.bouncycastle.asn1.cms.CompressedData comData;
    public void CMSCompressedData(byte[]) throws CMSException;
    public void CMSCompressedData(java.io.InputStream) throws CMSException;
    public void CMSCompressedData(org.bouncycastle.asn1.cms.ContentInfo) throws CMSException;
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public byte[] getContent(org.bouncycastle.operator.InputExpanderProvider) throws CMSException;
    public org.bouncycastle.asn1.cms.ContentInfo toASN1Structure();
    public byte[] getEncoded() throws java.io.IOException;
}










org/bouncycastle/cms/CMSCompressedDataGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSCompressedDataGenerator {
    public static final String ZLIB = 1.2.840.113549.1.9.16.3.8;
    public void CMSCompressedDataGenerator();
    public CMSCompressedData generate(CMSTypedData, org.bouncycastle.operator.OutputCompressor) throws CMSException;
}










org/bouncycastle/cms/CMSCompressedDataParser.class


package org.bouncycastle.cms;
public synchronized class CMSCompressedDataParser extends CMSContentInfoParser {
    public void CMSCompressedDataParser(byte[]) throws CMSException;
    public void CMSCompressedDataParser(java.io.InputStream) throws CMSException;
    public CMSTypedStream getContent(org.bouncycastle.operator.InputExpanderProvider) throws CMSException;
}










org/bouncycastle/cms/CMSCompressedDataStreamGenerator$CmsCompressedOutputStream.class


package org.bouncycastle.cms;
synchronized class CMSCompressedDataStreamGenerator$CmsCompressedOutputStream extends java.io.OutputStream {
    private java.io.OutputStream _out;
    private org.bouncycastle.asn1.BERSequenceGenerator _sGen;
    private org.bouncycastle.asn1.BERSequenceGenerator _cGen;
    private org.bouncycastle.asn1.BERSequenceGenerator _eiGen;
    void CMSCompressedDataStreamGenerator$CmsCompressedOutputStream(CMSCompressedDataStreamGenerator, java.io.OutputStream, org.bouncycastle.asn1.BERSequenceGenerator, org.bouncycastle.asn1.BERSequenceGenerator, org.bouncycastle.asn1.BERSequenceGenerator);
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/cms/CMSCompressedDataStreamGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSCompressedDataStreamGenerator {
    public static final String ZLIB = 1.2.840.113549.1.9.16.3.8;
    private int _bufferSize;
    public void CMSCompressedDataStreamGenerator();
    public void setBufferSize(int);
    public java.io.OutputStream open(java.io.OutputStream, org.bouncycastle.operator.OutputCompressor) throws java.io.IOException;
    public java.io.OutputStream open(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.io.OutputStream, org.bouncycastle.operator.OutputCompressor) throws java.io.IOException;
}










org/bouncycastle/cms/CMSConfig.class


package org.bouncycastle.cms;
public synchronized class CMSConfig {
    public void CMSConfig();
    public static void setSigningEncryptionAlgorithmMapping(String, String);
    public static void setSigningDigestAlgorithmMapping(String, String);
}










org/bouncycastle/cms/CMSContentInfoParser.class


package org.bouncycastle.cms;
public synchronized class CMSContentInfoParser {
    protected org.bouncycastle.asn1.cms.ContentInfoParser _contentInfo;
    protected java.io.InputStream _data;
    protected void CMSContentInfoParser(java.io.InputStream) throws CMSException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/cms/CMSDigestedData.class


package org.bouncycastle.cms;
public synchronized class CMSDigestedData implements org.bouncycastle.util.Encodable {
    private org.bouncycastle.asn1.cms.ContentInfo contentInfo;
    private org.bouncycastle.asn1.cms.DigestedData digestedData;
    public void CMSDigestedData(byte[]) throws CMSException;
    public void CMSDigestedData(java.io.InputStream) throws CMSException;
    public void CMSDigestedData(org.bouncycastle.asn1.cms.ContentInfo) throws CMSException;
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithm();
    public CMSProcessable getDigestedContent() throws CMSException;
    public org.bouncycastle.asn1.cms.ContentInfo toASN1Structure();
    public byte[] getEncoded() throws java.io.IOException;
    public boolean verify(org.bouncycastle.operator.DigestCalculatorProvider) throws CMSException;
}










org/bouncycastle/cms/CMSEncryptedData.class


package org.bouncycastle.cms;
public synchronized class CMSEncryptedData {
    private org.bouncycastle.asn1.cms.ContentInfo contentInfo;
    private org.bouncycastle.asn1.cms.EncryptedData encryptedData;
    public void CMSEncryptedData(org.bouncycastle.asn1.cms.ContentInfo);
    public byte[] getContent(org.bouncycastle.operator.InputDecryptorProvider) throws CMSException;
    public CMSTypedStream getContentStream(org.bouncycastle.operator.InputDecryptorProvider) throws CMSException;
    public org.bouncycastle.asn1.cms.ContentInfo toASN1Structure();
}










org/bouncycastle/cms/CMSEncryptedDataGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSEncryptedDataGenerator extends CMSEncryptedGenerator {
    public void CMSEncryptedDataGenerator();
    private CMSEncryptedData doGenerate(CMSTypedData, org.bouncycastle.operator.OutputEncryptor) throws CMSException;
    public CMSEncryptedData generate(CMSTypedData, org.bouncycastle.operator.OutputEncryptor) throws CMSException;
}










org/bouncycastle/cms/CMSEncryptedGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSEncryptedGenerator {
    protected CMSAttributeTableGenerator unprotectedAttributeGenerator;
    protected void CMSEncryptedGenerator();
    public void setUnprotectedAttributeGenerator(CMSAttributeTableGenerator);
}










org/bouncycastle/cms/CMSEnvelopedData.class


package org.bouncycastle.cms;
public synchronized class CMSEnvelopedData implements org.bouncycastle.util.Encodable {
    RecipientInformationStore recipientInfoStore;
    org.bouncycastle.asn1.cms.ContentInfo contentInfo;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier encAlg;
    private org.bouncycastle.asn1.ASN1Set unprotectedAttributes;
    private OriginatorInformation originatorInfo;
    public void CMSEnvelopedData(byte[]) throws CMSException;
    public void CMSEnvelopedData(java.io.InputStream) throws CMSException;
    public void CMSEnvelopedData(org.bouncycastle.asn1.cms.ContentInfo) throws CMSException;
    private byte[] encodeObj(org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
    public OriginatorInformation getOriginatorInfo();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getContentEncryptionAlgorithm();
    public String getEncryptionAlgOID();
    public byte[] getEncryptionAlgParams();
    public RecipientInformationStore getRecipientInfos();
    public org.bouncycastle.asn1.cms.ContentInfo toASN1Structure();
    public org.bouncycastle.asn1.cms.AttributeTable getUnprotectedAttributes();
    public byte[] getEncoded() throws java.io.IOException;
}










org/bouncycastle/cms/CMSEnvelopedDataGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSEnvelopedDataGenerator extends CMSEnvelopedGenerator {
    public void CMSEnvelopedDataGenerator();
    private CMSEnvelopedData doGenerate(CMSTypedData, org.bouncycastle.operator.OutputEncryptor) throws CMSException;
    public CMSEnvelopedData generate(CMSTypedData, org.bouncycastle.operator.OutputEncryptor) throws CMSException;
}










org/bouncycastle/cms/CMSEnvelopedDataParser.class


package org.bouncycastle.cms;
public synchronized class CMSEnvelopedDataParser extends CMSContentInfoParser {
    RecipientInformationStore recipientInfoStore;
    org.bouncycastle.asn1.cms.EnvelopedDataParser envelopedData;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier encAlg;
    private org.bouncycastle.asn1.cms.AttributeTable unprotectedAttributes;
    private boolean attrNotRead;
    private OriginatorInformation originatorInfo;
    public void CMSEnvelopedDataParser(byte[]) throws CMSException, java.io.IOException;
    public void CMSEnvelopedDataParser(java.io.InputStream) throws CMSException, java.io.IOException;
    public String getEncryptionAlgOID();
    public byte[] getEncryptionAlgParams();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getContentEncryptionAlgorithm();
    public OriginatorInformation getOriginatorInfo();
    public RecipientInformationStore getRecipientInfos();
    public org.bouncycastle.asn1.cms.AttributeTable getUnprotectedAttributes() throws java.io.IOException;
    private byte[] encodeObj(org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
}










org/bouncycastle/cms/CMSEnvelopedDataStreamGenerator$CmsEnvelopedDataOutputStream.class


package org.bouncycastle.cms;
synchronized class CMSEnvelopedDataStreamGenerator$CmsEnvelopedDataOutputStream extends java.io.OutputStream {
    private java.io.OutputStream _out;
    private org.bouncycastle.asn1.BERSequenceGenerator _cGen;
    private org.bouncycastle.asn1.BERSequenceGenerator _envGen;
    private org.bouncycastle.asn1.BERSequenceGenerator _eiGen;
    public void CMSEnvelopedDataStreamGenerator$CmsEnvelopedDataOutputStream(CMSEnvelopedDataStreamGenerator, java.io.OutputStream, org.bouncycastle.asn1.BERSequenceGenerator, org.bouncycastle.asn1.BERSequenceGenerator, org.bouncycastle.asn1.BERSequenceGenerator);
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/cms/CMSEnvelopedDataStreamGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSEnvelopedDataStreamGenerator extends CMSEnvelopedGenerator {
    private org.bouncycastle.asn1.ASN1Set _unprotectedAttributes;
    private int _bufferSize;
    private boolean _berEncodeRecipientSet;
    public void CMSEnvelopedDataStreamGenerator();
    public void setBufferSize(int);
    public void setBEREncodeRecipients(boolean);
    private org.bouncycastle.asn1.ASN1Integer getVersion();
    private java.io.OutputStream doOpen(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.io.OutputStream, org.bouncycastle.operator.OutputEncryptor) throws java.io.IOException, CMSException;
    protected java.io.OutputStream open(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.io.OutputStream, org.bouncycastle.asn1.ASN1EncodableVector, org.bouncycastle.operator.OutputEncryptor) throws java.io.IOException;
    protected java.io.OutputStream open(java.io.OutputStream, org.bouncycastle.asn1.ASN1EncodableVector, org.bouncycastle.operator.OutputEncryptor) throws CMSException;
    public java.io.OutputStream open(java.io.OutputStream, org.bouncycastle.operator.OutputEncryptor) throws CMSException, java.io.IOException;
    public java.io.OutputStream open(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.io.OutputStream, org.bouncycastle.operator.OutputEncryptor) throws CMSException, java.io.IOException;
}










org/bouncycastle/cms/CMSEnvelopedGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSEnvelopedGenerator {
    public static final String DES_EDE3_CBC;
    public static final String RC2_CBC;
    public static final String IDEA_CBC = 1.3.6.1.4.1.188.7.1.1.2;
    public static final String CAST5_CBC = 1.2.840.113533.7.66.10;
    public static final String AES128_CBC;
    public static final String AES192_CBC;
    public static final String AES256_CBC;
    public static final String CAMELLIA128_CBC;
    public static final String CAMELLIA192_CBC;
    public static final String CAMELLIA256_CBC;
    public static final String SEED_CBC;
    public static final String DES_EDE3_WRAP;
    public static final String AES128_WRAP;
    public static final String AES192_WRAP;
    public static final String AES256_WRAP;
    public static final String CAMELLIA128_WRAP;
    public static final String CAMELLIA192_WRAP;
    public static final String CAMELLIA256_WRAP;
    public static final String SEED_WRAP;
    public static final String ECDH_SHA1KDF;
    public static final String ECMQV_SHA1KDF;
    final java.util.List oldRecipientInfoGenerators;
    final java.util.List recipientInfoGenerators;
    protected CMSAttributeTableGenerator unprotectedAttributeGenerator;
    protected org.bouncycastle.asn1.cms.OriginatorInfo originatorInfo;
    public void CMSEnvelopedGenerator();
    public void setUnprotectedAttributeGenerator(CMSAttributeTableGenerator);
    public void setOriginatorInfo(OriginatorInformation);
    public void addRecipientInfoGenerator(RecipientInfoGenerator);
    static void <clinit>();
}










org/bouncycastle/cms/CMSEnvelopedHelper$CMSAuthenticatedSecureReadable.class


package org.bouncycastle.cms;
synchronized class CMSEnvelopedHelper$CMSAuthenticatedSecureReadable implements CMSSecureReadable {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithm;
    private CMSReadable readable;
    void CMSEnvelopedHelper$CMSAuthenticatedSecureReadable(org.bouncycastle.asn1.x509.AlgorithmIdentifier, CMSReadable);
    public java.io.InputStream getInputStream() throws java.io.IOException, CMSException;
}










org/bouncycastle/cms/CMSEnvelopedHelper$CMSDigestAuthenticatedSecureReadable$1.class


package org.bouncycastle.cms;
synchronized class CMSEnvelopedHelper$CMSDigestAuthenticatedSecureReadable$1 extends java.io.FilterInputStream {
    void CMSEnvelopedHelper$CMSDigestAuthenticatedSecureReadable$1(CMSEnvelopedHelper$CMSDigestAuthenticatedSecureReadable, java.io.InputStream);
    public int read() throws java.io.IOException;
    public int read(byte[], int, int) throws java.io.IOException;
}










org/bouncycastle/cms/CMSEnvelopedHelper$CMSDigestAuthenticatedSecureReadable.class


package org.bouncycastle.cms;
synchronized class CMSEnvelopedHelper$CMSDigestAuthenticatedSecureReadable implements CMSSecureReadable {
    private org.bouncycastle.operator.DigestCalculator digestCalculator;
    private CMSReadable readable;
    public void CMSEnvelopedHelper$CMSDigestAuthenticatedSecureReadable(org.bouncycastle.operator.DigestCalculator, CMSReadable);
    public java.io.InputStream getInputStream() throws java.io.IOException, CMSException;
    public byte[] getDigest();
}










org/bouncycastle/cms/CMSEnvelopedHelper$CMSEnvelopedSecureReadable.class


package org.bouncycastle.cms;
synchronized class CMSEnvelopedHelper$CMSEnvelopedSecureReadable implements CMSSecureReadable {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithm;
    private CMSReadable readable;
    void CMSEnvelopedHelper$CMSEnvelopedSecureReadable(org.bouncycastle.asn1.x509.AlgorithmIdentifier, CMSReadable);
    public java.io.InputStream getInputStream() throws java.io.IOException, CMSException;
}










org/bouncycastle/cms/CMSEnvelopedHelper.class


package org.bouncycastle.cms;
synchronized class CMSEnvelopedHelper {
    void CMSEnvelopedHelper();
    static RecipientInformationStore buildRecipientInformationStore(org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.x509.AlgorithmIdentifier, CMSSecureReadable);
    static RecipientInformationStore buildRecipientInformationStore(org.bouncycastle.asn1.ASN1Set, org.bouncycastle.asn1.x509.AlgorithmIdentifier, CMSSecureReadable, AuthAttributesProvider);
    private static void readRecipientInfo(java.util.List, org.bouncycastle.asn1.cms.RecipientInfo, org.bouncycastle.asn1.x509.AlgorithmIdentifier, CMSSecureReadable, AuthAttributesProvider);
}










org/bouncycastle/cms/CMSException.class


package org.bouncycastle.cms;
public synchronized class CMSException extends Exception {
    Exception e;
    public void CMSException(String);
    public void CMSException(String, Exception);
    public Exception getUnderlyingException();
    public Throwable getCause();
}










org/bouncycastle/cms/CMSProcessable.class


package org.bouncycastle.cms;
public abstract interface CMSProcessable {
    public abstract void write(java.io.OutputStream) throws java.io.IOException, CMSException;
    public abstract Object getContent();
}










org/bouncycastle/cms/CMSProcessableByteArray.class


package org.bouncycastle.cms;
public synchronized class CMSProcessableByteArray implements CMSTypedData, CMSReadable {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier type;
    private final byte[] bytes;
    public void CMSProcessableByteArray(byte[]);
    public void CMSProcessableByteArray(org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[]);
    public java.io.InputStream getInputStream();
    public void write(java.io.OutputStream) throws java.io.IOException, CMSException;
    public Object getContent();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
}










org/bouncycastle/cms/CMSProcessableFile.class


package org.bouncycastle.cms;
public synchronized class CMSProcessableFile implements CMSTypedData, CMSReadable {
    private static final int DEFAULT_BUF_SIZE = 32768;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier type;
    private final java.io.File file;
    private final byte[] buf;
    public void CMSProcessableFile(java.io.File);
    public void CMSProcessableFile(java.io.File, int);
    public void CMSProcessableFile(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.io.File, int);
    public java.io.InputStream getInputStream() throws java.io.IOException, CMSException;
    public void write(java.io.OutputStream) throws java.io.IOException, CMSException;
    public Object getContent();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
}










org/bouncycastle/cms/CMSProcessableInputStream.class


package org.bouncycastle.cms;
synchronized class CMSProcessableInputStream implements CMSProcessable, CMSReadable {
    private java.io.InputStream input;
    private boolean used;
    public void CMSProcessableInputStream(java.io.InputStream);
    public java.io.InputStream getInputStream();
    public void write(java.io.OutputStream) throws java.io.IOException, CMSException;
    public Object getContent();
    private synchronized void checkSingleUsage();
}










org/bouncycastle/cms/CMSReadable.class


package org.bouncycastle.cms;
abstract interface CMSReadable {
    public abstract java.io.InputStream getInputStream() throws java.io.IOException, CMSException;
}










org/bouncycastle/cms/CMSRuntimeException.class


package org.bouncycastle.cms;
public synchronized class CMSRuntimeException extends RuntimeException {
    Exception e;
    public void CMSRuntimeException(String);
    public void CMSRuntimeException(String, Exception);
    public Exception getUnderlyingException();
    public Throwable getCause();
}










org/bouncycastle/cms/CMSSecureReadable.class


package org.bouncycastle.cms;
abstract interface CMSSecureReadable {
    public abstract java.io.InputStream getInputStream() throws java.io.IOException, CMSException;
}










org/bouncycastle/cms/CMSSignatureAlgorithmNameGenerator.class


package org.bouncycastle.cms;
public abstract interface CMSSignatureAlgorithmNameGenerator {
    public abstract String getSignatureName(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/cms/CMSSignatureEncryptionAlgorithmFinder.class


package org.bouncycastle.cms;
public abstract interface CMSSignatureEncryptionAlgorithmFinder {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier findEncryptionAlgorithm(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/cms/CMSSignedData$1.class


package org.bouncycastle.cms;
synchronized class CMSSignedData$1 implements CMSTypedData {
    void CMSSignedData$1(CMSSignedData, CMSProcessable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public void write(java.io.OutputStream) throws java.io.IOException, CMSException;
    public Object getContent();
}










org/bouncycastle/cms/CMSSignedData.class


package org.bouncycastle.cms;
public synchronized class CMSSignedData implements org.bouncycastle.util.Encodable {
    private static final CMSSignedHelper HELPER;
    org.bouncycastle.asn1.cms.SignedData signedData;
    org.bouncycastle.asn1.cms.ContentInfo contentInfo;
    CMSTypedData signedContent;
    SignerInformationStore signerInfoStore;
    private java.util.Map hashes;
    private void CMSSignedData(CMSSignedData);
    public void CMSSignedData(byte[]) throws CMSException;
    public void CMSSignedData(CMSProcessable, byte[]) throws CMSException;
    public void CMSSignedData(java.util.Map, byte[]) throws CMSException;
    public void CMSSignedData(CMSProcessable, java.io.InputStream) throws CMSException;
    public void CMSSignedData(java.io.InputStream) throws CMSException;
    public void CMSSignedData(CMSProcessable, org.bouncycastle.asn1.cms.ContentInfo) throws CMSException;
    public void CMSSignedData(java.util.Map, org.bouncycastle.asn1.cms.ContentInfo) throws CMSException;
    public void CMSSignedData(org.bouncycastle.asn1.cms.ContentInfo) throws CMSException;
    private org.bouncycastle.asn1.cms.SignedData getSignedData() throws CMSException;
    public int getVersion();
    public SignerInformationStore getSignerInfos();
    public boolean isDetachedSignature();
    public boolean isCertificateManagementMessage();
    public org.bouncycastle.util.Store getCertificates();
    public org.bouncycastle.util.Store getCRLs();
    public org.bouncycastle.util.Store getAttributeCertificates();
    public org.bouncycastle.util.Store getOtherRevocationInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Set getDigestAlgorithmIDs();
    public String getSignedContentTypeOID();
    public CMSTypedData getSignedContent();
    public org.bouncycastle.asn1.cms.ContentInfo toASN1Structure();
    public byte[] getEncoded() throws java.io.IOException;
    public boolean verifySignatures(SignerInformationVerifierProvider) throws CMSException;
    public boolean verifySignatures(SignerInformationVerifierProvider, boolean) throws CMSException;
    private boolean verifyCounterSignature(SignerInformation, SignerInformationVerifierProvider) throws org.bouncycastle.operator.OperatorCreationException, CMSException;
    public static CMSSignedData replaceSigners(CMSSignedData, SignerInformationStore);
    public static CMSSignedData replaceCertificatesAndCRLs(CMSSignedData, org.bouncycastle.util.Store, org.bouncycastle.util.Store, org.bouncycastle.util.Store) throws CMSException;
    static void <clinit>();
}










org/bouncycastle/cms/CMSSignedDataGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSSignedDataGenerator extends CMSSignedGenerator {
    private java.util.List signerInfs;
    public void CMSSignedDataGenerator();
    public CMSSignedData generate(CMSTypedData) throws CMSException;
    public CMSSignedData generate(CMSTypedData, boolean) throws CMSException;
    public SignerInformationStore generateCounterSigners(SignerInformation) throws CMSException;
}










org/bouncycastle/cms/CMSSignedDataParser.class


package org.bouncycastle.cms;
public synchronized class CMSSignedDataParser extends CMSContentInfoParser {
    private static final CMSSignedHelper HELPER;
    private org.bouncycastle.asn1.cms.SignedDataParser _signedData;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier _signedContentType;
    private CMSTypedStream _signedContent;
    private java.util.Map digests;
    private java.util.Set digestAlgorithms;
    private SignerInformationStore _signerInfoStore;
    private org.bouncycastle.asn1.ASN1Set _certSet;
    private org.bouncycastle.asn1.ASN1Set _crlSet;
    private boolean _isCertCrlParsed;
    public void CMSSignedDataParser(org.bouncycastle.operator.DigestCalculatorProvider, byte[]) throws CMSException;
    public void CMSSignedDataParser(org.bouncycastle.operator.DigestCalculatorProvider, CMSTypedStream, byte[]) throws CMSException;
    public void CMSSignedDataParser(org.bouncycastle.operator.DigestCalculatorProvider, java.io.InputStream) throws CMSException;
    public void CMSSignedDataParser(org.bouncycastle.operator.DigestCalculatorProvider, CMSTypedStream, java.io.InputStream) throws CMSException;
    public int getVersion();
    public java.util.Set getDigestAlgorithmIDs();
    public SignerInformationStore getSignerInfos() throws CMSException;
    public org.bouncycastle.util.Store getCertificates() throws CMSException;
    public org.bouncycastle.util.Store getCRLs() throws CMSException;
    public org.bouncycastle.util.Store getAttributeCertificates() throws CMSException;
    public org.bouncycastle.util.Store getOtherRevocationInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws CMSException;
    private void populateCertCrlSets() throws CMSException;
    public String getSignedContentTypeOID();
    public CMSTypedStream getSignedContent();
    public static java.io.OutputStream replaceSigners(java.io.InputStream, SignerInformationStore, java.io.OutputStream) throws CMSException, java.io.IOException;
    public static java.io.OutputStream replaceCertificatesAndCRLs(java.io.InputStream, org.bouncycastle.util.Store, org.bouncycastle.util.Store, org.bouncycastle.util.Store, java.io.OutputStream) throws CMSException, java.io.IOException;
    private static void writeSetToGeneratorTagged(org.bouncycastle.asn1.ASN1Generator, org.bouncycastle.asn1.ASN1SetParser, int) throws java.io.IOException;
    private static org.bouncycastle.asn1.ASN1Set getASN1Set(org.bouncycastle.asn1.ASN1SetParser);
    private static void pipeEncapsulatedOctetString(org.bouncycastle.asn1.cms.ContentInfoParser, java.io.OutputStream) throws java.io.IOException;
    private static void pipeOctetString(org.bouncycastle.asn1.ASN1OctetStringParser, java.io.OutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/cms/CMSSignedDataStreamGenerator$CmsSignedDataOutputStream.class


package org.bouncycastle.cms;
synchronized class CMSSignedDataStreamGenerator$CmsSignedDataOutputStream extends java.io.OutputStream {
    private java.io.OutputStream _out;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier _contentOID;
    private org.bouncycastle.asn1.BERSequenceGenerator _sGen;
    private org.bouncycastle.asn1.BERSequenceGenerator _sigGen;
    private org.bouncycastle.asn1.BERSequenceGenerator _eiGen;
    public void CMSSignedDataStreamGenerator$CmsSignedDataOutputStream(CMSSignedDataStreamGenerator, java.io.OutputStream, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.BERSequenceGenerator, org.bouncycastle.asn1.BERSequenceGenerator, org.bouncycastle.asn1.BERSequenceGenerator);
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/cms/CMSSignedDataStreamGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSSignedDataStreamGenerator extends CMSSignedGenerator {
    private int _bufferSize;
    public void CMSSignedDataStreamGenerator();
    public void setBufferSize(int);
    public java.io.OutputStream open(java.io.OutputStream) throws java.io.IOException;
    public java.io.OutputStream open(java.io.OutputStream, boolean) throws java.io.IOException;
    public java.io.OutputStream open(java.io.OutputStream, boolean, java.io.OutputStream) throws java.io.IOException;
    public java.io.OutputStream open(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.io.OutputStream, boolean) throws java.io.IOException;
    public java.io.OutputStream open(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.io.OutputStream, boolean, java.io.OutputStream) throws java.io.IOException;
    private org.bouncycastle.asn1.ASN1Integer calculateVersion(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    private boolean checkForVersion3(java.util.List, java.util.List);
}










org/bouncycastle/cms/CMSSignedGenerator.class


package org.bouncycastle.cms;
public synchronized class CMSSignedGenerator {
    public static final String DATA;
    public static final String DIGEST_SHA1;
    public static final String DIGEST_SHA224;
    public static final String DIGEST_SHA256;
    public static final String DIGEST_SHA384;
    public static final String DIGEST_SHA512;
    public static final String DIGEST_MD5;
    public static final String DIGEST_GOST3411;
    public static final String DIGEST_RIPEMD128;
    public static final String DIGEST_RIPEMD160;
    public static final String DIGEST_RIPEMD256;
    public static final String ENCRYPTION_RSA;
    public static final String ENCRYPTION_DSA;
    public static final String ENCRYPTION_ECDSA;
    public static final String ENCRYPTION_RSA_PSS;
    public static final String ENCRYPTION_GOST3410;
    public static final String ENCRYPTION_ECGOST3410;
    private static final String ENCRYPTION_ECDSA_WITH_SHA1;
    private static final String ENCRYPTION_ECDSA_WITH_SHA224;
    private static final String ENCRYPTION_ECDSA_WITH_SHA256;
    private static final String ENCRYPTION_ECDSA_WITH_SHA384;
    private static final String ENCRYPTION_ECDSA_WITH_SHA512;
    private static final java.util.Set NO_PARAMS;
    private static final java.util.Map EC_ALGORITHMS;
    protected java.util.List certs;
    protected java.util.List crls;
    protected java.util.List _signers;
    protected java.util.List signerGens;
    protected java.util.Map digests;
    protected void CMSSignedGenerator();
    protected java.util.Map getBaseParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    public void addCertificate(org.bouncycastle.cert.X509CertificateHolder) throws CMSException;
    public void addCertificates(org.bouncycastle.util.Store) throws CMSException;
    public void addCRL(org.bouncycastle.cert.X509CRLHolder);
    public void addCRLs(org.bouncycastle.util.Store) throws CMSException;
    public void addAttributeCertificate(org.bouncycastle.cert.X509AttributeCertificateHolder) throws CMSException;
    public void addAttributeCertificates(org.bouncycastle.util.Store) throws CMSException;
    public void addOtherRevocationInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public void addOtherRevocationInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.util.Store);
    public void addSigners(SignerInformationStore);
    public void addSignerInfoGenerator(SignerInfoGenerator);
    public java.util.Map getGeneratedDigests();
    static void <clinit>();
}










org/bouncycastle/cms/CMSSignedHelper.class


package org.bouncycastle.cms;
synchronized class CMSSignedHelper {
    static final CMSSignedHelper INSTANCE;
    private static final java.util.Map encryptionAlgs;
    private static final java.util.Map digestAlgs;
    private static final java.util.Map digestAliases;
    void CMSSignedHelper();
    private static void addEntries(org.bouncycastle.asn1.ASN1ObjectIdentifier, String, String);
    String getEncryptionAlgName(String);
    org.bouncycastle.asn1.x509.AlgorithmIdentifier fixAlgID(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    void setSigningEncryptionAlgorithmMapping(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    void setSigningDigestAlgorithmMapping(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    org.bouncycastle.util.Store getCertificates(org.bouncycastle.asn1.ASN1Set);
    org.bouncycastle.util.Store getAttributeCertificates(org.bouncycastle.asn1.ASN1Set);
    org.bouncycastle.util.Store getCRLs(org.bouncycastle.asn1.ASN1Set);
    org.bouncycastle.util.Store getOtherRevocationInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Set);
    static void <clinit>();
}










org/bouncycastle/cms/CMSSignerDigestMismatchException.class


package org.bouncycastle.cms;
public synchronized class CMSSignerDigestMismatchException extends CMSException {
    public void CMSSignerDigestMismatchException(String);
}










org/bouncycastle/cms/CMSStreamException.class


package org.bouncycastle.cms;
public synchronized class CMSStreamException extends java.io.IOException {
    private final Throwable underlying;
    void CMSStreamException(String);
    void CMSStreamException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/cms/CMSTypedData.class


package org.bouncycastle.cms;
public abstract interface CMSTypedData extends CMSProcessable {
    public abstract org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
}










org/bouncycastle/cms/CMSTypedStream$FullReaderStream.class


package org.bouncycastle.cms;
synchronized class CMSTypedStream$FullReaderStream extends java.io.FilterInputStream {
    void CMSTypedStream$FullReaderStream(java.io.InputStream);
    public int read(byte[], int, int) throws java.io.IOException;
}










org/bouncycastle/cms/CMSTypedStream.class


package org.bouncycastle.cms;
public synchronized class CMSTypedStream {
    private static final int BUF_SIZ = 32768;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier _oid;
    protected java.io.InputStream _in;
    public void CMSTypedStream(java.io.InputStream);
    public void CMSTypedStream(String, java.io.InputStream);
    public void CMSTypedStream(String, java.io.InputStream, int);
    public void CMSTypedStream(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.io.InputStream);
    public void CMSTypedStream(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.io.InputStream, int);
    protected void CMSTypedStream(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public java.io.InputStream getContentStream();
    public void drain() throws java.io.IOException;
}










org/bouncycastle/cms/CMSUtils.class


package org.bouncycastle.cms;
synchronized class CMSUtils {
    private static final java.util.Set des;
    void CMSUtils();
    static boolean isDES(String);
    static boolean isEquivalent(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    static org.bouncycastle.asn1.cms.ContentInfo readContentInfo(byte[]) throws CMSException;
    static org.bouncycastle.asn1.cms.ContentInfo readContentInfo(java.io.InputStream) throws CMSException;
    static java.util.List getCertificatesFromStore(org.bouncycastle.util.Store) throws CMSException;
    static java.util.List getAttributeCertificatesFromStore(org.bouncycastle.util.Store) throws CMSException;
    static java.util.List getCRLsFromStore(org.bouncycastle.util.Store) throws CMSException;
    private static void validateInfoFormat(org.bouncycastle.asn1.cms.OtherRevocationInfoFormat);
    static java.util.Collection getOthersFromStore(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.util.Store);
    static org.bouncycastle.asn1.ASN1Set createBerSetFromList(java.util.List);
    static org.bouncycastle.asn1.ASN1Set createDerSetFromList(java.util.List);
    static java.io.OutputStream createBEROctetOutputStream(java.io.OutputStream, int, boolean, int) throws java.io.IOException;
    private static org.bouncycastle.asn1.cms.ContentInfo readContentInfo(org.bouncycastle.asn1.ASN1InputStream) throws CMSException;
    public static byte[] streamToByteArray(java.io.InputStream) throws java.io.IOException;
    public static byte[] streamToByteArray(java.io.InputStream, int) throws java.io.IOException;
    static java.io.InputStream attachDigestsToInputStream(java.util.Collection, java.io.InputStream);
    static java.io.OutputStream attachSignersToOutputStream(java.util.Collection, java.io.OutputStream);
    static java.io.OutputStream getSafeOutputStream(java.io.OutputStream);
    static java.io.OutputStream getSafeTeeOutputStream(java.io.OutputStream, java.io.OutputStream);
    static void <clinit>();
}










org/bouncycastle/cms/CMSVerifierCertificateNotValidException.class


package org.bouncycastle.cms;
public synchronized class CMSVerifierCertificateNotValidException extends CMSException {
    public void CMSVerifierCertificateNotValidException(String);
}










org/bouncycastle/cms/DefaultAuthenticatedAttributeTableGenerator.class


package org.bouncycastle.cms;
public synchronized class DefaultAuthenticatedAttributeTableGenerator implements CMSAttributeTableGenerator {
    private final java.util.Hashtable table;
    public void DefaultAuthenticatedAttributeTableGenerator();
    public void DefaultAuthenticatedAttributeTableGenerator(org.bouncycastle.asn1.cms.AttributeTable);
    protected java.util.Hashtable createStandardAttributeTable(java.util.Map);
    public org.bouncycastle.asn1.cms.AttributeTable getAttributes(java.util.Map);
}










org/bouncycastle/cms/DefaultCMSSignatureAlgorithmNameGenerator.class


package org.bouncycastle.cms;
public synchronized class DefaultCMSSignatureAlgorithmNameGenerator implements CMSSignatureAlgorithmNameGenerator {
    private final java.util.Map encryptionAlgs;
    private final java.util.Map digestAlgs;
    private void addEntries(org.bouncycastle.asn1.ASN1ObjectIdentifier, String, String);
    public void DefaultCMSSignatureAlgorithmNameGenerator();
    private String getDigestAlgName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    private String getEncryptionAlgName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    protected void setSigningEncryptionAlgorithmMapping(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    protected void setSigningDigestAlgorithmMapping(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public String getSignatureName(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/cms/DefaultCMSSignatureEncryptionAlgorithmFinder.class


package org.bouncycastle.cms;
public synchronized class DefaultCMSSignatureEncryptionAlgorithmFinder implements CMSSignatureEncryptionAlgorithmFinder {
    private static final java.util.Set RSA_PKCS1d5;
    public void DefaultCMSSignatureEncryptionAlgorithmFinder();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier findEncryptionAlgorithm(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    static void <clinit>();
}










org/bouncycastle/cms/DefaultSignedAttributeTableGenerator.class


package org.bouncycastle.cms;
public synchronized class DefaultSignedAttributeTableGenerator implements CMSAttributeTableGenerator {
    private final java.util.Hashtable table;
    public void DefaultSignedAttributeTableGenerator();
    public void DefaultSignedAttributeTableGenerator(org.bouncycastle.asn1.cms.AttributeTable);
    protected java.util.Hashtable createStandardAttributeTable(java.util.Map);
    public org.bouncycastle.asn1.cms.AttributeTable getAttributes(java.util.Map);
    private static java.util.Hashtable copyHashTable(java.util.Hashtable);
}










org/bouncycastle/cms/KEKRecipient.class


package org.bouncycastle.cms;
public abstract interface KEKRecipient extends Recipient {
    public abstract RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws CMSException;
}










org/bouncycastle/cms/KEKRecipientId.class


package org.bouncycastle.cms;
public synchronized class KEKRecipientId extends RecipientId {
    private byte[] keyIdentifier;
    public void KEKRecipientId(byte[]);
    public int hashCode();
    public boolean equals(Object);
    public byte[] getKeyIdentifier();
    public Object clone();
    public boolean match(Object);
}










org/bouncycastle/cms/KEKRecipientInfoGenerator.class


package org.bouncycastle.cms;
public abstract synchronized class KEKRecipientInfoGenerator implements RecipientInfoGenerator {
    private final org.bouncycastle.asn1.cms.KEKIdentifier kekIdentifier;
    protected final org.bouncycastle.operator.SymmetricKeyWrapper wrapper;
    protected void KEKRecipientInfoGenerator(org.bouncycastle.asn1.cms.KEKIdentifier, org.bouncycastle.operator.SymmetricKeyWrapper);
    public final org.bouncycastle.asn1.cms.RecipientInfo generate(org.bouncycastle.operator.GenericKey) throws CMSException;
}










org/bouncycastle/cms/KEKRecipientInformation.class


package org.bouncycastle.cms;
public synchronized class KEKRecipientInformation extends RecipientInformation {
    private org.bouncycastle.asn1.cms.KEKRecipientInfo info;
    void KEKRecipientInformation(org.bouncycastle.asn1.cms.KEKRecipientInfo, org.bouncycastle.asn1.x509.AlgorithmIdentifier, CMSSecureReadable, AuthAttributesProvider);
    protected RecipientOperator getRecipientOperator(Recipient) throws CMSException, java.io.IOException;
}










org/bouncycastle/cms/KeyAgreeRecipient.class


package org.bouncycastle.cms;
public abstract interface KeyAgreeRecipient extends Recipient {
    public abstract RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, org.bouncycastle.asn1.ASN1OctetString, byte[]) throws CMSException;
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier getPrivateKeyAlgorithmIdentifier();
}










org/bouncycastle/cms/KeyAgreeRecipientId.class


package org.bouncycastle.cms;
public synchronized class KeyAgreeRecipientId extends RecipientId {
    private org.bouncycastle.cert.selector.X509CertificateHolderSelector baseSelector;
    private void KeyAgreeRecipientId(org.bouncycastle.cert.selector.X509CertificateHolderSelector);
    public void KeyAgreeRecipientId(byte[]);
    public void KeyAgreeRecipientId(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger);
    public void KeyAgreeRecipientId(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, byte[]);
    public java.math.BigInteger getSerialNumber();
    public byte[] getSubjectKeyIdentifier();
    public int hashCode();
    public boolean equals(Object);
    public Object clone();
    public boolean match(Object);
}










org/bouncycastle/cms/KeyAgreeRecipientInfoGenerator.class


package org.bouncycastle.cms;
public abstract synchronized class KeyAgreeRecipientInfoGenerator implements RecipientInfoGenerator {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier keyAgreementOID;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier keyEncryptionOID;
    private org.bouncycastle.asn1.x509.SubjectPublicKeyInfo originatorKeyInfo;
    protected void KeyAgreeRecipientInfoGenerator(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.cms.RecipientInfo generate(org.bouncycastle.operator.GenericKey) throws CMSException;
    protected org.bouncycastle.asn1.cms.OriginatorPublicKey createOriginatorPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    protected abstract org.bouncycastle.asn1.ASN1Sequence generateRecipientEncryptedKeys(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.operator.GenericKey) throws CMSException;
    protected abstract byte[] getUserKeyingMaterial(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws CMSException;
}










org/bouncycastle/cms/KeyAgreeRecipientInformation.class


package org.bouncycastle.cms;
public synchronized class KeyAgreeRecipientInformation extends RecipientInformation {
    private org.bouncycastle.asn1.cms.KeyAgreeRecipientInfo info;
    private org.bouncycastle.asn1.ASN1OctetString encryptedKey;
    static void readRecipientInfo(java.util.List, org.bouncycastle.asn1.cms.KeyAgreeRecipientInfo, org.bouncycastle.asn1.x509.AlgorithmIdentifier, CMSSecureReadable, AuthAttributesProvider);
    void KeyAgreeRecipientInformation(org.bouncycastle.asn1.cms.KeyAgreeRecipientInfo, RecipientId, org.bouncycastle.asn1.ASN1OctetString, org.bouncycastle.asn1.x509.AlgorithmIdentifier, CMSSecureReadable, AuthAttributesProvider);
    private org.bouncycastle.asn1.x509.SubjectPublicKeyInfo getSenderPublicKeyInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.cms.OriginatorIdentifierOrKey) throws CMSException, java.io.IOException;
    private org.bouncycastle.asn1.x509.SubjectPublicKeyInfo getPublicKeyInfoFromOriginatorPublicKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.cms.OriginatorPublicKey);
    private org.bouncycastle.asn1.x509.SubjectPublicKeyInfo getPublicKeyInfoFromOriginatorId(OriginatorId) throws CMSException;
    protected RecipientOperator getRecipientOperator(Recipient) throws CMSException, java.io.IOException;
}










org/bouncycastle/cms/KeyTransRecipient.class


package org.bouncycastle.cms;
public abstract interface KeyTransRecipient extends Recipient {
    public abstract RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws CMSException;
}










org/bouncycastle/cms/KeyTransRecipientId.class


package org.bouncycastle.cms;
public synchronized class KeyTransRecipientId extends RecipientId {
    private org.bouncycastle.cert.selector.X509CertificateHolderSelector baseSelector;
    private void KeyTransRecipientId(org.bouncycastle.cert.selector.X509CertificateHolderSelector);
    public void KeyTransRecipientId(byte[]);
    public void KeyTransRecipientId(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger);
    public void KeyTransRecipientId(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, byte[]);
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public java.math.BigInteger getSerialNumber();
    public byte[] getSubjectKeyIdentifier();
    public int hashCode();
    public boolean equals(Object);
    public Object clone();
    public boolean match(Object);
}










org/bouncycastle/cms/KeyTransRecipientInfoGenerator.class


package org.bouncycastle.cms;
public abstract synchronized class KeyTransRecipientInfoGenerator implements RecipientInfoGenerator {
    protected final org.bouncycastle.operator.AsymmetricKeyWrapper wrapper;
    private org.bouncycastle.asn1.cms.IssuerAndSerialNumber issuerAndSerial;
    private byte[] subjectKeyIdentifier;
    protected void KeyTransRecipientInfoGenerator(org.bouncycastle.asn1.cms.IssuerAndSerialNumber, org.bouncycastle.operator.AsymmetricKeyWrapper);
    protected void KeyTransRecipientInfoGenerator(byte[], org.bouncycastle.operator.AsymmetricKeyWrapper);
    public final org.bouncycastle.asn1.cms.RecipientInfo generate(org.bouncycastle.operator.GenericKey) throws CMSException;
}










org/bouncycastle/cms/KeyTransRecipientInformation.class


package org.bouncycastle.cms;
public synchronized class KeyTransRecipientInformation extends RecipientInformation {
    private org.bouncycastle.asn1.cms.KeyTransRecipientInfo info;
    void KeyTransRecipientInformation(org.bouncycastle.asn1.cms.KeyTransRecipientInfo, org.bouncycastle.asn1.x509.AlgorithmIdentifier, CMSSecureReadable, AuthAttributesProvider);
    protected RecipientOperator getRecipientOperator(Recipient) throws CMSException;
}










org/bouncycastle/cms/NullOutputStream.class


package org.bouncycastle.cms;
synchronized class NullOutputStream extends java.io.OutputStream {
    void NullOutputStream();
    public void write(byte[]) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(int) throws java.io.IOException;
}










org/bouncycastle/cms/OriginatorId.class


package org.bouncycastle.cms;
synchronized class OriginatorId implements org.bouncycastle.util.Selector {
    private byte[] subjectKeyId;
    private org.bouncycastle.asn1.x500.X500Name issuer;
    private java.math.BigInteger serialNumber;
    public void OriginatorId(byte[]);
    private void setSubjectKeyID(byte[]);
    public void OriginatorId(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger);
    private void setIssuerAndSerial(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger);
    public void OriginatorId(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, byte[]);
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public Object clone();
    public int hashCode();
    public boolean equals(Object);
    private boolean equalsObj(Object, Object);
    public boolean match(Object);
}










org/bouncycastle/cms/OriginatorInfoGenerator.class


package org.bouncycastle.cms;
public synchronized class OriginatorInfoGenerator {
    private final java.util.List origCerts;
    private final java.util.List origCRLs;
    public void OriginatorInfoGenerator(org.bouncycastle.cert.X509CertificateHolder);
    public void OriginatorInfoGenerator(org.bouncycastle.util.Store) throws CMSException;
    public void OriginatorInfoGenerator(org.bouncycastle.util.Store, org.bouncycastle.util.Store) throws CMSException;
    public OriginatorInformation generate();
}










org/bouncycastle/cms/OriginatorInformation.class


package org.bouncycastle.cms;
public synchronized class OriginatorInformation {
    private org.bouncycastle.asn1.cms.OriginatorInfo originatorInfo;
    void OriginatorInformation(org.bouncycastle.asn1.cms.OriginatorInfo);
    public org.bouncycastle.util.Store getCertificates();
    public org.bouncycastle.util.Store getCRLs();
    public org.bouncycastle.asn1.cms.OriginatorInfo toASN1Structure();
}










org/bouncycastle/cms/PKCS7ProcessableObject.class


package org.bouncycastle.cms;
public synchronized class PKCS7ProcessableObject implements CMSTypedData {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier type;
    private final org.bouncycastle.asn1.ASN1Encodable structure;
    public void PKCS7ProcessableObject(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public void write(java.io.OutputStream) throws java.io.IOException, CMSException;
    public Object getContent();
}










org/bouncycastle/cms/PKCS7TypedStream.class


package org.bouncycastle.cms;
public synchronized class PKCS7TypedStream extends CMSTypedStream {
    private final org.bouncycastle.asn1.ASN1Encodable content;
    public void PKCS7TypedStream(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
    public org.bouncycastle.asn1.ASN1Encodable getContent();
    public java.io.InputStream getContentStream();
    public void drain() throws java.io.IOException;
    private java.io.InputStream getContentStream(org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
}










org/bouncycastle/cms/PasswordRecipient.class


package org.bouncycastle.cms;
public abstract interface PasswordRecipient extends Recipient {
    public static final int PKCS5_SCHEME2 = 0;
    public static final int PKCS5_SCHEME2_UTF8 = 1;
    public abstract byte[] calculateDerivedKey(int, org.bouncycastle.asn1.x509.AlgorithmIdentifier, int) throws CMSException;
    public abstract RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], byte[]) throws CMSException;
    public abstract int getPasswordConversionScheme();
    public abstract char[] getPassword();
}










org/bouncycastle/cms/PasswordRecipientId.class


package org.bouncycastle.cms;
public synchronized class PasswordRecipientId extends RecipientId {
    public void PasswordRecipientId();
    public int hashCode();
    public boolean equals(Object);
    public Object clone();
    public boolean match(Object);
}










org/bouncycastle/cms/PasswordRecipientInfoGenerator.class


package org.bouncycastle.cms;
public abstract synchronized class PasswordRecipientInfoGenerator implements RecipientInfoGenerator {
    protected char[] password;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier keyDerivationAlgorithm;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier kekAlgorithm;
    private java.security.SecureRandom random;
    private int schemeID;
    private int keySize;
    private int blockSize;
    protected void PasswordRecipientInfoGenerator(org.bouncycastle.asn1.ASN1ObjectIdentifier, char[]);
    protected void PasswordRecipientInfoGenerator(org.bouncycastle.asn1.ASN1ObjectIdentifier, char[], int, int);
    private static int getKeySize(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public PasswordRecipientInfoGenerator setPasswordConversionScheme(int);
    public PasswordRecipientInfoGenerator setSaltAndIterationCount(byte[], int);
    public PasswordRecipientInfoGenerator setSecureRandom(java.security.SecureRandom);
    public org.bouncycastle.asn1.cms.RecipientInfo generate(org.bouncycastle.operator.GenericKey) throws CMSException;
    protected abstract byte[] calculateDerivedKey(int, org.bouncycastle.asn1.x509.AlgorithmIdentifier, int) throws CMSException;
    protected abstract byte[] generateEncryptedBytes(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], org.bouncycastle.operator.GenericKey) throws CMSException;
}










org/bouncycastle/cms/PasswordRecipientInformation.class


package org.bouncycastle.cms;
public synchronized class PasswordRecipientInformation extends RecipientInformation {
    static java.util.Map KEYSIZES;
    static java.util.Map BLOCKSIZES;
    private org.bouncycastle.asn1.cms.PasswordRecipientInfo info;
    void PasswordRecipientInformation(org.bouncycastle.asn1.cms.PasswordRecipientInfo, org.bouncycastle.asn1.x509.AlgorithmIdentifier, CMSSecureReadable, AuthAttributesProvider);
    public String getKeyDerivationAlgOID();
    public byte[] getKeyDerivationAlgParams();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKeyDerivationAlgorithm();
    protected RecipientOperator getRecipientOperator(Recipient) throws CMSException, java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/cms/Recipient.class


package org.bouncycastle.cms;
public abstract interface Recipient {
}










org/bouncycastle/cms/RecipientId.class


package org.bouncycastle.cms;
public abstract synchronized class RecipientId implements org.bouncycastle.util.Selector {
    public static final int keyTrans = 0;
    public static final int kek = 1;
    public static final int keyAgree = 2;
    public static final int password = 3;
    private final int type;
    protected void RecipientId(int);
    public int getType();
    public abstract Object clone();
}










org/bouncycastle/cms/RecipientInfoGenerator.class


package org.bouncycastle.cms;
public abstract interface RecipientInfoGenerator {
    public abstract org.bouncycastle.asn1.cms.RecipientInfo generate(org.bouncycastle.operator.GenericKey) throws CMSException;
}










org/bouncycastle/cms/RecipientInformation.class


package org.bouncycastle.cms;
public abstract synchronized class RecipientInformation {
    protected RecipientId rid;
    protected org.bouncycastle.asn1.x509.AlgorithmIdentifier keyEncAlg;
    protected org.bouncycastle.asn1.x509.AlgorithmIdentifier messageAlgorithm;
    protected CMSSecureReadable secureReadable;
    private AuthAttributesProvider additionalData;
    private byte[] resultMac;
    private RecipientOperator operator;
    void RecipientInformation(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, CMSSecureReadable, AuthAttributesProvider);
    public RecipientId getRID();
    private byte[] encodeObj(org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKeyEncryptionAlgorithm();
    public String getKeyEncryptionAlgOID();
    public byte[] getKeyEncryptionAlgParams();
    public byte[] getContentDigest();
    public byte[] getMac();
    public byte[] getContent(Recipient) throws CMSException;
    public CMSTypedStream getContentStream(Recipient) throws CMSException, java.io.IOException;
    protected abstract RecipientOperator getRecipientOperator(Recipient) throws CMSException, java.io.IOException;
}










org/bouncycastle/cms/RecipientInformationStore.class


package org.bouncycastle.cms;
public synchronized class RecipientInformationStore implements org.bouncycastle.util.Iterable {
    private final java.util.List all;
    private final java.util.Map table;
    public void RecipientInformationStore(RecipientInformation);
    public void RecipientInformationStore(java.util.Collection);
    public RecipientInformation get(RecipientId);
    public int size();
    public java.util.Collection getRecipients();
    public java.util.Collection getRecipients(RecipientId);
    public java.util.Iterator iterator();
}










org/bouncycastle/cms/RecipientOperator.class


package org.bouncycastle.cms;
public synchronized class RecipientOperator {
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmIdentifier;
    private final Object operator;
    public void RecipientOperator(org.bouncycastle.operator.InputDecryptor);
    public void RecipientOperator(org.bouncycastle.operator.MacCalculator);
    public java.io.InputStream getInputStream(java.io.InputStream);
    public boolean isMacBased();
    public byte[] getMac();
}










org/bouncycastle/cms/SignerId.class


package org.bouncycastle.cms;
public synchronized class SignerId implements org.bouncycastle.util.Selector {
    private org.bouncycastle.cert.selector.X509CertificateHolderSelector baseSelector;
    private void SignerId(org.bouncycastle.cert.selector.X509CertificateHolderSelector);
    public void SignerId(byte[]);
    public void SignerId(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger);
    public void SignerId(org.bouncycastle.asn1.x500.X500Name, java.math.BigInteger, byte[]);
    public org.bouncycastle.asn1.x500.X500Name getIssuer();
    public java.math.BigInteger getSerialNumber();
    public byte[] getSubjectKeyIdentifier();
    public int hashCode();
    public boolean equals(Object);
    public boolean match(Object);
    public Object clone();
}










org/bouncycastle/cms/SignerInfoGenerator.class


package org.bouncycastle.cms;
public synchronized class SignerInfoGenerator {
    private final org.bouncycastle.asn1.cms.SignerIdentifier signerIdentifier;
    private final CMSAttributeTableGenerator sAttrGen;
    private final CMSAttributeTableGenerator unsAttrGen;
    private final org.bouncycastle.operator.ContentSigner signer;
    private final org.bouncycastle.operator.DigestCalculator digester;
    private final org.bouncycastle.operator.DigestAlgorithmIdentifierFinder digAlgFinder;
    private final CMSSignatureEncryptionAlgorithmFinder sigEncAlgFinder;
    private byte[] calculatedDigest;
    private org.bouncycastle.cert.X509CertificateHolder certHolder;
    void SignerInfoGenerator(org.bouncycastle.asn1.cms.SignerIdentifier, org.bouncycastle.operator.ContentSigner, org.bouncycastle.operator.DigestCalculatorProvider, CMSSignatureEncryptionAlgorithmFinder) throws org.bouncycastle.operator.OperatorCreationException;
    void SignerInfoGenerator(org.bouncycastle.asn1.cms.SignerIdentifier, org.bouncycastle.operator.ContentSigner, org.bouncycastle.operator.DigestCalculatorProvider, CMSSignatureEncryptionAlgorithmFinder, boolean) throws org.bouncycastle.operator.OperatorCreationException;
    public void SignerInfoGenerator(SignerInfoGenerator, CMSAttributeTableGenerator, CMSAttributeTableGenerator);
    void SignerInfoGenerator(org.bouncycastle.asn1.cms.SignerIdentifier, org.bouncycastle.operator.ContentSigner, org.bouncycastle.operator.DigestCalculatorProvider, CMSSignatureEncryptionAlgorithmFinder, CMSAttributeTableGenerator, CMSAttributeTableGenerator) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.asn1.cms.SignerIdentifier getSID();
    public int getGeneratedVersion();
    public boolean hasAssociatedCertificate();
    public org.bouncycastle.cert.X509CertificateHolder getAssociatedCertificate();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithm();
    public java.io.OutputStream getCalculatingOutputStream();
    public org.bouncycastle.asn1.cms.SignerInfo generate(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws CMSException;
    void setAssociatedCertificate(org.bouncycastle.cert.X509CertificateHolder);
    private org.bouncycastle.asn1.ASN1Set getAttributeSet(org.bouncycastle.asn1.cms.AttributeTable);
    private java.util.Map getBaseParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    public byte[] getCalculatedDigest();
    public CMSAttributeTableGenerator getSignedAttributeTableGenerator();
    public CMSAttributeTableGenerator getUnsignedAttributeTableGenerator();
}










org/bouncycastle/cms/SignerInfoGeneratorBuilder.class


package org.bouncycastle.cms;
public synchronized class SignerInfoGeneratorBuilder {
    private org.bouncycastle.operator.DigestCalculatorProvider digestProvider;
    private boolean directSignature;
    private CMSAttributeTableGenerator signedGen;
    private CMSAttributeTableGenerator unsignedGen;
    private CMSSignatureEncryptionAlgorithmFinder sigEncAlgFinder;
    public void SignerInfoGeneratorBuilder(org.bouncycastle.operator.DigestCalculatorProvider);
    public void SignerInfoGeneratorBuilder(org.bouncycastle.operator.DigestCalculatorProvider, CMSSignatureEncryptionAlgorithmFinder);
    public SignerInfoGeneratorBuilder setDirectSignature(boolean);
    public SignerInfoGeneratorBuilder setSignedAttributeGenerator(CMSAttributeTableGenerator);
    public SignerInfoGeneratorBuilder setUnsignedAttributeGenerator(CMSAttributeTableGenerator);
    public SignerInfoGenerator build(org.bouncycastle.operator.ContentSigner, org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException;
    public SignerInfoGenerator build(org.bouncycastle.operator.ContentSigner, byte[]) throws org.bouncycastle.operator.OperatorCreationException;
    private SignerInfoGenerator createGenerator(org.bouncycastle.operator.ContentSigner, org.bouncycastle.asn1.cms.SignerIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/SignerInformation.class


package org.bouncycastle.cms;
public synchronized class SignerInformation {
    private final SignerId sid;
    private final CMSProcessable content;
    private final byte[] signature;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier contentType;
    private final boolean isCounterSignature;
    private org.bouncycastle.asn1.cms.AttributeTable signedAttributeValues;
    private org.bouncycastle.asn1.cms.AttributeTable unsignedAttributeValues;
    private byte[] resultDigest;
    protected final org.bouncycastle.asn1.cms.SignerInfo info;
    protected final org.bouncycastle.asn1.x509.AlgorithmIdentifier digestAlgorithm;
    protected final org.bouncycastle.asn1.x509.AlgorithmIdentifier encryptionAlgorithm;
    protected final org.bouncycastle.asn1.ASN1Set signedAttributeSet;
    protected final org.bouncycastle.asn1.ASN1Set unsignedAttributeSet;
    void SignerInformation(org.bouncycastle.asn1.cms.SignerInfo, org.bouncycastle.asn1.ASN1ObjectIdentifier, CMSProcessable, byte[]);
    protected void SignerInformation(SignerInformation);
    public boolean isCounterSignature();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    private byte[] encodeObj(org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
    public SignerId getSID();
    public int getVersion();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithmID();
    public String getDigestAlgOID();
    public byte[] getDigestAlgParams();
    public byte[] getContentDigest();
    public String getEncryptionAlgOID();
    public byte[] getEncryptionAlgParams();
    public org.bouncycastle.asn1.cms.AttributeTable getSignedAttributes();
    public org.bouncycastle.asn1.cms.AttributeTable getUnsignedAttributes();
    public byte[] getSignature();
    public SignerInformationStore getCounterSignatures();
    public byte[] getEncodedSignedAttributes() throws java.io.IOException;
    private boolean doVerify(SignerInformationVerifier) throws CMSException;
    public boolean verify(SignerInformationVerifier) throws CMSException;
    public org.bouncycastle.asn1.cms.SignerInfo toASN1Structure();
    private org.bouncycastle.asn1.ASN1Primitive getSingleValuedSignedAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, String) throws CMSException;
    private org.bouncycastle.asn1.cms.Time getSigningTime() throws CMSException;
    public static SignerInformation replaceUnsignedAttributes(SignerInformation, org.bouncycastle.asn1.cms.AttributeTable);
    public static SignerInformation addCounterSigners(SignerInformation, SignerInformationStore);
}










org/bouncycastle/cms/SignerInformationStore.class


package org.bouncycastle.cms;
public synchronized class SignerInformationStore implements org.bouncycastle.util.Iterable {
    private java.util.List all;
    private java.util.Map table;
    public void SignerInformationStore(SignerInformation);
    public void SignerInformationStore(java.util.Collection);
    public SignerInformation get(SignerId);
    public int size();
    public java.util.Collection getSigners();
    public java.util.Collection getSigners(SignerId);
    public java.util.Iterator iterator();
}










org/bouncycastle/cms/SignerInformationVerifier.class


package org.bouncycastle.cms;
public synchronized class SignerInformationVerifier {
    private org.bouncycastle.operator.ContentVerifierProvider verifierProvider;
    private org.bouncycastle.operator.DigestCalculatorProvider digestProvider;
    private org.bouncycastle.operator.SignatureAlgorithmIdentifierFinder sigAlgorithmFinder;
    private CMSSignatureAlgorithmNameGenerator sigNameGenerator;
    public void SignerInformationVerifier(CMSSignatureAlgorithmNameGenerator, org.bouncycastle.operator.SignatureAlgorithmIdentifierFinder, org.bouncycastle.operator.ContentVerifierProvider, org.bouncycastle.operator.DigestCalculatorProvider);
    public boolean hasAssociatedCertificate();
    public org.bouncycastle.cert.X509CertificateHolder getAssociatedCertificate();
    public org.bouncycastle.operator.ContentVerifier getContentVerifier(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.operator.DigestCalculator getDigestCalculator(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/SignerInformationVerifierProvider.class


package org.bouncycastle.cms;
public abstract interface SignerInformationVerifierProvider {
    public abstract SignerInformationVerifier get(SignerId) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/SimpleAttributeTableGenerator.class


package org.bouncycastle.cms;
public synchronized class SimpleAttributeTableGenerator implements CMSAttributeTableGenerator {
    private final org.bouncycastle.asn1.cms.AttributeTable attributes;
    public void SimpleAttributeTableGenerator(org.bouncycastle.asn1.cms.AttributeTable);
    public org.bouncycastle.asn1.cms.AttributeTable getAttributes(java.util.Map);
}










org/bouncycastle/cms/bc/BcCMSContentEncryptorBuilder$CMSOutputEncryptor.class


package org.bouncycastle.cms.bc;
synchronized class BcCMSContentEncryptorBuilder$CMSOutputEncryptor implements org.bouncycastle.operator.OutputEncryptor {
    private org.bouncycastle.crypto.params.KeyParameter encKey;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmIdentifier;
    private Object cipher;
    void BcCMSContentEncryptorBuilder$CMSOutputEncryptor(BcCMSContentEncryptorBuilder, org.bouncycastle.asn1.ASN1ObjectIdentifier, int, java.security.SecureRandom) throws org.bouncycastle.cms.CMSException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream(java.io.OutputStream);
    public org.bouncycastle.operator.GenericKey getKey();
}










org/bouncycastle/cms/bc/BcCMSContentEncryptorBuilder.class


package org.bouncycastle.cms.bc;
public synchronized class BcCMSContentEncryptorBuilder {
    private static java.util.Map keySizes;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier encryptionOID;
    private final int keySize;
    private EnvelopedDataHelper helper;
    private java.security.SecureRandom random;
    private static int getKeySize(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void BcCMSContentEncryptorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void BcCMSContentEncryptorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier, int);
    public BcCMSContentEncryptorBuilder setSecureRandom(java.security.SecureRandom);
    public org.bouncycastle.operator.OutputEncryptor build() throws org.bouncycastle.cms.CMSException;
    static void <clinit>();
}










org/bouncycastle/cms/bc/BcKEKEnvelopedRecipient$1.class


package org.bouncycastle.cms.bc;
synchronized class BcKEKEnvelopedRecipient$1 implements org.bouncycastle.operator.InputDecryptor {
    void BcKEKEnvelopedRecipient$1(BcKEKEnvelopedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/cms/bc/BcKEKEnvelopedRecipient.class


package org.bouncycastle.cms.bc;
public synchronized class BcKEKEnvelopedRecipient extends BcKEKRecipient {
    public void BcKEKEnvelopedRecipient(org.bouncycastle.operator.bc.BcSymmetricKeyUnwrapper);
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/bc/BcKEKRecipient.class


package org.bouncycastle.cms.bc;
public abstract synchronized class BcKEKRecipient implements org.bouncycastle.cms.KEKRecipient {
    private org.bouncycastle.operator.SymmetricKeyUnwrapper unwrapper;
    public void BcKEKRecipient(org.bouncycastle.operator.bc.BcSymmetricKeyUnwrapper);
    protected org.bouncycastle.crypto.CipherParameters extractSecretKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/bc/BcKEKRecipientInfoGenerator.class


package org.bouncycastle.cms.bc;
public synchronized class BcKEKRecipientInfoGenerator extends org.bouncycastle.cms.KEKRecipientInfoGenerator {
    public void BcKEKRecipientInfoGenerator(org.bouncycastle.asn1.cms.KEKIdentifier, org.bouncycastle.operator.bc.BcSymmetricKeyWrapper);
    public void BcKEKRecipientInfoGenerator(byte[], org.bouncycastle.operator.bc.BcSymmetricKeyWrapper);
}










org/bouncycastle/cms/bc/BcKeyTransRecipient.class


package org.bouncycastle.cms.bc;
public abstract synchronized class BcKeyTransRecipient implements org.bouncycastle.cms.KeyTransRecipient {
    private org.bouncycastle.crypto.params.AsymmetricKeyParameter recipientKey;
    public void BcKeyTransRecipient(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    protected org.bouncycastle.crypto.CipherParameters extractSecretKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/bc/BcKeyTransRecipientInfoGenerator.class


package org.bouncycastle.cms.bc;
public abstract synchronized class BcKeyTransRecipientInfoGenerator extends org.bouncycastle.cms.KeyTransRecipientInfoGenerator {
    public void BcKeyTransRecipientInfoGenerator(org.bouncycastle.cert.X509CertificateHolder, org.bouncycastle.operator.bc.BcAsymmetricKeyWrapper);
    public void BcKeyTransRecipientInfoGenerator(byte[], org.bouncycastle.operator.bc.BcAsymmetricKeyWrapper);
}










org/bouncycastle/cms/bc/BcPasswordEnvelopedRecipient$1.class


package org.bouncycastle.cms.bc;
synchronized class BcPasswordEnvelopedRecipient$1 implements org.bouncycastle.operator.InputDecryptor {
    void BcPasswordEnvelopedRecipient$1(BcPasswordEnvelopedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/cms/bc/BcPasswordEnvelopedRecipient.class


package org.bouncycastle.cms.bc;
public synchronized class BcPasswordEnvelopedRecipient extends BcPasswordRecipient {
    public void BcPasswordEnvelopedRecipient(char[]);
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/bc/BcPasswordRecipient.class


package org.bouncycastle.cms.bc;
public abstract synchronized class BcPasswordRecipient implements org.bouncycastle.cms.PasswordRecipient {
    private int schemeID;
    private char[] password;
    void BcPasswordRecipient(char[]);
    public BcPasswordRecipient setPasswordConversionScheme(int);
    protected org.bouncycastle.crypto.params.KeyParameter extractSecretKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], byte[]) throws org.bouncycastle.cms.CMSException;
    public byte[] calculateDerivedKey(int, org.bouncycastle.asn1.x509.AlgorithmIdentifier, int) throws org.bouncycastle.cms.CMSException;
    public int getPasswordConversionScheme();
    public char[] getPassword();
}










org/bouncycastle/cms/bc/BcPasswordRecipientInfoGenerator.class


package org.bouncycastle.cms.bc;
public synchronized class BcPasswordRecipientInfoGenerator extends org.bouncycastle.cms.PasswordRecipientInfoGenerator {
    public void BcPasswordRecipientInfoGenerator(org.bouncycastle.asn1.ASN1ObjectIdentifier, char[]);
    protected byte[] calculateDerivedKey(int, org.bouncycastle.asn1.x509.AlgorithmIdentifier, int) throws org.bouncycastle.cms.CMSException;
    public byte[] generateEncryptedBytes(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], org.bouncycastle.operator.GenericKey) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/bc/BcRSAKeyTransEnvelopedRecipient$1.class


package org.bouncycastle.cms.bc;
synchronized class BcRSAKeyTransEnvelopedRecipient$1 implements org.bouncycastle.operator.InputDecryptor {
    void BcRSAKeyTransEnvelopedRecipient$1(BcRSAKeyTransEnvelopedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/cms/bc/BcRSAKeyTransEnvelopedRecipient.class


package org.bouncycastle.cms.bc;
public synchronized class BcRSAKeyTransEnvelopedRecipient extends BcKeyTransRecipient {
    public void BcRSAKeyTransEnvelopedRecipient(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/bc/BcRSAKeyTransRecipientInfoGenerator.class


package org.bouncycastle.cms.bc;
public synchronized class BcRSAKeyTransRecipientInfoGenerator extends BcKeyTransRecipientInfoGenerator {
    public void BcRSAKeyTransRecipientInfoGenerator(byte[], org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public void BcRSAKeyTransRecipientInfoGenerator(org.bouncycastle.cert.X509CertificateHolder) throws java.io.IOException;
}










org/bouncycastle/cms/bc/BcRSASignerInfoVerifierBuilder.class


package org.bouncycastle.cms.bc;
public synchronized class BcRSASignerInfoVerifierBuilder {
    private org.bouncycastle.operator.bc.BcRSAContentVerifierProviderBuilder contentVerifierProviderBuilder;
    private org.bouncycastle.operator.DigestCalculatorProvider digestCalculatorProvider;
    private org.bouncycastle.cms.CMSSignatureAlgorithmNameGenerator sigAlgNameGen;
    private org.bouncycastle.operator.SignatureAlgorithmIdentifierFinder sigAlgIdFinder;
    public void BcRSASignerInfoVerifierBuilder(org.bouncycastle.cms.CMSSignatureAlgorithmNameGenerator, org.bouncycastle.operator.SignatureAlgorithmIdentifierFinder, org.bouncycastle.operator.DigestAlgorithmIdentifierFinder, org.bouncycastle.operator.DigestCalculatorProvider);
    public org.bouncycastle.cms.SignerInformationVerifier build(org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.cms.SignerInformationVerifier build(org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/bc/CMSUtils.class


package org.bouncycastle.cms.bc;
synchronized class CMSUtils {
    void CMSUtils();
    static org.bouncycastle.crypto.CipherParameters getBcKey(org.bouncycastle.operator.GenericKey);
}










org/bouncycastle/cms/bc/EnvelopedDataHelper.class


package org.bouncycastle.cms.bc;
synchronized class EnvelopedDataHelper {
    protected static final java.util.Map BASE_CIPHER_NAMES;
    protected static final java.util.Map MAC_ALG_NAMES;
    private static final short[] rc2Table;
    private static final short[] rc2Ekb;
    void EnvelopedDataHelper();
    String getBaseCipherName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static org.bouncycastle.crypto.BufferedBlockCipher createCipher(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cms.CMSException;
    static org.bouncycastle.crypto.Wrapper createRFC3211Wrapper(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cms.CMSException;
    static Object createContentCipher(boolean, org.bouncycastle.crypto.CipherParameters, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.cms.CMSException;
    org.bouncycastle.asn1.x509.AlgorithmIdentifier generateAlgorithmIdentifier(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.crypto.CipherParameters, java.security.SecureRandom) throws org.bouncycastle.cms.CMSException;
    org.bouncycastle.crypto.CipherKeyGenerator createKeyGenerator(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.security.SecureRandom) throws org.bouncycastle.cms.CMSException;
    private org.bouncycastle.crypto.CipherKeyGenerator createCipherKeyGenerator(java.security.SecureRandom, int);
    static void <clinit>();
}










org/bouncycastle/cms/jcajce/CMSUtils.class


package org.bouncycastle.cms.jcajce;
synchronized class CMSUtils {
    private static final java.util.Set mqvAlgs;
    private static final java.util.Set ecAlgs;
    void CMSUtils();
    static boolean isMQV(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static boolean isEC(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static boolean isRFC2631(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static org.bouncycastle.asn1.cms.IssuerAndSerialNumber getIssuerAndSerialNumber(java.security.cert.X509Certificate) throws java.security.cert.CertificateEncodingException;
    static byte[] getSubjectKeyId(java.security.cert.X509Certificate);
    static EnvelopedDataHelper createContentHelper(java.security.Provider);
    static EnvelopedDataHelper createContentHelper(String);
    static org.bouncycastle.asn1.ASN1Encodable extractParameters(java.security.AlgorithmParameters) throws org.bouncycastle.cms.CMSException;
    static void loadParameters(java.security.AlgorithmParameters, org.bouncycastle.asn1.ASN1Encodable) throws org.bouncycastle.cms.CMSException;
    static void <clinit>();
}










org/bouncycastle/cms/jcajce/DefaultJcaJceExtHelper.class


package org.bouncycastle.cms.jcajce;
synchronized class DefaultJcaJceExtHelper extends org.bouncycastle.jcajce.util.DefaultJcaJceHelper implements JcaJceExtHelper {
    void DefaultJcaJceExtHelper();
    public org.bouncycastle.operator.jcajce.JceAsymmetricKeyUnwrapper createAsymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PrivateKey);
    public org.bouncycastle.operator.jcajce.JceKTSKeyUnwrapper createAsymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PrivateKey, byte[], byte[]);
    public org.bouncycastle.operator.SymmetricKeyUnwrapper createSymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.SecretKey);
}










org/bouncycastle/cms/jcajce/EnvelopedDataHelper$1.class


package org.bouncycastle.cms.jcajce;
synchronized class EnvelopedDataHelper$1 implements EnvelopedDataHelper$JCECallback {
    void EnvelopedDataHelper$1(EnvelopedDataHelper, org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.Key);
    public Object doInJCE() throws org.bouncycastle.cms.CMSException, java.security.InvalidAlgorithmParameterException, java.security.InvalidKeyException, java.security.spec.InvalidParameterSpecException, java.security.NoSuchAlgorithmException, javax.crypto.NoSuchPaddingException, java.security.NoSuchProviderException;
}










org/bouncycastle/cms/jcajce/EnvelopedDataHelper$2.class


package org.bouncycastle.cms.jcajce;
synchronized class EnvelopedDataHelper$2 implements EnvelopedDataHelper$JCECallback {
    void EnvelopedDataHelper$2(EnvelopedDataHelper, org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.Key);
    public Object doInJCE() throws org.bouncycastle.cms.CMSException, java.security.InvalidAlgorithmParameterException, java.security.InvalidKeyException, java.security.spec.InvalidParameterSpecException, java.security.NoSuchAlgorithmException, javax.crypto.NoSuchPaddingException, java.security.NoSuchProviderException;
}










org/bouncycastle/cms/jcajce/EnvelopedDataHelper$JCECallback.class


package org.bouncycastle.cms.jcajce;
abstract interface EnvelopedDataHelper$JCECallback {
    public abstract Object doInJCE() throws org.bouncycastle.cms.CMSException, java.security.InvalidAlgorithmParameterException, java.security.InvalidKeyException, java.security.spec.InvalidParameterSpecException, java.security.NoSuchAlgorithmException, javax.crypto.NoSuchPaddingException, java.security.NoSuchProviderException;
}










org/bouncycastle/cms/jcajce/EnvelopedDataHelper.class


package org.bouncycastle.cms.jcajce;
public synchronized class EnvelopedDataHelper {
    protected static final org.bouncycastle.operator.SecretKeySizeProvider KEY_SIZE_PROVIDER;
    protected static final java.util.Map BASE_CIPHER_NAMES;
    protected static final java.util.Map CIPHER_ALG_NAMES;
    protected static final java.util.Map MAC_ALG_NAMES;
    private static final short[] rc2Table;
    private static final short[] rc2Ekb;
    private JcaJceExtHelper helper;
    void EnvelopedDataHelper(JcaJceExtHelper);
    String getBaseCipherName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    java.security.Key getJceKey(org.bouncycastle.operator.GenericKey);
    public java.security.Key getJceKey(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.operator.GenericKey);
    public void keySizeCheck(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.Key) throws org.bouncycastle.cms.CMSException;
    javax.crypto.Cipher createCipher(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cms.CMSException;
    javax.crypto.Mac createMac(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cms.CMSException;
    javax.crypto.Cipher createRFC3211Wrapper(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cms.CMSException;
    javax.crypto.KeyAgreement createKeyAgreement(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cms.CMSException;
    java.security.AlgorithmParameterGenerator createAlgorithmParameterGenerator(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws java.security.GeneralSecurityException;
    public javax.crypto.Cipher createContentCipher(java.security.Key, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.cms.CMSException;
    javax.crypto.Mac createContentMac(java.security.Key, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.cms.CMSException;
    java.security.AlgorithmParameters createAlgorithmParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    java.security.KeyPairGenerator createKeyPairGenerator(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cms.CMSException;
    public javax.crypto.KeyGenerator createKeyGenerator(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cms.CMSException;
    java.security.AlgorithmParameters generateParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, javax.crypto.SecretKey, java.security.SecureRandom) throws org.bouncycastle.cms.CMSException;
    org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.security.AlgorithmParameters) throws org.bouncycastle.cms.CMSException;
    static Object execute(EnvelopedDataHelper$JCECallback) throws org.bouncycastle.cms.CMSException;
    public java.security.KeyFactory createKeyFactory(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cms.CMSException;
    public org.bouncycastle.operator.jcajce.JceAsymmetricKeyUnwrapper createAsymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PrivateKey);
    public org.bouncycastle.operator.jcajce.JceKTSKeyUnwrapper createAsymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PrivateKey, byte[], byte[]);
    public org.bouncycastle.operator.SymmetricKeyUnwrapper createSymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.SecretKey);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.security.spec.AlgorithmParameterSpec);
    javax.crypto.SecretKeyFactory createSecretKeyFactory(String) throws java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException;
    byte[] calculateDerivedKey(int, char[], org.bouncycastle.asn1.x509.AlgorithmIdentifier, int) throws org.bouncycastle.cms.CMSException;
    static void <clinit>();
}










org/bouncycastle/cms/jcajce/JcaJceExtHelper.class


package org.bouncycastle.cms.jcajce;
public abstract interface JcaJceExtHelper extends org.bouncycastle.jcajce.util.JcaJceHelper {
    public abstract org.bouncycastle.operator.jcajce.JceAsymmetricKeyUnwrapper createAsymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PrivateKey);
    public abstract org.bouncycastle.operator.jcajce.JceKTSKeyUnwrapper createAsymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PrivateKey, byte[], byte[]);
    public abstract org.bouncycastle.operator.SymmetricKeyUnwrapper createSymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.SecretKey);
}










org/bouncycastle/cms/jcajce/JcaSelectorConverter.class


package org.bouncycastle.cms.jcajce;
public synchronized class JcaSelectorConverter {
    public void JcaSelectorConverter();
    public org.bouncycastle.cms.SignerId getSignerId(java.security.cert.X509CertSelector);
    public org.bouncycastle.cms.KeyTransRecipientId getKeyTransRecipientId(java.security.cert.X509CertSelector);
}










org/bouncycastle/cms/jcajce/JcaSignerId.class


package org.bouncycastle.cms.jcajce;
public synchronized class JcaSignerId extends org.bouncycastle.cms.SignerId {
    public void JcaSignerId(java.security.cert.X509Certificate);
    public void JcaSignerId(javax.security.auth.x500.X500Principal, java.math.BigInteger);
    public void JcaSignerId(javax.security.auth.x500.X500Principal, java.math.BigInteger, byte[]);
    private static org.bouncycastle.asn1.x500.X500Name convertPrincipal(javax.security.auth.x500.X500Principal);
}










org/bouncycastle/cms/jcajce/JcaSignerInfoGeneratorBuilder.class


package org.bouncycastle.cms.jcajce;
public synchronized class JcaSignerInfoGeneratorBuilder {
    private org.bouncycastle.cms.SignerInfoGeneratorBuilder builder;
    public void JcaSignerInfoGeneratorBuilder(org.bouncycastle.operator.DigestCalculatorProvider);
    public JcaSignerInfoGeneratorBuilder setDirectSignature(boolean);
    public JcaSignerInfoGeneratorBuilder setSignedAttributeGenerator(org.bouncycastle.cms.CMSAttributeTableGenerator);
    public JcaSignerInfoGeneratorBuilder setUnsignedAttributeGenerator(org.bouncycastle.cms.CMSAttributeTableGenerator);
    public org.bouncycastle.cms.SignerInfoGenerator build(org.bouncycastle.operator.ContentSigner, org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.cms.SignerInfoGenerator build(org.bouncycastle.operator.ContentSigner, byte[]) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.cms.SignerInfoGenerator build(org.bouncycastle.operator.ContentSigner, java.security.cert.X509Certificate) throws org.bouncycastle.operator.OperatorCreationException, java.security.cert.CertificateEncodingException;
}










org/bouncycastle/cms/jcajce/JcaSignerInfoVerifierBuilder$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JcaSignerInfoVerifierBuilder$1 {
}










org/bouncycastle/cms/jcajce/JcaSignerInfoVerifierBuilder$Helper.class


package org.bouncycastle.cms.jcajce;
synchronized class JcaSignerInfoVerifierBuilder$Helper {
    private void JcaSignerInfoVerifierBuilder$Helper(JcaSignerInfoVerifierBuilder);
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(java.security.PublicKey) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(java.security.cert.X509Certificate) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException, java.security.cert.CertificateException;
    org.bouncycastle.operator.DigestCalculatorProvider createDigestCalculatorProvider() throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/jcajce/JcaSignerInfoVerifierBuilder$NamedHelper.class


package org.bouncycastle.cms.jcajce;
synchronized class JcaSignerInfoVerifierBuilder$NamedHelper extends JcaSignerInfoVerifierBuilder$Helper {
    private final String providerName;
    public void JcaSignerInfoVerifierBuilder$NamedHelper(JcaSignerInfoVerifierBuilder, String);
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(java.security.PublicKey) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(java.security.cert.X509Certificate) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.DigestCalculatorProvider createDigestCalculatorProvider() throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException, java.security.cert.CertificateException;
}










org/bouncycastle/cms/jcajce/JcaSignerInfoVerifierBuilder$ProviderHelper.class


package org.bouncycastle.cms.jcajce;
synchronized class JcaSignerInfoVerifierBuilder$ProviderHelper extends JcaSignerInfoVerifierBuilder$Helper {
    private final java.security.Provider provider;
    public void JcaSignerInfoVerifierBuilder$ProviderHelper(JcaSignerInfoVerifierBuilder, java.security.Provider);
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(java.security.PublicKey) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(java.security.cert.X509Certificate) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.DigestCalculatorProvider createDigestCalculatorProvider() throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException, java.security.cert.CertificateException;
}










org/bouncycastle/cms/jcajce/JcaSignerInfoVerifierBuilder.class


package org.bouncycastle.cms.jcajce;
public synchronized class JcaSignerInfoVerifierBuilder {
    private JcaSignerInfoVerifierBuilder$Helper helper;
    private org.bouncycastle.operator.DigestCalculatorProvider digestProvider;
    private org.bouncycastle.cms.CMSSignatureAlgorithmNameGenerator sigAlgNameGen;
    private org.bouncycastle.operator.SignatureAlgorithmIdentifierFinder sigAlgIDFinder;
    public void JcaSignerInfoVerifierBuilder(org.bouncycastle.operator.DigestCalculatorProvider);
    public JcaSignerInfoVerifierBuilder setProvider(java.security.Provider);
    public JcaSignerInfoVerifierBuilder setProvider(String);
    public JcaSignerInfoVerifierBuilder setSignatureAlgorithmNameGenerator(org.bouncycastle.cms.CMSSignatureAlgorithmNameGenerator);
    public JcaSignerInfoVerifierBuilder setSignatureAlgorithmFinder(org.bouncycastle.operator.SignatureAlgorithmIdentifierFinder);
    public org.bouncycastle.cms.SignerInformationVerifier build(org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException, java.security.cert.CertificateException;
    public org.bouncycastle.cms.SignerInformationVerifier build(java.security.cert.X509Certificate) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.cms.SignerInformationVerifier build(java.security.PublicKey) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/jcajce/JcaSimpleSignerInfoGeneratorBuilder$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JcaSimpleSignerInfoGeneratorBuilder$1 {
}










org/bouncycastle/cms/jcajce/JcaSimpleSignerInfoGeneratorBuilder$Helper.class


package org.bouncycastle.cms.jcajce;
synchronized class JcaSimpleSignerInfoGeneratorBuilder$Helper {
    private void JcaSimpleSignerInfoGeneratorBuilder$Helper(JcaSimpleSignerInfoGeneratorBuilder);
    org.bouncycastle.operator.ContentSigner createContentSigner(String, java.security.PrivateKey) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.DigestCalculatorProvider createDigestCalculatorProvider() throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/jcajce/JcaSimpleSignerInfoGeneratorBuilder$NamedHelper.class


package org.bouncycastle.cms.jcajce;
synchronized class JcaSimpleSignerInfoGeneratorBuilder$NamedHelper extends JcaSimpleSignerInfoGeneratorBuilder$Helper {
    private final String providerName;
    public void JcaSimpleSignerInfoGeneratorBuilder$NamedHelper(JcaSimpleSignerInfoGeneratorBuilder, String);
    org.bouncycastle.operator.ContentSigner createContentSigner(String, java.security.PrivateKey) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.DigestCalculatorProvider createDigestCalculatorProvider() throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/jcajce/JcaSimpleSignerInfoGeneratorBuilder$ProviderHelper.class


package org.bouncycastle.cms.jcajce;
synchronized class JcaSimpleSignerInfoGeneratorBuilder$ProviderHelper extends JcaSimpleSignerInfoGeneratorBuilder$Helper {
    private final java.security.Provider provider;
    public void JcaSimpleSignerInfoGeneratorBuilder$ProviderHelper(JcaSimpleSignerInfoGeneratorBuilder, java.security.Provider);
    org.bouncycastle.operator.ContentSigner createContentSigner(String, java.security.PrivateKey) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.DigestCalculatorProvider createDigestCalculatorProvider() throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/jcajce/JcaSimpleSignerInfoGeneratorBuilder.class


package org.bouncycastle.cms.jcajce;
public synchronized class JcaSimpleSignerInfoGeneratorBuilder {
    private JcaSimpleSignerInfoGeneratorBuilder$Helper helper;
    private boolean hasNoSignedAttributes;
    private org.bouncycastle.cms.CMSAttributeTableGenerator signedGen;
    private org.bouncycastle.cms.CMSAttributeTableGenerator unsignedGen;
    public void JcaSimpleSignerInfoGeneratorBuilder() throws org.bouncycastle.operator.OperatorCreationException;
    public JcaSimpleSignerInfoGeneratorBuilder setProvider(String) throws org.bouncycastle.operator.OperatorCreationException;
    public JcaSimpleSignerInfoGeneratorBuilder setProvider(java.security.Provider) throws org.bouncycastle.operator.OperatorCreationException;
    public JcaSimpleSignerInfoGeneratorBuilder setDirectSignature(boolean);
    public JcaSimpleSignerInfoGeneratorBuilder setSignedAttributeGenerator(org.bouncycastle.cms.CMSAttributeTableGenerator);
    public JcaSimpleSignerInfoGeneratorBuilder setSignedAttributeGenerator(org.bouncycastle.asn1.cms.AttributeTable);
    public JcaSimpleSignerInfoGeneratorBuilder setUnsignedAttributeGenerator(org.bouncycastle.cms.CMSAttributeTableGenerator);
    public org.bouncycastle.cms.SignerInfoGenerator build(String, java.security.PrivateKey, java.security.cert.X509Certificate) throws org.bouncycastle.operator.OperatorCreationException, java.security.cert.CertificateEncodingException;
    public org.bouncycastle.cms.SignerInfoGenerator build(String, java.security.PrivateKey, byte[]) throws org.bouncycastle.operator.OperatorCreationException, java.security.cert.CertificateEncodingException;
    private org.bouncycastle.cms.SignerInfoGeneratorBuilder configureAndBuild() throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/jcajce/JcaSimpleSignerInfoVerifierBuilder$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JcaSimpleSignerInfoVerifierBuilder$1 {
}










org/bouncycastle/cms/jcajce/JcaSimpleSignerInfoVerifierBuilder$Helper.class


package org.bouncycastle.cms.jcajce;
synchronized class JcaSimpleSignerInfoVerifierBuilder$Helper {
    private void JcaSimpleSignerInfoVerifierBuilder$Helper(JcaSimpleSignerInfoVerifierBuilder);
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(java.security.PublicKey) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(java.security.cert.X509Certificate) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException, java.security.cert.CertificateException;
    org.bouncycastle.operator.DigestCalculatorProvider createDigestCalculatorProvider() throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/jcajce/JcaSimpleSignerInfoVerifierBuilder$NamedHelper.class


package org.bouncycastle.cms.jcajce;
synchronized class JcaSimpleSignerInfoVerifierBuilder$NamedHelper extends JcaSimpleSignerInfoVerifierBuilder$Helper {
    private final String providerName;
    public void JcaSimpleSignerInfoVerifierBuilder$NamedHelper(JcaSimpleSignerInfoVerifierBuilder, String);
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(java.security.PublicKey) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(java.security.cert.X509Certificate) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.DigestCalculatorProvider createDigestCalculatorProvider() throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException, java.security.cert.CertificateException;
}










org/bouncycastle/cms/jcajce/JcaSimpleSignerInfoVerifierBuilder$ProviderHelper.class


package org.bouncycastle.cms.jcajce;
synchronized class JcaSimpleSignerInfoVerifierBuilder$ProviderHelper extends JcaSimpleSignerInfoVerifierBuilder$Helper {
    private final java.security.Provider provider;
    public void JcaSimpleSignerInfoVerifierBuilder$ProviderHelper(JcaSimpleSignerInfoVerifierBuilder, java.security.Provider);
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(java.security.PublicKey) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(java.security.cert.X509Certificate) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.DigestCalculatorProvider createDigestCalculatorProvider() throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.operator.ContentVerifierProvider createContentVerifierProvider(org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException, java.security.cert.CertificateException;
}










org/bouncycastle/cms/jcajce/JcaSimpleSignerInfoVerifierBuilder.class


package org.bouncycastle.cms.jcajce;
public synchronized class JcaSimpleSignerInfoVerifierBuilder {
    private JcaSimpleSignerInfoVerifierBuilder$Helper helper;
    public void JcaSimpleSignerInfoVerifierBuilder();
    public JcaSimpleSignerInfoVerifierBuilder setProvider(java.security.Provider);
    public JcaSimpleSignerInfoVerifierBuilder setProvider(String);
    public org.bouncycastle.cms.SignerInformationVerifier build(org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException, java.security.cert.CertificateException;
    public org.bouncycastle.cms.SignerInformationVerifier build(java.security.cert.X509Certificate) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.cms.SignerInformationVerifier build(java.security.PublicKey) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/cms/jcajce/JcaX509CertSelectorConverter.class


package org.bouncycastle.cms.jcajce;
public synchronized class JcaX509CertSelectorConverter extends org.bouncycastle.cert.selector.jcajce.JcaX509CertSelectorConverter {
    public void JcaX509CertSelectorConverter();
    public java.security.cert.X509CertSelector getCertSelector(org.bouncycastle.cms.KeyTransRecipientId);
    public java.security.cert.X509CertSelector getCertSelector(org.bouncycastle.cms.SignerId);
}










org/bouncycastle/cms/jcajce/JceAlgorithmIdentifierConverter.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceAlgorithmIdentifierConverter {
    private EnvelopedDataHelper helper;
    private java.security.SecureRandom random;
    public void JceAlgorithmIdentifierConverter();
    public JceAlgorithmIdentifierConverter setProvider(java.security.Provider);
    public JceAlgorithmIdentifierConverter setProvider(String);
    public java.security.AlgorithmParameters getAlgorithmParameters(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceCMSContentEncryptorBuilder$CMSOutputEncryptor.class


package org.bouncycastle.cms.jcajce;
synchronized class JceCMSContentEncryptorBuilder$CMSOutputEncryptor implements org.bouncycastle.operator.OutputEncryptor {
    private javax.crypto.SecretKey encKey;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmIdentifier;
    private javax.crypto.Cipher cipher;
    void JceCMSContentEncryptorBuilder$CMSOutputEncryptor(JceCMSContentEncryptorBuilder, org.bouncycastle.asn1.ASN1ObjectIdentifier, int, java.security.SecureRandom) throws org.bouncycastle.cms.CMSException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream(java.io.OutputStream);
    public org.bouncycastle.operator.GenericKey getKey();
}










org/bouncycastle/cms/jcajce/JceCMSContentEncryptorBuilder.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceCMSContentEncryptorBuilder {
    private static final org.bouncycastle.operator.SecretKeySizeProvider KEY_SIZE_PROVIDER;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier encryptionOID;
    private final int keySize;
    private EnvelopedDataHelper helper;
    private java.security.SecureRandom random;
    public void JceCMSContentEncryptorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void JceCMSContentEncryptorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier, int);
    public JceCMSContentEncryptorBuilder setProvider(java.security.Provider);
    public JceCMSContentEncryptorBuilder setProvider(String);
    public JceCMSContentEncryptorBuilder setSecureRandom(java.security.SecureRandom);
    public org.bouncycastle.operator.OutputEncryptor build() throws org.bouncycastle.cms.CMSException;
    static void <clinit>();
}










org/bouncycastle/cms/jcajce/JceCMSMacCalculatorBuilder$CMSMacCalculator.class


package org.bouncycastle.cms.jcajce;
synchronized class JceCMSMacCalculatorBuilder$CMSMacCalculator implements org.bouncycastle.operator.MacCalculator {
    private javax.crypto.SecretKey encKey;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmIdentifier;
    private javax.crypto.Mac mac;
    private java.security.SecureRandom random;
    void JceCMSMacCalculatorBuilder$CMSMacCalculator(JceCMSMacCalculatorBuilder, org.bouncycastle.asn1.ASN1ObjectIdentifier, int, java.security.SecureRandom) throws org.bouncycastle.cms.CMSException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public byte[] getMac();
    public org.bouncycastle.operator.GenericKey getKey();
    protected java.security.spec.AlgorithmParameterSpec generateParameterSpec(org.bouncycastle.asn1.ASN1ObjectIdentifier, javax.crypto.SecretKey) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceCMSMacCalculatorBuilder.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceCMSMacCalculatorBuilder {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier macOID;
    private final int keySize;
    private EnvelopedDataHelper helper;
    private java.security.SecureRandom random;
    public void JceCMSMacCalculatorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void JceCMSMacCalculatorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier, int);
    public JceCMSMacCalculatorBuilder setProvider(java.security.Provider);
    public JceCMSMacCalculatorBuilder setProvider(String);
    public JceCMSMacCalculatorBuilder setSecureRandom(java.security.SecureRandom);
    public org.bouncycastle.operator.MacCalculator build() throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceKEKAuthenticatedRecipient$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JceKEKAuthenticatedRecipient$1 implements org.bouncycastle.operator.MacCalculator {
    void JceKEKAuthenticatedRecipient$1(JceKEKAuthenticatedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.Key, javax.crypto.Mac);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public org.bouncycastle.operator.GenericKey getKey();
    public java.io.OutputStream getOutputStream();
    public byte[] getMac();
}










org/bouncycastle/cms/jcajce/JceKEKAuthenticatedRecipient.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKEKAuthenticatedRecipient extends JceKEKRecipient {
    public void JceKEKAuthenticatedRecipient(javax.crypto.SecretKey);
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceKEKEnvelopedRecipient$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JceKEKEnvelopedRecipient$1 implements org.bouncycastle.operator.InputDecryptor {
    void JceKEKEnvelopedRecipient$1(JceKEKEnvelopedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.Cipher);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/cms/jcajce/JceKEKEnvelopedRecipient.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKEKEnvelopedRecipient extends JceKEKRecipient {
    public void JceKEKEnvelopedRecipient(javax.crypto.SecretKey);
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceKEKRecipient.class


package org.bouncycastle.cms.jcajce;
public abstract synchronized class JceKEKRecipient implements org.bouncycastle.cms.KEKRecipient {
    private javax.crypto.SecretKey recipientKey;
    protected EnvelopedDataHelper helper;
    protected EnvelopedDataHelper contentHelper;
    protected boolean validateKeySize;
    public void JceKEKRecipient(javax.crypto.SecretKey);
    public JceKEKRecipient setProvider(java.security.Provider);
    public JceKEKRecipient setProvider(String);
    public JceKEKRecipient setContentProvider(java.security.Provider);
    public JceKEKRecipient setContentProvider(String);
    public JceKEKRecipient setKeySizeValidation(boolean);
    protected java.security.Key extractSecretKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceKEKRecipientInfoGenerator.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKEKRecipientInfoGenerator extends org.bouncycastle.cms.KEKRecipientInfoGenerator {
    public void JceKEKRecipientInfoGenerator(org.bouncycastle.asn1.cms.KEKIdentifier, javax.crypto.SecretKey);
    public void JceKEKRecipientInfoGenerator(byte[], javax.crypto.SecretKey);
    public JceKEKRecipientInfoGenerator setProvider(java.security.Provider);
    public JceKEKRecipientInfoGenerator setProvider(String);
    public JceKEKRecipientInfoGenerator setSecureRandom(java.security.SecureRandom);
}










org/bouncycastle/cms/jcajce/JceKTSKeyTransAuthenticatedRecipient$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JceKTSKeyTransAuthenticatedRecipient$1 implements org.bouncycastle.operator.MacCalculator {
    void JceKTSKeyTransAuthenticatedRecipient$1(JceKTSKeyTransAuthenticatedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.Key, javax.crypto.Mac);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public org.bouncycastle.operator.GenericKey getKey();
    public java.io.OutputStream getOutputStream();
    public byte[] getMac();
}










org/bouncycastle/cms/jcajce/JceKTSKeyTransAuthenticatedRecipient.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKTSKeyTransAuthenticatedRecipient extends JceKTSKeyTransRecipient {
    public void JceKTSKeyTransAuthenticatedRecipient(java.security.PrivateKey, org.bouncycastle.cms.KeyTransRecipientId) throws java.io.IOException;
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceKTSKeyTransEnvelopedRecipient$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JceKTSKeyTransEnvelopedRecipient$1 implements org.bouncycastle.operator.InputDecryptor {
    void JceKTSKeyTransEnvelopedRecipient$1(JceKTSKeyTransEnvelopedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.Cipher);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/cms/jcajce/JceKTSKeyTransEnvelopedRecipient.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKTSKeyTransEnvelopedRecipient extends JceKTSKeyTransRecipient {
    public void JceKTSKeyTransEnvelopedRecipient(java.security.PrivateKey, org.bouncycastle.cms.KeyTransRecipientId) throws java.io.IOException;
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceKTSKeyTransRecipient.class


package org.bouncycastle.cms.jcajce;
public abstract synchronized class JceKTSKeyTransRecipient implements org.bouncycastle.cms.KeyTransRecipient {
    private static final byte[] ANONYMOUS_SENDER;
    private final byte[] partyVInfo;
    private java.security.PrivateKey recipientKey;
    protected EnvelopedDataHelper helper;
    protected EnvelopedDataHelper contentHelper;
    protected java.util.Map extraMappings;
    protected boolean validateKeySize;
    protected boolean unwrappedKeyMustBeEncodable;
    public void JceKTSKeyTransRecipient(java.security.PrivateKey, byte[]);
    public JceKTSKeyTransRecipient setProvider(java.security.Provider);
    public JceKTSKeyTransRecipient setProvider(String);
    public JceKTSKeyTransRecipient setAlgorithmMapping(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public JceKTSKeyTransRecipient setContentProvider(java.security.Provider);
    public JceKTSKeyTransRecipient setContentProvider(String);
    public JceKTSKeyTransRecipient setKeySizeValidation(boolean);
    protected java.security.Key extractSecretKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
    protected static byte[] getPartyVInfoFromRID(org.bouncycastle.cms.KeyTransRecipientId) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/cms/jcajce/JceKTSKeyTransRecipientInfoGenerator$1.class


package org.bouncycastle.cms.jcajce;
final synchronized class JceKTSKeyTransRecipientInfoGenerator$1 extends java.security.cert.CertificateEncodingException {
    void JceKTSKeyTransRecipientInfoGenerator$1(String, java.io.IOException);
    public Throwable getCause();
}










org/bouncycastle/cms/jcajce/JceKTSKeyTransRecipientInfoGenerator$2.class


package org.bouncycastle.cms.jcajce;
final synchronized class JceKTSKeyTransRecipientInfoGenerator$2 extends IllegalArgumentException {
    void JceKTSKeyTransRecipientInfoGenerator$2(String, java.io.IOException);
    public Throwable getCause();
}










org/bouncycastle/cms/jcajce/JceKTSKeyTransRecipientInfoGenerator.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKTSKeyTransRecipientInfoGenerator extends org.bouncycastle.cms.KeyTransRecipientInfoGenerator {
    private static final byte[] ANONYMOUS_SENDER;
    private void JceKTSKeyTransRecipientInfoGenerator(java.security.cert.X509Certificate, org.bouncycastle.asn1.cms.IssuerAndSerialNumber, String, int) throws java.security.cert.CertificateEncodingException;
    public void JceKTSKeyTransRecipientInfoGenerator(java.security.cert.X509Certificate, String, int) throws java.security.cert.CertificateEncodingException;
    public void JceKTSKeyTransRecipientInfoGenerator(byte[], java.security.PublicKey, String, int);
    private static byte[] getEncodedRecipID(org.bouncycastle.asn1.cms.IssuerAndSerialNumber) throws java.security.cert.CertificateEncodingException;
    private static byte[] getEncodedSubKeyId(byte[]);
    public void JceKTSKeyTransRecipientInfoGenerator(java.security.cert.X509Certificate, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws java.security.cert.CertificateEncodingException;
    public void JceKTSKeyTransRecipientInfoGenerator(byte[], org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PublicKey);
    public JceKTSKeyTransRecipientInfoGenerator setProvider(String);
    public JceKTSKeyTransRecipientInfoGenerator setProvider(java.security.Provider);
    static void <clinit>();
}










org/bouncycastle/cms/jcajce/JceKeyAgreeAuthenticatedRecipient$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JceKeyAgreeAuthenticatedRecipient$1 implements org.bouncycastle.operator.MacCalculator {
    void JceKeyAgreeAuthenticatedRecipient$1(JceKeyAgreeAuthenticatedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.Key, javax.crypto.Mac);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public org.bouncycastle.operator.GenericKey getKey();
    public java.io.OutputStream getOutputStream();
    public byte[] getMac();
}










org/bouncycastle/cms/jcajce/JceKeyAgreeAuthenticatedRecipient.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKeyAgreeAuthenticatedRecipient extends JceKeyAgreeRecipient {
    public void JceKeyAgreeAuthenticatedRecipient(java.security.PrivateKey);
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, org.bouncycastle.asn1.ASN1OctetString, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceKeyAgreeEnvelopedRecipient$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JceKeyAgreeEnvelopedRecipient$1 implements org.bouncycastle.operator.InputDecryptor {
    void JceKeyAgreeEnvelopedRecipient$1(JceKeyAgreeEnvelopedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.Cipher);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/cms/jcajce/JceKeyAgreeEnvelopedRecipient.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKeyAgreeEnvelopedRecipient extends JceKeyAgreeRecipient {
    public void JceKeyAgreeEnvelopedRecipient(java.security.PrivateKey);
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, org.bouncycastle.asn1.ASN1OctetString, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceKeyAgreeRecipient$1.class


package org.bouncycastle.cms.jcajce;
final synchronized class JceKeyAgreeRecipient$1 implements KeyMaterialGenerator {
    void JceKeyAgreeRecipient$1();
    public byte[] generateKDFMaterial(org.bouncycastle.asn1.x509.AlgorithmIdentifier, int, byte[]);
}










org/bouncycastle/cms/jcajce/JceKeyAgreeRecipient.class


package org.bouncycastle.cms.jcajce;
public abstract synchronized class JceKeyAgreeRecipient implements org.bouncycastle.cms.KeyAgreeRecipient {
    private static final java.util.Set possibleOldMessages;
    private java.security.PrivateKey recipientKey;
    protected EnvelopedDataHelper helper;
    protected EnvelopedDataHelper contentHelper;
    private org.bouncycastle.operator.SecretKeySizeProvider keySizeProvider;
    private static KeyMaterialGenerator old_ecc_cms_Generator;
    private static KeyMaterialGenerator ecc_cms_Generator;
    public void JceKeyAgreeRecipient(java.security.PrivateKey);
    public JceKeyAgreeRecipient setProvider(java.security.Provider);
    public JceKeyAgreeRecipient setProvider(String);
    public JceKeyAgreeRecipient setContentProvider(java.security.Provider);
    public JceKeyAgreeRecipient setContentProvider(String);
    private javax.crypto.SecretKey calculateAgreedWrapKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PublicKey, org.bouncycastle.asn1.ASN1OctetString, java.security.PrivateKey, KeyMaterialGenerator) throws org.bouncycastle.cms.CMSException, java.security.GeneralSecurityException, java.io.IOException;
    private java.security.Key unwrapSessionKey(org.bouncycastle.asn1.ASN1ObjectIdentifier, javax.crypto.SecretKey, org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[]) throws org.bouncycastle.cms.CMSException, java.security.InvalidKeyException, java.security.NoSuchAlgorithmException;
    protected java.security.Key extractSecretKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, org.bouncycastle.asn1.ASN1OctetString, byte[]) throws org.bouncycastle.cms.CMSException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getPrivateKeyAlgorithmIdentifier();
    static void <clinit>();
}










org/bouncycastle/cms/jcajce/JceKeyAgreeRecipientId.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKeyAgreeRecipientId extends org.bouncycastle.cms.KeyAgreeRecipientId {
    public void JceKeyAgreeRecipientId(java.security.cert.X509Certificate);
    public void JceKeyAgreeRecipientId(javax.security.auth.x500.X500Principal, java.math.BigInteger);
}










org/bouncycastle/cms/jcajce/JceKeyAgreeRecipientInfoGenerator.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKeyAgreeRecipientInfoGenerator extends org.bouncycastle.cms.KeyAgreeRecipientInfoGenerator {
    private org.bouncycastle.operator.SecretKeySizeProvider keySizeProvider;
    private java.util.List recipientIDs;
    private java.util.List recipientKeys;
    private java.security.PublicKey senderPublicKey;
    private java.security.PrivateKey senderPrivateKey;
    private EnvelopedDataHelper helper;
    private java.security.SecureRandom random;
    private java.security.KeyPair ephemeralKP;
    private byte[] userKeyingMaterial;
    private static KeyMaterialGenerator ecc_cms_Generator;
    public void JceKeyAgreeRecipientInfoGenerator(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.security.PrivateKey, java.security.PublicKey, org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public JceKeyAgreeRecipientInfoGenerator setUserKeyingMaterial(byte[]);
    public JceKeyAgreeRecipientInfoGenerator setProvider(java.security.Provider);
    public JceKeyAgreeRecipientInfoGenerator setProvider(String);
    public JceKeyAgreeRecipientInfoGenerator setSecureRandom(java.security.SecureRandom);
    public JceKeyAgreeRecipientInfoGenerator addRecipient(java.security.cert.X509Certificate) throws java.security.cert.CertificateEncodingException;
    public JceKeyAgreeRecipientInfoGenerator addRecipient(byte[], java.security.PublicKey) throws java.security.cert.CertificateEncodingException;
    public org.bouncycastle.asn1.ASN1Sequence generateRecipientEncryptedKeys(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.operator.GenericKey) throws org.bouncycastle.cms.CMSException;
    protected byte[] getUserKeyingMaterial(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.cms.CMSException;
    private void init(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.cms.CMSException;
    static void <clinit>();
}










org/bouncycastle/cms/jcajce/JceKeyTransAuthenticatedRecipient$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JceKeyTransAuthenticatedRecipient$1 implements org.bouncycastle.operator.MacCalculator {
    void JceKeyTransAuthenticatedRecipient$1(JceKeyTransAuthenticatedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.Key, javax.crypto.Mac);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public org.bouncycastle.operator.GenericKey getKey();
    public java.io.OutputStream getOutputStream();
    public byte[] getMac();
}










org/bouncycastle/cms/jcajce/JceKeyTransAuthenticatedRecipient.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKeyTransAuthenticatedRecipient extends JceKeyTransRecipient {
    public void JceKeyTransAuthenticatedRecipient(java.security.PrivateKey);
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceKeyTransEnvelopedRecipient$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JceKeyTransEnvelopedRecipient$1 implements org.bouncycastle.operator.InputDecryptor {
    void JceKeyTransEnvelopedRecipient$1(JceKeyTransEnvelopedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.Cipher);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/cms/jcajce/JceKeyTransEnvelopedRecipient.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKeyTransEnvelopedRecipient extends JceKeyTransRecipient {
    public void JceKeyTransEnvelopedRecipient(java.security.PrivateKey);
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceKeyTransRecipient.class


package org.bouncycastle.cms.jcajce;
public abstract synchronized class JceKeyTransRecipient implements org.bouncycastle.cms.KeyTransRecipient {
    private java.security.PrivateKey recipientKey;
    protected EnvelopedDataHelper helper;
    protected EnvelopedDataHelper contentHelper;
    protected java.util.Map extraMappings;
    protected boolean validateKeySize;
    protected boolean unwrappedKeyMustBeEncodable;
    public void JceKeyTransRecipient(java.security.PrivateKey);
    public JceKeyTransRecipient setProvider(java.security.Provider);
    public JceKeyTransRecipient setProvider(String);
    public JceKeyTransRecipient setAlgorithmMapping(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public JceKeyTransRecipient setContentProvider(java.security.Provider);
    public JceKeyTransRecipient setMustProduceEncodableUnwrappedKey(boolean);
    public JceKeyTransRecipient setContentProvider(String);
    public JceKeyTransRecipient setKeySizeValidation(boolean);
    protected java.security.Key extractSecretKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JceKeyTransRecipientId.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKeyTransRecipientId extends org.bouncycastle.cms.KeyTransRecipientId {
    public void JceKeyTransRecipientId(java.security.cert.X509Certificate);
    public void JceKeyTransRecipientId(javax.security.auth.x500.X500Principal, java.math.BigInteger);
    public void JceKeyTransRecipientId(javax.security.auth.x500.X500Principal, java.math.BigInteger, byte[]);
    private static org.bouncycastle.asn1.x500.X500Name convertPrincipal(javax.security.auth.x500.X500Principal);
}










org/bouncycastle/cms/jcajce/JceKeyTransRecipientInfoGenerator.class


package org.bouncycastle.cms.jcajce;
public synchronized class JceKeyTransRecipientInfoGenerator extends org.bouncycastle.cms.KeyTransRecipientInfoGenerator {
    public void JceKeyTransRecipientInfoGenerator(java.security.cert.X509Certificate) throws java.security.cert.CertificateEncodingException;
    public void JceKeyTransRecipientInfoGenerator(byte[], java.security.PublicKey);
    public void JceKeyTransRecipientInfoGenerator(java.security.cert.X509Certificate, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws java.security.cert.CertificateEncodingException;
    public void JceKeyTransRecipientInfoGenerator(byte[], org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PublicKey);
    public JceKeyTransRecipientInfoGenerator setProvider(String);
    public JceKeyTransRecipientInfoGenerator setProvider(java.security.Provider);
    public JceKeyTransRecipientInfoGenerator setAlgorithmMapping(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
}










org/bouncycastle/cms/jcajce/JcePasswordAuthenticatedRecipient$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JcePasswordAuthenticatedRecipient$1 implements org.bouncycastle.operator.MacCalculator {
    void JcePasswordAuthenticatedRecipient$1(JcePasswordAuthenticatedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.Key, javax.crypto.Mac);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public org.bouncycastle.operator.GenericKey getKey();
    public java.io.OutputStream getOutputStream();
    public byte[] getMac();
}










org/bouncycastle/cms/jcajce/JcePasswordAuthenticatedRecipient.class


package org.bouncycastle.cms.jcajce;
public synchronized class JcePasswordAuthenticatedRecipient extends JcePasswordRecipient {
    public void JcePasswordAuthenticatedRecipient(char[]);
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JcePasswordEnvelopedRecipient$1.class


package org.bouncycastle.cms.jcajce;
synchronized class JcePasswordEnvelopedRecipient$1 implements org.bouncycastle.operator.InputDecryptor {
    void JcePasswordEnvelopedRecipient$1(JcePasswordEnvelopedRecipient, org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.Cipher);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/cms/jcajce/JcePasswordEnvelopedRecipient.class


package org.bouncycastle.cms.jcajce;
public synchronized class JcePasswordEnvelopedRecipient extends JcePasswordRecipient {
    public void JcePasswordEnvelopedRecipient(char[]);
    public org.bouncycastle.cms.RecipientOperator getRecipientOperator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], byte[]) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/JcePasswordRecipient.class


package org.bouncycastle.cms.jcajce;
public abstract synchronized class JcePasswordRecipient implements org.bouncycastle.cms.PasswordRecipient {
    private int schemeID;
    protected EnvelopedDataHelper helper;
    private char[] password;
    void JcePasswordRecipient(char[]);
    public JcePasswordRecipient setPasswordConversionScheme(int);
    public JcePasswordRecipient setProvider(java.security.Provider);
    public JcePasswordRecipient setProvider(String);
    protected java.security.Key extractSecretKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], byte[]) throws org.bouncycastle.cms.CMSException;
    public byte[] calculateDerivedKey(int, org.bouncycastle.asn1.x509.AlgorithmIdentifier, int) throws org.bouncycastle.cms.CMSException;
    public int getPasswordConversionScheme();
    public char[] getPassword();
}










org/bouncycastle/cms/jcajce/JcePasswordRecipientInfoGenerator.class


package org.bouncycastle.cms.jcajce;
public synchronized class JcePasswordRecipientInfoGenerator extends org.bouncycastle.cms.PasswordRecipientInfoGenerator {
    private EnvelopedDataHelper helper;
    public void JcePasswordRecipientInfoGenerator(org.bouncycastle.asn1.ASN1ObjectIdentifier, char[]);
    public JcePasswordRecipientInfoGenerator setProvider(java.security.Provider);
    public JcePasswordRecipientInfoGenerator setProvider(String);
    protected byte[] calculateDerivedKey(int, org.bouncycastle.asn1.x509.AlgorithmIdentifier, int) throws org.bouncycastle.cms.CMSException;
    public byte[] generateEncryptedBytes(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], org.bouncycastle.operator.GenericKey) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/cms/jcajce/KeyMaterialGenerator.class


package org.bouncycastle.cms.jcajce;
abstract interface KeyMaterialGenerator {
    public abstract byte[] generateKDFMaterial(org.bouncycastle.asn1.x509.AlgorithmIdentifier, int, byte[]);
}










org/bouncycastle/cms/jcajce/NamedJcaJceExtHelper.class


package org.bouncycastle.cms.jcajce;
synchronized class NamedJcaJceExtHelper extends org.bouncycastle.jcajce.util.NamedJcaJceHelper implements JcaJceExtHelper {
    public void NamedJcaJceExtHelper(String);
    public org.bouncycastle.operator.jcajce.JceAsymmetricKeyUnwrapper createAsymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PrivateKey);
    public org.bouncycastle.operator.jcajce.JceKTSKeyUnwrapper createAsymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PrivateKey, byte[], byte[]);
    public org.bouncycastle.operator.SymmetricKeyUnwrapper createSymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.SecretKey);
}










org/bouncycastle/cms/jcajce/ProviderJcaJceExtHelper.class


package org.bouncycastle.cms.jcajce;
synchronized class ProviderJcaJceExtHelper extends org.bouncycastle.jcajce.util.ProviderJcaJceHelper implements JcaJceExtHelper {
    public void ProviderJcaJceExtHelper(java.security.Provider);
    public org.bouncycastle.operator.jcajce.JceAsymmetricKeyUnwrapper createAsymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PrivateKey);
    public org.bouncycastle.operator.jcajce.JceKTSKeyUnwrapper createAsymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PrivateKey, byte[], byte[]);
    public org.bouncycastle.operator.SymmetricKeyUnwrapper createSymmetricUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.SecretKey);
}










org/bouncycastle/cms/jcajce/RFC5753KeyMaterialGenerator.class


package org.bouncycastle.cms.jcajce;
synchronized class RFC5753KeyMaterialGenerator implements KeyMaterialGenerator {
    void RFC5753KeyMaterialGenerator();
    public byte[] generateKDFMaterial(org.bouncycastle.asn1.x509.AlgorithmIdentifier, int, byte[]);
}










org/bouncycastle/cms/jcajce/ZlibCompressor.class


package org.bouncycastle.cms.jcajce;
public synchronized class ZlibCompressor implements org.bouncycastle.operator.OutputCompressor {
    private static final String ZLIB = 1.2.840.113549.1.9.16.3.8;
    public void ZlibCompressor();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream(java.io.OutputStream);
}










org/bouncycastle/cms/jcajce/ZlibExpanderProvider$1.class


package org.bouncycastle.cms.jcajce;
synchronized class ZlibExpanderProvider$1 implements org.bouncycastle.operator.InputExpander {
    void ZlibExpanderProvider$1(ZlibExpanderProvider, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/cms/jcajce/ZlibExpanderProvider$LimitedInputStream.class


package org.bouncycastle.cms.jcajce;
synchronized class ZlibExpanderProvider$LimitedInputStream extends java.io.FilterInputStream {
    private long remaining;
    public void ZlibExpanderProvider$LimitedInputStream(java.io.InputStream, long);
    public int read() throws java.io.IOException;
    public int read(byte[], int, int) throws java.io.IOException;
}










org/bouncycastle/cms/jcajce/ZlibExpanderProvider.class


package org.bouncycastle.cms.jcajce;
public synchronized class ZlibExpanderProvider implements org.bouncycastle.operator.InputExpanderProvider {
    private final long limit;
    public void ZlibExpanderProvider();
    public void ZlibExpanderProvider(long);
    public org.bouncycastle.operator.InputExpander get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/crypto/AsymmetricBlockCipher.class


package org.bouncycastle.crypto;
public abstract interface AsymmetricBlockCipher {
    public abstract void init(boolean, CipherParameters);
    public abstract int getInputBlockSize();
    public abstract int getOutputBlockSize();
    public abstract byte[] processBlock(byte[], int, int) throws InvalidCipherTextException;
}










org/bouncycastle/crypto/AsymmetricCipherKeyPair.class


package org.bouncycastle.crypto;
public synchronized class AsymmetricCipherKeyPair {
    private params.AsymmetricKeyParameter publicParam;
    private params.AsymmetricKeyParameter privateParam;
    public void AsymmetricCipherKeyPair(params.AsymmetricKeyParameter, params.AsymmetricKeyParameter);
    public void AsymmetricCipherKeyPair(CipherParameters, CipherParameters);
    public params.AsymmetricKeyParameter getPublic();
    public params.AsymmetricKeyParameter getPrivate();
}










org/bouncycastle/crypto/AsymmetricCipherKeyPairGenerator.class


package org.bouncycastle.crypto;
public abstract interface AsymmetricCipherKeyPairGenerator {
    public abstract void init(KeyGenerationParameters);
    public abstract AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/crypto/BasicAgreement.class


package org.bouncycastle.crypto;
public abstract interface BasicAgreement {
    public abstract void init(CipherParameters);
    public abstract int getFieldSize();
    public abstract java.math.BigInteger calculateAgreement(CipherParameters);
}










org/bouncycastle/crypto/BlockCipher.class


package org.bouncycastle.crypto;
public abstract interface BlockCipher {
    public abstract void init(boolean, CipherParameters) throws IllegalArgumentException;
    public abstract String getAlgorithmName();
    public abstract int getBlockSize();
    public abstract int processBlock(byte[], int, byte[], int) throws DataLengthException, IllegalStateException;
    public abstract void reset();
}










org/bouncycastle/crypto/BufferedAsymmetricBlockCipher.class


package org.bouncycastle.crypto;
public synchronized class BufferedAsymmetricBlockCipher {
    protected byte[] buf;
    protected int bufOff;
    private final AsymmetricBlockCipher cipher;
    public void BufferedAsymmetricBlockCipher(AsymmetricBlockCipher);
    public AsymmetricBlockCipher getUnderlyingCipher();
    public int getBufferPosition();
    public void init(boolean, CipherParameters);
    public int getInputBlockSize();
    public int getOutputBlockSize();
    public void processByte(byte);
    public void processBytes(byte[], int, int);
    public byte[] doFinal() throws InvalidCipherTextException;
    public void reset();
}










org/bouncycastle/crypto/BufferedBlockCipher.class


package org.bouncycastle.crypto;
public synchronized class BufferedBlockCipher {
    protected byte[] buf;
    protected int bufOff;
    protected boolean forEncryption;
    protected BlockCipher cipher;
    protected boolean partialBlockOkay;
    protected boolean pgpCFB;
    protected void BufferedBlockCipher();
    public void BufferedBlockCipher(BlockCipher);
    public BlockCipher getUnderlyingCipher();
    public void init(boolean, CipherParameters) throws IllegalArgumentException;
    public int getBlockSize();
    public int getUpdateOutputSize(int);
    public int getOutputSize(int);
    public int processByte(byte, byte[], int) throws DataLengthException, IllegalStateException;
    public int processBytes(byte[], int, int, byte[], int) throws DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws DataLengthException, IllegalStateException, InvalidCipherTextException;
    public void reset();
}










org/bouncycastle/crypto/CharToByteConverter.class


package org.bouncycastle.crypto;
public abstract interface CharToByteConverter {
    public abstract String getType();
    public abstract byte[] convert(char[]);
}










org/bouncycastle/crypto/CipherKeyGenerator.class


package org.bouncycastle.crypto;
public synchronized class CipherKeyGenerator {
    protected java.security.SecureRandom random;
    protected int strength;
    public void CipherKeyGenerator();
    public void init(KeyGenerationParameters);
    public byte[] generateKey();
}










org/bouncycastle/crypto/CipherParameters.class


package org.bouncycastle.crypto;
public abstract interface CipherParameters {
}










org/bouncycastle/crypto/Commitment.class


package org.bouncycastle.crypto;
public synchronized class Commitment {
    private final byte[] secret;
    private final byte[] commitment;
    public void Commitment(byte[], byte[]);
    public byte[] getSecret();
    public byte[] getCommitment();
}










org/bouncycastle/crypto/Committer.class


package org.bouncycastle.crypto;
public abstract interface Committer {
    public abstract Commitment commit(byte[]);
    public abstract boolean isRevealed(Commitment, byte[]);
}










org/bouncycastle/crypto/CryptoException.class


package org.bouncycastle.crypto;
public synchronized class CryptoException extends Exception {
    private Throwable cause;
    public void CryptoException();
    public void CryptoException(String);
    public void CryptoException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/crypto/CryptoServicesPermission.class


package org.bouncycastle.crypto;
public synchronized class CryptoServicesPermission extends java.security.Permission {
    public static final String GLOBAL_CONFIG = globalConfig;
    public static final String THREAD_LOCAL_CONFIG = threadLocalConfig;
    public static final String DEFAULT_RANDOM = defaultRandomConfig;
    private final java.util.Set actions;
    public void CryptoServicesPermission(String);
    public boolean implies(java.security.Permission);
    public boolean equals(Object);
    public int hashCode();
    public String getActions();
}










org/bouncycastle/crypto/CryptoServicesRegistrar$1.class


package org.bouncycastle.crypto;
final synchronized class CryptoServicesRegistrar$1 implements java.security.PrivilegedAction {
    void CryptoServicesRegistrar$1(SecurityManager, java.security.Permission);
    public Object run();
}










org/bouncycastle/crypto/CryptoServicesRegistrar$Property.class


package org.bouncycastle.crypto;
public final synchronized class CryptoServicesRegistrar$Property {
    public static final CryptoServicesRegistrar$Property EC_IMPLICITLY_CA;
    public static final CryptoServicesRegistrar$Property DH_DEFAULT_PARAMS;
    public static final CryptoServicesRegistrar$Property DSA_DEFAULT_PARAMS;
    private final String name;
    private final Class type;
    private void CryptoServicesRegistrar$Property(String, Class);
    static void <clinit>();
}










org/bouncycastle/crypto/CryptoServicesRegistrar.class


package org.bouncycastle.crypto;
public final synchronized class CryptoServicesRegistrar {
    private static final java.security.Permission CanSetDefaultProperty;
    private static final java.security.Permission CanSetThreadProperty;
    private static final java.security.Permission CanSetDefaultRandom;
    private static final ThreadLocal threadProperties;
    private static final java.util.Map globalProperties;
    private static volatile java.security.SecureRandom defaultSecureRandom;
    private void CryptoServicesRegistrar();
    public static java.security.SecureRandom getSecureRandom();
    public static void setSecureRandom(java.security.SecureRandom);
    public static Object getProperty(CryptoServicesRegistrar$Property);
    private static Object[] lookupProperty(CryptoServicesRegistrar$Property);
    public static Object[] getSizedProperty(CryptoServicesRegistrar$Property);
    public static Object getSizedProperty(CryptoServicesRegistrar$Property, int);
    public static transient void setThreadProperty(CryptoServicesRegistrar$Property, Object[]);
    public static transient void setGlobalProperty(CryptoServicesRegistrar$Property, Object[]);
    private static void localSetThread(CryptoServicesRegistrar$Property, Object[]);
    private static transient void localSetGlobalProperty(CryptoServicesRegistrar$Property, Object[]);
    public static Object[] clearGlobalProperty(CryptoServicesRegistrar$Property);
    public static Object[] clearThreadProperty(CryptoServicesRegistrar$Property);
    private static Object[] localClearThreadProperty(CryptoServicesRegistrar$Property);
    private static void checkPermission(java.security.Permission);
    private static params.DHParameters toDH(params.DSAParameters);
    private static int chooseLowerBound(int);
    static void <clinit>();
}










org/bouncycastle/crypto/DSA.class


package org.bouncycastle.crypto;
public abstract interface DSA {
    public abstract void init(boolean, CipherParameters);
    public abstract java.math.BigInteger[] generateSignature(byte[]);
    public abstract boolean verifySignature(byte[], java.math.BigInteger, java.math.BigInteger);
}










org/bouncycastle/crypto/DataLengthException.class


package org.bouncycastle.crypto;
public synchronized class DataLengthException extends RuntimeCryptoException {
    public void DataLengthException();
    public void DataLengthException(String);
}










org/bouncycastle/crypto/DerivationFunction.class


package org.bouncycastle.crypto;
public abstract interface DerivationFunction {
    public abstract void init(DerivationParameters);
    public abstract int generateBytes(byte[], int, int) throws DataLengthException, IllegalArgumentException;
}










org/bouncycastle/crypto/DerivationParameters.class


package org.bouncycastle.crypto;
public abstract interface DerivationParameters {
}










org/bouncycastle/crypto/Digest.class


package org.bouncycastle.crypto;
public abstract interface Digest {
    public abstract String getAlgorithmName();
    public abstract int getDigestSize();
    public abstract void update(byte);
    public abstract void update(byte[], int, int);
    public abstract int doFinal(byte[], int);
    public abstract void reset();
}










org/bouncycastle/crypto/DigestDerivationFunction.class


package org.bouncycastle.crypto;
public abstract interface DigestDerivationFunction extends DerivationFunction {
    public abstract Digest getDigest();
}










org/bouncycastle/crypto/EphemeralKeyPair.class


package org.bouncycastle.crypto;
public synchronized class EphemeralKeyPair {
    private AsymmetricCipherKeyPair keyPair;
    private KeyEncoder publicKeyEncoder;
    public void EphemeralKeyPair(AsymmetricCipherKeyPair, KeyEncoder);
    public AsymmetricCipherKeyPair getKeyPair();
    public byte[] getEncodedPublicKey();
}










org/bouncycastle/crypto/ExtendedDigest.class


package org.bouncycastle.crypto;
public abstract interface ExtendedDigest extends Digest {
    public abstract int getByteLength();
}










org/bouncycastle/crypto/InvalidCipherTextException.class


package org.bouncycastle.crypto;
public synchronized class InvalidCipherTextException extends CryptoException {
    public void InvalidCipherTextException();
    public void InvalidCipherTextException(String);
    public void InvalidCipherTextException(String, Throwable);
}










org/bouncycastle/crypto/KeyEncapsulation.class


package org.bouncycastle.crypto;
public abstract interface KeyEncapsulation {
    public abstract void init(CipherParameters);
    public abstract CipherParameters encrypt(byte[], int, int);
    public abstract CipherParameters decrypt(byte[], int, int, int);
}










org/bouncycastle/crypto/KeyEncoder.class


package org.bouncycastle.crypto;
public abstract interface KeyEncoder {
    public abstract byte[] getEncoded(params.AsymmetricKeyParameter);
}










org/bouncycastle/crypto/KeyGenerationParameters.class


package org.bouncycastle.crypto;
public synchronized class KeyGenerationParameters {
    private java.security.SecureRandom random;
    private int strength;
    public void KeyGenerationParameters(java.security.SecureRandom, int);
    public java.security.SecureRandom getRandom();
    public int getStrength();
}










org/bouncycastle/crypto/KeyParser.class


package org.bouncycastle.crypto;
public abstract interface KeyParser {
    public abstract params.AsymmetricKeyParameter readKey(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/Mac.class


package org.bouncycastle.crypto;
public abstract interface Mac {
    public abstract void init(CipherParameters) throws IllegalArgumentException;
    public abstract String getAlgorithmName();
    public abstract int getMacSize();
    public abstract void update(byte) throws IllegalStateException;
    public abstract void update(byte[], int, int) throws DataLengthException, IllegalStateException;
    public abstract int doFinal(byte[], int) throws DataLengthException, IllegalStateException;
    public abstract void reset();
}










org/bouncycastle/crypto/MacDerivationFunction.class


package org.bouncycastle.crypto;
public abstract interface MacDerivationFunction extends DerivationFunction {
    public abstract Mac getMac();
}










org/bouncycastle/crypto/MaxBytesExceededException.class


package org.bouncycastle.crypto;
public synchronized class MaxBytesExceededException extends RuntimeCryptoException {
    public void MaxBytesExceededException();
    public void MaxBytesExceededException(String);
}










org/bouncycastle/crypto/OutputLengthException.class


package org.bouncycastle.crypto;
public synchronized class OutputLengthException extends DataLengthException {
    public void OutputLengthException(String);
}










org/bouncycastle/crypto/PBEParametersGenerator.class


package org.bouncycastle.crypto;
public abstract synchronized class PBEParametersGenerator {
    protected byte[] password;
    protected byte[] salt;
    protected int iterationCount;
    protected void PBEParametersGenerator();
    public void init(byte[], byte[], int);
    public byte[] getPassword();
    public byte[] getSalt();
    public int getIterationCount();
    public abstract CipherParameters generateDerivedParameters(int);
    public abstract CipherParameters generateDerivedParameters(int, int);
    public abstract CipherParameters generateDerivedMacParameters(int);
    public static byte[] PKCS5PasswordToBytes(char[]);
    public static byte[] PKCS5PasswordToUTF8Bytes(char[]);
    public static byte[] PKCS12PasswordToBytes(char[]);
}










org/bouncycastle/crypto/PasswordConverter$1.class


package org.bouncycastle.crypto;
final synchronized enum PasswordConverter$1 {
    void PasswordConverter$1(String, int);
    public String getType();
    public byte[] convert(char[]);
}










org/bouncycastle/crypto/PasswordConverter$2.class


package org.bouncycastle.crypto;
final synchronized enum PasswordConverter$2 {
    void PasswordConverter$2(String, int);
    public String getType();
    public byte[] convert(char[]);
}










org/bouncycastle/crypto/PasswordConverter$3.class


package org.bouncycastle.crypto;
final synchronized enum PasswordConverter$3 {
    void PasswordConverter$3(String, int);
    public String getType();
    public byte[] convert(char[]);
}










org/bouncycastle/crypto/PasswordConverter.class


package org.bouncycastle.crypto;
public abstract synchronized enum PasswordConverter {
    public static final PasswordConverter ASCII;
    public static final PasswordConverter UTF8;
    public static final PasswordConverter PKCS12;
    public static PasswordConverter[] values();
    public static PasswordConverter valueOf(String);
    private void PasswordConverter(String, int);
    static void <clinit>();
}










org/bouncycastle/crypto/RuntimeCryptoException.class


package org.bouncycastle.crypto;
public synchronized class RuntimeCryptoException extends RuntimeException {
    public void RuntimeCryptoException();
    public void RuntimeCryptoException(String);
}










org/bouncycastle/crypto/Signer.class


package org.bouncycastle.crypto;
public abstract interface Signer {
    public abstract void init(boolean, CipherParameters);
    public abstract void update(byte);
    public abstract void update(byte[], int, int);
    public abstract byte[] generateSignature() throws CryptoException, DataLengthException;
    public abstract boolean verifySignature(byte[]);
    public abstract void reset();
}










org/bouncycastle/crypto/SignerWithRecovery.class


package org.bouncycastle.crypto;
public abstract interface SignerWithRecovery extends Signer {
    public abstract boolean hasFullMessage();
    public abstract byte[] getRecoveredMessage();
    public abstract void updateWithRecoveredMessage(byte[]) throws InvalidCipherTextException;
}










org/bouncycastle/crypto/SkippingCipher.class


package org.bouncycastle.crypto;
public abstract interface SkippingCipher {
    public abstract long skip(long);
    public abstract long seekTo(long);
    public abstract long getPosition();
}










org/bouncycastle/crypto/SkippingStreamCipher.class


package org.bouncycastle.crypto;
public abstract interface SkippingStreamCipher extends StreamCipher, SkippingCipher {
}










org/bouncycastle/crypto/StreamBlockCipher.class


package org.bouncycastle.crypto;
public abstract synchronized class StreamBlockCipher implements BlockCipher, StreamCipher {
    private final BlockCipher cipher;
    protected void StreamBlockCipher(BlockCipher);
    public BlockCipher getUnderlyingCipher();
    public final byte returnByte(byte);
    public int processBytes(byte[], int, int, byte[], int) throws DataLengthException;
    protected abstract byte calculateByte(byte);
}










org/bouncycastle/crypto/StreamCipher.class


package org.bouncycastle.crypto;
public abstract interface StreamCipher {
    public abstract void init(boolean, CipherParameters) throws IllegalArgumentException;
    public abstract String getAlgorithmName();
    public abstract byte returnByte(byte);
    public abstract int processBytes(byte[], int, int, byte[], int) throws DataLengthException;
    public abstract void reset();
}










org/bouncycastle/crypto/Wrapper.class


package org.bouncycastle.crypto;
public abstract interface Wrapper {
    public abstract void init(boolean, CipherParameters);
    public abstract String getAlgorithmName();
    public abstract byte[] wrap(byte[], int, int);
    public abstract byte[] unwrap(byte[], int, int) throws InvalidCipherTextException;
}










org/bouncycastle/crypto/Xof.class


package org.bouncycastle.crypto;
public abstract interface Xof extends ExtendedDigest {
    public abstract int doFinal(byte[], int, int);
    public abstract int doOutput(byte[], int, int);
}










org/bouncycastle/crypto/agreement/DHAgreement.class


package org.bouncycastle.crypto.agreement;
public synchronized class DHAgreement {
    private static final java.math.BigInteger ONE;
    private org.bouncycastle.crypto.params.DHPrivateKeyParameters key;
    private org.bouncycastle.crypto.params.DHParameters dhParams;
    private java.math.BigInteger privateValue;
    private java.security.SecureRandom random;
    public void DHAgreement();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public java.math.BigInteger calculateMessage();
    public java.math.BigInteger calculateAgreement(org.bouncycastle.crypto.params.DHPublicKeyParameters, java.math.BigInteger);
    static void <clinit>();
}










org/bouncycastle/crypto/agreement/DHBasicAgreement.class


package org.bouncycastle.crypto.agreement;
public synchronized class DHBasicAgreement implements org.bouncycastle.crypto.BasicAgreement {
    private static final java.math.BigInteger ONE;
    private org.bouncycastle.crypto.params.DHPrivateKeyParameters key;
    private org.bouncycastle.crypto.params.DHParameters dhParams;
    public void DHBasicAgreement();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getFieldSize();
    public java.math.BigInteger calculateAgreement(org.bouncycastle.crypto.CipherParameters);
    static void <clinit>();
}










org/bouncycastle/crypto/agreement/DHStandardGroups.class


package org.bouncycastle.crypto.agreement;
public synchronized class DHStandardGroups {
    private static final java.math.BigInteger TWO;
    private static final String rfc2409_768_p = FFFFFFFFFFFFFFFFC90FDAA22168C234C4C6628B80DC1CD129024E088A67CC74020BBEA63B139B22514A08798E3404DDEF9519B3CD3A431B302B0A6DF25F14374FE1356D6D51C245E485B576625E7EC6F44C42E9A63A3620FFFFFFFFFFFFFFFF;
    private static final String rfc2409_768_g = 02;
    public static final org.bouncycastle.crypto.params.DHParameters rfc2409_768;
    private static final String rfc2409_1024_p = FFFFFFFFFFFFFFFFC90FDAA22168C234C4C6628B80DC1CD129024E088A67CC74020BBEA63B139B22514A08798E3404DDEF9519B3CD3A431B302B0A6DF25F14374FE1356D6D51C245E485B576625E7EC6F44C42E9A637ED6B0BFF5CB6F406B7EDEE386BFB5A899FA5AE9F24117C4B1FE649286651ECE65381FFFFFFFFFFFFFFFF;
    private static final String rfc2409_1024_g = 02;
    public static final org.bouncycastle.crypto.params.DHParameters rfc2409_1024;
    private static final String rfc3526_1536_p = FFFFFFFFFFFFFFFFC90FDAA22168C234C4C6628B80DC1CD129024E088A67CC74020BBEA63B139B22514A08798E3404DDEF9519B3CD3A431B302B0A6DF25F14374FE1356D6D51C245E485B576625E7EC6F44C42E9A637ED6B0BFF5CB6F406B7EDEE386BFB5A899FA5AE9F24117C4B1FE649286651ECE45B3DC2007CB8A163BF0598DA48361C55D39A69163FA8FD24CF5F83655D23DCA3AD961C62F356208552BB9ED529077096966D670C354E4ABC9804F1746C08CA237327FFFFFFFFFFFFFFFF;
    private static final String rfc3526_1536_g = 02;
    public static final org.bouncycastle.crypto.params.DHParameters rfc3526_1536;
    private static final String rfc3526_2048_p
    private static final String rfc3526_2048_g = 02;
    public static final org.bouncycastle.crypto.params.DHParameters rfc3526_2048;
    private static final String rfc3526_3072_p
    private static final String rfc3526_3072_g = 02;
    public static final org.bouncycastle.crypto.params.DHParameters rfc3526_3072;
    private static final String rfc3526_4096_p
    private static final String rfc3526_4096_g = 02;
    public static final org.bouncycastle.crypto.params.DHParameters rfc3526_4096;
    private static final String rfc3526_6144_p
    private static final String rfc3526_6144_g = 02;
    public static final org.bouncycastle.crypto.params.DHParameters rfc3526_6144;
    private static final String rfc3526_8192_p
    private static final String rfc3526_8192_g = 02;
    public static final org.bouncycastle.crypto.params.DHParameters rfc3526_8192;
    public static final org.bouncycastle.crypto.params.DHParameters rfc4306_768;
    public static final org.bouncycastle.crypto.params.DHParameters rfc4306_1024;
    private static final String rfc5114_1024_160_p = B10B8F96A080E01DDE92DE5EAE5D54EC52C99FBCFB06A3C69A6A9DCA52D23B616073E28675A23D189838EF1E2EE652C013ECB4AEA906112324975C3CD49B83BFACCBDD7D90C4BD7098488E9C219A73724EFFD6FAE5644738FAA31A4FF55BCCC0A151AF5F0DC8B4BD45BF37DF365C1A65E68CFDA76D4DA708DF1FB2BC2E4A4371;
    private static final String rfc5114_1024_160_g = A4D1CBD5C3FD34126765A442EFB99905F8104DD258AC507FD6406CFF14266D31266FEA1E5C41564B777E690F5504F213160217B4B01B886A5E91547F9E2749F4D7FBD7D3B9A92EE1909D0D2263F80A76A6A24C087A091F531DBF0A0169B6A28AD662A4D18E73AFA32D779D5918D08BC8858F4DCEF97C2A24855E6EEB22B3B2E5;
    private static final String rfc5114_1024_160_q = F518AA8781A8DF278ABA4E7D64B7CB9D49462353;
    public static final org.bouncycastle.crypto.params.DHParameters rfc5114_1024_160;
    private static final String rfc5114_2048_224_p
    private static final String rfc5114_2048_224_g
    private static final String rfc5114_2048_224_q = 801C0D34C58D93FE997177101F80535A4738CEBCBF389A99B36371EB;
    public static final org.bouncycastle.crypto.params.DHParameters rfc5114_2048_224;
    private static final String rfc5114_2048_256_p
    private static final String rfc5114_2048_256_g
    private static final String rfc5114_2048_256_q = 8CF83642A709A097B447997640129DA299B1A47D1EB3750BA308B0FE64F5FBD3;
    public static final org.bouncycastle.crypto.params.DHParameters rfc5114_2048_256;
    public static final org.bouncycastle.crypto.params.DHParameters rfc5996_768;
    public static final org.bouncycastle.crypto.params.DHParameters rfc5996_1024;
    private static final String rfc7919_ffdhe2048_p
    public static final org.bouncycastle.crypto.params.DHParameters rfc7919_ffdhe2048;
    private static final String rfc7919_ffdhe3072_p
    public static final org.bouncycastle.crypto.params.DHParameters rfc7919_ffdhe3072;
    private static final String rfc7919_ffdhe4096_p
    public static final org.bouncycastle.crypto.params.DHParameters rfc7919_ffdhe4096;
    private static final String rfc7919_ffdhe6144_p
    public static final org.bouncycastle.crypto.params.DHParameters rfc7919_ffdhe6144;
    private static final String rfc7919_ffdhe8192_p
    public static final org.bouncycastle.crypto.params.DHParameters rfc7919_ffdhe8192;
    public void DHStandardGroups();
    private static java.math.BigInteger fromHex(String);
    private static org.bouncycastle.crypto.params.DHParameters fromPG(String, String);
    private static org.bouncycastle.crypto.params.DHParameters fromPGQ(String, String, String);
    private static org.bouncycastle.crypto.params.DHParameters rfc7919Parameters(String, int);
    static void <clinit>();
}










org/bouncycastle/crypto/agreement/DHUnifiedAgreement.class


package org.bouncycastle.crypto.agreement;
public synchronized class DHUnifiedAgreement {
    private org.bouncycastle.crypto.params.DHUPrivateParameters privParams;
    public void DHUnifiedAgreement();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getFieldSize();
    public byte[] calculateAgreement(org.bouncycastle.crypto.CipherParameters);
}










org/bouncycastle/crypto/agreement/ECDHBasicAgreement.class


package org.bouncycastle.crypto.agreement;
public synchronized class ECDHBasicAgreement implements org.bouncycastle.crypto.BasicAgreement {
    private org.bouncycastle.crypto.params.ECPrivateKeyParameters key;
    public void ECDHBasicAgreement();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getFieldSize();
    public java.math.BigInteger calculateAgreement(org.bouncycastle.crypto.CipherParameters);
}










org/bouncycastle/crypto/agreement/ECDHCBasicAgreement.class


package org.bouncycastle.crypto.agreement;
public synchronized class ECDHCBasicAgreement implements org.bouncycastle.crypto.BasicAgreement {
    org.bouncycastle.crypto.params.ECPrivateKeyParameters key;
    public void ECDHCBasicAgreement();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getFieldSize();
    public java.math.BigInteger calculateAgreement(org.bouncycastle.crypto.CipherParameters);
}










org/bouncycastle/crypto/agreement/ECDHCUnifiedAgreement.class


package org.bouncycastle.crypto.agreement;
public synchronized class ECDHCUnifiedAgreement {
    private org.bouncycastle.crypto.params.ECDHUPrivateParameters privParams;
    public void ECDHCUnifiedAgreement();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getFieldSize();
    public byte[] calculateAgreement(org.bouncycastle.crypto.CipherParameters);
}










org/bouncycastle/crypto/agreement/ECMQVBasicAgreement.class


package org.bouncycastle.crypto.agreement;
public synchronized class ECMQVBasicAgreement implements org.bouncycastle.crypto.BasicAgreement {
    org.bouncycastle.crypto.params.MQVPrivateParameters privParams;
    public void ECMQVBasicAgreement();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getFieldSize();
    public java.math.BigInteger calculateAgreement(org.bouncycastle.crypto.CipherParameters);
    private org.bouncycastle.math.ec.ECPoint calculateMqvAgreement(org.bouncycastle.crypto.params.ECDomainParameters, org.bouncycastle.crypto.params.ECPrivateKeyParameters, org.bouncycastle.crypto.params.ECPrivateKeyParameters, org.bouncycastle.crypto.params.ECPublicKeyParameters, org.bouncycastle.crypto.params.ECPublicKeyParameters, org.bouncycastle.crypto.params.ECPublicKeyParameters);
}










org/bouncycastle/crypto/agreement/ECVKOAgreement.class


package org.bouncycastle.crypto.agreement;
public synchronized class ECVKOAgreement {
    private final org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.crypto.params.ECPrivateKeyParameters key;
    private java.math.BigInteger ukm;
    public void ECVKOAgreement(org.bouncycastle.crypto.Digest);
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getFieldSize();
    public byte[] calculateAgreement(org.bouncycastle.crypto.CipherParameters);
    private static java.math.BigInteger toInteger(byte[]);
    private byte[] fromPoint(org.bouncycastle.math.ec.ECPoint);
}










org/bouncycastle/crypto/agreement/MQVBasicAgreement.class


package org.bouncycastle.crypto.agreement;
public synchronized class MQVBasicAgreement implements org.bouncycastle.crypto.BasicAgreement {
    private static final java.math.BigInteger ONE;
    org.bouncycastle.crypto.params.DHMQVPrivateParameters privParams;
    public void MQVBasicAgreement();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getFieldSize();
    public java.math.BigInteger calculateAgreement(org.bouncycastle.crypto.CipherParameters);
    private java.math.BigInteger calculateDHMQVAgreement(org.bouncycastle.crypto.params.DHParameters, org.bouncycastle.crypto.params.DHPrivateKeyParameters, org.bouncycastle.crypto.params.DHPublicKeyParameters, org.bouncycastle.crypto.params.DHPrivateKeyParameters, org.bouncycastle.crypto.params.DHPublicKeyParameters, org.bouncycastle.crypto.params.DHPublicKeyParameters);
    static void <clinit>();
}










org/bouncycastle/crypto/agreement/SM2KeyExchange.class


package org.bouncycastle.crypto.agreement;
public synchronized class SM2KeyExchange {
    private final org.bouncycastle.crypto.Digest digest;
    private byte[] userID;
    private org.bouncycastle.crypto.params.ECPrivateKeyParameters staticKey;
    private org.bouncycastle.math.ec.ECPoint staticPubPoint;
    private org.bouncycastle.math.ec.ECPoint ephemeralPubPoint;
    private org.bouncycastle.crypto.params.ECDomainParameters ecParams;
    private int w;
    private org.bouncycastle.crypto.params.ECPrivateKeyParameters ephemeralKey;
    private boolean initiator;
    public void SM2KeyExchange();
    public void SM2KeyExchange(org.bouncycastle.crypto.Digest);
    public void init(org.bouncycastle.crypto.CipherParameters);
    public byte[] calculateKey(int, org.bouncycastle.crypto.CipherParameters);
    public byte[][] calculateKeyWithConfirmation(int, byte[], org.bouncycastle.crypto.CipherParameters);
    private org.bouncycastle.math.ec.ECPoint calculateU(org.bouncycastle.crypto.params.SM2KeyExchangePublicParameters);
    private byte[] kdf(org.bouncycastle.math.ec.ECPoint, byte[], byte[], int);
    private java.math.BigInteger reduce(java.math.BigInteger);
    private byte[] S1(org.bouncycastle.crypto.Digest, org.bouncycastle.math.ec.ECPoint, byte[]);
    private byte[] calculateInnerHash(org.bouncycastle.crypto.Digest, org.bouncycastle.math.ec.ECPoint, byte[], byte[], org.bouncycastle.math.ec.ECPoint, org.bouncycastle.math.ec.ECPoint);
    private byte[] S2(org.bouncycastle.crypto.Digest, org.bouncycastle.math.ec.ECPoint, byte[]);
    private byte[] getZ(org.bouncycastle.crypto.Digest, byte[], org.bouncycastle.math.ec.ECPoint);
    private void addUserID(org.bouncycastle.crypto.Digest, byte[]);
    private void addFieldElement(org.bouncycastle.crypto.Digest, org.bouncycastle.math.ec.ECFieldElement);
    private byte[] digestDoFinal();
}










org/bouncycastle/crypto/agreement/jpake/JPAKEParticipant.class


package org.bouncycastle.crypto.agreement.jpake;
public synchronized class JPAKEParticipant {
    public static final int STATE_INITIALIZED = 0;
    public static final int STATE_ROUND_1_CREATED = 10;
    public static final int STATE_ROUND_1_VALIDATED = 20;
    public static final int STATE_ROUND_2_CREATED = 30;
    public static final int STATE_ROUND_2_VALIDATED = 40;
    public static final int STATE_KEY_CALCULATED = 50;
    public static final int STATE_ROUND_3_CREATED = 60;
    public static final int STATE_ROUND_3_VALIDATED = 70;
    private final String participantId;
    private char[] password;
    private final org.bouncycastle.crypto.Digest digest;
    private final java.security.SecureRandom random;
    private final java.math.BigInteger p;
    private final java.math.BigInteger q;
    private final java.math.BigInteger g;
    private String partnerParticipantId;
    private java.math.BigInteger x1;
    private java.math.BigInteger x2;
    private java.math.BigInteger gx1;
    private java.math.BigInteger gx2;
    private java.math.BigInteger gx3;
    private java.math.BigInteger gx4;
    private java.math.BigInteger b;
    private int state;
    public void JPAKEParticipant(String, char[]);
    public void JPAKEParticipant(String, char[], JPAKEPrimeOrderGroup);
    public void JPAKEParticipant(String, char[], JPAKEPrimeOrderGroup, org.bouncycastle.crypto.Digest, java.security.SecureRandom);
    public int getState();
    public JPAKERound1Payload createRound1PayloadToSend();
    public void validateRound1PayloadReceived(JPAKERound1Payload) throws org.bouncycastle.crypto.CryptoException;
    public JPAKERound2Payload createRound2PayloadToSend();
    public void validateRound2PayloadReceived(JPAKERound2Payload) throws org.bouncycastle.crypto.CryptoException;
    public java.math.BigInteger calculateKeyingMaterial();
    public JPAKERound3Payload createRound3PayloadToSend(java.math.BigInteger);
    public void validateRound3PayloadReceived(JPAKERound3Payload, java.math.BigInteger) throws org.bouncycastle.crypto.CryptoException;
}










org/bouncycastle/crypto/agreement/jpake/JPAKEPrimeOrderGroup.class


package org.bouncycastle.crypto.agreement.jpake;
public synchronized class JPAKEPrimeOrderGroup {
    private final java.math.BigInteger p;
    private final java.math.BigInteger q;
    private final java.math.BigInteger g;
    public void JPAKEPrimeOrderGroup(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    void JPAKEPrimeOrderGroup(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, boolean);
    public java.math.BigInteger getP();
    public java.math.BigInteger getQ();
    public java.math.BigInteger getG();
}










org/bouncycastle/crypto/agreement/jpake/JPAKEPrimeOrderGroups.class


package org.bouncycastle.crypto.agreement.jpake;
public synchronized class JPAKEPrimeOrderGroups {
    public static final JPAKEPrimeOrderGroup SUN_JCE_1024;
    public static final JPAKEPrimeOrderGroup NIST_2048;
    public static final JPAKEPrimeOrderGroup NIST_3072;
    public void JPAKEPrimeOrderGroups();
    static void <clinit>();
}










org/bouncycastle/crypto/agreement/jpake/JPAKERound1Payload.class


package org.bouncycastle.crypto.agreement.jpake;
public synchronized class JPAKERound1Payload {
    private final String participantId;
    private final java.math.BigInteger gx1;
    private final java.math.BigInteger gx2;
    private final java.math.BigInteger[] knowledgeProofForX1;
    private final java.math.BigInteger[] knowledgeProofForX2;
    public void JPAKERound1Payload(String, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger[], java.math.BigInteger[]);
    public String getParticipantId();
    public java.math.BigInteger getGx1();
    public java.math.BigInteger getGx2();
    public java.math.BigInteger[] getKnowledgeProofForX1();
    public java.math.BigInteger[] getKnowledgeProofForX2();
}










org/bouncycastle/crypto/agreement/jpake/JPAKERound2Payload.class


package org.bouncycastle.crypto.agreement.jpake;
public synchronized class JPAKERound2Payload {
    private final String participantId;
    private final java.math.BigInteger a;
    private final java.math.BigInteger[] knowledgeProofForX2s;
    public void JPAKERound2Payload(String, java.math.BigInteger, java.math.BigInteger[]);
    public String getParticipantId();
    public java.math.BigInteger getA();
    public java.math.BigInteger[] getKnowledgeProofForX2s();
}










org/bouncycastle/crypto/agreement/jpake/JPAKERound3Payload.class


package org.bouncycastle.crypto.agreement.jpake;
public synchronized class JPAKERound3Payload {
    private final String participantId;
    private final java.math.BigInteger macTag;
    public void JPAKERound3Payload(String, java.math.BigInteger);
    public String getParticipantId();
    public java.math.BigInteger getMacTag();
}










org/bouncycastle/crypto/agreement/jpake/JPAKEUtil.class


package org.bouncycastle.crypto.agreement.jpake;
public synchronized class JPAKEUtil {
    static final java.math.BigInteger ZERO;
    static final java.math.BigInteger ONE;
    public void JPAKEUtil();
    public static java.math.BigInteger generateX1(java.math.BigInteger, java.security.SecureRandom);
    public static java.math.BigInteger generateX2(java.math.BigInteger, java.security.SecureRandom);
    public static java.math.BigInteger calculateS(char[]);
    public static java.math.BigInteger calculateGx(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public static java.math.BigInteger calculateGA(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public static java.math.BigInteger calculateX2s(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public static java.math.BigInteger calculateA(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public static java.math.BigInteger[] calculateZeroKnowledgeProof(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, String, org.bouncycastle.crypto.Digest, java.security.SecureRandom);
    private static java.math.BigInteger calculateHashForZeroKnowledgeProof(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, String, org.bouncycastle.crypto.Digest);
    public static void validateGx4(java.math.BigInteger) throws org.bouncycastle.crypto.CryptoException;
    public static void validateGa(java.math.BigInteger) throws org.bouncycastle.crypto.CryptoException;
    public static void validateZeroKnowledgeProof(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger[], String, org.bouncycastle.crypto.Digest) throws org.bouncycastle.crypto.CryptoException;
    public static java.math.BigInteger calculateKeyingMaterial(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public static void validateParticipantIdsDiffer(String, String) throws org.bouncycastle.crypto.CryptoException;
    public static void validateParticipantIdsEqual(String, String) throws org.bouncycastle.crypto.CryptoException;
    public static void validateNotNull(Object, String);
    public static java.math.BigInteger calculateMacTag(String, String, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, org.bouncycastle.crypto.Digest);
    private static byte[] calculateMacKey(java.math.BigInteger, org.bouncycastle.crypto.Digest);
    public static void validateMacTag(String, String, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, org.bouncycastle.crypto.Digest, java.math.BigInteger) throws org.bouncycastle.crypto.CryptoException;
    private static void updateDigest(org.bouncycastle.crypto.Digest, java.math.BigInteger);
    private static void updateDigestIncludingSize(org.bouncycastle.crypto.Digest, java.math.BigInteger);
    private static void updateDigest(org.bouncycastle.crypto.Digest, String);
    private static void updateDigestIncludingSize(org.bouncycastle.crypto.Digest, String);
    private static void updateMac(org.bouncycastle.crypto.Mac, java.math.BigInteger);
    private static void updateMac(org.bouncycastle.crypto.Mac, String);
    private static byte[] intToByteArray(int);
    static void <clinit>();
}










org/bouncycastle/crypto/agreement/kdf/ConcatenationKDFGenerator.class


package org.bouncycastle.crypto.agreement.kdf;
public synchronized class ConcatenationKDFGenerator implements org.bouncycastle.crypto.DerivationFunction {
    private org.bouncycastle.crypto.Digest digest;
    private byte[] shared;
    private byte[] otherInfo;
    private int hLen;
    public void ConcatenationKDFGenerator(org.bouncycastle.crypto.Digest);
    public void init(org.bouncycastle.crypto.DerivationParameters);
    public org.bouncycastle.crypto.Digest getDigest();
    private void ItoOSP(int, byte[]);
    public int generateBytes(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalArgumentException;
}










org/bouncycastle/crypto/agreement/kdf/DHKDFParameters.class


package org.bouncycastle.crypto.agreement.kdf;
public synchronized class DHKDFParameters implements org.bouncycastle.crypto.DerivationParameters {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier algorithm;
    private int keySize;
    private byte[] z;
    private byte[] extraInfo;
    public void DHKDFParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, int, byte[]);
    public void DHKDFParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, int, byte[], byte[]);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getAlgorithm();
    public int getKeySize();
    public byte[] getZ();
    public byte[] getExtraInfo();
}










org/bouncycastle/crypto/agreement/kdf/DHKEKGenerator.class


package org.bouncycastle.crypto.agreement.kdf;
public synchronized class DHKEKGenerator implements org.bouncycastle.crypto.DerivationFunction {
    private final org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier algorithm;
    private int keySize;
    private byte[] z;
    private byte[] partyAInfo;
    public void DHKEKGenerator(org.bouncycastle.crypto.Digest);
    public void init(org.bouncycastle.crypto.DerivationParameters);
    public org.bouncycastle.crypto.Digest getDigest();
    public int generateBytes(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalArgumentException;
}










org/bouncycastle/crypto/agreement/kdf/ECDHKEKGenerator.class


package org.bouncycastle.crypto.agreement.kdf;
public synchronized class ECDHKEKGenerator implements org.bouncycastle.crypto.DigestDerivationFunction {
    private org.bouncycastle.crypto.DigestDerivationFunction kdf;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier algorithm;
    private int keySize;
    private byte[] z;
    public void ECDHKEKGenerator(org.bouncycastle.crypto.Digest);
    public void init(org.bouncycastle.crypto.DerivationParameters);
    public org.bouncycastle.crypto.Digest getDigest();
    public int generateBytes(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalArgumentException;
}










org/bouncycastle/crypto/agreement/kdf/GSKKDFParameters.class


package org.bouncycastle.crypto.agreement.kdf;
public synchronized class GSKKDFParameters implements org.bouncycastle.crypto.DerivationParameters {
    private final byte[] z;
    private final int startCounter;
    private final byte[] nonce;
    public void GSKKDFParameters(byte[], int);
    public void GSKKDFParameters(byte[], int, byte[]);
    public byte[] getZ();
    public int getStartCounter();
    public byte[] getNonce();
}










org/bouncycastle/crypto/agreement/kdf/GSKKFDGenerator.class


package org.bouncycastle.crypto.agreement.kdf;
public synchronized class GSKKFDGenerator implements org.bouncycastle.crypto.DigestDerivationFunction {
    private final org.bouncycastle.crypto.Digest digest;
    private byte[] z;
    private int counter;
    private byte[] r;
    private byte[] buf;
    public void GSKKFDGenerator(org.bouncycastle.crypto.Digest);
    public org.bouncycastle.crypto.Digest getDigest();
    public void init(org.bouncycastle.crypto.DerivationParameters);
    public int generateBytes(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalArgumentException;
}










org/bouncycastle/crypto/agreement/srp/SRP6Client.class


package org.bouncycastle.crypto.agreement.srp;
public synchronized class SRP6Client {
    protected java.math.BigInteger N;
    protected java.math.BigInteger g;
    protected java.math.BigInteger a;
    protected java.math.BigInteger A;
    protected java.math.BigInteger B;
    protected java.math.BigInteger x;
    protected java.math.BigInteger u;
    protected java.math.BigInteger S;
    protected java.math.BigInteger M1;
    protected java.math.BigInteger M2;
    protected java.math.BigInteger Key;
    protected org.bouncycastle.crypto.Digest digest;
    protected java.security.SecureRandom random;
    public void SRP6Client();
    public void init(java.math.BigInteger, java.math.BigInteger, org.bouncycastle.crypto.Digest, java.security.SecureRandom);
    public void init(org.bouncycastle.crypto.params.SRP6GroupParameters, org.bouncycastle.crypto.Digest, java.security.SecureRandom);
    public java.math.BigInteger generateClientCredentials(byte[], byte[], byte[]);
    public java.math.BigInteger calculateSecret(java.math.BigInteger) throws org.bouncycastle.crypto.CryptoException;
    protected java.math.BigInteger selectPrivateValue();
    private java.math.BigInteger calculateS();
    public java.math.BigInteger calculateClientEvidenceMessage() throws org.bouncycastle.crypto.CryptoException;
    public boolean verifyServerEvidenceMessage(java.math.BigInteger) throws org.bouncycastle.crypto.CryptoException;
    public java.math.BigInteger calculateSessionKey() throws org.bouncycastle.crypto.CryptoException;
}










org/bouncycastle/crypto/agreement/srp/SRP6Server.class


package org.bouncycastle.crypto.agreement.srp;
public synchronized class SRP6Server {
    protected java.math.BigInteger N;
    protected java.math.BigInteger g;
    protected java.math.BigInteger v;
    protected java.security.SecureRandom random;
    protected org.bouncycastle.crypto.Digest digest;
    protected java.math.BigInteger A;
    protected java.math.BigInteger b;
    protected java.math.BigInteger B;
    protected java.math.BigInteger u;
    protected java.math.BigInteger S;
    protected java.math.BigInteger M1;
    protected java.math.BigInteger M2;
    protected java.math.BigInteger Key;
    public void SRP6Server();
    public void init(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, org.bouncycastle.crypto.Digest, java.security.SecureRandom);
    public void init(org.bouncycastle.crypto.params.SRP6GroupParameters, java.math.BigInteger, org.bouncycastle.crypto.Digest, java.security.SecureRandom);
    public java.math.BigInteger generateServerCredentials();
    public java.math.BigInteger calculateSecret(java.math.BigInteger) throws org.bouncycastle.crypto.CryptoException;
    protected java.math.BigInteger selectPrivateValue();
    private java.math.BigInteger calculateS();
    public boolean verifyClientEvidenceMessage(java.math.BigInteger) throws org.bouncycastle.crypto.CryptoException;
    public java.math.BigInteger calculateServerEvidenceMessage() throws org.bouncycastle.crypto.CryptoException;
    public java.math.BigInteger calculateSessionKey() throws org.bouncycastle.crypto.CryptoException;
}










org/bouncycastle/crypto/agreement/srp/SRP6StandardGroups.class


package org.bouncycastle.crypto.agreement.srp;
public synchronized class SRP6StandardGroups {
    private static final String rfc5054_1024_N = EEAF0AB9ADB38DD69C33F80AFA8FC5E86072618775FF3C0B9EA2314C9C256576D674DF7496EA81D3383B4813D692C6E0E0D5D8E250B98BE48E495C1D6089DAD15DC7D7B46154D6B6CE8EF4AD69B15D4982559B297BCF1885C529F566660E57EC68EDBC3C05726CC02FD4CBF4976EAA9AFD5138FE8376435B9FC61D2FC0EB06E3;
    private static final String rfc5054_1024_g = 02;
    public static final org.bouncycastle.crypto.params.SRP6GroupParameters rfc5054_1024;
    private static final String rfc5054_1536_N = 9DEF3CAFB939277AB1F12A8617A47BBBDBA51DF499AC4C80BEEEA9614B19CC4D5F4F5F556E27CBDE51C6A94BE4607A291558903BA0D0F84380B655BB9A22E8DCDF028A7CEC67F0D08134B1C8B97989149B609E0BE3BAB63D47548381DBC5B1FC764E3F4B53DD9DA1158BFD3E2B9C8CF56EDF019539349627DB2FD53D24B7C48665772E437D6C7F8CE442734AF7CCB7AE837C264AE3A9BEB87F8A2FE9B8B5292E5A021FFF5E91479E8CE7A28C2442C6F315180F93499A234DCF76E3FED135F9BB;
    private static final String rfc5054_1536_g = 02;
    public static final org.bouncycastle.crypto.params.SRP6GroupParameters rfc5054_1536;
    private static final String rfc
    private static final String rfc5054_2048_g = 02;
    public static final org.bouncycastle.crypto.params.SRP6GroupParameters rfc5054_2048;
    private static final String rfc
    private static final String rfc5054_3072_g = 05;
    public static final org.bouncycastle.crypto.params.SRP6GroupParameters rfc5054_3072;
    private static final String rfc
    private static final String rfc5054_4096_g = 05;
    public static final org.bouncycastle.crypto.params.SRP6GroupParameters rfc5054_4096;
    private static final String rfc
    private static final String rfc5054_6144_g = 05;
    public static final org.bouncycastle.crypto.params.SRP6GroupParameters rfc5054_6144;
    private static final String rfc
    private static final String rfc5054_8192_g = 13;
    public static final org.bouncycastle.crypto.params.SRP6GroupParameters rfc5054_8192;
    public void SRP6StandardGroups();
    private static java.math.BigInteger fromHex(String);
    private static org.bouncycastle.crypto.params.SRP6GroupParameters fromNG(String, String);
    static void <clinit>();
}










org/bouncycastle/crypto/agreement/srp/SRP6Util.class


package org.bouncycastle.crypto.agreement.srp;
public synchronized class SRP6Util {
    private static java.math.BigInteger ZERO;
    private static java.math.BigInteger ONE;
    public void SRP6Util();
    public static java.math.BigInteger calculateK(org.bouncycastle.crypto.Digest, java.math.BigInteger, java.math.BigInteger);
    public static java.math.BigInteger calculateU(org.bouncycastle.crypto.Digest, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public static java.math.BigInteger calculateX(org.bouncycastle.crypto.Digest, java.math.BigInteger, byte[], byte[], byte[]);
    public static java.math.BigInteger generatePrivateValue(org.bouncycastle.crypto.Digest, java.math.BigInteger, java.math.BigInteger, java.security.SecureRandom);
    public static java.math.BigInteger validatePublicValue(java.math.BigInteger, java.math.BigInteger) throws org.bouncycastle.crypto.CryptoException;
    public static java.math.BigInteger calculateM1(org.bouncycastle.crypto.Digest, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public static java.math.BigInteger calculateM2(org.bouncycastle.crypto.Digest, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public static java.math.BigInteger calculateKey(org.bouncycastle.crypto.Digest, java.math.BigInteger, java.math.BigInteger);
    private static java.math.BigInteger hashPaddedTriplet(org.bouncycastle.crypto.Digest, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    private static java.math.BigInteger hashPaddedPair(org.bouncycastle.crypto.Digest, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    private static byte[] getPadded(java.math.BigInteger, int);
    static void <clinit>();
}










org/bouncycastle/crypto/agreement/srp/SRP6VerifierGenerator.class


package org.bouncycastle.crypto.agreement.srp;
public synchronized class SRP6VerifierGenerator {
    protected java.math.BigInteger N;
    protected java.math.BigInteger g;
    protected org.bouncycastle.crypto.Digest digest;
    public void SRP6VerifierGenerator();
    public void init(java.math.BigInteger, java.math.BigInteger, org.bouncycastle.crypto.Digest);
    public void init(org.bouncycastle.crypto.params.SRP6GroupParameters, org.bouncycastle.crypto.Digest);
    public java.math.BigInteger generateVerifier(byte[], byte[], byte[]);
}










org/bouncycastle/crypto/commitments/GeneralHashCommitter.class


package org.bouncycastle.crypto.commitments;
public synchronized class GeneralHashCommitter implements org.bouncycastle.crypto.Committer {
    private final org.bouncycastle.crypto.Digest digest;
    private final int byteLength;
    private final java.security.SecureRandom random;
    public void GeneralHashCommitter(org.bouncycastle.crypto.ExtendedDigest, java.security.SecureRandom);
    public org.bouncycastle.crypto.Commitment commit(byte[]);
    public boolean isRevealed(org.bouncycastle.crypto.Commitment, byte[]);
    private byte[] calculateCommitment(byte[], byte[]);
}










org/bouncycastle/crypto/commitments/HashCommitter.class


package org.bouncycastle.crypto.commitments;
public synchronized class HashCommitter implements org.bouncycastle.crypto.Committer {
    private final org.bouncycastle.crypto.Digest digest;
    private final int byteLength;
    private final java.security.SecureRandom random;
    public void HashCommitter(org.bouncycastle.crypto.ExtendedDigest, java.security.SecureRandom);
    public org.bouncycastle.crypto.Commitment commit(byte[]);
    public boolean isRevealed(org.bouncycastle.crypto.Commitment, byte[]);
    private byte[] calculateCommitment(byte[], byte[]);
}










org/bouncycastle/crypto/digests/Blake2bDigest.class


package org.bouncycastle.crypto.digests;
public synchronized class Blake2bDigest implements org.bouncycastle.crypto.ExtendedDigest {
    private static final long[] blake2b_IV;
    private static final byte[][] blake2b_sigma;
    private static int ROUNDS;
    private static final int BLOCK_LENGTH_BYTES = 128;
    private int digestLength;
    private int keyLength;
    private byte[] salt;
    private byte[] personalization;
    private byte[] key;
    private byte[] buffer;
    private int bufferPos;
    private long[] internalState;
    private long[] chainValue;
    private long t0;
    private long t1;
    private long f0;
    public void Blake2bDigest();
    public void Blake2bDigest(Blake2bDigest);
    public void Blake2bDigest(int);
    public void Blake2bDigest(byte[]);
    public void Blake2bDigest(byte[], int, byte[], byte[]);
    private void init();
    private void initializeInternalState();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
    private void compress(byte[], int);
    private void G(long, long, int, int, int, int);
    private static long rotr64(long, int);
    public String getAlgorithmName();
    public int getDigestSize();
    public int getByteLength();
    public void clearKey();
    public void clearSalt();
    static void <clinit>();
}










org/bouncycastle/crypto/digests/Blake2sDigest.class


package org.bouncycastle.crypto.digests;
public synchronized class Blake2sDigest implements org.bouncycastle.crypto.ExtendedDigest {
    private static final int[] blake2s_IV;
    private static final byte[][] blake2s_sigma;
    private static final int ROUNDS = 10;
    private static final int BLOCK_LENGTH_BYTES = 64;
    private int digestLength;
    private int keyLength;
    private byte[] salt;
    private byte[] personalization;
    private byte[] key;
    private byte[] buffer;
    private int bufferPos;
    private int[] internalState;
    private int[] chainValue;
    private int t0;
    private int t1;
    private int f0;
    public void Blake2sDigest();
    public void Blake2sDigest(Blake2sDigest);
    public void Blake2sDigest(int);
    public void Blake2sDigest(byte[]);
    public void Blake2sDigest(byte[], int, byte[], byte[]);
    private void init();
    private void initializeInternalState();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
    private void compress(byte[], int);
    private void G(int, int, int, int, int, int);
    private int rotr32(int, int);
    public String getAlgorithmName();
    public int getDigestSize();
    public int getByteLength();
    public void clearKey();
    public void clearSalt();
    static void <clinit>();
}










org/bouncycastle/crypto/digests/DSTU7564Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class DSTU7564Digest implements org.bouncycastle.crypto.ExtendedDigest, org.bouncycastle.util.Memoable {
    private static final int NB_512 = 8;
    private static final int NB_1024 = 16;
    private static final int NR_512 = 10;
    private static final int NR_1024 = 14;
    private int hashSize;
    private int blockSize;
    private int columns;
    private int rounds;
    private long[] state;
    private long[] tempState1;
    private long[] tempState2;
    private long inputBlocks;
    private int bufOff;
    private byte[] buf;
    private static final byte[] S0;
    private static final byte[] S1;
    private static final byte[] S2;
    private static final byte[] S3;
    public void DSTU7564Digest(DSTU7564Digest);
    private void copyIn(DSTU7564Digest);
    public void DSTU7564Digest(int);
    public String getAlgorithmName();
    public int getDigestSize();
    public int getByteLength();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
    private void processBlock(byte[], int);
    private void P(long[]);
    private void Q(long[]);
    private static long mixColumn(long);
    private void mixColumns(long[]);
    private static long rotate(int, long);
    private void shiftRows(long[]);
    private void subBytes(long[]);
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    static void <clinit>();
}










org/bouncycastle/crypto/digests/EncodableDigest.class


package org.bouncycastle.crypto.digests;
public abstract interface EncodableDigest {
    public abstract byte[] getEncodedState();
}










org/bouncycastle/crypto/digests/GOST3411Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class GOST3411Digest implements org.bouncycastle.crypto.ExtendedDigest, org.bouncycastle.util.Memoable {
    private static final int DIGEST_LENGTH = 32;
    private byte[] H;
    private byte[] L;
    private byte[] M;
    private byte[] Sum;
    private byte[][] C;
    private byte[] xBuf;
    private int xBufOff;
    private long byteCount;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private byte[] sBox;
    private byte[] K;
    byte[] a;
    short[] wS;
    short[] w_S;
    byte[] S;
    byte[] U;
    byte[] V;
    byte[] W;
    private static final byte[] C2;
    public void GOST3411Digest();
    public void GOST3411Digest(byte[]);
    public void GOST3411Digest(GOST3411Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    public void update(byte);
    public void update(byte[], int, int);
    private byte[] P(byte[]);
    private byte[] A(byte[]);
    private void E(byte[], byte[], int, byte[], int);
    private void fw(byte[]);
    protected void processBlock(byte[], int);
    private void finish();
    public int doFinal(byte[], int);
    public void reset();
    private void sumByteArray(byte[]);
    private void cpyBytesToShort(byte[], short[]);
    private void cpyShortToBytes(short[], byte[]);
    public int getByteLength();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    static void <clinit>();
}










org/bouncycastle/crypto/digests/GOST3411_2012Digest.class


package org.bouncycastle.crypto.digests;
public abstract synchronized class GOST3411_2012Digest implements org.bouncycastle.crypto.ExtendedDigest, org.bouncycastle.util.Memoable {
    private final byte[] IV;
    private final byte[] N;
    private final byte[] Sigma;
    private final byte[] Ki;
    private final byte[] m;
    private final byte[] h;
    private final byte[] tmp;
    private final byte[] block;
    private int bOff;
    private static final byte[][] C;
    private static final byte[] Zero;
    private static final long[][] T;
    public void GOST3411_2012Digest(byte[]);
    public int getByteLength();
    public abstract String getAlgorithmName();
    public abstract int getDigestSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
    public abstract org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    private void F(byte[]);
    private void xor512(byte[], byte[]);
    private void E(byte[], byte[]);
    private void g_N(byte[], byte[], byte[]);
    private void addMod512(byte[], int);
    private void addMod512(byte[], byte[]);
    private void reverse(byte[], byte[]);
    static void <clinit>();
}










org/bouncycastle/crypto/digests/GOST3411_2012_256Digest.class


package org.bouncycastle.crypto.digests;
public final synchronized class GOST3411_2012_256Digest extends GOST3411_2012Digest {
    private static final byte[] IV;
    public void GOST3411_2012_256Digest();
    public void GOST3411_2012_256Digest(GOST3411_2012_256Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    public int doFinal(byte[], int);
    public org.bouncycastle.util.Memoable copy();
    static void <clinit>();
}










org/bouncycastle/crypto/digests/GOST3411_2012_512Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class GOST3411_2012_512Digest extends GOST3411_2012Digest {
    private static final byte[] IV;
    public void GOST3411_2012_512Digest();
    public void GOST3411_2012_512Digest(GOST3411_2012_512Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    public org.bouncycastle.util.Memoable copy();
    static void <clinit>();
}










org/bouncycastle/crypto/digests/GeneralDigest.class


package org.bouncycastle.crypto.digests;
public abstract synchronized class GeneralDigest implements org.bouncycastle.crypto.ExtendedDigest, org.bouncycastle.util.Memoable {
    private static final int BYTE_LENGTH = 64;
    private final byte[] xBuf;
    private int xBufOff;
    private long byteCount;
    protected void GeneralDigest();
    protected void GeneralDigest(GeneralDigest);
    protected void GeneralDigest(byte[]);
    protected void copyIn(GeneralDigest);
    public void update(byte);
    public void update(byte[], int, int);
    public void finish();
    public void reset();
    protected void populateState(byte[]);
    public int getByteLength();
    protected abstract void processWord(byte[], int);
    protected abstract void processLength(long);
    protected abstract void processBlock();
}










org/bouncycastle/crypto/digests/KeccakDigest.class


package org.bouncycastle.crypto.digests;
public synchronized class KeccakDigest implements org.bouncycastle.crypto.ExtendedDigest {
    private static long[] KeccakRoundConstants;
    protected long[] state;
    protected byte[] dataQueue;
    protected int rate;
    protected int bitsInQueue;
    protected int fixedOutputLength;
    protected boolean squeezing;
    public void KeccakDigest();
    public void KeccakDigest(int);
    public void KeccakDigest(KeccakDigest);
    public String getAlgorithmName();
    public int getDigestSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    protected int doFinal(byte[], int, byte, int);
    public void reset();
    public int getByteLength();
    private void init(int);
    private void initSponge(int);
    protected void absorb(byte[], int, int);
    protected void absorbBits(int, int);
    private void padAndSwitchToSqueezingPhase();
    protected void squeeze(byte[], int, long);
    private void KeccakAbsorb(byte[], int);
    private void KeccakExtract();
    private void KeccakPermutation();
    static void <clinit>();
}










org/bouncycastle/crypto/digests/LongDigest.class


package org.bouncycastle.crypto.digests;
public abstract synchronized class LongDigest implements org.bouncycastle.crypto.ExtendedDigest, org.bouncycastle.util.Memoable, EncodableDigest {
    private static final int BYTE_LENGTH = 128;
    private byte[] xBuf;
    private int xBufOff;
    private long byteCount1;
    private long byteCount2;
    protected long H1;
    protected long H2;
    protected long H3;
    protected long H4;
    protected long H5;
    protected long H6;
    protected long H7;
    protected long H8;
    private long[] W;
    private int wOff;
    static final long[] K;
    protected void LongDigest();
    protected void LongDigest(LongDigest);
    protected void copyIn(LongDigest);
    protected void populateState(byte[]);
    protected void restoreState(byte[]);
    protected int getEncodedStateSize();
    public void update(byte);
    public void update(byte[], int, int);
    public void finish();
    public void reset();
    public int getByteLength();
    protected void processWord(byte[], int);
    private void adjustByteCounts();
    protected void processLength(long, long);
    protected void processBlock();
    private long Ch(long, long, long);
    private long Maj(long, long, long);
    private long Sum0(long);
    private long Sum1(long);
    private long Sigma0(long);
    private long Sigma1(long);
    static void <clinit>();
}










org/bouncycastle/crypto/digests/MD2Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class MD2Digest implements org.bouncycastle.crypto.ExtendedDigest, org.bouncycastle.util.Memoable {
    private static final int DIGEST_LENGTH = 16;
    private byte[] X;
    private int xOff;
    private byte[] M;
    private int mOff;
    private byte[] C;
    private int COff;
    private static final byte[] S;
    public void MD2Digest();
    public void MD2Digest(MD2Digest);
    private void copyIn(MD2Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    public int doFinal(byte[], int);
    public void reset();
    public void update(byte);
    public void update(byte[], int, int);
    protected void processCheckSum(byte[]);
    protected void processBlock(byte[]);
    public int getByteLength();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    static void <clinit>();
}










org/bouncycastle/crypto/digests/MD4Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class MD4Digest extends GeneralDigest {
    private static final int DIGEST_LENGTH = 16;
    private int H1;
    private int H2;
    private int H3;
    private int H4;
    private int[] X;
    private int xOff;
    private static final int S11 = 3;
    private static final int S12 = 7;
    private static final int S13 = 11;
    private static final int S14 = 19;
    private static final int S21 = 3;
    private static final int S22 = 5;
    private static final int S23 = 9;
    private static final int S24 = 13;
    private static final int S31 = 3;
    private static final int S32 = 9;
    private static final int S33 = 11;
    private static final int S34 = 15;
    public void MD4Digest();
    public void MD4Digest(MD4Digest);
    private void copyIn(MD4Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    protected void processWord(byte[], int);
    protected void processLength(long);
    private void unpackWord(int, byte[], int);
    public int doFinal(byte[], int);
    public void reset();
    private int rotateLeft(int, int);
    private int F(int, int, int);
    private int G(int, int, int);
    private int H(int, int, int);
    protected void processBlock();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
}










org/bouncycastle/crypto/digests/MD5Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class MD5Digest extends GeneralDigest implements EncodableDigest {
    private static final int DIGEST_LENGTH = 16;
    private int H1;
    private int H2;
    private int H3;
    private int H4;
    private int[] X;
    private int xOff;
    private static final int S11 = 7;
    private static final int S12 = 12;
    private static final int S13 = 17;
    private static final int S14 = 22;
    private static final int S21 = 5;
    private static final int S22 = 9;
    private static final int S23 = 14;
    private static final int S24 = 20;
    private static final int S31 = 4;
    private static final int S32 = 11;
    private static final int S33 = 16;
    private static final int S34 = 23;
    private static final int S41 = 6;
    private static final int S42 = 10;
    private static final int S43 = 15;
    private static final int S44 = 21;
    public void MD5Digest();
    public void MD5Digest(byte[]);
    public void MD5Digest(MD5Digest);
    private void copyIn(MD5Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    protected void processWord(byte[], int);
    protected void processLength(long);
    private void unpackWord(int, byte[], int);
    public int doFinal(byte[], int);
    public void reset();
    private int rotateLeft(int, int);
    private int F(int, int, int);
    private int G(int, int, int);
    private int H(int, int, int);
    private int K(int, int, int);
    protected void processBlock();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    public byte[] getEncodedState();
}










org/bouncycastle/crypto/digests/NonMemoableDigest.class


package org.bouncycastle.crypto.digests;
public synchronized class NonMemoableDigest implements org.bouncycastle.crypto.ExtendedDigest {
    private org.bouncycastle.crypto.ExtendedDigest baseDigest;
    public void NonMemoableDigest(org.bouncycastle.crypto.ExtendedDigest);
    public String getAlgorithmName();
    public int getDigestSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
    public int getByteLength();
}










org/bouncycastle/crypto/digests/NullDigest.class


package org.bouncycastle.crypto.digests;
public synchronized class NullDigest implements org.bouncycastle.crypto.Digest {
    private java.io.ByteArrayOutputStream bOut;
    public void NullDigest();
    public String getAlgorithmName();
    public int getDigestSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
}










org/bouncycastle/crypto/digests/RIPEMD128Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class RIPEMD128Digest extends GeneralDigest {
    private static final int DIGEST_LENGTH = 16;
    private int H0;
    private int H1;
    private int H2;
    private int H3;
    private int[] X;
    private int xOff;
    public void RIPEMD128Digest();
    public void RIPEMD128Digest(RIPEMD128Digest);
    private void copyIn(RIPEMD128Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    protected void processWord(byte[], int);
    protected void processLength(long);
    private void unpackWord(int, byte[], int);
    public int doFinal(byte[], int);
    public void reset();
    private int RL(int, int);
    private int f1(int, int, int);
    private int f2(int, int, int);
    private int f3(int, int, int);
    private int f4(int, int, int);
    private int F1(int, int, int, int, int, int);
    private int F2(int, int, int, int, int, int);
    private int F3(int, int, int, int, int, int);
    private int F4(int, int, int, int, int, int);
    private int FF1(int, int, int, int, int, int);
    private int FF2(int, int, int, int, int, int);
    private int FF3(int, int, int, int, int, int);
    private int FF4(int, int, int, int, int, int);
    protected void processBlock();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
}










org/bouncycastle/crypto/digests/RIPEMD160Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class RIPEMD160Digest extends GeneralDigest {
    private static final int DIGEST_LENGTH = 20;
    private int H0;
    private int H1;
    private int H2;
    private int H3;
    private int H4;
    private int[] X;
    private int xOff;
    public void RIPEMD160Digest();
    public void RIPEMD160Digest(RIPEMD160Digest);
    private void copyIn(RIPEMD160Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    protected void processWord(byte[], int);
    protected void processLength(long);
    private void unpackWord(int, byte[], int);
    public int doFinal(byte[], int);
    public void reset();
    private int RL(int, int);
    private int f1(int, int, int);
    private int f2(int, int, int);
    private int f3(int, int, int);
    private int f4(int, int, int);
    private int f5(int, int, int);
    protected void processBlock();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
}










org/bouncycastle/crypto/digests/RIPEMD256Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class RIPEMD256Digest extends GeneralDigest {
    private static final int DIGEST_LENGTH = 32;
    private int H0;
    private int H1;
    private int H2;
    private int H3;
    private int H4;
    private int H5;
    private int H6;
    private int H7;
    private int[] X;
    private int xOff;
    public void RIPEMD256Digest();
    public void RIPEMD256Digest(RIPEMD256Digest);
    private void copyIn(RIPEMD256Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    protected void processWord(byte[], int);
    protected void processLength(long);
    private void unpackWord(int, byte[], int);
    public int doFinal(byte[], int);
    public void reset();
    private int RL(int, int);
    private int f1(int, int, int);
    private int f2(int, int, int);
    private int f3(int, int, int);
    private int f4(int, int, int);
    private int F1(int, int, int, int, int, int);
    private int F2(int, int, int, int, int, int);
    private int F3(int, int, int, int, int, int);
    private int F4(int, int, int, int, int, int);
    private int FF1(int, int, int, int, int, int);
    private int FF2(int, int, int, int, int, int);
    private int FF3(int, int, int, int, int, int);
    private int FF4(int, int, int, int, int, int);
    protected void processBlock();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
}










org/bouncycastle/crypto/digests/RIPEMD320Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class RIPEMD320Digest extends GeneralDigest {
    private static final int DIGEST_LENGTH = 40;
    private int H0;
    private int H1;
    private int H2;
    private int H3;
    private int H4;
    private int H5;
    private int H6;
    private int H7;
    private int H8;
    private int H9;
    private int[] X;
    private int xOff;
    public void RIPEMD320Digest();
    public void RIPEMD320Digest(RIPEMD320Digest);
    private void doCopy(RIPEMD320Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    protected void processWord(byte[], int);
    protected void processLength(long);
    private void unpackWord(int, byte[], int);
    public int doFinal(byte[], int);
    public void reset();
    private int RL(int, int);
    private int f1(int, int, int);
    private int f2(int, int, int);
    private int f3(int, int, int);
    private int f4(int, int, int);
    private int f5(int, int, int);
    protected void processBlock();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
}










org/bouncycastle/crypto/digests/SHA1Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class SHA1Digest extends GeneralDigest implements EncodableDigest {
    private static final int DIGEST_LENGTH = 20;
    private int H1;
    private int H2;
    private int H3;
    private int H4;
    private int H5;
    private int[] X;
    private int xOff;
    private static final int Y1 = 1518500249;
    private static final int Y2 = 1859775393;
    private static final int Y3 = -1894007588;
    private static final int Y4 = -899497514;
    public void SHA1Digest();
    public void SHA1Digest(SHA1Digest);
    public void SHA1Digest(byte[]);
    private void copyIn(SHA1Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    protected void processWord(byte[], int);
    protected void processLength(long);
    public int doFinal(byte[], int);
    public void reset();
    private int f(int, int, int);
    private int h(int, int, int);
    private int g(int, int, int);
    protected void processBlock();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    public byte[] getEncodedState();
}










org/bouncycastle/crypto/digests/SHA224Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class SHA224Digest extends GeneralDigest implements EncodableDigest {
    private static final int DIGEST_LENGTH = 28;
    private int H1;
    private int H2;
    private int H3;
    private int H4;
    private int H5;
    private int H6;
    private int H7;
    private int H8;
    private int[] X;
    private int xOff;
    static final int[] K;
    public void SHA224Digest();
    public void SHA224Digest(SHA224Digest);
    private void doCopy(SHA224Digest);
    public void SHA224Digest(byte[]);
    public String getAlgorithmName();
    public int getDigestSize();
    protected void processWord(byte[], int);
    protected void processLength(long);
    public int doFinal(byte[], int);
    public void reset();
    protected void processBlock();
    private int Ch(int, int, int);
    private int Maj(int, int, int);
    private int Sum0(int);
    private int Sum1(int);
    private int Theta0(int);
    private int Theta1(int);
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    public byte[] getEncodedState();
    static void <clinit>();
}










org/bouncycastle/crypto/digests/SHA256Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class SHA256Digest extends GeneralDigest implements EncodableDigest {
    private static final int DIGEST_LENGTH = 32;
    private int H1;
    private int H2;
    private int H3;
    private int H4;
    private int H5;
    private int H6;
    private int H7;
    private int H8;
    private int[] X;
    private int xOff;
    static final int[] K;
    public void SHA256Digest();
    public void SHA256Digest(SHA256Digest);
    private void copyIn(SHA256Digest);
    public void SHA256Digest(byte[]);
    public String getAlgorithmName();
    public int getDigestSize();
    protected void processWord(byte[], int);
    protected void processLength(long);
    public int doFinal(byte[], int);
    public void reset();
    protected void processBlock();
    private int Ch(int, int, int);
    private int Maj(int, int, int);
    private int Sum0(int);
    private int Sum1(int);
    private int Theta0(int);
    private int Theta1(int);
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    public byte[] getEncodedState();
    static void <clinit>();
}










org/bouncycastle/crypto/digests/SHA384Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class SHA384Digest extends LongDigest {
    private static final int DIGEST_LENGTH = 48;
    public void SHA384Digest();
    public void SHA384Digest(SHA384Digest);
    public void SHA384Digest(byte[]);
    public String getAlgorithmName();
    public int getDigestSize();
    public int doFinal(byte[], int);
    public void reset();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    public byte[] getEncodedState();
}










org/bouncycastle/crypto/digests/SHA3Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class SHA3Digest extends KeccakDigest {
    private static int checkBitLength(int);
    public void SHA3Digest();
    public void SHA3Digest(int);
    public void SHA3Digest(SHA3Digest);
    public String getAlgorithmName();
    public int doFinal(byte[], int);
    protected int doFinal(byte[], int, byte, int);
}










org/bouncycastle/crypto/digests/SHA512Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class SHA512Digest extends LongDigest {
    private static final int DIGEST_LENGTH = 64;
    public void SHA512Digest();
    public void SHA512Digest(SHA512Digest);
    public void SHA512Digest(byte[]);
    public String getAlgorithmName();
    public int getDigestSize();
    public int doFinal(byte[], int);
    public void reset();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    public byte[] getEncodedState();
}










org/bouncycastle/crypto/digests/SHA512tDigest.class


package org.bouncycastle.crypto.digests;
public synchronized class SHA512tDigest extends LongDigest {
    private int digestLength;
    private long H1t;
    private long H2t;
    private long H3t;
    private long H4t;
    private long H5t;
    private long H6t;
    private long H7t;
    private long H8t;
    public void SHA512tDigest(int);
    public void SHA512tDigest(SHA512tDigest);
    public void SHA512tDigest(byte[]);
    private static int readDigestLength(byte[]);
    public String getAlgorithmName();
    public int getDigestSize();
    public int doFinal(byte[], int);
    public void reset();
    private void tIvGenerate(int);
    private static void longToBigEndian(long, byte[], int, int);
    private static void intToBigEndian(int, byte[], int, int);
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    public byte[] getEncodedState();
}










org/bouncycastle/crypto/digests/SHAKEDigest.class


package org.bouncycastle.crypto.digests;
public synchronized class SHAKEDigest extends KeccakDigest implements org.bouncycastle.crypto.Xof {
    private static int checkBitLength(int);
    public void SHAKEDigest();
    public void SHAKEDigest(int);
    public void SHAKEDigest(SHAKEDigest);
    public String getAlgorithmName();
    public int doFinal(byte[], int);
    public int doFinal(byte[], int, int);
    public int doOutput(byte[], int, int);
    protected int doFinal(byte[], int, byte, int);
    protected int doFinal(byte[], int, int, byte, int);
}










org/bouncycastle/crypto/digests/SM3Digest.class


package org.bouncycastle.crypto.digests;
public synchronized class SM3Digest extends GeneralDigest {
    private static final int DIGEST_LENGTH = 32;
    private static final int BLOCK_SIZE = 16;
    private int[] V;
    private int[] inwords;
    private int xOff;
    private int[] W;
    private static final int[] T;
    public void SM3Digest();
    public void SM3Digest(SM3Digest);
    private void copyIn(SM3Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    public void reset();
    public int doFinal(byte[], int);
    protected void processWord(byte[], int);
    protected void processLength(long);
    private int P0(int);
    private int P1(int);
    private int FF0(int, int, int);
    private int FF1(int, int, int);
    private int GG0(int, int, int);
    private int GG1(int, int, int);
    protected void processBlock();
    static void <clinit>();
}










org/bouncycastle/crypto/digests/ShortenedDigest.class


package org.bouncycastle.crypto.digests;
public synchronized class ShortenedDigest implements org.bouncycastle.crypto.ExtendedDigest {
    private org.bouncycastle.crypto.ExtendedDigest baseDigest;
    private int length;
    public void ShortenedDigest(org.bouncycastle.crypto.ExtendedDigest, int);
    public String getAlgorithmName();
    public int getDigestSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
    public int getByteLength();
}










org/bouncycastle/crypto/digests/SkeinDigest.class


package org.bouncycastle.crypto.digests;
public synchronized class SkeinDigest implements org.bouncycastle.crypto.ExtendedDigest, org.bouncycastle.util.Memoable {
    public static final int SKEIN_256 = 256;
    public static final int SKEIN_512 = 512;
    public static final int SKEIN_1024 = 1024;
    private SkeinEngine engine;
    public void SkeinDigest(int, int);
    public void SkeinDigest(SkeinDigest);
    public void reset(org.bouncycastle.util.Memoable);
    public org.bouncycastle.util.Memoable copy();
    public String getAlgorithmName();
    public int getDigestSize();
    public int getByteLength();
    public void init(org.bouncycastle.crypto.params.SkeinParameters);
    public void reset();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
}










org/bouncycastle/crypto/digests/SkeinEngine$Configuration.class


package org.bouncycastle.crypto.digests;
synchronized class SkeinEngine$Configuration {
    private byte[] bytes;
    public void SkeinEngine$Configuration(long);
    public byte[] getBytes();
}










org/bouncycastle/crypto/digests/SkeinEngine$Parameter.class


package org.bouncycastle.crypto.digests;
public synchronized class SkeinEngine$Parameter {
    private int type;
    private byte[] value;
    public void SkeinEngine$Parameter(int, byte[]);
    public int getType();
    public byte[] getValue();
}










org/bouncycastle/crypto/digests/SkeinEngine$UBI.class


package org.bouncycastle.crypto.digests;
synchronized class SkeinEngine$UBI {
    private final SkeinEngine$UbiTweak tweak;
    private byte[] currentBlock;
    private int currentOffset;
    private long[] message;
    public void SkeinEngine$UBI(SkeinEngine, int);
    public void reset(SkeinEngine$UBI);
    public void reset(int);
    public void update(byte[], int, int, long[]);
    private void processBlock(long[]);
    public void doFinal(long[]);
}










org/bouncycastle/crypto/digests/SkeinEngine$UbiTweak.class


package org.bouncycastle.crypto.digests;
synchronized class SkeinEngine$UbiTweak {
    private static final long LOW_RANGE = 9223372034707292160;
    private static final long T1_FINAL = -9223372036854775808;
    private static final long T1_FIRST = 4611686018427387904;
    private long[] tweak;
    private boolean extendedPosition;
    public void SkeinEngine$UbiTweak();
    public void reset(SkeinEngine$UbiTweak);
    public void reset();
    public void setType(int);
    public int getType();
    public void setFirst(boolean);
    public boolean isFirst();
    public void setFinal(boolean);
    public boolean isFinal();
    public void advancePosition(int);
    public long[] getWords();
    public String toString();
}










org/bouncycastle/crypto/digests/SkeinEngine.class


package org.bouncycastle.crypto.digests;
public synchronized class SkeinEngine implements org.bouncycastle.util.Memoable {
    public static final int SKEIN_256 = 256;
    public static final int SKEIN_512 = 512;
    public static final int SKEIN_1024 = 1024;
    private static final int PARAM_TYPE_KEY = 0;
    private static final int PARAM_TYPE_CONFIG = 4;
    private static final int PARAM_TYPE_MESSAGE = 48;
    private static final int PARAM_TYPE_OUTPUT = 63;
    private static final java.util.Hashtable INITIAL_STATES;
    final org.bouncycastle.crypto.engines.ThreefishEngine threefish;
    private final int outputSizeBytes;
    long[] chain;
    private long[] initialState;
    private byte[] key;
    private SkeinEngine$Parameter[] preMessageParameters;
    private SkeinEngine$Parameter[] postMessageParameters;
    private final SkeinEngine$UBI ubi;
    private final byte[] singleByte;
    private static void initialState(int, int, long[]);
    private static Integer variantIdentifier(int, int);
    public void SkeinEngine(int, int);
    public void SkeinEngine(SkeinEngine);
    private void copyIn(SkeinEngine);
    private static SkeinEngine$Parameter[] clone(SkeinEngine$Parameter[], SkeinEngine$Parameter[]);
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    public int getOutputSize();
    public int getBlockSize();
    public void init(org.bouncycastle.crypto.params.SkeinParameters);
    private void initParams(java.util.Hashtable);
    private static void sort(SkeinEngine$Parameter[]);
    private void createInitialState();
    public void reset();
    private void ubiComplete(int, byte[]);
    private void ubiInit(int);
    private void ubiFinal();
    private void checkInitialised();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    private void output(long, byte[], int, int);
    static void <clinit>();
}










org/bouncycastle/crypto/digests/TigerDigest.class


package org.bouncycastle.crypto.digests;
public synchronized class TigerDigest implements org.bouncycastle.crypto.ExtendedDigest, org.bouncycastle.util.Memoable {
    private static final int BYTE_LENGTH = 64;
    private static final long[] t1;
    private static final long[] t2;
    private static final long[] t3;
    private static final long[] t4;
    private static final int DIGEST_LENGTH = 24;
    private long a;
    private long b;
    private long c;
    private long byteCount;
    private byte[] buf;
    private int bOff;
    private long[] x;
    private int xOff;
    public void TigerDigest();
    public void TigerDigest(TigerDigest);
    public String getAlgorithmName();
    public int getDigestSize();
    private void processWord(byte[], int);
    public void update(byte);
    public void update(byte[], int, int);
    private void roundABC(long, long);
    private void roundBCA(long, long);
    private void roundCAB(long, long);
    private void keySchedule();
    private void processBlock();
    public void unpackWord(long, byte[], int);
    private void processLength(long);
    private void finish();
    public int doFinal(byte[], int);
    public void reset();
    public int getByteLength();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    static void <clinit>();
}










org/bouncycastle/crypto/digests/WhirlpoolDigest.class


package org.bouncycastle.crypto.digests;
public final synchronized class WhirlpoolDigest implements org.bouncycastle.crypto.ExtendedDigest, org.bouncycastle.util.Memoable {
    private static final int BYTE_LENGTH = 64;
    private static final int DIGEST_LENGTH_BYTES = 64;
    private static final int ROUNDS = 10;
    private static final int REDUCTION_POLYNOMIAL = 285;
    private static final int[] SBOX;
    private static final long[] C0;
    private static final long[] C1;
    private static final long[] C2;
    private static final long[] C3;
    private static final long[] C4;
    private static final long[] C5;
    private static final long[] C6;
    private static final long[] C7;
    private final long[] _rc;
    private static final int BITCOUNT_ARRAY_SIZE = 32;
    private byte[] _buffer;
    private int _bufferPos;
    private short[] _bitCount;
    private long[] _hash;
    private long[] _K;
    private long[] _L;
    private long[] _block;
    private long[] _state;
    private static final short[] EIGHT;
    public void WhirlpoolDigest();
    private long packIntoLong(int, int, int, int, int, int, int, int);
    private int maskWithReductionPolynomial(int);
    public void WhirlpoolDigest(WhirlpoolDigest);
    public String getAlgorithmName();
    public int getDigestSize();
    public int doFinal(byte[], int);
    public void reset();
    private void processFilledBuffer(byte[], int);
    private long bytesToLongFromBuffer(byte[], int);
    private void convertLongToByteArray(long, byte[], int);
    protected void processBlock();
    public void update(byte);
    private void increment();
    public void update(byte[], int, int);
    private void finish();
    private byte[] copyBitLength();
    public int getByteLength();
    public org.bouncycastle.util.Memoable copy();
    public void reset(org.bouncycastle.util.Memoable);
    static void <clinit>();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$1.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$1 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$1();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$10.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$10 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$10();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$11.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$11 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$11();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$12.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$12 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$12();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$13.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$13 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$13();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$14.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$14 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$14();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$15.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$15 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$15();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$16.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$16 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$16();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$17.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$17 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$17();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$18.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$18 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$18();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$19.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$19 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$19();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$2.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$2 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$2();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$20.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$20 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$20();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$21.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$21 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$21();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$22.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$22 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$22();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$23.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$23 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$23();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$24.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$24 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$24();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$25.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$25 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$25();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$26.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$26 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$26();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$27.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$27 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$27();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$28.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$28 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$28();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$29.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$29 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$29();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$3.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$3 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$3();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$30.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$30 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$30();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$31.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$31 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$31();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$32.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$32 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$32();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$4.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$4 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$4();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$5.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$5 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$5();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$6.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$6 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$6();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$7.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$7 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$7();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$8.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$8 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$8();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves$9.class


package org.bouncycastle.crypto.ec;
final synchronized class CustomNamedCurves$9 extends org.bouncycastle.asn1.x9.X9ECParametersHolder {
    void CustomNamedCurves$9();
    protected org.bouncycastle.asn1.x9.X9ECParameters createParameters();
}










org/bouncycastle/crypto/ec/CustomNamedCurves.class


package org.bouncycastle.crypto.ec;
public synchronized class CustomNamedCurves {
    static org.bouncycastle.asn1.x9.X9ECParametersHolder curve25519;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp128r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp160k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp160r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp160r2;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp192k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp192r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp224k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp224r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp256k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp256r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp384r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder secp521r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect113r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect113r2;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect131r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect131r2;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect163k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect163r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect163r2;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect193r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect193r2;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect233k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect233r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect239k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect283k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect283r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect409k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect409r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect571k1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sect571r1;
    static org.bouncycastle.asn1.x9.X9ECParametersHolder sm2p256v1;
    static final java.util.Hashtable nameToCurve;
    static final java.util.Hashtable nameToOID;
    static final java.util.Hashtable oidToCurve;
    static final java.util.Hashtable oidToName;
    static final java.util.Vector names;
    public void CustomNamedCurves();
    private static org.bouncycastle.math.ec.ECCurve configureCurve(org.bouncycastle.math.ec.ECCurve);
    private static org.bouncycastle.math.ec.ECCurve configureCurveGLV(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.endo.GLVTypeBParameters);
    static void defineCurve(String, org.bouncycastle.asn1.x9.X9ECParametersHolder);
    static void defineCurveWithOID(String, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.x9.X9ECParametersHolder);
    static void defineCurveAlias(String, org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static org.bouncycastle.asn1.x9.X9ECParameters getByName(String);
    public static org.bouncycastle.asn1.x9.X9ECParameters getByOID(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOID(String);
    public static String getName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static java.util.Enumeration getNames();
    static void <clinit>();
}










org/bouncycastle/crypto/ec/ECDecryptor.class


package org.bouncycastle.crypto.ec;
public abstract interface ECDecryptor {
    public abstract void init(org.bouncycastle.crypto.CipherParameters);
    public abstract org.bouncycastle.math.ec.ECPoint decrypt(ECPair);
}










org/bouncycastle/crypto/ec/ECElGamalDecryptor.class


package org.bouncycastle.crypto.ec;
public synchronized class ECElGamalDecryptor implements ECDecryptor {
    private org.bouncycastle.crypto.params.ECPrivateKeyParameters key;
    public void ECElGamalDecryptor();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public org.bouncycastle.math.ec.ECPoint decrypt(ECPair);
}










org/bouncycastle/crypto/ec/ECElGamalEncryptor.class


package org.bouncycastle.crypto.ec;
public synchronized class ECElGamalEncryptor implements ECEncryptor {
    private org.bouncycastle.crypto.params.ECPublicKeyParameters key;
    private java.security.SecureRandom random;
    public void ECElGamalEncryptor();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public ECPair encrypt(org.bouncycastle.math.ec.ECPoint);
    protected org.bouncycastle.math.ec.ECMultiplier createBasePointMultiplier();
}










org/bouncycastle/crypto/ec/ECEncryptor.class


package org.bouncycastle.crypto.ec;
public abstract interface ECEncryptor {
    public abstract void init(org.bouncycastle.crypto.CipherParameters);
    public abstract ECPair encrypt(org.bouncycastle.math.ec.ECPoint);
}










org/bouncycastle/crypto/ec/ECFixedTransform.class


package org.bouncycastle.crypto.ec;
public synchronized class ECFixedTransform implements ECPairFactorTransform {
    private org.bouncycastle.crypto.params.ECPublicKeyParameters key;
    private java.math.BigInteger k;
    public void ECFixedTransform(java.math.BigInteger);
    public void init(org.bouncycastle.crypto.CipherParameters);
    public ECPair transform(ECPair);
    public java.math.BigInteger getTransformValue();
    protected org.bouncycastle.math.ec.ECMultiplier createBasePointMultiplier();
}










org/bouncycastle/crypto/ec/ECNewPublicKeyTransform.class


package org.bouncycastle.crypto.ec;
public synchronized class ECNewPublicKeyTransform implements ECPairTransform {
    private org.bouncycastle.crypto.params.ECPublicKeyParameters key;
    private java.security.SecureRandom random;
    public void ECNewPublicKeyTransform();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public ECPair transform(ECPair);
    protected org.bouncycastle.math.ec.ECMultiplier createBasePointMultiplier();
}










org/bouncycastle/crypto/ec/ECNewRandomnessTransform.class


package org.bouncycastle.crypto.ec;
public synchronized class ECNewRandomnessTransform implements ECPairFactorTransform {
    private org.bouncycastle.crypto.params.ECPublicKeyParameters key;
    private java.security.SecureRandom random;
    private java.math.BigInteger lastK;
    public void ECNewRandomnessTransform();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public ECPair transform(ECPair);
    public java.math.BigInteger getTransformValue();
    protected org.bouncycastle.math.ec.ECMultiplier createBasePointMultiplier();
}










org/bouncycastle/crypto/ec/ECPair.class


package org.bouncycastle.crypto.ec;
public synchronized class ECPair {
    private final org.bouncycastle.math.ec.ECPoint x;
    private final org.bouncycastle.math.ec.ECPoint y;
    public void ECPair(org.bouncycastle.math.ec.ECPoint, org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint getX();
    public org.bouncycastle.math.ec.ECPoint getY();
    public boolean equals(ECPair);
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/crypto/ec/ECPairFactorTransform.class


package org.bouncycastle.crypto.ec;
public abstract interface ECPairFactorTransform extends ECPairTransform {
    public abstract java.math.BigInteger getTransformValue();
}










org/bouncycastle/crypto/ec/ECPairTransform.class


package org.bouncycastle.crypto.ec;
public abstract interface ECPairTransform {
    public abstract void init(org.bouncycastle.crypto.CipherParameters);
    public abstract ECPair transform(ECPair);
}










org/bouncycastle/crypto/ec/ECUtil.class


package org.bouncycastle.crypto.ec;
synchronized class ECUtil {
    void ECUtil();
    static java.math.BigInteger generateK(java.math.BigInteger, java.security.SecureRandom);
}










org/bouncycastle/crypto/encodings/ISO9796d1Encoding.class


package org.bouncycastle.crypto.encodings;
public synchronized class ISO9796d1Encoding implements org.bouncycastle.crypto.AsymmetricBlockCipher {
    private static final java.math.BigInteger SIXTEEN;
    private static final java.math.BigInteger SIX;
    private static byte[] shadows;
    private static byte[] inverse;
    private org.bouncycastle.crypto.AsymmetricBlockCipher engine;
    private boolean forEncryption;
    private int bitSize;
    private int padBits;
    private java.math.BigInteger modulus;
    public void ISO9796d1Encoding(org.bouncycastle.crypto.AsymmetricBlockCipher);
    public org.bouncycastle.crypto.AsymmetricBlockCipher getUnderlyingCipher();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getInputBlockSize();
    public int getOutputBlockSize();
    public void setPadBits(int);
    public int getPadBits();
    public byte[] processBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private byte[] encodeBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private byte[] decodeBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private static byte[] convertOutputDecryptOnly(java.math.BigInteger);
    static void <clinit>();
}










org/bouncycastle/crypto/encodings/OAEPEncoding.class


package org.bouncycastle.crypto.encodings;
public synchronized class OAEPEncoding implements org.bouncycastle.crypto.AsymmetricBlockCipher {
    private byte[] defHash;
    private org.bouncycastle.crypto.Digest mgf1Hash;
    private org.bouncycastle.crypto.AsymmetricBlockCipher engine;
    private java.security.SecureRandom random;
    private boolean forEncryption;
    public void OAEPEncoding(org.bouncycastle.crypto.AsymmetricBlockCipher);
    public void OAEPEncoding(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest);
    public void OAEPEncoding(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, byte[]);
    public void OAEPEncoding(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.Digest, byte[]);
    public org.bouncycastle.crypto.AsymmetricBlockCipher getUnderlyingCipher();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getInputBlockSize();
    public int getOutputBlockSize();
    public byte[] processBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    public byte[] encodeBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    public byte[] decodeBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private void ItoOSP(int, byte[]);
    private byte[] maskGeneratorFunction1(byte[], int, int, int);
}










org/bouncycastle/crypto/encodings/PKCS1Encoding$1.class


package org.bouncycastle.crypto.encodings;
synchronized class PKCS1Encoding$1 implements java.security.PrivilegedAction {
    void PKCS1Encoding$1(PKCS1Encoding);
    public Object run();
}










org/bouncycastle/crypto/encodings/PKCS1Encoding$2.class


package org.bouncycastle.crypto.encodings;
synchronized class PKCS1Encoding$2 implements java.security.PrivilegedAction {
    void PKCS1Encoding$2(PKCS1Encoding);
    public Object run();
}










org/bouncycastle/crypto/encodings/PKCS1Encoding.class


package org.bouncycastle.crypto.encodings;
public synchronized class PKCS1Encoding implements org.bouncycastle.crypto.AsymmetricBlockCipher {
    public static final String STRICT_LENGTH_ENABLED_PROPERTY = org.bouncycastle.pkcs1.strict;
    public static final String NOT_STRICT_LENGTH_ENABLED_PROPERTY = org.bouncycastle.pkcs1.not_strict;
    private static final int HEADER_LENGTH = 10;
    private java.security.SecureRandom random;
    private org.bouncycastle.crypto.AsymmetricBlockCipher engine;
    private boolean forEncryption;
    private boolean forPrivateKey;
    private boolean useStrictLength;
    private int pLen;
    private byte[] fallback;
    private byte[] blockBuffer;
    public void PKCS1Encoding(org.bouncycastle.crypto.AsymmetricBlockCipher);
    public void PKCS1Encoding(org.bouncycastle.crypto.AsymmetricBlockCipher, int);
    public void PKCS1Encoding(org.bouncycastle.crypto.AsymmetricBlockCipher, byte[]);
    private boolean useStrict();
    public org.bouncycastle.crypto.AsymmetricBlockCipher getUnderlyingCipher();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getInputBlockSize();
    public int getOutputBlockSize();
    public byte[] processBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private byte[] encodeBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private static int checkPkcs1Encoding(byte[], int);
    private byte[] decodeBlockOrRandom(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private byte[] decodeBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private int findStart(byte, byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/engines/AESEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class AESEngine implements org.bouncycastle.crypto.BlockCipher {
    private static final byte[] S;
    private static final byte[] Si;
    private static final int[] rcon;
    private static final int[] T0;
    private static final int[] Tinv0;
    private static final int m1 = -2139062144;
    private static final int m2 = 2139062143;
    private static final int m3 = 27;
    private static final int m4 = -1061109568;
    private static final int m5 = 1061109567;
    private int ROUNDS;
    private int[][] WorkingKey;
    private int C0;
    private int C1;
    private int C2;
    private int C3;
    private boolean forEncryption;
    private byte[] s;
    private static final int BLOCK_SIZE = 16;
    private static int shift(int, int);
    private static int FFmulX(int);
    private static int FFmulX2(int);
    private static int inv_mcol(int);
    private static int subWord(int);
    private int[][] generateWorkingKey(byte[], boolean);
    public void AESEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private void unpackBlock(byte[], int);
    private void packBlock(byte[], int);
    private void encryptBlock(int[][]);
    private void decryptBlock(int[][]);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/AESFastEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class AESFastEngine implements org.bouncycastle.crypto.BlockCipher {
    private static final byte[] S;
    private static final byte[] Si;
    private static final int[] rcon;
    private static final int[] T;
    private static final int[] Tinv;
    private static final int m1 = -2139062144;
    private static final int m2 = 2139062143;
    private static final int m3 = 27;
    private static final int m4 = -1061109568;
    private static final int m5 = 1061109567;
    private int ROUNDS;
    private int[][] WorkingKey;
    private int C0;
    private int C1;
    private int C2;
    private int C3;
    private boolean forEncryption;
    private static final int BLOCK_SIZE = 16;
    private static int shift(int, int);
    private static int FFmulX(int);
    private static int FFmulX2(int);
    private static int inv_mcol(int);
    private static int subWord(int);
    private int[][] generateWorkingKey(byte[], boolean);
    public void AESFastEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private void unpackBlock(byte[], int);
    private void packBlock(byte[], int);
    private void encryptBlock(int[][]);
    private void decryptBlock(int[][]);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/AESLightEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class AESLightEngine implements org.bouncycastle.crypto.BlockCipher {
    private static final byte[] S;
    private static final byte[] Si;
    private static final int[] rcon;
    private static final int m1 = -2139062144;
    private static final int m2 = 2139062143;
    private static final int m3 = 27;
    private static final int m4 = -1061109568;
    private static final int m5 = 1061109567;
    private int ROUNDS;
    private int[][] WorkingKey;
    private int C0;
    private int C1;
    private int C2;
    private int C3;
    private boolean forEncryption;
    private static final int BLOCK_SIZE = 16;
    private static int shift(int, int);
    private static int FFmulX(int);
    private static int FFmulX2(int);
    private static int mcol(int);
    private static int inv_mcol(int);
    private static int subWord(int);
    private int[][] generateWorkingKey(byte[], boolean);
    public void AESLightEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private void unpackBlock(byte[], int);
    private void packBlock(byte[], int);
    private void encryptBlock(int[][]);
    private void decryptBlock(int[][]);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/AESWrapEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class AESWrapEngine extends RFC3394WrapEngine {
    public void AESWrapEngine();
    public void AESWrapEngine(boolean);
}










org/bouncycastle/crypto/engines/AESWrapPadEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class AESWrapPadEngine extends RFC5649WrapEngine {
    public void AESWrapPadEngine();
}










org/bouncycastle/crypto/engines/ARIAEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class ARIAEngine implements org.bouncycastle.crypto.BlockCipher {
    private static final byte[][] C;
    private static final byte[] SB1_sbox;
    private static final byte[] SB2_sbox;
    private static final byte[] SB3_sbox;
    private static final byte[] SB4_sbox;
    protected static final int BLOCK_SIZE = 16;
    private byte[][] roundKeys;
    public void ARIAEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    protected static void A(byte[]);
    protected static void FE(byte[], byte[]);
    protected static void FO(byte[], byte[]);
    protected static byte[][] keySchedule(boolean, byte[]);
    protected static void keyScheduleRound(byte[], byte[], byte[], int);
    protected static void reverseKeys(byte[][]);
    protected static byte SB1(byte);
    protected static byte SB2(byte);
    protected static byte SB3(byte);
    protected static byte SB4(byte);
    protected static void SL1(byte[]);
    protected static void SL2(byte[]);
    protected static void xor(byte[], byte[]);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/ARIAWrapEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class ARIAWrapEngine extends RFC3394WrapEngine {
    public void ARIAWrapEngine();
    public void ARIAWrapEngine(boolean);
}










org/bouncycastle/crypto/engines/ARIAWrapPadEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class ARIAWrapPadEngine extends RFC5649WrapEngine {
    public void ARIAWrapPadEngine();
}










org/bouncycastle/crypto/engines/BlowfishEngine.class


package org.bouncycastle.crypto.engines;
public final synchronized class BlowfishEngine implements org.bouncycastle.crypto.BlockCipher {
    private static final int[] KP;
    private static final int[] KS0;
    private static final int[] KS1;
    private static final int[] KS2;
    private static final int[] KS3;
    private static final int ROUNDS = 16;
    private static final int BLOCK_SIZE = 8;
    private static final int SBOX_SK = 256;
    private static final int P_SZ = 18;
    private final int[] S0;
    private final int[] S1;
    private final int[] S2;
    private final int[] S3;
    private final int[] P;
    private boolean encrypting;
    private byte[] workingKey;
    public void BlowfishEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public final int processBlock(byte[], int, byte[], int);
    public void reset();
    public int getBlockSize();
    private int F(int);
    private void processTable(int, int, int[]);
    private void setKey(byte[]);
    private void encryptBlock(byte[], int, byte[], int);
    private void decryptBlock(byte[], int, byte[], int);
    private int BytesTo32bits(byte[], int);
    private void Bits32ToBytes(int, byte[], int);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/CAST5Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class CAST5Engine implements org.bouncycastle.crypto.BlockCipher {
    protected static final int M32 = -1;
    protected static final int[] S1;
    protected static final int[] S2;
    protected static final int[] S3;
    protected static final int[] S4;
    protected static final int[] S5;
    protected static final int[] S6;
    protected static final int[] S7;
    protected static final int[] S8;
    protected static final int MAX_ROUNDS = 16;
    protected static final int RED_ROUNDS = 12;
    protected static final int BLOCK_SIZE = 8;
    protected int[] _Kr;
    protected int[] _Km;
    private boolean _encrypting;
    private byte[] _workingKey;
    private int _rounds;
    public void CAST5Engine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    public int getBlockSize();
    protected void setKey(byte[]);
    protected int encryptBlock(byte[], int, byte[], int);
    protected int decryptBlock(byte[], int, byte[], int);
    protected final int F1(int, int, int);
    protected final int F2(int, int, int);
    protected final int F3(int, int, int);
    protected final void CAST_Encipher(int, int, int[]);
    protected final void CAST_Decipher(int, int, int[]);
    protected final void Bits32ToInts(int, int[], int);
    protected final int IntsTo32bits(int[], int);
    protected final void Bits32ToBytes(int, byte[], int);
    protected final int BytesTo32bits(byte[], int);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/CAST6Engine.class


package org.bouncycastle.crypto.engines;
public final synchronized class CAST6Engine extends CAST5Engine {
    protected static final int ROUNDS = 12;
    protected static final int BLOCK_SIZE = 16;
    protected int[] _Kr;
    protected int[] _Km;
    protected int[] _Tr;
    protected int[] _Tm;
    private int[] _workingKey;
    public void CAST6Engine();
    public String getAlgorithmName();
    public void reset();
    public int getBlockSize();
    protected void setKey(byte[]);
    protected int encryptBlock(byte[], int, byte[], int);
    protected int decryptBlock(byte[], int, byte[], int);
    protected final void CAST_Encipher(int, int, int, int, int[]);
    protected final void CAST_Decipher(int, int, int, int, int[]);
}










org/bouncycastle/crypto/engines/CamelliaEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class CamelliaEngine implements org.bouncycastle.crypto.BlockCipher {
    private boolean initialised;
    private boolean _keyIs128;
    private static final int BLOCK_SIZE = 16;
    private static final int MASK8 = 255;
    private int[] subkey;
    private int[] kw;
    private int[] ke;
    private int[] state;
    private static final int[] SIGMA;
    private static final int[] SBOX1_1110;
    private static final int[] SBOX4_4404;
    private static final int[] SBOX2_0222;
    private static final int[] SBOX3_3033;
    private static int rightRotate(int, int);
    private static int leftRotate(int, int);
    private static void roldq(int, int[], int, int[], int);
    private static void decroldq(int, int[], int, int[], int);
    private static void roldqo32(int, int[], int, int[], int);
    private static void decroldqo32(int, int[], int, int[], int);
    private int bytes2int(byte[], int);
    private void int2bytes(int, byte[], int);
    private void camelliaF2(int[], int[], int);
    private void camelliaFLs(int[], int[], int);
    private void setKey(boolean, byte[]);
    private int processBlock128(byte[], int, byte[], int);
    private int processBlock192or256(byte[], int, byte[], int);
    public void CamelliaEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    static void <clinit>();
}










org/bouncycastle/crypto/engines/CamelliaLightEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class CamelliaLightEngine implements org.bouncycastle.crypto.BlockCipher {
    private static final int BLOCK_SIZE = 16;
    private static final int MASK8 = 255;
    private boolean initialized;
    private boolean _keyis128;
    private int[] subkey;
    private int[] kw;
    private int[] ke;
    private int[] state;
    private static final int[] SIGMA;
    private static final byte[] SBOX1;
    private static int rightRotate(int, int);
    private static int leftRotate(int, int);
    private static void roldq(int, int[], int, int[], int);
    private static void decroldq(int, int[], int, int[], int);
    private static void roldqo32(int, int[], int, int[], int);
    private static void decroldqo32(int, int[], int, int[], int);
    private int bytes2int(byte[], int);
    private void int2bytes(int, byte[], int);
    private byte lRot8(byte, int);
    private int sbox2(int);
    private int sbox3(int);
    private int sbox4(int);
    private void camelliaF2(int[], int[], int);
    private void camelliaFLs(int[], int[], int);
    private void setKey(boolean, byte[]);
    private int processBlock128(byte[], int, byte[], int);
    private int processBlock192or256(byte[], int, byte[], int);
    public void CamelliaLightEngine();
    public String getAlgorithmName();
    public int getBlockSize();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int processBlock(byte[], int, byte[], int) throws IllegalStateException;
    public void reset();
    static void <clinit>();
}










org/bouncycastle/crypto/engines/CamelliaWrapEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class CamelliaWrapEngine extends RFC3394WrapEngine {
    public void CamelliaWrapEngine();
}










org/bouncycastle/crypto/engines/ChaCha7539Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class ChaCha7539Engine extends Salsa20Engine {
    public void ChaCha7539Engine();
    public String getAlgorithmName();
    protected int getNonceSize();
    protected void advanceCounter(long);
    protected void advanceCounter();
    protected void retreatCounter(long);
    protected void retreatCounter();
    protected long getCounter();
    protected void resetCounter();
    protected void setKey(byte[], byte[]);
    protected void generateKeyStream(byte[]);
}










org/bouncycastle/crypto/engines/ChaChaEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class ChaChaEngine extends Salsa20Engine {
    public void ChaChaEngine();
    public void ChaChaEngine(int);
    public String getAlgorithmName();
    protected void advanceCounter(long);
    protected void advanceCounter();
    protected void retreatCounter(long);
    protected void retreatCounter();
    protected long getCounter();
    protected void resetCounter();
    protected void setKey(byte[], byte[]);
    protected void generateKeyStream(byte[]);
    public static void chachaCore(int, int[], int[]);
}










org/bouncycastle/crypto/engines/CramerShoupCiphertext.class


package org.bouncycastle.crypto.engines;
public synchronized class CramerShoupCiphertext {
    java.math.BigInteger u1;
    java.math.BigInteger u2;
    java.math.BigInteger e;
    java.math.BigInteger v;
    public void CramerShoupCiphertext();
    public void CramerShoupCiphertext(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public void CramerShoupCiphertext(byte[]);
    public java.math.BigInteger getU1();
    public void setU1(java.math.BigInteger);
    public java.math.BigInteger getU2();
    public void setU2(java.math.BigInteger);
    public java.math.BigInteger getE();
    public void setE(java.math.BigInteger);
    public java.math.BigInteger getV();
    public void setV(java.math.BigInteger);
    public String toString();
    public byte[] toByteArray();
}










org/bouncycastle/crypto/engines/CramerShoupCoreEngine$CramerShoupCiphertextException.class


package org.bouncycastle.crypto.engines;
public synchronized class CramerShoupCoreEngine$CramerShoupCiphertextException extends Exception {
    private static final long serialVersionUID = -6360977166495345076;
    public void CramerShoupCoreEngine$CramerShoupCiphertextException(String);
}










org/bouncycastle/crypto/engines/CramerShoupCoreEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class CramerShoupCoreEngine {
    private static final java.math.BigInteger ONE;
    private org.bouncycastle.crypto.params.CramerShoupKeyParameters key;
    private java.security.SecureRandom random;
    private boolean forEncryption;
    private String label;
    public void CramerShoupCoreEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters, String);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getInputBlockSize();
    public int getOutputBlockSize();
    public java.math.BigInteger convertInput(byte[], int, int);
    public byte[] convertOutput(java.math.BigInteger);
    public CramerShoupCiphertext encryptBlock(java.math.BigInteger);
    public java.math.BigInteger decryptBlock(CramerShoupCiphertext) throws CramerShoupCoreEngine$CramerShoupCiphertextException;
    private java.math.BigInteger generateRandomElement(java.math.BigInteger, java.security.SecureRandom);
    private boolean isValidMessage(java.math.BigInteger, java.math.BigInteger);
    protected java.security.SecureRandom initSecureRandom(boolean, java.security.SecureRandom);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/CryptoProWrapEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class CryptoProWrapEngine extends GOST28147WrapEngine {
    public void CryptoProWrapEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    private static byte[] cryptoProDiversify(byte[], byte[], byte[]);
    private static boolean bitSet(byte, int);
}










org/bouncycastle/crypto/engines/DESEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class DESEngine implements org.bouncycastle.crypto.BlockCipher {
    protected static final int BLOCK_SIZE = 8;
    private int[] workingKey;
    private static final short[] bytebit;
    private static final int[] bigbyte;
    private static final byte[] pc1;
    private static final byte[] totrot;
    private static final byte[] pc2;
    private static final int[] SP1;
    private static final int[] SP2;
    private static final int[] SP3;
    private static final int[] SP4;
    private static final int[] SP5;
    private static final int[] SP6;
    private static final int[] SP7;
    private static final int[] SP8;
    public void DESEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    protected int[] generateWorkingKey(boolean, byte[]);
    protected void desFunc(int[], byte[], int, byte[], int);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/DESedeEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class DESedeEngine extends DESEngine {
    protected static final int BLOCK_SIZE = 8;
    private int[] workingKey1;
    private int[] workingKey2;
    private int[] workingKey3;
    private boolean forEncryption;
    public void DESedeEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int);
    public void reset();
}










org/bouncycastle/crypto/engines/DESedeWrapEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class DESedeWrapEngine implements org.bouncycastle.crypto.Wrapper {
    private org.bouncycastle.crypto.modes.CBCBlockCipher engine;
    private org.bouncycastle.crypto.params.KeyParameter param;
    private org.bouncycastle.crypto.params.ParametersWithIV paramPlusIV;
    private byte[] iv;
    private boolean forWrapping;
    private static final byte[] IV2;
    org.bouncycastle.crypto.Digest sha1;
    byte[] digest;
    public void DESedeWrapEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public byte[] wrap(byte[], int, int);
    public byte[] unwrap(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private byte[] calculateCMSKeyChecksum(byte[]);
    private boolean checkCMSKeyChecksum(byte[], byte[]);
    private static byte[] reverse(byte[]);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/DSTU7624Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class DSTU7624Engine implements org.bouncycastle.crypto.BlockCipher {
    private long[] internalState;
    private long[] workingKey;
    private long[][] roundKeys;
    private int wordsInBlock;
    private int wordsInKey;
    private static final int ROUNDS_128 = 10;
    private static final int ROUNDS_256 = 14;
    private static final int ROUNDS_512 = 18;
    private int roundsAmount;
    private boolean forEncryption;
    private static final byte[] S0;
    private static final byte[] S1;
    private static final byte[] S2;
    private static final byte[] S3;
    private static final byte[] T0;
    private static final byte[] T1;
    private static final byte[] T2;
    private static final byte[] T3;
    public void DSTU7624Engine(int) throws IllegalArgumentException;
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    private void addRoundKey(int);
    private void subRoundKey(int);
    private void xorRoundKey(int);
    private void workingKeyExpandKT(long[], long[]);
    private void workingKeyExpandEven(long[], long[]);
    private void workingKeyExpandOdd();
    private void decryptBlock_128(byte[], int, byte[], int);
    private void encryptBlock_128(byte[], int, byte[], int);
    private void subBytes();
    private void invSubBytes();
    private void shiftRows();
    private void invShiftRows();
    private static long mixColumn(long);
    private void mixColumns();
    private static long mixColumnInv(long);
    private void mixColumnsInv();
    private static long mulX(long);
    private static long mulX2(long);
    private static long rotate(int, long);
    private void rotateLeft(long[], long[]);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/DSTU7624WrapEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class DSTU7624WrapEngine implements org.bouncycastle.crypto.Wrapper {
    private static final int BYTES_IN_INTEGER = 4;
    private boolean forWrapping;
    private DSTU7624Engine engine;
    private byte[] B;
    private byte[] intArray;
    private byte[] checkSumArray;
    private byte[] zeroArray;
    private java.util.ArrayList Btemp;
    public void DSTU7624WrapEngine(int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public byte[] wrap(byte[], int, int);
    public byte[] unwrap(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private void intToBytes(int, byte[], int);
}










org/bouncycastle/crypto/engines/ElGamalEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class ElGamalEngine implements org.bouncycastle.crypto.AsymmetricBlockCipher {
    private org.bouncycastle.crypto.params.ElGamalKeyParameters key;
    private java.security.SecureRandom random;
    private boolean forEncryption;
    private int bitSize;
    private static final java.math.BigInteger ZERO;
    private static final java.math.BigInteger ONE;
    private static final java.math.BigInteger TWO;
    public void ElGamalEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getInputBlockSize();
    public int getOutputBlockSize();
    public byte[] processBlock(byte[], int, int);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/GOST28147Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class GOST28147Engine implements org.bouncycastle.crypto.BlockCipher {
    protected static final int BLOCK_SIZE = 8;
    private int[] workingKey;
    private boolean forEncryption;
    private byte[] S;
    private static byte[] Sbox_Default;
    private static byte[] ESbox_Test;
    private static byte[] ESbox_A;
    private static byte[] ESbox_B;
    private static byte[] ESbox_C;
    private static byte[] ESbox_D;
    private static byte[] Param_Z;
    private static byte[] DSbox_Test;
    private static byte[] DSbox_A;
    private static java.util.Hashtable sBoxes;
    private static void addSBox(String, byte[]);
    public void GOST28147Engine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private int[] generateWorkingKey(boolean, byte[]);
    private int GOST28147_mainStep(int, int);
    private void GOST28147Func(int[], byte[], int, byte[], int);
    private int bytesToint(byte[], int);
    private void intTobytes(int, byte[], int);
    public static byte[] getSBox(String);
    public static String getSBoxName(byte[]);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/GOST28147WrapEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class GOST28147WrapEngine implements org.bouncycastle.crypto.Wrapper {
    private GOST28147Engine cipher;
    private org.bouncycastle.crypto.macs.GOST28147Mac mac;
    public void GOST28147WrapEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public byte[] wrap(byte[], int, int);
    public byte[] unwrap(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/engines/GOST3412_2015Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class GOST3412_2015Engine implements org.bouncycastle.crypto.BlockCipher {
    private static final byte[] PI;
    private static final byte[] inversePI;
    private final byte[] lFactors;
    protected static final int BLOCK_SIZE = 16;
    private int KEY_LENGTH;
    private int SUB_LENGTH;
    private byte[][] subKeys;
    private boolean forEncryption;
    private byte[][] _gf_mul;
    public void GOST3412_2015Engine();
    private static byte[][] init_gf256_mul_table();
    private static byte kuz_mul_gf256_slow(byte, byte);
    public String getAlgorithmName();
    public int getBlockSize();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private void generateSubKeys(byte[]);
    private void C(byte[], int);
    private void F(byte[], byte[], byte[]);
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    private void GOST3412_2015Func(byte[], int, byte[], int);
    private byte[] LSX(byte[], byte[]);
    private byte[] XSL(byte[], byte[]);
    private void X(byte[], byte[]);
    private void S(byte[]);
    private void inverseS(byte[]);
    private int unsignedByte(byte);
    private void L(byte[]);
    private void inverseL(byte[]);
    private void R(byte[]);
    private void inverseR(byte[]);
    private byte l(byte[]);
    public void reset();
    static void <clinit>();
}










org/bouncycastle/crypto/engines/Grain128Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class Grain128Engine implements org.bouncycastle.crypto.StreamCipher {
    private static final int STATE_SIZE = 4;
    private byte[] workingKey;
    private byte[] workingIV;
    private byte[] out;
    private int[] lfsr;
    private int[] nfsr;
    private int output;
    private int index;
    private boolean initialised;
    public void Grain128Engine();
    public String getAlgorithmName();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private void initGrain();
    private int getOutputNFSR();
    private int getOutputLFSR();
    private int getOutput();
    private int[] shift(int[], int);
    private void setKey(byte[], byte[]);
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public void reset();
    private void oneRound();
    public byte returnByte(byte);
    private byte getKeyStream();
}










org/bouncycastle/crypto/engines/Grainv1Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class Grainv1Engine implements org.bouncycastle.crypto.StreamCipher {
    private static final int STATE_SIZE = 5;
    private byte[] workingKey;
    private byte[] workingIV;
    private byte[] out;
    private int[] lfsr;
    private int[] nfsr;
    private int output;
    private int index;
    private boolean initialised;
    public void Grainv1Engine();
    public String getAlgorithmName();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private void initGrain();
    private int getOutputNFSR();
    private int getOutputLFSR();
    private int getOutput();
    private int[] shift(int[], int);
    private void setKey(byte[], byte[]);
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public void reset();
    private void oneRound();
    public byte returnByte(byte);
    private byte getKeyStream();
}










org/bouncycastle/crypto/engines/HC128Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class HC128Engine implements org.bouncycastle.crypto.StreamCipher {
    private int[] p;
    private int[] q;
    private int cnt;
    private byte[] key;
    private byte[] iv;
    private boolean initialised;
    private byte[] buf;
    private int idx;
    public void HC128Engine();
    private static int f1(int);
    private static int f2(int);
    private int g1(int, int, int);
    private int g2(int, int, int);
    private static int rotateLeft(int, int);
    private static int rotateRight(int, int);
    private int h1(int);
    private int h2(int);
    private static int mod1024(int);
    private static int mod512(int);
    private static int dim(int, int);
    private int step();
    private void init();
    public String getAlgorithmName();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private byte getByte();
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public void reset();
    public byte returnByte(byte);
}










org/bouncycastle/crypto/engines/HC256Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class HC256Engine implements org.bouncycastle.crypto.StreamCipher {
    private int[] p;
    private int[] q;
    private int cnt;
    private byte[] key;
    private byte[] iv;
    private boolean initialised;
    private byte[] buf;
    private int idx;
    public void HC256Engine();
    private int step();
    private void init();
    public String getAlgorithmName();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private byte getByte();
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public void reset();
    public byte returnByte(byte);
    private static int rotateRight(int, int);
}










org/bouncycastle/crypto/engines/IDEAEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class IDEAEngine implements org.bouncycastle.crypto.BlockCipher {
    protected static final int BLOCK_SIZE = 8;
    private int[] workingKey;
    private static final int MASK = 65535;
    private static final int BASE = 65537;
    public void IDEAEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private int bytesToWord(byte[], int);
    private void wordToBytes(int, byte[], int);
    private int mul(int, int);
    private void ideaFunc(int[], byte[], int, byte[], int);
    private int[] expandKey(byte[]);
    private int mulInv(int);
    int addInv(int);
    private int[] invertKey(int[]);
    private int[] generateWorkingKey(boolean, byte[]);
}










org/bouncycastle/crypto/engines/IESEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class IESEngine {
    org.bouncycastle.crypto.BasicAgreement agree;
    org.bouncycastle.crypto.DerivationFunction kdf;
    org.bouncycastle.crypto.Mac mac;
    org.bouncycastle.crypto.BufferedBlockCipher cipher;
    byte[] macBuf;
    boolean forEncryption;
    org.bouncycastle.crypto.CipherParameters privParam;
    org.bouncycastle.crypto.CipherParameters pubParam;
    org.bouncycastle.crypto.params.IESParameters param;
    byte[] V;
    private org.bouncycastle.crypto.generators.EphemeralKeyPairGenerator keyPairGenerator;
    private org.bouncycastle.crypto.KeyParser keyParser;
    private byte[] IV;
    public void IESEngine(org.bouncycastle.crypto.BasicAgreement, org.bouncycastle.crypto.DerivationFunction, org.bouncycastle.crypto.Mac);
    public void IESEngine(org.bouncycastle.crypto.BasicAgreement, org.bouncycastle.crypto.DerivationFunction, org.bouncycastle.crypto.Mac, org.bouncycastle.crypto.BufferedBlockCipher);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters, org.bouncycastle.crypto.CipherParameters, org.bouncycastle.crypto.CipherParameters);
    public void init(org.bouncycastle.crypto.params.AsymmetricKeyParameter, org.bouncycastle.crypto.CipherParameters, org.bouncycastle.crypto.generators.EphemeralKeyPairGenerator);
    public void init(org.bouncycastle.crypto.params.AsymmetricKeyParameter, org.bouncycastle.crypto.CipherParameters, org.bouncycastle.crypto.KeyParser);
    private void extractParams(org.bouncycastle.crypto.CipherParameters);
    public org.bouncycastle.crypto.BufferedBlockCipher getCipher();
    public org.bouncycastle.crypto.Mac getMac();
    private byte[] encryptBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private byte[] decryptBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    public byte[] processBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    protected byte[] getLengthTag(byte[]);
}










org/bouncycastle/crypto/engines/ISAACEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class ISAACEngine implements org.bouncycastle.crypto.StreamCipher {
    private final int sizeL;
    private final int stateArraySize;
    private int[] engineState;
    private int[] results;
    private int a;
    private int b;
    private int c;
    private int index;
    private byte[] keyStream;
    private byte[] workingKey;
    private boolean initialised;
    public void ISAACEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public byte returnByte(byte);
    public int processBytes(byte[], int, int, byte[], int);
    public String getAlgorithmName();
    public void reset();
    private void setKey(byte[]);
    private void isaac();
    private void mix(int[]);
}










org/bouncycastle/crypto/engines/NaccacheSternEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class NaccacheSternEngine implements org.bouncycastle.crypto.AsymmetricBlockCipher {
    private boolean forEncryption;
    private org.bouncycastle.crypto.params.NaccacheSternKeyParameters key;
    private java.util.Vector[] lookup;
    private boolean debug;
    private static java.math.BigInteger ZERO;
    private static java.math.BigInteger ONE;
    public void NaccacheSternEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public void setDebug(boolean);
    public int getInputBlockSize();
    public int getOutputBlockSize();
    public byte[] processBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    public byte[] encrypt(java.math.BigInteger);
    public byte[] addCryptedBlocks(byte[], byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
    public byte[] processData(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private static java.math.BigInteger chineseRemainder(java.util.Vector, java.util.Vector);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/NoekeonEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class NoekeonEngine implements org.bouncycastle.crypto.BlockCipher {
    private static final int genericSize = 16;
    private static final int[] nullVector;
    private static final int[] roundConstants;
    private int[] state;
    private int[] subKeys;
    private int[] decryptKeys;
    private boolean _initialised;
    private boolean _forEncryption;
    public void NoekeonEngine();
    public String getAlgorithmName();
    public int getBlockSize();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private void setKey(byte[]);
    private int encryptBlock(byte[], int, byte[], int);
    private int decryptBlock(byte[], int, byte[], int);
    private void gamma(int[]);
    private void theta(int[], int[]);
    private void pi1(int[]);
    private void pi2(int[]);
    private int bytesToIntBig(byte[], int);
    private void intToBytesBig(int, byte[], int);
    private int rotl(int, int);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/NullEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class NullEngine implements org.bouncycastle.crypto.BlockCipher {
    private boolean initialised;
    protected static final int DEFAULT_BLOCK_SIZE = 1;
    private final int blockSize;
    public void NullEngine();
    public void NullEngine(int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
}










org/bouncycastle/crypto/engines/OldIESEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class OldIESEngine extends IESEngine {
    public void OldIESEngine(org.bouncycastle.crypto.BasicAgreement, org.bouncycastle.crypto.DerivationFunction, org.bouncycastle.crypto.Mac);
    public void OldIESEngine(org.bouncycastle.crypto.BasicAgreement, org.bouncycastle.crypto.DerivationFunction, org.bouncycastle.crypto.Mac, org.bouncycastle.crypto.BufferedBlockCipher);
    protected byte[] getLengthTag(byte[]);
}










org/bouncycastle/crypto/engines/RC2Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class RC2Engine implements org.bouncycastle.crypto.BlockCipher {
    private static byte[] piTable;
    private static final int BLOCK_SIZE = 8;
    private int[] workingKey;
    private boolean encrypting;
    public void RC2Engine();
    private int[] generateWorkingKey(byte[], int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public void reset();
    public String getAlgorithmName();
    public int getBlockSize();
    public final int processBlock(byte[], int, byte[], int);
    private int rotateWordLeft(int, int);
    private void encryptBlock(byte[], int, byte[], int);
    private void decryptBlock(byte[], int, byte[], int);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/RC2WrapEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class RC2WrapEngine implements org.bouncycastle.crypto.Wrapper {
    private org.bouncycastle.crypto.modes.CBCBlockCipher engine;
    private org.bouncycastle.crypto.CipherParameters param;
    private org.bouncycastle.crypto.params.ParametersWithIV paramPlusIV;
    private byte[] iv;
    private boolean forWrapping;
    private java.security.SecureRandom sr;
    private static final byte[] IV2;
    org.bouncycastle.crypto.Digest sha1;
    byte[] digest;
    public void RC2WrapEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public byte[] wrap(byte[], int, int);
    public byte[] unwrap(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private byte[] calculateCMSKeyChecksum(byte[]);
    private boolean checkCMSKeyChecksum(byte[], byte[]);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/RC4Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class RC4Engine implements org.bouncycastle.crypto.StreamCipher {
    private static final int STATE_LENGTH = 256;
    private byte[] engineState;
    private int x;
    private int y;
    private byte[] workingKey;
    public void RC4Engine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public byte returnByte(byte);
    public int processBytes(byte[], int, int, byte[], int);
    public void reset();
    private void setKey(byte[]);
}










org/bouncycastle/crypto/engines/RC532Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class RC532Engine implements org.bouncycastle.crypto.BlockCipher {
    private int _noRounds;
    private int[] _S;
    private static final int P32 = -1209970333;
    private static final int Q32 = -1640531527;
    private boolean forEncryption;
    public void RC532Engine();
    public String getAlgorithmName();
    public int getBlockSize();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private void setKey(byte[]);
    private int encryptBlock(byte[], int, byte[], int);
    private int decryptBlock(byte[], int, byte[], int);
    private int rotateLeft(int, int);
    private int rotateRight(int, int);
    private int bytesToWord(byte[], int);
    private void wordToBytes(int, byte[], int);
}










org/bouncycastle/crypto/engines/RC564Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class RC564Engine implements org.bouncycastle.crypto.BlockCipher {
    private static final int wordSize = 64;
    private static final int bytesPerWord = 8;
    private int _noRounds;
    private long[] _S;
    private static final long P64 = -5196783011329398165;
    private static final long Q64 = -7046029254386353131;
    private boolean forEncryption;
    public void RC564Engine();
    public String getAlgorithmName();
    public int getBlockSize();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private void setKey(byte[]);
    private int encryptBlock(byte[], int, byte[], int);
    private int decryptBlock(byte[], int, byte[], int);
    private long rotateLeft(long, long);
    private long rotateRight(long, long);
    private long bytesToWord(byte[], int);
    private void wordToBytes(long, byte[], int);
}










org/bouncycastle/crypto/engines/RC6Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class RC6Engine implements org.bouncycastle.crypto.BlockCipher {
    private static final int wordSize = 32;
    private static final int bytesPerWord = 4;
    private static final int _noRounds = 20;
    private int[] _S;
    private static final int P32 = -1209970333;
    private static final int Q32 = -1640531527;
    private static final int LGW = 5;
    private boolean forEncryption;
    public void RC6Engine();
    public String getAlgorithmName();
    public int getBlockSize();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private void setKey(byte[]);
    private int encryptBlock(byte[], int, byte[], int);
    private int decryptBlock(byte[], int, byte[], int);
    private int rotateLeft(int, int);
    private int rotateRight(int, int);
    private int bytesToWord(byte[], int);
    private void wordToBytes(int, byte[], int);
}










org/bouncycastle/crypto/engines/RFC3211WrapEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class RFC3211WrapEngine implements org.bouncycastle.crypto.Wrapper {
    private org.bouncycastle.crypto.modes.CBCBlockCipher engine;
    private org.bouncycastle.crypto.params.ParametersWithIV param;
    private boolean forWrapping;
    private java.security.SecureRandom rand;
    public void RFC3211WrapEngine(org.bouncycastle.crypto.BlockCipher);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public byte[] wrap(byte[], int, int);
    public byte[] unwrap(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/engines/RFC3394WrapEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class RFC3394WrapEngine implements org.bouncycastle.crypto.Wrapper {
    private org.bouncycastle.crypto.BlockCipher engine;
    private boolean wrapCipherMode;
    private org.bouncycastle.crypto.params.KeyParameter param;
    private boolean forWrapping;
    private byte[] iv;
    public void RFC3394WrapEngine(org.bouncycastle.crypto.BlockCipher);
    public void RFC3394WrapEngine(org.bouncycastle.crypto.BlockCipher, boolean);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public byte[] wrap(byte[], int, int);
    public byte[] unwrap(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/engines/RFC5649WrapEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class RFC5649WrapEngine implements org.bouncycastle.crypto.Wrapper {
    private org.bouncycastle.crypto.BlockCipher engine;
    private org.bouncycastle.crypto.params.KeyParameter param;
    private boolean forWrapping;
    private byte[] highOrderIV;
    private byte[] preIV;
    private byte[] extractedAIV;
    public void RFC5649WrapEngine(org.bouncycastle.crypto.BlockCipher);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    private byte[] padPlaintext(byte[]);
    public byte[] wrap(byte[], int, int);
    public byte[] unwrap(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private byte[] rfc3394UnwrapNoIvCheck(byte[], int, int);
}










org/bouncycastle/crypto/engines/RSABlindedEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class RSABlindedEngine implements org.bouncycastle.crypto.AsymmetricBlockCipher {
    private static final java.math.BigInteger ONE;
    private RSACoreEngine core;
    private org.bouncycastle.crypto.params.RSAKeyParameters key;
    private java.security.SecureRandom random;
    public void RSABlindedEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getInputBlockSize();
    public int getOutputBlockSize();
    public byte[] processBlock(byte[], int, int);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/RSABlindingEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class RSABlindingEngine implements org.bouncycastle.crypto.AsymmetricBlockCipher {
    private RSACoreEngine core;
    private org.bouncycastle.crypto.params.RSAKeyParameters key;
    private java.math.BigInteger blindingFactor;
    private boolean forEncryption;
    public void RSABlindingEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getInputBlockSize();
    public int getOutputBlockSize();
    public byte[] processBlock(byte[], int, int);
    private java.math.BigInteger blindMessage(java.math.BigInteger);
    private java.math.BigInteger unblindMessage(java.math.BigInteger);
}










org/bouncycastle/crypto/engines/RSACoreEngine.class


package org.bouncycastle.crypto.engines;
synchronized class RSACoreEngine {
    private org.bouncycastle.crypto.params.RSAKeyParameters key;
    private boolean forEncryption;
    void RSACoreEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getInputBlockSize();
    public int getOutputBlockSize();
    public java.math.BigInteger convertInput(byte[], int, int);
    public byte[] convertOutput(java.math.BigInteger);
    public java.math.BigInteger processBlock(java.math.BigInteger);
}










org/bouncycastle/crypto/engines/RSAEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class RSAEngine implements org.bouncycastle.crypto.AsymmetricBlockCipher {
    private RSACoreEngine core;
    public void RSAEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getInputBlockSize();
    public int getOutputBlockSize();
    public byte[] processBlock(byte[], int, int);
}










org/bouncycastle/crypto/engines/RijndaelEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class RijndaelEngine implements org.bouncycastle.crypto.BlockCipher {
    private static final int MAXROUNDS = 14;
    private static final int MAXKC = 64;
    private static final byte[] logtable;
    private static final byte[] aLogtable;
    private static final byte[] S;
    private static final byte[] Si;
    private static final int[] rcon;
    static byte[][] shifts0;
    static byte[][] shifts1;
    private int BC;
    private long BC_MASK;
    private int ROUNDS;
    private int blockBits;
    private long[][] workingKey;
    private long A0;
    private long A1;
    private long A2;
    private long A3;
    private boolean forEncryption;
    private byte[] shifts0SC;
    private byte[] shifts1SC;
    private byte mul0x2(int);
    private byte mul0x3(int);
    private byte mul0x9(int);
    private byte mul0xb(int);
    private byte mul0xd(int);
    private byte mul0xe(int);
    private void KeyAddition(long[]);
    private long shift(long, int);
    private void ShiftRow(byte[]);
    private long applyS(long, byte[]);
    private void Substitution(byte[]);
    private void MixColumn();
    private void InvMixColumn();
    private long[][] generateWorkingKey(byte[]);
    public void RijndaelEngine();
    public void RijndaelEngine(int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private void unpackBlock(byte[], int);
    private void packBlock(byte[], int);
    private void encryptBlock(long[][]);
    private void decryptBlock(long[][]);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/SEEDEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class SEEDEngine implements org.bouncycastle.crypto.BlockCipher {
    private final int BLOCK_SIZE;
    private static final int[] SS0;
    private static final int[] SS1;
    private static final int[] SS2;
    private static final int[] SS3;
    private static final int[] KC;
    private int[] wKey;
    private boolean forEncryption;
    public void SEEDEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    private int[] createWorkingKey(byte[]);
    private int extractW1(long);
    private int extractW0(long);
    private long rotateLeft8(long);
    private long rotateRight8(long);
    private long bytesToLong(byte[], int);
    private void longToBytes(byte[], int, long);
    private int G(int);
    private long F(int, int, long);
    private int phaseCalc1(int, int, int, int);
    private int phaseCalc2(int, int, int, int);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/SEEDWrapEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class SEEDWrapEngine extends RFC3394WrapEngine {
    public void SEEDWrapEngine();
}










org/bouncycastle/crypto/engines/SM2Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class SM2Engine {
    private final org.bouncycastle.crypto.Digest digest;
    private boolean forEncryption;
    private org.bouncycastle.crypto.params.ECKeyParameters ecKey;
    private org.bouncycastle.crypto.params.ECDomainParameters ecParams;
    private int curveLength;
    private java.security.SecureRandom random;
    public void SM2Engine();
    public void SM2Engine(org.bouncycastle.crypto.Digest);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public byte[] processBlock(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    protected org.bouncycastle.math.ec.ECMultiplier createBasePointMultiplier();
    private byte[] encrypt(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private byte[] decrypt(byte[], int, int) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private boolean notEncrypted(byte[], byte[], int);
    private void kdf(org.bouncycastle.crypto.Digest, org.bouncycastle.math.ec.ECPoint, byte[]);
    private void xor(byte[], byte[], int, int);
    private java.math.BigInteger nextK();
    private void addFieldElement(org.bouncycastle.crypto.Digest, org.bouncycastle.math.ec.ECFieldElement);
}










org/bouncycastle/crypto/engines/SM4Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class SM4Engine implements org.bouncycastle.crypto.BlockCipher {
    private static final int BLOCK_SIZE = 16;
    private static final byte[] Sbox;
    private static final int[] CK;
    private static final int[] FK;
    private final int[] X;
    private int[] rk;
    public void SM4Engine();
    private int rotateLeft(int, int);
    private int tau(int);
    private int L_ap(int);
    private int T_ap(int);
    private int[] expandKey(boolean, byte[]);
    private int L(int);
    private int T(int);
    private void R(int[], int);
    private int F0(int[], int);
    private int F1(int[], int);
    private int F2(int[], int);
    private int F3(int[], int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    static void <clinit>();
}










org/bouncycastle/crypto/engines/Salsa20Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class Salsa20Engine implements org.bouncycastle.crypto.SkippingStreamCipher {
    public static final int DEFAULT_ROUNDS = 20;
    private static final int STATE_SIZE = 16;
    private static final int[] TAU_SIGMA;
    protected static final byte[] sigma;
    protected static final byte[] tau;
    protected int rounds;
    private int index;
    protected int[] engineState;
    protected int[] x;
    private byte[] keyStream;
    private boolean initialised;
    private int cW0;
    private int cW1;
    private int cW2;
    protected void packTauOrSigma(int, int[], int);
    public void Salsa20Engine();
    public void Salsa20Engine(int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    protected int getNonceSize();
    public String getAlgorithmName();
    public byte returnByte(byte);
    protected void advanceCounter(long);
    protected void advanceCounter();
    protected void retreatCounter(long);
    protected void retreatCounter();
    public int processBytes(byte[], int, int, byte[], int);
    public long skip(long);
    public long seekTo(long);
    public long getPosition();
    public void reset();
    protected long getCounter();
    protected void resetCounter();
    protected void setKey(byte[], byte[]);
    protected void generateKeyStream(byte[]);
    public static void salsaCore(int, int[], int[]);
    protected static int rotl(int, int);
    private void resetLimitCounter();
    private boolean limitExceeded();
    private boolean limitExceeded(int);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/SerpentEngine.class


package org.bouncycastle.crypto.engines;
public final synchronized class SerpentEngine extends SerpentEngineBase {
    public void SerpentEngine();
    protected int[] makeWorkingKey(byte[]) throws IllegalArgumentException;
    protected void encryptBlock(byte[], int, byte[], int);
    protected void decryptBlock(byte[], int, byte[], int);
}










org/bouncycastle/crypto/engines/SerpentEngineBase.class


package org.bouncycastle.crypto.engines;
public abstract synchronized class SerpentEngineBase implements org.bouncycastle.crypto.BlockCipher {
    protected static final int BLOCK_SIZE = 16;
    static final int ROUNDS = 32;
    static final int PHI = -1640531527;
    protected boolean encrypting;
    protected int[] wKey;
    protected int X0;
    protected int X1;
    protected int X2;
    protected int X3;
    void SerpentEngineBase();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public int getBlockSize();
    public final int processBlock(byte[], int, byte[], int);
    public void reset();
    protected static int rotateLeft(int, int);
    protected static int rotateRight(int, int);
    protected final void sb0(int, int, int, int);
    protected final void ib0(int, int, int, int);
    protected final void sb1(int, int, int, int);
    protected final void ib1(int, int, int, int);
    protected final void sb2(int, int, int, int);
    protected final void ib2(int, int, int, int);
    protected final void sb3(int, int, int, int);
    protected final void ib3(int, int, int, int);
    protected final void sb4(int, int, int, int);
    protected final void ib4(int, int, int, int);
    protected final void sb5(int, int, int, int);
    protected final void ib5(int, int, int, int);
    protected final void sb6(int, int, int, int);
    protected final void ib6(int, int, int, int);
    protected final void sb7(int, int, int, int);
    protected final void ib7(int, int, int, int);
    protected final void LT();
    protected final void inverseLT();
    protected abstract int[] makeWorkingKey(byte[]);
    protected abstract void encryptBlock(byte[], int, byte[], int);
    protected abstract void decryptBlock(byte[], int, byte[], int);
}










org/bouncycastle/crypto/engines/Shacal2Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class Shacal2Engine implements org.bouncycastle.crypto.BlockCipher {
    private static final int[] K;
    private static final int BLOCK_SIZE = 32;
    private boolean forEncryption;
    private static final int ROUNDS = 64;
    private int[] workingKey;
    public void Shacal2Engine();
    public void reset();
    public String getAlgorithmName();
    public int getBlockSize();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public void setKey(byte[]);
    private void encryptBlock(byte[], int, byte[], int);
    private void decryptBlock(byte[], int, byte[], int);
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    private void byteBlockToInts(byte[], int[], int, int);
    private void bytes2ints(byte[], int[], int, int);
    private void ints2bytes(int[], byte[], int);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/SkipjackEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class SkipjackEngine implements org.bouncycastle.crypto.BlockCipher {
    static final int BLOCK_SIZE = 8;
    static short[] ftable;
    private int[] key0;
    private int[] key1;
    private int[] key2;
    private int[] key3;
    private boolean encrypting;
    public void SkipjackEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private int g(int, int);
    public int encryptBlock(byte[], int, byte[], int);
    private int h(int, int);
    public int decryptBlock(byte[], int, byte[], int);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/TEAEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class TEAEngine implements org.bouncycastle.crypto.BlockCipher {
    private static final int rounds = 32;
    private static final int block_size = 8;
    private static final int delta = -1640531527;
    private static final int d_sum = -957401312;
    private int _a;
    private int _b;
    private int _c;
    private int _d;
    private boolean _initialised;
    private boolean _forEncryption;
    public void TEAEngine();
    public String getAlgorithmName();
    public int getBlockSize();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private void setKey(byte[]);
    private int encryptBlock(byte[], int, byte[], int);
    private int decryptBlock(byte[], int, byte[], int);
    private int bytesToInt(byte[], int);
    private void unpackInt(int, byte[], int);
}










org/bouncycastle/crypto/engines/ThreefishEngine$Threefish1024Cipher.class


package org.bouncycastle.crypto.engines;
final synchronized class ThreefishEngine$Threefish1024Cipher extends ThreefishEngine$ThreefishCipher {
    private static final int ROTATION_0_0 = 24;
    private static final int ROTATION_0_1 = 13;
    private static final int ROTATION_0_2 = 8;
    private static final int ROTATION_0_3 = 47;
    private static final int ROTATION_0_4 = 8;
    private static final int ROTATION_0_5 = 17;
    private static final int ROTATION_0_6 = 22;
    private static final int ROTATION_0_7 = 37;
    private static final int ROTATION_1_0 = 38;
    private static final int ROTATION_1_1 = 19;
    private static final int ROTATION_1_2 = 10;
    private static final int ROTATION_1_3 = 55;
    private static final int ROTATION_1_4 = 49;
    private static final int ROTATION_1_5 = 18;
    private static final int ROTATION_1_6 = 23;
    private static final int ROTATION_1_7 = 52;
    private static final int ROTATION_2_0 = 33;
    private static final int ROTATION_2_1 = 4;
    private static final int ROTATION_2_2 = 51;
    private static final int ROTATION_2_3 = 13;
    private static final int ROTATION_2_4 = 34;
    private static final int ROTATION_2_5 = 41;
    private static final int ROTATION_2_6 = 59;
    private static final int ROTATION_2_7 = 17;
    private static final int ROTATION_3_0 = 5;
    private static final int ROTATION_3_1 = 20;
    private static final int ROTATION_3_2 = 48;
    private static final int ROTATION_3_3 = 41;
    private static final int ROTATION_3_4 = 47;
    private static final int ROTATION_3_5 = 28;
    private static final int ROTATION_3_6 = 16;
    private static final int ROTATION_3_7 = 25;
    private static final int ROTATION_4_0 = 41;
    private static final int ROTATION_4_1 = 9;
    private static final int ROTATION_4_2 = 37;
    private static final int ROTATION_4_3 = 31;
    private static final int ROTATION_4_4 = 12;
    private static final int ROTATION_4_5 = 47;
    private static final int ROTATION_4_6 = 44;
    private static final int ROTATION_4_7 = 30;
    private static final int ROTATION_5_0 = 16;
    private static final int ROTATION_5_1 = 34;
    private static final int ROTATION_5_2 = 56;
    private static final int ROTATION_5_3 = 51;
    private static final int ROTATION_5_4 = 4;
    private static final int ROTATION_5_5 = 53;
    private static final int ROTATION_5_6 = 42;
    private static final int ROTATION_5_7 = 41;
    private static final int ROTATION_6_0 = 31;
    private static final int ROTATION_6_1 = 44;
    private static final int ROTATION_6_2 = 47;
    private static final int ROTATION_6_3 = 46;
    private static final int ROTATION_6_4 = 19;
    private static final int ROTATION_6_5 = 42;
    private static final int ROTATION_6_6 = 44;
    private static final int ROTATION_6_7 = 25;
    private static final int ROTATION_7_0 = 9;
    private static final int ROTATION_7_1 = 48;
    private static final int ROTATION_7_2 = 35;
    private static final int ROTATION_7_3 = 52;
    private static final int ROTATION_7_4 = 23;
    private static final int ROTATION_7_5 = 31;
    private static final int ROTATION_7_6 = 37;
    private static final int ROTATION_7_7 = 20;
    public void ThreefishEngine$Threefish1024Cipher(long[], long[]);
    void encryptBlock(long[], long[]);
    void decryptBlock(long[], long[]);
}










org/bouncycastle/crypto/engines/ThreefishEngine$Threefish256Cipher.class


package org.bouncycastle.crypto.engines;
final synchronized class ThreefishEngine$Threefish256Cipher extends ThreefishEngine$ThreefishCipher {
    private static final int ROTATION_0_0 = 14;
    private static final int ROTATION_0_1 = 16;
    private static final int ROTATION_1_0 = 52;
    private static final int ROTATION_1_1 = 57;
    private static final int ROTATION_2_0 = 23;
    private static final int ROTATION_2_1 = 40;
    private static final int ROTATION_3_0 = 5;
    private static final int ROTATION_3_1 = 37;
    private static final int ROTATION_4_0 = 25;
    private static final int ROTATION_4_1 = 33;
    private static final int ROTATION_5_0 = 46;
    private static final int ROTATION_5_1 = 12;
    private static final int ROTATION_6_0 = 58;
    private static final int ROTATION_6_1 = 22;
    private static final int ROTATION_7_0 = 32;
    private static final int ROTATION_7_1 = 32;
    public void ThreefishEngine$Threefish256Cipher(long[], long[]);
    void encryptBlock(long[], long[]);
    void decryptBlock(long[], long[]);
}










org/bouncycastle/crypto/engines/ThreefishEngine$Threefish512Cipher.class


package org.bouncycastle.crypto.engines;
final synchronized class ThreefishEngine$Threefish512Cipher extends ThreefishEngine$ThreefishCipher {
    private static final int ROTATION_0_0 = 46;
    private static final int ROTATION_0_1 = 36;
    private static final int ROTATION_0_2 = 19;
    private static final int ROTATION_0_3 = 37;
    private static final int ROTATION_1_0 = 33;
    private static final int ROTATION_1_1 = 27;
    private static final int ROTATION_1_2 = 14;
    private static final int ROTATION_1_3 = 42;
    private static final int ROTATION_2_0 = 17;
    private static final int ROTATION_2_1 = 49;
    private static final int ROTATION_2_2 = 36;
    private static final int ROTATION_2_3 = 39;
    private static final int ROTATION_3_0 = 44;
    private static final int ROTATION_3_1 = 9;
    private static final int ROTATION_3_2 = 54;
    private static final int ROTATION_3_3 = 56;
    private static final int ROTATION_4_0 = 39;
    private static final int ROTATION_4_1 = 30;
    private static final int ROTATION_4_2 = 34;
    private static final int ROTATION_4_3 = 24;
    private static final int ROTATION_5_0 = 13;
    private static final int ROTATION_5_1 = 50;
    private static final int ROTATION_5_2 = 10;
    private static final int ROTATION_5_3 = 17;
    private static final int ROTATION_6_0 = 25;
    private static final int ROTATION_6_1 = 29;
    private static final int ROTATION_6_2 = 39;
    private static final int ROTATION_6_3 = 43;
    private static final int ROTATION_7_0 = 8;
    private static final int ROTATION_7_1 = 35;
    private static final int ROTATION_7_2 = 56;
    private static final int ROTATION_7_3 = 22;
    protected void ThreefishEngine$Threefish512Cipher(long[], long[]);
    public void encryptBlock(long[], long[]);
    public void decryptBlock(long[], long[]);
}










org/bouncycastle/crypto/engines/ThreefishEngine$ThreefishCipher.class


package org.bouncycastle.crypto.engines;
abstract synchronized class ThreefishEngine$ThreefishCipher {
    protected final long[] t;
    protected final long[] kw;
    protected void ThreefishEngine$ThreefishCipher(long[], long[]);
    abstract void encryptBlock(long[], long[]);
    abstract void decryptBlock(long[], long[]);
}










org/bouncycastle/crypto/engines/ThreefishEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class ThreefishEngine implements org.bouncycastle.crypto.BlockCipher {
    public static final int BLOCKSIZE_256 = 256;
    public static final int BLOCKSIZE_512 = 512;
    public static final int BLOCKSIZE_1024 = 1024;
    private static final int TWEAK_SIZE_BYTES = 16;
    private static final int TWEAK_SIZE_WORDS = 2;
    private static final int ROUNDS_256 = 72;
    private static final int ROUNDS_512 = 72;
    private static final int ROUNDS_1024 = 80;
    private static final int MAX_ROUNDS = 80;
    private static final long C_240 = 2004413935125273122;
    private static int[] MOD9;
    private static int[] MOD17;
    private static int[] MOD5;
    private static int[] MOD3;
    private int blocksizeBytes;
    private int blocksizeWords;
    private long[] currentBlock;
    private long[] t;
    private long[] kw;
    private ThreefishEngine$ThreefishCipher cipher;
    private boolean forEncryption;
    public void ThreefishEngine(int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public void init(boolean, long[], long[]);
    private void setKey(long[]);
    private void setTweak(long[]);
    public String getAlgorithmName();
    public int getBlockSize();
    public void reset();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int processBlock(long[], long[]) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public static long bytesToWord(byte[], int);
    public static void wordToBytes(long, byte[], int);
    static long rotlXor(long, int, long);
    static long xorRotr(long, int, long);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/TnepresEngine.class


package org.bouncycastle.crypto.engines;
public final synchronized class TnepresEngine extends SerpentEngineBase {
    public void TnepresEngine();
    public String getAlgorithmName();
    protected int[] makeWorkingKey(byte[]) throws IllegalArgumentException;
    protected void encryptBlock(byte[], int, byte[], int);
    protected void decryptBlock(byte[], int, byte[], int);
}










org/bouncycastle/crypto/engines/TwofishEngine.class


package org.bouncycastle.crypto.engines;
public final synchronized class TwofishEngine implements org.bouncycastle.crypto.BlockCipher {
    private static final byte[][] P;
    private static final int P_00 = 1;
    private static final int P_01 = 0;
    private static final int P_02 = 0;
    private static final int P_03 = 1;
    private static final int P_04 = 1;
    private static final int P_10 = 0;
    private static final int P_11 = 0;
    private static final int P_12 = 1;
    private static final int P_13 = 1;
    private static final int P_14 = 0;
    private static final int P_20 = 1;
    private static final int P_21 = 1;
    private static final int P_22 = 0;
    private static final int P_23 = 0;
    private static final int P_24 = 0;
    private static final int P_30 = 0;
    private static final int P_31 = 1;
    private static final int P_32 = 1;
    private static final int P_33 = 0;
    private static final int P_34 = 1;
    private static final int GF256_FDBK = 361;
    private static final int GF256_FDBK_2 = 180;
    private static final int GF256_FDBK_4 = 90;
    private static final int RS_GF_FDBK = 333;
    private static final int ROUNDS = 16;
    private static final int MAX_ROUNDS = 16;
    private static final int BLOCK_SIZE = 16;
    private static final int MAX_KEY_BITS = 256;
    private static final int INPUT_WHITEN = 0;
    private static final int OUTPUT_WHITEN = 4;
    private static final int ROUND_SUBKEYS = 8;
    private static final int TOTAL_SUBKEYS = 40;
    private static final int SK_STEP = 33686018;
    private static final int SK_BUMP = 16843009;
    private static final int SK_ROTL = 9;
    private boolean encrypting;
    private int[] gMDS0;
    private int[] gMDS1;
    private int[] gMDS2;
    private int[] gMDS3;
    private int[] gSubKeys;
    private int[] gSBox;
    private int k64Cnt;
    private byte[] workingKey;
    public void TwofishEngine();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithmName();
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    public int getBlockSize();
    private void setKey(byte[]);
    private void encryptBlock(byte[], int, byte[], int);
    private void decryptBlock(byte[], int, byte[], int);
    private int F32(int, int[]);
    private int RS_MDS_Encode(int, int);
    private int RS_rem(int);
    private int LFSR1(int);
    private int LFSR2(int);
    private int Mx_X(int);
    private int Mx_Y(int);
    private int b0(int);
    private int b1(int);
    private int b2(int);
    private int b3(int);
    private int Fe32_0(int);
    private int Fe32_3(int);
    private int BytesTo32Bits(byte[], int);
    private void Bits32ToBytes(int, byte[], int);
    static void <clinit>();
}










org/bouncycastle/crypto/engines/VMPCEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class VMPCEngine implements org.bouncycastle.crypto.StreamCipher {
    protected byte n;
    protected byte[] P;
    protected byte s;
    protected byte[] workingIV;
    protected byte[] workingKey;
    public void VMPCEngine();
    public String getAlgorithmName();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    protected void initKey(byte[], byte[]);
    public int processBytes(byte[], int, int, byte[], int);
    public void reset();
    public byte returnByte(byte);
}










org/bouncycastle/crypto/engines/VMPCKSA3Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class VMPCKSA3Engine extends VMPCEngine {
    public void VMPCKSA3Engine();
    public String getAlgorithmName();
    protected void initKey(byte[], byte[]);
}










org/bouncycastle/crypto/engines/XSalsa20Engine.class


package org.bouncycastle.crypto.engines;
public synchronized class XSalsa20Engine extends Salsa20Engine {
    public void XSalsa20Engine();
    public String getAlgorithmName();
    protected int getNonceSize();
    protected void setKey(byte[], byte[]);
}










org/bouncycastle/crypto/engines/XTEAEngine.class


package org.bouncycastle.crypto.engines;
public synchronized class XTEAEngine implements org.bouncycastle.crypto.BlockCipher {
    private static final int rounds = 32;
    private static final int block_size = 8;
    private static final int delta = -1640531527;
    private int[] _S;
    private int[] _sum0;
    private int[] _sum1;
    private boolean _initialised;
    private boolean _forEncryption;
    public void XTEAEngine();
    public String getAlgorithmName();
    public int getBlockSize();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int processBlock(byte[], int, byte[], int);
    public void reset();
    private void setKey(byte[]);
    private int encryptBlock(byte[], int, byte[], int);
    private int decryptBlock(byte[], int, byte[], int);
    private int bytesToInt(byte[], int);
    private void unpackInt(int, byte[], int);
}










org/bouncycastle/crypto/examples/DESExample.class


package org.bouncycastle.crypto.examples;
public synchronized class DESExample {
    private boolean encrypt;
    private org.bouncycastle.crypto.paddings.PaddedBufferedBlockCipher cipher;
    private java.io.BufferedInputStream in;
    private java.io.BufferedOutputStream out;
    private byte[] key;
    public static void main(String[]);
    public void DESExample();
    public void DESExample(String, String, String, boolean);
    private void process();
    private void performEncrypt(byte[]);
    private void performDecrypt(byte[]);
}










org/bouncycastle/crypto/examples/JPAKEExample.class


package org.bouncycastle.crypto.examples;
public synchronized class JPAKEExample {
    public void JPAKEExample();
    public static void main(String[]) throws org.bouncycastle.crypto.CryptoException;
    private static java.math.BigInteger deriveSessionKey(java.math.BigInteger);
}










org/bouncycastle/crypto/generators/BCrypt.class


package org.bouncycastle.crypto.generators;
public final synchronized class BCrypt {
    private static final int[] MAGIC_STRING;
    static final int MAGIC_STRING_LENGTH = 6;
    private static final int[] KP;
    private static final int[] KS0;
    private static final int[] KS1;
    private static final int[] KS2;
    private static final int[] KS3;
    private static final int ROUNDS = 16;
    private static final int SBOX_SK = 256;
    private static final int SBOX_SK2 = 512;
    private static final int SBOX_SK3 = 768;
    private static final int P_SZ = 18;
    private final int[] S;
    private final int[] P;
    static final int SALT_SIZE_BYTES = 16;
    static final int MIN_COST = 4;
    static final int MAX_COST = 31;
    static final int MAX_PASSWORD_BYTES = 72;
    private void BCrypt();
    private int F(int);
    private void processTable(int, int, int[]);
    private void initState();
    private final void cyclicXorKey(byte[]);
    private byte[] encryptMagicString();
    private void processTableWithSalt(int[], int[], int, int);
    private final byte[] deriveRawKey(int, byte[], byte[]);
    public static byte[] passwordToByteArray(char[]);
    public static byte[] generate(byte[], byte[], int);
    static void <clinit>();
}










org/bouncycastle/crypto/generators/BaseKDFBytesGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class BaseKDFBytesGenerator implements org.bouncycastle.crypto.DigestDerivationFunction {
    private int counterStart;
    private org.bouncycastle.crypto.Digest digest;
    private byte[] shared;
    private byte[] iv;
    protected void BaseKDFBytesGenerator(int, org.bouncycastle.crypto.Digest);
    public void init(org.bouncycastle.crypto.DerivationParameters);
    public org.bouncycastle.crypto.Digest getDigest();
    public int generateBytes(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalArgumentException;
}










org/bouncycastle/crypto/generators/CramerShoupKeyPairGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class CramerShoupKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private static final java.math.BigInteger ONE;
    private org.bouncycastle.crypto.params.CramerShoupKeyGenerationParameters param;
    public void CramerShoupKeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
    private java.math.BigInteger generateRandomElement(java.math.BigInteger, java.security.SecureRandom);
    private org.bouncycastle.crypto.params.CramerShoupPrivateKeyParameters generatePrivateKey(java.security.SecureRandom, org.bouncycastle.crypto.params.CramerShoupParameters);
    private org.bouncycastle.crypto.params.CramerShoupPublicKeyParameters calculatePublicKey(org.bouncycastle.crypto.params.CramerShoupParameters, org.bouncycastle.crypto.params.CramerShoupPrivateKeyParameters);
    static void <clinit>();
}










org/bouncycastle/crypto/generators/CramerShoupParametersGenerator$ParametersHelper.class


package org.bouncycastle.crypto.generators;
synchronized class CramerShoupParametersGenerator$ParametersHelper {
    private static final java.math.BigInteger TWO;
    private void CramerShoupParametersGenerator$ParametersHelper();
    static java.math.BigInteger[] generateSafePrimes(int, int, java.security.SecureRandom);
    static java.math.BigInteger selectGenerator(java.math.BigInteger, java.security.SecureRandom);
    static void <clinit>();
}










org/bouncycastle/crypto/generators/CramerShoupParametersGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class CramerShoupParametersGenerator {
    private static final java.math.BigInteger ONE;
    private int size;
    private int certainty;
    private java.security.SecureRandom random;
    public void CramerShoupParametersGenerator();
    public void init(int, int, java.security.SecureRandom);
    public org.bouncycastle.crypto.params.CramerShoupParameters generateParameters();
    public org.bouncycastle.crypto.params.CramerShoupParameters generateParameters(org.bouncycastle.crypto.params.DHParameters);
    static void <clinit>();
}










org/bouncycastle/crypto/generators/DESKeyGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class DESKeyGenerator extends org.bouncycastle.crypto.CipherKeyGenerator {
    public void DESKeyGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public byte[] generateKey();
}










org/bouncycastle/crypto/generators/DESedeKeyGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class DESedeKeyGenerator extends DESKeyGenerator {
    private static final int MAX_IT = 20;
    public void DESedeKeyGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public byte[] generateKey();
}










org/bouncycastle/crypto/generators/DHBasicKeyPairGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class DHBasicKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private org.bouncycastle.crypto.params.DHKeyGenerationParameters param;
    public void DHBasicKeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/crypto/generators/DHKeyGeneratorHelper.class


package org.bouncycastle.crypto.generators;
synchronized class DHKeyGeneratorHelper {
    static final DHKeyGeneratorHelper INSTANCE;
    private static final java.math.BigInteger ONE;
    private static final java.math.BigInteger TWO;
    private void DHKeyGeneratorHelper();
    java.math.BigInteger calculatePrivate(org.bouncycastle.crypto.params.DHParameters, java.security.SecureRandom);
    java.math.BigInteger calculatePublic(org.bouncycastle.crypto.params.DHParameters, java.math.BigInteger);
    static void <clinit>();
}










org/bouncycastle/crypto/generators/DHKeyPairGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class DHKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private org.bouncycastle.crypto.params.DHKeyGenerationParameters param;
    public void DHKeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/crypto/generators/DHParametersGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class DHParametersGenerator {
    private int size;
    private int certainty;
    private java.security.SecureRandom random;
    private static final java.math.BigInteger TWO;
    public void DHParametersGenerator();
    public void init(int, int, java.security.SecureRandom);
    public org.bouncycastle.crypto.params.DHParameters generateParameters();
    static void <clinit>();
}










org/bouncycastle/crypto/generators/DHParametersHelper.class


package org.bouncycastle.crypto.generators;
synchronized class DHParametersHelper {
    private static final java.math.BigInteger ONE;
    private static final java.math.BigInteger TWO;
    void DHParametersHelper();
    static java.math.BigInteger[] generateSafePrimes(int, int, java.security.SecureRandom);
    static java.math.BigInteger selectGenerator(java.math.BigInteger, java.math.BigInteger, java.security.SecureRandom);
    static void <clinit>();
}










org/bouncycastle/crypto/generators/DSAKeyPairGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class DSAKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private static final java.math.BigInteger ONE;
    private org.bouncycastle.crypto.params.DSAKeyGenerationParameters param;
    public void DSAKeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
    private static java.math.BigInteger generatePrivateKey(java.math.BigInteger, java.security.SecureRandom);
    private static java.math.BigInteger calculatePublicKey(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    static void <clinit>();
}










org/bouncycastle/crypto/generators/DSAParametersGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class DSAParametersGenerator {
    private static final java.math.BigInteger ZERO;
    private static final java.math.BigInteger ONE;
    private static final java.math.BigInteger TWO;
    private org.bouncycastle.crypto.Digest digest;
    private int L;
    private int N;
    private int certainty;
    private int iterations;
    private java.security.SecureRandom random;
    private boolean use186_3;
    private int usageIndex;
    public void DSAParametersGenerator();
    public void DSAParametersGenerator(org.bouncycastle.crypto.Digest);
    public void init(int, int, java.security.SecureRandom);
    public void init(org.bouncycastle.crypto.params.DSAParameterGenerationParameters);
    public org.bouncycastle.crypto.params.DSAParameters generateParameters();
    private org.bouncycastle.crypto.params.DSAParameters generateParameters_FIPS186_2();
    private static java.math.BigInteger calculateGenerator_FIPS186_2(java.math.BigInteger, java.math.BigInteger, java.security.SecureRandom);
    private org.bouncycastle.crypto.params.DSAParameters generateParameters_FIPS186_3();
    private boolean isProbablePrime(java.math.BigInteger);
    private static java.math.BigInteger calculateGenerator_FIPS186_3_Unverifiable(java.math.BigInteger, java.math.BigInteger, java.security.SecureRandom);
    private static java.math.BigInteger calculateGenerator_FIPS186_3_Verifiable(org.bouncycastle.crypto.Digest, java.math.BigInteger, java.math.BigInteger, byte[], int);
    private static void hash(org.bouncycastle.crypto.Digest, byte[], byte[], int);
    private static int getDefaultN(int);
    private static int getMinimumIterations(int);
    private static void inc(byte[]);
    static void <clinit>();
}










org/bouncycastle/crypto/generators/DSTU4145KeyPairGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class DSTU4145KeyPairGenerator extends ECKeyPairGenerator {
    public void DSTU4145KeyPairGenerator();
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/crypto/generators/ECKeyPairGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class ECKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator, org.bouncycastle.math.ec.ECConstants {
    org.bouncycastle.crypto.params.ECDomainParameters params;
    java.security.SecureRandom random;
    public void ECKeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
    protected org.bouncycastle.math.ec.ECMultiplier createBasePointMultiplier();
}










org/bouncycastle/crypto/generators/ElGamalKeyPairGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class ElGamalKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private org.bouncycastle.crypto.params.ElGamalKeyGenerationParameters param;
    public void ElGamalKeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/crypto/generators/ElGamalParametersGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class ElGamalParametersGenerator {
    private int size;
    private int certainty;
    private java.security.SecureRandom random;
    public void ElGamalParametersGenerator();
    public void init(int, int, java.security.SecureRandom);
    public org.bouncycastle.crypto.params.ElGamalParameters generateParameters();
}










org/bouncycastle/crypto/generators/EphemeralKeyPairGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class EphemeralKeyPairGenerator {
    private org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator gen;
    private org.bouncycastle.crypto.KeyEncoder keyEncoder;
    public void EphemeralKeyPairGenerator(org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator, org.bouncycastle.crypto.KeyEncoder);
    public org.bouncycastle.crypto.EphemeralKeyPair generate();
}










org/bouncycastle/crypto/generators/GOST3410KeyPairGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class GOST3410KeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private org.bouncycastle.crypto.params.GOST3410KeyGenerationParameters param;
    public void GOST3410KeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/crypto/generators/GOST3410ParametersGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class GOST3410ParametersGenerator {
    private int size;
    private int typeproc;
    private java.security.SecureRandom init_random;
    private static final java.math.BigInteger ONE;
    private static final java.math.BigInteger TWO;
    public void GOST3410ParametersGenerator();
    public void init(int, int, java.security.SecureRandom);
    private int procedure_A(int, int, java.math.BigInteger[], int);
    private long procedure_Aa(long, long, java.math.BigInteger[], int);
    private void procedure_B(int, int, java.math.BigInteger[]);
    private void procedure_Bb(long, long, java.math.BigInteger[]);
    private java.math.BigInteger procedure_C(java.math.BigInteger, java.math.BigInteger);
    public org.bouncycastle.crypto.params.GOST3410Parameters generateParameters();
    static void <clinit>();
}










org/bouncycastle/crypto/generators/HKDFBytesGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class HKDFBytesGenerator implements org.bouncycastle.crypto.DerivationFunction {
    private org.bouncycastle.crypto.macs.HMac hMacHash;
    private int hashLen;
    private byte[] info;
    private byte[] currentT;
    private int generatedBytes;
    public void HKDFBytesGenerator(org.bouncycastle.crypto.Digest);
    public void init(org.bouncycastle.crypto.DerivationParameters);
    private org.bouncycastle.crypto.params.KeyParameter extract(byte[], byte[]);
    private void expandNext() throws org.bouncycastle.crypto.DataLengthException;
    public org.bouncycastle.crypto.Digest getDigest();
    public int generateBytes(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalArgumentException;
}










org/bouncycastle/crypto/generators/KDF1BytesGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class KDF1BytesGenerator extends BaseKDFBytesGenerator {
    public void KDF1BytesGenerator(org.bouncycastle.crypto.Digest);
}










org/bouncycastle/crypto/generators/KDF2BytesGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class KDF2BytesGenerator extends BaseKDFBytesGenerator {
    public void KDF2BytesGenerator(org.bouncycastle.crypto.Digest);
}










org/bouncycastle/crypto/generators/KDFCounterBytesGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class KDFCounterBytesGenerator implements org.bouncycastle.crypto.MacDerivationFunction {
    private static final java.math.BigInteger INTEGER_MAX;
    private static final java.math.BigInteger TWO;
    private final org.bouncycastle.crypto.Mac prf;
    private final int h;
    private byte[] fixedInputDataCtrPrefix;
    private byte[] fixedInputData_afterCtr;
    private int maxSizeExcl;
    private byte[] ios;
    private int generatedBytes;
    private byte[] k;
    public void KDFCounterBytesGenerator(org.bouncycastle.crypto.Mac);
    public void init(org.bouncycastle.crypto.DerivationParameters);
    public org.bouncycastle.crypto.Mac getMac();
    public int generateBytes(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalArgumentException;
    private void generateNext();
    static void <clinit>();
}










org/bouncycastle/crypto/generators/KDFDoublePipelineIterationBytesGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class KDFDoublePipelineIterationBytesGenerator implements org.bouncycastle.crypto.MacDerivationFunction {
    private static final java.math.BigInteger INTEGER_MAX;
    private static final java.math.BigInteger TWO;
    private final org.bouncycastle.crypto.Mac prf;
    private final int h;
    private byte[] fixedInputData;
    private int maxSizeExcl;
    private byte[] ios;
    private boolean useCounter;
    private int generatedBytes;
    private byte[] a;
    private byte[] k;
    public void KDFDoublePipelineIterationBytesGenerator(org.bouncycastle.crypto.Mac);
    public void init(org.bouncycastle.crypto.DerivationParameters);
    public org.bouncycastle.crypto.Mac getMac();
    public int generateBytes(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalArgumentException;
    private void generateNext();
    static void <clinit>();
}










org/bouncycastle/crypto/generators/KDFFeedbackBytesGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class KDFFeedbackBytesGenerator implements org.bouncycastle.crypto.MacDerivationFunction {
    private static final java.math.BigInteger INTEGER_MAX;
    private static final java.math.BigInteger TWO;
    private final org.bouncycastle.crypto.Mac prf;
    private final int h;
    private byte[] fixedInputData;
    private int maxSizeExcl;
    private byte[] ios;
    private byte[] iv;
    private boolean useCounter;
    private int generatedBytes;
    private byte[] k;
    public void KDFFeedbackBytesGenerator(org.bouncycastle.crypto.Mac);
    public void init(org.bouncycastle.crypto.DerivationParameters);
    public org.bouncycastle.crypto.Mac getMac();
    public int generateBytes(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalArgumentException;
    private void generateNext();
    static void <clinit>();
}










org/bouncycastle/crypto/generators/MGF1BytesGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class MGF1BytesGenerator implements org.bouncycastle.crypto.DerivationFunction {
    private org.bouncycastle.crypto.Digest digest;
    private byte[] seed;
    private int hLen;
    public void MGF1BytesGenerator(org.bouncycastle.crypto.Digest);
    public void init(org.bouncycastle.crypto.DerivationParameters);
    public org.bouncycastle.crypto.Digest getDigest();
    private void ItoOSP(int, byte[]);
    public int generateBytes(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalArgumentException;
}










org/bouncycastle/crypto/generators/NaccacheSternKeyPairGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class NaccacheSternKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private static int[] smallPrimes;
    private org.bouncycastle.crypto.params.NaccacheSternKeyGenerationParameters param;
    private static final java.math.BigInteger ONE;
    public void NaccacheSternKeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
    private static java.math.BigInteger generatePrime(int, int, java.security.SecureRandom);
    private static java.util.Vector permuteList(java.util.Vector, java.security.SecureRandom);
    private static int getInt(java.security.SecureRandom, int);
    private static java.util.Vector findFirstPrimes(int);
    static void <clinit>();
}










org/bouncycastle/crypto/generators/OpenBSDBCrypt.class


package org.bouncycastle.crypto.generators;
public synchronized class OpenBSDBCrypt {
    private static final byte[] encodingTable;
    private static final byte[] decodingTable;
    private static final String defaultVersion = 2y;
    private static final java.util.Set allowedVersions;
    public void OpenBSDBCrypt();
    private static String createBcryptString(String, byte[], byte[], int);
    public static String generate(char[], byte[], int);
    public static String generate(String, char[], byte[], int);
    public static boolean checkPassword(String, char[]);
    private static String encodeData(byte[]);
    private static byte[] decodeSaltString(String);
    static void <clinit>();
}










org/bouncycastle/crypto/generators/OpenSSLPBEParametersGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class OpenSSLPBEParametersGenerator extends org.bouncycastle.crypto.PBEParametersGenerator {
    private org.bouncycastle.crypto.Digest digest;
    public void OpenSSLPBEParametersGenerator();
    public void init(byte[], byte[]);
    private byte[] generateDerivedKey(int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedParameters(int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedParameters(int, int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedMacParameters(int);
}










org/bouncycastle/crypto/generators/PKCS12ParametersGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class PKCS12ParametersGenerator extends org.bouncycastle.crypto.PBEParametersGenerator {
    public static final int KEY_MATERIAL = 1;
    public static final int IV_MATERIAL = 2;
    public static final int MAC_MATERIAL = 3;
    private org.bouncycastle.crypto.Digest digest;
    private int u;
    private int v;
    public void PKCS12ParametersGenerator(org.bouncycastle.crypto.Digest);
    private void adjust(byte[], int, byte[]);
    private byte[] generateDerivedKey(int, int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedParameters(int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedParameters(int, int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedMacParameters(int);
}










org/bouncycastle/crypto/generators/PKCS5S1ParametersGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class PKCS5S1ParametersGenerator extends org.bouncycastle.crypto.PBEParametersGenerator {
    private org.bouncycastle.crypto.Digest digest;
    public void PKCS5S1ParametersGenerator(org.bouncycastle.crypto.Digest);
    private byte[] generateDerivedKey();
    public org.bouncycastle.crypto.CipherParameters generateDerivedParameters(int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedParameters(int, int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedMacParameters(int);
}










org/bouncycastle/crypto/generators/PKCS5S2ParametersGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class PKCS5S2ParametersGenerator extends org.bouncycastle.crypto.PBEParametersGenerator {
    private org.bouncycastle.crypto.Mac hMac;
    private byte[] state;
    public void PKCS5S2ParametersGenerator();
    public void PKCS5S2ParametersGenerator(org.bouncycastle.crypto.Digest);
    private void F(byte[], int, byte[], byte[], int);
    private byte[] generateDerivedKey(int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedParameters(int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedParameters(int, int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedMacParameters(int);
}










org/bouncycastle/crypto/generators/Poly1305KeyGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class Poly1305KeyGenerator extends org.bouncycastle.crypto.CipherKeyGenerator {
    private static final byte R_MASK_LOW_2 = -4;
    private static final byte R_MASK_HIGH_4 = 15;
    public void Poly1305KeyGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public byte[] generateKey();
    public static void clamp(byte[]);
    public static void checkKey(byte[]);
    private static void checkMask(byte, byte);
}










org/bouncycastle/crypto/generators/RSABlindingFactorGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class RSABlindingFactorGenerator {
    private static java.math.BigInteger ZERO;
    private static java.math.BigInteger ONE;
    private org.bouncycastle.crypto.params.RSAKeyParameters key;
    private java.security.SecureRandom random;
    public void RSABlindingFactorGenerator();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public java.math.BigInteger generateBlindingFactor();
    static void <clinit>();
}










org/bouncycastle/crypto/generators/RSAKeyPairGenerator.class


package org.bouncycastle.crypto.generators;
public synchronized class RSAKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private static final java.math.BigInteger ONE;
    private org.bouncycastle.crypto.params.RSAKeyGenerationParameters param;
    public void RSAKeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
    protected java.math.BigInteger chooseRandomPrime(int, java.math.BigInteger, java.math.BigInteger);
    protected boolean isProbablePrime(java.math.BigInteger);
    private static int getNumberOfIterations(int, int);
    static void <clinit>();
}










org/bouncycastle/crypto/generators/SCrypt.class


package org.bouncycastle.crypto.generators;
public synchronized class SCrypt {
    private void SCrypt();
    public static byte[] generate(byte[], byte[], int, int, int, int);
    private static byte[] MFcrypt(byte[], byte[], int, int, int, int);
    private static byte[] SingleIterationPBKDF2(byte[], byte[], int);
    private static void SMix(int[], int, int, int);
    private static void BlockMix(int[], int[], int[], int[], int);
    private static void Xor(int[], int[], int, int[]);
    private static void Clear(byte[]);
    private static void Clear(int[]);
    private static void ClearAll(int[][]);
    private static boolean isPowerOf2(int);
}










org/bouncycastle/crypto/io/CipherIOException.class


package org.bouncycastle.crypto.io;
public synchronized class CipherIOException extends java.io.IOException {
    private static final long serialVersionUID = 1;
    private final Throwable cause;
    public void CipherIOException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/crypto/io/CipherInputStream.class


package org.bouncycastle.crypto.io;
public synchronized class CipherInputStream extends java.io.FilterInputStream {
    private static final int INPUT_BUF_SIZE = 2048;
    private org.bouncycastle.crypto.SkippingCipher skippingCipher;
    private byte[] inBuf;
    private org.bouncycastle.crypto.BufferedBlockCipher bufferedBlockCipher;
    private org.bouncycastle.crypto.StreamCipher streamCipher;
    private org.bouncycastle.crypto.modes.AEADBlockCipher aeadBlockCipher;
    private byte[] buf;
    private byte[] markBuf;
    private int bufOff;
    private int maxBuf;
    private boolean finalized;
    private long markPosition;
    private int markBufOff;
    public void CipherInputStream(java.io.InputStream, org.bouncycastle.crypto.BufferedBlockCipher);
    public void CipherInputStream(java.io.InputStream, org.bouncycastle.crypto.StreamCipher);
    public void CipherInputStream(java.io.InputStream, org.bouncycastle.crypto.modes.AEADBlockCipher);
    public void CipherInputStream(java.io.InputStream, org.bouncycastle.crypto.BufferedBlockCipher, int);
    public void CipherInputStream(java.io.InputStream, org.bouncycastle.crypto.StreamCipher, int);
    public void CipherInputStream(java.io.InputStream, org.bouncycastle.crypto.modes.AEADBlockCipher, int);
    private int nextChunk() throws java.io.IOException;
    private void finaliseCipher() throws java.io.IOException;
    public int read() throws java.io.IOException;
    public int read(byte[]) throws java.io.IOException;
    public int read(byte[], int, int) throws java.io.IOException;
    public long skip(long) throws java.io.IOException;
    public int available() throws java.io.IOException;
    private void ensureCapacity(int, boolean);
    public void close() throws java.io.IOException;
    public void mark(int);
    public void reset() throws java.io.IOException;
    public boolean markSupported();
}










org/bouncycastle/crypto/io/CipherOutputStream.class


package org.bouncycastle.crypto.io;
public synchronized class CipherOutputStream extends java.io.FilterOutputStream {
    private org.bouncycastle.crypto.BufferedBlockCipher bufferedBlockCipher;
    private org.bouncycastle.crypto.StreamCipher streamCipher;
    private org.bouncycastle.crypto.modes.AEADBlockCipher aeadBlockCipher;
    private final byte[] oneByte;
    private byte[] buf;
    public void CipherOutputStream(java.io.OutputStream, org.bouncycastle.crypto.BufferedBlockCipher);
    public void CipherOutputStream(java.io.OutputStream, org.bouncycastle.crypto.StreamCipher);
    public void CipherOutputStream(java.io.OutputStream, org.bouncycastle.crypto.modes.AEADBlockCipher);
    public void write(int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    private void ensureCapacity(int, boolean);
    public void flush() throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/crypto/io/DigestInputStream.class


package org.bouncycastle.crypto.io;
public synchronized class DigestInputStream extends java.io.FilterInputStream {
    protected org.bouncycastle.crypto.Digest digest;
    public void DigestInputStream(java.io.InputStream, org.bouncycastle.crypto.Digest);
    public int read() throws java.io.IOException;
    public int read(byte[], int, int) throws java.io.IOException;
    public org.bouncycastle.crypto.Digest getDigest();
}










org/bouncycastle/crypto/io/DigestOutputStream.class


package org.bouncycastle.crypto.io;
public synchronized class DigestOutputStream extends java.io.OutputStream {
    protected org.bouncycastle.crypto.Digest digest;
    public void DigestOutputStream(org.bouncycastle.crypto.Digest);
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public byte[] getDigest();
}










org/bouncycastle/crypto/io/InvalidCipherTextIOException.class


package org.bouncycastle.crypto.io;
public synchronized class InvalidCipherTextIOException extends CipherIOException {
    private static final long serialVersionUID = 1;
    public void InvalidCipherTextIOException(String, Throwable);
}










org/bouncycastle/crypto/io/MacInputStream.class


package org.bouncycastle.crypto.io;
public synchronized class MacInputStream extends java.io.FilterInputStream {
    protected org.bouncycastle.crypto.Mac mac;
    public void MacInputStream(java.io.InputStream, org.bouncycastle.crypto.Mac);
    public int read() throws java.io.IOException;
    public int read(byte[], int, int) throws java.io.IOException;
    public org.bouncycastle.crypto.Mac getMac();
}










org/bouncycastle/crypto/io/MacOutputStream.class


package org.bouncycastle.crypto.io;
public synchronized class MacOutputStream extends java.io.OutputStream {
    protected org.bouncycastle.crypto.Mac mac;
    public void MacOutputStream(org.bouncycastle.crypto.Mac);
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public byte[] getMac();
}










org/bouncycastle/crypto/io/SignerInputStream.class


package org.bouncycastle.crypto.io;
public synchronized class SignerInputStream extends java.io.FilterInputStream {
    protected org.bouncycastle.crypto.Signer signer;
    public void SignerInputStream(java.io.InputStream, org.bouncycastle.crypto.Signer);
    public int read() throws java.io.IOException;
    public int read(byte[], int, int) throws java.io.IOException;
    public org.bouncycastle.crypto.Signer getSigner();
}










org/bouncycastle/crypto/io/SignerOutputStream.class


package org.bouncycastle.crypto.io;
public synchronized class SignerOutputStream extends java.io.OutputStream {
    protected org.bouncycastle.crypto.Signer signer;
    public void SignerOutputStream(org.bouncycastle.crypto.Signer);
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public org.bouncycastle.crypto.Signer getSigner();
}










org/bouncycastle/crypto/kems/ECIESKeyEncapsulation.class


package org.bouncycastle.crypto.kems;
public synchronized class ECIESKeyEncapsulation implements org.bouncycastle.crypto.KeyEncapsulation {
    private static final java.math.BigInteger ONE;
    private org.bouncycastle.crypto.DerivationFunction kdf;
    private java.security.SecureRandom rnd;
    private org.bouncycastle.crypto.params.ECKeyParameters key;
    private boolean CofactorMode;
    private boolean OldCofactorMode;
    private boolean SingleHashMode;
    public void ECIESKeyEncapsulation(org.bouncycastle.crypto.DerivationFunction, java.security.SecureRandom);
    public void ECIESKeyEncapsulation(org.bouncycastle.crypto.DerivationFunction, java.security.SecureRandom, boolean, boolean, boolean);
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public org.bouncycastle.crypto.CipherParameters encrypt(byte[], int, int) throws IllegalArgumentException;
    public org.bouncycastle.crypto.CipherParameters encrypt(byte[], int);
    public org.bouncycastle.crypto.CipherParameters decrypt(byte[], int, int, int) throws IllegalArgumentException;
    public org.bouncycastle.crypto.CipherParameters decrypt(byte[], int);
    protected org.bouncycastle.math.ec.ECMultiplier createBasePointMultiplier();
    protected org.bouncycastle.crypto.params.KeyParameter deriveKey(int, byte[], byte[]);
    static void <clinit>();
}










org/bouncycastle/crypto/kems/RSAKeyEncapsulation.class


package org.bouncycastle.crypto.kems;
public synchronized class RSAKeyEncapsulation implements org.bouncycastle.crypto.KeyEncapsulation {
    private static final java.math.BigInteger ZERO;
    private static final java.math.BigInteger ONE;
    private org.bouncycastle.crypto.DerivationFunction kdf;
    private java.security.SecureRandom rnd;
    private org.bouncycastle.crypto.params.RSAKeyParameters key;
    public void RSAKeyEncapsulation(org.bouncycastle.crypto.DerivationFunction, java.security.SecureRandom);
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public org.bouncycastle.crypto.CipherParameters encrypt(byte[], int, int) throws IllegalArgumentException;
    public org.bouncycastle.crypto.CipherParameters encrypt(byte[], int);
    public org.bouncycastle.crypto.CipherParameters decrypt(byte[], int, int, int) throws IllegalArgumentException;
    public org.bouncycastle.crypto.CipherParameters decrypt(byte[], int);
    protected org.bouncycastle.crypto.params.KeyParameter generateKey(java.math.BigInteger, java.math.BigInteger, int);
    static void <clinit>();
}










org/bouncycastle/crypto/macs/BlockCipherMac.class


package org.bouncycastle.crypto.macs;
public synchronized class BlockCipherMac implements org.bouncycastle.crypto.Mac {
    private byte[] mac;
    private byte[] buf;
    private int bufOff;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private int macSize;
    public void BlockCipherMac(org.bouncycastle.crypto.BlockCipher);
    public void BlockCipherMac(org.bouncycastle.crypto.BlockCipher, int);
    public String getAlgorithmName();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getMacSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
}










org/bouncycastle/crypto/macs/CBCBlockCipherMac.class


package org.bouncycastle.crypto.macs;
public synchronized class CBCBlockCipherMac implements org.bouncycastle.crypto.Mac {
    private byte[] mac;
    private byte[] buf;
    private int bufOff;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private org.bouncycastle.crypto.paddings.BlockCipherPadding padding;
    private int macSize;
    public void CBCBlockCipherMac(org.bouncycastle.crypto.BlockCipher);
    public void CBCBlockCipherMac(org.bouncycastle.crypto.BlockCipher, org.bouncycastle.crypto.paddings.BlockCipherPadding);
    public void CBCBlockCipherMac(org.bouncycastle.crypto.BlockCipher, int);
    public void CBCBlockCipherMac(org.bouncycastle.crypto.BlockCipher, int, org.bouncycastle.crypto.paddings.BlockCipherPadding);
    public String getAlgorithmName();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getMacSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
}










org/bouncycastle/crypto/macs/CFBBlockCipherMac.class


package org.bouncycastle.crypto.macs;
public synchronized class CFBBlockCipherMac implements org.bouncycastle.crypto.Mac {
    private byte[] mac;
    private byte[] buf;
    private int bufOff;
    private MacCFBBlockCipher cipher;
    private org.bouncycastle.crypto.paddings.BlockCipherPadding padding;
    private int macSize;
    public void CFBBlockCipherMac(org.bouncycastle.crypto.BlockCipher);
    public void CFBBlockCipherMac(org.bouncycastle.crypto.BlockCipher, org.bouncycastle.crypto.paddings.BlockCipherPadding);
    public void CFBBlockCipherMac(org.bouncycastle.crypto.BlockCipher, int, int);
    public void CFBBlockCipherMac(org.bouncycastle.crypto.BlockCipher, int, int, org.bouncycastle.crypto.paddings.BlockCipherPadding);
    public String getAlgorithmName();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getMacSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
}










org/bouncycastle/crypto/macs/CMac.class


package org.bouncycastle.crypto.macs;
public synchronized class CMac implements org.bouncycastle.crypto.Mac {
    private byte[] poly;
    private byte[] ZEROES;
    private byte[] mac;
    private byte[] buf;
    private int bufOff;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private int macSize;
    private byte[] Lu;
    private byte[] Lu2;
    public void CMac(org.bouncycastle.crypto.BlockCipher);
    public void CMac(org.bouncycastle.crypto.BlockCipher, int);
    public String getAlgorithmName();
    private static int shiftLeft(byte[], byte[]);
    private byte[] doubleLu(byte[]);
    private static byte[] lookupPoly(int);
    public void init(org.bouncycastle.crypto.CipherParameters);
    void validate(org.bouncycastle.crypto.CipherParameters);
    public int getMacSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
}










org/bouncycastle/crypto/macs/CMacWithIV.class


package org.bouncycastle.crypto.macs;
public synchronized class CMacWithIV extends CMac {
    public void CMacWithIV(org.bouncycastle.crypto.BlockCipher);
    public void CMacWithIV(org.bouncycastle.crypto.BlockCipher, int);
    void validate(org.bouncycastle.crypto.CipherParameters);
}










org/bouncycastle/crypto/macs/DSTU7564Mac.class


package org.bouncycastle.crypto.macs;
public synchronized class DSTU7564Mac implements org.bouncycastle.crypto.Mac {
    private static final int BITS_IN_BYTE = 8;
    private org.bouncycastle.crypto.digests.DSTU7564Digest engine;
    private int macSize;
    private byte[] paddedKey;
    private byte[] invertedKey;
    private long inputLength;
    public void DSTU7564Mac(int);
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getMacSize();
    public void update(byte) throws IllegalStateException;
    public void update(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    private void pad();
    private byte[] padKey(byte[]);
}










org/bouncycastle/crypto/macs/DSTU7624Mac.class


package org.bouncycastle.crypto.macs;
public synchronized class DSTU7624Mac implements org.bouncycastle.crypto.Mac {
    private static final int BITS_IN_BYTE = 8;
    private byte[] buf;
    private int bufOff;
    private int macSize;
    private int blockSize;
    private org.bouncycastle.crypto.engines.DSTU7624Engine engine;
    private byte[] c;
    private byte[] cTemp;
    private byte[] kDelta;
    public void DSTU7624Mac(int, int);
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getMacSize();
    public void update(byte);
    public void update(byte[], int, int);
    private void processBlock(byte[], int);
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    private void xor(byte[], int, byte[], int, byte[]);
}










org/bouncycastle/crypto/macs/GMac.class


package org.bouncycastle.crypto.macs;
public synchronized class GMac implements org.bouncycastle.crypto.Mac {
    private final org.bouncycastle.crypto.modes.GCMBlockCipher cipher;
    private final int macSizeBits;
    public void GMac(org.bouncycastle.crypto.modes.GCMBlockCipher);
    public void GMac(org.bouncycastle.crypto.modes.GCMBlockCipher, int);
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getMacSize();
    public void update(byte) throws IllegalStateException;
    public void update(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
}










org/bouncycastle/crypto/macs/GOST28147Mac.class


package org.bouncycastle.crypto.macs;
public synchronized class GOST28147Mac implements org.bouncycastle.crypto.Mac {
    private int blockSize;
    private int macSize;
    private int bufOff;
    private byte[] buf;
    private byte[] mac;
    private boolean firstStep;
    private int[] workingKey;
    private byte[] macIV;
    private byte[] S;
    public void GOST28147Mac();
    private int[] generateWorkingKey(byte[]);
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getMacSize();
    private int gost28147_mainStep(int, int);
    private void gost28147MacFunc(int[], byte[], int, byte[], int);
    private int bytesToint(byte[], int);
    private void intTobytes(int, byte[], int);
    private byte[] CM5func(byte[], int, byte[]);
    public void update(byte) throws IllegalStateException;
    public void update(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
}










org/bouncycastle/crypto/macs/HMac.class


package org.bouncycastle.crypto.macs;
public synchronized class HMac implements org.bouncycastle.crypto.Mac {
    private static final byte IPAD = 54;
    private static final byte OPAD = 92;
    private org.bouncycastle.crypto.Digest digest;
    private int digestSize;
    private int blockLength;
    private org.bouncycastle.util.Memoable ipadState;
    private org.bouncycastle.util.Memoable opadState;
    private byte[] inputPad;
    private byte[] outputBuf;
    private static java.util.Hashtable blockLengths;
    private static int getByteLength(org.bouncycastle.crypto.Digest);
    public void HMac(org.bouncycastle.crypto.Digest);
    private void HMac(org.bouncycastle.crypto.Digest, int);
    public String getAlgorithmName();
    public org.bouncycastle.crypto.Digest getUnderlyingDigest();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getMacSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
    private static void xorPad(byte[], int, byte);
    static void <clinit>();
}










org/bouncycastle/crypto/macs/ISO9797Alg3Mac.class


package org.bouncycastle.crypto.macs;
public synchronized class ISO9797Alg3Mac implements org.bouncycastle.crypto.Mac {
    private byte[] mac;
    private byte[] buf;
    private int bufOff;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private org.bouncycastle.crypto.paddings.BlockCipherPadding padding;
    private int macSize;
    private org.bouncycastle.crypto.params.KeyParameter lastKey2;
    private org.bouncycastle.crypto.params.KeyParameter lastKey3;
    public void ISO9797Alg3Mac(org.bouncycastle.crypto.BlockCipher);
    public void ISO9797Alg3Mac(org.bouncycastle.crypto.BlockCipher, org.bouncycastle.crypto.paddings.BlockCipherPadding);
    public void ISO9797Alg3Mac(org.bouncycastle.crypto.BlockCipher, int);
    public void ISO9797Alg3Mac(org.bouncycastle.crypto.BlockCipher, int, org.bouncycastle.crypto.paddings.BlockCipherPadding);
    public String getAlgorithmName();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getMacSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
}










org/bouncycastle/crypto/macs/KGMac.class


package org.bouncycastle.crypto.macs;
public synchronized class KGMac implements org.bouncycastle.crypto.Mac {
    private final org.bouncycastle.crypto.modes.KGCMBlockCipher cipher;
    private final int macSizeBits;
    public void KGMac(org.bouncycastle.crypto.modes.KGCMBlockCipher);
    public void KGMac(org.bouncycastle.crypto.modes.KGCMBlockCipher, int);
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getMacSize();
    public void update(byte) throws IllegalStateException;
    public void update(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
}










org/bouncycastle/crypto/macs/MacCFBBlockCipher.class


package org.bouncycastle.crypto.macs;
synchronized class MacCFBBlockCipher {
    private byte[] IV;
    private byte[] cfbV;
    private byte[] cfbOutV;
    private int blockSize;
    private org.bouncycastle.crypto.BlockCipher cipher;
    public void MacCFBBlockCipher(org.bouncycastle.crypto.BlockCipher, int);
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    void getMacBlock(byte[]);
}










org/bouncycastle/crypto/macs/OldHMac.class


package org.bouncycastle.crypto.macs;
public synchronized class OldHMac implements org.bouncycastle.crypto.Mac {
    private static final int BLOCK_LENGTH = 64;
    private static final byte IPAD = 54;
    private static final byte OPAD = 92;
    private org.bouncycastle.crypto.Digest digest;
    private int digestSize;
    private byte[] inputPad;
    private byte[] outputPad;
    public void OldHMac(org.bouncycastle.crypto.Digest);
    public String getAlgorithmName();
    public org.bouncycastle.crypto.Digest getUnderlyingDigest();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getMacSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
}










org/bouncycastle/crypto/macs/Poly1305.class


package org.bouncycastle.crypto.macs;
public synchronized class Poly1305 implements org.bouncycastle.crypto.Mac {
    private static final int BLOCK_SIZE = 16;
    private final org.bouncycastle.crypto.BlockCipher cipher;
    private final byte[] singleByte;
    private int r0;
    private int r1;
    private int r2;
    private int r3;
    private int r4;
    private int s1;
    private int s2;
    private int s3;
    private int s4;
    private int k0;
    private int k1;
    private int k2;
    private int k3;
    private final byte[] currentBlock;
    private int currentBlockOffset;
    private int h0;
    private int h1;
    private int h2;
    private int h3;
    private int h4;
    public void Poly1305();
    public void Poly1305(org.bouncycastle.crypto.BlockCipher);
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private void setKey(byte[], byte[]);
    public String getAlgorithmName();
    public int getMacSize();
    public void update(byte) throws IllegalStateException;
    public void update(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    private void processBlock();
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    private static final long mul32x32_64(int, int);
}










org/bouncycastle/crypto/macs/SipHash.class


package org.bouncycastle.crypto.macs;
public synchronized class SipHash implements org.bouncycastle.crypto.Mac {
    protected final int c;
    protected final int d;
    protected long k0;
    protected long k1;
    protected long v0;
    protected long v1;
    protected long v2;
    protected long v3;
    protected long m;
    protected int wordPos;
    protected int wordCount;
    public void SipHash();
    public void SipHash(int, int);
    public String getAlgorithmName();
    public int getMacSize();
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public void update(byte) throws IllegalStateException;
    public void update(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public long doFinal() throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    protected void processMessageWord();
    protected void applySipRounds(int);
    protected static long rotateLeft(long, int);
}










org/bouncycastle/crypto/macs/SkeinMac.class


package org.bouncycastle.crypto.macs;
public synchronized class SkeinMac implements org.bouncycastle.crypto.Mac {
    public static final int SKEIN_256 = 256;
    public static final int SKEIN_512 = 512;
    public static final int SKEIN_1024 = 1024;
    private org.bouncycastle.crypto.digests.SkeinEngine engine;
    public void SkeinMac(int, int);
    public void SkeinMac(SkeinMac);
    public String getAlgorithmName();
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public int getMacSize();
    public void reset();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
}










org/bouncycastle/crypto/macs/VMPCMac.class


package org.bouncycastle.crypto.macs;
public synchronized class VMPCMac implements org.bouncycastle.crypto.Mac {
    private byte g;
    private byte n;
    private byte[] P;
    private byte s;
    private byte[] T;
    private byte[] workingIV;
    private byte[] workingKey;
    private byte x1;
    private byte x2;
    private byte x3;
    private byte x4;
    public void VMPCMac();
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public String getAlgorithmName();
    public int getMacSize();
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private void initKey(byte[], byte[]);
    public void reset();
    public void update(byte) throws IllegalStateException;
    public void update(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
}










org/bouncycastle/crypto/modes/AEADBlockCipher.class


package org.bouncycastle.crypto.modes;
public abstract interface AEADBlockCipher {
    public abstract void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public abstract String getAlgorithmName();
    public abstract org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public abstract void processAADByte(byte);
    public abstract void processAADBytes(byte[], int, int);
    public abstract int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public abstract int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public abstract int doFinal(byte[], int) throws IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
    public abstract byte[] getMac();
    public abstract int getUpdateOutputSize(int);
    public abstract int getOutputSize(int);
    public abstract void reset();
}










org/bouncycastle/crypto/modes/CBCBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class CBCBlockCipher implements org.bouncycastle.crypto.BlockCipher {
    private byte[] IV;
    private byte[] cbcV;
    private byte[] cbcNextV;
    private int blockSize;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private boolean encrypting;
    public void CBCBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    private int encryptBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    private int decryptBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
}










org/bouncycastle/crypto/modes/CCMBlockCipher$ExposedByteArrayOutputStream.class


package org.bouncycastle.crypto.modes;
synchronized class CCMBlockCipher$ExposedByteArrayOutputStream extends java.io.ByteArrayOutputStream {
    public void CCMBlockCipher$ExposedByteArrayOutputStream(CCMBlockCipher);
    public byte[] getBuffer();
}










org/bouncycastle/crypto/modes/CCMBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class CCMBlockCipher implements AEADBlockCipher {
    private org.bouncycastle.crypto.BlockCipher cipher;
    private int blockSize;
    private boolean forEncryption;
    private byte[] nonce;
    private byte[] initialAssociatedText;
    private int macSize;
    private org.bouncycastle.crypto.CipherParameters keyParam;
    private byte[] macBlock;
    private CCMBlockCipher$ExposedByteArrayOutputStream associatedText;
    private CCMBlockCipher$ExposedByteArrayOutputStream data;
    public void CCMBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public void processAADByte(byte);
    public void processAADBytes(byte[], int, int);
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
    public void reset();
    public byte[] getMac();
    public int getUpdateOutputSize(int);
    public int getOutputSize(int);
    public byte[] processPacket(byte[], int, int) throws IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
    public int processPacket(byte[], int, int, byte[], int) throws IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException, org.bouncycastle.crypto.DataLengthException;
    private int calculateMac(byte[], int, int, byte[]);
    private int getAssociatedTextLength();
    private boolean hasAssociatedText();
}










org/bouncycastle/crypto/modes/CFBBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class CFBBlockCipher extends org.bouncycastle.crypto.StreamBlockCipher {
    private byte[] IV;
    private byte[] cfbV;
    private byte[] cfbOutV;
    private byte[] inBuf;
    private int blockSize;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private boolean encrypting;
    private int byteCount;
    public void CFBBlockCipher(org.bouncycastle.crypto.BlockCipher, int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    protected byte calculateByte(byte) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    private byte encryptByte(byte);
    private byte decryptByte(byte);
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int encryptBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int decryptBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public byte[] getCurrentIV();
    public void reset();
}










org/bouncycastle/crypto/modes/CTSBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class CTSBlockCipher extends org.bouncycastle.crypto.BufferedBlockCipher {
    private int blockSize;
    public void CTSBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public int getUpdateOutputSize(int);
    public int getOutputSize(int);
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/modes/EAXBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class EAXBlockCipher implements AEADBlockCipher {
    private static final byte nTAG = 0;
    private static final byte hTAG = 1;
    private static final byte cTAG = 2;
    private SICBlockCipher cipher;
    private boolean forEncryption;
    private int blockSize;
    private org.bouncycastle.crypto.Mac mac;
    private byte[] nonceMac;
    private byte[] associatedTextMac;
    private byte[] macBlock;
    private int macSize;
    private byte[] bufBlock;
    private int bufOff;
    private boolean cipherInitialized;
    private byte[] initialAssociatedText;
    public void EAXBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public String getAlgorithmName();
    public org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public int getBlockSize();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private void initCipher();
    private void calculateMac();
    public void reset();
    private void reset(boolean);
    public void processAADByte(byte);
    public void processAADBytes(byte[], int, int);
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public int doFinal(byte[], int) throws IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
    public byte[] getMac();
    public int getUpdateOutputSize(int);
    public int getOutputSize(int);
    private int process(byte, byte[], int);
    private boolean verifyMac(byte[], int);
}










org/bouncycastle/crypto/modes/G3413CBCBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class G3413CBCBlockCipher implements org.bouncycastle.crypto.BlockCipher {
    private int m;
    private int blockSize;
    private byte[] R;
    private byte[] R_init;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private boolean initialized;
    private boolean forEncryption;
    public void G3413CBCBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private void initArrays();
    private void setupDefaultParams();
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    private int encrypt(byte[], int, byte[], int);
    private int decrypt(byte[], int, byte[], int);
    private void generateR(byte[]);
    public void reset();
}










org/bouncycastle/crypto/modes/G3413CFBBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class G3413CFBBlockCipher extends org.bouncycastle.crypto.StreamBlockCipher {
    private final int s;
    private int m;
    private int blockSize;
    private byte[] R;
    private byte[] R_init;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private boolean forEncryption;
    private boolean initialized;
    private byte[] gamma;
    private byte[] inBuf;
    private int byteCount;
    public void G3413CFBBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public void G3413CFBBlockCipher(org.bouncycastle.crypto.BlockCipher, int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private void initArrays();
    private void setupDefaultParams();
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    protected byte calculateByte(byte);
    byte[] createGamma();
    void generateR(byte[]);
    public void reset();
}










org/bouncycastle/crypto/modes/G3413CTRBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class G3413CTRBlockCipher extends org.bouncycastle.crypto.StreamBlockCipher {
    private final int s;
    private byte[] CTR;
    private byte[] IV;
    private byte[] buf;
    private final int blockSize;
    private final org.bouncycastle.crypto.BlockCipher cipher;
    private int byteCount;
    private boolean initialized;
    public void G3413CTRBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public void G3413CTRBlockCipher(org.bouncycastle.crypto.BlockCipher, int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private void initArrays();
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    protected byte calculateByte(byte);
    private void generateCRT();
    private byte[] generateBuf();
    public void reset();
}










org/bouncycastle/crypto/modes/G3413OFBBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class G3413OFBBlockCipher extends org.bouncycastle.crypto.StreamBlockCipher {
    private int m;
    private int blockSize;
    private byte[] R;
    private byte[] R_init;
    private byte[] Y;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private int byteCount;
    private boolean initialized;
    public void G3413OFBBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private void initArrays();
    private void setupDefaultParams();
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    protected byte calculateByte(byte);
    private void generateY();
    private void generateR();
    public void reset();
}










org/bouncycastle/crypto/modes/GCFBBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class GCFBBlockCipher extends org.bouncycastle.crypto.StreamBlockCipher {
    private static final byte[] C;
    private final CFBBlockCipher cfbEngine;
    private org.bouncycastle.crypto.params.KeyParameter key;
    private long counter;
    private boolean forEncryption;
    public void GCFBBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    protected byte calculateByte(byte);
    public void reset();
    static void <clinit>();
}










org/bouncycastle/crypto/modes/GCMBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class GCMBlockCipher implements AEADBlockCipher {
    private static final int BLOCK_SIZE = 16;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private gcm.GCMMultiplier multiplier;
    private gcm.GCMExponentiator exp;
    private boolean forEncryption;
    private boolean initialised;
    private int macSize;
    private byte[] lastKey;
    private byte[] nonce;
    private byte[] initialAssociatedText;
    private byte[] H;
    private byte[] J0;
    private byte[] bufBlock;
    private byte[] macBlock;
    private byte[] S;
    private byte[] S_at;
    private byte[] S_atPre;
    private byte[] counter;
    private int blocksRemaining;
    private int bufOff;
    private long totalLength;
    private byte[] atBlock;
    private int atBlockPos;
    private long atLength;
    private long atLengthPre;
    public void GCMBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public void GCMBlockCipher(org.bouncycastle.crypto.BlockCipher, gcm.GCMMultiplier);
    public org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public String getAlgorithmName();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public byte[] getMac();
    public int getOutputSize(int);
    public int getUpdateOutputSize(int);
    public void processAADByte(byte);
    public void processAADBytes(byte[], int, int);
    private void initCipher();
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public int doFinal(byte[], int) throws IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
    public void reset();
    private void reset(boolean);
    private void processBlock(byte[], int, byte[], int);
    private void processPartial(byte[], int, int, byte[], int);
    private void gHASH(byte[], byte[], int);
    private void gHASHBlock(byte[], byte[]);
    private void gHASHBlock(byte[], byte[], int);
    private void gHASHPartial(byte[], byte[], int, int);
    private void getNextCTRBlock(byte[]);
    private void checkStatus();
}










org/bouncycastle/crypto/modes/GOFBBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class GOFBBlockCipher extends org.bouncycastle.crypto.StreamBlockCipher {
    private byte[] IV;
    private byte[] ofbV;
    private byte[] ofbOutV;
    private int byteCount;
    private final int blockSize;
    private final org.bouncycastle.crypto.BlockCipher cipher;
    boolean firstStep;
    int N3;
    int N4;
    static final int C1 = 16843012;
    static final int C2 = 16843009;
    public void GOFBBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    private int bytesToint(byte[], int);
    private void intTobytes(int, byte[], int);
    protected byte calculateByte(byte);
}










org/bouncycastle/crypto/modes/GOST3413CipherUtil.class


package org.bouncycastle.crypto.modes;
synchronized class GOST3413CipherUtil {
    void GOST3413CipherUtil();
    public static byte[] MSB(byte[], int);
    public static byte[] LSB(byte[], int);
    public static byte[] sum(byte[], byte[]);
    public static byte[] copyFromInput(byte[], int, int);
}










org/bouncycastle/crypto/modes/KCCMBlockCipher$ExposedByteArrayOutputStream.class


package org.bouncycastle.crypto.modes;
synchronized class KCCMBlockCipher$ExposedByteArrayOutputStream extends java.io.ByteArrayOutputStream {
    public void KCCMBlockCipher$ExposedByteArrayOutputStream(KCCMBlockCipher);
    public byte[] getBuffer();
}










org/bouncycastle/crypto/modes/KCCMBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class KCCMBlockCipher implements AEADBlockCipher {
    private static final int BYTES_IN_INT = 4;
    private static final int BITS_IN_BYTE = 8;
    private static final int MAX_MAC_BIT_LENGTH = 512;
    private static final int MIN_MAC_BIT_LENGTH = 64;
    private org.bouncycastle.crypto.BlockCipher engine;
    private int macSize;
    private boolean forEncryption;
    private byte[] initialAssociatedText;
    private byte[] mac;
    private byte[] macBlock;
    private byte[] nonce;
    private byte[] G1;
    private byte[] buffer;
    private byte[] s;
    private byte[] counter;
    private KCCMBlockCipher$ExposedByteArrayOutputStream associatedText;
    private KCCMBlockCipher$ExposedByteArrayOutputStream data;
    private int Nb_;
    private void setNb(int);
    public void KCCMBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public void KCCMBlockCipher(org.bouncycastle.crypto.BlockCipher, int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public void processAADByte(byte);
    public void processAADBytes(byte[], int, int);
    private void processAAD(byte[], int, int, int);
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int processPacket(byte[], int, int, byte[], int) throws IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
    private void ProcessBlock(byte[], int, int, byte[], int);
    private void CalculateMac(byte[], int, int);
    public int doFinal(byte[], int) throws IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
    public byte[] getMac();
    public int getUpdateOutputSize(int);
    public int getOutputSize(int);
    public void reset();
    private void intToBytes(int, byte[], int);
    private byte getFlag(boolean, int);
}










org/bouncycastle/crypto/modes/KCTRBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class KCTRBlockCipher extends org.bouncycastle.crypto.StreamBlockCipher {
    private byte[] iv;
    private byte[] ofbV;
    private byte[] ofbOutV;
    private int byteCount;
    private boolean initialised;
    private org.bouncycastle.crypto.BlockCipher engine;
    public void KCTRBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    protected byte calculateByte(byte);
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    private void incrementCounterAt(int);
    private void checkCounter();
}










org/bouncycastle/crypto/modes/KGCMBlockCipher$ExposedByteArrayOutputStream.class


package org.bouncycastle.crypto.modes;
synchronized class KGCMBlockCipher$ExposedByteArrayOutputStream extends java.io.ByteArrayOutputStream {
    public void KGCMBlockCipher$ExposedByteArrayOutputStream(KGCMBlockCipher);
    public byte[] getBuffer();
}










org/bouncycastle/crypto/modes/KGCMBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class KGCMBlockCipher implements AEADBlockCipher {
    private static final int MIN_MAC_BITS = 64;
    private org.bouncycastle.crypto.BlockCipher engine;
    private org.bouncycastle.crypto.BufferedBlockCipher ctrEngine;
    private int macSize;
    private boolean forEncryption;
    private byte[] initialAssociatedText;
    private byte[] macBlock;
    private byte[] iv;
    private kgcm.KGCMMultiplier multiplier;
    private long[] b;
    private final int blockSize;
    private KGCMBlockCipher$ExposedByteArrayOutputStream associatedText;
    private KGCMBlockCipher$ExposedByteArrayOutputStream data;
    private static kgcm.KGCMMultiplier createDefaultMultiplier(int);
    public void KGCMBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public void processAADByte(byte);
    public void processAADBytes(byte[], int, int);
    private void processAAD(byte[], int, int);
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
    public byte[] getMac();
    public int getUpdateOutputSize(int);
    public int getOutputSize(int);
    public void reset();
    private void calculateMac(byte[], int, int, int);
    private static void xorWithInput(long[], byte[], int);
}










org/bouncycastle/crypto/modes/KXTSBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class KXTSBlockCipher extends org.bouncycastle.crypto.BufferedBlockCipher {
    private static final long RED_POLY_128 = 135;
    private static final long RED_POLY_256 = 1061;
    private static final long RED_POLY_512 = 293;
    private final int blockSize;
    private final long reductionPolynomial;
    private final long[] tw_init;
    private final long[] tw_current;
    private int counter;
    protected static long getReductionPolynomial(int);
    public void KXTSBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public int getOutputSize(int);
    public int getUpdateOutputSize(int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int processByte(byte, byte[], int);
    public int processBytes(byte[], int, int, byte[], int);
    private void processBlock(byte[], int, byte[], int);
    public int doFinal(byte[], int);
    public void reset();
    private static void GF_double(long, long[]);
}










org/bouncycastle/crypto/modes/NISTCTSBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class NISTCTSBlockCipher extends org.bouncycastle.crypto.BufferedBlockCipher {
    public static final int CS1 = 1;
    public static final int CS2 = 2;
    public static final int CS3 = 3;
    private final int type;
    private final int blockSize;
    public void NISTCTSBlockCipher(int, org.bouncycastle.crypto.BlockCipher);
    public int getUpdateOutputSize(int);
    public int getOutputSize(int);
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/modes/OCBBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class OCBBlockCipher implements AEADBlockCipher {
    private static final int BLOCK_SIZE = 16;
    private org.bouncycastle.crypto.BlockCipher hashCipher;
    private org.bouncycastle.crypto.BlockCipher mainCipher;
    private boolean forEncryption;
    private int macSize;
    private byte[] initialAssociatedText;
    private java.util.Vector L;
    private byte[] L_Asterisk;
    private byte[] L_Dollar;
    private byte[] KtopInput;
    private byte[] Stretch;
    private byte[] OffsetMAIN_0;
    private byte[] hashBlock;
    private byte[] mainBlock;
    private int hashBlockPos;
    private int mainBlockPos;
    private long hashBlockCount;
    private long mainBlockCount;
    private byte[] OffsetHASH;
    private byte[] Sum;
    private byte[] OffsetMAIN;
    private byte[] Checksum;
    private byte[] macBlock;
    public void OCBBlockCipher(org.bouncycastle.crypto.BlockCipher, org.bouncycastle.crypto.BlockCipher);
    public org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public String getAlgorithmName();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    protected int processNonce(byte[]);
    public byte[] getMac();
    public int getOutputSize(int);
    public int getUpdateOutputSize(int);
    public void processAADByte(byte);
    public void processAADBytes(byte[], int, int);
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public int doFinal(byte[], int) throws IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
    public void reset();
    protected void clear(byte[]);
    protected byte[] getLSub(int);
    protected void processHashBlock();
    protected void processMainBlock(byte[], int);
    protected void reset(boolean);
    protected void updateHASH(byte[]);
    protected static byte[] OCB_double(byte[]);
    protected static void OCB_extend(byte[], int);
    protected static int OCB_ntz(long);
    protected static int shiftLeft(byte[], byte[]);
    protected static void xor(byte[], byte[]);
}










org/bouncycastle/crypto/modes/OFBBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class OFBBlockCipher extends org.bouncycastle.crypto.StreamBlockCipher {
    private int byteCount;
    private byte[] IV;
    private byte[] ofbV;
    private byte[] ofbOutV;
    private final int blockSize;
    private final org.bouncycastle.crypto.BlockCipher cipher;
    public void OFBBlockCipher(org.bouncycastle.crypto.BlockCipher, int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    protected byte calculateByte(byte) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
}










org/bouncycastle/crypto/modes/OldCTSBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class OldCTSBlockCipher extends org.bouncycastle.crypto.BufferedBlockCipher {
    private int blockSize;
    public void OldCTSBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public int getUpdateOutputSize(int);
    public int getOutputSize(int);
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/modes/OpenPGPCFBBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class OpenPGPCFBBlockCipher implements org.bouncycastle.crypto.BlockCipher {
    private byte[] IV;
    private byte[] FR;
    private byte[] FRE;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private int count;
    private int blockSize;
    private boolean forEncryption;
    public void OpenPGPCFBBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private byte encryptByte(byte, int);
    private int encryptBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    private int decryptBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
}










org/bouncycastle/crypto/modes/PGPCFBBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class PGPCFBBlockCipher implements org.bouncycastle.crypto.BlockCipher {
    private byte[] IV;
    private byte[] FR;
    private byte[] FRE;
    private byte[] tmp;
    private org.bouncycastle.crypto.BlockCipher cipher;
    private int count;
    private int blockSize;
    private boolean forEncryption;
    private boolean inlineIv;
    public void PGPCFBBlockCipher(org.bouncycastle.crypto.BlockCipher, boolean);
    public org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    private byte encryptByte(byte, int);
    private int encryptBlockWithIV(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    private int decryptBlockWithIV(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    private int encryptBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    private int decryptBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
}










org/bouncycastle/crypto/modes/PaddedBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class PaddedBlockCipher extends org.bouncycastle.crypto.BufferedBlockCipher {
    public void PaddedBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public int getOutputSize(int);
    public int getUpdateOutputSize(int);
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/modes/SICBlockCipher.class


package org.bouncycastle.crypto.modes;
public synchronized class SICBlockCipher extends org.bouncycastle.crypto.StreamBlockCipher implements org.bouncycastle.crypto.SkippingStreamCipher {
    private final org.bouncycastle.crypto.BlockCipher cipher;
    private final int blockSize;
    private byte[] IV;
    private byte[] counter;
    private byte[] counterOut;
    private int byteCount;
    public void SICBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getBlockSize();
    public int processBlock(byte[], int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    protected byte calculateByte(byte) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    private void checkCounter();
    private void incrementCounterAt(int);
    private void incrementCounter(int);
    private void decrementCounterAt(int);
    private void adjustCounter(long);
    public void reset();
    public long skip(long);
    public long seekTo(long);
    public long getPosition();
}










org/bouncycastle/crypto/modes/gcm/BasicGCMExponentiator.class


package org.bouncycastle.crypto.modes.gcm;
public synchronized class BasicGCMExponentiator implements GCMExponentiator {
    private long[] x;
    public void BasicGCMExponentiator();
    public void init(byte[]);
    public void exponentiateX(long, byte[]);
}










org/bouncycastle/crypto/modes/gcm/BasicGCMMultiplier.class


package org.bouncycastle.crypto.modes.gcm;
public synchronized class BasicGCMMultiplier implements GCMMultiplier {
    private long[] H;
    public void BasicGCMMultiplier();
    public void init(byte[]);
    public void multiplyH(byte[]);
}










org/bouncycastle/crypto/modes/gcm/GCMExponentiator.class


package org.bouncycastle.crypto.modes.gcm;
public abstract interface GCMExponentiator {
    public abstract void init(byte[]);
    public abstract void exponentiateX(long, byte[]);
}










org/bouncycastle/crypto/modes/gcm/GCMMultiplier.class


package org.bouncycastle.crypto.modes.gcm;
public abstract interface GCMMultiplier {
    public abstract void init(byte[]);
    public abstract void multiplyH(byte[]);
}










org/bouncycastle/crypto/modes/gcm/GCMUtil.class


package org.bouncycastle.crypto.modes.gcm;
public abstract synchronized class GCMUtil {
    private static final int E1 = -520093696;
    private static final long E1L = -2233785415175766016;
    public void GCMUtil();
    public static byte[] oneAsBytes();
    public static int[] oneAsInts();
    public static long[] oneAsLongs();
    public static byte[] asBytes(int[]);
    public static void asBytes(int[], byte[]);
    public static byte[] asBytes(long[]);
    public static void asBytes(long[], byte[]);
    public static int[] asInts(byte[]);
    public static void asInts(byte[], int[]);
    public static long[] asLongs(byte[]);
    public static void asLongs(byte[], long[]);
    public static void copy(int[], int[]);
    public static void copy(long[], long[]);
    public static void divideP(long[], long[]);
    public static void multiply(byte[], byte[]);
    public static void multiply(int[], int[]);
    public static void multiply(long[], long[]);
    public static void multiplyP(int[]);
    public static void multiplyP(int[], int[]);
    public static void multiplyP(long[]);
    public static void multiplyP(long[], long[]);
    public static void multiplyP3(long[], long[]);
    public static void multiplyP4(long[], long[]);
    public static void multiplyP7(long[], long[]);
    public static void multiplyP8(int[]);
    public static void multiplyP8(int[], int[]);
    public static void multiplyP8(long[]);
    public static void multiplyP8(long[], long[]);
    public static long[] pAsLongs();
    public static void square(long[], long[]);
    public static void xor(byte[], byte[]);
    public static void xor(byte[], byte[], int);
    public static void xor(byte[], int, byte[], int, byte[], int);
    public static void xor(byte[], byte[], int, int);
    public static void xor(byte[], int, byte[], int, int);
    public static void xor(byte[], byte[], byte[]);
    public static void xor(int[], int[]);
    public static void xor(int[], int[], int[]);
    public static void xor(long[], long[]);
    public static void xor(long[], long[], long[]);
}










org/bouncycastle/crypto/modes/gcm/Tables1kGCMExponentiator.class


package org.bouncycastle.crypto.modes.gcm;
public synchronized class Tables1kGCMExponentiator implements GCMExponentiator {
    private java.util.Vector lookupPowX2;
    public void Tables1kGCMExponentiator();
    public void init(byte[]);
    public void exponentiateX(long, byte[]);
    private void ensureAvailable(int);
}










org/bouncycastle/crypto/modes/gcm/Tables4kGCMMultiplier.class


package org.bouncycastle.crypto.modes.gcm;
public synchronized class Tables4kGCMMultiplier implements GCMMultiplier {
    private byte[] H;
    private long[][] T;
    public void Tables4kGCMMultiplier();
    public void init(byte[]);
    public void multiplyH(byte[]);
}










org/bouncycastle/crypto/modes/gcm/Tables64kGCMMultiplier.class


package org.bouncycastle.crypto.modes.gcm;
public synchronized class Tables64kGCMMultiplier implements GCMMultiplier {
    private byte[] H;
    private long[][][] T;
    public void Tables64kGCMMultiplier();
    public void init(byte[]);
    public void multiplyH(byte[]);
}










org/bouncycastle/crypto/modes/gcm/Tables8kGCMMultiplier.class


package org.bouncycastle.crypto.modes.gcm;
public synchronized class Tables8kGCMMultiplier implements GCMMultiplier {
    private byte[] H;
    private long[][][] T;
    public void Tables8kGCMMultiplier();
    public void init(byte[]);
    public void multiplyH(byte[]);
}










org/bouncycastle/crypto/modes/kgcm/BasicKGCMMultiplier_128.class


package org.bouncycastle.crypto.modes.kgcm;
public synchronized class BasicKGCMMultiplier_128 implements KGCMMultiplier {
    private final long[] H;
    public void BasicKGCMMultiplier_128();
    public void init(long[]);
    public void multiplyH(long[]);
}










org/bouncycastle/crypto/modes/kgcm/BasicKGCMMultiplier_256.class


package org.bouncycastle.crypto.modes.kgcm;
public synchronized class BasicKGCMMultiplier_256 implements KGCMMultiplier {
    private final long[] H;
    public void BasicKGCMMultiplier_256();
    public void init(long[]);
    public void multiplyH(long[]);
}










org/bouncycastle/crypto/modes/kgcm/BasicKGCMMultiplier_512.class


package org.bouncycastle.crypto.modes.kgcm;
public synchronized class BasicKGCMMultiplier_512 implements KGCMMultiplier {
    private final long[] H;
    public void BasicKGCMMultiplier_512();
    public void init(long[]);
    public void multiplyH(long[]);
}










org/bouncycastle/crypto/modes/kgcm/KGCMMultiplier.class


package org.bouncycastle.crypto.modes.kgcm;
public abstract interface KGCMMultiplier {
    public abstract void init(long[]);
    public abstract void multiplyH(long[]);
}










org/bouncycastle/crypto/modes/kgcm/KGCMUtil_128.class


package org.bouncycastle.crypto.modes.kgcm;
public synchronized class KGCMUtil_128 {
    public static final int SIZE = 2;
    public void KGCMUtil_128();
    public static void add(long[], long[], long[]);
    public static void copy(long[], long[]);
    public static boolean equal(long[], long[]);
    public static void multiply(long[], long[], long[]);
    public static void multiplyX(long[], long[]);
    public static void multiplyX8(long[], long[]);
    public static void one(long[]);
    public static void square(long[], long[]);
    public static void x(long[]);
    public static void zero(long[]);
}










org/bouncycastle/crypto/modes/kgcm/KGCMUtil_256.class


package org.bouncycastle.crypto.modes.kgcm;
public synchronized class KGCMUtil_256 {
    public static final int SIZE = 4;
    public void KGCMUtil_256();
    public static void add(long[], long[], long[]);
    public static void copy(long[], long[]);
    public static boolean equal(long[], long[]);
    public static void multiply(long[], long[], long[]);
    public static void multiplyX(long[], long[]);
    public static void multiplyX8(long[], long[]);
    public static void one(long[]);
    public static void square(long[], long[]);
    public static void x(long[]);
    public static void zero(long[]);
}










org/bouncycastle/crypto/modes/kgcm/KGCMUtil_512.class


package org.bouncycastle.crypto.modes.kgcm;
public synchronized class KGCMUtil_512 {
    public static final int SIZE = 8;
    public void KGCMUtil_512();
    public static void add(long[], long[], long[]);
    public static void copy(long[], long[]);
    public static boolean equal(long[], long[]);
    public static void multiply(long[], long[], long[]);
    public static void multiplyX(long[], long[]);
    public static void multiplyX8(long[], long[]);
    public static void one(long[]);
    public static void square(long[], long[]);
    public static void x(long[]);
    public static void zero(long[]);
}










org/bouncycastle/crypto/modes/kgcm/Tables16kKGCMMultiplier_512.class


package org.bouncycastle.crypto.modes.kgcm;
public synchronized class Tables16kKGCMMultiplier_512 implements KGCMMultiplier {
    private long[][] T;
    public void Tables16kKGCMMultiplier_512();
    public void init(long[]);
    public void multiplyH(long[]);
}










org/bouncycastle/crypto/modes/kgcm/Tables4kKGCMMultiplier_128.class


package org.bouncycastle.crypto.modes.kgcm;
public synchronized class Tables4kKGCMMultiplier_128 implements KGCMMultiplier {
    private long[][] T;
    public void Tables4kKGCMMultiplier_128();
    public void init(long[]);
    public void multiplyH(long[]);
}










org/bouncycastle/crypto/modes/kgcm/Tables8kKGCMMultiplier_256.class


package org.bouncycastle.crypto.modes.kgcm;
public synchronized class Tables8kKGCMMultiplier_256 implements KGCMMultiplier {
    private long[][] T;
    public void Tables8kKGCMMultiplier_256();
    public void init(long[]);
    public void multiplyH(long[]);
}










org/bouncycastle/crypto/paddings/BlockCipherPadding.class


package org.bouncycastle.crypto.paddings;
public abstract interface BlockCipherPadding {
    public abstract void init(java.security.SecureRandom) throws IllegalArgumentException;
    public abstract String getPaddingName();
    public abstract int addPadding(byte[], int);
    public abstract int padCount(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/paddings/ISO10126d2Padding.class


package org.bouncycastle.crypto.paddings;
public synchronized class ISO10126d2Padding implements BlockCipherPadding {
    java.security.SecureRandom random;
    public void ISO10126d2Padding();
    public void init(java.security.SecureRandom) throws IllegalArgumentException;
    public String getPaddingName();
    public int addPadding(byte[], int);
    public int padCount(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/paddings/ISO7816d4Padding.class


package org.bouncycastle.crypto.paddings;
public synchronized class ISO7816d4Padding implements BlockCipherPadding {
    public void ISO7816d4Padding();
    public void init(java.security.SecureRandom) throws IllegalArgumentException;
    public String getPaddingName();
    public int addPadding(byte[], int);
    public int padCount(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/paddings/PKCS7Padding.class


package org.bouncycastle.crypto.paddings;
public synchronized class PKCS7Padding implements BlockCipherPadding {
    public void PKCS7Padding();
    public void init(java.security.SecureRandom) throws IllegalArgumentException;
    public String getPaddingName();
    public int addPadding(byte[], int);
    public int padCount(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/paddings/PaddedBufferedBlockCipher.class


package org.bouncycastle.crypto.paddings;
public synchronized class PaddedBufferedBlockCipher extends org.bouncycastle.crypto.BufferedBlockCipher {
    BlockCipherPadding padding;
    public void PaddedBufferedBlockCipher(org.bouncycastle.crypto.BlockCipher, BlockCipherPadding);
    public void PaddedBufferedBlockCipher(org.bouncycastle.crypto.BlockCipher);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public int getOutputSize(int);
    public int getUpdateOutputSize(int);
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException, org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/paddings/TBCPadding.class


package org.bouncycastle.crypto.paddings;
public synchronized class TBCPadding implements BlockCipherPadding {
    public void TBCPadding();
    public void init(java.security.SecureRandom) throws IllegalArgumentException;
    public String getPaddingName();
    public int addPadding(byte[], int);
    public int padCount(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/paddings/X923Padding.class


package org.bouncycastle.crypto.paddings;
public synchronized class X923Padding implements BlockCipherPadding {
    java.security.SecureRandom random;
    public void X923Padding();
    public void init(java.security.SecureRandom) throws IllegalArgumentException;
    public String getPaddingName();
    public int addPadding(byte[], int);
    public int padCount(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/paddings/ZeroBytePadding.class


package org.bouncycastle.crypto.paddings;
public synchronized class ZeroBytePadding implements BlockCipherPadding {
    public void ZeroBytePadding();
    public void init(java.security.SecureRandom) throws IllegalArgumentException;
    public String getPaddingName();
    public int addPadding(byte[], int);
    public int padCount(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/crypto/params/AEADParameters.class


package org.bouncycastle.crypto.params;
public synchronized class AEADParameters implements org.bouncycastle.crypto.CipherParameters {
    private byte[] associatedText;
    private byte[] nonce;
    private KeyParameter key;
    private int macSize;
    public void AEADParameters(KeyParameter, int, byte[]);
    public void AEADParameters(KeyParameter, int, byte[], byte[]);
    public KeyParameter getKey();
    public int getMacSize();
    public byte[] getAssociatedText();
    public byte[] getNonce();
}










org/bouncycastle/crypto/params/AsymmetricKeyParameter.class


package org.bouncycastle.crypto.params;
public synchronized class AsymmetricKeyParameter implements org.bouncycastle.crypto.CipherParameters {
    boolean privateKey;
    public void AsymmetricKeyParameter(boolean);
    public boolean isPrivate();
}










org/bouncycastle/crypto/params/CCMParameters.class


package org.bouncycastle.crypto.params;
public synchronized class CCMParameters extends AEADParameters {
    public void CCMParameters(KeyParameter, int, byte[], byte[]);
}










org/bouncycastle/crypto/params/CramerShoupKeyGenerationParameters.class


package org.bouncycastle.crypto.params;
public synchronized class CramerShoupKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private CramerShoupParameters params;
    public void CramerShoupKeyGenerationParameters(java.security.SecureRandom, CramerShoupParameters);
    public CramerShoupParameters getParameters();
    static int getStrength(CramerShoupParameters);
}










org/bouncycastle/crypto/params/CramerShoupKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class CramerShoupKeyParameters extends AsymmetricKeyParameter {
    private CramerShoupParameters params;
    protected void CramerShoupKeyParameters(boolean, CramerShoupParameters);
    public CramerShoupParameters getParameters();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/crypto/params/CramerShoupParameters.class


package org.bouncycastle.crypto.params;
public synchronized class CramerShoupParameters implements org.bouncycastle.crypto.CipherParameters {
    private java.math.BigInteger p;
    private java.math.BigInteger g1;
    private java.math.BigInteger g2;
    private org.bouncycastle.crypto.Digest H;
    public void CramerShoupParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, org.bouncycastle.crypto.Digest);
    public boolean equals(Object);
    public int hashCode();
    public java.math.BigInteger getG1();
    public java.math.BigInteger getG2();
    public java.math.BigInteger getP();
    public org.bouncycastle.crypto.Digest getH();
}










org/bouncycastle/crypto/params/CramerShoupPrivateKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class CramerShoupPrivateKeyParameters extends CramerShoupKeyParameters {
    private java.math.BigInteger x1;
    private java.math.BigInteger x2;
    private java.math.BigInteger y1;
    private java.math.BigInteger y2;
    private java.math.BigInteger z;
    private CramerShoupPublicKeyParameters pk;
    public void CramerShoupPrivateKeyParameters(CramerShoupParameters, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public java.math.BigInteger getX1();
    public java.math.BigInteger getX2();
    public java.math.BigInteger getY1();
    public java.math.BigInteger getY2();
    public java.math.BigInteger getZ();
    public void setPk(CramerShoupPublicKeyParameters);
    public CramerShoupPublicKeyParameters getPk();
    public int hashCode();
    public boolean equals(Object);
}










org/bouncycastle/crypto/params/CramerShoupPublicKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class CramerShoupPublicKeyParameters extends CramerShoupKeyParameters {
    private java.math.BigInteger c;
    private java.math.BigInteger d;
    private java.math.BigInteger h;
    public void CramerShoupPublicKeyParameters(CramerShoupParameters, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public java.math.BigInteger getC();
    public java.math.BigInteger getD();
    public java.math.BigInteger getH();
    public int hashCode();
    public boolean equals(Object);
}










org/bouncycastle/crypto/params/DESParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DESParameters extends KeyParameter {
    public static final int DES_KEY_LENGTH = 8;
    private static final int N_DES_WEAK_KEYS = 16;
    private static byte[] DES_weak_keys;
    public void DESParameters(byte[]);
    public static boolean isWeakKey(byte[], int);
    public static void setOddParity(byte[]);
    static void <clinit>();
}










org/bouncycastle/crypto/params/DESedeParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DESedeParameters extends DESParameters {
    public static final int DES_EDE_KEY_LENGTH = 24;
    public void DESedeParameters(byte[]);
    public static boolean isWeakKey(byte[], int, int);
    public static boolean isWeakKey(byte[], int);
    public static boolean isRealEDEKey(byte[], int);
    public static boolean isReal2Key(byte[], int);
    public static boolean isReal3Key(byte[], int);
}










org/bouncycastle/crypto/params/DHKeyGenerationParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DHKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private DHParameters params;
    public void DHKeyGenerationParameters(java.security.SecureRandom, DHParameters);
    public DHParameters getParameters();
    static int getStrength(DHParameters);
}










org/bouncycastle/crypto/params/DHKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DHKeyParameters extends AsymmetricKeyParameter {
    private DHParameters params;
    protected void DHKeyParameters(boolean, DHParameters);
    public DHParameters getParameters();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/crypto/params/DHMQVPrivateParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DHMQVPrivateParameters implements org.bouncycastle.crypto.CipherParameters {
    private DHPrivateKeyParameters staticPrivateKey;
    private DHPrivateKeyParameters ephemeralPrivateKey;
    private DHPublicKeyParameters ephemeralPublicKey;
    public void DHMQVPrivateParameters(DHPrivateKeyParameters, DHPrivateKeyParameters);
    public void DHMQVPrivateParameters(DHPrivateKeyParameters, DHPrivateKeyParameters, DHPublicKeyParameters);
    public DHPrivateKeyParameters getStaticPrivateKey();
    public DHPrivateKeyParameters getEphemeralPrivateKey();
    public DHPublicKeyParameters getEphemeralPublicKey();
}










org/bouncycastle/crypto/params/DHMQVPublicParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DHMQVPublicParameters implements org.bouncycastle.crypto.CipherParameters {
    private DHPublicKeyParameters staticPublicKey;
    private DHPublicKeyParameters ephemeralPublicKey;
    public void DHMQVPublicParameters(DHPublicKeyParameters, DHPublicKeyParameters);
    public DHPublicKeyParameters getStaticPublicKey();
    public DHPublicKeyParameters getEphemeralPublicKey();
}










org/bouncycastle/crypto/params/DHParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DHParameters implements org.bouncycastle.crypto.CipherParameters {
    private static final int DEFAULT_MINIMUM_LENGTH = 160;
    private java.math.BigInteger g;
    private java.math.BigInteger p;
    private java.math.BigInteger q;
    private java.math.BigInteger j;
    private int m;
    private int l;
    private DHValidationParameters validation;
    private static int getDefaultMParam(int);
    public void DHParameters(java.math.BigInteger, java.math.BigInteger);
    public void DHParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public void DHParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, int);
    public void DHParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, int, int);
    public void DHParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, DHValidationParameters);
    public void DHParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, int, int, java.math.BigInteger, DHValidationParameters);
    public java.math.BigInteger getP();
    public java.math.BigInteger getG();
    public java.math.BigInteger getQ();
    public java.math.BigInteger getJ();
    public int getM();
    public int getL();
    public DHValidationParameters getValidationParameters();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/crypto/params/DHPrivateKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DHPrivateKeyParameters extends DHKeyParameters {
    private java.math.BigInteger x;
    public void DHPrivateKeyParameters(java.math.BigInteger, DHParameters);
    public java.math.BigInteger getX();
    public int hashCode();
    public boolean equals(Object);
}










org/bouncycastle/crypto/params/DHPublicKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DHPublicKeyParameters extends DHKeyParameters {
    private static final java.math.BigInteger ONE;
    private static final java.math.BigInteger TWO;
    private java.math.BigInteger y;
    public void DHPublicKeyParameters(java.math.BigInteger, DHParameters);
    private java.math.BigInteger validate(java.math.BigInteger, DHParameters);
    public java.math.BigInteger getY();
    public int hashCode();
    public boolean equals(Object);
    static void <clinit>();
}










org/bouncycastle/crypto/params/DHUPrivateParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DHUPrivateParameters implements org.bouncycastle.crypto.CipherParameters {
    private DHPrivateKeyParameters staticPrivateKey;
    private DHPrivateKeyParameters ephemeralPrivateKey;
    private DHPublicKeyParameters ephemeralPublicKey;
    public void DHUPrivateParameters(DHPrivateKeyParameters, DHPrivateKeyParameters);
    public void DHUPrivateParameters(DHPrivateKeyParameters, DHPrivateKeyParameters, DHPublicKeyParameters);
    public DHPrivateKeyParameters getStaticPrivateKey();
    public DHPrivateKeyParameters getEphemeralPrivateKey();
    public DHPublicKeyParameters getEphemeralPublicKey();
}










org/bouncycastle/crypto/params/DHUPublicParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DHUPublicParameters implements org.bouncycastle.crypto.CipherParameters {
    private DHPublicKeyParameters staticPublicKey;
    private DHPublicKeyParameters ephemeralPublicKey;
    public void DHUPublicParameters(DHPublicKeyParameters, DHPublicKeyParameters);
    public DHPublicKeyParameters getStaticPublicKey();
    public DHPublicKeyParameters getEphemeralPublicKey();
}










org/bouncycastle/crypto/params/DHValidationParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DHValidationParameters {
    private byte[] seed;
    private int counter;
    public void DHValidationParameters(byte[], int);
    public int getCounter();
    public byte[] getSeed();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/crypto/params/DSAKeyGenerationParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DSAKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private DSAParameters params;
    public void DSAKeyGenerationParameters(java.security.SecureRandom, DSAParameters);
    public DSAParameters getParameters();
}










org/bouncycastle/crypto/params/DSAKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DSAKeyParameters extends AsymmetricKeyParameter {
    private DSAParameters params;
    public void DSAKeyParameters(boolean, DSAParameters);
    public DSAParameters getParameters();
}










org/bouncycastle/crypto/params/DSAParameterGenerationParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DSAParameterGenerationParameters {
    public static final int DIGITAL_SIGNATURE_USAGE = 1;
    public static final int KEY_ESTABLISHMENT_USAGE = 2;
    private final int l;
    private final int n;
    private final int usageIndex;
    private final int certainty;
    private final java.security.SecureRandom random;
    public void DSAParameterGenerationParameters(int, int, int, java.security.SecureRandom);
    public void DSAParameterGenerationParameters(int, int, int, java.security.SecureRandom, int);
    public int getL();
    public int getN();
    public int getCertainty();
    public java.security.SecureRandom getRandom();
    public int getUsageIndex();
}










org/bouncycastle/crypto/params/DSAParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DSAParameters implements org.bouncycastle.crypto.CipherParameters {
    private java.math.BigInteger g;
    private java.math.BigInteger q;
    private java.math.BigInteger p;
    private DSAValidationParameters validation;
    public void DSAParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public void DSAParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, DSAValidationParameters);
    public java.math.BigInteger getP();
    public java.math.BigInteger getQ();
    public java.math.BigInteger getG();
    public DSAValidationParameters getValidationParameters();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/crypto/params/DSAPrivateKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DSAPrivateKeyParameters extends DSAKeyParameters {
    private java.math.BigInteger x;
    public void DSAPrivateKeyParameters(java.math.BigInteger, DSAParameters);
    public java.math.BigInteger getX();
}










org/bouncycastle/crypto/params/DSAPublicKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DSAPublicKeyParameters extends DSAKeyParameters {
    private static final java.math.BigInteger ONE;
    private static final java.math.BigInteger TWO;
    private java.math.BigInteger y;
    public void DSAPublicKeyParameters(java.math.BigInteger, DSAParameters);
    private java.math.BigInteger validate(java.math.BigInteger, DSAParameters);
    public java.math.BigInteger getY();
    static void <clinit>();
}










org/bouncycastle/crypto/params/DSAValidationParameters.class


package org.bouncycastle.crypto.params;
public synchronized class DSAValidationParameters {
    private int usageIndex;
    private byte[] seed;
    private int counter;
    public void DSAValidationParameters(byte[], int);
    public void DSAValidationParameters(byte[], int, int);
    public int getCounter();
    public byte[] getSeed();
    public int getUsageIndex();
    public int hashCode();
    public boolean equals(Object);
}










org/bouncycastle/crypto/params/ECDHUPrivateParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ECDHUPrivateParameters implements org.bouncycastle.crypto.CipherParameters {
    private ECPrivateKeyParameters staticPrivateKey;
    private ECPrivateKeyParameters ephemeralPrivateKey;
    private ECPublicKeyParameters ephemeralPublicKey;
    public void ECDHUPrivateParameters(ECPrivateKeyParameters, ECPrivateKeyParameters);
    public void ECDHUPrivateParameters(ECPrivateKeyParameters, ECPrivateKeyParameters, ECPublicKeyParameters);
    public ECPrivateKeyParameters getStaticPrivateKey();
    public ECPrivateKeyParameters getEphemeralPrivateKey();
    public ECPublicKeyParameters getEphemeralPublicKey();
}










org/bouncycastle/crypto/params/ECDHUPublicParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ECDHUPublicParameters implements org.bouncycastle.crypto.CipherParameters {
    private ECPublicKeyParameters staticPublicKey;
    private ECPublicKeyParameters ephemeralPublicKey;
    public void ECDHUPublicParameters(ECPublicKeyParameters, ECPublicKeyParameters);
    public ECPublicKeyParameters getStaticPublicKey();
    public ECPublicKeyParameters getEphemeralPublicKey();
}










org/bouncycastle/crypto/params/ECDomainParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ECDomainParameters implements org.bouncycastle.math.ec.ECConstants {
    private org.bouncycastle.math.ec.ECCurve curve;
    private byte[] seed;
    private org.bouncycastle.math.ec.ECPoint G;
    private java.math.BigInteger n;
    private java.math.BigInteger h;
    private java.math.BigInteger hInv;
    public void ECDomainParameters(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger);
    public void ECDomainParameters(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger);
    public void ECDomainParameters(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger, byte[]);
    public org.bouncycastle.math.ec.ECCurve getCurve();
    public org.bouncycastle.math.ec.ECPoint getG();
    public java.math.BigInteger getN();
    public java.math.BigInteger getH();
    public synchronized java.math.BigInteger getHInv();
    public byte[] getSeed();
    public boolean equals(Object);
    public int hashCode();
    static org.bouncycastle.math.ec.ECPoint validate(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint);
}










org/bouncycastle/crypto/params/ECKeyGenerationParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ECKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private ECDomainParameters domainParams;
    public void ECKeyGenerationParameters(ECDomainParameters, java.security.SecureRandom);
    public ECDomainParameters getDomainParameters();
}










org/bouncycastle/crypto/params/ECKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ECKeyParameters extends AsymmetricKeyParameter {
    ECDomainParameters params;
    protected void ECKeyParameters(boolean, ECDomainParameters);
    public ECDomainParameters getParameters();
}










org/bouncycastle/crypto/params/ECNamedDomainParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ECNamedDomainParameters extends ECDomainParameters {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier name;
    public void ECNamedDomainParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger);
    public void ECNamedDomainParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger);
    public void ECNamedDomainParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger, byte[]);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getName();
}










org/bouncycastle/crypto/params/ECPrivateKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ECPrivateKeyParameters extends ECKeyParameters {
    java.math.BigInteger d;
    public void ECPrivateKeyParameters(java.math.BigInteger, ECDomainParameters);
    public java.math.BigInteger getD();
}










org/bouncycastle/crypto/params/ECPublicKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ECPublicKeyParameters extends ECKeyParameters {
    private final org.bouncycastle.math.ec.ECPoint Q;
    public void ECPublicKeyParameters(org.bouncycastle.math.ec.ECPoint, ECDomainParameters);
    public org.bouncycastle.math.ec.ECPoint getQ();
}










org/bouncycastle/crypto/params/ElGamalKeyGenerationParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ElGamalKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private ElGamalParameters params;
    public void ElGamalKeyGenerationParameters(java.security.SecureRandom, ElGamalParameters);
    public ElGamalParameters getParameters();
    static int getStrength(ElGamalParameters);
}










org/bouncycastle/crypto/params/ElGamalKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ElGamalKeyParameters extends AsymmetricKeyParameter {
    private ElGamalParameters params;
    protected void ElGamalKeyParameters(boolean, ElGamalParameters);
    public ElGamalParameters getParameters();
    public int hashCode();
    public boolean equals(Object);
}










org/bouncycastle/crypto/params/ElGamalParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ElGamalParameters implements org.bouncycastle.crypto.CipherParameters {
    private java.math.BigInteger g;
    private java.math.BigInteger p;
    private int l;
    public void ElGamalParameters(java.math.BigInteger, java.math.BigInteger);
    public void ElGamalParameters(java.math.BigInteger, java.math.BigInteger, int);
    public java.math.BigInteger getP();
    public java.math.BigInteger getG();
    public int getL();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/crypto/params/ElGamalPrivateKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ElGamalPrivateKeyParameters extends ElGamalKeyParameters {
    private java.math.BigInteger x;
    public void ElGamalPrivateKeyParameters(java.math.BigInteger, ElGamalParameters);
    public java.math.BigInteger getX();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/crypto/params/ElGamalPublicKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ElGamalPublicKeyParameters extends ElGamalKeyParameters {
    private java.math.BigInteger y;
    public void ElGamalPublicKeyParameters(java.math.BigInteger, ElGamalParameters);
    public java.math.BigInteger getY();
    public int hashCode();
    public boolean equals(Object);
}










org/bouncycastle/crypto/params/GOST3410KeyGenerationParameters.class


package org.bouncycastle.crypto.params;
public synchronized class GOST3410KeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private GOST3410Parameters params;
    public void GOST3410KeyGenerationParameters(java.security.SecureRandom, GOST3410Parameters);
    public GOST3410Parameters getParameters();
}










org/bouncycastle/crypto/params/GOST3410KeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class GOST3410KeyParameters extends AsymmetricKeyParameter {
    private GOST3410Parameters params;
    public void GOST3410KeyParameters(boolean, GOST3410Parameters);
    public GOST3410Parameters getParameters();
}










org/bouncycastle/crypto/params/GOST3410Parameters.class


package org.bouncycastle.crypto.params;
public synchronized class GOST3410Parameters implements org.bouncycastle.crypto.CipherParameters {
    private java.math.BigInteger p;
    private java.math.BigInteger q;
    private java.math.BigInteger a;
    private GOST3410ValidationParameters validation;
    public void GOST3410Parameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public void GOST3410Parameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, GOST3410ValidationParameters);
    public java.math.BigInteger getP();
    public java.math.BigInteger getQ();
    public java.math.BigInteger getA();
    public GOST3410ValidationParameters getValidationParameters();
    public int hashCode();
    public boolean equals(Object);
}










org/bouncycastle/crypto/params/GOST3410PrivateKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class GOST3410PrivateKeyParameters extends GOST3410KeyParameters {
    private java.math.BigInteger x;
    public void GOST3410PrivateKeyParameters(java.math.BigInteger, GOST3410Parameters);
    public java.math.BigInteger getX();
}










org/bouncycastle/crypto/params/GOST3410PublicKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class GOST3410PublicKeyParameters extends GOST3410KeyParameters {
    private java.math.BigInteger y;
    public void GOST3410PublicKeyParameters(java.math.BigInteger, GOST3410Parameters);
    public java.math.BigInteger getY();
}










org/bouncycastle/crypto/params/GOST3410ValidationParameters.class


package org.bouncycastle.crypto.params;
public synchronized class GOST3410ValidationParameters {
    private int x0;
    private int c;
    private long x0L;
    private long cL;
    public void GOST3410ValidationParameters(int, int);
    public void GOST3410ValidationParameters(long, long);
    public int getC();
    public int getX0();
    public long getCL();
    public long getX0L();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/crypto/params/HKDFParameters.class


package org.bouncycastle.crypto.params;
public synchronized class HKDFParameters implements org.bouncycastle.crypto.DerivationParameters {
    private final byte[] ikm;
    private final boolean skipExpand;
    private final byte[] salt;
    private final byte[] info;
    private void HKDFParameters(byte[], boolean, byte[], byte[]);
    public void HKDFParameters(byte[], byte[], byte[]);
    public static HKDFParameters skipExtractParameters(byte[], byte[]);
    public static HKDFParameters defaultParameters(byte[]);
    public byte[] getIKM();
    public boolean skipExtract();
    public byte[] getSalt();
    public byte[] getInfo();
}










org/bouncycastle/crypto/params/IESParameters.class


package org.bouncycastle.crypto.params;
public synchronized class IESParameters implements org.bouncycastle.crypto.CipherParameters {
    private byte[] derivation;
    private byte[] encoding;
    private int macKeySize;
    public void IESParameters(byte[], byte[], int);
    public byte[] getDerivationV();
    public byte[] getEncodingV();
    public int getMacKeySize();
}










org/bouncycastle/crypto/params/IESWithCipherParameters.class


package org.bouncycastle.crypto.params;
public synchronized class IESWithCipherParameters extends IESParameters {
    private int cipherKeySize;
    public void IESWithCipherParameters(byte[], byte[], int, int);
    public int getCipherKeySize();
}










org/bouncycastle/crypto/params/ISO18033KDFParameters.class


package org.bouncycastle.crypto.params;
public synchronized class ISO18033KDFParameters implements org.bouncycastle.crypto.DerivationParameters {
    byte[] seed;
    public void ISO18033KDFParameters(byte[]);
    public byte[] getSeed();
}










org/bouncycastle/crypto/params/KDFCounterParameters.class


package org.bouncycastle.crypto.params;
public final synchronized class KDFCounterParameters implements org.bouncycastle.crypto.DerivationParameters {
    private byte[] ki;
    private byte[] fixedInputDataCounterPrefix;
    private byte[] fixedInputDataCounterSuffix;
    private int r;
    public void KDFCounterParameters(byte[], byte[], int);
    public void KDFCounterParameters(byte[], byte[], byte[], int);
    public byte[] getKI();
    public byte[] getFixedInputData();
    public byte[] getFixedInputDataCounterPrefix();
    public byte[] getFixedInputDataCounterSuffix();
    public int getR();
}










org/bouncycastle/crypto/params/KDFDoublePipelineIterationParameters.class


package org.bouncycastle.crypto.params;
public final synchronized class KDFDoublePipelineIterationParameters implements org.bouncycastle.crypto.DerivationParameters {
    private static final int UNUSED_R = 32;
    private final byte[] ki;
    private final boolean useCounter;
    private final int r;
    private final byte[] fixedInputData;
    private void KDFDoublePipelineIterationParameters(byte[], byte[], int, boolean);
    public static KDFDoublePipelineIterationParameters createWithCounter(byte[], byte[], int);
    public static KDFDoublePipelineIterationParameters createWithoutCounter(byte[], byte[]);
    public byte[] getKI();
    public boolean useCounter();
    public int getR();
    public byte[] getFixedInputData();
}










org/bouncycastle/crypto/params/KDFFeedbackParameters.class


package org.bouncycastle.crypto.params;
public final synchronized class KDFFeedbackParameters implements org.bouncycastle.crypto.DerivationParameters {
    private static final int UNUSED_R = -1;
    private final byte[] ki;
    private final byte[] iv;
    private final boolean useCounter;
    private final int r;
    private final byte[] fixedInputData;
    private void KDFFeedbackParameters(byte[], byte[], byte[], int, boolean);
    public static KDFFeedbackParameters createWithCounter(byte[], byte[], byte[], int);
    public static KDFFeedbackParameters createWithoutCounter(byte[], byte[], byte[]);
    public byte[] getKI();
    public byte[] getIV();
    public boolean useCounter();
    public int getR();
    public byte[] getFixedInputData();
}










org/bouncycastle/crypto/params/KDFParameters.class


package org.bouncycastle.crypto.params;
public synchronized class KDFParameters implements org.bouncycastle.crypto.DerivationParameters {
    byte[] iv;
    byte[] shared;
    public void KDFParameters(byte[], byte[]);
    public byte[] getSharedSecret();
    public byte[] getIV();
}










org/bouncycastle/crypto/params/KeyParameter.class


package org.bouncycastle.crypto.params;
public synchronized class KeyParameter implements org.bouncycastle.crypto.CipherParameters {
    private byte[] key;
    public void KeyParameter(byte[]);
    public void KeyParameter(byte[], int, int);
    public byte[] getKey();
}










org/bouncycastle/crypto/params/MGFParameters.class


package org.bouncycastle.crypto.params;
public synchronized class MGFParameters implements org.bouncycastle.crypto.DerivationParameters {
    byte[] seed;
    public void MGFParameters(byte[]);
    public void MGFParameters(byte[], int, int);
    public byte[] getSeed();
}










org/bouncycastle/crypto/params/MQVPrivateParameters.class


package org.bouncycastle.crypto.params;
public synchronized class MQVPrivateParameters implements org.bouncycastle.crypto.CipherParameters {
    private ECPrivateKeyParameters staticPrivateKey;
    private ECPrivateKeyParameters ephemeralPrivateKey;
    private ECPublicKeyParameters ephemeralPublicKey;
    public void MQVPrivateParameters(ECPrivateKeyParameters, ECPrivateKeyParameters);
    public void MQVPrivateParameters(ECPrivateKeyParameters, ECPrivateKeyParameters, ECPublicKeyParameters);
    public ECPrivateKeyParameters getStaticPrivateKey();
    public ECPrivateKeyParameters getEphemeralPrivateKey();
    public ECPublicKeyParameters getEphemeralPublicKey();
}










org/bouncycastle/crypto/params/MQVPublicParameters.class


package org.bouncycastle.crypto.params;
public synchronized class MQVPublicParameters implements org.bouncycastle.crypto.CipherParameters {
    private ECPublicKeyParameters staticPublicKey;
    private ECPublicKeyParameters ephemeralPublicKey;
    public void MQVPublicParameters(ECPublicKeyParameters, ECPublicKeyParameters);
    public ECPublicKeyParameters getStaticPublicKey();
    public ECPublicKeyParameters getEphemeralPublicKey();
}










org/bouncycastle/crypto/params/NaccacheSternKeyGenerationParameters.class


package org.bouncycastle.crypto.params;
public synchronized class NaccacheSternKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private int certainty;
    private int cntSmallPrimes;
    private boolean debug;
    public void NaccacheSternKeyGenerationParameters(java.security.SecureRandom, int, int, int);
    public void NaccacheSternKeyGenerationParameters(java.security.SecureRandom, int, int, int, boolean);
    public int getCertainty();
    public int getCntSmallPrimes();
    public boolean isDebug();
}










org/bouncycastle/crypto/params/NaccacheSternKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class NaccacheSternKeyParameters extends AsymmetricKeyParameter {
    private java.math.BigInteger g;
    private java.math.BigInteger n;
    int lowerSigmaBound;
    public void NaccacheSternKeyParameters(boolean, java.math.BigInteger, java.math.BigInteger, int);
    public java.math.BigInteger getG();
    public int getLowerSigmaBound();
    public java.math.BigInteger getModulus();
}










org/bouncycastle/crypto/params/NaccacheSternPrivateKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class NaccacheSternPrivateKeyParameters extends NaccacheSternKeyParameters {
    private java.math.BigInteger phi_n;
    private java.util.Vector smallPrimes;
    public void NaccacheSternPrivateKeyParameters(java.math.BigInteger, java.math.BigInteger, int, java.util.Vector, java.math.BigInteger);
    public java.math.BigInteger getPhi_n();
    public java.util.Vector getSmallPrimes();
}










org/bouncycastle/crypto/params/ParametersWithID.class


package org.bouncycastle.crypto.params;
public synchronized class ParametersWithID implements org.bouncycastle.crypto.CipherParameters {
    private org.bouncycastle.crypto.CipherParameters parameters;
    private byte[] id;
    public void ParametersWithID(org.bouncycastle.crypto.CipherParameters, byte[]);
    public byte[] getID();
    public org.bouncycastle.crypto.CipherParameters getParameters();
}










org/bouncycastle/crypto/params/ParametersWithIV.class


package org.bouncycastle.crypto.params;
public synchronized class ParametersWithIV implements org.bouncycastle.crypto.CipherParameters {
    private byte[] iv;
    private org.bouncycastle.crypto.CipherParameters parameters;
    public void ParametersWithIV(org.bouncycastle.crypto.CipherParameters, byte[]);
    public void ParametersWithIV(org.bouncycastle.crypto.CipherParameters, byte[], int, int);
    public byte[] getIV();
    public org.bouncycastle.crypto.CipherParameters getParameters();
}










org/bouncycastle/crypto/params/ParametersWithRandom.class


package org.bouncycastle.crypto.params;
public synchronized class ParametersWithRandom implements org.bouncycastle.crypto.CipherParameters {
    private java.security.SecureRandom random;
    private org.bouncycastle.crypto.CipherParameters parameters;
    public void ParametersWithRandom(org.bouncycastle.crypto.CipherParameters, java.security.SecureRandom);
    public void ParametersWithRandom(org.bouncycastle.crypto.CipherParameters);
    public java.security.SecureRandom getRandom();
    public org.bouncycastle.crypto.CipherParameters getParameters();
}










org/bouncycastle/crypto/params/ParametersWithSBox.class


package org.bouncycastle.crypto.params;
public synchronized class ParametersWithSBox implements org.bouncycastle.crypto.CipherParameters {
    private org.bouncycastle.crypto.CipherParameters parameters;
    private byte[] sBox;
    public void ParametersWithSBox(org.bouncycastle.crypto.CipherParameters, byte[]);
    public byte[] getSBox();
    public org.bouncycastle.crypto.CipherParameters getParameters();
}










org/bouncycastle/crypto/params/ParametersWithSalt.class


package org.bouncycastle.crypto.params;
public synchronized class ParametersWithSalt implements org.bouncycastle.crypto.CipherParameters {
    private byte[] salt;
    private org.bouncycastle.crypto.CipherParameters parameters;
    public void ParametersWithSalt(org.bouncycastle.crypto.CipherParameters, byte[]);
    public void ParametersWithSalt(org.bouncycastle.crypto.CipherParameters, byte[], int, int);
    public byte[] getSalt();
    public org.bouncycastle.crypto.CipherParameters getParameters();
}










org/bouncycastle/crypto/params/ParametersWithUKM.class


package org.bouncycastle.crypto.params;
public synchronized class ParametersWithUKM implements org.bouncycastle.crypto.CipherParameters {
    private byte[] ukm;
    private org.bouncycastle.crypto.CipherParameters parameters;
    public void ParametersWithUKM(org.bouncycastle.crypto.CipherParameters, byte[]);
    public void ParametersWithUKM(org.bouncycastle.crypto.CipherParameters, byte[], int, int);
    public byte[] getUKM();
    public org.bouncycastle.crypto.CipherParameters getParameters();
}










org/bouncycastle/crypto/params/RC2Parameters.class


package org.bouncycastle.crypto.params;
public synchronized class RC2Parameters extends KeyParameter {
    private int bits;
    public void RC2Parameters(byte[]);
    public void RC2Parameters(byte[], int);
    public int getEffectiveKeyBits();
}










org/bouncycastle/crypto/params/RC5Parameters.class


package org.bouncycastle.crypto.params;
public synchronized class RC5Parameters implements org.bouncycastle.crypto.CipherParameters {
    private byte[] key;
    private int rounds;
    public void RC5Parameters(byte[], int);
    public byte[] getKey();
    public int getRounds();
}










org/bouncycastle/crypto/params/RSABlindingParameters.class


package org.bouncycastle.crypto.params;
public synchronized class RSABlindingParameters implements org.bouncycastle.crypto.CipherParameters {
    private RSAKeyParameters publicKey;
    private java.math.BigInteger blindingFactor;
    public void RSABlindingParameters(RSAKeyParameters, java.math.BigInteger);
    public RSAKeyParameters getPublicKey();
    public java.math.BigInteger getBlindingFactor();
}










org/bouncycastle/crypto/params/RSAKeyGenerationParameters.class


package org.bouncycastle.crypto.params;
public synchronized class RSAKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private java.math.BigInteger publicExponent;
    private int certainty;
    public void RSAKeyGenerationParameters(java.math.BigInteger, java.security.SecureRandom, int, int);
    public java.math.BigInteger getPublicExponent();
    public int getCertainty();
}










org/bouncycastle/crypto/params/RSAKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class RSAKeyParameters extends AsymmetricKeyParameter {
    private static final java.math.BigInteger ONE;
    private java.math.BigInteger modulus;
    private java.math.BigInteger exponent;
    public void RSAKeyParameters(boolean, java.math.BigInteger, java.math.BigInteger);
    private java.math.BigInteger validate(java.math.BigInteger);
    public java.math.BigInteger getModulus();
    public java.math.BigInteger getExponent();
    static void <clinit>();
}










org/bouncycastle/crypto/params/RSAPrivateCrtKeyParameters.class


package org.bouncycastle.crypto.params;
public synchronized class RSAPrivateCrtKeyParameters extends RSAKeyParameters {
    private java.math.BigInteger e;
    private java.math.BigInteger p;
    private java.math.BigInteger q;
    private java.math.BigInteger dP;
    private java.math.BigInteger dQ;
    private java.math.BigInteger qInv;
    public void RSAPrivateCrtKeyParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public java.math.BigInteger getPublicExponent();
    public java.math.BigInteger getP();
    public java.math.BigInteger getQ();
    public java.math.BigInteger getDP();
    public java.math.BigInteger getDQ();
    public java.math.BigInteger getQInv();
}










org/bouncycastle/crypto/params/SM2KeyExchangePrivateParameters.class


package org.bouncycastle.crypto.params;
public synchronized class SM2KeyExchangePrivateParameters implements org.bouncycastle.crypto.CipherParameters {
    private final boolean initiator;
    private final ECPrivateKeyParameters staticPrivateKey;
    private final org.bouncycastle.math.ec.ECPoint staticPublicPoint;
    private final ECPrivateKeyParameters ephemeralPrivateKey;
    private final org.bouncycastle.math.ec.ECPoint ephemeralPublicPoint;
    public void SM2KeyExchangePrivateParameters(boolean, ECPrivateKeyParameters, ECPrivateKeyParameters);
    public boolean isInitiator();
    public ECPrivateKeyParameters getStaticPrivateKey();
    public org.bouncycastle.math.ec.ECPoint getStaticPublicPoint();
    public ECPrivateKeyParameters getEphemeralPrivateKey();
    public org.bouncycastle.math.ec.ECPoint getEphemeralPublicPoint();
}










org/bouncycastle/crypto/params/SM2KeyExchangePublicParameters.class


package org.bouncycastle.crypto.params;
public synchronized class SM2KeyExchangePublicParameters implements org.bouncycastle.crypto.CipherParameters {
    private final ECPublicKeyParameters staticPublicKey;
    private final ECPublicKeyParameters ephemeralPublicKey;
    public void SM2KeyExchangePublicParameters(ECPublicKeyParameters, ECPublicKeyParameters);
    public ECPublicKeyParameters getStaticPublicKey();
    public ECPublicKeyParameters getEphemeralPublicKey();
}










org/bouncycastle/crypto/params/SRP6GroupParameters.class


package org.bouncycastle.crypto.params;
public synchronized class SRP6GroupParameters {
    private java.math.BigInteger N;
    private java.math.BigInteger g;
    public void SRP6GroupParameters(java.math.BigInteger, java.math.BigInteger);
    public java.math.BigInteger getG();
    public java.math.BigInteger getN();
}










org/bouncycastle/crypto/params/SkeinParameters$1.class


package org.bouncycastle.crypto.params;
synchronized class SkeinParameters$1 {
}










org/bouncycastle/crypto/params/SkeinParameters$Builder.class


package org.bouncycastle.crypto.params;
public synchronized class SkeinParameters$Builder {
    private java.util.Hashtable parameters;
    public void SkeinParameters$Builder();
    public void SkeinParameters$Builder(java.util.Hashtable);
    public void SkeinParameters$Builder(SkeinParameters);
    public SkeinParameters$Builder set(int, byte[]);
    public SkeinParameters$Builder setKey(byte[]);
    public SkeinParameters$Builder setPersonalisation(byte[]);
    public SkeinParameters$Builder setPersonalisation(java.util.Date, String, String);
    public SkeinParameters$Builder setPersonalisation(java.util.Date, java.util.Locale, String, String);
    public SkeinParameters$Builder setPublicKey(byte[]);
    public SkeinParameters$Builder setKeyIdentifier(byte[]);
    public SkeinParameters$Builder setNonce(byte[]);
    public SkeinParameters build();
}










org/bouncycastle/crypto/params/SkeinParameters.class


package org.bouncycastle.crypto.params;
public synchronized class SkeinParameters implements org.bouncycastle.crypto.CipherParameters {
    public static final int PARAM_TYPE_KEY = 0;
    public static final int PARAM_TYPE_CONFIG = 4;
    public static final int PARAM_TYPE_PERSONALISATION = 8;
    public static final int PARAM_TYPE_PUBLIC_KEY = 12;
    public static final int PARAM_TYPE_KEY_IDENTIFIER = 16;
    public static final int PARAM_TYPE_NONCE = 20;
    public static final int PARAM_TYPE_MESSAGE = 48;
    public static final int PARAM_TYPE_OUTPUT = 63;
    private java.util.Hashtable parameters;
    public void SkeinParameters();
    private void SkeinParameters(java.util.Hashtable);
    public java.util.Hashtable getParameters();
    public byte[] getKey();
    public byte[] getPersonalisation();
    public byte[] getPublicKey();
    public byte[] getKeyIdentifier();
    public byte[] getNonce();
}










org/bouncycastle/crypto/params/TweakableBlockCipherParameters.class


package org.bouncycastle.crypto.params;
public synchronized class TweakableBlockCipherParameters implements org.bouncycastle.crypto.CipherParameters {
    private final byte[] tweak;
    private final KeyParameter key;
    public void TweakableBlockCipherParameters(KeyParameter, byte[]);
    public KeyParameter getKey();
    public byte[] getTweak();
}










org/bouncycastle/crypto/parsers/DHIESPublicKeyParser.class


package org.bouncycastle.crypto.parsers;
public synchronized class DHIESPublicKeyParser implements org.bouncycastle.crypto.KeyParser {
    private org.bouncycastle.crypto.params.DHParameters dhParams;
    public void DHIESPublicKeyParser(org.bouncycastle.crypto.params.DHParameters);
    public org.bouncycastle.crypto.params.AsymmetricKeyParameter readKey(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/parsers/ECIESPublicKeyParser.class


package org.bouncycastle.crypto.parsers;
public synchronized class ECIESPublicKeyParser implements org.bouncycastle.crypto.KeyParser {
    private org.bouncycastle.crypto.params.ECDomainParameters ecParams;
    public void ECIESPublicKeyParser(org.bouncycastle.crypto.params.ECDomainParameters);
    public org.bouncycastle.crypto.params.AsymmetricKeyParameter readKey(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/prng/BasicEntropySourceProvider$1.class


package org.bouncycastle.crypto.prng;
synchronized class BasicEntropySourceProvider$1 implements EntropySource {
    void BasicEntropySourceProvider$1(BasicEntropySourceProvider, int);
    public boolean isPredictionResistant();
    public byte[] getEntropy();
    public int entropySize();
}










org/bouncycastle/crypto/prng/BasicEntropySourceProvider.class


package org.bouncycastle.crypto.prng;
public synchronized class BasicEntropySourceProvider implements EntropySourceProvider {
    private final java.security.SecureRandom _sr;
    private final boolean _predictionResistant;
    public void BasicEntropySourceProvider(java.security.SecureRandom, boolean);
    public EntropySource get(int);
}










org/bouncycastle/crypto/prng/DRBGProvider.class


package org.bouncycastle.crypto.prng;
abstract interface DRBGProvider {
    public abstract drbg.SP80090DRBG get(EntropySource);
}










org/bouncycastle/crypto/prng/DigestRandomGenerator.class


package org.bouncycastle.crypto.prng;
public synchronized class DigestRandomGenerator implements RandomGenerator {
    private static long CYCLE_COUNT;
    private long stateCounter;
    private long seedCounter;
    private org.bouncycastle.crypto.Digest digest;
    private byte[] state;
    private byte[] seed;
    public void DigestRandomGenerator(org.bouncycastle.crypto.Digest);
    public void addSeedMaterial(byte[]);
    public void addSeedMaterial(long);
    public void nextBytes(byte[]);
    public void nextBytes(byte[], int, int);
    private void cycleSeed();
    private void generateState();
    private void digestAddCounter(long);
    private void digestUpdate(byte[]);
    private void digestDoFinal(byte[]);
    static void <clinit>();
}










org/bouncycastle/crypto/prng/EntropySource.class


package org.bouncycastle.crypto.prng;
public abstract interface EntropySource {
    public abstract boolean isPredictionResistant();
    public abstract byte[] getEntropy();
    public abstract int entropySize();
}










org/bouncycastle/crypto/prng/EntropySourceProvider.class


package org.bouncycastle.crypto.prng;
public abstract interface EntropySourceProvider {
    public abstract EntropySource get(int);
}










org/bouncycastle/crypto/prng/EntropyUtil.class


package org.bouncycastle.crypto.prng;
public synchronized class EntropyUtil {
    public void EntropyUtil();
    public static byte[] generateSeed(EntropySource, int);
}










org/bouncycastle/crypto/prng/FixedSecureRandom.class


package org.bouncycastle.crypto.prng;
public synchronized class FixedSecureRandom extends java.security.SecureRandom {
    private byte[] _data;
    private int _index;
    private int _intPad;
    public void FixedSecureRandom(byte[]);
    public void FixedSecureRandom(byte[][]);
    public void FixedSecureRandom(boolean, byte[]);
    public void FixedSecureRandom(boolean, byte[][]);
    public void nextBytes(byte[]);
    public byte[] generateSeed(int);
    public int nextInt();
    public long nextLong();
    public boolean isExhausted();
    private int nextValue();
}










org/bouncycastle/crypto/prng/RandomGenerator.class


package org.bouncycastle.crypto.prng;
public abstract interface RandomGenerator {
    public abstract void addSeedMaterial(byte[]);
    public abstract void addSeedMaterial(long);
    public abstract void nextBytes(byte[]);
    public abstract void nextBytes(byte[], int, int);
}










org/bouncycastle/crypto/prng/ReversedWindowGenerator.class


package org.bouncycastle.crypto.prng;
public synchronized class ReversedWindowGenerator implements RandomGenerator {
    private final RandomGenerator generator;
    private byte[] window;
    private int windowCount;
    public void ReversedWindowGenerator(RandomGenerator, int);
    public void addSeedMaterial(byte[]);
    public void addSeedMaterial(long);
    public void nextBytes(byte[]);
    public void nextBytes(byte[], int, int);
    private void doNextBytes(byte[], int, int);
}










org/bouncycastle/crypto/prng/SP800SecureRandom.class


package org.bouncycastle.crypto.prng;
public synchronized class SP800SecureRandom extends java.security.SecureRandom {
    private final DRBGProvider drbgProvider;
    private final boolean predictionResistant;
    private final java.security.SecureRandom randomSource;
    private final EntropySource entropySource;
    private drbg.SP80090DRBG drbg;
    void SP800SecureRandom(java.security.SecureRandom, EntropySource, DRBGProvider, boolean);
    public void setSeed(byte[]);
    public void setSeed(long);
    public void nextBytes(byte[]);
    public byte[] generateSeed(int);
    public void reseed(byte[]);
}










org/bouncycastle/crypto/prng/SP800SecureRandomBuilder$CTRDRBGProvider.class


package org.bouncycastle.crypto.prng;
synchronized class SP800SecureRandomBuilder$CTRDRBGProvider implements DRBGProvider {
    private final org.bouncycastle.crypto.BlockCipher blockCipher;
    private final int keySizeInBits;
    private final byte[] nonce;
    private final byte[] personalizationString;
    private final int securityStrength;
    public void SP800SecureRandomBuilder$CTRDRBGProvider(org.bouncycastle.crypto.BlockCipher, int, byte[], byte[], int);
    public drbg.SP80090DRBG get(EntropySource);
}










org/bouncycastle/crypto/prng/SP800SecureRandomBuilder$HMacDRBGProvider.class


package org.bouncycastle.crypto.prng;
synchronized class SP800SecureRandomBuilder$HMacDRBGProvider implements DRBGProvider {
    private final org.bouncycastle.crypto.Mac hMac;
    private final byte[] nonce;
    private final byte[] personalizationString;
    private final int securityStrength;
    public void SP800SecureRandomBuilder$HMacDRBGProvider(org.bouncycastle.crypto.Mac, byte[], byte[], int);
    public drbg.SP80090DRBG get(EntropySource);
}










org/bouncycastle/crypto/prng/SP800SecureRandomBuilder$HashDRBGProvider.class


package org.bouncycastle.crypto.prng;
synchronized class SP800SecureRandomBuilder$HashDRBGProvider implements DRBGProvider {
    private final org.bouncycastle.crypto.Digest digest;
    private final byte[] nonce;
    private final byte[] personalizationString;
    private final int securityStrength;
    public void SP800SecureRandomBuilder$HashDRBGProvider(org.bouncycastle.crypto.Digest, byte[], byte[], int);
    public drbg.SP80090DRBG get(EntropySource);
}










org/bouncycastle/crypto/prng/SP800SecureRandomBuilder.class


package org.bouncycastle.crypto.prng;
public synchronized class SP800SecureRandomBuilder {
    private final java.security.SecureRandom random;
    private final EntropySourceProvider entropySourceProvider;
    private byte[] personalizationString;
    private int securityStrength;
    private int entropyBitsRequired;
    public void SP800SecureRandomBuilder();
    public void SP800SecureRandomBuilder(java.security.SecureRandom, boolean);
    public void SP800SecureRandomBuilder(EntropySourceProvider);
    public SP800SecureRandomBuilder setPersonalizationString(byte[]);
    public SP800SecureRandomBuilder setSecurityStrength(int);
    public SP800SecureRandomBuilder setEntropyBitsRequired(int);
    public SP800SecureRandom buildHash(org.bouncycastle.crypto.Digest, byte[], boolean);
    public SP800SecureRandom buildCTR(org.bouncycastle.crypto.BlockCipher, int, byte[], boolean);
    public SP800SecureRandom buildHMAC(org.bouncycastle.crypto.Mac, byte[], boolean);
}










org/bouncycastle/crypto/prng/ThreadedSeedGenerator$1.class


package org.bouncycastle.crypto.prng;
synchronized class ThreadedSeedGenerator$1 {
}










org/bouncycastle/crypto/prng/ThreadedSeedGenerator$SeedGenerator.class


package org.bouncycastle.crypto.prng;
synchronized class ThreadedSeedGenerator$SeedGenerator implements Runnable {
    private volatile int counter;
    private volatile boolean stop;
    private void ThreadedSeedGenerator$SeedGenerator(ThreadedSeedGenerator);
    public void run();
    public byte[] generateSeed(int, boolean);
}










org/bouncycastle/crypto/prng/ThreadedSeedGenerator.class


package org.bouncycastle.crypto.prng;
public synchronized class ThreadedSeedGenerator {
    public void ThreadedSeedGenerator();
    public byte[] generateSeed(int, boolean);
}










org/bouncycastle/crypto/prng/VMPCRandomGenerator.class


package org.bouncycastle.crypto.prng;
public synchronized class VMPCRandomGenerator implements RandomGenerator {
    private byte n;
    private byte[] P;
    private byte s;
    public void VMPCRandomGenerator();
    public void addSeedMaterial(byte[]);
    public void addSeedMaterial(long);
    public void nextBytes(byte[]);
    public void nextBytes(byte[], int, int);
}










org/bouncycastle/crypto/prng/X931RNG.class


package org.bouncycastle.crypto.prng;
public synchronized class X931RNG {
    private static final long BLOCK64_RESEED_MAX = 32768;
    private static final long BLOCK128_RESEED_MAX = 8388608;
    private static final int BLOCK64_MAX_BITS_REQUEST = 4096;
    private static final int BLOCK128_MAX_BITS_REQUEST = 262144;
    private final org.bouncycastle.crypto.BlockCipher engine;
    private final EntropySource entropySource;
    private final byte[] DT;
    private final byte[] I;
    private final byte[] R;
    private byte[] V;
    private long reseedCounter;
    public void X931RNG(org.bouncycastle.crypto.BlockCipher, byte[], EntropySource);
    int generate(byte[], boolean);
    void reseed();
    EntropySource getEntropySource();
    private void process(byte[], byte[], byte[]);
    private void increment(byte[]);
    private static boolean isTooLarge(byte[], int);
}










org/bouncycastle/crypto/prng/X931SecureRandom.class


package org.bouncycastle.crypto.prng;
public synchronized class X931SecureRandom extends java.security.SecureRandom {
    private final boolean predictionResistant;
    private final java.security.SecureRandom randomSource;
    private final X931RNG drbg;
    void X931SecureRandom(java.security.SecureRandom, X931RNG, boolean);
    public void setSeed(byte[]);
    public void setSeed(long);
    public void nextBytes(byte[]);
    public byte[] generateSeed(int);
}










org/bouncycastle/crypto/prng/X931SecureRandomBuilder.class


package org.bouncycastle.crypto.prng;
public synchronized class X931SecureRandomBuilder {
    private java.security.SecureRandom random;
    private EntropySourceProvider entropySourceProvider;
    private byte[] dateTimeVector;
    public void X931SecureRandomBuilder();
    public void X931SecureRandomBuilder(java.security.SecureRandom, boolean);
    public void X931SecureRandomBuilder(EntropySourceProvider);
    public X931SecureRandomBuilder setDateTimeVector(byte[]);
    public X931SecureRandom build(org.bouncycastle.crypto.BlockCipher, org.bouncycastle.crypto.params.KeyParameter, boolean);
}










org/bouncycastle/crypto/prng/drbg/CTRSP800DRBG.class


package org.bouncycastle.crypto.prng.drbg;
public synchronized class CTRSP800DRBG implements SP80090DRBG {
    private static final long TDEA_RESEED_MAX = 2147483648;
    private static final long AES_RESEED_MAX = 140737488355328;
    private static final int TDEA_MAX_BITS_REQUEST = 4096;
    private static final int AES_MAX_BITS_REQUEST = 262144;
    private org.bouncycastle.crypto.prng.EntropySource _entropySource;
    private org.bouncycastle.crypto.BlockCipher _engine;
    private int _keySizeInBits;
    private int _seedLength;
    private int _securityStrength;
    private byte[] _Key;
    private byte[] _V;
    private long _reseedCounter;
    private boolean _isTDEA;
    private static final byte[] K_BITS;
    public void CTRSP800DRBG(org.bouncycastle.crypto.BlockCipher, int, int, org.bouncycastle.crypto.prng.EntropySource, byte[], byte[]);
    private void CTR_DRBG_Instantiate_algorithm(byte[], byte[], byte[]);
    private void CTR_DRBG_Update(byte[], byte[], byte[]);
    private void CTR_DRBG_Reseed_algorithm(byte[]);
    private void XOR(byte[], byte[], byte[], int);
    private void addOneTo(byte[]);
    private byte[] getEntropy();
    private byte[] Block_Cipher_df(byte[], int);
    private void BCC(byte[], byte[], byte[], byte[]);
    private void copyIntToByteArray(byte[], int, int);
    public int getBlockSize();
    public int generate(byte[], byte[], boolean);
    public void reseed(byte[]);
    private boolean isTDEA(org.bouncycastle.crypto.BlockCipher);
    private int getMaxSecurityStrength(org.bouncycastle.crypto.BlockCipher, int);
    byte[] expandKey(byte[]);
    private void padKey(byte[], int, byte[], int);
    static void <clinit>();
}










org/bouncycastle/crypto/prng/drbg/DualECPoints.class


package org.bouncycastle.crypto.prng.drbg;
public synchronized class DualECPoints {
    private final org.bouncycastle.math.ec.ECPoint p;
    private final org.bouncycastle.math.ec.ECPoint q;
    private final int securityStrength;
    private final int cofactor;
    public void DualECPoints(int, org.bouncycastle.math.ec.ECPoint, org.bouncycastle.math.ec.ECPoint, int);
    public int getSeedLen();
    public int getMaxOutlen();
    public org.bouncycastle.math.ec.ECPoint getP();
    public org.bouncycastle.math.ec.ECPoint getQ();
    public int getSecurityStrength();
    public int getCofactor();
    private static int log2(int);
}










org/bouncycastle/crypto/prng/drbg/DualECSP800DRBG.class


package org.bouncycastle.crypto.prng.drbg;
public synchronized class DualECSP800DRBG implements SP80090DRBG {
    private static final java.math.BigInteger p256_Px;
    private static final java.math.BigInteger p256_Py;
    private static final java.math.BigInteger p256_Qx;
    private static final java.math.BigInteger p256_Qy;
    private static final java.math.BigInteger p384_Px;
    private static final java.math.BigInteger p384_Py;
    private static final java.math.BigInteger p384_Qx;
    private static final java.math.BigInteger p384_Qy;
    private static final java.math.BigInteger p521_Px;
    private static final java.math.BigInteger p521_Py;
    private static final java.math.BigInteger p521_Qx;
    private static final java.math.BigInteger p521_Qy;
    private static final DualECPoints[] nistPoints;
    private static final long RESEED_MAX = 2147483648;
    private static final int MAX_ADDITIONAL_INPUT = 4096;
    private static final int MAX_ENTROPY_LENGTH = 4096;
    private static final int MAX_PERSONALIZATION_STRING = 4096;
    private org.bouncycastle.crypto.Digest _digest;
    private long _reseedCounter;
    private org.bouncycastle.crypto.prng.EntropySource _entropySource;
    private int _securityStrength;
    private int _seedlen;
    private int _outlen;
    private org.bouncycastle.math.ec.ECCurve$Fp _curve;
    private org.bouncycastle.math.ec.ECPoint _P;
    private org.bouncycastle.math.ec.ECPoint _Q;
    private byte[] _s;
    private int _sLength;
    private org.bouncycastle.math.ec.ECMultiplier _fixedPointMultiplier;
    public void DualECSP800DRBG(org.bouncycastle.crypto.Digest, int, org.bouncycastle.crypto.prng.EntropySource, byte[], byte[]);
    public void DualECSP800DRBG(DualECPoints[], org.bouncycastle.crypto.Digest, int, org.bouncycastle.crypto.prng.EntropySource, byte[], byte[]);
    public int getBlockSize();
    public int generate(byte[], byte[], boolean);
    public void reseed(byte[]);
    private byte[] getEntropy();
    private byte[] xor(byte[], byte[]);
    private byte[] pad8(byte[], int);
    private java.math.BigInteger getScalarMultipleXCoord(org.bouncycastle.math.ec.ECPoint, java.math.BigInteger);
    static void <clinit>();
}










org/bouncycastle/crypto/prng/drbg/HMacSP800DRBG.class


package org.bouncycastle.crypto.prng.drbg;
public synchronized class HMacSP800DRBG implements SP80090DRBG {
    private static final long RESEED_MAX = 140737488355328;
    private static final int MAX_BITS_REQUEST = 262144;
    private byte[] _K;
    private byte[] _V;
    private long _reseedCounter;
    private org.bouncycastle.crypto.prng.EntropySource _entropySource;
    private org.bouncycastle.crypto.Mac _hMac;
    private int _securityStrength;
    public void HMacSP800DRBG(org.bouncycastle.crypto.Mac, int, org.bouncycastle.crypto.prng.EntropySource, byte[], byte[]);
    private void hmac_DRBG_Update(byte[]);
    private void hmac_DRBG_Update_Func(byte[], byte);
    public int getBlockSize();
    public int generate(byte[], byte[], boolean);
    public void reseed(byte[]);
    private byte[] getEntropy();
}










org/bouncycastle/crypto/prng/drbg/HashSP800DRBG.class


package org.bouncycastle.crypto.prng.drbg;
public synchronized class HashSP800DRBG implements SP80090DRBG {
    private static final byte[] ONE;
    private static final long RESEED_MAX = 140737488355328;
    private static final int MAX_BITS_REQUEST = 262144;
    private static final java.util.Hashtable seedlens;
    private org.bouncycastle.crypto.Digest _digest;
    private byte[] _V;
    private byte[] _C;
    private long _reseedCounter;
    private org.bouncycastle.crypto.prng.EntropySource _entropySource;
    private int _securityStrength;
    private int _seedLength;
    public void HashSP800DRBG(org.bouncycastle.crypto.Digest, int, org.bouncycastle.crypto.prng.EntropySource, byte[], byte[]);
    public int getBlockSize();
    public int generate(byte[], byte[], boolean);
    private byte[] getEntropy();
    private void addTo(byte[], byte[]);
    public void reseed(byte[]);
    private byte[] hash(byte[]);
    private void doHash(byte[], byte[]);
    private byte[] hashgen(byte[], int);
    static void <clinit>();
}










org/bouncycastle/crypto/prng/drbg/SP80090DRBG.class


package org.bouncycastle.crypto.prng.drbg;
public abstract interface SP80090DRBG {
    public abstract int getBlockSize();
    public abstract int generate(byte[], byte[], boolean);
    public abstract void reseed(byte[]);
}










org/bouncycastle/crypto/prng/drbg/Utils.class


package org.bouncycastle.crypto.prng.drbg;
synchronized class Utils {
    static final java.util.Hashtable maxSecurityStrengths;
    void Utils();
    static int getMaxSecurityStrength(org.bouncycastle.crypto.Digest);
    static int getMaxSecurityStrength(org.bouncycastle.crypto.Mac);
    static byte[] hash_df(org.bouncycastle.crypto.Digest, byte[], int);
    static boolean isTooLarge(byte[], int);
    static void <clinit>();
}










org/bouncycastle/crypto/signers/DSADigestSigner.class


package org.bouncycastle.crypto.signers;
public synchronized class DSADigestSigner implements org.bouncycastle.crypto.Signer {
    private final org.bouncycastle.crypto.Digest digest;
    private final org.bouncycastle.crypto.DSA dsaSigner;
    private boolean forSigning;
    public void DSADigestSigner(org.bouncycastle.crypto.DSA, org.bouncycastle.crypto.Digest);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public void update(byte);
    public void update(byte[], int, int);
    public byte[] generateSignature();
    public boolean verifySignature(byte[]);
    public void reset();
    private byte[] derEncode(java.math.BigInteger, java.math.BigInteger) throws java.io.IOException;
    private java.math.BigInteger[] derDecode(byte[]) throws java.io.IOException;
}










org/bouncycastle/crypto/signers/DSAKCalculator.class


package org.bouncycastle.crypto.signers;
public abstract interface DSAKCalculator {
    public abstract boolean isDeterministic();
    public abstract void init(java.math.BigInteger, java.security.SecureRandom);
    public abstract void init(java.math.BigInteger, java.math.BigInteger, byte[]);
    public abstract java.math.BigInteger nextK();
}










org/bouncycastle/crypto/signers/DSASigner.class


package org.bouncycastle.crypto.signers;
public synchronized class DSASigner implements org.bouncycastle.crypto.DSA {
    private final DSAKCalculator kCalculator;
    private org.bouncycastle.crypto.params.DSAKeyParameters key;
    private java.security.SecureRandom random;
    public void DSASigner();
    public void DSASigner(DSAKCalculator);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public java.math.BigInteger[] generateSignature(byte[]);
    public boolean verifySignature(byte[], java.math.BigInteger, java.math.BigInteger);
    private java.math.BigInteger calculateE(java.math.BigInteger, byte[]);
    protected java.security.SecureRandom initSecureRandom(boolean, java.security.SecureRandom);
    private java.math.BigInteger getRandomizer(java.math.BigInteger, java.security.SecureRandom);
}










org/bouncycastle/crypto/signers/DSTU4145Signer.class


package org.bouncycastle.crypto.signers;
public synchronized class DSTU4145Signer implements org.bouncycastle.crypto.DSA {
    private static final java.math.BigInteger ONE;
    private org.bouncycastle.crypto.params.ECKeyParameters key;
    private java.security.SecureRandom random;
    public void DSTU4145Signer();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public java.math.BigInteger[] generateSignature(byte[]);
    public boolean verifySignature(byte[], java.math.BigInteger, java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECMultiplier createBasePointMultiplier();
    private static java.math.BigInteger generateRandomInteger(java.math.BigInteger, java.security.SecureRandom);
    private static org.bouncycastle.math.ec.ECFieldElement hash2FieldElement(org.bouncycastle.math.ec.ECCurve, byte[]);
    private static java.math.BigInteger fieldElement2Integer(java.math.BigInteger, org.bouncycastle.math.ec.ECFieldElement);
    private static java.math.BigInteger truncate(java.math.BigInteger, int);
    static void <clinit>();
}










org/bouncycastle/crypto/signers/ECDSASigner.class


package org.bouncycastle.crypto.signers;
public synchronized class ECDSASigner implements org.bouncycastle.math.ec.ECConstants, org.bouncycastle.crypto.DSA {
    private final DSAKCalculator kCalculator;
    private org.bouncycastle.crypto.params.ECKeyParameters key;
    private java.security.SecureRandom random;
    public void ECDSASigner();
    public void ECDSASigner(DSAKCalculator);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public java.math.BigInteger[] generateSignature(byte[]);
    public boolean verifySignature(byte[], java.math.BigInteger, java.math.BigInteger);
    protected java.math.BigInteger calculateE(java.math.BigInteger, byte[]);
    protected org.bouncycastle.math.ec.ECMultiplier createBasePointMultiplier();
    protected org.bouncycastle.math.ec.ECFieldElement getDenominator(int, org.bouncycastle.math.ec.ECPoint);
    protected java.security.SecureRandom initSecureRandom(boolean, java.security.SecureRandom);
}










org/bouncycastle/crypto/signers/ECGOST3410Signer.class


package org.bouncycastle.crypto.signers;
public synchronized class ECGOST3410Signer implements org.bouncycastle.crypto.DSA {
    org.bouncycastle.crypto.params.ECKeyParameters key;
    java.security.SecureRandom random;
    public void ECGOST3410Signer();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public java.math.BigInteger[] generateSignature(byte[]);
    public boolean verifySignature(byte[], java.math.BigInteger, java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECMultiplier createBasePointMultiplier();
}










org/bouncycastle/crypto/signers/ECGOST3410_2012Signer.class


package org.bouncycastle.crypto.signers;
public synchronized class ECGOST3410_2012Signer implements org.bouncycastle.crypto.DSA {
    org.bouncycastle.crypto.params.ECKeyParameters key;
    java.security.SecureRandom random;
    public void ECGOST3410_2012Signer();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public java.math.BigInteger[] generateSignature(byte[]);
    public boolean verifySignature(byte[], java.math.BigInteger, java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECMultiplier createBasePointMultiplier();
}










org/bouncycastle/crypto/signers/ECNRSigner.class


package org.bouncycastle.crypto.signers;
public synchronized class ECNRSigner implements org.bouncycastle.crypto.DSA {
    private boolean forSigning;
    private org.bouncycastle.crypto.params.ECKeyParameters key;
    private java.security.SecureRandom random;
    public void ECNRSigner();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public java.math.BigInteger[] generateSignature(byte[]);
    public boolean verifySignature(byte[], java.math.BigInteger, java.math.BigInteger);
}










org/bouncycastle/crypto/signers/GOST3410Signer.class


package org.bouncycastle.crypto.signers;
public synchronized class GOST3410Signer implements org.bouncycastle.crypto.DSA {
    org.bouncycastle.crypto.params.GOST3410KeyParameters key;
    java.security.SecureRandom random;
    public void GOST3410Signer();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public java.math.BigInteger[] generateSignature(byte[]);
    public boolean verifySignature(byte[], java.math.BigInteger, java.math.BigInteger);
}










org/bouncycastle/crypto/signers/GenericSigner.class


package org.bouncycastle.crypto.signers;
public synchronized class GenericSigner implements org.bouncycastle.crypto.Signer {
    private final org.bouncycastle.crypto.AsymmetricBlockCipher engine;
    private final org.bouncycastle.crypto.Digest digest;
    private boolean forSigning;
    public void GenericSigner(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public void update(byte);
    public void update(byte[], int, int);
    public byte[] generateSignature() throws org.bouncycastle.crypto.CryptoException, org.bouncycastle.crypto.DataLengthException;
    public boolean verifySignature(byte[]);
    public void reset();
}










org/bouncycastle/crypto/signers/HMacDSAKCalculator.class


package org.bouncycastle.crypto.signers;
public synchronized class HMacDSAKCalculator implements DSAKCalculator {
    private static final java.math.BigInteger ZERO;
    private final org.bouncycastle.crypto.macs.HMac hMac;
    private final byte[] K;
    private final byte[] V;
    private java.math.BigInteger n;
    public void HMacDSAKCalculator(org.bouncycastle.crypto.Digest);
    public boolean isDeterministic();
    public void init(java.math.BigInteger, java.security.SecureRandom);
    public void init(java.math.BigInteger, java.math.BigInteger, byte[]);
    public java.math.BigInteger nextK();
    private java.math.BigInteger bitsToInt(byte[]);
    static void <clinit>();
}










org/bouncycastle/crypto/signers/ISO9796d2PSSSigner.class


package org.bouncycastle.crypto.signers;
public synchronized class ISO9796d2PSSSigner implements org.bouncycastle.crypto.SignerWithRecovery {
    public static final int TRAILER_IMPLICIT = 188;
    public static final int TRAILER_RIPEMD160 = 12748;
    public static final int TRAILER_RIPEMD128 = 13004;
    public static final int TRAILER_SHA1 = 13260;
    public static final int TRAILER_SHA256 = 13516;
    public static final int TRAILER_SHA512 = 13772;
    public static final int TRAILER_SHA384 = 14028;
    public static final int TRAILER_WHIRLPOOL = 14284;
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.crypto.AsymmetricBlockCipher cipher;
    private java.security.SecureRandom random;
    private byte[] standardSalt;
    private int hLen;
    private int trailer;
    private int keyBits;
    private byte[] block;
    private byte[] mBuf;
    private int messageLength;
    private int saltLength;
    private boolean fullMessage;
    private byte[] recoveredMessage;
    private byte[] preSig;
    private byte[] preBlock;
    private int preMStart;
    private int preTLength;
    public void ISO9796d2PSSSigner(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, int, boolean);
    public void ISO9796d2PSSSigner(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, int);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    private boolean isSameAs(byte[], byte[]);
    private void clearBlock(byte[]);
    public void updateWithRecoveredMessage(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
    public void update(byte);
    public void update(byte[], int, int);
    public void reset();
    public byte[] generateSignature() throws org.bouncycastle.crypto.CryptoException;
    public boolean verifySignature(byte[]);
    public boolean hasFullMessage();
    public byte[] getRecoveredMessage();
    private void ItoOSP(int, byte[]);
    private void LtoOSP(long, byte[]);
    private byte[] maskGeneratorFunction1(byte[], int, int, int);
}










org/bouncycastle/crypto/signers/ISO9796d2Signer.class


package org.bouncycastle.crypto.signers;
public synchronized class ISO9796d2Signer implements org.bouncycastle.crypto.SignerWithRecovery {
    public static final int TRAILER_IMPLICIT = 188;
    public static final int TRAILER_RIPEMD160 = 12748;
    public static final int TRAILER_RIPEMD128 = 13004;
    public static final int TRAILER_SHA1 = 13260;
    public static final int TRAILER_SHA256 = 13516;
    public static final int TRAILER_SHA512 = 13772;
    public static final int TRAILER_SHA384 = 14028;
    public static final int TRAILER_WHIRLPOOL = 14284;
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.crypto.AsymmetricBlockCipher cipher;
    private int trailer;
    private int keyBits;
    private byte[] block;
    private byte[] mBuf;
    private int messageLength;
    private boolean fullMessage;
    private byte[] recoveredMessage;
    private byte[] preSig;
    private byte[] preBlock;
    public void ISO9796d2Signer(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, boolean);
    public void ISO9796d2Signer(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    private boolean isSameAs(byte[], byte[]);
    private void clearBlock(byte[]);
    public void updateWithRecoveredMessage(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
    public void update(byte);
    public void update(byte[], int, int);
    public void reset();
    public byte[] generateSignature() throws org.bouncycastle.crypto.CryptoException;
    public boolean verifySignature(byte[]);
    private boolean returnFalse(byte[]);
    public boolean hasFullMessage();
    public byte[] getRecoveredMessage();
}










org/bouncycastle/crypto/signers/ISOTrailers.class


package org.bouncycastle.crypto.signers;
public synchronized class ISOTrailers {
    private static final java.util.Map trailerMap;
    public static final int TRAILER_IMPLICIT = 188;
    public static final int TRAILER_RIPEMD160 = 12748;
    public static final int TRAILER_RIPEMD128 = 13004;
    public static final int TRAILER_SHA1 = 13260;
    public static final int TRAILER_SHA256 = 13516;
    public static final int TRAILER_SHA512 = 13772;
    public static final int TRAILER_SHA384 = 14028;
    public static final int TRAILER_WHIRLPOOL = 14284;
    public static final int TRAILER_SHA224 = 14540;
    public static final int TRAILER_SHA512_224 = 14796;
    public static final int TRAILER_SHA512_256 = 15052;
    public void ISOTrailers();
    public static Integer getTrailer(org.bouncycastle.crypto.Digest);
    public static boolean noTrailerAvailable(org.bouncycastle.crypto.Digest);
    static void <clinit>();
}










org/bouncycastle/crypto/signers/PSSSigner.class


package org.bouncycastle.crypto.signers;
public synchronized class PSSSigner implements org.bouncycastle.crypto.Signer {
    public static final byte TRAILER_IMPLICIT = -68;
    private org.bouncycastle.crypto.Digest contentDigest;
    private org.bouncycastle.crypto.Digest mgfDigest;
    private org.bouncycastle.crypto.AsymmetricBlockCipher cipher;
    private java.security.SecureRandom random;
    private int hLen;
    private int mgfhLen;
    private boolean sSet;
    private int sLen;
    private int emBits;
    private byte[] salt;
    private byte[] mDash;
    private byte[] block;
    private byte trailer;
    public void PSSSigner(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, int);
    public void PSSSigner(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.Digest, int);
    public void PSSSigner(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, int, byte);
    public void PSSSigner(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.Digest, int, byte);
    public void PSSSigner(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, byte[]);
    public void PSSSigner(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.Digest, byte[]);
    public void PSSSigner(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.Digest, byte[], byte);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    private void clearBlock(byte[]);
    public void update(byte);
    public void update(byte[], int, int);
    public void reset();
    public byte[] generateSignature() throws org.bouncycastle.crypto.CryptoException, org.bouncycastle.crypto.DataLengthException;
    public boolean verifySignature(byte[]);
    private void ItoOSP(int, byte[]);
    private byte[] maskGeneratorFunction1(byte[], int, int, int);
}










org/bouncycastle/crypto/signers/RSADigestSigner.class


package org.bouncycastle.crypto.signers;
public synchronized class RSADigestSigner implements org.bouncycastle.crypto.Signer {
    private final org.bouncycastle.crypto.AsymmetricBlockCipher rsaEngine;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier algId;
    private final org.bouncycastle.crypto.Digest digest;
    private boolean forSigning;
    private static final java.util.Hashtable oidMap;
    public void RSADigestSigner(org.bouncycastle.crypto.Digest);
    public void RSADigestSigner(org.bouncycastle.crypto.Digest, org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public String getAlgorithmName();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public void update(byte);
    public void update(byte[], int, int);
    public byte[] generateSignature() throws org.bouncycastle.crypto.CryptoException, org.bouncycastle.crypto.DataLengthException;
    public boolean verifySignature(byte[]);
    public void reset();
    private byte[] derEncode(byte[]) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/crypto/signers/RandomDSAKCalculator.class


package org.bouncycastle.crypto.signers;
public synchronized class RandomDSAKCalculator implements DSAKCalculator {
    private static final java.math.BigInteger ZERO;
    private java.math.BigInteger q;
    private java.security.SecureRandom random;
    public void RandomDSAKCalculator();
    public boolean isDeterministic();
    public void init(java.math.BigInteger, java.security.SecureRandom);
    public void init(java.math.BigInteger, java.math.BigInteger, byte[]);
    public java.math.BigInteger nextK();
    static void <clinit>();
}










org/bouncycastle/crypto/signers/SM2Signer.class


package org.bouncycastle.crypto.signers;
public synchronized class SM2Signer implements org.bouncycastle.crypto.Signer, org.bouncycastle.math.ec.ECConstants {
    private final DSAKCalculator kCalculator;
    private final org.bouncycastle.crypto.digests.SM3Digest digest;
    private org.bouncycastle.crypto.params.ECDomainParameters ecParams;
    private org.bouncycastle.math.ec.ECPoint pubPoint;
    private org.bouncycastle.crypto.params.ECKeyParameters ecKey;
    private byte[] z;
    public void SM2Signer();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public void update(byte);
    public void update(byte[], int, int);
    public boolean verifySignature(byte[]);
    public void reset();
    public byte[] generateSignature() throws org.bouncycastle.crypto.CryptoException;
    private boolean verifySignature(java.math.BigInteger, java.math.BigInteger);
    private byte[] digestDoFinal();
    private byte[] getZ(byte[]);
    private void addUserID(org.bouncycastle.crypto.Digest, byte[]);
    private void addFieldElement(org.bouncycastle.crypto.Digest, org.bouncycastle.math.ec.ECFieldElement);
    protected org.bouncycastle.math.ec.ECMultiplier createBasePointMultiplier();
    protected java.math.BigInteger calculateE(byte[]);
    protected java.math.BigInteger[] derDecode(byte[]) throws java.io.IOException;
    protected byte[] derEncode(java.math.BigInteger, java.math.BigInteger) throws java.io.IOException;
}










org/bouncycastle/crypto/signers/X931Signer.class


package org.bouncycastle.crypto.signers;
public synchronized class X931Signer implements org.bouncycastle.crypto.Signer {
    public static final int TRAILER_IMPLICIT = 188;
    public static final int TRAILER_RIPEMD160 = 12748;
    public static final int TRAILER_RIPEMD128 = 13004;
    public static final int TRAILER_SHA1 = 13260;
    public static final int TRAILER_SHA256 = 13516;
    public static final int TRAILER_SHA512 = 13772;
    public static final int TRAILER_SHA384 = 14028;
    public static final int TRAILER_WHIRLPOOL = 14284;
    public static final int TRAILER_SHA224 = 14540;
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.crypto.AsymmetricBlockCipher cipher;
    private org.bouncycastle.crypto.params.RSAKeyParameters kParam;
    private int trailer;
    private int keyBits;
    private byte[] block;
    public void X931Signer(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest, boolean);
    public void X931Signer(org.bouncycastle.crypto.AsymmetricBlockCipher, org.bouncycastle.crypto.Digest);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    private void clearBlock(byte[]);
    public void update(byte);
    public void update(byte[], int, int);
    public void reset();
    public byte[] generateSignature() throws org.bouncycastle.crypto.CryptoException;
    private void createSignatureBlock(int);
    public boolean verifySignature(byte[]);
}










org/bouncycastle/crypto/tls/AbstractTlsAgreementCredentials.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class AbstractTlsAgreementCredentials extends AbstractTlsCredentials implements TlsAgreementCredentials {
    public void AbstractTlsAgreementCredentials();
}










org/bouncycastle/crypto/tls/AbstractTlsCipherFactory.class


package org.bouncycastle.crypto.tls;
public synchronized class AbstractTlsCipherFactory implements TlsCipherFactory {
    public void AbstractTlsCipherFactory();
    public TlsCipher createCipher(TlsContext, int, int) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/AbstractTlsClient.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class AbstractTlsClient extends AbstractTlsPeer implements TlsClient {
    protected TlsCipherFactory cipherFactory;
    protected TlsClientContext context;
    protected java.util.Vector supportedSignatureAlgorithms;
    protected int[] namedCurves;
    protected short[] clientECPointFormats;
    protected short[] serverECPointFormats;
    protected int selectedCipherSuite;
    protected short selectedCompressionMethod;
    public void AbstractTlsClient();
    public void AbstractTlsClient(TlsCipherFactory);
    protected boolean allowUnexpectedServerExtension(Integer, byte[]) throws java.io.IOException;
    protected void checkForUnexpectedServerExtension(java.util.Hashtable, Integer) throws java.io.IOException;
    public void init(TlsClientContext);
    public TlsSession getSessionToResume();
    public ProtocolVersion getClientHelloRecordLayerVersion();
    public ProtocolVersion getClientVersion();
    public boolean isFallback();
    public java.util.Hashtable getClientExtensions() throws java.io.IOException;
    public ProtocolVersion getMinimumVersion();
    public void notifyServerVersion(ProtocolVersion) throws java.io.IOException;
    public short[] getCompressionMethods();
    public void notifySessionID(byte[]);
    public void notifySelectedCipherSuite(int);
    public void notifySelectedCompressionMethod(short);
    public void processServerExtensions(java.util.Hashtable) throws java.io.IOException;
    public void processServerSupplementalData(java.util.Vector) throws java.io.IOException;
    public java.util.Vector getClientSupplementalData() throws java.io.IOException;
    public TlsCompression getCompression() throws java.io.IOException;
    public TlsCipher getCipher() throws java.io.IOException;
    public void notifyNewSessionTicket(NewSessionTicket) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/AbstractTlsContext.class


package org.bouncycastle.crypto.tls;
abstract synchronized class AbstractTlsContext implements TlsContext {
    private static long counter;
    private org.bouncycastle.crypto.prng.RandomGenerator nonceRandom;
    private java.security.SecureRandom secureRandom;
    private SecurityParameters securityParameters;
    private ProtocolVersion clientVersion;
    private ProtocolVersion serverVersion;
    private TlsSession session;
    private Object userObject;
    private static synchronized long nextCounterValue();
    void AbstractTlsContext(java.security.SecureRandom, SecurityParameters);
    public org.bouncycastle.crypto.prng.RandomGenerator getNonceRandomGenerator();
    public java.security.SecureRandom getSecureRandom();
    public SecurityParameters getSecurityParameters();
    public ProtocolVersion getClientVersion();
    void setClientVersion(ProtocolVersion);
    public ProtocolVersion getServerVersion();
    void setServerVersion(ProtocolVersion);
    public TlsSession getResumableSession();
    void setResumableSession(TlsSession);
    public Object getUserObject();
    public void setUserObject(Object);
    public byte[] exportKeyingMaterial(String, byte[], int);
    static void <clinit>();
}










org/bouncycastle/crypto/tls/AbstractTlsCredentials.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class AbstractTlsCredentials implements TlsCredentials {
    public void AbstractTlsCredentials();
}










org/bouncycastle/crypto/tls/AbstractTlsEncryptionCredentials.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class AbstractTlsEncryptionCredentials extends AbstractTlsCredentials implements TlsEncryptionCredentials {
    public void AbstractTlsEncryptionCredentials();
}










org/bouncycastle/crypto/tls/AbstractTlsKeyExchange.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class AbstractTlsKeyExchange implements TlsKeyExchange {
    protected int keyExchange;
    protected java.util.Vector supportedSignatureAlgorithms;
    protected TlsContext context;
    protected void AbstractTlsKeyExchange(int, java.util.Vector);
    protected DigitallySigned parseSignature(java.io.InputStream) throws java.io.IOException;
    public void init(TlsContext);
    public void processServerCertificate(Certificate) throws java.io.IOException;
    public void processServerCredentials(TlsCredentials) throws java.io.IOException;
    public boolean requiresServerKeyExchange();
    public byte[] generateServerKeyExchange() throws java.io.IOException;
    public void skipServerKeyExchange() throws java.io.IOException;
    public void processServerKeyExchange(java.io.InputStream) throws java.io.IOException;
    public void skipClientCredentials() throws java.io.IOException;
    public void processClientCertificate(Certificate) throws java.io.IOException;
    public void processClientKeyExchange(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/AbstractTlsPeer.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class AbstractTlsPeer implements TlsPeer {
    public void AbstractTlsPeer();
    public boolean shouldUseGMTUnixTime();
    public void notifySecureRenegotiation(boolean) throws java.io.IOException;
    public void notifyAlertRaised(short, short, String, Throwable);
    public void notifyAlertReceived(short, short);
    public void notifyHandshakeComplete() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/AbstractTlsServer.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class AbstractTlsServer extends AbstractTlsPeer implements TlsServer {
    protected TlsCipherFactory cipherFactory;
    protected TlsServerContext context;
    protected ProtocolVersion clientVersion;
    protected int[] offeredCipherSuites;
    protected short[] offeredCompressionMethods;
    protected java.util.Hashtable clientExtensions;
    protected boolean encryptThenMACOffered;
    protected short maxFragmentLengthOffered;
    protected boolean truncatedHMacOffered;
    protected java.util.Vector supportedSignatureAlgorithms;
    protected boolean eccCipherSuitesOffered;
    protected int[] namedCurves;
    protected short[] clientECPointFormats;
    protected short[] serverECPointFormats;
    protected ProtocolVersion serverVersion;
    protected int selectedCipherSuite;
    protected short selectedCompressionMethod;
    protected java.util.Hashtable serverExtensions;
    public void AbstractTlsServer();
    public void AbstractTlsServer(TlsCipherFactory);
    protected boolean allowEncryptThenMAC();
    protected boolean allowTruncatedHMac();
    protected java.util.Hashtable checkServerExtensions();
    protected abstract int[] getCipherSuites();
    protected short[] getCompressionMethods();
    protected ProtocolVersion getMaximumVersion();
    protected ProtocolVersion getMinimumVersion();
    protected boolean supportsClientECCCapabilities(int[], short[]);
    public void init(TlsServerContext);
    public void notifyClientVersion(ProtocolVersion) throws java.io.IOException;
    public void notifyFallback(boolean) throws java.io.IOException;
    public void notifyOfferedCipherSuites(int[]) throws java.io.IOException;
    public void notifyOfferedCompressionMethods(short[]) throws java.io.IOException;
    public void processClientExtensions(java.util.Hashtable) throws java.io.IOException;
    public ProtocolVersion getServerVersion() throws java.io.IOException;
    public int getSelectedCipherSuite() throws java.io.IOException;
    public short getSelectedCompressionMethod() throws java.io.IOException;
    public java.util.Hashtable getServerExtensions() throws java.io.IOException;
    public java.util.Vector getServerSupplementalData() throws java.io.IOException;
    public CertificateStatus getCertificateStatus() throws java.io.IOException;
    public CertificateRequest getCertificateRequest() throws java.io.IOException;
    public void processClientSupplementalData(java.util.Vector) throws java.io.IOException;
    public void notifyClientCertificate(Certificate) throws java.io.IOException;
    public TlsCompression getCompression() throws java.io.IOException;
    public TlsCipher getCipher() throws java.io.IOException;
    public NewSessionTicket getNewSessionTicket() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/AbstractTlsSigner.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class AbstractTlsSigner implements TlsSigner {
    protected TlsContext context;
    public void AbstractTlsSigner();
    public void init(TlsContext);
    public byte[] generateRawSignature(org.bouncycastle.crypto.params.AsymmetricKeyParameter, byte[]) throws org.bouncycastle.crypto.CryptoException;
    public boolean verifyRawSignature(byte[], org.bouncycastle.crypto.params.AsymmetricKeyParameter, byte[]) throws org.bouncycastle.crypto.CryptoException;
    public org.bouncycastle.crypto.Signer createSigner(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public org.bouncycastle.crypto.Signer createVerifyer(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
}










org/bouncycastle/crypto/tls/AbstractTlsSignerCredentials.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class AbstractTlsSignerCredentials extends AbstractTlsCredentials implements TlsSignerCredentials {
    public void AbstractTlsSignerCredentials();
    public SignatureAndHashAlgorithm getSignatureAndHashAlgorithm();
}










org/bouncycastle/crypto/tls/AlertDescription.class


package org.bouncycastle.crypto.tls;
public synchronized class AlertDescription {
    public static final short close_notify = 0;
    public static final short unexpected_message = 10;
    public static final short bad_record_mac = 20;
    public static final short decryption_failed = 21;
    public static final short record_overflow = 22;
    public static final short decompression_failure = 30;
    public static final short handshake_failure = 40;
    public static final short no_certificate = 41;
    public static final short bad_certificate = 42;
    public static final short unsupported_certificate = 43;
    public static final short certificate_revoked = 44;
    public static final short certificate_expired = 45;
    public static final short certificate_unknown = 46;
    public static final short illegal_parameter = 47;
    public static final short unknown_ca = 48;
    public static final short access_denied = 49;
    public static final short decode_error = 50;
    public static final short decrypt_error = 51;
    public static final short export_restriction = 60;
    public static final short protocol_version = 70;
    public static final short insufficient_security = 71;
    public static final short internal_error = 80;
    public static final short user_canceled = 90;
    public static final short no_renegotiation = 100;
    public static final short unsupported_extension = 110;
    public static final short certificate_unobtainable = 111;
    public static final short unrecognized_name = 112;
    public static final short bad_certificate_status_response = 113;
    public static final short bad_certificate_hash_value = 114;
    public static final short unknown_psk_identity = 115;
    public static final short inappropriate_fallback = 86;
    public void AlertDescription();
    public static String getName(short);
    public static String getText(short);
}










org/bouncycastle/crypto/tls/AlertLevel.class


package org.bouncycastle.crypto.tls;
public synchronized class AlertLevel {
    public static final short warning = 1;
    public static final short fatal = 2;
    public void AlertLevel();
    public static String getName(short);
    public static String getText(short);
}










org/bouncycastle/crypto/tls/BasicTlsPSKIdentity.class


package org.bouncycastle.crypto.tls;
public synchronized class BasicTlsPSKIdentity implements TlsPSKIdentity {
    protected byte[] identity;
    protected byte[] psk;
    public void BasicTlsPSKIdentity(byte[], byte[]);
    public void BasicTlsPSKIdentity(String, byte[]);
    public void skipIdentityHint();
    public void notifyIdentityHint(byte[]);
    public byte[] getPSKIdentity();
    public byte[] getPSK();
}










org/bouncycastle/crypto/tls/BulkCipherAlgorithm.class


package org.bouncycastle.crypto.tls;
public synchronized class BulkCipherAlgorithm {
    public static final int _null = 0;
    public static final int rc4 = 1;
    public static final int rc2 = 2;
    public static final int des = 3;
    public static final int _3des = 4;
    public static final int des40 = 5;
    public static final int aes = 6;
    public static final int idea = 7;
    public void BulkCipherAlgorithm();
}










org/bouncycastle/crypto/tls/ByteQueue.class


package org.bouncycastle.crypto.tls;
public synchronized class ByteQueue {
    private static final int DEFAULT_CAPACITY = 1024;
    private byte[] databuf;
    private int skipped;
    private int available;
    private boolean readOnlyBuf;
    public static int nextTwoPow(int);
    public void ByteQueue();
    public void ByteQueue(int);
    public void ByteQueue(byte[], int, int);
    public void addData(byte[], int, int);
    public int available();
    public void copyTo(java.io.OutputStream, int) throws java.io.IOException;
    public void read(byte[], int, int, int);
    public java.io.ByteArrayInputStream readFrom(int);
    public void removeData(int);
    public void removeData(byte[], int, int, int);
    public byte[] removeData(int, int);
    public void shrink();
}










org/bouncycastle/crypto/tls/ByteQueueInputStream.class


package org.bouncycastle.crypto.tls;
public synchronized class ByteQueueInputStream extends java.io.InputStream {
    private ByteQueue buffer;
    public void ByteQueueInputStream();
    public void addBytes(byte[]);
    public int peek(byte[]);
    public int read();
    public int read(byte[]);
    public int read(byte[], int, int);
    public long skip(long);
    public int available();
    public void close();
}










org/bouncycastle/crypto/tls/ByteQueueOutputStream.class


package org.bouncycastle.crypto.tls;
public synchronized class ByteQueueOutputStream extends java.io.OutputStream {
    private ByteQueue buffer;
    public void ByteQueueOutputStream();
    public ByteQueue getBuffer();
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/CertChainType.class


package org.bouncycastle.crypto.tls;
public synchronized class CertChainType {
    public static final short individual_certs = 0;
    public static final short pkipath = 1;
    public void CertChainType();
    public static boolean isValid(short);
}










org/bouncycastle/crypto/tls/Certificate.class


package org.bouncycastle.crypto.tls;
public synchronized class Certificate {
    public static final Certificate EMPTY_CHAIN;
    protected org.bouncycastle.asn1.x509.Certificate[] certificateList;
    public void Certificate(org.bouncycastle.asn1.x509.Certificate[]);
    public org.bouncycastle.asn1.x509.Certificate[] getCertificateList();
    public org.bouncycastle.asn1.x509.Certificate getCertificateAt(int);
    public int getLength();
    public boolean isEmpty();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static Certificate parse(java.io.InputStream) throws java.io.IOException;
    protected org.bouncycastle.asn1.x509.Certificate[] cloneCertificateList();
    static void <clinit>();
}










org/bouncycastle/crypto/tls/CertificateRequest.class


package org.bouncycastle.crypto.tls;
public synchronized class CertificateRequest {
    protected short[] certificateTypes;
    protected java.util.Vector supportedSignatureAlgorithms;
    protected java.util.Vector certificateAuthorities;
    public void CertificateRequest(short[], java.util.Vector, java.util.Vector);
    public short[] getCertificateTypes();
    public java.util.Vector getSupportedSignatureAlgorithms();
    public java.util.Vector getCertificateAuthorities();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static CertificateRequest parse(TlsContext, java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/CertificateStatus.class


package org.bouncycastle.crypto.tls;
public synchronized class CertificateStatus {
    protected short statusType;
    protected Object response;
    public void CertificateStatus(short, Object);
    public short getStatusType();
    public Object getResponse();
    public org.bouncycastle.asn1.ocsp.OCSPResponse getOCSPResponse();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static CertificateStatus parse(java.io.InputStream) throws java.io.IOException;
    protected static boolean isCorrectType(short, Object);
}










org/bouncycastle/crypto/tls/CertificateStatusRequest.class


package org.bouncycastle.crypto.tls;
public synchronized class CertificateStatusRequest {
    protected short statusType;
    protected Object request;
    public void CertificateStatusRequest(short, Object);
    public short getStatusType();
    public Object getRequest();
    public OCSPStatusRequest getOCSPStatusRequest();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static CertificateStatusRequest parse(java.io.InputStream) throws java.io.IOException;
    protected static boolean isCorrectType(short, Object);
}










org/bouncycastle/crypto/tls/CertificateStatusType.class


package org.bouncycastle.crypto.tls;
public synchronized class CertificateStatusType {
    public static final short ocsp = 1;
    public void CertificateStatusType();
}










org/bouncycastle/crypto/tls/CertificateType.class


package org.bouncycastle.crypto.tls;
public synchronized class CertificateType {
    public static final short X509 = 0;
    public static final short OpenPGP = 1;
    public static final short RawPublicKey = 2;
    public void CertificateType();
}










org/bouncycastle/crypto/tls/CertificateURL$ListBuffer16.class


package org.bouncycastle.crypto.tls;
synchronized class CertificateURL$ListBuffer16 extends java.io.ByteArrayOutputStream {
    void CertificateURL$ListBuffer16(CertificateURL) throws java.io.IOException;
    void encodeTo(java.io.OutputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/CertificateURL.class


package org.bouncycastle.crypto.tls;
public synchronized class CertificateURL {
    protected short type;
    protected java.util.Vector urlAndHashList;
    public void CertificateURL(short, java.util.Vector);
    public short getType();
    public java.util.Vector getURLAndHashList();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static CertificateURL parse(TlsContext, java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/Chacha20Poly1305.class


package org.bouncycastle.crypto.tls;
public synchronized class Chacha20Poly1305 implements TlsCipher {
    private static final byte[] ZEROES;
    protected TlsContext context;
    protected org.bouncycastle.crypto.engines.ChaCha7539Engine encryptCipher;
    protected org.bouncycastle.crypto.engines.ChaCha7539Engine decryptCipher;
    protected byte[] encryptIV;
    protected byte[] decryptIV;
    public void Chacha20Poly1305(TlsContext) throws java.io.IOException;
    public int getPlaintextLimit(int);
    public byte[] encodePlaintext(long, short, byte[], int, int) throws java.io.IOException;
    public byte[] decodeCiphertext(long, short, byte[], int, int) throws java.io.IOException;
    protected org.bouncycastle.crypto.params.KeyParameter initRecord(org.bouncycastle.crypto.StreamCipher, boolean, long, byte[]);
    protected byte[] calculateNonce(long, byte[]);
    protected org.bouncycastle.crypto.params.KeyParameter generateRecordMACKey(org.bouncycastle.crypto.StreamCipher);
    protected byte[] calculateRecordMAC(org.bouncycastle.crypto.params.KeyParameter, byte[], byte[], int, int);
    protected void updateRecordMACLength(org.bouncycastle.crypto.Mac, int);
    protected void updateRecordMACText(org.bouncycastle.crypto.Mac, byte[], int, int);
    protected byte[] getAdditionalData(long, short, int) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/crypto/tls/ChangeCipherSpec.class


package org.bouncycastle.crypto.tls;
public synchronized class ChangeCipherSpec {
    public static final short change_cipher_spec = 1;
    public void ChangeCipherSpec();
}










org/bouncycastle/crypto/tls/CipherSuite.class


package org.bouncycastle.crypto.tls;
public synchronized class CipherSuite {
    public static final int TLS_NULL_WITH_NULL_NULL = 0;
    public static final int TLS_RSA_WITH_NULL_MD5 = 1;
    public static final int TLS_RSA_WITH_NULL_SHA = 2;
    public static final int TLS_RSA_EXPORT_WITH_RC4_40_MD5 = 3;
    public static final int TLS_RSA_WITH_RC4_128_MD5 = 4;
    public static final int TLS_RSA_WITH_RC4_128_SHA = 5;
    public static final int TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5 = 6;
    public static final int TLS_RSA_WITH_IDEA_CBC_SHA = 7;
    public static final int TLS_RSA_EXPORT_WITH_DES40_CBC_SHA = 8;
    public static final int TLS_RSA_WITH_DES_CBC_SHA = 9;
    public static final int TLS_RSA_WITH_3DES_EDE_CBC_SHA = 10;
    public static final int TLS_DH_DSS_EXPORT_WITH_DES40_CBC_SHA = 11;
    public static final int TLS_DH_DSS_WITH_DES_CBC_SHA = 12;
    public static final int TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA = 13;
    public static final int TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA = 14;
    public static final int TLS_DH_RSA_WITH_DES_CBC_SHA = 15;
    public static final int TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA = 16;
    public static final int TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA = 17;
    public static final int TLS_DHE_DSS_WITH_DES_CBC_SHA = 18;
    public static final int TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA = 19;
    public static final int TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA = 20;
    public static final int TLS_DHE_RSA_WITH_DES_CBC_SHA = 21;
    public static final int TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA = 22;
    public static final int TLS_DH_anon_EXPORT_WITH_RC4_40_MD5 = 23;
    public static final int TLS_DH_anon_WITH_RC4_128_MD5 = 24;
    public static final int TLS_DH_anon_EXPORT_WITH_DES40_CBC_SHA = 25;
    public static final int TLS_DH_anon_WITH_DES_CBC_SHA = 26;
    public static final int TLS_DH_anon_WITH_3DES_EDE_CBC_SHA = 27;
    public static final int TLS_RSA_WITH_AES_128_CBC_SHA = 47;
    public static final int TLS_DH_DSS_WITH_AES_128_CBC_SHA = 48;
    public static final int TLS_DH_RSA_WITH_AES_128_CBC_SHA = 49;
    public static final int TLS_DHE_DSS_WITH_AES_128_CBC_SHA = 50;
    public static final int TLS_DHE_RSA_WITH_AES_128_CBC_SHA = 51;
    public static final int TLS_DH_anon_WITH_AES_128_CBC_SHA = 52;
    public static final int TLS_RSA_WITH_AES_256_CBC_SHA = 53;
    public static final int TLS_DH_DSS_WITH_AES_256_CBC_SHA = 54;
    public static final int TLS_DH_RSA_WITH_AES_256_CBC_SHA = 55;
    public static final int TLS_DHE_DSS_WITH_AES_256_CBC_SHA = 56;
    public static final int TLS_DHE_RSA_WITH_AES_256_CBC_SHA = 57;
    public static final int TLS_DH_anon_WITH_AES_256_CBC_SHA = 58;
    public static final int TLS_RSA_WITH_CAMELLIA_128_CBC_SHA = 65;
    public static final int TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA = 66;
    public static final int TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA = 67;
    public static final int TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA = 68;
    public static final int TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA = 69;
    public static final int TLS_DH_anon_WITH_CAMELLIA_128_CBC_SHA = 70;
    public static final int TLS_RSA_WITH_CAMELLIA_256_CBC_SHA = 132;
    public static final int TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA = 133;
    public static final int TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA = 134;
    public static final int TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA = 135;
    public static final int TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA = 136;
    public static final int TLS_DH_anon_WITH_CAMELLIA_256_CBC_SHA = 137;
    public static final int TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256 = 186;
    public static final int TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA256 = 187;
    public static final int TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA256 = 188;
    public static final int TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA256 = 189;
    public static final int TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 = 190;
    public static final int TLS_DH_anon_WITH_CAMELLIA_128_CBC_SHA256 = 191;
    public static final int TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256 = 192;
    public static final int TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA256 = 193;
    public static final int TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA256 = 194;
    public static final int TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA256 = 195;
    public static final int TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA256 = 196;
    public static final int TLS_DH_anon_WITH_CAMELLIA_256_CBC_SHA256 = 197;
    public static final int TLS_RSA_WITH_SEED_CBC_SHA = 150;
    public static final int TLS_DH_DSS_WITH_SEED_CBC_SHA = 151;
    public static final int TLS_DH_RSA_WITH_SEED_CBC_SHA = 152;
    public static final int TLS_DHE_DSS_WITH_SEED_CBC_SHA = 153;
    public static final int TLS_DHE_RSA_WITH_SEED_CBC_SHA = 154;
    public static final int TLS_DH_anon_WITH_SEED_CBC_SHA = 155;
    public static final int TLS_PSK_WITH_RC4_128_SHA = 138;
    public static final int TLS_PSK_WITH_3DES_EDE_CBC_SHA = 139;
    public static final int TLS_PSK_WITH_AES_128_CBC_SHA = 140;
    public static final int TLS_PSK_WITH_AES_256_CBC_SHA = 141;
    public static final int TLS_DHE_PSK_WITH_RC4_128_SHA = 142;
    public static final int TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA = 143;
    public static final int TLS_DHE_PSK_WITH_AES_128_CBC_SHA = 144;
    public static final int TLS_DHE_PSK_WITH_AES_256_CBC_SHA = 145;
    public static final int TLS_RSA_PSK_WITH_RC4_128_SHA = 146;
    public static final int TLS_RSA_PSK_WITH_3DES_EDE_CBC_SHA = 147;
    public static final int TLS_RSA_PSK_WITH_AES_128_CBC_SHA = 148;
    public static final int TLS_RSA_PSK_WITH_AES_256_CBC_SHA = 149;
    public static final int TLS_ECDH_ECDSA_WITH_NULL_SHA = 49153;
    public static final int TLS_ECDH_ECDSA_WITH_RC4_128_SHA = 49154;
    public static final int TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA = 49155;
    public static final int TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA = 49156;
    public static final int TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA = 49157;
    public static final int TLS_ECDHE_ECDSA_WITH_NULL_SHA = 49158;
    public static final int TLS_ECDHE_ECDSA_WITH_RC4_128_SHA = 49159;
    public static final int TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA = 49160;
    public static final int TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA = 49161;
    public static final int TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA = 49162;
    public static final int TLS_ECDH_RSA_WITH_NULL_SHA = 49163;
    public static final int TLS_ECDH_RSA_WITH_RC4_128_SHA = 49164;
    public static final int TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA = 49165;
    public static final int TLS_ECDH_RSA_WITH_AES_128_CBC_SHA = 49166;
    public static final int TLS_ECDH_RSA_WITH_AES_256_CBC_SHA = 49167;
    public static final int TLS_ECDHE_RSA_WITH_NULL_SHA = 49168;
    public static final int TLS_ECDHE_RSA_WITH_RC4_128_SHA = 49169;
    public static final int TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA = 49170;
    public static final int TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA = 49171;
    public static final int TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA = 49172;
    public static final int TLS_ECDH_anon_WITH_NULL_SHA = 49173;
    public static final int TLS_ECDH_anon_WITH_RC4_128_SHA = 49174;
    public static final int TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA = 49175;
    public static final int TLS_ECDH_anon_WITH_AES_128_CBC_SHA = 49176;
    public static final int TLS_ECDH_anon_WITH_AES_256_CBC_SHA = 49177;
    public static final int TLS_PSK_WITH_NULL_SHA = 44;
    public static final int TLS_DHE_PSK_WITH_NULL_SHA = 45;
    public static final int TLS_RSA_PSK_WITH_NULL_SHA = 46;
    public static final int TLS_SRP_SHA_WITH_3DES_EDE_CBC_SHA = 49178;
    public static final int TLS_SRP_SHA_RSA_WITH_3DES_EDE_CBC_SHA = 49179;
    public static final int TLS_SRP_SHA_DSS_WITH_3DES_EDE_CBC_SHA = 49180;
    public static final int TLS_SRP_SHA_WITH_AES_128_CBC_SHA = 49181;
    public static final int TLS_SRP_SHA_RSA_WITH_AES_128_CBC_SHA = 49182;
    public static final int TLS_SRP_SHA_DSS_WITH_AES_128_CBC_SHA = 49183;
    public static final int TLS_SRP_SHA_WITH_AES_256_CBC_SHA = 49184;
    public static final int TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA = 49185;
    public static final int TLS_SRP_SHA_DSS_WITH_AES_256_CBC_SHA = 49186;
    public static final int TLS_RSA_WITH_NULL_SHA256 = 59;
    public static final int TLS_RSA_WITH_AES_128_CBC_SHA256 = 60;
    public static final int TLS_RSA_WITH_AES_256_CBC_SHA256 = 61;
    public static final int TLS_DH_DSS_WITH_AES_128_CBC_SHA256 = 62;
    public static final int TLS_DH_RSA_WITH_AES_128_CBC_SHA256 = 63;
    public static final int TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 = 64;
    public static final int TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 = 103;
    public static final int TLS_DH_DSS_WITH_AES_256_CBC_SHA256 = 104;
    public static final int TLS_DH_RSA_WITH_AES_256_CBC_SHA256 = 105;
    public static final int TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 = 106;
    public static final int TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 = 107;
    public static final int TLS_DH_anon_WITH_AES_128_CBC_SHA256 = 108;
    public static final int TLS_DH_anon_WITH_AES_256_CBC_SHA256 = 109;
    public static final int TLS_RSA_WITH_AES_128_GCM_SHA256 = 156;
    public static final int TLS_RSA_WITH_AES_256_GCM_SHA384 = 157;
    public static final int TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 = 158;
    public static final int TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 = 159;
    public static final int TLS_DH_RSA_WITH_AES_128_GCM_SHA256 = 160;
    public static final int TLS_DH_RSA_WITH_AES_256_GCM_SHA384 = 161;
    public static final int TLS_DHE_DSS_WITH_AES_128_GCM_SHA256 = 162;
    public static final int TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 = 163;
    public static final int TLS_DH_DSS_WITH_AES_128_GCM_SHA256 = 164;
    public static final int TLS_DH_DSS_WITH_AES_256_GCM_SHA384 = 165;
    public static final int TLS_DH_anon_WITH_AES_128_GCM_SHA256 = 166;
    public static final int TLS_DH_anon_WITH_AES_256_GCM_SHA384 = 167;
    public static final int TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 = 49187;
    public static final int TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 = 49188;
    public static final int TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 = 49189;
    public static final int TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 = 49190;
    public static final int TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 = 49191;
    public static final int TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 = 49192;
    public static final int TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 = 49193;
    public static final int TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 = 49194;
    public static final int TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 = 49195;
    public static final int TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 = 49196;
    public static final int TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 = 49197;
    public static final int TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 = 49198;
    public static final int TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 = 49199;
    public static final int TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 = 49200;
    public static final int TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 = 49201;
    public static final int TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384 = 49202;
    public static final int TLS_PSK_WITH_AES_128_GCM_SHA256 = 168;
    public static final int TLS_PSK_WITH_AES_256_GCM_SHA384 = 169;
    public static final int TLS_DHE_PSK_WITH_AES_128_GCM_SHA256 = 170;
    public static final int TLS_DHE_PSK_WITH_AES_256_GCM_SHA384 = 171;
    public static final int TLS_RSA_PSK_WITH_AES_128_GCM_SHA256 = 172;
    public static final int TLS_RSA_PSK_WITH_AES_256_GCM_SHA384 = 173;
    public static final int TLS_PSK_WITH_AES_128_CBC_SHA256 = 174;
    public static final int TLS_PSK_WITH_AES_256_CBC_SHA384 = 175;
    public static final int TLS_PSK_WITH_NULL_SHA256 = 176;
    public static final int TLS_PSK_WITH_NULL_SHA384 = 177;
    public static final int TLS_DHE_PSK_WITH_AES_128_CBC_SHA256 = 178;
    public static final int TLS_DHE_PSK_WITH_AES_256_CBC_SHA384 = 179;
    public static final int TLS_DHE_PSK_WITH_NULL_SHA256 = 180;
    public static final int TLS_DHE_PSK_WITH_NULL_SHA384 = 181;
    public static final int TLS_RSA_PSK_WITH_AES_128_CBC_SHA256 = 182;
    public static final int TLS_RSA_PSK_WITH_AES_256_CBC_SHA384 = 183;
    public static final int TLS_RSA_PSK_WITH_NULL_SHA256 = 184;
    public static final int TLS_RSA_PSK_WITH_NULL_SHA384 = 185;
    public static final int TLS_ECDHE_PSK_WITH_RC4_128_SHA = 49203;
    public static final int TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA = 49204;
    public static final int TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA = 49205;
    public static final int TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA = 49206;
    public static final int TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256 = 49207;
    public static final int TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA384 = 49208;
    public static final int TLS_ECDHE_PSK_WITH_NULL_SHA = 49209;
    public static final int TLS_ECDHE_PSK_WITH_NULL_SHA256 = 49210;
    public static final int TLS_ECDHE_PSK_WITH_NULL_SHA384 = 49211;
    public static final int TLS_EMPTY_RENEGOTIATION_INFO_SCSV = 255;
    public static final int TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_CBC_SHA256 = 49266;
    public static final int TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_CBC_SHA384 = 49267;
    public static final int TLS_ECDH_ECDSA_WITH_CAMELLIA_128_CBC_SHA256 = 49268;
    public static final int TLS_ECDH_ECDSA_WITH_CAMELLIA_256_CBC_SHA384 = 49269;
    public static final int TLS_ECDHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 = 49270;
    public static final int TLS_ECDHE_RSA_WITH_CAMELLIA_256_CBC_SHA384 = 49271;
    public static final int TLS_ECDH_RSA_WITH_CAMELLIA_128_CBC_SHA256 = 49272;
    public static final int TLS_ECDH_RSA_WITH_CAMELLIA_256_CBC_SHA384 = 49273;
    public static final int TLS_RSA_WITH_CAMELLIA_128_GCM_SHA256 = 49274;
    public static final int TLS_RSA_WITH_CAMELLIA_256_GCM_SHA384 = 49275;
    public static final int TLS_DHE_RSA_WITH_CAMELLIA_128_GCM_SHA256 = 49276;
    public static final int TLS_DHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 = 49277;
    public static final int TLS_DH_RSA_WITH_CAMELLIA_128_GCM_SHA256 = 49278;
    public static final int TLS_DH_RSA_WITH_CAMELLIA_256_GCM_SHA384 = 49279;
    public static final int TLS_DHE_DSS_WITH_CAMELLIA_128_GCM_SHA256 = 49280;
    public static final int TLS_DHE_DSS_WITH_CAMELLIA_256_GCM_SHA384 = 49281;
    public static final int TLS_DH_DSS_WITH_CAMELLIA_128_GCM_SHA256 = 49282;
    public static final int TLS_DH_DSS_WITH_CAMELLIA_256_GCM_SHA384 = 49283;
    public static final int TLS_DH_anon_WITH_CAMELLIA_128_GCM_SHA256 = 49284;
    public static final int TLS_DH_anon_WITH_CAMELLIA_256_GCM_SHA384 = 49285;
    public static final int TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_GCM_SHA256 = 49286;
    public static final int TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_GCM_SHA384 = 49287;
    public static final int TLS_ECDH_ECDSA_WITH_CAMELLIA_128_GCM_SHA256 = 49288;
    public static final int TLS_ECDH_ECDSA_WITH_CAMELLIA_256_GCM_SHA384 = 49289;
    public static final int TLS_ECDHE_RSA_WITH_CAMELLIA_128_GCM_SHA256 = 49290;
    public static final int TLS_ECDHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 = 49291;
    public static final int TLS_ECDH_RSA_WITH_CAMELLIA_128_GCM_SHA256 = 49292;
    public static final int TLS_ECDH_RSA_WITH_CAMELLIA_256_GCM_SHA384 = 49293;
    public static final int TLS_PSK_WITH_CAMELLIA_128_GCM_SHA256 = 49294;
    public static final int TLS_PSK_WITH_CAMELLIA_256_GCM_SHA384 = 49295;
    public static final int TLS_DHE_PSK_WITH_CAMELLIA_128_GCM_SHA256 = 49296;
    public static final int TLS_DHE_PSK_WITH_CAMELLIA_256_GCM_SHA384 = 49297;
    public static final int TLS_RSA_PSK_WITH_CAMELLIA_128_GCM_SHA256 = 49298;
    public static final int TLS_RSA_PSK_WITH_CAMELLIA_256_GCM_SHA384 = 49299;
    public static final int TLS_PSK_WITH_CAMELLIA_128_CBC_SHA256 = 49300;
    public static final int TLS_PSK_WITH_CAMELLIA_256_CBC_SHA384 = 49301;
    public static final int TLS_DHE_PSK_WITH_CAMELLIA_128_CBC_SHA256 = 49302;
    public static final int TLS_DHE_PSK_WITH_CAMELLIA_256_CBC_SHA384 = 49303;
    public static final int TLS_RSA_PSK_WITH_CAMELLIA_128_CBC_SHA256 = 49304;
    public static final int TLS_RSA_PSK_WITH_CAMELLIA_256_CBC_SHA384 = 49305;
    public static final int TLS_ECDHE_PSK_WITH_CAMELLIA_128_CBC_SHA256 = 49306;
    public static final int TLS_ECDHE_PSK_WITH_CAMELLIA_256_CBC_SHA384 = 49307;
    public static final int TLS_RSA_WITH_AES_128_CCM = 49308;
    public static final int TLS_RSA_WITH_AES_256_CCM = 49309;
    public static final int TLS_DHE_RSA_WITH_AES_128_CCM = 49310;
    public static final int TLS_DHE_RSA_WITH_AES_256_CCM = 49311;
    public static final int TLS_RSA_WITH_AES_128_CCM_8 = 49312;
    public static final int TLS_RSA_WITH_AES_256_CCM_8 = 49313;
    public static final int TLS_DHE_RSA_WITH_AES_128_CCM_8 = 49314;
    public static final int TLS_DHE_RSA_WITH_AES_256_CCM_8 = 49315;
    public static final int TLS_PSK_WITH_AES_128_CCM = 49316;
    public static final int TLS_PSK_WITH_AES_256_CCM = 49317;
    public static final int TLS_DHE_PSK_WITH_AES_128_CCM = 49318;
    public static final int TLS_DHE_PSK_WITH_AES_256_CCM = 49319;
    public static final int TLS_PSK_WITH_AES_128_CCM_8 = 49320;
    public static final int TLS_PSK_WITH_AES_256_CCM_8 = 49321;
    public static final int TLS_PSK_DHE_WITH_AES_128_CCM_8 = 49322;
    public static final int TLS_PSK_DHE_WITH_AES_256_CCM_8 = 49323;
    public static final int TLS_ECDHE_ECDSA_WITH_AES_128_CCM = 49324;
    public static final int TLS_ECDHE_ECDSA_WITH_AES_256_CCM = 49325;
    public static final int TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 = 49326;
    public static final int TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8 = 49327;
    public static final int TLS_FALLBACK_SCSV = 22016;
    public static final int DRAFT_TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 = 52392;
    public static final int DRAFT_TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 = 52393;
    public static final int DRAFT_TLS_DHE_RSA_WITH_CHACHA20_POLY1305_SHA256 = 52394;
    public static final int DRAFT_TLS_PSK_WITH_CHACHA20_POLY1305_SHA256 = 52395;
    public static final int DRAFT_TLS_ECDHE_PSK_WITH_CHACHA20_POLY1305_SHA256 = 52396;
    public static final int DRAFT_TLS_DHE_PSK_WITH_CHACHA20_POLY1305_SHA256 = 52397;
    public static final int DRAFT_TLS_RSA_PSK_WITH_CHACHA20_POLY1305_SHA256 = 52398;
    public static final int DRAFT_TLS_DHE_RSA_WITH_AES_128_OCB = 65280;
    public static final int DRAFT_TLS_DHE_RSA_WITH_AES_256_OCB = 65281;
    public static final int DRAFT_TLS_ECDHE_RSA_WITH_AES_128_OCB = 65282;
    public static final int DRAFT_TLS_ECDHE_RSA_WITH_AES_256_OCB = 65283;
    public static final int DRAFT_TLS_ECDHE_ECDSA_WITH_AES_128_OCB = 65284;
    public static final int DRAFT_TLS_ECDHE_ECDSA_WITH_AES_256_OCB = 65285;
    public static final int DRAFT_TLS_PSK_WITH_AES_128_OCB = 65296;
    public static final int DRAFT_TLS_PSK_WITH_AES_256_OCB = 65297;
    public static final int DRAFT_TLS_DHE_PSK_WITH_AES_128_OCB = 65298;
    public static final int DRAFT_TLS_DHE_PSK_WITH_AES_256_OCB = 65299;
    public static final int DRAFT_TLS_ECDHE_PSK_WITH_AES_128_OCB = 65300;
    public static final int DRAFT_TLS_ECDHE_PSK_WITH_AES_256_OCB = 65301;
    public void CipherSuite();
    public static boolean isSCSV(int);
}










org/bouncycastle/crypto/tls/CipherType.class


package org.bouncycastle.crypto.tls;
public synchronized class CipherType {
    public static final int stream = 0;
    public static final int block = 1;
    public static final int aead = 2;
    public void CipherType();
}










org/bouncycastle/crypto/tls/ClientAuthenticationType.class


package org.bouncycastle.crypto.tls;
public synchronized class ClientAuthenticationType {
    public static final short anonymous = 0;
    public static final short certificate_based = 1;
    public static final short psk = 2;
    public void ClientAuthenticationType();
}










org/bouncycastle/crypto/tls/ClientCertificateType.class


package org.bouncycastle.crypto.tls;
public synchronized class ClientCertificateType {
    public static final short rsa_sign = 1;
    public static final short dss_sign = 2;
    public static final short rsa_fixed_dh = 3;
    public static final short dss_fixed_dh = 4;
    public static final short rsa_ephemeral_dh_RESERVED = 5;
    public static final short dss_ephemeral_dh_RESERVED = 6;
    public static final short fortezza_dms_RESERVED = 20;
    public static final short ecdsa_sign = 64;
    public static final short rsa_fixed_ecdh = 65;
    public static final short ecdsa_fixed_ecdh = 66;
    public void ClientCertificateType();
}










org/bouncycastle/crypto/tls/CombinedHash.class


package org.bouncycastle.crypto.tls;
synchronized class CombinedHash implements TlsHandshakeHash {
    protected TlsContext context;
    protected org.bouncycastle.crypto.Digest md5;
    protected org.bouncycastle.crypto.Digest sha1;
    void CombinedHash();
    void CombinedHash(CombinedHash);
    public void init(TlsContext);
    public TlsHandshakeHash notifyPRFDetermined();
    public void trackHashAlgorithm(short);
    public void sealHashAlgorithms();
    public TlsHandshakeHash stopTracking();
    public org.bouncycastle.crypto.Digest forkPRFHash();
    public byte[] getFinalHash(short);
    public String getAlgorithmName();
    public int getDigestSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
    protected void ssl3Complete(org.bouncycastle.crypto.Digest, byte[], byte[], int);
}










org/bouncycastle/crypto/tls/CompressionMethod.class


package org.bouncycastle.crypto.tls;
public synchronized class CompressionMethod {
    public static final short _null = 0;
    public static final short DEFLATE = 1;
    public void CompressionMethod();
}










org/bouncycastle/crypto/tls/ConnectionEnd.class


package org.bouncycastle.crypto.tls;
public synchronized class ConnectionEnd {
    public static final int server = 0;
    public static final int client = 1;
    public void ConnectionEnd();
}










org/bouncycastle/crypto/tls/ContentType.class


package org.bouncycastle.crypto.tls;
public synchronized class ContentType {
    public static final short change_cipher_spec = 20;
    public static final short alert = 21;
    public static final short handshake = 22;
    public static final short application_data = 23;
    public static final short heartbeat = 24;
    public void ContentType();
}










org/bouncycastle/crypto/tls/DTLSClientProtocol$ClientHandshakeState.class


package org.bouncycastle.crypto.tls;
public synchronized class DTLSClientProtocol$ClientHandshakeState {
    TlsClient client;
    TlsClientContextImpl clientContext;
    TlsSession tlsSession;
    SessionParameters sessionParameters;
    SessionParameters$Builder sessionParametersBuilder;
    int[] offeredCipherSuites;
    short[] offeredCompressionMethods;
    java.util.Hashtable clientExtensions;
    java.util.Hashtable serverExtensions;
    byte[] selectedSessionID;
    boolean resumedSession;
    boolean secure_renegotiation;
    boolean allowCertificateStatus;
    boolean expectSessionTicket;
    TlsKeyExchange keyExchange;
    TlsAuthentication authentication;
    CertificateStatus certificateStatus;
    CertificateRequest certificateRequest;
    TlsCredentials clientCredentials;
    protected void DTLSClientProtocol$ClientHandshakeState();
}










org/bouncycastle/crypto/tls/DTLSClientProtocol.class


package org.bouncycastle.crypto.tls;
public synchronized class DTLSClientProtocol extends DTLSProtocol {
    public void DTLSClientProtocol(java.security.SecureRandom);
    public DTLSTransport connect(TlsClient, DatagramTransport) throws java.io.IOException;
    protected void abortClientHandshake(DTLSClientProtocol$ClientHandshakeState, DTLSRecordLayer, short);
    protected DTLSTransport clientHandshake(DTLSClientProtocol$ClientHandshakeState, DTLSRecordLayer) throws java.io.IOException;
    protected byte[] generateCertificateVerify(DTLSClientProtocol$ClientHandshakeState, DigitallySigned) throws java.io.IOException;
    protected byte[] generateClientHello(DTLSClientProtocol$ClientHandshakeState, TlsClient) throws java.io.IOException;
    protected byte[] generateClientKeyExchange(DTLSClientProtocol$ClientHandshakeState) throws java.io.IOException;
    protected void invalidateSession(DTLSClientProtocol$ClientHandshakeState);
    protected void processCertificateRequest(DTLSClientProtocol$ClientHandshakeState, byte[]) throws java.io.IOException;
    protected void processCertificateStatus(DTLSClientProtocol$ClientHandshakeState, byte[]) throws java.io.IOException;
    protected byte[] processHelloVerifyRequest(DTLSClientProtocol$ClientHandshakeState, byte[]) throws java.io.IOException;
    protected void processNewSessionTicket(DTLSClientProtocol$ClientHandshakeState, byte[]) throws java.io.IOException;
    protected Certificate processServerCertificate(DTLSClientProtocol$ClientHandshakeState, byte[]) throws java.io.IOException;
    protected void processServerHello(DTLSClientProtocol$ClientHandshakeState, byte[]) throws java.io.IOException;
    protected void processServerKeyExchange(DTLSClientProtocol$ClientHandshakeState, byte[]) throws java.io.IOException;
    protected void processServerSupplementalData(DTLSClientProtocol$ClientHandshakeState, byte[]) throws java.io.IOException;
    protected void reportServerVersion(DTLSClientProtocol$ClientHandshakeState, ProtocolVersion) throws java.io.IOException;
    protected static byte[] patchClientHelloWithCookie(byte[], byte[]) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/DTLSEpoch.class


package org.bouncycastle.crypto.tls;
synchronized class DTLSEpoch {
    private final DTLSReplayWindow replayWindow;
    private final int epoch;
    private final TlsCipher cipher;
    private long sequenceNumber;
    void DTLSEpoch(int, TlsCipher);
    long allocateSequenceNumber();
    TlsCipher getCipher();
    int getEpoch();
    DTLSReplayWindow getReplayWindow();
    long getSequenceNumber();
}










org/bouncycastle/crypto/tls/DTLSHandshakeRetransmit.class


package org.bouncycastle.crypto.tls;
abstract interface DTLSHandshakeRetransmit {
    public abstract void receivedHandshakeRecord(int, byte[], int, int) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/DTLSProtocol.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class DTLSProtocol {
    protected final java.security.SecureRandom secureRandom;
    protected void DTLSProtocol(java.security.SecureRandom);
    protected void processFinished(byte[], byte[]) throws java.io.IOException;
    protected static void applyMaxFragmentLengthExtension(DTLSRecordLayer, short) throws java.io.IOException;
    protected static short evaluateMaxFragmentLengthExtension(boolean, java.util.Hashtable, java.util.Hashtable, short) throws java.io.IOException;
    protected static byte[] generateCertificate(Certificate) throws java.io.IOException;
    protected static byte[] generateSupplementalData(java.util.Vector) throws java.io.IOException;
    protected static void validateSelectedCipherSuite(int, short) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/DTLSReassembler$Range.class


package org.bouncycastle.crypto.tls;
synchronized class DTLSReassembler$Range {
    private int start;
    private int end;
    void DTLSReassembler$Range(int, int);
    public int getStart();
    public void setStart(int);
    public int getEnd();
    public void setEnd(int);
}










org/bouncycastle/crypto/tls/DTLSReassembler.class


package org.bouncycastle.crypto.tls;
synchronized class DTLSReassembler {
    private short msg_type;
    private byte[] body;
    private java.util.Vector missing;
    void DTLSReassembler(short, int);
    short getMsgType();
    byte[] getBodyIfComplete();
    void contributeFragment(short, int, byte[], int, int, int);
    void reset();
}










org/bouncycastle/crypto/tls/DTLSRecordLayer.class


package org.bouncycastle.crypto.tls;
synchronized class DTLSRecordLayer implements DatagramTransport {
    private static final int RECORD_HEADER_LENGTH = 13;
    private static final int MAX_FRAGMENT_LENGTH = 16384;
    private static final long TCP_MSL = 120000;
    private static final long RETRANSMIT_TIMEOUT = 240000;
    private final DatagramTransport transport;
    private final TlsContext context;
    private final TlsPeer peer;
    private final ByteQueue recordQueue;
    private volatile boolean closed;
    private volatile boolean failed;
    private volatile ProtocolVersion readVersion;
    private volatile ProtocolVersion writeVersion;
    private volatile boolean inHandshake;
    private volatile int plaintextLimit;
    private DTLSEpoch currentEpoch;
    private DTLSEpoch pendingEpoch;
    private DTLSEpoch readEpoch;
    private DTLSEpoch writeEpoch;
    private DTLSHandshakeRetransmit retransmit;
    private DTLSEpoch retransmitEpoch;
    private long retransmitExpiry;
    void DTLSRecordLayer(DatagramTransport, TlsContext, TlsPeer, short);
    void setPlaintextLimit(int);
    int getReadEpoch();
    ProtocolVersion getReadVersion();
    void setReadVersion(ProtocolVersion);
    void setWriteVersion(ProtocolVersion);
    void initPendingEpoch(TlsCipher);
    void handshakeSuccessful(DTLSHandshakeRetransmit);
    void resetWriteEpoch();
    public int getReceiveLimit() throws java.io.IOException;
    public int getSendLimit() throws java.io.IOException;
    public int receive(byte[], int, int, int) throws java.io.IOException;
    public void send(byte[], int, int) throws java.io.IOException;
    public void close() throws java.io.IOException;
    void fail(short);
    void failed();
    void warn(short, String) throws java.io.IOException;
    private void closeTransport();
    private void raiseAlert(short, short, String, Throwable) throws java.io.IOException;
    private int receiveRecord(byte[], int, int, int) throws java.io.IOException;
    private void sendRecord(short, byte[], int, int) throws java.io.IOException;
    private static long getMacSequenceNumber(int, long);
}










org/bouncycastle/crypto/tls/DTLSReliableHandshake$1.class


package org.bouncycastle.crypto.tls;
synchronized class DTLSReliableHandshake$1 implements DTLSHandshakeRetransmit {
    void DTLSReliableHandshake$1(DTLSReliableHandshake);
    public void receivedHandshakeRecord(int, byte[], int, int) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/DTLSReliableHandshake$Message.class


package org.bouncycastle.crypto.tls;
synchronized class DTLSReliableHandshake$Message {
    private final int message_seq;
    private final short msg_type;
    private final byte[] body;
    private void DTLSReliableHandshake$Message(int, short, byte[]);
    public int getSeq();
    public short getType();
    public byte[] getBody();
}










org/bouncycastle/crypto/tls/DTLSReliableHandshake$RecordLayerBuffer.class


package org.bouncycastle.crypto.tls;
synchronized class DTLSReliableHandshake$RecordLayerBuffer extends java.io.ByteArrayOutputStream {
    void DTLSReliableHandshake$RecordLayerBuffer(int);
    void sendToRecordLayer(DTLSRecordLayer) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/DTLSReliableHandshake.class


package org.bouncycastle.crypto.tls;
synchronized class DTLSReliableHandshake {
    private static final int MAX_RECEIVE_AHEAD = 16;
    private static final int MESSAGE_HEADER_LENGTH = 12;
    private DTLSRecordLayer recordLayer;
    private TlsHandshakeHash handshakeHash;
    private java.util.Hashtable currentInboundFlight;
    private java.util.Hashtable previousInboundFlight;
    private java.util.Vector outboundFlight;
    private boolean sending;
    private int message_seq;
    private int next_receive_seq;
    void DTLSReliableHandshake(TlsContext, DTLSRecordLayer);
    void notifyHelloComplete();
    TlsHandshakeHash getHandshakeHash();
    TlsHandshakeHash prepareToFinish();
    void sendMessage(short, byte[]) throws java.io.IOException;
    byte[] receiveMessageBody(short) throws java.io.IOException;
    DTLSReliableHandshake$Message receiveMessage() throws java.io.IOException;
    void finish();
    void resetHandshakeMessagesDigest();
    private int backOff(int);
    private void checkInboundFlight();
    private DTLSReliableHandshake$Message getPendingMessage() throws java.io.IOException;
    private void prepareInboundFlight(java.util.Hashtable);
    private boolean processRecord(int, int, byte[], int, int) throws java.io.IOException;
    private void resendOutboundFlight() throws java.io.IOException;
    private DTLSReliableHandshake$Message updateHandshakeMessagesDigest(DTLSReliableHandshake$Message) throws java.io.IOException;
    private void writeMessage(DTLSReliableHandshake$Message) throws java.io.IOException;
    private void writeHandshakeFragment(DTLSReliableHandshake$Message, int, int) throws java.io.IOException;
    private static boolean checkAll(java.util.Hashtable);
    private static void resetAll(java.util.Hashtable);
}










org/bouncycastle/crypto/tls/DTLSReplayWindow.class


package org.bouncycastle.crypto.tls;
synchronized class DTLSReplayWindow {
    private static final long VALID_SEQ_MASK = 281474976710655;
    private static final long WINDOW_SIZE = 64;
    private long latestConfirmedSeq;
    private long bitmap;
    void DTLSReplayWindow();
    boolean shouldDiscard(long);
    void reportAuthenticated(long);
    void reset();
}










org/bouncycastle/crypto/tls/DTLSServerProtocol$ServerHandshakeState.class


package org.bouncycastle.crypto.tls;
public synchronized class DTLSServerProtocol$ServerHandshakeState {
    TlsServer server;
    TlsServerContextImpl serverContext;
    TlsSession tlsSession;
    SessionParameters sessionParameters;
    SessionParameters$Builder sessionParametersBuilder;
    int[] offeredCipherSuites;
    short[] offeredCompressionMethods;
    java.util.Hashtable clientExtensions;
    java.util.Hashtable serverExtensions;
    boolean resumedSession;
    boolean secure_renegotiation;
    boolean allowCertificateStatus;
    boolean expectSessionTicket;
    TlsKeyExchange keyExchange;
    TlsCredentials serverCredentials;
    CertificateRequest certificateRequest;
    short clientCertificateType;
    Certificate clientCertificate;
    protected void DTLSServerProtocol$ServerHandshakeState();
}










org/bouncycastle/crypto/tls/DTLSServerProtocol.class


package org.bouncycastle.crypto.tls;
public synchronized class DTLSServerProtocol extends DTLSProtocol {
    protected boolean verifyRequests;
    public void DTLSServerProtocol(java.security.SecureRandom);
    public boolean getVerifyRequests();
    public void setVerifyRequests(boolean);
    public DTLSTransport accept(TlsServer, DatagramTransport) throws java.io.IOException;
    protected void abortServerHandshake(DTLSServerProtocol$ServerHandshakeState, DTLSRecordLayer, short);
    protected DTLSTransport serverHandshake(DTLSServerProtocol$ServerHandshakeState, DTLSRecordLayer) throws java.io.IOException;
    protected byte[] generateCertificateRequest(DTLSServerProtocol$ServerHandshakeState, CertificateRequest) throws java.io.IOException;
    protected byte[] generateCertificateStatus(DTLSServerProtocol$ServerHandshakeState, CertificateStatus) throws java.io.IOException;
    protected byte[] generateNewSessionTicket(DTLSServerProtocol$ServerHandshakeState, NewSessionTicket) throws java.io.IOException;
    protected byte[] generateServerHello(DTLSServerProtocol$ServerHandshakeState) throws java.io.IOException;
    protected void invalidateSession(DTLSServerProtocol$ServerHandshakeState);
    protected void notifyClientCertificate(DTLSServerProtocol$ServerHandshakeState, Certificate) throws java.io.IOException;
    protected void processClientCertificate(DTLSServerProtocol$ServerHandshakeState, byte[]) throws java.io.IOException;
    protected void processCertificateVerify(DTLSServerProtocol$ServerHandshakeState, byte[], TlsHandshakeHash) throws java.io.IOException;
    protected void processClientHello(DTLSServerProtocol$ServerHandshakeState, byte[]) throws java.io.IOException;
    protected void processClientKeyExchange(DTLSServerProtocol$ServerHandshakeState, byte[]) throws java.io.IOException;
    protected void processClientSupplementalData(DTLSServerProtocol$ServerHandshakeState, byte[]) throws java.io.IOException;
    protected boolean expectCertificateVerifyMessage(DTLSServerProtocol$ServerHandshakeState);
}










org/bouncycastle/crypto/tls/DTLSTransport.class


package org.bouncycastle.crypto.tls;
public synchronized class DTLSTransport implements DatagramTransport {
    private final DTLSRecordLayer recordLayer;
    void DTLSTransport(DTLSRecordLayer);
    public int getReceiveLimit() throws java.io.IOException;
    public int getSendLimit() throws java.io.IOException;
    public int receive(byte[], int, int, int) throws java.io.IOException;
    public void send(byte[], int, int) throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/DatagramTransport.class


package org.bouncycastle.crypto.tls;
public abstract interface DatagramTransport {
    public abstract int getReceiveLimit() throws java.io.IOException;
    public abstract int getSendLimit() throws java.io.IOException;
    public abstract int receive(byte[], int, int, int) throws java.io.IOException;
    public abstract void send(byte[], int, int) throws java.io.IOException;
    public abstract void close() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/DefaultTlsAgreementCredentials.class


package org.bouncycastle.crypto.tls;
public synchronized class DefaultTlsAgreementCredentials extends AbstractTlsAgreementCredentials {
    protected Certificate certificate;
    protected org.bouncycastle.crypto.params.AsymmetricKeyParameter privateKey;
    protected org.bouncycastle.crypto.BasicAgreement basicAgreement;
    protected boolean truncateAgreement;
    public void DefaultTlsAgreementCredentials(Certificate, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public Certificate getCertificate();
    public byte[] generateAgreement(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
}










org/bouncycastle/crypto/tls/DefaultTlsCipherFactory.class


package org.bouncycastle.crypto.tls;
public synchronized class DefaultTlsCipherFactory extends AbstractTlsCipherFactory {
    public void DefaultTlsCipherFactory();
    public TlsCipher createCipher(TlsContext, int, int) throws java.io.IOException;
    protected TlsBlockCipher createAESCipher(TlsContext, int, int) throws java.io.IOException;
    protected TlsBlockCipher createCamelliaCipher(TlsContext, int, int) throws java.io.IOException;
    protected TlsCipher createChaCha20Poly1305(TlsContext) throws java.io.IOException;
    protected TlsAEADCipher createCipher_AES_CCM(TlsContext, int, int) throws java.io.IOException;
    protected TlsAEADCipher createCipher_AES_GCM(TlsContext, int, int) throws java.io.IOException;
    protected TlsAEADCipher createCipher_AES_OCB(TlsContext, int, int) throws java.io.IOException;
    protected TlsAEADCipher createCipher_Camellia_GCM(TlsContext, int, int) throws java.io.IOException;
    protected TlsBlockCipher createDESedeCipher(TlsContext, int) throws java.io.IOException;
    protected TlsNullCipher createNullCipher(TlsContext, int) throws java.io.IOException;
    protected TlsStreamCipher createRC4Cipher(TlsContext, int, int) throws java.io.IOException;
    protected TlsBlockCipher createSEEDCipher(TlsContext, int) throws java.io.IOException;
    protected org.bouncycastle.crypto.BlockCipher createAESEngine();
    protected org.bouncycastle.crypto.BlockCipher createCamelliaEngine();
    protected org.bouncycastle.crypto.BlockCipher createAESBlockCipher();
    protected org.bouncycastle.crypto.modes.AEADBlockCipher createAEADBlockCipher_AES_CCM();
    protected org.bouncycastle.crypto.modes.AEADBlockCipher createAEADBlockCipher_AES_GCM();
    protected org.bouncycastle.crypto.modes.AEADBlockCipher createAEADBlockCipher_AES_OCB();
    protected org.bouncycastle.crypto.modes.AEADBlockCipher createAEADBlockCipher_Camellia_GCM();
    protected org.bouncycastle.crypto.BlockCipher createCamelliaBlockCipher();
    protected org.bouncycastle.crypto.BlockCipher createDESedeBlockCipher();
    protected org.bouncycastle.crypto.StreamCipher createRC4StreamCipher();
    protected org.bouncycastle.crypto.BlockCipher createSEEDBlockCipher();
    protected org.bouncycastle.crypto.Digest createHMACDigest(int) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/DefaultTlsClient.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class DefaultTlsClient extends AbstractTlsClient {
    public void DefaultTlsClient();
    public void DefaultTlsClient(TlsCipherFactory);
    public int[] getCipherSuites();
    public TlsKeyExchange getKeyExchange() throws java.io.IOException;
    protected TlsKeyExchange createDHKeyExchange(int);
    protected TlsKeyExchange createDHEKeyExchange(int);
    protected TlsKeyExchange createECDHKeyExchange(int);
    protected TlsKeyExchange createECDHEKeyExchange(int);
    protected TlsKeyExchange createRSAKeyExchange();
}










org/bouncycastle/crypto/tls/DefaultTlsEncryptionCredentials.class


package org.bouncycastle.crypto.tls;
public synchronized class DefaultTlsEncryptionCredentials extends AbstractTlsEncryptionCredentials {
    protected TlsContext context;
    protected Certificate certificate;
    protected org.bouncycastle.crypto.params.AsymmetricKeyParameter privateKey;
    public void DefaultTlsEncryptionCredentials(TlsContext, Certificate, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public Certificate getCertificate();
    public byte[] decryptPreMasterSecret(byte[]) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/DefaultTlsSRPGroupVerifier.class


package org.bouncycastle.crypto.tls;
public synchronized class DefaultTlsSRPGroupVerifier implements TlsSRPGroupVerifier {
    protected static final java.util.Vector DEFAULT_GROUPS;
    protected java.util.Vector groups;
    public void DefaultTlsSRPGroupVerifier();
    public void DefaultTlsSRPGroupVerifier(java.util.Vector);
    public boolean accept(org.bouncycastle.crypto.params.SRP6GroupParameters);
    protected boolean areGroupsEqual(org.bouncycastle.crypto.params.SRP6GroupParameters, org.bouncycastle.crypto.params.SRP6GroupParameters);
    protected boolean areParametersEqual(java.math.BigInteger, java.math.BigInteger);
    static void <clinit>();
}










org/bouncycastle/crypto/tls/DefaultTlsServer.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class DefaultTlsServer extends AbstractTlsServer {
    public void DefaultTlsServer();
    public void DefaultTlsServer(TlsCipherFactory);
    protected TlsSignerCredentials getDSASignerCredentials() throws java.io.IOException;
    protected TlsSignerCredentials getECDSASignerCredentials() throws java.io.IOException;
    protected TlsEncryptionCredentials getRSAEncryptionCredentials() throws java.io.IOException;
    protected TlsSignerCredentials getRSASignerCredentials() throws java.io.IOException;
    protected org.bouncycastle.crypto.params.DHParameters getDHParameters();
    protected int[] getCipherSuites();
    public TlsCredentials getCredentials() throws java.io.IOException;
    public TlsKeyExchange getKeyExchange() throws java.io.IOException;
    protected TlsKeyExchange createDHKeyExchange(int);
    protected TlsKeyExchange createDHEKeyExchange(int);
    protected TlsKeyExchange createECDHKeyExchange(int);
    protected TlsKeyExchange createECDHEKeyExchange(int);
    protected TlsKeyExchange createRSAKeyExchange();
}










org/bouncycastle/crypto/tls/DefaultTlsSignerCredentials.class


package org.bouncycastle.crypto.tls;
public synchronized class DefaultTlsSignerCredentials extends AbstractTlsSignerCredentials {
    protected TlsContext context;
    protected Certificate certificate;
    protected org.bouncycastle.crypto.params.AsymmetricKeyParameter privateKey;
    protected SignatureAndHashAlgorithm signatureAndHashAlgorithm;
    protected TlsSigner signer;
    public void DefaultTlsSignerCredentials(TlsContext, Certificate, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public void DefaultTlsSignerCredentials(TlsContext, Certificate, org.bouncycastle.crypto.params.AsymmetricKeyParameter, SignatureAndHashAlgorithm);
    public Certificate getCertificate();
    public byte[] generateCertificateSignature(byte[]) throws java.io.IOException;
    public SignatureAndHashAlgorithm getSignatureAndHashAlgorithm();
}










org/bouncycastle/crypto/tls/DeferredHash.class


package org.bouncycastle.crypto.tls;
synchronized class DeferredHash implements TlsHandshakeHash {
    protected static final int BUFFERING_HASH_LIMIT = 4;
    protected TlsContext context;
    private DigestInputBuffer buf;
    private java.util.Hashtable hashes;
    private Short prfHashAlgorithm;
    void DeferredHash();
    private void DeferredHash(Short, org.bouncycastle.crypto.Digest);
    public void init(TlsContext);
    public TlsHandshakeHash notifyPRFDetermined();
    public void trackHashAlgorithm(short);
    public void sealHashAlgorithms();
    public TlsHandshakeHash stopTracking();
    public org.bouncycastle.crypto.Digest forkPRFHash();
    public byte[] getFinalHash(short);
    public String getAlgorithmName();
    public int getDigestSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
    protected void checkStopBuffering();
    protected void checkTrackingHash(Short);
}










org/bouncycastle/crypto/tls/DigestInputBuffer.class


package org.bouncycastle.crypto.tls;
synchronized class DigestInputBuffer extends java.io.ByteArrayOutputStream {
    void DigestInputBuffer();
    void updateDigest(org.bouncycastle.crypto.Digest);
}










org/bouncycastle/crypto/tls/DigitallySigned.class


package org.bouncycastle.crypto.tls;
public synchronized class DigitallySigned {
    protected SignatureAndHashAlgorithm algorithm;
    protected byte[] signature;
    public void DigitallySigned(SignatureAndHashAlgorithm, byte[]);
    public SignatureAndHashAlgorithm getAlgorithm();
    public byte[] getSignature();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static DigitallySigned parse(TlsContext, java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/ECBasisType.class


package org.bouncycastle.crypto.tls;
public synchronized class ECBasisType {
    public static final short ec_basis_trinomial = 1;
    public static final short ec_basis_pentanomial = 2;
    public void ECBasisType();
    public static boolean isValid(short);
}










org/bouncycastle/crypto/tls/ECCurveType.class


package org.bouncycastle.crypto.tls;
public synchronized class ECCurveType {
    public static final short explicit_prime = 1;
    public static final short explicit_char2 = 2;
    public static final short named_curve = 3;
    public void ECCurveType();
}










org/bouncycastle/crypto/tls/ECPointFormat.class


package org.bouncycastle.crypto.tls;
public synchronized class ECPointFormat {
    public static final short uncompressed = 0;
    public static final short ansiX962_compressed_prime = 1;
    public static final short ansiX962_compressed_char2 = 2;
    public void ECPointFormat();
}










org/bouncycastle/crypto/tls/EncryptionAlgorithm.class


package org.bouncycastle.crypto.tls;
public synchronized class EncryptionAlgorithm {
    public static final int NULL = 0;
    public static final int RC4_40 = 1;
    public static final int RC4_128 = 2;
    public static final int RC2_CBC_40 = 3;
    public static final int IDEA_CBC = 4;
    public static final int DES40_CBC = 5;
    public static final int DES_CBC = 6;
    public static final int _3DES_EDE_CBC = 7;
    public static final int AES_128_CBC = 8;
    public static final int AES_256_CBC = 9;
    public static final int AES_128_GCM = 10;
    public static final int AES_256_GCM = 11;
    public static final int CAMELLIA_128_CBC = 12;
    public static final int CAMELLIA_256_CBC = 13;
    public static final int SEED_CBC = 14;
    public static final int AES_128_CCM = 15;
    public static final int AES_128_CCM_8 = 16;
    public static final int AES_256_CCM = 17;
    public static final int AES_256_CCM_8 = 18;
    public static final int CAMELLIA_128_GCM = 19;
    public static final int CAMELLIA_256_GCM = 20;
    public static final int CHACHA20_POLY1305 = 21;
    public static final int AES_128_OCB_TAGLEN96 = 103;
    public static final int AES_256_OCB_TAGLEN96 = 104;
    public void EncryptionAlgorithm();
}










org/bouncycastle/crypto/tls/ExporterLabel.class


package org.bouncycastle.crypto.tls;
public synchronized class ExporterLabel {
    public static final String client_finished = client finished;
    public static final String server_finished = server finished;
    public static final String master_secret = master secret;
    public static final String key_expansion = key expansion;
    public static final String client_EAP_encryption = client EAP encryption;
    public static final String ttls_keying_material = ttls keying material;
    public static final String ttls_challenge = ttls challenge;
    public static final String dtls_srtp = EXTRACTOR-dtls_srtp;
    public static final String extended_master_secret = extended master secret;
    public void ExporterLabel();
}










org/bouncycastle/crypto/tls/ExtensionType.class


package org.bouncycastle.crypto.tls;
public synchronized class ExtensionType {
    public static final int server_name = 0;
    public static final int max_fragment_length = 1;
    public static final int client_certificate_url = 2;
    public static final int trusted_ca_keys = 3;
    public static final int truncated_hmac = 4;
    public static final int status_request = 5;
    public static final int user_mapping = 6;
    public static final int client_authz = 7;
    public static final int server_authz = 8;
    public static final int cert_type = 9;
    public static final int supported_groups = 10;
    public static final int elliptic_curves = 10;
    public static final int ec_point_formats = 11;
    public static final int srp = 12;
    public static final int signature_algorithms = 13;
    public static final int use_srtp = 14;
    public static final int heartbeat = 15;
    public static final int application_layer_protocol_negotiation = 16;
    public static final int status_request_v2 = 17;
    public static final int signed_certificate_timestamp = 18;
    public static final int client_certificate_type = 19;
    public static final int server_certificate_type = 20;
    public static final int padding = 21;
    public static final int encrypt_then_mac = 22;
    public static final int extended_master_secret = 23;
    public static final int DRAFT_token_binding = 24;
    public static final int cached_info = 25;
    public static final int session_ticket = 35;
    public static final int negotiated_ff_dhe_groups = 101;
    public static final int renegotiation_info = 65281;
    public void ExtensionType();
}










org/bouncycastle/crypto/tls/FiniteFieldDHEGroup.class


package org.bouncycastle.crypto.tls;
public synchronized class FiniteFieldDHEGroup {
    public static final short ffdhe2432 = 0;
    public static final short ffdhe3072 = 1;
    public static final short ffdhe4096 = 2;
    public static final short ffdhe6144 = 3;
    public static final short ffdhe8192 = 4;
    public void FiniteFieldDHEGroup();
    public static boolean isValid(short);
}










org/bouncycastle/crypto/tls/HandshakeType.class


package org.bouncycastle.crypto.tls;
public synchronized class HandshakeType {
    public static final short hello_request = 0;
    public static final short client_hello = 1;
    public static final short server_hello = 2;
    public static final short certificate = 11;
    public static final short server_key_exchange = 12;
    public static final short certificate_request = 13;
    public static final short server_hello_done = 14;
    public static final short certificate_verify = 15;
    public static final short client_key_exchange = 16;
    public static final short finished = 20;
    public static final short certificate_url = 21;
    public static final short certificate_status = 22;
    public static final short hello_verify_request = 3;
    public static final short supplemental_data = 23;
    public static final short session_ticket = 4;
    public void HandshakeType();
}










org/bouncycastle/crypto/tls/HashAlgorithm.class


package org.bouncycastle.crypto.tls;
public synchronized class HashAlgorithm {
    public static final short none = 0;
    public static final short md5 = 1;
    public static final short sha1 = 2;
    public static final short sha224 = 3;
    public static final short sha256 = 4;
    public static final short sha384 = 5;
    public static final short sha512 = 6;
    public void HashAlgorithm();
    public static String getName(short);
    public static String getText(short);
    public static boolean isPrivate(short);
}










org/bouncycastle/crypto/tls/HeartbeatExtension.class


package org.bouncycastle.crypto.tls;
public synchronized class HeartbeatExtension {
    protected short mode;
    public void HeartbeatExtension(short);
    public short getMode();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static HeartbeatExtension parse(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/HeartbeatMessage$PayloadBuffer.class


package org.bouncycastle.crypto.tls;
synchronized class HeartbeatMessage$PayloadBuffer extends java.io.ByteArrayOutputStream {
    void HeartbeatMessage$PayloadBuffer();
    byte[] toTruncatedByteArray(int);
}










org/bouncycastle/crypto/tls/HeartbeatMessage.class


package org.bouncycastle.crypto.tls;
public synchronized class HeartbeatMessage {
    protected short type;
    protected byte[] payload;
    protected int paddingLength;
    public void HeartbeatMessage(short, byte[], int);
    public void encode(TlsContext, java.io.OutputStream) throws java.io.IOException;
    public static HeartbeatMessage parse(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/HeartbeatMessageType.class


package org.bouncycastle.crypto.tls;
public synchronized class HeartbeatMessageType {
    public static final short heartbeat_request = 1;
    public static final short heartbeat_response = 2;
    public void HeartbeatMessageType();
    public static boolean isValid(short);
}










org/bouncycastle/crypto/tls/HeartbeatMode.class


package org.bouncycastle.crypto.tls;
public synchronized class HeartbeatMode {
    public static final short peer_allowed_to_send = 1;
    public static final short peer_not_allowed_to_send = 2;
    public void HeartbeatMode();
    public static boolean isValid(short);
}










org/bouncycastle/crypto/tls/KeyExchangeAlgorithm.class


package org.bouncycastle.crypto.tls;
public synchronized class KeyExchangeAlgorithm {
    public static final int NULL = 0;
    public static final int RSA = 1;
    public static final int RSA_EXPORT = 2;
    public static final int DHE_DSS = 3;
    public static final int DHE_DSS_EXPORT = 4;
    public static final int DHE_RSA = 5;
    public static final int DHE_RSA_EXPORT = 6;
    public static final int DH_DSS = 7;
    public static final int DH_DSS_EXPORT = 8;
    public static final int DH_RSA = 9;
    public static final int DH_RSA_EXPORT = 10;
    public static final int DH_anon = 11;
    public static final int DH_anon_EXPORT = 12;
    public static final int PSK = 13;
    public static final int DHE_PSK = 14;
    public static final int RSA_PSK = 15;
    public static final int ECDH_ECDSA = 16;
    public static final int ECDHE_ECDSA = 17;
    public static final int ECDH_RSA = 18;
    public static final int ECDHE_RSA = 19;
    public static final int ECDH_anon = 20;
    public static final int SRP = 21;
    public static final int SRP_DSS = 22;
    public static final int SRP_RSA = 23;
    public static final int ECDHE_PSK = 24;
    public void KeyExchangeAlgorithm();
}










org/bouncycastle/crypto/tls/MACAlgorithm.class


package org.bouncycastle.crypto.tls;
public synchronized class MACAlgorithm {
    public static final int _null = 0;
    public static final int md5 = 1;
    public static final int sha = 2;
    public static final int hmac_md5 = 1;
    public static final int hmac_sha1 = 2;
    public static final int hmac_sha256 = 3;
    public static final int hmac_sha384 = 4;
    public static final int hmac_sha512 = 5;
    public void MACAlgorithm();
}










org/bouncycastle/crypto/tls/MaxFragmentLength.class


package org.bouncycastle.crypto.tls;
public synchronized class MaxFragmentLength {
    public static final short pow2_9 = 1;
    public static final short pow2_10 = 2;
    public static final short pow2_11 = 3;
    public static final short pow2_12 = 4;
    public void MaxFragmentLength();
    public static boolean isValid(short);
}










org/bouncycastle/crypto/tls/NameType.class


package org.bouncycastle.crypto.tls;
public synchronized class NameType {
    public static final short host_name = 0;
    public void NameType();
    public static boolean isValid(short);
}










org/bouncycastle/crypto/tls/NamedCurve.class


package org.bouncycastle.crypto.tls;
public synchronized class NamedCurve {
    public static final int sect163k1 = 1;
    public static final int sect163r1 = 2;
    public static final int sect163r2 = 3;
    public static final int sect193r1 = 4;
    public static final int sect193r2 = 5;
    public static final int sect233k1 = 6;
    public static final int sect233r1 = 7;
    public static final int sect239k1 = 8;
    public static final int sect283k1 = 9;
    public static final int sect283r1 = 10;
    public static final int sect409k1 = 11;
    public static final int sect409r1 = 12;
    public static final int sect571k1 = 13;
    public static final int sect571r1 = 14;
    public static final int secp160k1 = 15;
    public static final int secp160r1 = 16;
    public static final int secp160r2 = 17;
    public static final int secp192k1 = 18;
    public static final int secp192r1 = 19;
    public static final int secp224k1 = 20;
    public static final int secp224r1 = 21;
    public static final int secp256k1 = 22;
    public static final int secp256r1 = 23;
    public static final int secp384r1 = 24;
    public static final int secp521r1 = 25;
    public static final int brainpoolP256r1 = 26;
    public static final int brainpoolP384r1 = 27;
    public static final int brainpoolP512r1 = 28;
    public static final int arbitrary_explicit_prime_curves = 65281;
    public static final int arbitrary_explicit_char2_curves = 65282;
    public void NamedCurve();
    public static boolean isValid(int);
    public static boolean refersToASpecificNamedCurve(int);
}










org/bouncycastle/crypto/tls/NewSessionTicket.class


package org.bouncycastle.crypto.tls;
public synchronized class NewSessionTicket {
    protected long ticketLifetimeHint;
    protected byte[] ticket;
    public void NewSessionTicket(long, byte[]);
    public long getTicketLifetimeHint();
    public byte[] getTicket();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static NewSessionTicket parse(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/OCSPStatusRequest.class


package org.bouncycastle.crypto.tls;
public synchronized class OCSPStatusRequest {
    protected java.util.Vector responderIDList;
    protected org.bouncycastle.asn1.x509.Extensions requestExtensions;
    public void OCSPStatusRequest(java.util.Vector, org.bouncycastle.asn1.x509.Extensions);
    public java.util.Vector getResponderIDList();
    public org.bouncycastle.asn1.x509.Extensions getRequestExtensions();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static OCSPStatusRequest parse(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/PRFAlgorithm.class


package org.bouncycastle.crypto.tls;
public synchronized class PRFAlgorithm {
    public static final int tls_prf_legacy = 0;
    public static final int tls_prf_sha256 = 1;
    public static final int tls_prf_sha384 = 2;
    public void PRFAlgorithm();
}










org/bouncycastle/crypto/tls/PSKTlsClient.class


package org.bouncycastle.crypto.tls;
public synchronized class PSKTlsClient extends AbstractTlsClient {
    protected TlsPSKIdentity pskIdentity;
    public void PSKTlsClient(TlsPSKIdentity);
    public void PSKTlsClient(TlsCipherFactory, TlsPSKIdentity);
    public int[] getCipherSuites();
    public TlsKeyExchange getKeyExchange() throws java.io.IOException;
    public TlsAuthentication getAuthentication() throws java.io.IOException;
    protected TlsKeyExchange createPSKKeyExchange(int);
}










org/bouncycastle/crypto/tls/PSKTlsServer.class


package org.bouncycastle.crypto.tls;
public synchronized class PSKTlsServer extends AbstractTlsServer {
    protected TlsPSKIdentityManager pskIdentityManager;
    public void PSKTlsServer(TlsPSKIdentityManager);
    public void PSKTlsServer(TlsCipherFactory, TlsPSKIdentityManager);
    protected TlsEncryptionCredentials getRSAEncryptionCredentials() throws java.io.IOException;
    protected org.bouncycastle.crypto.params.DHParameters getDHParameters();
    protected int[] getCipherSuites();
    public TlsCredentials getCredentials() throws java.io.IOException;
    public TlsKeyExchange getKeyExchange() throws java.io.IOException;
    protected TlsKeyExchange createPSKKeyExchange(int);
}










org/bouncycastle/crypto/tls/ProtocolVersion.class


package org.bouncycastle.crypto.tls;
public final synchronized class ProtocolVersion {
    public static final ProtocolVersion SSLv3;
    public static final ProtocolVersion TLSv10;
    public static final ProtocolVersion TLSv11;
    public static final ProtocolVersion TLSv12;
    public static final ProtocolVersion DTLSv10;
    public static final ProtocolVersion DTLSv12;
    private int version;
    private String name;
    private void ProtocolVersion(int, String);
    public int getFullVersion();
    public int getMajorVersion();
    public int getMinorVersion();
    public boolean isDTLS();
    public boolean isSSL();
    public boolean isTLS();
    public ProtocolVersion getEquivalentTLSVersion();
    public boolean isEqualOrEarlierVersionOf(ProtocolVersion);
    public boolean isLaterVersionOf(ProtocolVersion);
    public boolean equals(Object);
    public boolean equals(ProtocolVersion);
    public int hashCode();
    public static ProtocolVersion get(int, int) throws java.io.IOException;
    public String toString();
    private static ProtocolVersion getUnknownVersion(int, int, String) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/crypto/tls/RecordStream$1.class


package org.bouncycastle.crypto.tls;
synchronized class RecordStream$1 extends org.bouncycastle.util.io.SimpleOutputStream {
    void RecordStream$1(RecordStream);
    public void write(byte[], int, int) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/RecordStream$SequenceNumber.class


package org.bouncycastle.crypto.tls;
synchronized class RecordStream$SequenceNumber {
    private long value;
    private boolean exhausted;
    private void RecordStream$SequenceNumber();
    synchronized long nextValue(short) throws TlsFatalAlert;
}










org/bouncycastle/crypto/tls/RecordStream.class


package org.bouncycastle.crypto.tls;
synchronized class RecordStream {
    private static int DEFAULT_PLAINTEXT_LIMIT;
    static final int TLS_HEADER_SIZE = 5;
    static final int TLS_HEADER_TYPE_OFFSET = 0;
    static final int TLS_HEADER_VERSION_OFFSET = 1;
    static final int TLS_HEADER_LENGTH_OFFSET = 3;
    private TlsProtocol handler;
    private java.io.InputStream input;
    private java.io.OutputStream output;
    private TlsCompression pendingCompression;
    private TlsCompression readCompression;
    private TlsCompression writeCompression;
    private TlsCipher pendingCipher;
    private TlsCipher readCipher;
    private TlsCipher writeCipher;
    private RecordStream$SequenceNumber readSeqNo;
    private RecordStream$SequenceNumber writeSeqNo;
    private java.io.ByteArrayOutputStream buffer;
    private TlsHandshakeHash handshakeHash;
    private org.bouncycastle.util.io.SimpleOutputStream handshakeHashUpdater;
    private ProtocolVersion readVersion;
    private ProtocolVersion writeVersion;
    private boolean restrictReadVersion;
    private int plaintextLimit;
    private int compressedLimit;
    private int ciphertextLimit;
    void RecordStream(TlsProtocol, java.io.InputStream, java.io.OutputStream);
    void init(TlsContext);
    int getPlaintextLimit();
    void setPlaintextLimit(int);
    ProtocolVersion getReadVersion();
    void setReadVersion(ProtocolVersion);
    void setWriteVersion(ProtocolVersion);
    void setRestrictReadVersion(boolean);
    void setPendingConnectionState(TlsCompression, TlsCipher);
    void sentWriteCipherSpec() throws java.io.IOException;
    void receivedReadCipherSpec() throws java.io.IOException;
    void finaliseHandshake() throws java.io.IOException;
    void checkRecordHeader(byte[]) throws java.io.IOException;
    boolean readRecord() throws java.io.IOException;
    byte[] decodeAndVerify(short, java.io.InputStream, int) throws java.io.IOException;
    void writeRecord(short, byte[], int, int) throws java.io.IOException;
    void notifyHelloComplete();
    TlsHandshakeHash getHandshakeHash();
    java.io.OutputStream getHandshakeHashUpdater();
    TlsHandshakeHash prepareToFinish();
    void safeClose();
    void flush() throws java.io.IOException;
    private byte[] getBufferContents();
    private static void checkType(short, short) throws java.io.IOException;
    private static void checkLength(int, int, short) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/crypto/tls/SRPTlsClient.class


package org.bouncycastle.crypto.tls;
public synchronized class SRPTlsClient extends AbstractTlsClient {
    protected TlsSRPGroupVerifier groupVerifier;
    protected byte[] identity;
    protected byte[] password;
    public void SRPTlsClient(byte[], byte[]);
    public void SRPTlsClient(TlsCipherFactory, byte[], byte[]);
    public void SRPTlsClient(TlsCipherFactory, TlsSRPGroupVerifier, byte[], byte[]);
    protected boolean requireSRPServerExtension();
    public int[] getCipherSuites();
    public java.util.Hashtable getClientExtensions() throws java.io.IOException;
    public void processServerExtensions(java.util.Hashtable) throws java.io.IOException;
    public TlsKeyExchange getKeyExchange() throws java.io.IOException;
    public TlsAuthentication getAuthentication() throws java.io.IOException;
    protected TlsKeyExchange createSRPKeyExchange(int);
}










org/bouncycastle/crypto/tls/SRPTlsServer.class


package org.bouncycastle.crypto.tls;
public synchronized class SRPTlsServer extends AbstractTlsServer {
    protected TlsSRPIdentityManager srpIdentityManager;
    protected byte[] srpIdentity;
    protected TlsSRPLoginParameters loginParameters;
    public void SRPTlsServer(TlsSRPIdentityManager);
    public void SRPTlsServer(TlsCipherFactory, TlsSRPIdentityManager);
    protected TlsSignerCredentials getDSASignerCredentials() throws java.io.IOException;
    protected TlsSignerCredentials getRSASignerCredentials() throws java.io.IOException;
    protected int[] getCipherSuites();
    public void processClientExtensions(java.util.Hashtable) throws java.io.IOException;
    public int getSelectedCipherSuite() throws java.io.IOException;
    public TlsCredentials getCredentials() throws java.io.IOException;
    public TlsKeyExchange getKeyExchange() throws java.io.IOException;
    protected TlsKeyExchange createSRPKeyExchange(int);
}










org/bouncycastle/crypto/tls/SRTPProtectionProfile.class


package org.bouncycastle.crypto.tls;
public synchronized class SRTPProtectionProfile {
    public static final int SRTP_AES128_CM_HMAC_SHA1_80 = 1;
    public static final int SRTP_AES128_CM_HMAC_SHA1_32 = 2;
    public static final int SRTP_NULL_HMAC_SHA1_80 = 5;
    public static final int SRTP_NULL_HMAC_SHA1_32 = 6;
    public static final int SRTP_AEAD_AES_128_GCM = 7;
    public static final int SRTP_AEAD_AES_256_GCM = 8;
    public void SRTPProtectionProfile();
}










org/bouncycastle/crypto/tls/SSL3Mac.class


package org.bouncycastle.crypto.tls;
public synchronized class SSL3Mac implements org.bouncycastle.crypto.Mac {
    private static final byte IPAD_BYTE = 54;
    private static final byte OPAD_BYTE = 92;
    static final byte[] IPAD;
    static final byte[] OPAD;
    private org.bouncycastle.crypto.Digest digest;
    private int padLength;
    private byte[] secret;
    public void SSL3Mac(org.bouncycastle.crypto.Digest);
    public String getAlgorithmName();
    public org.bouncycastle.crypto.Digest getUnderlyingDigest();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public int getMacSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
    private static byte[] genPad(byte, int);
    static void <clinit>();
}










org/bouncycastle/crypto/tls/SecurityParameters.class


package org.bouncycastle.crypto.tls;
public synchronized class SecurityParameters {
    int entity;
    int cipherSuite;
    short compressionAlgorithm;
    int prfAlgorithm;
    int verifyDataLength;
    byte[] masterSecret;
    byte[] clientRandom;
    byte[] serverRandom;
    byte[] sessionHash;
    byte[] pskIdentity;
    byte[] srpIdentity;
    short maxFragmentLength;
    boolean truncatedHMac;
    boolean encryptThenMAC;
    boolean extendedMasterSecret;
    public void SecurityParameters();
    void clear();
    public int getEntity();
    public int getCipherSuite();
    public short getCompressionAlgorithm();
    public int getPrfAlgorithm();
    public int getVerifyDataLength();
    public byte[] getMasterSecret();
    public byte[] getClientRandom();
    public byte[] getServerRandom();
    public byte[] getSessionHash();
    public byte[] getPskIdentity();
    public byte[] getPSKIdentity();
    public byte[] getSRPIdentity();
}










org/bouncycastle/crypto/tls/ServerDHParams.class


package org.bouncycastle.crypto.tls;
public synchronized class ServerDHParams {
    protected org.bouncycastle.crypto.params.DHPublicKeyParameters publicKey;
    public void ServerDHParams(org.bouncycastle.crypto.params.DHPublicKeyParameters);
    public org.bouncycastle.crypto.params.DHPublicKeyParameters getPublicKey();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static ServerDHParams parse(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/ServerName.class


package org.bouncycastle.crypto.tls;
public synchronized class ServerName {
    protected short nameType;
    protected Object name;
    public void ServerName(short, Object);
    public short getNameType();
    public Object getName();
    public String getHostName();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static ServerName parse(java.io.InputStream) throws java.io.IOException;
    protected static boolean isCorrectType(short, Object);
}










org/bouncycastle/crypto/tls/ServerNameList.class


package org.bouncycastle.crypto.tls;
public synchronized class ServerNameList {
    protected java.util.Vector serverNameList;
    public void ServerNameList(java.util.Vector);
    public java.util.Vector getServerNameList();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static ServerNameList parse(java.io.InputStream) throws java.io.IOException;
    private static short[] checkNameType(short[], short);
}










org/bouncycastle/crypto/tls/ServerOnlyTlsAuthentication.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class ServerOnlyTlsAuthentication implements TlsAuthentication {
    public void ServerOnlyTlsAuthentication();
    public final TlsCredentials getClientCredentials(CertificateRequest);
}










org/bouncycastle/crypto/tls/ServerSRPParams.class


package org.bouncycastle.crypto.tls;
public synchronized class ServerSRPParams {
    protected java.math.BigInteger N;
    protected java.math.BigInteger g;
    protected java.math.BigInteger B;
    protected byte[] s;
    public void ServerSRPParams(java.math.BigInteger, java.math.BigInteger, byte[], java.math.BigInteger);
    public java.math.BigInteger getB();
    public java.math.BigInteger getG();
    public java.math.BigInteger getN();
    public byte[] getS();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static ServerSRPParams parse(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/SessionParameters$1.class


package org.bouncycastle.crypto.tls;
synchronized class SessionParameters$1 {
}










org/bouncycastle/crypto/tls/SessionParameters$Builder.class


package org.bouncycastle.crypto.tls;
public final synchronized class SessionParameters$Builder {
    private int cipherSuite;
    private short compressionAlgorithm;
    private byte[] masterSecret;
    private Certificate peerCertificate;
    private byte[] pskIdentity;
    private byte[] srpIdentity;
    private byte[] encodedServerExtensions;
    public void SessionParameters$Builder();
    public SessionParameters build();
    public SessionParameters$Builder setCipherSuite(int);
    public SessionParameters$Builder setCompressionAlgorithm(short);
    public SessionParameters$Builder setMasterSecret(byte[]);
    public SessionParameters$Builder setPeerCertificate(Certificate);
    public SessionParameters$Builder setPskIdentity(byte[]);
    public SessionParameters$Builder setPSKIdentity(byte[]);
    public SessionParameters$Builder setSRPIdentity(byte[]);
    public SessionParameters$Builder setServerExtensions(java.util.Hashtable) throws java.io.IOException;
    private void validate(boolean, String);
}










org/bouncycastle/crypto/tls/SessionParameters.class


package org.bouncycastle.crypto.tls;
public final synchronized class SessionParameters {
    private int cipherSuite;
    private short compressionAlgorithm;
    private byte[] masterSecret;
    private Certificate peerCertificate;
    private byte[] pskIdentity;
    private byte[] srpIdentity;
    private byte[] encodedServerExtensions;
    private void SessionParameters(int, short, byte[], Certificate, byte[], byte[], byte[]);
    public void clear();
    public SessionParameters copy();
    public int getCipherSuite();
    public short getCompressionAlgorithm();
    public byte[] getMasterSecret();
    public Certificate getPeerCertificate();
    public byte[] getPskIdentity();
    public byte[] getPSKIdentity();
    public byte[] getSRPIdentity();
    public java.util.Hashtable readServerExtensions() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/SignatureAlgorithm.class


package org.bouncycastle.crypto.tls;
public synchronized class SignatureAlgorithm {
    public static final short anonymous = 0;
    public static final short rsa = 1;
    public static final short dsa = 2;
    public static final short ecdsa = 3;
    public void SignatureAlgorithm();
}










org/bouncycastle/crypto/tls/SignatureAndHashAlgorithm.class


package org.bouncycastle.crypto.tls;
public synchronized class SignatureAndHashAlgorithm {
    protected short hash;
    protected short signature;
    public void SignatureAndHashAlgorithm(short, short);
    public short getHash();
    public short getSignature();
    public boolean equals(Object);
    public int hashCode();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static SignatureAndHashAlgorithm parse(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/SignerInputBuffer.class


package org.bouncycastle.crypto.tls;
synchronized class SignerInputBuffer extends java.io.ByteArrayOutputStream {
    void SignerInputBuffer();
    void updateSigner(org.bouncycastle.crypto.Signer);
}










org/bouncycastle/crypto/tls/SimulatedTlsSRPIdentityManager.class


package org.bouncycastle.crypto.tls;
public synchronized class SimulatedTlsSRPIdentityManager implements TlsSRPIdentityManager {
    private static final byte[] PREFIX_PASSWORD;
    private static final byte[] PREFIX_SALT;
    protected org.bouncycastle.crypto.params.SRP6GroupParameters group;
    protected org.bouncycastle.crypto.agreement.srp.SRP6VerifierGenerator verifierGenerator;
    protected org.bouncycastle.crypto.Mac mac;
    public static SimulatedTlsSRPIdentityManager getRFC5054Default(org.bouncycastle.crypto.params.SRP6GroupParameters, byte[]);
    public void SimulatedTlsSRPIdentityManager(org.bouncycastle.crypto.params.SRP6GroupParameters, org.bouncycastle.crypto.agreement.srp.SRP6VerifierGenerator, org.bouncycastle.crypto.Mac);
    public TlsSRPLoginParameters getLoginParameters(byte[]);
    static void <clinit>();
}










org/bouncycastle/crypto/tls/SupplementalDataEntry.class


package org.bouncycastle.crypto.tls;
public synchronized class SupplementalDataEntry {
    protected int dataType;
    protected byte[] data;
    public void SupplementalDataEntry(int, byte[]);
    public int getDataType();
    public byte[] getData();
}










org/bouncycastle/crypto/tls/SupplementalDataType.class


package org.bouncycastle.crypto.tls;
public synchronized class SupplementalDataType {
    public static final int user_mapping_data = 0;
    public void SupplementalDataType();
}










org/bouncycastle/crypto/tls/TlsAEADCipher.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsAEADCipher implements TlsCipher {
    public static final int NONCE_RFC5288 = 1;
    static final int NONCE_DRAFT_CHACHA20_POLY1305 = 2;
    protected TlsContext context;
    protected int macSize;
    protected int record_iv_length;
    protected org.bouncycastle.crypto.modes.AEADBlockCipher encryptCipher;
    protected org.bouncycastle.crypto.modes.AEADBlockCipher decryptCipher;
    protected byte[] encryptImplicitNonce;
    protected byte[] decryptImplicitNonce;
    protected int nonceMode;
    public void TlsAEADCipher(TlsContext, org.bouncycastle.crypto.modes.AEADBlockCipher, org.bouncycastle.crypto.modes.AEADBlockCipher, int, int) throws java.io.IOException;
    void TlsAEADCipher(TlsContext, org.bouncycastle.crypto.modes.AEADBlockCipher, org.bouncycastle.crypto.modes.AEADBlockCipher, int, int, int) throws java.io.IOException;
    public int getPlaintextLimit(int);
    public byte[] encodePlaintext(long, short, byte[], int, int) throws java.io.IOException;
    public byte[] decodeCiphertext(long, short, byte[], int, int) throws java.io.IOException;
    protected byte[] getAdditionalData(long, short, int) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsAgreementCredentials.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsAgreementCredentials extends TlsCredentials {
    public abstract byte[] generateAgreement(org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsAuthentication.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsAuthentication {
    public abstract void notifyServerCertificate(Certificate) throws java.io.IOException;
    public abstract TlsCredentials getClientCredentials(CertificateRequest) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsBlockCipher.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsBlockCipher implements TlsCipher {
    protected TlsContext context;
    protected byte[] randomData;
    protected boolean useExplicitIV;
    protected boolean encryptThenMAC;
    protected org.bouncycastle.crypto.BlockCipher encryptCipher;
    protected org.bouncycastle.crypto.BlockCipher decryptCipher;
    protected TlsMac writeMac;
    protected TlsMac readMac;
    public TlsMac getWriteMac();
    public TlsMac getReadMac();
    public void TlsBlockCipher(TlsContext, org.bouncycastle.crypto.BlockCipher, org.bouncycastle.crypto.BlockCipher, org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.Digest, int) throws java.io.IOException;
    public int getPlaintextLimit(int);
    public byte[] encodePlaintext(long, short, byte[], int, int);
    public byte[] decodeCiphertext(long, short, byte[], int, int) throws java.io.IOException;
    protected int checkPaddingConstantTime(byte[], int, int, int, int);
    protected int chooseExtraPadBlocks(java.security.SecureRandom, int);
    protected int lowestBitSet(int);
}










org/bouncycastle/crypto/tls/TlsCipher.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsCipher {
    public abstract int getPlaintextLimit(int);
    public abstract byte[] encodePlaintext(long, short, byte[], int, int) throws java.io.IOException;
    public abstract byte[] decodeCiphertext(long, short, byte[], int, int) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsCipherFactory.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsCipherFactory {
    public abstract TlsCipher createCipher(TlsContext, int, int) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsClient.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsClient extends TlsPeer {
    public abstract void init(TlsClientContext);
    public abstract TlsSession getSessionToResume();
    public abstract ProtocolVersion getClientHelloRecordLayerVersion();
    public abstract ProtocolVersion getClientVersion();
    public abstract boolean isFallback();
    public abstract int[] getCipherSuites();
    public abstract short[] getCompressionMethods();
    public abstract java.util.Hashtable getClientExtensions() throws java.io.IOException;
    public abstract void notifyServerVersion(ProtocolVersion) throws java.io.IOException;
    public abstract void notifySessionID(byte[]);
    public abstract void notifySelectedCipherSuite(int);
    public abstract void notifySelectedCompressionMethod(short);
    public abstract void processServerExtensions(java.util.Hashtable) throws java.io.IOException;
    public abstract void processServerSupplementalData(java.util.Vector) throws java.io.IOException;
    public abstract TlsKeyExchange getKeyExchange() throws java.io.IOException;
    public abstract TlsAuthentication getAuthentication() throws java.io.IOException;
    public abstract java.util.Vector getClientSupplementalData() throws java.io.IOException;
    public abstract void notifyNewSessionTicket(NewSessionTicket) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsClientContext.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsClientContext extends TlsContext {
}










org/bouncycastle/crypto/tls/TlsClientContextImpl.class


package org.bouncycastle.crypto.tls;
synchronized class TlsClientContextImpl extends AbstractTlsContext implements TlsClientContext {
    void TlsClientContextImpl(java.security.SecureRandom, SecurityParameters);
    public boolean isServer();
}










org/bouncycastle/crypto/tls/TlsClientProtocol.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsClientProtocol extends TlsProtocol {
    protected TlsClient tlsClient;
    TlsClientContextImpl tlsClientContext;
    protected byte[] selectedSessionID;
    protected TlsKeyExchange keyExchange;
    protected TlsAuthentication authentication;
    protected CertificateStatus certificateStatus;
    protected CertificateRequest certificateRequest;
    public void TlsClientProtocol(java.io.InputStream, java.io.OutputStream, java.security.SecureRandom);
    public void TlsClientProtocol(java.security.SecureRandom);
    public void connect(TlsClient) throws java.io.IOException;
    protected void cleanupHandshake();
    protected TlsContext getContext();
    AbstractTlsContext getContextAdmin();
    protected TlsPeer getPeer();
    protected void handleHandshakeMessage(short, java.io.ByteArrayInputStream) throws java.io.IOException;
    protected void handleSupplementalData(java.util.Vector) throws java.io.IOException;
    protected void receiveNewSessionTicketMessage(java.io.ByteArrayInputStream) throws java.io.IOException;
    protected void receiveServerHelloMessage(java.io.ByteArrayInputStream) throws java.io.IOException;
    protected void sendCertificateVerifyMessage(DigitallySigned) throws java.io.IOException;
    protected void sendClientHelloMessage() throws java.io.IOException;
    protected void sendClientKeyExchangeMessage() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsCompression.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsCompression {
    public abstract java.io.OutputStream compress(java.io.OutputStream);
    public abstract java.io.OutputStream decompress(java.io.OutputStream);
}










org/bouncycastle/crypto/tls/TlsContext.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsContext {
    public abstract org.bouncycastle.crypto.prng.RandomGenerator getNonceRandomGenerator();
    public abstract java.security.SecureRandom getSecureRandom();
    public abstract SecurityParameters getSecurityParameters();
    public abstract boolean isServer();
    public abstract ProtocolVersion getClientVersion();
    public abstract ProtocolVersion getServerVersion();
    public abstract TlsSession getResumableSession();
    public abstract Object getUserObject();
    public abstract void setUserObject(Object);
    public abstract byte[] exportKeyingMaterial(String, byte[], int);
}










org/bouncycastle/crypto/tls/TlsCredentials.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsCredentials {
    public abstract Certificate getCertificate();
}










org/bouncycastle/crypto/tls/TlsDHEKeyExchange.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsDHEKeyExchange extends TlsDHKeyExchange {
    protected TlsSignerCredentials serverCredentials;
    public void TlsDHEKeyExchange(int, java.util.Vector, org.bouncycastle.crypto.params.DHParameters);
    public void processServerCredentials(TlsCredentials) throws java.io.IOException;
    public byte[] generateServerKeyExchange() throws java.io.IOException;
    public void processServerKeyExchange(java.io.InputStream) throws java.io.IOException;
    protected org.bouncycastle.crypto.Signer initVerifyer(TlsSigner, SignatureAndHashAlgorithm, SecurityParameters);
}










org/bouncycastle/crypto/tls/TlsDHKeyExchange.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsDHKeyExchange extends AbstractTlsKeyExchange {
    protected TlsSigner tlsSigner;
    protected org.bouncycastle.crypto.params.DHParameters dhParameters;
    protected org.bouncycastle.crypto.params.AsymmetricKeyParameter serverPublicKey;
    protected TlsAgreementCredentials agreementCredentials;
    protected org.bouncycastle.crypto.params.DHPrivateKeyParameters dhAgreePrivateKey;
    protected org.bouncycastle.crypto.params.DHPublicKeyParameters dhAgreePublicKey;
    public void TlsDHKeyExchange(int, java.util.Vector, org.bouncycastle.crypto.params.DHParameters);
    public void init(TlsContext);
    public void skipServerCredentials() throws java.io.IOException;
    public void processServerCertificate(Certificate) throws java.io.IOException;
    public boolean requiresServerKeyExchange();
    public byte[] generateServerKeyExchange() throws java.io.IOException;
    public void processServerKeyExchange(java.io.InputStream) throws java.io.IOException;
    public void validateCertificateRequest(CertificateRequest) throws java.io.IOException;
    public void processClientCredentials(TlsCredentials) throws java.io.IOException;
    public void generateClientKeyExchange(java.io.OutputStream) throws java.io.IOException;
    public void processClientCertificate(Certificate) throws java.io.IOException;
    public void processClientKeyExchange(java.io.InputStream) throws java.io.IOException;
    public byte[] generatePremasterSecret() throws java.io.IOException;
    protected int getMinimumPrimeBits();
    protected org.bouncycastle.crypto.params.DHParameters validateDHParameters(org.bouncycastle.crypto.params.DHParameters) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsDHUtils.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsDHUtils {
    static final java.math.BigInteger TWO;
    public static final Integer EXT_negotiated_ff_dhe_groups;
    private static final String draft_ffdhe2432_p
    static final org.bouncycastle.crypto.params.DHParameters draft_ffdhe2432;
    private static final String draft_ffdhe3072_p
    static final org.bouncycastle.crypto.params.DHParameters draft_ffdhe3072;
    private static final String draft_ffdhe4096_p
    static final org.bouncycastle.crypto.params.DHParameters draft_ffdhe4096;
    private static final String draft_ffdhe6144_p
    static final org.bouncycastle.crypto.params.DHParameters draft_ffdhe6144;
    private static final String draft_ffdhe8192_p
    static final org.bouncycastle.crypto.params.DHParameters draft_ffdhe8192;
    public void TlsDHUtils();
    private static java.math.BigInteger fromHex(String);
    private static org.bouncycastle.crypto.params.DHParameters fromSafeP(String);
    public static void addNegotiatedDHEGroupsClientExtension(java.util.Hashtable, short[]) throws java.io.IOException;
    public static void addNegotiatedDHEGroupsServerExtension(java.util.Hashtable, short) throws java.io.IOException;
    public static short[] getNegotiatedDHEGroupsClientExtension(java.util.Hashtable) throws java.io.IOException;
    public static short getNegotiatedDHEGroupsServerExtension(java.util.Hashtable) throws java.io.IOException;
    public static byte[] createNegotiatedDHEGroupsClientExtension(short[]) throws java.io.IOException;
    public static byte[] createNegotiatedDHEGroupsServerExtension(short) throws java.io.IOException;
    public static short[] readNegotiatedDHEGroupsClientExtension(byte[]) throws java.io.IOException;
    public static short readNegotiatedDHEGroupsServerExtension(byte[]) throws java.io.IOException;
    public static org.bouncycastle.crypto.params.DHParameters getParametersForDHEGroup(short);
    public static boolean containsDHECipherSuites(int[]);
    public static boolean isDHECipherSuite(int);
    public static boolean areCompatibleParameters(org.bouncycastle.crypto.params.DHParameters, org.bouncycastle.crypto.params.DHParameters);
    public static byte[] calculateDHBasicAgreement(org.bouncycastle.crypto.params.DHPublicKeyParameters, org.bouncycastle.crypto.params.DHPrivateKeyParameters);
    public static org.bouncycastle.crypto.AsymmetricCipherKeyPair generateDHKeyPair(java.security.SecureRandom, org.bouncycastle.crypto.params.DHParameters);
    public static org.bouncycastle.crypto.params.DHPrivateKeyParameters generateEphemeralClientKeyExchange(java.security.SecureRandom, org.bouncycastle.crypto.params.DHParameters, java.io.OutputStream) throws java.io.IOException;
    public static org.bouncycastle.crypto.params.DHPrivateKeyParameters generateEphemeralServerKeyExchange(java.security.SecureRandom, org.bouncycastle.crypto.params.DHParameters, java.io.OutputStream) throws java.io.IOException;
    public static org.bouncycastle.crypto.params.DHParameters validateDHParameters(org.bouncycastle.crypto.params.DHParameters) throws java.io.IOException;
    public static org.bouncycastle.crypto.params.DHPublicKeyParameters validateDHPublicKey(org.bouncycastle.crypto.params.DHPublicKeyParameters) throws java.io.IOException;
    public static java.math.BigInteger readDHParameter(java.io.InputStream) throws java.io.IOException;
    public static void writeDHParameter(java.math.BigInteger, java.io.OutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/crypto/tls/TlsDSASigner.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class TlsDSASigner extends AbstractTlsSigner {
    public void TlsDSASigner();
    public byte[] generateRawSignature(SignatureAndHashAlgorithm, org.bouncycastle.crypto.params.AsymmetricKeyParameter, byte[]) throws org.bouncycastle.crypto.CryptoException;
    public boolean verifyRawSignature(SignatureAndHashAlgorithm, byte[], org.bouncycastle.crypto.params.AsymmetricKeyParameter, byte[]) throws org.bouncycastle.crypto.CryptoException;
    public org.bouncycastle.crypto.Signer createSigner(SignatureAndHashAlgorithm, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public org.bouncycastle.crypto.Signer createVerifyer(SignatureAndHashAlgorithm, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    protected org.bouncycastle.crypto.CipherParameters makeInitParameters(boolean, org.bouncycastle.crypto.CipherParameters);
    protected org.bouncycastle.crypto.Signer makeSigner(SignatureAndHashAlgorithm, boolean, boolean, org.bouncycastle.crypto.CipherParameters);
    protected abstract short getSignatureAlgorithm();
    protected abstract org.bouncycastle.crypto.DSA createDSAImpl(short);
}










org/bouncycastle/crypto/tls/TlsDSSSigner.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsDSSSigner extends TlsDSASigner {
    public void TlsDSSSigner();
    public boolean isValidPublicKey(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    protected org.bouncycastle.crypto.DSA createDSAImpl(short);
    protected short getSignatureAlgorithm();
}










org/bouncycastle/crypto/tls/TlsECCUtils.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsECCUtils {
    public static final Integer EXT_elliptic_curves;
    public static final Integer EXT_ec_point_formats;
    private static final String[] CURVE_NAMES;
    public void TlsECCUtils();
    public static void addSupportedEllipticCurvesExtension(java.util.Hashtable, int[]) throws java.io.IOException;
    public static void addSupportedPointFormatsExtension(java.util.Hashtable, short[]) throws java.io.IOException;
    public static int[] getSupportedEllipticCurvesExtension(java.util.Hashtable) throws java.io.IOException;
    public static short[] getSupportedPointFormatsExtension(java.util.Hashtable) throws java.io.IOException;
    public static byte[] createSupportedEllipticCurvesExtension(int[]) throws java.io.IOException;
    public static byte[] createSupportedPointFormatsExtension(short[]) throws java.io.IOException;
    public static int[] readSupportedEllipticCurvesExtension(byte[]) throws java.io.IOException;
    public static short[] readSupportedPointFormatsExtension(byte[]) throws java.io.IOException;
    public static String getNameOfNamedCurve(int);
    public static org.bouncycastle.crypto.params.ECDomainParameters getParametersForNamedCurve(int);
    public static boolean hasAnySupportedNamedCurves();
    public static boolean containsECCCipherSuites(int[]);
    public static boolean isECCCipherSuite(int);
    public static boolean areOnSameCurve(org.bouncycastle.crypto.params.ECDomainParameters, org.bouncycastle.crypto.params.ECDomainParameters);
    public static boolean isSupportedNamedCurve(int);
    public static boolean isCompressionPreferred(short[], short);
    public static byte[] serializeECFieldElement(int, java.math.BigInteger) throws java.io.IOException;
    public static byte[] serializeECPoint(short[], org.bouncycastle.math.ec.ECPoint) throws java.io.IOException;
    public static byte[] serializeECPublicKey(short[], org.bouncycastle.crypto.params.ECPublicKeyParameters) throws java.io.IOException;
    public static java.math.BigInteger deserializeECFieldElement(int, byte[]) throws java.io.IOException;
    public static org.bouncycastle.math.ec.ECPoint deserializeECPoint(short[], org.bouncycastle.math.ec.ECCurve, byte[]) throws java.io.IOException;
    public static org.bouncycastle.crypto.params.ECPublicKeyParameters deserializeECPublicKey(short[], org.bouncycastle.crypto.params.ECDomainParameters, byte[]) throws java.io.IOException;
    public static byte[] calculateECDHBasicAgreement(org.bouncycastle.crypto.params.ECPublicKeyParameters, org.bouncycastle.crypto.params.ECPrivateKeyParameters);
    public static org.bouncycastle.crypto.AsymmetricCipherKeyPair generateECKeyPair(java.security.SecureRandom, org.bouncycastle.crypto.params.ECDomainParameters);
    public static org.bouncycastle.crypto.params.ECPrivateKeyParameters generateEphemeralClientKeyExchange(java.security.SecureRandom, short[], org.bouncycastle.crypto.params.ECDomainParameters, java.io.OutputStream) throws java.io.IOException;
    static org.bouncycastle.crypto.params.ECPrivateKeyParameters generateEphemeralServerKeyExchange(java.security.SecureRandom, int[], short[], java.io.OutputStream) throws java.io.IOException;
    public static org.bouncycastle.crypto.params.ECPublicKeyParameters validateECPublicKey(org.bouncycastle.crypto.params.ECPublicKeyParameters) throws java.io.IOException;
    public static int readECExponent(int, java.io.InputStream) throws java.io.IOException;
    public static java.math.BigInteger readECFieldElement(int, java.io.InputStream) throws java.io.IOException;
    public static java.math.BigInteger readECParameter(java.io.InputStream) throws java.io.IOException;
    public static org.bouncycastle.crypto.params.ECDomainParameters readECParameters(int[], short[], java.io.InputStream) throws java.io.IOException;
    private static void checkNamedCurve(int[], int) throws java.io.IOException;
    public static void writeECExponent(int, java.io.OutputStream) throws java.io.IOException;
    public static void writeECFieldElement(org.bouncycastle.math.ec.ECFieldElement, java.io.OutputStream) throws java.io.IOException;
    public static void writeECFieldElement(int, java.math.BigInteger, java.io.OutputStream) throws java.io.IOException;
    public static void writeECParameter(java.math.BigInteger, java.io.OutputStream) throws java.io.IOException;
    public static void writeExplicitECParameters(short[], org.bouncycastle.crypto.params.ECDomainParameters, java.io.OutputStream) throws java.io.IOException;
    public static void writeECPoint(short[], org.bouncycastle.math.ec.ECPoint, java.io.OutputStream) throws java.io.IOException;
    public static void writeNamedECParameters(int, java.io.OutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/crypto/tls/TlsECDHEKeyExchange.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsECDHEKeyExchange extends TlsECDHKeyExchange {
    protected TlsSignerCredentials serverCredentials;
    public void TlsECDHEKeyExchange(int, java.util.Vector, int[], short[], short[]);
    public void processServerCredentials(TlsCredentials) throws java.io.IOException;
    public byte[] generateServerKeyExchange() throws java.io.IOException;
    public void processServerKeyExchange(java.io.InputStream) throws java.io.IOException;
    public void validateCertificateRequest(CertificateRequest) throws java.io.IOException;
    public void processClientCredentials(TlsCredentials) throws java.io.IOException;
    protected org.bouncycastle.crypto.Signer initVerifyer(TlsSigner, SignatureAndHashAlgorithm, SecurityParameters);
}










org/bouncycastle/crypto/tls/TlsECDHKeyExchange.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsECDHKeyExchange extends AbstractTlsKeyExchange {
    protected TlsSigner tlsSigner;
    protected int[] namedCurves;
    protected short[] clientECPointFormats;
    protected short[] serverECPointFormats;
    protected org.bouncycastle.crypto.params.AsymmetricKeyParameter serverPublicKey;
    protected TlsAgreementCredentials agreementCredentials;
    protected org.bouncycastle.crypto.params.ECPrivateKeyParameters ecAgreePrivateKey;
    protected org.bouncycastle.crypto.params.ECPublicKeyParameters ecAgreePublicKey;
    public void TlsECDHKeyExchange(int, java.util.Vector, int[], short[], short[]);
    public void init(TlsContext);
    public void skipServerCredentials() throws java.io.IOException;
    public void processServerCertificate(Certificate) throws java.io.IOException;
    public boolean requiresServerKeyExchange();
    public byte[] generateServerKeyExchange() throws java.io.IOException;
    public void processServerKeyExchange(java.io.InputStream) throws java.io.IOException;
    public void validateCertificateRequest(CertificateRequest) throws java.io.IOException;
    public void processClientCredentials(TlsCredentials) throws java.io.IOException;
    public void generateClientKeyExchange(java.io.OutputStream) throws java.io.IOException;
    public void processClientCertificate(Certificate) throws java.io.IOException;
    public void processClientKeyExchange(java.io.InputStream) throws java.io.IOException;
    public byte[] generatePremasterSecret() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsECDSASigner.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsECDSASigner extends TlsDSASigner {
    public void TlsECDSASigner();
    public boolean isValidPublicKey(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    protected org.bouncycastle.crypto.DSA createDSAImpl(short);
    protected short getSignatureAlgorithm();
}










org/bouncycastle/crypto/tls/TlsEncryptionCredentials.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsEncryptionCredentials extends TlsCredentials {
    public abstract byte[] decryptPreMasterSecret(byte[]) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsException.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsException extends java.io.IOException {
    protected Throwable cause;
    public void TlsException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/crypto/tls/TlsExtensionsUtils.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsExtensionsUtils {
    public static final Integer EXT_encrypt_then_mac;
    public static final Integer EXT_extended_master_secret;
    public static final Integer EXT_heartbeat;
    public static final Integer EXT_max_fragment_length;
    public static final Integer EXT_padding;
    public static final Integer EXT_server_name;
    public static final Integer EXT_status_request;
    public static final Integer EXT_truncated_hmac;
    public void TlsExtensionsUtils();
    public static java.util.Hashtable ensureExtensionsInitialised(java.util.Hashtable);
    public static void addEncryptThenMACExtension(java.util.Hashtable);
    public static void addExtendedMasterSecretExtension(java.util.Hashtable);
    public static void addHeartbeatExtension(java.util.Hashtable, HeartbeatExtension) throws java.io.IOException;
    public static void addMaxFragmentLengthExtension(java.util.Hashtable, short) throws java.io.IOException;
    public static void addPaddingExtension(java.util.Hashtable, int) throws java.io.IOException;
    public static void addServerNameExtension(java.util.Hashtable, ServerNameList) throws java.io.IOException;
    public static void addStatusRequestExtension(java.util.Hashtable, CertificateStatusRequest) throws java.io.IOException;
    public static void addTruncatedHMacExtension(java.util.Hashtable);
    public static HeartbeatExtension getHeartbeatExtension(java.util.Hashtable) throws java.io.IOException;
    public static short getMaxFragmentLengthExtension(java.util.Hashtable) throws java.io.IOException;
    public static int getPaddingExtension(java.util.Hashtable) throws java.io.IOException;
    public static ServerNameList getServerNameExtension(java.util.Hashtable) throws java.io.IOException;
    public static CertificateStatusRequest getStatusRequestExtension(java.util.Hashtable) throws java.io.IOException;
    public static boolean hasEncryptThenMACExtension(java.util.Hashtable) throws java.io.IOException;
    public static boolean hasExtendedMasterSecretExtension(java.util.Hashtable) throws java.io.IOException;
    public static boolean hasTruncatedHMacExtension(java.util.Hashtable) throws java.io.IOException;
    public static byte[] createEmptyExtensionData();
    public static byte[] createEncryptThenMACExtension();
    public static byte[] createExtendedMasterSecretExtension();
    public static byte[] createHeartbeatExtension(HeartbeatExtension) throws java.io.IOException;
    public static byte[] createMaxFragmentLengthExtension(short) throws java.io.IOException;
    public static byte[] createPaddingExtension(int) throws java.io.IOException;
    public static byte[] createServerNameExtension(ServerNameList) throws java.io.IOException;
    public static byte[] createStatusRequestExtension(CertificateStatusRequest) throws java.io.IOException;
    public static byte[] createTruncatedHMacExtension();
    private static boolean readEmptyExtensionData(byte[]) throws java.io.IOException;
    public static boolean readEncryptThenMACExtension(byte[]) throws java.io.IOException;
    public static boolean readExtendedMasterSecretExtension(byte[]) throws java.io.IOException;
    public static HeartbeatExtension readHeartbeatExtension(byte[]) throws java.io.IOException;
    public static short readMaxFragmentLengthExtension(byte[]) throws java.io.IOException;
    public static int readPaddingExtension(byte[]) throws java.io.IOException;
    public static ServerNameList readServerNameExtension(byte[]) throws java.io.IOException;
    public static CertificateStatusRequest readStatusRequestExtension(byte[]) throws java.io.IOException;
    public static boolean readTruncatedHMacExtension(byte[]) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/crypto/tls/TlsFatalAlert.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsFatalAlert extends TlsException {
    protected short alertDescription;
    public void TlsFatalAlert(short);
    public void TlsFatalAlert(short, Throwable);
    public short getAlertDescription();
}










org/bouncycastle/crypto/tls/TlsFatalAlertReceived.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsFatalAlertReceived extends TlsException {
    protected short alertDescription;
    public void TlsFatalAlertReceived(short);
    public short getAlertDescription();
}










org/bouncycastle/crypto/tls/TlsHandshakeHash.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsHandshakeHash extends org.bouncycastle.crypto.Digest {
    public abstract void init(TlsContext);
    public abstract TlsHandshakeHash notifyPRFDetermined();
    public abstract void trackHashAlgorithm(short);
    public abstract void sealHashAlgorithms();
    public abstract TlsHandshakeHash stopTracking();
    public abstract org.bouncycastle.crypto.Digest forkPRFHash();
    public abstract byte[] getFinalHash(short);
}










org/bouncycastle/crypto/tls/TlsInputStream.class


package org.bouncycastle.crypto.tls;
synchronized class TlsInputStream extends java.io.InputStream {
    private byte[] buf;
    private TlsProtocol handler;
    void TlsInputStream(TlsProtocol);
    public int available() throws java.io.IOException;
    public int read(byte[], int, int) throws java.io.IOException;
    public int read() throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsKeyExchange.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsKeyExchange {
    public abstract void init(TlsContext);
    public abstract void skipServerCredentials() throws java.io.IOException;
    public abstract void processServerCredentials(TlsCredentials) throws java.io.IOException;
    public abstract void processServerCertificate(Certificate) throws java.io.IOException;
    public abstract boolean requiresServerKeyExchange();
    public abstract byte[] generateServerKeyExchange() throws java.io.IOException;
    public abstract void skipServerKeyExchange() throws java.io.IOException;
    public abstract void processServerKeyExchange(java.io.InputStream) throws java.io.IOException;
    public abstract void validateCertificateRequest(CertificateRequest) throws java.io.IOException;
    public abstract void skipClientCredentials() throws java.io.IOException;
    public abstract void processClientCredentials(TlsCredentials) throws java.io.IOException;
    public abstract void processClientCertificate(Certificate) throws java.io.IOException;
    public abstract void generateClientKeyExchange(java.io.OutputStream) throws java.io.IOException;
    public abstract void processClientKeyExchange(java.io.InputStream) throws java.io.IOException;
    public abstract byte[] generatePremasterSecret() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsMac.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsMac {
    protected TlsContext context;
    protected byte[] secret;
    protected org.bouncycastle.crypto.Mac mac;
    protected int digestBlockSize;
    protected int digestOverhead;
    protected int macLength;
    public void TlsMac(TlsContext, org.bouncycastle.crypto.Digest, byte[], int, int);
    public byte[] getMACSecret();
    public int getSize();
    public byte[] calculateMac(long, short, byte[], int, int);
    public byte[] calculateMacConstantTime(long, short, byte[], int, int, int, byte[]);
    protected int getDigestBlockCount(int);
    protected byte[] truncate(byte[]);
}










org/bouncycastle/crypto/tls/TlsNoCloseNotifyException.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsNoCloseNotifyException extends java.io.EOFException {
    public void TlsNoCloseNotifyException();
}










org/bouncycastle/crypto/tls/TlsNullCipher.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsNullCipher implements TlsCipher {
    protected TlsContext context;
    protected TlsMac writeMac;
    protected TlsMac readMac;
    public void TlsNullCipher(TlsContext);
    public void TlsNullCipher(TlsContext, org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.Digest) throws java.io.IOException;
    public int getPlaintextLimit(int);
    public byte[] encodePlaintext(long, short, byte[], int, int) throws java.io.IOException;
    public byte[] decodeCiphertext(long, short, byte[], int, int) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsNullCompression.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsNullCompression implements TlsCompression {
    public void TlsNullCompression();
    public java.io.OutputStream compress(java.io.OutputStream);
    public java.io.OutputStream decompress(java.io.OutputStream);
}










org/bouncycastle/crypto/tls/TlsOutputStream.class


package org.bouncycastle.crypto.tls;
synchronized class TlsOutputStream extends java.io.OutputStream {
    private byte[] buf;
    private TlsProtocol handler;
    void TlsOutputStream(TlsProtocol);
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(int) throws java.io.IOException;
    public void close() throws java.io.IOException;
    public void flush() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsPSKIdentity.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsPSKIdentity {
    public abstract void skipIdentityHint();
    public abstract void notifyIdentityHint(byte[]);
    public abstract byte[] getPSKIdentity();
    public abstract byte[] getPSK();
}










org/bouncycastle/crypto/tls/TlsPSKIdentityManager.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsPSKIdentityManager {
    public abstract byte[] getHint();
    public abstract byte[] getPSK(byte[]);
}










org/bouncycastle/crypto/tls/TlsPSKKeyExchange.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsPSKKeyExchange extends AbstractTlsKeyExchange {
    protected TlsPSKIdentity pskIdentity;
    protected TlsPSKIdentityManager pskIdentityManager;
    protected org.bouncycastle.crypto.params.DHParameters dhParameters;
    protected int[] namedCurves;
    protected short[] clientECPointFormats;
    protected short[] serverECPointFormats;
    protected byte[] psk_identity_hint;
    protected byte[] psk;
    protected org.bouncycastle.crypto.params.DHPrivateKeyParameters dhAgreePrivateKey;
    protected org.bouncycastle.crypto.params.DHPublicKeyParameters dhAgreePublicKey;
    protected org.bouncycastle.crypto.params.ECPrivateKeyParameters ecAgreePrivateKey;
    protected org.bouncycastle.crypto.params.ECPublicKeyParameters ecAgreePublicKey;
    protected org.bouncycastle.crypto.params.AsymmetricKeyParameter serverPublicKey;
    protected org.bouncycastle.crypto.params.RSAKeyParameters rsaServerPublicKey;
    protected TlsEncryptionCredentials serverCredentials;
    protected byte[] premasterSecret;
    public void TlsPSKKeyExchange(int, java.util.Vector, TlsPSKIdentity, TlsPSKIdentityManager, org.bouncycastle.crypto.params.DHParameters, int[], short[], short[]);
    public void skipServerCredentials() throws java.io.IOException;
    public void processServerCredentials(TlsCredentials) throws java.io.IOException;
    public byte[] generateServerKeyExchange() throws java.io.IOException;
    public void processServerCertificate(Certificate) throws java.io.IOException;
    public boolean requiresServerKeyExchange();
    public void processServerKeyExchange(java.io.InputStream) throws java.io.IOException;
    public void validateCertificateRequest(CertificateRequest) throws java.io.IOException;
    public void processClientCredentials(TlsCredentials) throws java.io.IOException;
    public void generateClientKeyExchange(java.io.OutputStream) throws java.io.IOException;
    public void processClientKeyExchange(java.io.InputStream) throws java.io.IOException;
    public byte[] generatePremasterSecret() throws java.io.IOException;
    protected byte[] generateOtherSecret(int) throws java.io.IOException;
    protected org.bouncycastle.crypto.params.RSAKeyParameters validateRSAPublicKey(org.bouncycastle.crypto.params.RSAKeyParameters) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsPeer.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsPeer {
    public abstract boolean shouldUseGMTUnixTime();
    public abstract void notifySecureRenegotiation(boolean) throws java.io.IOException;
    public abstract TlsCompression getCompression() throws java.io.IOException;
    public abstract TlsCipher getCipher() throws java.io.IOException;
    public abstract void notifyAlertRaised(short, short, String, Throwable);
    public abstract void notifyAlertReceived(short, short);
    public abstract void notifyHandshakeComplete() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsProtocol$HandshakeMessage.class


package org.bouncycastle.crypto.tls;
synchronized class TlsProtocol$HandshakeMessage extends java.io.ByteArrayOutputStream {
    void TlsProtocol$HandshakeMessage(TlsProtocol, short) throws java.io.IOException;
    void TlsProtocol$HandshakeMessage(TlsProtocol, short, int) throws java.io.IOException;
    void writeToRecordStream() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsProtocol.class


package org.bouncycastle.crypto.tls;
public abstract synchronized class TlsProtocol {
    protected static final Integer EXT_RenegotiationInfo;
    protected static final Integer EXT_SessionTicket;
    protected static final short CS_START = 0;
    protected static final short CS_CLIENT_HELLO = 1;
    protected static final short CS_SERVER_HELLO = 2;
    protected static final short CS_SERVER_SUPPLEMENTAL_DATA = 3;
    protected static final short CS_SERVER_CERTIFICATE = 4;
    protected static final short CS_CERTIFICATE_STATUS = 5;
    protected static final short CS_SERVER_KEY_EXCHANGE = 6;
    protected static final short CS_CERTIFICATE_REQUEST = 7;
    protected static final short CS_SERVER_HELLO_DONE = 8;
    protected static final short CS_CLIENT_SUPPLEMENTAL_DATA = 9;
    protected static final short CS_CLIENT_CERTIFICATE = 10;
    protected static final short CS_CLIENT_KEY_EXCHANGE = 11;
    protected static final short CS_CERTIFICATE_VERIFY = 12;
    protected static final short CS_CLIENT_FINISHED = 13;
    protected static final short CS_SERVER_SESSION_TICKET = 14;
    protected static final short CS_SERVER_FINISHED = 15;
    protected static final short CS_END = 16;
    protected static final short ADS_MODE_1_Nsub1 = 0;
    protected static final short ADS_MODE_0_N = 1;
    protected static final short ADS_MODE_0_N_FIRSTONLY = 2;
    private ByteQueue applicationDataQueue;
    private ByteQueue alertQueue;
    private ByteQueue handshakeQueue;
    RecordStream recordStream;
    protected java.security.SecureRandom secureRandom;
    private TlsInputStream tlsInputStream;
    private TlsOutputStream tlsOutputStream;
    private volatile boolean closed;
    private volatile boolean failedWithError;
    private volatile boolean appDataReady;
    private volatile boolean appDataSplitEnabled;
    private volatile int appDataSplitMode;
    private byte[] expected_verify_data;
    protected TlsSession tlsSession;
    protected SessionParameters sessionParameters;
    protected SecurityParameters securityParameters;
    protected Certificate peerCertificate;
    protected int[] offeredCipherSuites;
    protected short[] offeredCompressionMethods;
    protected java.util.Hashtable clientExtensions;
    protected java.util.Hashtable serverExtensions;
    protected short connection_state;
    protected boolean resumedSession;
    protected boolean receivedChangeCipherSpec;
    protected boolean secure_renegotiation;
    protected boolean allowCertificateStatus;
    protected boolean expectSessionTicket;
    protected boolean blocking;
    protected ByteQueueInputStream inputBuffers;
    protected ByteQueueOutputStream outputBuffer;
    public void TlsProtocol(java.io.InputStream, java.io.OutputStream, java.security.SecureRandom);
    public void TlsProtocol(java.security.SecureRandom);
    protected abstract TlsContext getContext();
    abstract AbstractTlsContext getContextAdmin();
    protected abstract TlsPeer getPeer();
    protected void handleAlertMessage(short, short) throws java.io.IOException;
    protected void handleAlertWarningMessage(short) throws java.io.IOException;
    protected void handleChangeCipherSpecMessage() throws java.io.IOException;
    protected void handleClose(boolean) throws java.io.IOException;
    protected void handleException(short, String, Throwable) throws java.io.IOException;
    protected void handleFailure();
    protected abstract void handleHandshakeMessage(short, java.io.ByteArrayInputStream) throws java.io.IOException;
    protected void applyMaxFragmentLengthExtension() throws java.io.IOException;
    protected void checkReceivedChangeCipherSpec(boolean) throws java.io.IOException;
    protected void cleanupHandshake();
    protected void blockForHandshake() throws java.io.IOException;
    protected void completeHandshake() throws java.io.IOException;
    protected void processRecord(short, byte[], int, int) throws java.io.IOException;
    private void processHandshakeQueue(ByteQueue) throws java.io.IOException;
    private void processApplicationDataQueue();
    private void processAlertQueue() throws java.io.IOException;
    private void processChangeCipherSpec(byte[], int, int) throws java.io.IOException;
    protected int applicationDataAvailable();
    protected int readApplicationData(byte[], int, int) throws java.io.IOException;
    protected void safeCheckRecordHeader(byte[]) throws java.io.IOException;
    protected void safeReadRecord() throws java.io.IOException;
    protected void safeWriteRecord(short, byte[], int, int) throws java.io.IOException;
    protected void writeData(byte[], int, int) throws java.io.IOException;
    protected void setAppDataSplitMode(int);
    protected void writeHandshakeMessage(byte[], int, int) throws java.io.IOException;
    public java.io.OutputStream getOutputStream();
    public java.io.InputStream getInputStream();
    public void closeInput() throws java.io.IOException;
    public void offerInput(byte[]) throws java.io.IOException;
    public int getAvailableInputBytes();
    public int readInput(byte[], int, int);
    public void offerOutput(byte[], int, int) throws java.io.IOException;
    public int getAvailableOutputBytes();
    public int readOutput(byte[], int, int);
    protected void invalidateSession();
    protected void processFinishedMessage(java.io.ByteArrayInputStream) throws java.io.IOException;
    protected void raiseAlertFatal(short, String, Throwable) throws java.io.IOException;
    protected void raiseAlertWarning(short, String) throws java.io.IOException;
    protected void sendCertificateMessage(Certificate) throws java.io.IOException;
    protected void sendChangeCipherSpecMessage() throws java.io.IOException;
    protected void sendFinishedMessage() throws java.io.IOException;
    protected void sendSupplementalDataMessage(java.util.Vector) throws java.io.IOException;
    protected byte[] createVerifyData(boolean);
    public void close() throws java.io.IOException;
    protected void flush() throws java.io.IOException;
    public boolean isClosed();
    protected short processMaxFragmentLengthExtension(java.util.Hashtable, java.util.Hashtable, short) throws java.io.IOException;
    protected void refuseRenegotiation() throws java.io.IOException;
    protected static void assertEmpty(java.io.ByteArrayInputStream) throws java.io.IOException;
    protected static byte[] createRandomBlock(boolean, org.bouncycastle.crypto.prng.RandomGenerator);
    protected static byte[] createRenegotiationInfo(byte[]) throws java.io.IOException;
    protected static void establishMasterSecret(TlsContext, TlsKeyExchange) throws java.io.IOException;
    protected static byte[] getCurrentPRFHash(TlsContext, TlsHandshakeHash, byte[]);
    protected static java.util.Hashtable readExtensions(java.io.ByteArrayInputStream) throws java.io.IOException;
    protected static java.util.Vector readSupplementalDataMessage(java.io.ByteArrayInputStream) throws java.io.IOException;
    protected static void writeExtensions(java.io.OutputStream, java.util.Hashtable) throws java.io.IOException;
    protected static void writeSelectedExtensions(java.io.OutputStream, java.util.Hashtable, boolean) throws java.io.IOException;
    protected static void writeSupplementalData(java.io.OutputStream, java.util.Vector) throws java.io.IOException;
    protected static int getPRFAlgorithm(TlsContext, int) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/crypto/tls/TlsRSAKeyExchange.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsRSAKeyExchange extends AbstractTlsKeyExchange {
    protected org.bouncycastle.crypto.params.AsymmetricKeyParameter serverPublicKey;
    protected org.bouncycastle.crypto.params.RSAKeyParameters rsaServerPublicKey;
    protected TlsEncryptionCredentials serverCredentials;
    protected byte[] premasterSecret;
    public void TlsRSAKeyExchange(java.util.Vector);
    public void skipServerCredentials() throws java.io.IOException;
    public void processServerCredentials(TlsCredentials) throws java.io.IOException;
    public void processServerCertificate(Certificate) throws java.io.IOException;
    public void validateCertificateRequest(CertificateRequest) throws java.io.IOException;
    public void processClientCredentials(TlsCredentials) throws java.io.IOException;
    public void generateClientKeyExchange(java.io.OutputStream) throws java.io.IOException;
    public void processClientKeyExchange(java.io.InputStream) throws java.io.IOException;
    public byte[] generatePremasterSecret() throws java.io.IOException;
    protected org.bouncycastle.crypto.params.RSAKeyParameters validateRSAPublicKey(org.bouncycastle.crypto.params.RSAKeyParameters) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsRSASigner.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsRSASigner extends AbstractTlsSigner {
    public void TlsRSASigner();
    public byte[] generateRawSignature(SignatureAndHashAlgorithm, org.bouncycastle.crypto.params.AsymmetricKeyParameter, byte[]) throws org.bouncycastle.crypto.CryptoException;
    public boolean verifyRawSignature(SignatureAndHashAlgorithm, byte[], org.bouncycastle.crypto.params.AsymmetricKeyParameter, byte[]) throws org.bouncycastle.crypto.CryptoException;
    public org.bouncycastle.crypto.Signer createSigner(SignatureAndHashAlgorithm, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public org.bouncycastle.crypto.Signer createVerifyer(SignatureAndHashAlgorithm, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public boolean isValidPublicKey(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    protected org.bouncycastle.crypto.Signer makeSigner(SignatureAndHashAlgorithm, boolean, boolean, org.bouncycastle.crypto.CipherParameters);
    protected org.bouncycastle.crypto.AsymmetricBlockCipher createRSAImpl();
}










org/bouncycastle/crypto/tls/TlsRSAUtils.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsRSAUtils {
    public void TlsRSAUtils();
    public static byte[] generateEncryptedPreMasterSecret(TlsContext, org.bouncycastle.crypto.params.RSAKeyParameters, java.io.OutputStream) throws java.io.IOException;
    public static byte[] safeDecryptPreMasterSecret(TlsContext, org.bouncycastle.crypto.params.RSAKeyParameters, byte[]);
}










org/bouncycastle/crypto/tls/TlsSRPGroupVerifier.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsSRPGroupVerifier {
    public abstract boolean accept(org.bouncycastle.crypto.params.SRP6GroupParameters);
}










org/bouncycastle/crypto/tls/TlsSRPIdentityManager.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsSRPIdentityManager {
    public abstract TlsSRPLoginParameters getLoginParameters(byte[]);
}










org/bouncycastle/crypto/tls/TlsSRPKeyExchange.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsSRPKeyExchange extends AbstractTlsKeyExchange {
    protected TlsSigner tlsSigner;
    protected TlsSRPGroupVerifier groupVerifier;
    protected byte[] identity;
    protected byte[] password;
    protected org.bouncycastle.crypto.params.AsymmetricKeyParameter serverPublicKey;
    protected org.bouncycastle.crypto.params.SRP6GroupParameters srpGroup;
    protected org.bouncycastle.crypto.agreement.srp.SRP6Client srpClient;
    protected org.bouncycastle.crypto.agreement.srp.SRP6Server srpServer;
    protected java.math.BigInteger srpPeerCredentials;
    protected java.math.BigInteger srpVerifier;
    protected byte[] srpSalt;
    protected TlsSignerCredentials serverCredentials;
    protected static TlsSigner createSigner(int);
    public void TlsSRPKeyExchange(int, java.util.Vector, byte[], byte[]);
    public void TlsSRPKeyExchange(int, java.util.Vector, TlsSRPGroupVerifier, byte[], byte[]);
    public void TlsSRPKeyExchange(int, java.util.Vector, byte[], TlsSRPLoginParameters);
    public void init(TlsContext);
    public void skipServerCredentials() throws java.io.IOException;
    public void processServerCertificate(Certificate) throws java.io.IOException;
    public void processServerCredentials(TlsCredentials) throws java.io.IOException;
    public boolean requiresServerKeyExchange();
    public byte[] generateServerKeyExchange() throws java.io.IOException;
    public void processServerKeyExchange(java.io.InputStream) throws java.io.IOException;
    public void validateCertificateRequest(CertificateRequest) throws java.io.IOException;
    public void processClientCredentials(TlsCredentials) throws java.io.IOException;
    public void generateClientKeyExchange(java.io.OutputStream) throws java.io.IOException;
    public void processClientKeyExchange(java.io.InputStream) throws java.io.IOException;
    public byte[] generatePremasterSecret() throws java.io.IOException;
    protected org.bouncycastle.crypto.Signer initVerifyer(TlsSigner, SignatureAndHashAlgorithm, SecurityParameters);
}










org/bouncycastle/crypto/tls/TlsSRPLoginParameters.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsSRPLoginParameters {
    protected org.bouncycastle.crypto.params.SRP6GroupParameters group;
    protected java.math.BigInteger verifier;
    protected byte[] salt;
    public void TlsSRPLoginParameters(org.bouncycastle.crypto.params.SRP6GroupParameters, java.math.BigInteger, byte[]);
    public org.bouncycastle.crypto.params.SRP6GroupParameters getGroup();
    public byte[] getSalt();
    public java.math.BigInteger getVerifier();
}










org/bouncycastle/crypto/tls/TlsSRPUtils.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsSRPUtils {
    public static final Integer EXT_SRP;
    public void TlsSRPUtils();
    public static void addSRPExtension(java.util.Hashtable, byte[]) throws java.io.IOException;
    public static byte[] getSRPExtension(java.util.Hashtable) throws java.io.IOException;
    public static byte[] createSRPExtension(byte[]) throws java.io.IOException;
    public static byte[] readSRPExtension(byte[]) throws java.io.IOException;
    public static java.math.BigInteger readSRPParameter(java.io.InputStream) throws java.io.IOException;
    public static void writeSRPParameter(java.math.BigInteger, java.io.OutputStream) throws java.io.IOException;
    public static boolean isSRPCipherSuite(int);
    static void <clinit>();
}










org/bouncycastle/crypto/tls/TlsSRTPUtils.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsSRTPUtils {
    public static final Integer EXT_use_srtp;
    public void TlsSRTPUtils();
    public static void addUseSRTPExtension(java.util.Hashtable, UseSRTPData) throws java.io.IOException;
    public static UseSRTPData getUseSRTPExtension(java.util.Hashtable) throws java.io.IOException;
    public static byte[] createUseSRTPExtension(UseSRTPData) throws java.io.IOException;
    public static UseSRTPData readUseSRTPExtension(byte[]) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/crypto/tls/TlsServer.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsServer extends TlsPeer {
    public abstract void init(TlsServerContext);
    public abstract void notifyClientVersion(ProtocolVersion) throws java.io.IOException;
    public abstract void notifyFallback(boolean) throws java.io.IOException;
    public abstract void notifyOfferedCipherSuites(int[]) throws java.io.IOException;
    public abstract void notifyOfferedCompressionMethods(short[]) throws java.io.IOException;
    public abstract void processClientExtensions(java.util.Hashtable) throws java.io.IOException;
    public abstract ProtocolVersion getServerVersion() throws java.io.IOException;
    public abstract int getSelectedCipherSuite() throws java.io.IOException;
    public abstract short getSelectedCompressionMethod() throws java.io.IOException;
    public abstract java.util.Hashtable getServerExtensions() throws java.io.IOException;
    public abstract java.util.Vector getServerSupplementalData() throws java.io.IOException;
    public abstract TlsCredentials getCredentials() throws java.io.IOException;
    public abstract CertificateStatus getCertificateStatus() throws java.io.IOException;
    public abstract TlsKeyExchange getKeyExchange() throws java.io.IOException;
    public abstract CertificateRequest getCertificateRequest() throws java.io.IOException;
    public abstract void processClientSupplementalData(java.util.Vector) throws java.io.IOException;
    public abstract void notifyClientCertificate(Certificate) throws java.io.IOException;
    public abstract NewSessionTicket getNewSessionTicket() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/TlsServerContext.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsServerContext extends TlsContext {
}










org/bouncycastle/crypto/tls/TlsServerContextImpl.class


package org.bouncycastle.crypto.tls;
synchronized class TlsServerContextImpl extends AbstractTlsContext implements TlsServerContext {
    void TlsServerContextImpl(java.security.SecureRandom, SecurityParameters);
    public boolean isServer();
}










org/bouncycastle/crypto/tls/TlsServerProtocol.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsServerProtocol extends TlsProtocol {
    protected TlsServer tlsServer;
    TlsServerContextImpl tlsServerContext;
    protected TlsKeyExchange keyExchange;
    protected TlsCredentials serverCredentials;
    protected CertificateRequest certificateRequest;
    protected short clientCertificateType;
    protected TlsHandshakeHash prepareFinishHash;
    public void TlsServerProtocol(java.io.InputStream, java.io.OutputStream, java.security.SecureRandom);
    public void TlsServerProtocol(java.security.SecureRandom);
    public void accept(TlsServer) throws java.io.IOException;
    protected void cleanupHandshake();
    protected TlsContext getContext();
    AbstractTlsContext getContextAdmin();
    protected TlsPeer getPeer();
    protected void handleHandshakeMessage(short, java.io.ByteArrayInputStream) throws java.io.IOException;
    protected void handleAlertWarningMessage(short) throws java.io.IOException;
    protected void notifyClientCertificate(Certificate) throws java.io.IOException;
    protected void receiveCertificateMessage(java.io.ByteArrayInputStream) throws java.io.IOException;
    protected void receiveCertificateVerifyMessage(java.io.ByteArrayInputStream) throws java.io.IOException;
    protected void receiveClientHelloMessage(java.io.ByteArrayInputStream) throws java.io.IOException;
    protected void receiveClientKeyExchangeMessage(java.io.ByteArrayInputStream) throws java.io.IOException;
    protected void sendCertificateRequestMessage(CertificateRequest) throws java.io.IOException;
    protected void sendCertificateStatusMessage(CertificateStatus) throws java.io.IOException;
    protected void sendNewSessionTicketMessage(NewSessionTicket) throws java.io.IOException;
    protected void sendServerHelloMessage() throws java.io.IOException;
    protected void sendServerHelloDoneMessage() throws java.io.IOException;
    protected void sendServerKeyExchangeMessage(byte[]) throws java.io.IOException;
    protected boolean expectCertificateVerifyMessage();
}










org/bouncycastle/crypto/tls/TlsSession.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsSession {
    public abstract SessionParameters exportSessionParameters();
    public abstract byte[] getSessionID();
    public abstract void invalidate();
    public abstract boolean isResumable();
}










org/bouncycastle/crypto/tls/TlsSessionImpl.class


package org.bouncycastle.crypto.tls;
synchronized class TlsSessionImpl implements TlsSession {
    final byte[] sessionID;
    SessionParameters sessionParameters;
    void TlsSessionImpl(byte[], SessionParameters);
    public synchronized SessionParameters exportSessionParameters();
    public synchronized byte[] getSessionID();
    public synchronized void invalidate();
    public synchronized boolean isResumable();
}










org/bouncycastle/crypto/tls/TlsSigner.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsSigner {
    public abstract void init(TlsContext);
    public abstract byte[] generateRawSignature(org.bouncycastle.crypto.params.AsymmetricKeyParameter, byte[]) throws org.bouncycastle.crypto.CryptoException;
    public abstract byte[] generateRawSignature(SignatureAndHashAlgorithm, org.bouncycastle.crypto.params.AsymmetricKeyParameter, byte[]) throws org.bouncycastle.crypto.CryptoException;
    public abstract boolean verifyRawSignature(byte[], org.bouncycastle.crypto.params.AsymmetricKeyParameter, byte[]) throws org.bouncycastle.crypto.CryptoException;
    public abstract boolean verifyRawSignature(SignatureAndHashAlgorithm, byte[], org.bouncycastle.crypto.params.AsymmetricKeyParameter, byte[]) throws org.bouncycastle.crypto.CryptoException;
    public abstract org.bouncycastle.crypto.Signer createSigner(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public abstract org.bouncycastle.crypto.Signer createSigner(SignatureAndHashAlgorithm, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public abstract org.bouncycastle.crypto.Signer createVerifyer(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public abstract org.bouncycastle.crypto.Signer createVerifyer(SignatureAndHashAlgorithm, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public abstract boolean isValidPublicKey(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
}










org/bouncycastle/crypto/tls/TlsSignerCredentials.class


package org.bouncycastle.crypto.tls;
public abstract interface TlsSignerCredentials extends TlsCredentials {
    public abstract byte[] generateCertificateSignature(byte[]) throws java.io.IOException;
    public abstract SignatureAndHashAlgorithm getSignatureAndHashAlgorithm();
}










org/bouncycastle/crypto/tls/TlsStreamCipher.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsStreamCipher implements TlsCipher {
    protected TlsContext context;
    protected org.bouncycastle.crypto.StreamCipher encryptCipher;
    protected org.bouncycastle.crypto.StreamCipher decryptCipher;
    protected TlsMac writeMac;
    protected TlsMac readMac;
    protected boolean usesNonce;
    public void TlsStreamCipher(TlsContext, org.bouncycastle.crypto.StreamCipher, org.bouncycastle.crypto.StreamCipher, org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.Digest, int, boolean) throws java.io.IOException;
    public int getPlaintextLimit(int);
    public byte[] encodePlaintext(long, short, byte[], int, int);
    public byte[] decodeCiphertext(long, short, byte[], int, int) throws java.io.IOException;
    protected void checkMAC(long, short, byte[], int, int, byte[], int, int) throws java.io.IOException;
    protected void updateIV(org.bouncycastle.crypto.StreamCipher, boolean, long);
}










org/bouncycastle/crypto/tls/TlsUtils.class


package org.bouncycastle.crypto.tls;
public synchronized class TlsUtils {
    public static final byte[] EMPTY_BYTES;
    public static final short[] EMPTY_SHORTS;
    public static final int[] EMPTY_INTS;
    public static final long[] EMPTY_LONGS;
    public static final Integer EXT_signature_algorithms;
    static final byte[] SSL_CLIENT;
    static final byte[] SSL_SERVER;
    static final byte[][] SSL3_CONST;
    public void TlsUtils();
    public static void checkUint8(short) throws java.io.IOException;
    public static void checkUint8(int) throws java.io.IOException;
    public static void checkUint8(long) throws java.io.IOException;
    public static void checkUint16(int) throws java.io.IOException;
    public static void checkUint16(long) throws java.io.IOException;
    public static void checkUint24(int) throws java.io.IOException;
    public static void checkUint24(long) throws java.io.IOException;
    public static void checkUint32(long) throws java.io.IOException;
    public static void checkUint48(long) throws java.io.IOException;
    public static void checkUint64(long) throws java.io.IOException;
    public static boolean isValidUint8(short);
    public static boolean isValidUint8(int);
    public static boolean isValidUint8(long);
    public static boolean isValidUint16(int);
    public static boolean isValidUint16(long);
    public static boolean isValidUint24(int);
    public static boolean isValidUint24(long);
    public static boolean isValidUint32(long);
    public static boolean isValidUint48(long);
    public static boolean isValidUint64(long);
    public static boolean isSSL(TlsContext);
    public static boolean isTLSv11(ProtocolVersion);
    public static boolean isTLSv11(TlsContext);
    public static boolean isTLSv12(ProtocolVersion);
    public static boolean isTLSv12(TlsContext);
    public static void writeUint8(short, java.io.OutputStream) throws java.io.IOException;
    public static void writeUint8(int, java.io.OutputStream) throws java.io.IOException;
    public static void writeUint8(short, byte[], int);
    public static void writeUint8(int, byte[], int);
    public static void writeUint16(int, java.io.OutputStream) throws java.io.IOException;
    public static void writeUint16(int, byte[], int);
    public static void writeUint24(int, java.io.OutputStream) throws java.io.IOException;
    public static void writeUint24(int, byte[], int);
    public static void writeUint32(long, java.io.OutputStream) throws java.io.IOException;
    public static void writeUint32(long, byte[], int);
    public static void writeUint48(long, java.io.OutputStream) throws java.io.IOException;
    public static void writeUint48(long, byte[], int);
    public static void writeUint64(long, java.io.OutputStream) throws java.io.IOException;
    public static void writeUint64(long, byte[], int);
    public static void writeOpaque8(byte[], java.io.OutputStream) throws java.io.IOException;
    public static void writeOpaque16(byte[], java.io.OutputStream) throws java.io.IOException;
    public static void writeOpaque24(byte[], java.io.OutputStream) throws java.io.IOException;
    public static void writeUint8Array(short[], java.io.OutputStream) throws java.io.IOException;
    public static void writeUint8Array(short[], byte[], int) throws java.io.IOException;
    public static void writeUint8ArrayWithUint8Length(short[], java.io.OutputStream) throws java.io.IOException;
    public static void writeUint8ArrayWithUint8Length(short[], byte[], int) throws java.io.IOException;
    public static void writeUint16Array(int[], java.io.OutputStream) throws java.io.IOException;
    public static void writeUint16Array(int[], byte[], int) throws java.io.IOException;
    public static void writeUint16ArrayWithUint16Length(int[], java.io.OutputStream) throws java.io.IOException;
    public static void writeUint16ArrayWithUint16Length(int[], byte[], int) throws java.io.IOException;
    public static byte[] encodeOpaque8(byte[]) throws java.io.IOException;
    public static byte[] encodeUint8ArrayWithUint8Length(short[]) throws java.io.IOException;
    public static byte[] encodeUint16ArrayWithUint16Length(int[]) throws java.io.IOException;
    public static short readUint8(java.io.InputStream) throws java.io.IOException;
    public static short readUint8(byte[], int);
    public static int readUint16(java.io.InputStream) throws java.io.IOException;
    public static int readUint16(byte[], int);
    public static int readUint24(java.io.InputStream) throws java.io.IOException;
    public static int readUint24(byte[], int);
    public static long readUint32(java.io.InputStream) throws java.io.IOException;
    public static long readUint32(byte[], int);
    public static long readUint48(java.io.InputStream) throws java.io.IOException;
    public static long readUint48(byte[], int);
    public static byte[] readAllOrNothing(int, java.io.InputStream) throws java.io.IOException;
    public static byte[] readFully(int, java.io.InputStream) throws java.io.IOException;
    public static void readFully(byte[], java.io.InputStream) throws java.io.IOException;
    public static byte[] readOpaque8(java.io.InputStream) throws java.io.IOException;
    public static byte[] readOpaque16(java.io.InputStream) throws java.io.IOException;
    public static byte[] readOpaque24(java.io.InputStream) throws java.io.IOException;
    public static short[] readUint8Array(int, java.io.InputStream) throws java.io.IOException;
    public static int[] readUint16Array(int, java.io.InputStream) throws java.io.IOException;
    public static ProtocolVersion readVersion(byte[], int) throws java.io.IOException;
    public static ProtocolVersion readVersion(java.io.InputStream) throws java.io.IOException;
    public static int readVersionRaw(byte[], int) throws java.io.IOException;
    public static int readVersionRaw(java.io.InputStream) throws java.io.IOException;
    public static org.bouncycastle.asn1.ASN1Primitive readASN1Object(byte[]) throws java.io.IOException;
    public static org.bouncycastle.asn1.ASN1Primitive readDERObject(byte[]) throws java.io.IOException;
    public static void writeGMTUnixTime(byte[], int);
    public static void writeVersion(ProtocolVersion, java.io.OutputStream) throws java.io.IOException;
    public static void writeVersion(ProtocolVersion, byte[], int);
    public static java.util.Vector getAllSignatureAlgorithms();
    public static java.util.Vector getDefaultDSSSignatureAlgorithms();
    public static java.util.Vector getDefaultECDSASignatureAlgorithms();
    public static java.util.Vector getDefaultRSASignatureAlgorithms();
    public static java.util.Vector getDefaultSupportedSignatureAlgorithms();
    public static SignatureAndHashAlgorithm getSignatureAndHashAlgorithm(TlsContext, TlsSignerCredentials) throws java.io.IOException;
    public static byte[] getExtensionData(java.util.Hashtable, Integer);
    public static boolean hasExpectedEmptyExtensionData(java.util.Hashtable, Integer, short) throws java.io.IOException;
    public static TlsSession importSession(byte[], SessionParameters);
    public static boolean isSignatureAlgorithmsExtensionAllowed(ProtocolVersion);
    public static void addSignatureAlgorithmsExtension(java.util.Hashtable, java.util.Vector) throws java.io.IOException;
    public static java.util.Vector getSignatureAlgorithmsExtension(java.util.Hashtable) throws java.io.IOException;
    public static byte[] createSignatureAlgorithmsExtension(java.util.Vector) throws java.io.IOException;
    public static java.util.Vector readSignatureAlgorithmsExtension(byte[]) throws java.io.IOException;
    public static void encodeSupportedSignatureAlgorithms(java.util.Vector, boolean, java.io.OutputStream) throws java.io.IOException;
    public static java.util.Vector parseSupportedSignatureAlgorithms(boolean, java.io.InputStream) throws java.io.IOException;
    public static void verifySupportedSignatureAlgorithm(java.util.Vector, SignatureAndHashAlgorithm) throws java.io.IOException;
    public static byte[] PRF(TlsContext, byte[], String, byte[], int);
    public static byte[] PRF_legacy(byte[], String, byte[], int);
    static byte[] PRF_legacy(byte[], byte[], byte[], int);
    static byte[] concat(byte[], byte[]);
    static void hmac_hash(org.bouncycastle.crypto.Digest, byte[], byte[], byte[]);
    static void validateKeyUsage(org.bouncycastle.asn1.x509.Certificate, int) throws java.io.IOException;
    static byte[] calculateKeyBlock(TlsContext, int);
    static byte[] calculateKeyBlock_SSL(byte[], byte[], int);
    static byte[] calculateMasterSecret(TlsContext, byte[]);
    static byte[] calculateMasterSecret_SSL(byte[], byte[]);
    static byte[] calculateVerifyData(TlsContext, String, byte[]);
    public static org.bouncycastle.crypto.Digest createHash(short);
    public static org.bouncycastle.crypto.Digest createHash(SignatureAndHashAlgorithm);
    public static org.bouncycastle.crypto.Digest cloneHash(short, org.bouncycastle.crypto.Digest);
    public static org.bouncycastle.crypto.Digest createPRFHash(int);
    public static org.bouncycastle.crypto.Digest clonePRFHash(int, org.bouncycastle.crypto.Digest);
    public static short getHashAlgorithmForPRFAlgorithm(int);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOIDForHashAlgorithm(short);
    static short getClientCertificateType(Certificate, Certificate) throws java.io.IOException;
    static void trackHashAlgorithms(TlsHandshakeHash, java.util.Vector);
    public static boolean hasSigningCapability(short);
    public static TlsSigner createTlsSigner(short);
    private static byte[][] genSSL3Const();
    private static java.util.Vector vectorOfOne(Object);
    public static int getCipherType(int) throws java.io.IOException;
    public static int getEncryptionAlgorithm(int) throws java.io.IOException;
    public static int getKeyExchangeAlgorithm(int) throws java.io.IOException;
    public static int getMACAlgorithm(int) throws java.io.IOException;
    public static ProtocolVersion getMinimumVersion(int);
    public static boolean isAEADCipherSuite(int) throws java.io.IOException;
    public static boolean isBlockCipherSuite(int) throws java.io.IOException;
    public static boolean isStreamCipherSuite(int) throws java.io.IOException;
    public static boolean isValidCipherSuiteForSignatureAlgorithms(int, java.util.Vector);
    public static boolean isValidCipherSuiteForVersion(int, ProtocolVersion);
    public static java.util.Vector getUsableSignatureAlgorithms(java.util.Vector);
    static void <clinit>();
}










org/bouncycastle/crypto/tls/UDPTransport.class


package org.bouncycastle.crypto.tls;
public synchronized class UDPTransport implements DatagramTransport {
    protected static final int MIN_IP_OVERHEAD = 20;
    protected static final int MAX_IP_OVERHEAD = 84;
    protected static final int UDP_OVERHEAD = 8;
    protected final java.net.DatagramSocket socket;
    protected final int receiveLimit;
    protected final int sendLimit;
    public void UDPTransport(java.net.DatagramSocket, int) throws java.io.IOException;
    public int getReceiveLimit();
    public int getSendLimit();
    public int receive(byte[], int, int, int) throws java.io.IOException;
    public void send(byte[], int, int) throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/crypto/tls/URLAndHash.class


package org.bouncycastle.crypto.tls;
public synchronized class URLAndHash {
    protected String url;
    protected byte[] sha1Hash;
    public void URLAndHash(String, byte[]);
    public String getURL();
    public byte[] getSHA1Hash();
    public void encode(java.io.OutputStream) throws java.io.IOException;
    public static URLAndHash parse(TlsContext, java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/crypto/tls/UseSRTPData.class


package org.bouncycastle.crypto.tls;
public synchronized class UseSRTPData {
    protected int[] protectionProfiles;
    protected byte[] mki;
    public void UseSRTPData(int[], byte[]);
    public int[] getProtectionProfiles();
    public byte[] getMki();
}










org/bouncycastle/crypto/tls/UserMappingType.class


package org.bouncycastle.crypto.tls;
public synchronized class UserMappingType {
    public static final short upn_domain_hint = 64;
    public void UserMappingType();
}










org/bouncycastle/crypto/util/DERMacData$1.class


package org.bouncycastle.crypto.util;
synchronized class DERMacData$1 {
    static void <clinit>();
}










org/bouncycastle/crypto/util/DERMacData$Builder.class


package org.bouncycastle.crypto.util;
public final synchronized class DERMacData$Builder {
    private final DERMacData$Type type;
    private org.bouncycastle.asn1.ASN1OctetString idU;
    private org.bouncycastle.asn1.ASN1OctetString idV;
    private org.bouncycastle.asn1.ASN1OctetString ephemDataU;
    private org.bouncycastle.asn1.ASN1OctetString ephemDataV;
    private byte[] text;
    public void DERMacData$Builder(DERMacData$Type, byte[], byte[], byte[], byte[]);
    public DERMacData$Builder withText(byte[]);
    public DERMacData build();
    private byte[] concatenate(byte[], byte[], byte[], byte[], byte[], byte[]);
}










org/bouncycastle/crypto/util/DERMacData$Type.class


package org.bouncycastle.crypto.util;
public final synchronized enum DERMacData$Type {
    public static final DERMacData$Type UNILATERALU;
    public static final DERMacData$Type UNILATERALV;
    public static final DERMacData$Type BILATERALU;
    public static final DERMacData$Type BILATERALV;
    private final String enc;
    public static DERMacData$Type[] values();
    public static DERMacData$Type valueOf(String);
    private void DERMacData$Type(String, int, String);
    public byte[] getHeader();
    static void <clinit>();
}










org/bouncycastle/crypto/util/DERMacData.class


package org.bouncycastle.crypto.util;
public final synchronized class DERMacData {
    private final byte[] macData;
    private void DERMacData(byte[]);
    public byte[] getMacData();
}










org/bouncycastle/crypto/util/DEROtherInfo$1.class


package org.bouncycastle.crypto.util;
synchronized class DEROtherInfo$1 {
}










org/bouncycastle/crypto/util/DEROtherInfo$Builder.class


package org.bouncycastle.crypto.util;
public final synchronized class DEROtherInfo$Builder {
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmID;
    private final org.bouncycastle.asn1.ASN1OctetString partyUVInfo;
    private final org.bouncycastle.asn1.ASN1OctetString partyVInfo;
    private org.bouncycastle.asn1.ASN1TaggedObject suppPubInfo;
    private org.bouncycastle.asn1.ASN1TaggedObject suppPrivInfo;
    public void DEROtherInfo$Builder(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], byte[]);
    public DEROtherInfo$Builder withSuppPubInfo(byte[]);
    public DEROtherInfo$Builder withSuppPrivInfo(byte[]);
    public DEROtherInfo build();
}










org/bouncycastle/crypto/util/DEROtherInfo.class


package org.bouncycastle.crypto.util;
public synchronized class DEROtherInfo {
    private final org.bouncycastle.asn1.DERSequence sequence;
    private void DEROtherInfo(org.bouncycastle.asn1.DERSequence);
    public byte[] getEncoded() throws java.io.IOException;
}










org/bouncycastle/crypto/util/DerUtil$1.class


package org.bouncycastle.crypto.util;
final synchronized class DerUtil$1 extends IllegalStateException {
    void DerUtil$1(String, java.io.IOException);
    public Throwable getCause();
}










org/bouncycastle/crypto/util/DerUtil.class


package org.bouncycastle.crypto.util;
synchronized class DerUtil {
    void DerUtil();
    static org.bouncycastle.asn1.ASN1OctetString getOctetString(byte[]);
    static byte[] toByteArray(org.bouncycastle.asn1.ASN1Primitive);
}










org/bouncycastle/crypto/util/DigestFactory.class


package org.bouncycastle.crypto.util;
public final synchronized class DigestFactory {
    public void DigestFactory();
    public static org.bouncycastle.crypto.Digest createMD5();
    public static org.bouncycastle.crypto.Digest createSHA1();
    public static org.bouncycastle.crypto.Digest createSHA224();
    public static org.bouncycastle.crypto.Digest createSHA256();
    public static org.bouncycastle.crypto.Digest createSHA384();
    public static org.bouncycastle.crypto.Digest createSHA512();
    public static org.bouncycastle.crypto.Digest createSHA512_224();
    public static org.bouncycastle.crypto.Digest createSHA512_256();
    public static org.bouncycastle.crypto.Digest createSHA3_224();
    public static org.bouncycastle.crypto.Digest createSHA3_256();
    public static org.bouncycastle.crypto.Digest createSHA3_384();
    public static org.bouncycastle.crypto.Digest createSHA3_512();
}










org/bouncycastle/crypto/util/PBKDF2Config$1.class


package org.bouncycastle.crypto.util;
synchronized class PBKDF2Config$1 {
}










org/bouncycastle/crypto/util/PBKDF2Config$Builder.class


package org.bouncycastle.crypto.util;
public synchronized class PBKDF2Config$Builder {
    private int iterationCount;
    private int saltLength;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier prf;
    public void PBKDF2Config$Builder();
    public PBKDF2Config$Builder withIterationCount(int);
    public PBKDF2Config$Builder withPRF(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public PBKDF2Config$Builder withSaltLength(int);
    public PBKDF2Config build();
}










org/bouncycastle/crypto/util/PBKDF2Config.class


package org.bouncycastle.crypto.util;
public synchronized class PBKDF2Config extends PBKDFConfig {
    public static final org.bouncycastle.asn1.x509.AlgorithmIdentifier PRF_SHA1;
    public static final org.bouncycastle.asn1.x509.AlgorithmIdentifier PRF_SHA256;
    public static final org.bouncycastle.asn1.x509.AlgorithmIdentifier PRF_SHA512;
    public static final org.bouncycastle.asn1.x509.AlgorithmIdentifier PRF_SHA3_256;
    public static final org.bouncycastle.asn1.x509.AlgorithmIdentifier PRF_SHA3_512;
    private static final java.util.Map PRFS_SALT;
    private final int iterationCount;
    private final int saltLength;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier prf;
    static int getSaltSize(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    private void PBKDF2Config(PBKDF2Config$Builder);
    public int getIterationCount();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getPRF();
    public int getSaltLength();
    static void <clinit>();
}










org/bouncycastle/crypto/util/PBKDFConfig.class


package org.bouncycastle.crypto.util;
public abstract synchronized class PBKDFConfig {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier algorithm;
    protected void PBKDFConfig(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getAlgorithm();
}










org/bouncycastle/crypto/util/Pack.class


package org.bouncycastle.crypto.util;
public abstract synchronized class Pack {
    public void Pack();
    public static int bigEndianToInt(byte[], int);
    public static void bigEndianToInt(byte[], int, int[]);
    public static byte[] intToBigEndian(int);
    public static void intToBigEndian(int, byte[], int);
    public static byte[] intToBigEndian(int[]);
    public static void intToBigEndian(int[], byte[], int);
    public static long bigEndianToLong(byte[], int);
    public static void bigEndianToLong(byte[], int, long[]);
    public static byte[] longToBigEndian(long);
    public static void longToBigEndian(long, byte[], int);
    public static byte[] longToBigEndian(long[]);
    public static void longToBigEndian(long[], byte[], int);
    public static int littleEndianToInt(byte[], int);
    public static void littleEndianToInt(byte[], int, int[]);
    public static void littleEndianToInt(byte[], int, int[], int, int);
    public static byte[] intToLittleEndian(int);
    public static void intToLittleEndian(int, byte[], int);
    public static byte[] intToLittleEndian(int[]);
    public static void intToLittleEndian(int[], byte[], int);
    public static long littleEndianToLong(byte[], int);
    public static void littleEndianToLong(byte[], int, long[]);
    public static byte[] longToLittleEndian(long);
    public static void longToLittleEndian(long, byte[], int);
    public static byte[] longToLittleEndian(long[]);
    public static void longToLittleEndian(long[], byte[], int);
}










org/bouncycastle/crypto/util/PrivateKeyFactory.class


package org.bouncycastle.crypto.util;
public synchronized class PrivateKeyFactory {
    public void PrivateKeyFactory();
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter createKey(byte[]) throws java.io.IOException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter createKey(java.io.InputStream) throws java.io.IOException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter createKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
}










org/bouncycastle/crypto/util/PrivateKeyInfoFactory.class


package org.bouncycastle.crypto.util;
public synchronized class PrivateKeyInfoFactory {
    private void PrivateKeyInfoFactory();
    public static org.bouncycastle.asn1.pkcs.PrivateKeyInfo createPrivateKeyInfo(org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws java.io.IOException;
}










org/bouncycastle/crypto/util/PublicKeyFactory$1.class


package org.bouncycastle.crypto.util;
synchronized class PublicKeyFactory$1 {
}










org/bouncycastle/crypto/util/PublicKeyFactory$DHAgreementConverter.class


package org.bouncycastle.crypto.util;
synchronized class PublicKeyFactory$DHAgreementConverter extends PublicKeyFactory$SubjectPublicKeyInfoConverter {
    private void PublicKeyFactory$DHAgreementConverter();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getPublicKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, Object) throws java.io.IOException;
}










org/bouncycastle/crypto/util/PublicKeyFactory$DHPublicNumberConverter.class


package org.bouncycastle.crypto.util;
synchronized class PublicKeyFactory$DHPublicNumberConverter extends PublicKeyFactory$SubjectPublicKeyInfoConverter {
    private void PublicKeyFactory$DHPublicNumberConverter();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getPublicKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, Object) throws java.io.IOException;
}










org/bouncycastle/crypto/util/PublicKeyFactory$DSAConverter.class


package org.bouncycastle.crypto.util;
synchronized class PublicKeyFactory$DSAConverter extends PublicKeyFactory$SubjectPublicKeyInfoConverter {
    private void PublicKeyFactory$DSAConverter();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getPublicKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, Object) throws java.io.IOException;
}










org/bouncycastle/crypto/util/PublicKeyFactory$DSTUConverter.class


package org.bouncycastle.crypto.util;
synchronized class PublicKeyFactory$DSTUConverter extends PublicKeyFactory$SubjectPublicKeyInfoConverter {
    private void PublicKeyFactory$DSTUConverter();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getPublicKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, Object) throws java.io.IOException;
    private void reverseBytes(byte[]);
}










org/bouncycastle/crypto/util/PublicKeyFactory$ECConverter.class


package org.bouncycastle.crypto.util;
synchronized class PublicKeyFactory$ECConverter extends PublicKeyFactory$SubjectPublicKeyInfoConverter {
    private void PublicKeyFactory$ECConverter();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getPublicKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, Object);
}










org/bouncycastle/crypto/util/PublicKeyFactory$ElGamalConverter.class


package org.bouncycastle.crypto.util;
synchronized class PublicKeyFactory$ElGamalConverter extends PublicKeyFactory$SubjectPublicKeyInfoConverter {
    private void PublicKeyFactory$ElGamalConverter();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getPublicKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, Object) throws java.io.IOException;
}










org/bouncycastle/crypto/util/PublicKeyFactory$GOST3410_2001Converter.class


package org.bouncycastle.crypto.util;
synchronized class PublicKeyFactory$GOST3410_2001Converter extends PublicKeyFactory$SubjectPublicKeyInfoConverter {
    private void PublicKeyFactory$GOST3410_2001Converter();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getPublicKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, Object);
}










org/bouncycastle/crypto/util/PublicKeyFactory$GOST3410_2012Converter.class


package org.bouncycastle.crypto.util;
synchronized class PublicKeyFactory$GOST3410_2012Converter extends PublicKeyFactory$SubjectPublicKeyInfoConverter {
    private void PublicKeyFactory$GOST3410_2012Converter();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getPublicKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, Object);
}










org/bouncycastle/crypto/util/PublicKeyFactory$RSAConverter.class


package org.bouncycastle.crypto.util;
synchronized class PublicKeyFactory$RSAConverter extends PublicKeyFactory$SubjectPublicKeyInfoConverter {
    private void PublicKeyFactory$RSAConverter();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getPublicKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, Object) throws java.io.IOException;
}










org/bouncycastle/crypto/util/PublicKeyFactory$SubjectPublicKeyInfoConverter.class


package org.bouncycastle.crypto.util;
abstract synchronized class PublicKeyFactory$SubjectPublicKeyInfoConverter {
    private void PublicKeyFactory$SubjectPublicKeyInfoConverter();
    abstract org.bouncycastle.crypto.params.AsymmetricKeyParameter getPublicKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, Object) throws java.io.IOException;
}










org/bouncycastle/crypto/util/PublicKeyFactory.class


package org.bouncycastle.crypto.util;
public synchronized class PublicKeyFactory {
    private static java.util.Map converters;
    public void PublicKeyFactory();
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter createKey(byte[]) throws java.io.IOException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter createKey(java.io.InputStream) throws java.io.IOException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter createKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter createKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, Object) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/crypto/util/ScryptConfig$1.class


package org.bouncycastle.crypto.util;
synchronized class ScryptConfig$1 {
}










org/bouncycastle/crypto/util/ScryptConfig$Builder.class


package org.bouncycastle.crypto.util;
public synchronized class ScryptConfig$Builder {
    private final int costParameter;
    private final int blockSize;
    private final int parallelizationParameter;
    private int saltLength;
    public void ScryptConfig$Builder(int, int, int);
    public ScryptConfig$Builder withSaltLength(int);
    public ScryptConfig build();
    private static boolean isPowerOf2(int);
}










org/bouncycastle/crypto/util/ScryptConfig.class


package org.bouncycastle.crypto.util;
public synchronized class ScryptConfig extends PBKDFConfig {
    private final int costParameter;
    private final int blockSize;
    private final int parallelizationParameter;
    private final int saltLength;
    private void ScryptConfig(ScryptConfig$Builder);
    public int getCostParameter();
    public int getBlockSize();
    public int getParallelizationParameter();
    public int getSaltLength();
}










org/bouncycastle/crypto/util/SubjectPublicKeyInfoFactory.class


package org.bouncycastle.crypto.util;
public synchronized class SubjectPublicKeyInfoFactory {
    private void SubjectPublicKeyInfoFactory();
    public static org.bouncycastle.asn1.x509.SubjectPublicKeyInfo createSubjectPublicKeyInfo(org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws java.io.IOException;
}










org/bouncycastle/dvcs/CCPDRequestBuilder.class


package org.bouncycastle.dvcs;
public synchronized class CCPDRequestBuilder extends DVCSRequestBuilder {
    public void CCPDRequestBuilder();
    public DVCSRequest build(MessageImprint) throws DVCSException;
}










org/bouncycastle/dvcs/CCPDRequestData.class


package org.bouncycastle.dvcs;
public synchronized class CCPDRequestData extends DVCSRequestData {
    void CCPDRequestData(org.bouncycastle.asn1.dvcs.Data) throws DVCSConstructionException;
    private void initDigest() throws DVCSConstructionException;
    public MessageImprint getMessageImprint();
}










org/bouncycastle/dvcs/CPDRequestBuilder.class


package org.bouncycastle.dvcs;
public synchronized class CPDRequestBuilder extends DVCSRequestBuilder {
    public void CPDRequestBuilder();
    public DVCSRequest build(byte[]) throws DVCSException;
}










org/bouncycastle/dvcs/CPDRequestData.class


package org.bouncycastle.dvcs;
public synchronized class CPDRequestData extends DVCSRequestData {
    void CPDRequestData(org.bouncycastle.asn1.dvcs.Data) throws DVCSConstructionException;
    private void initMessage() throws DVCSConstructionException;
    public byte[] getMessage();
}










org/bouncycastle/dvcs/DVCSConstructionException.class


package org.bouncycastle.dvcs;
public synchronized class DVCSConstructionException extends DVCSException {
    private static final long serialVersionUID = 660035299653583980;
    public void DVCSConstructionException(String);
    public void DVCSConstructionException(String, Throwable);
}










org/bouncycastle/dvcs/DVCSException.class


package org.bouncycastle.dvcs;
public synchronized class DVCSException extends Exception {
    private static final long serialVersionUID = 389345256020131488;
    private Throwable cause;
    public void DVCSException(String);
    public void DVCSException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/dvcs/DVCSMessage.class


package org.bouncycastle.dvcs;
public abstract synchronized class DVCSMessage {
    private final org.bouncycastle.asn1.cms.ContentInfo contentInfo;
    protected void DVCSMessage(org.bouncycastle.asn1.cms.ContentInfo);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getContentType();
    public abstract org.bouncycastle.asn1.ASN1Encodable getContent();
}










org/bouncycastle/dvcs/DVCSParsingException.class


package org.bouncycastle.dvcs;
public synchronized class DVCSParsingException extends DVCSException {
    private static final long serialVersionUID = -7895880961377691266;
    public void DVCSParsingException(String);
    public void DVCSParsingException(String, Throwable);
}










org/bouncycastle/dvcs/DVCSRequest.class


package org.bouncycastle.dvcs;
public synchronized class DVCSRequest extends DVCSMessage {
    private org.bouncycastle.asn1.dvcs.DVCSRequest asn1;
    private DVCSRequestInfo reqInfo;
    private DVCSRequestData data;
    public void DVCSRequest(org.bouncycastle.cms.CMSSignedData) throws DVCSConstructionException;
    public void DVCSRequest(org.bouncycastle.asn1.cms.ContentInfo) throws DVCSConstructionException;
    public org.bouncycastle.asn1.ASN1Encodable getContent();
    public DVCSRequestInfo getRequestInfo();
    public DVCSRequestData getData();
    public org.bouncycastle.asn1.x509.GeneralName getTransactionIdentifier();
}










org/bouncycastle/dvcs/DVCSRequestBuilder.class


package org.bouncycastle.dvcs;
public abstract synchronized class DVCSRequestBuilder {
    private final org.bouncycastle.asn1.x509.ExtensionsGenerator extGenerator;
    private final org.bouncycastle.cms.CMSSignedDataGenerator signedDataGen;
    protected final org.bouncycastle.asn1.dvcs.DVCSRequestInformationBuilder requestInformationBuilder;
    protected void DVCSRequestBuilder(org.bouncycastle.asn1.dvcs.DVCSRequestInformationBuilder);
    public void setNonce(java.math.BigInteger);
    public void setRequester(org.bouncycastle.asn1.x509.GeneralName);
    public void setDVCS(org.bouncycastle.asn1.x509.GeneralName);
    public void setDVCS(org.bouncycastle.asn1.x509.GeneralNames);
    public void setDataLocations(org.bouncycastle.asn1.x509.GeneralName);
    public void setDataLocations(org.bouncycastle.asn1.x509.GeneralNames);
    public void addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable) throws DVCSException;
    protected DVCSRequest createDVCRequest(org.bouncycastle.asn1.dvcs.Data) throws DVCSException;
}










org/bouncycastle/dvcs/DVCSRequestData.class


package org.bouncycastle.dvcs;
public abstract synchronized class DVCSRequestData {
    protected org.bouncycastle.asn1.dvcs.Data data;
    protected void DVCSRequestData(org.bouncycastle.asn1.dvcs.Data);
    public org.bouncycastle.asn1.dvcs.Data toASN1Structure();
}










org/bouncycastle/dvcs/DVCSRequestInfo.class


package org.bouncycastle.dvcs;
public synchronized class DVCSRequestInfo {
    private org.bouncycastle.asn1.dvcs.DVCSRequestInformation data;
    public void DVCSRequestInfo(byte[]);
    public void DVCSRequestInfo(org.bouncycastle.asn1.dvcs.DVCSRequestInformation);
    public org.bouncycastle.asn1.dvcs.DVCSRequestInformation toASN1Structure();
    public int getVersion();
    public int getServiceType();
    public java.math.BigInteger getNonce();
    public java.util.Date getRequestTime() throws DVCSParsingException;
    public org.bouncycastle.asn1.x509.GeneralNames getRequester();
    public org.bouncycastle.asn1.x509.PolicyInformation getRequestPolicy();
    public org.bouncycastle.asn1.x509.GeneralNames getDVCSNames();
    public org.bouncycastle.asn1.x509.GeneralNames getDataLocations();
    public static boolean validate(DVCSRequestInfo, DVCSRequestInfo);
    private static boolean clientEqualsServer(Object, Object);
}










org/bouncycastle/dvcs/DVCSResponse.class


package org.bouncycastle.dvcs;
public synchronized class DVCSResponse extends DVCSMessage {
    private org.bouncycastle.asn1.dvcs.DVCSResponse asn1;
    public void DVCSResponse(org.bouncycastle.cms.CMSSignedData) throws DVCSConstructionException;
    public void DVCSResponse(org.bouncycastle.asn1.cms.ContentInfo) throws DVCSConstructionException;
    public org.bouncycastle.asn1.ASN1Encodable getContent();
}










org/bouncycastle/dvcs/MessageImprint.class


package org.bouncycastle.dvcs;
public synchronized class MessageImprint {
    private final org.bouncycastle.asn1.x509.DigestInfo messageImprint;
    public void MessageImprint(org.bouncycastle.asn1.x509.DigestInfo);
    public org.bouncycastle.asn1.x509.DigestInfo toASN1Structure();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/dvcs/MessageImprintBuilder.class


package org.bouncycastle.dvcs;
public synchronized class MessageImprintBuilder {
    private final org.bouncycastle.operator.DigestCalculator digestCalculator;
    public void MessageImprintBuilder(org.bouncycastle.operator.DigestCalculator);
    public MessageImprint build(byte[]) throws DVCSException;
}










org/bouncycastle/dvcs/SignedDVCSMessageGenerator.class


package org.bouncycastle.dvcs;
public synchronized class SignedDVCSMessageGenerator {
    private final org.bouncycastle.cms.CMSSignedDataGenerator signedDataGen;
    public void SignedDVCSMessageGenerator(org.bouncycastle.cms.CMSSignedDataGenerator);
    public org.bouncycastle.cms.CMSSignedData build(DVCSMessage) throws DVCSException;
}










org/bouncycastle/dvcs/TargetChain.class


package org.bouncycastle.dvcs;
public synchronized class TargetChain {
    private final org.bouncycastle.asn1.dvcs.TargetEtcChain certs;
    public void TargetChain(org.bouncycastle.asn1.dvcs.TargetEtcChain);
    public org.bouncycastle.asn1.dvcs.TargetEtcChain toASN1Structure();
}










org/bouncycastle/dvcs/VPKCRequestBuilder.class


package org.bouncycastle.dvcs;
public synchronized class VPKCRequestBuilder extends DVCSRequestBuilder {
    private java.util.List chains;
    public void VPKCRequestBuilder();
    public void addTargetChain(org.bouncycastle.cert.X509CertificateHolder);
    public void addTargetChain(org.bouncycastle.asn1.x509.Extension);
    public void addTargetChain(TargetChain);
    public void setRequestTime(java.util.Date);
    public DVCSRequest build() throws DVCSException;
}










org/bouncycastle/dvcs/VPKCRequestData.class


package org.bouncycastle.dvcs;
public synchronized class VPKCRequestData extends DVCSRequestData {
    private java.util.List chains;
    void VPKCRequestData(org.bouncycastle.asn1.dvcs.Data) throws DVCSConstructionException;
    public java.util.List getCerts();
}










org/bouncycastle/dvcs/VSDRequestBuilder.class


package org.bouncycastle.dvcs;
public synchronized class VSDRequestBuilder extends DVCSRequestBuilder {
    public void VSDRequestBuilder();
    public void setRequestTime(java.util.Date);
    public DVCSRequest build(org.bouncycastle.cms.CMSSignedData) throws DVCSException;
}










org/bouncycastle/dvcs/VSDRequestData.class


package org.bouncycastle.dvcs;
public synchronized class VSDRequestData extends DVCSRequestData {
    private org.bouncycastle.cms.CMSSignedData doc;
    void VSDRequestData(org.bouncycastle.asn1.dvcs.Data) throws DVCSConstructionException;
    private void initDocument() throws DVCSConstructionException;
    public byte[] getMessage();
    public org.bouncycastle.cms.CMSSignedData getParsedMessage();
}










org/bouncycastle/eac/EACCertificateBuilder.class


package org.bouncycastle.eac;
public synchronized class EACCertificateBuilder {
    private static final byte[] ZeroArray;
    private org.bouncycastle.asn1.eac.PublicKeyDataObject publicKey;
    private org.bouncycastle.asn1.eac.CertificateHolderAuthorization certificateHolderAuthorization;
    private org.bouncycastle.asn1.eac.PackedDate certificateEffectiveDate;
    private org.bouncycastle.asn1.eac.PackedDate certificateExpirationDate;
    private org.bouncycastle.asn1.eac.CertificateHolderReference certificateHolderReference;
    private org.bouncycastle.asn1.eac.CertificationAuthorityReference certificationAuthorityReference;
    public void EACCertificateBuilder(org.bouncycastle.asn1.eac.CertificationAuthorityReference, org.bouncycastle.asn1.eac.PublicKeyDataObject, org.bouncycastle.asn1.eac.CertificateHolderReference, org.bouncycastle.asn1.eac.CertificateHolderAuthorization, org.bouncycastle.asn1.eac.PackedDate, org.bouncycastle.asn1.eac.PackedDate);
    private org.bouncycastle.asn1.eac.CertificateBody buildBody();
    public EACCertificateHolder build(operator.EACSigner) throws EACException;
    static void <clinit>();
}










org/bouncycastle/eac/EACCertificateHolder.class


package org.bouncycastle.eac;
public synchronized class EACCertificateHolder {
    private org.bouncycastle.asn1.eac.CVCertificate cvCertificate;
    private static org.bouncycastle.asn1.eac.CVCertificate parseBytes(byte[]) throws java.io.IOException;
    public void EACCertificateHolder(byte[]) throws java.io.IOException;
    public void EACCertificateHolder(org.bouncycastle.asn1.eac.CVCertificate);
    public org.bouncycastle.asn1.eac.CVCertificate toASN1Structure();
    public org.bouncycastle.asn1.eac.PublicKeyDataObject getPublicKeyDataObject();
    public boolean isSignatureValid(operator.EACSignatureVerifier) throws EACException;
}










org/bouncycastle/eac/EACCertificateRequestHolder.class


package org.bouncycastle.eac;
public synchronized class EACCertificateRequestHolder {
    private org.bouncycastle.asn1.eac.CVCertificateRequest request;
    private static org.bouncycastle.asn1.eac.CVCertificateRequest parseBytes(byte[]) throws java.io.IOException;
    public void EACCertificateRequestHolder(byte[]) throws java.io.IOException;
    public void EACCertificateRequestHolder(org.bouncycastle.asn1.eac.CVCertificateRequest);
    public org.bouncycastle.asn1.eac.CVCertificateRequest toASN1Structure();
    public org.bouncycastle.asn1.eac.PublicKeyDataObject getPublicKeyDataObject();
    public boolean isInnerSignatureValid(operator.EACSignatureVerifier) throws EACException;
}










org/bouncycastle/eac/EACException.class


package org.bouncycastle.eac;
public synchronized class EACException extends Exception {
    private Throwable cause;
    public void EACException(String, Throwable);
    public void EACException(String);
    public Throwable getCause();
}










org/bouncycastle/eac/EACIOException.class


package org.bouncycastle.eac;
public synchronized class EACIOException extends java.io.IOException {
    private Throwable cause;
    public void EACIOException(String, Throwable);
    public void EACIOException(String);
    public Throwable getCause();
}










org/bouncycastle/eac/jcajce/DefaultEACHelper.class


package org.bouncycastle.eac.jcajce;
synchronized class DefaultEACHelper implements EACHelper {
    void DefaultEACHelper();
    public java.security.KeyFactory createKeyFactory(String) throws java.security.NoSuchAlgorithmException;
}










org/bouncycastle/eac/jcajce/EACHelper.class


package org.bouncycastle.eac.jcajce;
abstract interface EACHelper {
    public abstract java.security.KeyFactory createKeyFactory(String) throws java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException;
}










org/bouncycastle/eac/jcajce/JcaPublicKeyConverter.class


package org.bouncycastle.eac.jcajce;
public synchronized class JcaPublicKeyConverter {
    private EACHelper helper;
    public void JcaPublicKeyConverter();
    public JcaPublicKeyConverter setProvider(String);
    public JcaPublicKeyConverter setProvider(java.security.Provider);
    public java.security.PublicKey getKey(org.bouncycastle.asn1.eac.PublicKeyDataObject) throws org.bouncycastle.eac.EACException, java.security.spec.InvalidKeySpecException;
    private java.security.PublicKey getECPublicKeyPublicKey(org.bouncycastle.asn1.eac.ECDSAPublicKey) throws org.bouncycastle.eac.EACException, java.security.spec.InvalidKeySpecException;
    private java.security.spec.ECPoint getPublicPoint(org.bouncycastle.asn1.eac.ECDSAPublicKey);
    private java.security.spec.ECParameterSpec getParams(org.bouncycastle.asn1.eac.ECDSAPublicKey);
    public org.bouncycastle.asn1.eac.PublicKeyDataObject getPublicKeyDataObject(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.security.PublicKey);
    private static org.bouncycastle.math.ec.ECPoint convertPoint(org.bouncycastle.math.ec.ECCurve, java.security.spec.ECPoint);
    private static org.bouncycastle.math.ec.ECCurve convertCurve(java.security.spec.EllipticCurve, java.math.BigInteger, int);
    private static java.security.spec.EllipticCurve convertCurve(org.bouncycastle.math.ec.ECCurve);
    private static java.security.spec.ECField convertField(org.bouncycastle.math.field.FiniteField);
}










org/bouncycastle/eac/jcajce/NamedEACHelper.class


package org.bouncycastle.eac.jcajce;
synchronized class NamedEACHelper implements EACHelper {
    private final String providerName;
    void NamedEACHelper(String);
    public java.security.KeyFactory createKeyFactory(String) throws java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException;
}










org/bouncycastle/eac/jcajce/ProviderEACHelper.class


package org.bouncycastle.eac.jcajce;
synchronized class ProviderEACHelper implements EACHelper {
    private final java.security.Provider provider;
    void ProviderEACHelper(java.security.Provider);
    public java.security.KeyFactory createKeyFactory(String) throws java.security.NoSuchAlgorithmException;
}










org/bouncycastle/eac/operator/EACSignatureVerifier.class


package org.bouncycastle.eac.operator;
public abstract interface EACSignatureVerifier {
    public abstract org.bouncycastle.asn1.ASN1ObjectIdentifier getUsageIdentifier();
    public abstract java.io.OutputStream getOutputStream();
    public abstract boolean verify(byte[]);
}










org/bouncycastle/eac/operator/EACSigner.class


package org.bouncycastle.eac.operator;
public abstract interface EACSigner {
    public abstract org.bouncycastle.asn1.ASN1ObjectIdentifier getUsageIdentifier();
    public abstract java.io.OutputStream getOutputStream();
    public abstract byte[] getSignature();
}










org/bouncycastle/eac/operator/jcajce/DefaultEACHelper.class


package org.bouncycastle.eac.operator.jcajce;
synchronized class DefaultEACHelper extends EACHelper {
    void DefaultEACHelper();
    protected java.security.Signature createSignature(String) throws java.security.NoSuchAlgorithmException;
}










org/bouncycastle/eac/operator/jcajce/EACHelper.class


package org.bouncycastle.eac.operator.jcajce;
abstract synchronized class EACHelper {
    private static final java.util.Hashtable sigNames;
    void EACHelper();
    public java.security.Signature getSignature(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException;
    protected abstract java.security.Signature createSignature(String) throws java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException;
    static void <clinit>();
}










org/bouncycastle/eac/operator/jcajce/EACUtil.class


package org.bouncycastle.eac.operator.jcajce;
synchronized class EACUtil {
    void EACUtil();
}










org/bouncycastle/eac/operator/jcajce/JcaEACSignatureVerifierBuilder$1.class


package org.bouncycastle.eac.operator.jcajce;
synchronized class JcaEACSignatureVerifierBuilder$1 implements org.bouncycastle.eac.operator.EACSignatureVerifier {
    void JcaEACSignatureVerifierBuilder$1(JcaEACSignatureVerifierBuilder, org.bouncycastle.asn1.ASN1ObjectIdentifier, JcaEACSignatureVerifierBuilder$SignatureOutputStream);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getUsageIdentifier();
    public java.io.OutputStream getOutputStream();
    public boolean verify(byte[]);
}










org/bouncycastle/eac/operator/jcajce/JcaEACSignatureVerifierBuilder$SignatureOutputStream.class


package org.bouncycastle.eac.operator.jcajce;
synchronized class JcaEACSignatureVerifierBuilder$SignatureOutputStream extends java.io.OutputStream {
    private java.security.Signature sig;
    void JcaEACSignatureVerifierBuilder$SignatureOutputStream(JcaEACSignatureVerifierBuilder, java.security.Signature);
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void write(int) throws java.io.IOException;
    boolean verify(byte[]) throws java.security.SignatureException;
}










org/bouncycastle/eac/operator/jcajce/JcaEACSignatureVerifierBuilder.class


package org.bouncycastle.eac.operator.jcajce;
public synchronized class JcaEACSignatureVerifierBuilder {
    private EACHelper helper;
    public void JcaEACSignatureVerifierBuilder();
    public JcaEACSignatureVerifierBuilder setProvider(String);
    public JcaEACSignatureVerifierBuilder setProvider(java.security.Provider);
    public org.bouncycastle.eac.operator.EACSignatureVerifier build(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.security.PublicKey) throws org.bouncycastle.operator.OperatorCreationException;
    private static byte[] derEncode(byte[]) throws java.io.IOException;
}










org/bouncycastle/eac/operator/jcajce/JcaEACSignerBuilder$1.class


package org.bouncycastle.eac.operator.jcajce;
synchronized class JcaEACSignerBuilder$1 implements org.bouncycastle.eac.operator.EACSigner {
    void JcaEACSignerBuilder$1(JcaEACSignerBuilder, org.bouncycastle.asn1.ASN1ObjectIdentifier, JcaEACSignerBuilder$SignatureOutputStream);
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getUsageIdentifier();
    public java.io.OutputStream getOutputStream();
    public byte[] getSignature();
}










org/bouncycastle/eac/operator/jcajce/JcaEACSignerBuilder$SignatureOutputStream.class


package org.bouncycastle.eac.operator.jcajce;
synchronized class JcaEACSignerBuilder$SignatureOutputStream extends java.io.OutputStream {
    private java.security.Signature sig;
    void JcaEACSignerBuilder$SignatureOutputStream(JcaEACSignerBuilder, java.security.Signature);
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void write(int) throws java.io.IOException;
    byte[] getSignature() throws java.security.SignatureException;
}










org/bouncycastle/eac/operator/jcajce/JcaEACSignerBuilder.class


package org.bouncycastle.eac.operator.jcajce;
public synchronized class JcaEACSignerBuilder {
    private static final java.util.Hashtable sigNames;
    private EACHelper helper;
    public void JcaEACSignerBuilder();
    public JcaEACSignerBuilder setProvider(String);
    public JcaEACSignerBuilder setProvider(java.security.Provider);
    public org.bouncycastle.eac.operator.EACSigner build(String, java.security.PrivateKey) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.eac.operator.EACSigner build(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.security.PrivateKey) throws org.bouncycastle.operator.OperatorCreationException;
    public static int max(int, int);
    private static byte[] reencode(byte[]);
    private static int unsignedIntLength(byte[]);
    private static void copyUnsignedInt(byte[], byte[], int);
    static void <clinit>();
}










org/bouncycastle/eac/operator/jcajce/NamedEACHelper.class


package org.bouncycastle.eac.operator.jcajce;
synchronized class NamedEACHelper extends EACHelper {
    private final String providerName;
    void NamedEACHelper(String);
    protected java.security.Signature createSignature(String) throws java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException;
}










org/bouncycastle/eac/operator/jcajce/ProviderEACHelper.class


package org.bouncycastle.eac.operator.jcajce;
synchronized class ProviderEACHelper extends EACHelper {
    private final java.security.Provider provider;
    void ProviderEACHelper(java.security.Provider);
    protected java.security.Signature createSignature(String) throws java.security.NoSuchAlgorithmException;
}










org/bouncycastle/i18n/ErrorBundle.class


package org.bouncycastle.i18n;
public synchronized class ErrorBundle extends MessageBundle {
    public static final String SUMMARY_ENTRY = summary;
    public static final String DETAIL_ENTRY = details;
    public void ErrorBundle(String, String) throws NullPointerException;
    public void ErrorBundle(String, String, String) throws NullPointerException, java.io.UnsupportedEncodingException;
    public void ErrorBundle(String, String, Object[]) throws NullPointerException;
    public void ErrorBundle(String, String, String, Object[]) throws NullPointerException, java.io.UnsupportedEncodingException;
    public String getSummary(java.util.Locale, java.util.TimeZone) throws MissingEntryException;
    public String getSummary(java.util.Locale) throws MissingEntryException;
    public String getDetail(java.util.Locale, java.util.TimeZone) throws MissingEntryException;
    public String getDetail(java.util.Locale) throws MissingEntryException;
}










org/bouncycastle/i18n/LocaleString.class


package org.bouncycastle.i18n;
public synchronized class LocaleString extends LocalizedMessage {
    public void LocaleString(String, String);
    public void LocaleString(String, String, String) throws NullPointerException, java.io.UnsupportedEncodingException;
    public void LocaleString(String, String, String, Object[]) throws NullPointerException, java.io.UnsupportedEncodingException;
    public String getLocaleString(java.util.Locale);
}










org/bouncycastle/i18n/LocalizedException.class


package org.bouncycastle.i18n;
public synchronized class LocalizedException extends Exception {
    protected ErrorBundle message;
    private Throwable cause;
    public void LocalizedException(ErrorBundle);
    public void LocalizedException(ErrorBundle, Throwable);
    public ErrorBundle getErrorMessage();
    public Throwable getCause();
}










org/bouncycastle/i18n/LocalizedMessage$FilteredArguments.class


package org.bouncycastle.i18n;
public synchronized class LocalizedMessage$FilteredArguments {
    protected static final int NO_FILTER = 0;
    protected static final int FILTER = 1;
    protected static final int FILTER_URL = 2;
    protected filter.Filter filter;
    protected boolean[] isLocaleSpecific;
    protected int[] argFilterType;
    protected Object[] arguments;
    protected Object[] unpackedArgs;
    protected Object[] filteredArgs;
    void LocalizedMessage$FilteredArguments(LocalizedMessage);
    void LocalizedMessage$FilteredArguments(LocalizedMessage, Object[]);
    public boolean isEmpty();
    public Object[] getArguments();
    public Object[] getFilteredArgs(java.util.Locale);
    private Object filter(int, Object);
    public filter.Filter getFilter();
    public void setFilter(filter.Filter);
}










org/bouncycastle/i18n/LocalizedMessage.class


package org.bouncycastle.i18n;
public synchronized class LocalizedMessage {
    protected final String id;
    protected final String resource;
    public static final String DEFAULT_ENCODING = ISO-8859-1;
    protected String encoding;
    protected LocalizedMessage$FilteredArguments arguments;
    protected LocalizedMessage$FilteredArguments extraArgs;
    protected filter.Filter filter;
    protected ClassLoader loader;
    public void LocalizedMessage(String, String) throws NullPointerException;
    public void LocalizedMessage(String, String, String) throws NullPointerException, java.io.UnsupportedEncodingException;
    public void LocalizedMessage(String, String, Object[]) throws NullPointerException;
    public void LocalizedMessage(String, String, String, Object[]) throws NullPointerException, java.io.UnsupportedEncodingException;
    public String getEntry(String, java.util.Locale, java.util.TimeZone) throws MissingEntryException;
    protected String formatWithTimeZone(String, Object[], java.util.Locale, java.util.TimeZone);
    protected String addExtraArgs(String, java.util.Locale);
    public void setFilter(filter.Filter);
    public filter.Filter getFilter();
    public void setClassLoader(ClassLoader);
    public ClassLoader getClassLoader();
    public String getId();
    public String getResource();
    public Object[] getArguments();
    public void setExtraArgument(Object);
    public void setExtraArguments(Object[]);
    public Object[] getExtraArgs();
    public String toString();
}










org/bouncycastle/i18n/MessageBundle.class


package org.bouncycastle.i18n;
public synchronized class MessageBundle extends TextBundle {
    public static final String TITLE_ENTRY = title;
    public void MessageBundle(String, String) throws NullPointerException;
    public void MessageBundle(String, String, String) throws NullPointerException, java.io.UnsupportedEncodingException;
    public void MessageBundle(String, String, Object[]) throws NullPointerException;
    public void MessageBundle(String, String, String, Object[]) throws NullPointerException, java.io.UnsupportedEncodingException;
    public String getTitle(java.util.Locale, java.util.TimeZone) throws MissingEntryException;
    public String getTitle(java.util.Locale) throws MissingEntryException;
}










org/bouncycastle/i18n/MissingEntryException.class


package org.bouncycastle.i18n;
public synchronized class MissingEntryException extends RuntimeException {
    protected final String resource;
    protected final String key;
    protected final ClassLoader loader;
    protected final java.util.Locale locale;
    private String debugMsg;
    public void MissingEntryException(String, String, String, java.util.Locale, ClassLoader);
    public void MissingEntryException(String, Throwable, String, String, java.util.Locale, ClassLoader);
    public String getKey();
    public String getResource();
    public ClassLoader getClassLoader();
    public java.util.Locale getLocale();
    public String getDebugMsg();
}










org/bouncycastle/i18n/TextBundle.class


package org.bouncycastle.i18n;
public synchronized class TextBundle extends LocalizedMessage {
    public static final String TEXT_ENTRY = text;
    public void TextBundle(String, String) throws NullPointerException;
    public void TextBundle(String, String, String) throws NullPointerException, java.io.UnsupportedEncodingException;
    public void TextBundle(String, String, Object[]) throws NullPointerException;
    public void TextBundle(String, String, String, Object[]) throws NullPointerException, java.io.UnsupportedEncodingException;
    public String getText(java.util.Locale, java.util.TimeZone) throws MissingEntryException;
    public String getText(java.util.Locale) throws MissingEntryException;
}










org/bouncycastle/i18n/filter/Filter.class


package org.bouncycastle.i18n.filter;
public abstract interface Filter {
    public abstract String doFilter(String);
    public abstract String doFilterUrl(String);
}










org/bouncycastle/i18n/filter/HTMLFilter.class


package org.bouncycastle.i18n.filter;
public synchronized class HTMLFilter implements Filter {
    public void HTMLFilter();
    public String doFilter(String);
    public String doFilterUrl(String);
}










org/bouncycastle/i18n/filter/SQLFilter.class


package org.bouncycastle.i18n.filter;
public synchronized class SQLFilter implements Filter {
    public void SQLFilter();
    public String doFilter(String);
    public String doFilterUrl(String);
}










org/bouncycastle/i18n/filter/TrustedInput.class


package org.bouncycastle.i18n.filter;
public synchronized class TrustedInput {
    protected Object input;
    public void TrustedInput(Object);
    public Object getInput();
    public String toString();
}










org/bouncycastle/i18n/filter/UntrustedInput.class


package org.bouncycastle.i18n.filter;
public synchronized class UntrustedInput {
    protected Object input;
    public void UntrustedInput(Object);
    public Object getInput();
    public String getString();
    public String toString();
}










org/bouncycastle/i18n/filter/UntrustedUrlInput.class


package org.bouncycastle.i18n.filter;
public synchronized class UntrustedUrlInput extends UntrustedInput {
    public void UntrustedUrlInput(Object);
}










org/bouncycastle/iana/AEADAlgorithm.class


package org.bouncycastle.iana;
public synchronized class AEADAlgorithm {
    public static final int AEAD_AES_128_GCM = 1;
    public static final int AEAD_AES_256_GCM = 2;
    public static final int AEAD_AES_128_CCM = 3;
    public static final int AEAD_AES_256_CCM = 4;
    public static final int AEAD_AES_128_GCM_8 = 5;
    public static final int AEAD_AES_256_GCM_8 = 6;
    public static final int AEAD_AES_128_GCM_12 = 7;
    public static final int AEAD_AES_256_GCM_12 = 8;
    public static final int AEAD_AES_128_CCM_SHORT = 9;
    public static final int AEAD_AES_256_CCM_SHORT = 10;
    public static final int AEAD_AES_128_CCM_SHORT_8 = 11;
    public static final int AEAD_AES_256_CCM_SHORT_8 = 12;
    public static final int AEAD_AES_128_CCM_SHORT_12 = 13;
    public static final int AEAD_AES_256_CCM_SHORT_12 = 14;
    public static final int AEAD_AES_SIV_CMAC_256 = 15;
    public static final int AEAD_AES_SIV_CMAC_384 = 16;
    public static final int AEAD_AES_SIV_CMAC_512 = 17;
    public static final int AEAD_AES_128_CCM_8 = 18;
    public static final int AEAD_AES_256_CCM_8 = 19;
    public static final int AEAD_AES_128_OCB_TAGLEN128 = 20;
    public static final int AEAD_AES_128_OCB_TAGLEN96 = 21;
    public static final int AEAD_AES_128_OCB_TAGLEN64 = 22;
    public static final int AEAD_AES_192_OCB_TAGLEN128 = 23;
    public static final int AEAD_AES_192_OCB_TAGLEN96 = 24;
    public static final int AEAD_AES_192_OCB_TAGLEN64 = 25;
    public static final int AEAD_AES_256_OCB_TAGLEN128 = 26;
    public static final int AEAD_AES_256_OCB_TAGLEN96 = 27;
    public static final int AEAD_AES_256_OCB_TAGLEN64 = 28;
    public static final int AEAD_CHACHA20_POLY1305 = 29;
    public void AEADAlgorithm();
}










org/bouncycastle/jcajce/BCFKSStoreParameter.class


package org.bouncycastle.jcajce;
public synchronized class BCFKSStoreParameter implements java.security.KeyStore$LoadStoreParameter {
    private final java.security.KeyStore$ProtectionParameter protectionParameter;
    private final org.bouncycastle.crypto.util.PBKDFConfig storeConfig;
    private java.io.OutputStream out;
    public void BCFKSStoreParameter(java.io.OutputStream, org.bouncycastle.crypto.util.PBKDFConfig, char[]);
    public void BCFKSStoreParameter(java.io.OutputStream, org.bouncycastle.crypto.util.PBKDFConfig, java.security.KeyStore$ProtectionParameter);
    public java.security.KeyStore$ProtectionParameter getProtectionParameter();
    public java.io.OutputStream getOutputStream();
    public org.bouncycastle.crypto.util.PBKDFConfig getStorePBKDFConfig();
}










org/bouncycastle/jcajce/PBKDF1Key.class


package org.bouncycastle.jcajce;
public synchronized class PBKDF1Key implements PBKDFKey {
    private final char[] password;
    private final org.bouncycastle.crypto.CharToByteConverter converter;
    public void PBKDF1Key(char[], org.bouncycastle.crypto.CharToByteConverter);
    public char[] getPassword();
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
}










org/bouncycastle/jcajce/PBKDF1KeyWithParameters.class


package org.bouncycastle.jcajce;
public synchronized class PBKDF1KeyWithParameters extends PBKDF1Key implements javax.crypto.interfaces.PBEKey {
    private final byte[] salt;
    private final int iterationCount;
    public void PBKDF1KeyWithParameters(char[], org.bouncycastle.crypto.CharToByteConverter, byte[], int);
    public byte[] getSalt();
    public int getIterationCount();
}










org/bouncycastle/jcajce/PBKDF2Key.class


package org.bouncycastle.jcajce;
public synchronized class PBKDF2Key implements PBKDFKey {
    private final char[] password;
    private final org.bouncycastle.crypto.CharToByteConverter converter;
    public void PBKDF2Key(char[], org.bouncycastle.crypto.CharToByteConverter);
    public char[] getPassword();
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
}










org/bouncycastle/jcajce/PBKDF2KeyWithParameters.class


package org.bouncycastle.jcajce;
public synchronized class PBKDF2KeyWithParameters extends PBKDF2Key implements javax.crypto.interfaces.PBEKey {
    private final byte[] salt;
    private final int iterationCount;
    public void PBKDF2KeyWithParameters(char[], org.bouncycastle.crypto.CharToByteConverter, byte[], int);
    public byte[] getSalt();
    public int getIterationCount();
}










org/bouncycastle/jcajce/PBKDFKey.class


package org.bouncycastle.jcajce;
public abstract interface PBKDFKey extends javax.crypto.SecretKey {
}










org/bouncycastle/jcajce/PKCS12Key.class


package org.bouncycastle.jcajce;
public synchronized class PKCS12Key implements PBKDFKey {
    private final char[] password;
    private final boolean useWrongZeroLengthConversion;
    public void PKCS12Key(char[]);
    public void PKCS12Key(char[], boolean);
    public char[] getPassword();
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
}










org/bouncycastle/jcajce/PKCS12KeyWithParameters.class


package org.bouncycastle.jcajce;
public synchronized class PKCS12KeyWithParameters extends PKCS12Key implements javax.crypto.interfaces.PBEKey {
    private final byte[] salt;
    private final int iterationCount;
    public void PKCS12KeyWithParameters(char[], byte[], int);
    public void PKCS12KeyWithParameters(char[], boolean, byte[], int);
    public byte[] getSalt();
    public int getIterationCount();
}










org/bouncycastle/jcajce/PKCS12StoreParameter.class


package org.bouncycastle.jcajce;
public synchronized class PKCS12StoreParameter implements java.security.KeyStore$LoadStoreParameter {
    private final java.io.OutputStream out;
    private final java.security.KeyStore$ProtectionParameter protectionParameter;
    private final boolean forDEREncoding;
    public void PKCS12StoreParameter(java.io.OutputStream, char[]);
    public void PKCS12StoreParameter(java.io.OutputStream, java.security.KeyStore$ProtectionParameter);
    public void PKCS12StoreParameter(java.io.OutputStream, char[], boolean);
    public void PKCS12StoreParameter(java.io.OutputStream, java.security.KeyStore$ProtectionParameter, boolean);
    public java.io.OutputStream getOutputStream();
    public java.security.KeyStore$ProtectionParameter getProtectionParameter();
    public boolean isForDEREncoding();
}










org/bouncycastle/jcajce/PKIXCRLStore.class


package org.bouncycastle.jcajce;
public abstract interface PKIXCRLStore extends org.bouncycastle.util.Store {
    public abstract java.util.Collection getMatches(org.bouncycastle.util.Selector) throws org.bouncycastle.util.StoreException;
}










org/bouncycastle/jcajce/PKIXCRLStoreSelector$1.class


package org.bouncycastle.jcajce;
synchronized class PKIXCRLStoreSelector$1 {
}










org/bouncycastle/jcajce/PKIXCRLStoreSelector$Builder.class


package org.bouncycastle.jcajce;
public synchronized class PKIXCRLStoreSelector$Builder {
    private final java.security.cert.CRLSelector baseSelector;
    private boolean deltaCRLIndicator;
    private boolean completeCRLEnabled;
    private java.math.BigInteger maxBaseCRLNumber;
    private byte[] issuingDistributionPoint;
    private boolean issuingDistributionPointEnabled;
    public void PKIXCRLStoreSelector$Builder(java.security.cert.CRLSelector);
    public PKIXCRLStoreSelector$Builder setCompleteCRLEnabled(boolean);
    public PKIXCRLStoreSelector$Builder setDeltaCRLIndicatorEnabled(boolean);
    public void setMaxBaseCRLNumber(java.math.BigInteger);
    public void setIssuingDistributionPointEnabled(boolean);
    public void setIssuingDistributionPoint(byte[]);
    public PKIXCRLStoreSelector build();
}










org/bouncycastle/jcajce/PKIXCRLStoreSelector$SelectorClone.class


package org.bouncycastle.jcajce;
synchronized class PKIXCRLStoreSelector$SelectorClone extends java.security.cert.X509CRLSelector {
    private final PKIXCRLStoreSelector selector;
    void PKIXCRLStoreSelector$SelectorClone(PKIXCRLStoreSelector);
    public boolean match(java.security.cert.CRL);
}










org/bouncycastle/jcajce/PKIXCRLStoreSelector.class


package org.bouncycastle.jcajce;
public synchronized class PKIXCRLStoreSelector implements org.bouncycastle.util.Selector {
    private final java.security.cert.CRLSelector baseSelector;
    private final boolean deltaCRLIndicator;
    private final boolean completeCRLEnabled;
    private final java.math.BigInteger maxBaseCRLNumber;
    private final byte[] issuingDistributionPoint;
    private final boolean issuingDistributionPointEnabled;
    private void PKIXCRLStoreSelector(PKIXCRLStoreSelector$Builder);
    public boolean isIssuingDistributionPointEnabled();
    public boolean match(java.security.cert.CRL);
    public boolean isDeltaCRLIndicatorEnabled();
    public Object clone();
    public boolean isCompleteCRLEnabled();
    public java.math.BigInteger getMaxBaseCRLNumber();
    public byte[] getIssuingDistributionPoint();
    public java.security.cert.X509Certificate getCertificateChecking();
    public static java.util.Collection getCRLs(PKIXCRLStoreSelector, java.security.cert.CertStore) throws java.security.cert.CertStoreException;
}










org/bouncycastle/jcajce/PKIXCertStore.class


package org.bouncycastle.jcajce;
public abstract interface PKIXCertStore extends org.bouncycastle.util.Store {
    public abstract java.util.Collection getMatches(org.bouncycastle.util.Selector) throws org.bouncycastle.util.StoreException;
}










org/bouncycastle/jcajce/PKIXCertStoreSelector$1.class


package org.bouncycastle.jcajce;
synchronized class PKIXCertStoreSelector$1 {
}










org/bouncycastle/jcajce/PKIXCertStoreSelector$Builder.class


package org.bouncycastle.jcajce;
public synchronized class PKIXCertStoreSelector$Builder {
    private final java.security.cert.CertSelector baseSelector;
    public void PKIXCertStoreSelector$Builder(java.security.cert.CertSelector);
    public PKIXCertStoreSelector build();
}










org/bouncycastle/jcajce/PKIXCertStoreSelector$SelectorClone.class


package org.bouncycastle.jcajce;
synchronized class PKIXCertStoreSelector$SelectorClone extends java.security.cert.X509CertSelector {
    private final PKIXCertStoreSelector selector;
    void PKIXCertStoreSelector$SelectorClone(PKIXCertStoreSelector);
    public boolean match(java.security.cert.Certificate);
}










org/bouncycastle/jcajce/PKIXCertStoreSelector.class


package org.bouncycastle.jcajce;
public synchronized class PKIXCertStoreSelector implements org.bouncycastle.util.Selector {
    private final java.security.cert.CertSelector baseSelector;
    private void PKIXCertStoreSelector(java.security.cert.CertSelector);
    public boolean match(java.security.cert.Certificate);
    public Object clone();
    public static java.util.Collection getCertificates(PKIXCertStoreSelector, java.security.cert.CertStore) throws java.security.cert.CertStoreException;
}










org/bouncycastle/jcajce/PKIXExtendedBuilderParameters$1.class


package org.bouncycastle.jcajce;
synchronized class PKIXExtendedBuilderParameters$1 {
}










org/bouncycastle/jcajce/PKIXExtendedBuilderParameters$Builder.class


package org.bouncycastle.jcajce;
public synchronized class PKIXExtendedBuilderParameters$Builder {
    private final PKIXExtendedParameters baseParameters;
    private int maxPathLength;
    private java.util.Set excludedCerts;
    public void PKIXExtendedBuilderParameters$Builder(java.security.cert.PKIXBuilderParameters);
    public void PKIXExtendedBuilderParameters$Builder(PKIXExtendedParameters);
    public PKIXExtendedBuilderParameters$Builder addExcludedCerts(java.util.Set);
    public PKIXExtendedBuilderParameters$Builder setMaxPathLength(int);
    public PKIXExtendedBuilderParameters build();
}










org/bouncycastle/jcajce/PKIXExtendedBuilderParameters.class


package org.bouncycastle.jcajce;
public synchronized class PKIXExtendedBuilderParameters implements java.security.cert.CertPathParameters {
    private final PKIXExtendedParameters baseParameters;
    private final java.util.Set excludedCerts;
    private final int maxPathLength;
    private void PKIXExtendedBuilderParameters(PKIXExtendedBuilderParameters$Builder);
    public PKIXExtendedParameters getBaseParameters();
    public java.util.Set getExcludedCerts();
    public int getMaxPathLength();
    public Object clone();
}










org/bouncycastle/jcajce/PKIXExtendedParameters$1.class


package org.bouncycastle.jcajce;
synchronized class PKIXExtendedParameters$1 {
}










org/bouncycastle/jcajce/PKIXExtendedParameters$Builder.class


package org.bouncycastle.jcajce;
public synchronized class PKIXExtendedParameters$Builder {
    private final java.security.cert.PKIXParameters baseParameters;
    private final java.util.Date date;
    private PKIXCertStoreSelector targetConstraints;
    private java.util.List extraCertStores;
    private java.util.Map namedCertificateStoreMap;
    private java.util.List extraCRLStores;
    private java.util.Map namedCRLStoreMap;
    private boolean revocationEnabled;
    private int validityModel;
    private boolean useDeltas;
    private java.util.Set trustAnchors;
    public void PKIXExtendedParameters$Builder(java.security.cert.PKIXParameters);
    public void PKIXExtendedParameters$Builder(PKIXExtendedParameters);
    public PKIXExtendedParameters$Builder addCertificateStore(PKIXCertStore);
    public PKIXExtendedParameters$Builder addNamedCertificateStore(org.bouncycastle.asn1.x509.GeneralName, PKIXCertStore);
    public PKIXExtendedParameters$Builder addCRLStore(PKIXCRLStore);
    public PKIXExtendedParameters$Builder addNamedCRLStore(org.bouncycastle.asn1.x509.GeneralName, PKIXCRLStore);
    public PKIXExtendedParameters$Builder setTargetConstraints(PKIXCertStoreSelector);
    public PKIXExtendedParameters$Builder setUseDeltasEnabled(boolean);
    public PKIXExtendedParameters$Builder setValidityModel(int);
    public PKIXExtendedParameters$Builder setTrustAnchor(java.security.cert.TrustAnchor);
    public PKIXExtendedParameters$Builder setTrustAnchors(java.util.Set);
    public void setRevocationEnabled(boolean);
    public PKIXExtendedParameters build();
}










org/bouncycastle/jcajce/PKIXExtendedParameters.class


package org.bouncycastle.jcajce;
public synchronized class PKIXExtendedParameters implements java.security.cert.CertPathParameters {
    public static final int PKIX_VALIDITY_MODEL = 0;
    public static final int CHAIN_VALIDITY_MODEL = 1;
    private final java.security.cert.PKIXParameters baseParameters;
    private final PKIXCertStoreSelector targetConstraints;
    private final java.util.Date date;
    private final java.util.List extraCertStores;
    private final java.util.Map namedCertificateStoreMap;
    private final java.util.List extraCRLStores;
    private final java.util.Map namedCRLStoreMap;
    private final boolean revocationEnabled;
    private final boolean useDeltas;
    private final int validityModel;
    private final java.util.Set trustAnchors;
    private void PKIXExtendedParameters(PKIXExtendedParameters$Builder);
    public java.util.List getCertificateStores();
    public java.util.Map getNamedCertificateStoreMap();
    public java.util.List getCRLStores();
    public java.util.Map getNamedCRLStoreMap();
    public java.util.Date getDate();
    public boolean isUseDeltasEnabled();
    public int getValidityModel();
    public Object clone();
    public PKIXCertStoreSelector getTargetConstraints();
    public java.util.Set getTrustAnchors();
    public java.util.Set getInitialPolicies();
    public String getSigProvider();
    public boolean isExplicitPolicyRequired();
    public boolean isAnyPolicyInhibited();
    public boolean isPolicyMappingInhibited();
    public java.util.List getCertPathCheckers();
    public java.util.List getCertStores();
    public boolean isRevocationEnabled();
}










org/bouncycastle/jcajce/io/CipherInputStream.class


package org.bouncycastle.jcajce.io;
public synchronized class CipherInputStream extends java.io.FilterInputStream {
    private final javax.crypto.Cipher cipher;
    private final byte[] inputBuffer;
    private boolean finalized;
    private byte[] buf;
    private int maxBuf;
    private int bufOff;
    public void CipherInputStream(java.io.InputStream, javax.crypto.Cipher);
    private int nextChunk() throws java.io.IOException;
    private byte[] finaliseCipher() throws org.bouncycastle.crypto.io.InvalidCipherTextIOException;
    public int read() throws java.io.IOException;
    public int read(byte[], int, int) throws java.io.IOException;
    public long skip(long) throws java.io.IOException;
    public int available() throws java.io.IOException;
    public void close() throws java.io.IOException;
    public void mark(int);
    public void reset() throws java.io.IOException;
    public boolean markSupported();
}










org/bouncycastle/jcajce/io/CipherOutputStream.class


package org.bouncycastle.jcajce.io;
public synchronized class CipherOutputStream extends java.io.FilterOutputStream {
    private final javax.crypto.Cipher cipher;
    private final byte[] oneByte;
    public void CipherOutputStream(java.io.OutputStream, javax.crypto.Cipher);
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public void flush() throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/jcajce/io/MacOutputStream.class


package org.bouncycastle.jcajce.io;
public final synchronized class MacOutputStream extends java.io.OutputStream {
    private javax.crypto.Mac mac;
    public void MacOutputStream(javax.crypto.Mac);
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public byte[] getMac();
}










org/bouncycastle/jcajce/provider/asymmetric/DH$Mappings.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class DH$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void DH$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/asymmetric/DH.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class DH {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.asymmetric.dh.;
    private static final java.util.Map generalDhAttributes;
    public void DH();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/DSA$Mappings.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class DSA$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void DSA$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/asymmetric/DSA.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class DSA {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.asymmetric.dsa.;
    public void DSA();
}










org/bouncycastle/jcajce/provider/asymmetric/DSTU4145$Mappings.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class DSTU4145$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void DSTU4145$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/asymmetric/DSTU4145.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class DSTU4145 {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.asymmetric.dstu.;
    public void DSTU4145();
}










org/bouncycastle/jcajce/provider/asymmetric/EC$Mappings.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class EC$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void EC$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/asymmetric/EC.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class EC {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.asymmetric.ec.;
    private static final java.util.Map generalEcAttributes;
    public void EC();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/ECGOST$Mappings.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class ECGOST$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void ECGOST$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/asymmetric/ECGOST.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class ECGOST {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.asymmetric.ecgost.;
    private static final String PREFIX_GOST_2012 = org.bouncycastle.jcajce.provider.asymmetric.ecgost12.;
    public void ECGOST();
}










org/bouncycastle/jcajce/provider/asymmetric/ElGamal$Mappings.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class ElGamal$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void ElGamal$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/asymmetric/ElGamal.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class ElGamal {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.asymmetric.elgamal.;
    public void ElGamal();
}










org/bouncycastle/jcajce/provider/asymmetric/GM$Mappings.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class GM$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void GM$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/asymmetric/GM.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class GM {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.asymmetric.ec.;
    private static final java.util.Map generalSm2Attributes;
    public void GM();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/GOST$Mappings.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class GOST$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void GOST$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/asymmetric/GOST.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class GOST {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.asymmetric.gost.;
    public void GOST();
}










org/bouncycastle/jcajce/provider/asymmetric/IES$Mappings.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class IES$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void IES$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/asymmetric/IES.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class IES {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.asymmetric.ies.;
    public void IES();
}










org/bouncycastle/jcajce/provider/asymmetric/RSA$Mappings.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class RSA$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void RSA$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    private void addDigestSignature(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, String, String, org.bouncycastle.asn1.ASN1ObjectIdentifier);
    private void addISO9796Signature(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, String, String);
    private void addPSSSignature(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, String, String);
    private void addX931Signature(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, String, String);
}










org/bouncycastle/jcajce/provider/asymmetric/RSA.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class RSA {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.asymmetric.rsa.;
    private static final java.util.Map generalRsaAttributes;
    public void RSA();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/X509$Mappings.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class X509$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void X509$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/asymmetric/X509.class


package org.bouncycastle.jcajce.provider.asymmetric;
public synchronized class X509 {
    public void X509();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/AlgorithmParameterGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class AlgorithmParameterGeneratorSpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseAlgorithmParameterGeneratorSpi {
    protected java.security.SecureRandom random;
    protected int strength;
    private int l;
    public void AlgorithmParameterGeneratorSpi();
    protected void engineInit(int, java.security.SecureRandom);
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/AlgorithmParametersSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class AlgorithmParametersSpi extends java.security.AlgorithmParametersSpi {
    javax.crypto.spec.DHParameterSpec currentSpec;
    public void AlgorithmParametersSpi();
    protected boolean isASN1FormatString(String);
    protected java.security.spec.AlgorithmParameterSpec engineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected byte[] engineGetEncoded();
    protected byte[] engineGetEncoded(String);
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/BCDHPrivateKey.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class BCDHPrivateKey implements javax.crypto.interfaces.DHPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier {
    static final long serialVersionUID = 311058815616901812;
    private java.math.BigInteger x;
    private transient javax.crypto.spec.DHParameterSpec dhSpec;
    private transient org.bouncycastle.asn1.pkcs.PrivateKeyInfo info;
    private transient org.bouncycastle.crypto.params.DHPrivateKeyParameters dhPrivateKey;
    private transient org.bouncycastle.jcajce.provider.asymmetric.util.PKCS12BagAttributeCarrierImpl attrCarrier;
    protected void BCDHPrivateKey();
    void BCDHPrivateKey(javax.crypto.interfaces.DHPrivateKey);
    void BCDHPrivateKey(javax.crypto.spec.DHPrivateKeySpec);
    public void BCDHPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    void BCDHPrivateKey(org.bouncycastle.crypto.params.DHPrivateKeyParameters);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public javax.crypto.spec.DHParameterSpec getParams();
    public java.math.BigInteger getX();
    org.bouncycastle.crypto.params.DHPrivateKeyParameters engineGetKeyParameters();
    public boolean equals(Object);
    public int hashCode();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/dh/BCDHPublicKey.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class BCDHPublicKey implements javax.crypto.interfaces.DHPublicKey {
    static final long serialVersionUID = -216691575254424324;
    private java.math.BigInteger y;
    private transient org.bouncycastle.crypto.params.DHPublicKeyParameters dhPublicKey;
    private transient javax.crypto.spec.DHParameterSpec dhSpec;
    private transient org.bouncycastle.asn1.x509.SubjectPublicKeyInfo info;
    void BCDHPublicKey(javax.crypto.spec.DHPublicKeySpec);
    void BCDHPublicKey(javax.crypto.interfaces.DHPublicKey);
    void BCDHPublicKey(org.bouncycastle.crypto.params.DHPublicKeyParameters);
    void BCDHPublicKey(java.math.BigInteger, javax.crypto.spec.DHParameterSpec);
    public void BCDHPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public javax.crypto.spec.DHParameterSpec getParams();
    public java.math.BigInteger getY();
    public org.bouncycastle.crypto.params.DHPublicKeyParameters engineGetKeyParameters();
    private boolean isPKCSParam(org.bouncycastle.asn1.ASN1Sequence);
    public int hashCode();
    public boolean equals(Object);
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/dh/IESCipher$1.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
synchronized class IESCipher$1 implements org.bouncycastle.crypto.KeyEncoder {
    void IESCipher$1(IESCipher);
    public byte[] getEncoded(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
}










org/bouncycastle/jcajce/provider/asymmetric/dh/IESCipher$IES.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class IESCipher$IES extends IESCipher {
    public void IESCipher$IES();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/IESCipher$IESwithAESCBC.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class IESCipher$IESwithAESCBC extends IESCipher {
    public void IESCipher$IESwithAESCBC();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/IESCipher$IESwithDESedeCBC.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class IESCipher$IESwithDESedeCBC extends IESCipher {
    public void IESCipher$IESwithDESedeCBC();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/IESCipher.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class IESCipher extends javax.crypto.CipherSpi {
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private final int ivLength;
    private org.bouncycastle.crypto.engines.IESEngine engine;
    private int state;
    private java.io.ByteArrayOutputStream buffer;
    private java.security.AlgorithmParameters engineParam;
    private org.bouncycastle.jce.spec.IESParameterSpec engineSpec;
    private org.bouncycastle.crypto.params.AsymmetricKeyParameter key;
    private java.security.SecureRandom random;
    private boolean dhaesMode;
    private org.bouncycastle.crypto.params.AsymmetricKeyParameter otherKeyParameter;
    public void IESCipher(org.bouncycastle.crypto.engines.IESEngine);
    public void IESCipher(org.bouncycastle.crypto.engines.IESEngine, int);
    public int engineGetBlockSize();
    public int engineGetKeySize(java.security.Key);
    public byte[] engineGetIV();
    public java.security.AlgorithmParameters engineGetParameters();
    public void engineSetMode(String) throws java.security.NoSuchAlgorithmException;
    public int engineGetOutputSize(int);
    public void engineSetPadding(String) throws javax.crypto.NoSuchPaddingException;
    public void engineInit(int, java.security.Key, java.security.AlgorithmParameters, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public void engineInit(int, java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException, java.security.InvalidKeyException;
    public void engineInit(int, java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    public byte[] engineUpdate(byte[], int, int);
    public int engineUpdate(byte[], int, int, byte[], int);
    public byte[] engineDoFinal(byte[], int, int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    public int engineDoFinal(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException, javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHUwithSHA1CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHUwithSHA1CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA1CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHUwithSHA1KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHUwithSHA1KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA1KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHUwithSHA224CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHUwithSHA224CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA224CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHUwithSHA224KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHUwithSHA224KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA224KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHUwithSHA256CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHUwithSHA256CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA256CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHUwithSHA256KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHUwithSHA256KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA256KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHUwithSHA384CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHUwithSHA384CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA384CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHUwithSHA384KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHUwithSHA384KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA384KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHUwithSHA512CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHUwithSHA512CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA512CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHUwithSHA512KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHUwithSHA512KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA512KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHwithRFC2631KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHwithRFC2631KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithRFC2631KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHwithSHA1CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHwithSHA1CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA1CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHwithSHA1KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHwithSHA1KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA1KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHwithSHA224CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHwithSHA224CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA224CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHwithSHA224KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHwithSHA224KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA224KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHwithSHA256CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHwithSHA256CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA256CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHwithSHA256KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHwithSHA256KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA256KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHwithSHA384CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHwithSHA384CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA384CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHwithSHA384KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHwithSHA384KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA384KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHwithSHA512CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHwithSHA512CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA512CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$DHwithSHA512KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$DHwithSHA512KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA512KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$MQVwithSHA1CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$MQVwithSHA1CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA1CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$MQVwithSHA1KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$MQVwithSHA1KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA1KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$MQVwithSHA224CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$MQVwithSHA224CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA224CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$MQVwithSHA224KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$MQVwithSHA224KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA224KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$MQVwithSHA256CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$MQVwithSHA256CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA256CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$MQVwithSHA256KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$MQVwithSHA256KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA256KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$MQVwithSHA384CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$MQVwithSHA384CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA384CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$MQVwithSHA384KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$MQVwithSHA384KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA384KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$MQVwithSHA512CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$MQVwithSHA512CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA512CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi$MQVwithSHA512KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi$MQVwithSHA512KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA512KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyAgreementSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyAgreementSpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseAgreementSpi {
    private static final java.math.BigInteger ONE;
    private static final java.math.BigInteger TWO;
    private final org.bouncycastle.crypto.agreement.DHUnifiedAgreement unifiedAgreement;
    private final org.bouncycastle.crypto.BasicAgreement mqvAgreement;
    private org.bouncycastle.jcajce.spec.DHUParameterSpec dheParameters;
    private org.bouncycastle.jcajce.spec.MQVParameterSpec mqvParameters;
    private java.math.BigInteger x;
    private java.math.BigInteger p;
    private java.math.BigInteger g;
    private byte[] result;
    public void KeyAgreementSpi();
    public void KeyAgreementSpi(String, org.bouncycastle.crypto.DerivationFunction);
    public void KeyAgreementSpi(String, org.bouncycastle.crypto.agreement.DHUnifiedAgreement, org.bouncycastle.crypto.DerivationFunction);
    public void KeyAgreementSpi(String, org.bouncycastle.crypto.BasicAgreement, org.bouncycastle.crypto.DerivationFunction);
    protected byte[] bigIntToBytes(java.math.BigInteger);
    protected java.security.Key engineDoPhase(java.security.Key, boolean) throws java.security.InvalidKeyException, IllegalStateException;
    protected byte[] engineGenerateSecret() throws IllegalStateException;
    protected int engineGenerateSecret(byte[], int) throws IllegalStateException, javax.crypto.ShortBufferException;
    protected javax.crypto.SecretKey engineGenerateSecret(String) throws java.security.NoSuchAlgorithmException;
    protected void engineInit(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected byte[] calcSecret();
    private org.bouncycastle.crypto.params.DHPrivateKeyParameters generatePrivateKeyParameter(java.security.PrivateKey) throws java.security.InvalidKeyException;
    private org.bouncycastle.crypto.params.DHPublicKeyParameters generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyFactorySpi.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyFactorySpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseKeyFactorySpi {
    public void KeyFactorySpi();
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    protected java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/dh/KeyPairGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.dh;
public synchronized class KeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    private static java.util.Hashtable params;
    private static Object lock;
    org.bouncycastle.crypto.params.DHKeyGenerationParameters param;
    org.bouncycastle.crypto.generators.DHBasicKeyPairGenerator engine;
    int strength;
    java.security.SecureRandom random;
    boolean initialised;
    public void KeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    private org.bouncycastle.crypto.params.DHKeyGenerationParameters convertParams(java.security.SecureRandom, javax.crypto.spec.DHParameterSpec);
    public java.security.KeyPair generateKeyPair();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/AlgorithmParameterGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class AlgorithmParameterGeneratorSpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseAlgorithmParameterGeneratorSpi {
    protected java.security.SecureRandom random;
    protected int strength;
    protected org.bouncycastle.crypto.params.DSAParameterGenerationParameters params;
    public void AlgorithmParameterGeneratorSpi();
    protected void engineInit(int, java.security.SecureRandom);
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/AlgorithmParametersSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class AlgorithmParametersSpi extends java.security.AlgorithmParametersSpi {
    java.security.spec.DSAParameterSpec currentSpec;
    public void AlgorithmParametersSpi();
    protected boolean isASN1FormatString(String);
    protected java.security.spec.AlgorithmParameterSpec engineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected byte[] engineGetEncoded();
    protected byte[] engineGetEncoded(String);
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/BCDSAPrivateKey.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class BCDSAPrivateKey implements java.security.interfaces.DSAPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier {
    private static final long serialVersionUID = -4677259546958385734;
    private java.math.BigInteger x;
    private transient java.security.interfaces.DSAParams dsaSpec;
    private transient org.bouncycastle.jcajce.provider.asymmetric.util.PKCS12BagAttributeCarrierImpl attrCarrier;
    protected void BCDSAPrivateKey();
    void BCDSAPrivateKey(java.security.interfaces.DSAPrivateKey);
    void BCDSAPrivateKey(java.security.spec.DSAPrivateKeySpec);
    public void BCDSAPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    void BCDSAPrivateKey(org.bouncycastle.crypto.params.DSAPrivateKeyParameters);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public java.security.interfaces.DSAParams getParams();
    public java.math.BigInteger getX();
    public boolean equals(Object);
    public int hashCode();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
    public String toString();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/BCDSAPublicKey.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class BCDSAPublicKey implements java.security.interfaces.DSAPublicKey {
    private static final long serialVersionUID = 1752452449903495175;
    private static java.math.BigInteger ZERO;
    private java.math.BigInteger y;
    private transient org.bouncycastle.crypto.params.DSAPublicKeyParameters lwKeyParams;
    private transient java.security.interfaces.DSAParams dsaSpec;
    void BCDSAPublicKey(java.security.spec.DSAPublicKeySpec);
    void BCDSAPublicKey(java.security.interfaces.DSAPublicKey);
    void BCDSAPublicKey(org.bouncycastle.crypto.params.DSAPublicKeyParameters);
    public void BCDSAPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    private boolean isNotNull(org.bouncycastle.asn1.ASN1Encodable);
    public String getAlgorithm();
    public String getFormat();
    org.bouncycastle.crypto.params.DSAPublicKeyParameters engineGetKeyParameters();
    public byte[] getEncoded();
    public java.security.interfaces.DSAParams getParams();
    public java.math.BigInteger getY();
    public String toString();
    public int hashCode();
    public boolean equals(Object);
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$detDSA.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$detDSA extends DSASigner {
    public void DSASigner$detDSA();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$detDSA224.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$detDSA224 extends DSASigner {
    public void DSASigner$detDSA224();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$detDSA256.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$detDSA256 extends DSASigner {
    public void DSASigner$detDSA256();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$detDSA384.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$detDSA384 extends DSASigner {
    public void DSASigner$detDSA384();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$detDSA512.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$detDSA512 extends DSASigner {
    public void DSASigner$detDSA512();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$detDSASha3_224.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$detDSASha3_224 extends DSASigner {
    public void DSASigner$detDSASha3_224();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$detDSASha3_256.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$detDSASha3_256 extends DSASigner {
    public void DSASigner$detDSASha3_256();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$detDSASha3_384.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$detDSASha3_384 extends DSASigner {
    public void DSASigner$detDSASha3_384();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$detDSASha3_512.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$detDSASha3_512 extends DSASigner {
    public void DSASigner$detDSASha3_512();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$dsa224.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$dsa224 extends DSASigner {
    public void DSASigner$dsa224();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$dsa256.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$dsa256 extends DSASigner {
    public void DSASigner$dsa256();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$dsa384.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$dsa384 extends DSASigner {
    public void DSASigner$dsa384();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$dsa512.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$dsa512 extends DSASigner {
    public void DSASigner$dsa512();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$dsaSha3_224.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$dsaSha3_224 extends DSASigner {
    public void DSASigner$dsaSha3_224();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$dsaSha3_256.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$dsaSha3_256 extends DSASigner {
    public void DSASigner$dsaSha3_256();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$dsaSha3_384.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$dsaSha3_384 extends DSASigner {
    public void DSASigner$dsaSha3_384();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$dsaSha3_512.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$dsaSha3_512 extends DSASigner {
    public void DSASigner$dsaSha3_512();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$noneDSA.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$noneDSA extends DSASigner {
    public void DSASigner$noneDSA();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner$stdDSA.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner$stdDSA extends DSASigner {
    public void DSASigner$stdDSA();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSASigner.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSASigner extends java.security.SignatureSpi implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.crypto.DSA signer;
    private java.security.SecureRandom random;
    protected void DSASigner(org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.DSA);
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
    private byte[] derEncode(java.math.BigInteger, java.math.BigInteger) throws java.io.IOException;
    private java.math.BigInteger[] derDecode(byte[]) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/DSAUtil.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class DSAUtil {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier[] dsaOids;
    public void DSAUtil();
    public static boolean isDsaOid(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static org.bouncycastle.crypto.params.DSAParameters toDSAParameters(java.security.interfaces.DSAParams);
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePrivateKeyParameter(java.security.PrivateKey) throws java.security.InvalidKeyException;
    static String generateKeyFingerprint(java.math.BigInteger, java.security.interfaces.DSAParams);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/KeyFactorySpi$1.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
synchronized class KeyFactorySpi$1 extends java.security.spec.InvalidKeySpecException {
    void KeyFactorySpi$1(KeyFactorySpi, String, Exception);
    public Throwable getCause();
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/KeyFactorySpi.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class KeyFactorySpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseKeyFactorySpi {
    public void KeyFactorySpi();
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    protected java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
}










org/bouncycastle/jcajce/provider/asymmetric/dsa/KeyPairGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.dsa;
public synchronized class KeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    private static java.util.Hashtable params;
    private static Object lock;
    org.bouncycastle.crypto.params.DSAKeyGenerationParameters param;
    org.bouncycastle.crypto.generators.DSAKeyPairGenerator engine;
    int strength;
    java.security.SecureRandom random;
    boolean initialised;
    public void KeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/dstu/BCDSTU4145PrivateKey.class


package org.bouncycastle.jcajce.provider.asymmetric.dstu;
public synchronized class BCDSTU4145PrivateKey implements java.security.interfaces.ECPrivateKey, org.bouncycastle.jce.interfaces.ECPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier, org.bouncycastle.jce.interfaces.ECPointEncoder {
    static final long serialVersionUID = 7245981689601667138;
    private String algorithm;
    private boolean withCompression;
    private transient java.math.BigInteger d;
    private transient java.security.spec.ECParameterSpec ecSpec;
    private transient org.bouncycastle.asn1.DERBitString publicKey;
    private transient org.bouncycastle.jcajce.provider.asymmetric.util.PKCS12BagAttributeCarrierImpl attrCarrier;
    protected void BCDSTU4145PrivateKey();
    public void BCDSTU4145PrivateKey(java.security.interfaces.ECPrivateKey);
    public void BCDSTU4145PrivateKey(org.bouncycastle.jce.spec.ECPrivateKeySpec);
    public void BCDSTU4145PrivateKey(java.security.spec.ECPrivateKeySpec);
    public void BCDSTU4145PrivateKey(BCDSTU4145PrivateKey);
    public void BCDSTU4145PrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters, BCDSTU4145PublicKey, java.security.spec.ECParameterSpec);
    public void BCDSTU4145PrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters, BCDSTU4145PublicKey, org.bouncycastle.jce.spec.ECParameterSpec);
    public void BCDSTU4145PrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters);
    void BCDSTU4145PrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    private void populateFromPrivKeyInfo(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public java.security.spec.ECParameterSpec getParams();
    public org.bouncycastle.jce.spec.ECParameterSpec getParameters();
    org.bouncycastle.jce.spec.ECParameterSpec engineGetSpec();
    public java.math.BigInteger getS();
    public java.math.BigInteger getD();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    public void setPointFormat(String);
    public boolean equals(Object);
    public int hashCode();
    public String toString();
    private org.bouncycastle.asn1.DERBitString getPublicKeyDetails(BCDSTU4145PublicKey);
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/dstu/BCDSTU4145PublicKey.class


package org.bouncycastle.jcajce.provider.asymmetric.dstu;
public synchronized class BCDSTU4145PublicKey implements java.security.interfaces.ECPublicKey, org.bouncycastle.jce.interfaces.ECPublicKey, org.bouncycastle.jce.interfaces.ECPointEncoder {
    static final long serialVersionUID = 7026240464295649314;
    private String algorithm;
    private boolean withCompression;
    private transient org.bouncycastle.crypto.params.ECPublicKeyParameters ecPublicKey;
    private transient java.security.spec.ECParameterSpec ecSpec;
    private transient org.bouncycastle.asn1.ua.DSTU4145Params dstuParams;
    public void BCDSTU4145PublicKey(BCDSTU4145PublicKey);
    public void BCDSTU4145PublicKey(java.security.spec.ECPublicKeySpec);
    public void BCDSTU4145PublicKey(org.bouncycastle.jce.spec.ECPublicKeySpec, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCDSTU4145PublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters, java.security.spec.ECParameterSpec);
    public void BCDSTU4145PublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters, org.bouncycastle.jce.spec.ECParameterSpec);
    public void BCDSTU4145PublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters);
    private java.security.spec.ECParameterSpec createSpec(java.security.spec.EllipticCurve, org.bouncycastle.crypto.params.ECDomainParameters);
    void BCDSTU4145PublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    private void reverseBytes(byte[]);
    private void populateFromPubKeyInfo(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public byte[] getSbox();
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public java.security.spec.ECParameterSpec getParams();
    public org.bouncycastle.jce.spec.ECParameterSpec getParameters();
    public java.security.spec.ECPoint getW();
    public org.bouncycastle.math.ec.ECPoint getQ();
    org.bouncycastle.crypto.params.ECPublicKeyParameters engineGetKeyParameters();
    org.bouncycastle.jce.spec.ECParameterSpec engineGetSpec();
    public String toString();
    public void setPointFormat(String);
    public boolean equals(Object);
    public int hashCode();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/dstu/KeyFactorySpi.class


package org.bouncycastle.jcajce.provider.asymmetric.dstu;
public synchronized class KeyFactorySpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseKeyFactorySpi {
    public void KeyFactorySpi();
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    protected java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/dstu/KeyPairGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.dstu;
public synchronized class KeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    Object ecParams;
    org.bouncycastle.crypto.generators.ECKeyPairGenerator engine;
    String algorithm;
    org.bouncycastle.crypto.params.ECKeyGenerationParameters param;
    java.security.SecureRandom random;
    boolean initialised;
    public void KeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
}










org/bouncycastle/jcajce/provider/asymmetric/dstu/SignatureSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.dstu;
public synchronized class SignatureSpi extends java.security.SignatureSpi implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.crypto.DSA signer;
    public void SignatureSpi();
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    byte[] expandSbox(byte[]);
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
}










org/bouncycastle/jcajce/provider/asymmetric/dstu/SignatureSpiLe.class


package org.bouncycastle.jcajce.provider.asymmetric.dstu;
public synchronized class SignatureSpiLe extends SignatureSpi {
    public void SignatureSpiLe();
    void reverseBytes(byte[]);
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
}










org/bouncycastle/jcajce/provider/asymmetric/ec/AlgorithmParametersSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class AlgorithmParametersSpi extends java.security.AlgorithmParametersSpi {
    private java.security.spec.ECParameterSpec ecParameterSpec;
    private String curveName;
    public void AlgorithmParametersSpi();
    protected boolean isASN1FormatString(String);
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected java.security.spec.AlgorithmParameterSpec engineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected byte[] engineGetEncoded() throws java.io.IOException;
    protected byte[] engineGetEncoded(String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/BCECPrivateKey.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class BCECPrivateKey implements java.security.interfaces.ECPrivateKey, org.bouncycastle.jce.interfaces.ECPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier, org.bouncycastle.jce.interfaces.ECPointEncoder {
    static final long serialVersionUID = 994553197664784084;
    private String algorithm;
    private boolean withCompression;
    private transient java.math.BigInteger d;
    private transient java.security.spec.ECParameterSpec ecSpec;
    private transient org.bouncycastle.jcajce.provider.config.ProviderConfiguration configuration;
    private transient org.bouncycastle.asn1.DERBitString publicKey;
    private transient org.bouncycastle.jcajce.provider.asymmetric.util.PKCS12BagAttributeCarrierImpl attrCarrier;
    protected void BCECPrivateKey();
    public void BCECPrivateKey(java.security.interfaces.ECPrivateKey, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCECPrivateKey(String, org.bouncycastle.jce.spec.ECPrivateKeySpec, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCECPrivateKey(String, java.security.spec.ECPrivateKeySpec, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCECPrivateKey(String, BCECPrivateKey);
    public void BCECPrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters, BCECPublicKey, java.security.spec.ECParameterSpec, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCECPrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters, BCECPublicKey, org.bouncycastle.jce.spec.ECParameterSpec, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCECPrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    void BCECPrivateKey(String, org.bouncycastle.asn1.pkcs.PrivateKeyInfo, org.bouncycastle.jcajce.provider.config.ProviderConfiguration) throws java.io.IOException;
    private void populateFromPrivKeyInfo(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public java.security.spec.ECParameterSpec getParams();
    public org.bouncycastle.jce.spec.ECParameterSpec getParameters();
    org.bouncycastle.jce.spec.ECParameterSpec engineGetSpec();
    public java.math.BigInteger getS();
    public java.math.BigInteger getD();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    public void setPointFormat(String);
    public boolean equals(Object);
    public int hashCode();
    public String toString();
    private org.bouncycastle.math.ec.ECPoint calculateQ(org.bouncycastle.jce.spec.ECParameterSpec);
    private org.bouncycastle.asn1.DERBitString getPublicKeyDetails(BCECPublicKey);
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/ec/BCECPublicKey.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class BCECPublicKey implements java.security.interfaces.ECPublicKey, org.bouncycastle.jce.interfaces.ECPublicKey, org.bouncycastle.jce.interfaces.ECPointEncoder {
    static final long serialVersionUID = 2422789860422731812;
    private String algorithm;
    private boolean withCompression;
    private transient org.bouncycastle.crypto.params.ECPublicKeyParameters ecPublicKey;
    private transient java.security.spec.ECParameterSpec ecSpec;
    private transient org.bouncycastle.jcajce.provider.config.ProviderConfiguration configuration;
    public void BCECPublicKey(String, BCECPublicKey);
    public void BCECPublicKey(String, java.security.spec.ECPublicKeySpec, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCECPublicKey(String, org.bouncycastle.jce.spec.ECPublicKeySpec, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCECPublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters, java.security.spec.ECParameterSpec, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCECPublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters, org.bouncycastle.jce.spec.ECParameterSpec, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCECPublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCECPublicKey(java.security.interfaces.ECPublicKey, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    void BCECPublicKey(String, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    private java.security.spec.ECParameterSpec createSpec(java.security.spec.EllipticCurve, org.bouncycastle.crypto.params.ECDomainParameters);
    private void populateFromPubKeyInfo(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public java.security.spec.ECParameterSpec getParams();
    public org.bouncycastle.jce.spec.ECParameterSpec getParameters();
    public java.security.spec.ECPoint getW();
    public org.bouncycastle.math.ec.ECPoint getQ();
    org.bouncycastle.crypto.params.ECPublicKeyParameters engineGetKeyParameters();
    org.bouncycastle.jce.spec.ECParameterSpec engineGetSpec();
    public String toString();
    public void setPointFormat(String);
    public boolean equals(Object);
    public int hashCode();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/ec/ECUtils.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
synchronized class ECUtils {
    void ECUtils();
    static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    static org.bouncycastle.asn1.x9.X9ECParameters getDomainParametersFromGenSpec(java.security.spec.ECGenParameterSpec);
    static org.bouncycastle.asn1.x9.X9ECParameters getDomainParametersFromName(String);
    static org.bouncycastle.asn1.x9.X962Parameters getDomainParametersFromName(java.security.spec.ECParameterSpec, boolean);
}










org/bouncycastle/jcajce/provider/asymmetric/ec/GMSignatureSpi$sm3WithSM2.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class GMSignatureSpi$sm3WithSM2 extends GMSignatureSpi {
    public void GMSignatureSpi$sm3WithSM2();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/GMSignatureSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class GMSignatureSpi extends java.security.SignatureSpi {
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private java.security.AlgorithmParameters engineParams;
    private org.bouncycastle.jcajce.spec.SM2ParameterSpec paramSpec;
    private final org.bouncycastle.crypto.signers.SM2Signer signer;
    void GMSignatureSpi(org.bouncycastle.crypto.signers.SM2Signer);
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGetParameters();
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
}










org/bouncycastle/jcajce/provider/asymmetric/ec/IESCipher$1.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
synchronized class IESCipher$1 implements org.bouncycastle.crypto.KeyEncoder {
    void IESCipher$1(IESCipher, boolean);
    public byte[] getEncoded(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
}










org/bouncycastle/jcajce/provider/asymmetric/ec/IESCipher$ECIES.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class IESCipher$ECIES extends IESCipher {
    public void IESCipher$ECIES();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/IESCipher$ECIESwithAESCBC.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class IESCipher$ECIESwithAESCBC extends IESCipher$ECIESwithCipher {
    public void IESCipher$ECIESwithAESCBC();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/IESCipher$ECIESwithCipher.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class IESCipher$ECIESwithCipher extends IESCipher {
    public void IESCipher$ECIESwithCipher(org.bouncycastle.crypto.BlockCipher, int);
}










org/bouncycastle/jcajce/provider/asymmetric/ec/IESCipher$ECIESwithDESedeCBC.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class IESCipher$ECIESwithDESedeCBC extends IESCipher$ECIESwithCipher {
    public void IESCipher$ECIESwithDESedeCBC();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/IESCipher.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class IESCipher extends javax.crypto.CipherSpi {
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private int ivLength;
    private org.bouncycastle.crypto.engines.IESEngine engine;
    private int state;
    private java.io.ByteArrayOutputStream buffer;
    private java.security.AlgorithmParameters engineParam;
    private org.bouncycastle.jce.spec.IESParameterSpec engineSpec;
    private org.bouncycastle.crypto.params.AsymmetricKeyParameter key;
    private java.security.SecureRandom random;
    private boolean dhaesMode;
    private org.bouncycastle.crypto.params.AsymmetricKeyParameter otherKeyParameter;
    public void IESCipher(org.bouncycastle.crypto.engines.IESEngine);
    public void IESCipher(org.bouncycastle.crypto.engines.IESEngine, int);
    public int engineGetBlockSize();
    public int engineGetKeySize(java.security.Key);
    public byte[] engineGetIV();
    public java.security.AlgorithmParameters engineGetParameters();
    public void engineSetMode(String) throws java.security.NoSuchAlgorithmException;
    public int engineGetOutputSize(int);
    public void engineSetPadding(String) throws javax.crypto.NoSuchPaddingException;
    public void engineInit(int, java.security.Key, java.security.AlgorithmParameters, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public void engineInit(int, java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException, java.security.InvalidKeyException;
    public void engineInit(int, java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    public byte[] engineUpdate(byte[], int, int);
    public int engineUpdate(byte[], int, int, byte[], int);
    public byte[] engineDoFinal(byte[], int, int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    public int engineDoFinal(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException, javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$1.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
synchronized class KeyAgreementSpi$1 extends java.security.InvalidKeyException {
    void KeyAgreementSpi$1(KeyAgreementSpi, String, Exception);
    public Throwable getCause();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$CDHwithSHA1KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$CDHwithSHA1KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$CDHwithSHA1KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$CDHwithSHA224KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$CDHwithSHA224KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$CDHwithSHA224KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$CDHwithSHA256KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$CDHwithSHA256KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$CDHwithSHA256KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$CDHwithSHA384KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$CDHwithSHA384KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$CDHwithSHA384KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$CDHwithSHA512KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$CDHwithSHA512KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$CDHwithSHA512KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DH.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DH extends KeyAgreementSpi {
    public void KeyAgreementSpi$DH();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHC.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHC extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHC();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHUC.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHUC extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUC();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHUwithSHA1CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHUwithSHA1CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA1CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHUwithSHA1KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHUwithSHA1KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA1KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHUwithSHA224CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHUwithSHA224CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA224CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHUwithSHA224KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHUwithSHA224KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA224KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHUwithSHA256CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHUwithSHA256CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA256CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHUwithSHA256KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHUwithSHA256KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA256KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHUwithSHA384CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHUwithSHA384CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA384CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHUwithSHA384KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHUwithSHA384KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA384KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHUwithSHA512CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHUwithSHA512CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA512CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHUwithSHA512KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHUwithSHA512KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHUwithSHA512KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHwithSHA1CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHwithSHA1CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA1CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHwithSHA1KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHwithSHA1KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA1KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHwithSHA1KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHwithSHA1KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA1KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHwithSHA224KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHwithSHA224KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA224KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHwithSHA256CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHwithSHA256CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA256CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHwithSHA256KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHwithSHA256KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA256KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHwithSHA384CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHwithSHA384CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA384CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHwithSHA384KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHwithSHA384KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA384KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHwithSHA512CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHwithSHA512CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA512CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$DHwithSHA512KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$DHwithSHA512KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$DHwithSHA512KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$ECKAEGwithRIPEMD160KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$ECKAEGwithRIPEMD160KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$ECKAEGwithRIPEMD160KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$ECKAEGwithSHA1KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$ECKAEGwithSHA1KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$ECKAEGwithSHA1KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$ECKAEGwithSHA224KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$ECKAEGwithSHA224KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$ECKAEGwithSHA224KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$ECKAEGwithSHA256KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$ECKAEGwithSHA256KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$ECKAEGwithSHA256KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$ECKAEGwithSHA384KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$ECKAEGwithSHA384KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$ECKAEGwithSHA384KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$ECKAEGwithSHA512KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$ECKAEGwithSHA512KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$ECKAEGwithSHA512KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQV.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQV extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQV();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA1CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA1CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA1CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA1KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA1KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA1KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA1KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA1KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA1KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA224CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA224CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA224CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA224KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA224KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA224KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA224KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA224KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA224KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA256CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA256CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA256CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA256KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA256KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA256KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA256KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA256KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA256KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA384CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA384CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA384CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA384KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA384KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA384KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA384KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA384KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA384KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA512CKDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA512CKDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA512CKDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA512KDF.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA512KDF extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA512KDF();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi$MQVwithSHA512KDFAndSharedInfo.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi$MQVwithSHA512KDFAndSharedInfo extends KeyAgreementSpi {
    public void KeyAgreementSpi$MQVwithSHA512KDFAndSharedInfo();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyAgreementSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyAgreementSpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseAgreementSpi {
    private static final org.bouncycastle.asn1.x9.X9IntegerConverter converter;
    private String kaAlgorithm;
    private org.bouncycastle.crypto.params.ECDomainParameters parameters;
    private Object agreement;
    private org.bouncycastle.jcajce.spec.MQVParameterSpec mqvParameters;
    private org.bouncycastle.jcajce.spec.DHUParameterSpec dheParameters;
    private byte[] result;
    protected void KeyAgreementSpi(String, org.bouncycastle.crypto.BasicAgreement, org.bouncycastle.crypto.DerivationFunction);
    protected void KeyAgreementSpi(String, org.bouncycastle.crypto.agreement.ECDHCUnifiedAgreement, org.bouncycastle.crypto.DerivationFunction);
    protected byte[] bigIntToBytes(java.math.BigInteger);
    protected java.security.Key engineDoPhase(java.security.Key, boolean) throws java.security.InvalidKeyException, IllegalStateException;
    protected void engineInit(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    private void initFromKey(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    private static String getSimpleName(Class);
    protected byte[] calcSecret();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyFactorySpi$EC.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyFactorySpi$EC extends KeyFactorySpi {
    public void KeyFactorySpi$EC();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyFactorySpi$ECDH.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyFactorySpi$ECDH extends KeyFactorySpi {
    public void KeyFactorySpi$ECDH();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyFactorySpi$ECDHC.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyFactorySpi$ECDHC extends KeyFactorySpi {
    public void KeyFactorySpi$ECDHC();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyFactorySpi$ECDSA.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyFactorySpi$ECDSA extends KeyFactorySpi {
    public void KeyFactorySpi$ECDSA();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyFactorySpi$ECGOST3410.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyFactorySpi$ECGOST3410 extends KeyFactorySpi {
    public void KeyFactorySpi$ECGOST3410();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyFactorySpi$ECGOST3410_2012.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyFactorySpi$ECGOST3410_2012 extends KeyFactorySpi {
    public void KeyFactorySpi$ECGOST3410_2012();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyFactorySpi$ECMQV.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyFactorySpi$ECMQV extends KeyFactorySpi {
    public void KeyFactorySpi$ECMQV();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyFactorySpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyFactorySpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseKeyFactorySpi implements org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter {
    String algorithm;
    org.bouncycastle.jcajce.provider.config.ProviderConfiguration configuration;
    void KeyFactorySpi(String, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    protected java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyPairGeneratorSpi$EC.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyPairGeneratorSpi$EC extends KeyPairGeneratorSpi {
    org.bouncycastle.crypto.params.ECKeyGenerationParameters param;
    org.bouncycastle.crypto.generators.ECKeyPairGenerator engine;
    Object ecParams;
    int strength;
    java.security.SecureRandom random;
    boolean initialised;
    String algorithm;
    org.bouncycastle.jcajce.provider.config.ProviderConfiguration configuration;
    private static java.util.Hashtable ecParameters;
    public void KeyPairGeneratorSpi$EC();
    public void KeyPairGeneratorSpi$EC(String, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
    protected org.bouncycastle.crypto.params.ECKeyGenerationParameters createKeyGenParamsBC(org.bouncycastle.jce.spec.ECParameterSpec, java.security.SecureRandom);
    protected org.bouncycastle.crypto.params.ECKeyGenerationParameters createKeyGenParamsJCE(java.security.spec.ECParameterSpec, java.security.SecureRandom);
    protected org.bouncycastle.jce.spec.ECNamedCurveSpec createNamedCurveSpec(String) throws java.security.InvalidAlgorithmParameterException;
    protected void initializeNamedCurve(String, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyPairGeneratorSpi$ECDH.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyPairGeneratorSpi$ECDH extends KeyPairGeneratorSpi$EC {
    public void KeyPairGeneratorSpi$ECDH();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyPairGeneratorSpi$ECDHC.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyPairGeneratorSpi$ECDHC extends KeyPairGeneratorSpi$EC {
    public void KeyPairGeneratorSpi$ECDHC();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyPairGeneratorSpi$ECDSA.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyPairGeneratorSpi$ECDSA extends KeyPairGeneratorSpi$EC {
    public void KeyPairGeneratorSpi$ECDSA();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyPairGeneratorSpi$ECMQV.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class KeyPairGeneratorSpi$ECMQV extends KeyPairGeneratorSpi$EC {
    public void KeyPairGeneratorSpi$ECMQV();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/KeyPairGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public abstract synchronized class KeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    public void KeyPairGeneratorSpi(String);
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$1.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
synchronized class SignatureSpi$1 {
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$PlainDSAEncoder.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
synchronized class SignatureSpi$PlainDSAEncoder implements org.bouncycastle.jcajce.provider.asymmetric.util.DSAEncoder {
    private void SignatureSpi$PlainDSAEncoder();
    public byte[] encode(java.math.BigInteger, java.math.BigInteger) throws java.io.IOException;
    private byte[] makeUnsigned(java.math.BigInteger);
    public java.math.BigInteger[] decode(byte[]) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$StdDSAEncoder.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
synchronized class SignatureSpi$StdDSAEncoder implements org.bouncycastle.jcajce.provider.asymmetric.util.DSAEncoder {
    private void SignatureSpi$StdDSAEncoder();
    public byte[] encode(java.math.BigInteger, java.math.BigInteger) throws java.io.IOException;
    public java.math.BigInteger[] decode(byte[]) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecCVCDSA.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecCVCDSA extends SignatureSpi {
    public void SignatureSpi$ecCVCDSA();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecCVCDSA224.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecCVCDSA224 extends SignatureSpi {
    public void SignatureSpi$ecCVCDSA224();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecCVCDSA256.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecCVCDSA256 extends SignatureSpi {
    public void SignatureSpi$ecCVCDSA256();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecCVCDSA384.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecCVCDSA384 extends SignatureSpi {
    public void SignatureSpi$ecCVCDSA384();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecCVCDSA512.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecCVCDSA512 extends SignatureSpi {
    public void SignatureSpi$ecCVCDSA512();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDSA.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDSA extends SignatureSpi {
    public void SignatureSpi$ecDSA();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDSA224.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDSA224 extends SignatureSpi {
    public void SignatureSpi$ecDSA224();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDSA256.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDSA256 extends SignatureSpi {
    public void SignatureSpi$ecDSA256();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDSA384.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDSA384 extends SignatureSpi {
    public void SignatureSpi$ecDSA384();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDSA512.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDSA512 extends SignatureSpi {
    public void SignatureSpi$ecDSA512();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDSARipeMD160.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDSARipeMD160 extends SignatureSpi {
    public void SignatureSpi$ecDSARipeMD160();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDSASha3_224.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDSASha3_224 extends SignatureSpi {
    public void SignatureSpi$ecDSASha3_224();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDSASha3_256.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDSASha3_256 extends SignatureSpi {
    public void SignatureSpi$ecDSASha3_256();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDSASha3_384.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDSASha3_384 extends SignatureSpi {
    public void SignatureSpi$ecDSASha3_384();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDSASha3_512.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDSASha3_512 extends SignatureSpi {
    public void SignatureSpi$ecDSASha3_512();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDSAnone.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDSAnone extends SignatureSpi {
    public void SignatureSpi$ecDSAnone();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDetDSA.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDetDSA extends SignatureSpi {
    public void SignatureSpi$ecDetDSA();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDetDSA224.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDetDSA224 extends SignatureSpi {
    public void SignatureSpi$ecDetDSA224();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDetDSA256.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDetDSA256 extends SignatureSpi {
    public void SignatureSpi$ecDetDSA256();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDetDSA384.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDetDSA384 extends SignatureSpi {
    public void SignatureSpi$ecDetDSA384();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDetDSA512.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDetDSA512 extends SignatureSpi {
    public void SignatureSpi$ecDetDSA512();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDetDSASha3_224.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDetDSASha3_224 extends SignatureSpi {
    public void SignatureSpi$ecDetDSASha3_224();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDetDSASha3_256.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDetDSASha3_256 extends SignatureSpi {
    public void SignatureSpi$ecDetDSASha3_256();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDetDSASha3_384.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDetDSASha3_384 extends SignatureSpi {
    public void SignatureSpi$ecDetDSASha3_384();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecDetDSASha3_512.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecDetDSASha3_512 extends SignatureSpi {
    public void SignatureSpi$ecDetDSASha3_512();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecNR.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecNR extends SignatureSpi {
    public void SignatureSpi$ecNR();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecNR224.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecNR224 extends SignatureSpi {
    public void SignatureSpi$ecNR224();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecNR256.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecNR256 extends SignatureSpi {
    public void SignatureSpi$ecNR256();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecNR384.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecNR384 extends SignatureSpi {
    public void SignatureSpi$ecNR384();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecNR512.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecNR512 extends SignatureSpi {
    public void SignatureSpi$ecNR512();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi$ecPlainDSARP160.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi$ecPlainDSARP160 extends SignatureSpi {
    public void SignatureSpi$ecPlainDSARP160();
}










org/bouncycastle/jcajce/provider/asymmetric/ec/SignatureSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ec;
public synchronized class SignatureSpi extends org.bouncycastle.jcajce.provider.asymmetric.util.DSABase {
    void SignatureSpi(org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.DSA, org.bouncycastle.jcajce.provider.asymmetric.util.DSAEncoder);
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost/BCECGOST3410PrivateKey.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost;
public synchronized class BCECGOST3410PrivateKey implements java.security.interfaces.ECPrivateKey, org.bouncycastle.jce.interfaces.ECPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier, org.bouncycastle.jce.interfaces.ECPointEncoder {
    static final long serialVersionUID = 7245981689601667138;
    private String algorithm;
    private boolean withCompression;
    private transient org.bouncycastle.asn1.ASN1Encodable gostParams;
    private transient java.math.BigInteger d;
    private transient java.security.spec.ECParameterSpec ecSpec;
    private transient org.bouncycastle.asn1.DERBitString publicKey;
    private transient org.bouncycastle.jcajce.provider.asymmetric.util.PKCS12BagAttributeCarrierImpl attrCarrier;
    protected void BCECGOST3410PrivateKey();
    public void BCECGOST3410PrivateKey(java.security.interfaces.ECPrivateKey);
    public void BCECGOST3410PrivateKey(org.bouncycastle.jce.spec.ECPrivateKeySpec);
    public void BCECGOST3410PrivateKey(java.security.spec.ECPrivateKeySpec);
    public void BCECGOST3410PrivateKey(BCECGOST3410PrivateKey);
    public void BCECGOST3410PrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters, BCECGOST3410PublicKey, java.security.spec.ECParameterSpec);
    public void BCECGOST3410PrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters, BCECGOST3410PublicKey, org.bouncycastle.jce.spec.ECParameterSpec);
    public void BCECGOST3410PrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters);
    void BCECGOST3410PrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    private void populateFromPrivKeyInfo(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    private void extractBytes(byte[], int, java.math.BigInteger);
    public java.security.spec.ECParameterSpec getParams();
    public org.bouncycastle.jce.spec.ECParameterSpec getParameters();
    org.bouncycastle.jce.spec.ECParameterSpec engineGetSpec();
    public java.math.BigInteger getS();
    public java.math.BigInteger getD();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    public void setPointFormat(String);
    public boolean equals(Object);
    public int hashCode();
    public String toString();
    private org.bouncycastle.asn1.DERBitString getPublicKeyDetails(BCECGOST3410PublicKey);
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost/BCECGOST3410PublicKey.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost;
public synchronized class BCECGOST3410PublicKey implements java.security.interfaces.ECPublicKey, org.bouncycastle.jce.interfaces.ECPublicKey, org.bouncycastle.jce.interfaces.ECPointEncoder {
    static final long serialVersionUID = 7026240464295649314;
    private String algorithm;
    private boolean withCompression;
    private transient org.bouncycastle.crypto.params.ECPublicKeyParameters ecPublicKey;
    private transient java.security.spec.ECParameterSpec ecSpec;
    private transient org.bouncycastle.asn1.ASN1Encodable gostParams;
    public void BCECGOST3410PublicKey(BCECGOST3410PublicKey);
    public void BCECGOST3410PublicKey(java.security.spec.ECPublicKeySpec);
    public void BCECGOST3410PublicKey(org.bouncycastle.jce.spec.ECPublicKeySpec, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCECGOST3410PublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters, java.security.spec.ECParameterSpec);
    public void BCECGOST3410PublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters, org.bouncycastle.jce.spec.ECParameterSpec);
    public void BCECGOST3410PublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters);
    private java.security.spec.ECParameterSpec createSpec(java.security.spec.EllipticCurve, org.bouncycastle.crypto.params.ECDomainParameters);
    public void BCECGOST3410PublicKey(java.security.interfaces.ECPublicKey);
    void BCECGOST3410PublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    private void populateFromPubKeyInfo(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    private void extractBytes(byte[], int, java.math.BigInteger);
    public java.security.spec.ECParameterSpec getParams();
    public org.bouncycastle.jce.spec.ECParameterSpec getParameters();
    public java.security.spec.ECPoint getW();
    public org.bouncycastle.math.ec.ECPoint getQ();
    org.bouncycastle.crypto.params.ECPublicKeyParameters engineGetKeyParameters();
    org.bouncycastle.jce.spec.ECParameterSpec engineGetSpec();
    public String toString();
    public void setPointFormat(String);
    public boolean equals(Object);
    public int hashCode();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
    org.bouncycastle.asn1.ASN1Encodable getGostParams();
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost/KeyAgreementSpi$1.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost;
synchronized class KeyAgreementSpi$1 extends java.security.InvalidKeyException {
    void KeyAgreementSpi$1(KeyAgreementSpi, String, Exception);
    public Throwable getCause();
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost/KeyAgreementSpi$ECVKO.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost;
public synchronized class KeyAgreementSpi$ECVKO extends KeyAgreementSpi {
    public void KeyAgreementSpi$ECVKO();
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost/KeyAgreementSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost;
public synchronized class KeyAgreementSpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseAgreementSpi {
    private static final org.bouncycastle.asn1.x9.X9IntegerConverter converter;
    private String kaAlgorithm;
    private org.bouncycastle.crypto.params.ECDomainParameters parameters;
    private org.bouncycastle.crypto.agreement.ECVKOAgreement agreement;
    private byte[] result;
    protected void KeyAgreementSpi(String, org.bouncycastle.crypto.agreement.ECVKOAgreement, org.bouncycastle.crypto.DerivationFunction);
    protected java.security.Key engineDoPhase(java.security.Key, boolean) throws java.security.InvalidKeyException, IllegalStateException;
    protected void engineInit(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    private void initFromKey(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException;
    private static String getSimpleName(Class);
    protected byte[] calcSecret();
    static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost/KeyFactorySpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost;
public synchronized class KeyFactorySpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseKeyFactorySpi {
    public void KeyFactorySpi();
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    protected java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost/KeyPairGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost;
public synchronized class KeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    Object ecParams;
    org.bouncycastle.crypto.generators.ECKeyPairGenerator engine;
    String algorithm;
    org.bouncycastle.crypto.params.ECKeyGenerationParameters param;
    int strength;
    java.security.SecureRandom random;
    boolean initialised;
    public void KeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost/SignatureSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost;
public synchronized class SignatureSpi extends java.security.SignatureSpi implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.crypto.DSA signer;
    public void SignatureSpi();
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
    static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost12/BCECGOST3410_2012PrivateKey.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost12;
public synchronized class BCECGOST3410_2012PrivateKey implements java.security.interfaces.ECPrivateKey, org.bouncycastle.jce.interfaces.ECPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier, org.bouncycastle.jce.interfaces.ECPointEncoder {
    static final long serialVersionUID = 7245981689601667138;
    private String algorithm;
    private boolean withCompression;
    private transient org.bouncycastle.asn1.cryptopro.GOST3410PublicKeyAlgParameters gostParams;
    private transient java.math.BigInteger d;
    private transient java.security.spec.ECParameterSpec ecSpec;
    private transient org.bouncycastle.asn1.DERBitString publicKey;
    private transient org.bouncycastle.jcajce.provider.asymmetric.util.PKCS12BagAttributeCarrierImpl attrCarrier;
    protected void BCECGOST3410_2012PrivateKey();
    public void BCECGOST3410_2012PrivateKey(java.security.interfaces.ECPrivateKey);
    public void BCECGOST3410_2012PrivateKey(org.bouncycastle.jce.spec.ECPrivateKeySpec);
    public void BCECGOST3410_2012PrivateKey(java.security.spec.ECPrivateKeySpec);
    public void BCECGOST3410_2012PrivateKey(BCECGOST3410_2012PrivateKey);
    public void BCECGOST3410_2012PrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters, BCECGOST3410_2012PublicKey, java.security.spec.ECParameterSpec);
    public void BCECGOST3410_2012PrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters, BCECGOST3410_2012PublicKey, org.bouncycastle.jce.spec.ECParameterSpec);
    public void BCECGOST3410_2012PrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters);
    void BCECGOST3410_2012PrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    private void populateFromPrivKeyInfo(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    private void extractBytes(byte[], int, int, java.math.BigInteger);
    public java.security.spec.ECParameterSpec getParams();
    public org.bouncycastle.jce.spec.ECParameterSpec getParameters();
    org.bouncycastle.jce.spec.ECParameterSpec engineGetSpec();
    public java.math.BigInteger getS();
    public java.math.BigInteger getD();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    public void setPointFormat(String);
    public boolean equals(Object);
    public int hashCode();
    public String toString();
    private org.bouncycastle.asn1.DERBitString getPublicKeyDetails(BCECGOST3410_2012PublicKey);
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost12/BCECGOST3410_2012PublicKey.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost12;
public synchronized class BCECGOST3410_2012PublicKey implements java.security.interfaces.ECPublicKey, org.bouncycastle.jce.interfaces.ECPublicKey, org.bouncycastle.jce.interfaces.ECPointEncoder {
    static final long serialVersionUID = 7026240464295649314;
    private String algorithm;
    private boolean withCompression;
    private transient org.bouncycastle.crypto.params.ECPublicKeyParameters ecPublicKey;
    private transient java.security.spec.ECParameterSpec ecSpec;
    private transient org.bouncycastle.asn1.cryptopro.GOST3410PublicKeyAlgParameters gostParams;
    public void BCECGOST3410_2012PublicKey(BCECGOST3410_2012PublicKey);
    public void BCECGOST3410_2012PublicKey(java.security.spec.ECPublicKeySpec);
    public void BCECGOST3410_2012PublicKey(org.bouncycastle.jce.spec.ECPublicKeySpec, org.bouncycastle.jcajce.provider.config.ProviderConfiguration);
    public void BCECGOST3410_2012PublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters, java.security.spec.ECParameterSpec);
    public void BCECGOST3410_2012PublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters, org.bouncycastle.jce.spec.ECParameterSpec);
    public void BCECGOST3410_2012PublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters);
    private java.security.spec.ECParameterSpec createSpec(java.security.spec.EllipticCurve, org.bouncycastle.crypto.params.ECDomainParameters);
    public void BCECGOST3410_2012PublicKey(java.security.interfaces.ECPublicKey);
    void BCECGOST3410_2012PublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    private void populateFromPubKeyInfo(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    private void extractBytes(byte[], int, int, java.math.BigInteger);
    public java.security.spec.ECParameterSpec getParams();
    public org.bouncycastle.jce.spec.ECParameterSpec getParameters();
    public java.security.spec.ECPoint getW();
    public org.bouncycastle.math.ec.ECPoint getQ();
    org.bouncycastle.crypto.params.ECPublicKeyParameters engineGetKeyParameters();
    org.bouncycastle.jce.spec.ECParameterSpec engineGetSpec();
    public String toString();
    public void setPointFormat(String);
    public boolean equals(Object);
    public int hashCode();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
    public org.bouncycastle.asn1.cryptopro.GOST3410PublicKeyAlgParameters getGostParams();
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost12/ECGOST2012SignatureSpi256.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost12;
public synchronized class ECGOST2012SignatureSpi256 extends java.security.SignatureSpi implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.crypto.DSA signer;
    private int size;
    private int halfSize;
    public void ECGOST2012SignatureSpi256();
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
    static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost12/ECGOST2012SignatureSpi512.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost12;
public synchronized class ECGOST2012SignatureSpi512 extends java.security.SignatureSpi implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.crypto.DSA signer;
    private int size;
    private int halfSize;
    public void ECGOST2012SignatureSpi512();
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
    static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost12/KeyAgreementSpi$1.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost12;
synchronized class KeyAgreementSpi$1 extends java.security.InvalidKeyException {
    void KeyAgreementSpi$1(KeyAgreementSpi, String, Exception);
    public Throwable getCause();
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost12/KeyAgreementSpi$ECVKO256.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost12;
public synchronized class KeyAgreementSpi$ECVKO256 extends KeyAgreementSpi {
    public void KeyAgreementSpi$ECVKO256();
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost12/KeyAgreementSpi$ECVKO512.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost12;
public synchronized class KeyAgreementSpi$ECVKO512 extends KeyAgreementSpi {
    public void KeyAgreementSpi$ECVKO512();
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost12/KeyAgreementSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost12;
public synchronized class KeyAgreementSpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseAgreementSpi {
    private static final org.bouncycastle.asn1.x9.X9IntegerConverter converter;
    private String kaAlgorithm;
    private org.bouncycastle.crypto.params.ECDomainParameters parameters;
    private org.bouncycastle.crypto.agreement.ECVKOAgreement agreement;
    private byte[] result;
    protected void KeyAgreementSpi(String, org.bouncycastle.crypto.agreement.ECVKOAgreement, org.bouncycastle.crypto.DerivationFunction);
    protected java.security.Key engineDoPhase(java.security.Key, boolean) throws java.security.InvalidKeyException, IllegalStateException;
    protected void engineInit(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    private void initFromKey(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException;
    private static String getSimpleName(Class);
    static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected byte[] calcSecret();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost12/KeyFactorySpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost12;
public synchronized class KeyFactorySpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseKeyFactorySpi {
    public void KeyFactorySpi();
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    protected java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
    private boolean isValid(org.bouncycastle.asn1.ASN1ObjectIdentifier);
}










org/bouncycastle/jcajce/provider/asymmetric/ecgost12/KeyPairGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ecgost12;
public synchronized class KeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    Object ecParams;
    org.bouncycastle.crypto.generators.ECKeyPairGenerator engine;
    String algorithm;
    org.bouncycastle.crypto.params.ECKeyGenerationParameters param;
    int strength;
    java.security.SecureRandom random;
    boolean initialised;
    public void KeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
}










org/bouncycastle/jcajce/provider/asymmetric/elgamal/AlgorithmParameterGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.elgamal;
public synchronized class AlgorithmParameterGeneratorSpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseAlgorithmParameterGeneratorSpi {
    protected java.security.SecureRandom random;
    protected int strength;
    private int l;
    public void AlgorithmParameterGeneratorSpi();
    protected void engineInit(int, java.security.SecureRandom);
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/asymmetric/elgamal/AlgorithmParametersSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.elgamal;
public synchronized class AlgorithmParametersSpi extends org.bouncycastle.jcajce.provider.symmetric.util.BaseAlgorithmParameters {
    org.bouncycastle.jce.spec.ElGamalParameterSpec currentSpec;
    public void AlgorithmParametersSpi();
    protected byte[] engineGetEncoded();
    protected byte[] engineGetEncoded(String);
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/asymmetric/elgamal/BCElGamalPrivateKey.class


package org.bouncycastle.jcajce.provider.asymmetric.elgamal;
public synchronized class BCElGamalPrivateKey implements org.bouncycastle.jce.interfaces.ElGamalPrivateKey, javax.crypto.interfaces.DHPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier {
    static final long serialVersionUID = 4819350091141529678;
    private java.math.BigInteger x;
    private transient org.bouncycastle.jce.spec.ElGamalParameterSpec elSpec;
    private transient org.bouncycastle.jcajce.provider.asymmetric.util.PKCS12BagAttributeCarrierImpl attrCarrier;
    protected void BCElGamalPrivateKey();
    void BCElGamalPrivateKey(org.bouncycastle.jce.interfaces.ElGamalPrivateKey);
    void BCElGamalPrivateKey(javax.crypto.interfaces.DHPrivateKey);
    void BCElGamalPrivateKey(org.bouncycastle.jce.spec.ElGamalPrivateKeySpec);
    void BCElGamalPrivateKey(javax.crypto.spec.DHPrivateKeySpec);
    void BCElGamalPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    void BCElGamalPrivateKey(org.bouncycastle.crypto.params.ElGamalPrivateKeyParameters);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public org.bouncycastle.jce.spec.ElGamalParameterSpec getParameters();
    public javax.crypto.spec.DHParameterSpec getParams();
    public java.math.BigInteger getX();
    public boolean equals(Object);
    public int hashCode();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
}










org/bouncycastle/jcajce/provider/asymmetric/elgamal/BCElGamalPublicKey.class


package org.bouncycastle.jcajce.provider.asymmetric.elgamal;
public synchronized class BCElGamalPublicKey implements org.bouncycastle.jce.interfaces.ElGamalPublicKey, javax.crypto.interfaces.DHPublicKey {
    static final long serialVersionUID = 8712728417091216948;
    private java.math.BigInteger y;
    private transient org.bouncycastle.jce.spec.ElGamalParameterSpec elSpec;
    void BCElGamalPublicKey(org.bouncycastle.jce.spec.ElGamalPublicKeySpec);
    void BCElGamalPublicKey(javax.crypto.spec.DHPublicKeySpec);
    void BCElGamalPublicKey(org.bouncycastle.jce.interfaces.ElGamalPublicKey);
    void BCElGamalPublicKey(javax.crypto.interfaces.DHPublicKey);
    void BCElGamalPublicKey(org.bouncycastle.crypto.params.ElGamalPublicKeyParameters);
    void BCElGamalPublicKey(java.math.BigInteger, org.bouncycastle.jce.spec.ElGamalParameterSpec);
    void BCElGamalPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public org.bouncycastle.jce.spec.ElGamalParameterSpec getParameters();
    public javax.crypto.spec.DHParameterSpec getParams();
    public java.math.BigInteger getY();
    public int hashCode();
    public boolean equals(Object);
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/elgamal/CipherSpi$NoPadding.class


package org.bouncycastle.jcajce.provider.asymmetric.elgamal;
public synchronized class CipherSpi$NoPadding extends CipherSpi {
    public void CipherSpi$NoPadding();
}










org/bouncycastle/jcajce/provider/asymmetric/elgamal/CipherSpi$PKCS1v1_5Padding.class


package org.bouncycastle.jcajce.provider.asymmetric.elgamal;
public synchronized class CipherSpi$PKCS1v1_5Padding extends CipherSpi {
    public void CipherSpi$PKCS1v1_5Padding();
}










org/bouncycastle/jcajce/provider/asymmetric/elgamal/CipherSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.elgamal;
public synchronized class CipherSpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseCipherSpi {
    private org.bouncycastle.crypto.AsymmetricBlockCipher cipher;
    private java.security.spec.AlgorithmParameterSpec paramSpec;
    private java.security.AlgorithmParameters engineParams;
    private org.bouncycastle.jcajce.provider.asymmetric.util.BaseCipherSpi$ErasableOutputStream bOut;
    public void CipherSpi(org.bouncycastle.crypto.AsymmetricBlockCipher);
    private void initFromSpec(javax.crypto.spec.OAEPParameterSpec) throws javax.crypto.NoSuchPaddingException;
    protected int engineGetBlockSize();
    protected int engineGetKeySize(java.security.Key);
    protected int engineGetOutputSize(int);
    protected java.security.AlgorithmParameters engineGetParameters();
    protected void engineSetMode(String) throws java.security.NoSuchAlgorithmException;
    protected void engineSetPadding(String) throws javax.crypto.NoSuchPaddingException;
    protected void engineInit(int, java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(int, java.security.Key, java.security.AlgorithmParameters, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(int, java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected byte[] engineUpdate(byte[], int, int);
    protected int engineUpdate(byte[], int, int, byte[], int);
    protected byte[] engineDoFinal(byte[], int, int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    protected int engineDoFinal(byte[], int, int, byte[], int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException, javax.crypto.ShortBufferException;
    private byte[] getOutput() throws javax.crypto.BadPaddingException;
}










org/bouncycastle/jcajce/provider/asymmetric/elgamal/ElGamalUtil.class


package org.bouncycastle.jcajce.provider.asymmetric.elgamal;
public synchronized class ElGamalUtil {
    public void ElGamalUtil();
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePrivateKeyParameter(java.security.PrivateKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/jcajce/provider/asymmetric/elgamal/KeyFactorySpi.class


package org.bouncycastle.jcajce.provider.asymmetric.elgamal;
public synchronized class KeyFactorySpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseKeyFactorySpi {
    public void KeyFactorySpi();
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    protected java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/elgamal/KeyPairGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.elgamal;
public synchronized class KeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    org.bouncycastle.crypto.params.ElGamalKeyGenerationParameters param;
    org.bouncycastle.crypto.generators.ElGamalKeyPairGenerator engine;
    int strength;
    int certainty;
    java.security.SecureRandom random;
    boolean initialised;
    public void KeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
}










org/bouncycastle/jcajce/provider/asymmetric/gost/AlgorithmParameterGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.gost;
public abstract synchronized class AlgorithmParameterGeneratorSpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseAlgorithmParameterGeneratorSpi {
    protected java.security.SecureRandom random;
    protected int strength;
    public void AlgorithmParameterGeneratorSpi();
    protected void engineInit(int, java.security.SecureRandom);
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/asymmetric/gost/AlgorithmParametersSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.gost;
public synchronized class AlgorithmParametersSpi extends java.security.AlgorithmParametersSpi {
    org.bouncycastle.jce.spec.GOST3410ParameterSpec currentSpec;
    public void AlgorithmParametersSpi();
    protected boolean isASN1FormatString(String);
    protected java.security.spec.AlgorithmParameterSpec engineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected byte[] engineGetEncoded();
    protected byte[] engineGetEncoded(String);
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/asymmetric/gost/BCGOST3410PrivateKey.class


package org.bouncycastle.jcajce.provider.asymmetric.gost;
public synchronized class BCGOST3410PrivateKey implements org.bouncycastle.jce.interfaces.GOST3410PrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier {
    static final long serialVersionUID = 8581661527592305464;
    private java.math.BigInteger x;
    private transient org.bouncycastle.jce.interfaces.GOST3410Params gost3410Spec;
    private transient org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier attrCarrier;
    protected void BCGOST3410PrivateKey();
    void BCGOST3410PrivateKey(org.bouncycastle.jce.interfaces.GOST3410PrivateKey);
    void BCGOST3410PrivateKey(org.bouncycastle.jce.spec.GOST3410PrivateKeySpec);
    void BCGOST3410PrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    void BCGOST3410PrivateKey(org.bouncycastle.crypto.params.GOST3410PrivateKeyParameters, org.bouncycastle.jce.spec.GOST3410ParameterSpec);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public org.bouncycastle.jce.interfaces.GOST3410Params getParameters();
    public java.math.BigInteger getX();
    public boolean equals(Object);
    private boolean compareObj(Object, Object);
    public int hashCode();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/gost/BCGOST3410PublicKey.class


package org.bouncycastle.jcajce.provider.asymmetric.gost;
public synchronized class BCGOST3410PublicKey implements org.bouncycastle.jce.interfaces.GOST3410PublicKey {
    static final long serialVersionUID = -6251023343619275990;
    private java.math.BigInteger y;
    private transient org.bouncycastle.jce.interfaces.GOST3410Params gost3410Spec;
    void BCGOST3410PublicKey(org.bouncycastle.jce.spec.GOST3410PublicKeySpec);
    void BCGOST3410PublicKey(org.bouncycastle.jce.interfaces.GOST3410PublicKey);
    void BCGOST3410PublicKey(org.bouncycastle.crypto.params.GOST3410PublicKeyParameters, org.bouncycastle.jce.spec.GOST3410ParameterSpec);
    void BCGOST3410PublicKey(java.math.BigInteger, org.bouncycastle.jce.spec.GOST3410ParameterSpec);
    void BCGOST3410PublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public org.bouncycastle.jce.interfaces.GOST3410Params getParameters();
    public java.math.BigInteger getY();
    public String toString();
    public boolean equals(Object);
    public int hashCode();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/gost/KeyFactorySpi.class


package org.bouncycastle.jcajce.provider.asymmetric.gost;
public synchronized class KeyFactorySpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseKeyFactorySpi {
    public void KeyFactorySpi();
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    protected java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/gost/KeyPairGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.gost;
public synchronized class KeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    org.bouncycastle.crypto.params.GOST3410KeyGenerationParameters param;
    org.bouncycastle.crypto.generators.GOST3410KeyPairGenerator engine;
    org.bouncycastle.jce.spec.GOST3410ParameterSpec gost3410Params;
    int strength;
    java.security.SecureRandom random;
    boolean initialised;
    public void KeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    private void init(org.bouncycastle.jce.spec.GOST3410ParameterSpec, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
}










org/bouncycastle/jcajce/provider/asymmetric/gost/SignatureSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.gost;
public synchronized class SignatureSpi extends java.security.SignatureSpi implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.crypto.DSA signer;
    private java.security.SecureRandom random;
    public void SignatureSpi();
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
}










org/bouncycastle/jcajce/provider/asymmetric/ies/AlgorithmParametersSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.ies;
public synchronized class AlgorithmParametersSpi extends java.security.AlgorithmParametersSpi {
    org.bouncycastle.jce.spec.IESParameterSpec currentSpec;
    public void AlgorithmParametersSpi();
    protected boolean isASN1FormatString(String);
    protected java.security.spec.AlgorithmParameterSpec engineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected byte[] engineGetEncoded();
    protected byte[] engineGetEncoded(String);
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/AlgorithmParametersSpi$OAEP.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class AlgorithmParametersSpi$OAEP extends AlgorithmParametersSpi {
    javax.crypto.spec.OAEPParameterSpec currentSpec;
    public void AlgorithmParametersSpi$OAEP();
    protected byte[] engineGetEncoded();
    protected byte[] engineGetEncoded(String);
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/AlgorithmParametersSpi$PSS.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class AlgorithmParametersSpi$PSS extends AlgorithmParametersSpi {
    java.security.spec.PSSParameterSpec currentSpec;
    public void AlgorithmParametersSpi$PSS();
    protected byte[] engineGetEncoded() throws java.io.IOException;
    protected byte[] engineGetEncoded(String) throws java.io.IOException;
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/AlgorithmParametersSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public abstract synchronized class AlgorithmParametersSpi extends java.security.AlgorithmParametersSpi {
    public void AlgorithmParametersSpi();
    protected boolean isASN1FormatString(String);
    protected java.security.spec.AlgorithmParameterSpec engineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected abstract java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/BCRSAPrivateCrtKey.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class BCRSAPrivateCrtKey extends BCRSAPrivateKey implements java.security.interfaces.RSAPrivateCrtKey {
    static final long serialVersionUID = 7834723820638524718;
    private java.math.BigInteger publicExponent;
    private java.math.BigInteger primeP;
    private java.math.BigInteger primeQ;
    private java.math.BigInteger primeExponentP;
    private java.math.BigInteger primeExponentQ;
    private java.math.BigInteger crtCoefficient;
    void BCRSAPrivateCrtKey(org.bouncycastle.crypto.params.RSAPrivateCrtKeyParameters);
    void BCRSAPrivateCrtKey(java.security.spec.RSAPrivateCrtKeySpec);
    void BCRSAPrivateCrtKey(java.security.interfaces.RSAPrivateCrtKey);
    void BCRSAPrivateCrtKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    void BCRSAPrivateCrtKey(org.bouncycastle.asn1.pkcs.RSAPrivateKey);
    public String getFormat();
    public byte[] getEncoded();
    public java.math.BigInteger getPublicExponent();
    public java.math.BigInteger getPrimeP();
    public java.math.BigInteger getPrimeQ();
    public java.math.BigInteger getPrimeExponentP();
    public java.math.BigInteger getPrimeExponentQ();
    public java.math.BigInteger getCrtCoefficient();
    public int hashCode();
    public boolean equals(Object);
    public String toString();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/BCRSAPrivateKey.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class BCRSAPrivateKey implements java.security.interfaces.RSAPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier {
    static final long serialVersionUID = 5110188922551353628;
    private static java.math.BigInteger ZERO;
    protected java.math.BigInteger modulus;
    protected java.math.BigInteger privateExponent;
    private transient org.bouncycastle.jcajce.provider.asymmetric.util.PKCS12BagAttributeCarrierImpl attrCarrier;
    protected void BCRSAPrivateKey();
    void BCRSAPrivateKey(org.bouncycastle.crypto.params.RSAKeyParameters);
    void BCRSAPrivateKey(java.security.spec.RSAPrivateKeySpec);
    void BCRSAPrivateKey(java.security.interfaces.RSAPrivateKey);
    void BCRSAPrivateKey(org.bouncycastle.asn1.pkcs.RSAPrivateKey);
    public java.math.BigInteger getModulus();
    public java.math.BigInteger getPrivateExponent();
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public boolean equals(Object);
    public int hashCode();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/BCRSAPublicKey.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class BCRSAPublicKey implements java.security.interfaces.RSAPublicKey {
    private static final org.bouncycastle.asn1.x509.AlgorithmIdentifier DEFAULT_ALGORITHM_IDENTIFIER;
    static final long serialVersionUID = 2675817738516720772;
    private java.math.BigInteger modulus;
    private java.math.BigInteger publicExponent;
    private transient org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmIdentifier;
    void BCRSAPublicKey(org.bouncycastle.crypto.params.RSAKeyParameters);
    void BCRSAPublicKey(java.security.spec.RSAPublicKeySpec);
    void BCRSAPublicKey(java.security.interfaces.RSAPublicKey);
    void BCRSAPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    private void populateFromPublicKeyInfo(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public java.math.BigInteger getModulus();
    public java.math.BigInteger getPublicExponent();
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public int hashCode();
    public boolean equals(Object);
    public String toString();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/CipherSpi$ISO9796d1Padding.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class CipherSpi$ISO9796d1Padding extends CipherSpi {
    public void CipherSpi$ISO9796d1Padding();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/CipherSpi$NoPadding.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class CipherSpi$NoPadding extends CipherSpi {
    public void CipherSpi$NoPadding();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/CipherSpi$OAEPPadding.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class CipherSpi$OAEPPadding extends CipherSpi {
    public void CipherSpi$OAEPPadding();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/CipherSpi$PKCS1v1_5Padding.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class CipherSpi$PKCS1v1_5Padding extends CipherSpi {
    public void CipherSpi$PKCS1v1_5Padding();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/CipherSpi$PKCS1v1_5Padding_PrivateOnly.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class CipherSpi$PKCS1v1_5Padding_PrivateOnly extends CipherSpi {
    public void CipherSpi$PKCS1v1_5Padding_PrivateOnly();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/CipherSpi$PKCS1v1_5Padding_PublicOnly.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class CipherSpi$PKCS1v1_5Padding_PublicOnly extends CipherSpi {
    public void CipherSpi$PKCS1v1_5Padding_PublicOnly();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/CipherSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class CipherSpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseCipherSpi {
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private org.bouncycastle.crypto.AsymmetricBlockCipher cipher;
    private java.security.spec.AlgorithmParameterSpec paramSpec;
    private java.security.AlgorithmParameters engineParams;
    private boolean publicKeyOnly;
    private boolean privateKeyOnly;
    private org.bouncycastle.jcajce.provider.asymmetric.util.BaseCipherSpi$ErasableOutputStream bOut;
    public void CipherSpi(org.bouncycastle.crypto.AsymmetricBlockCipher);
    public void CipherSpi(javax.crypto.spec.OAEPParameterSpec);
    public void CipherSpi(boolean, boolean, org.bouncycastle.crypto.AsymmetricBlockCipher);
    private void initFromSpec(javax.crypto.spec.OAEPParameterSpec) throws javax.crypto.NoSuchPaddingException;
    protected int engineGetBlockSize();
    protected int engineGetKeySize(java.security.Key);
    protected int engineGetOutputSize(int);
    protected java.security.AlgorithmParameters engineGetParameters();
    protected void engineSetMode(String) throws java.security.NoSuchAlgorithmException;
    protected void engineSetPadding(String) throws javax.crypto.NoSuchPaddingException;
    protected void engineInit(int, java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(int, java.security.Key, java.security.AlgorithmParameters, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(int, java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected byte[] engineUpdate(byte[], int, int);
    protected int engineUpdate(byte[], int, int, byte[], int);
    protected byte[] engineDoFinal(byte[], int, int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    protected int engineDoFinal(byte[], int, int, byte[], int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException, javax.crypto.ShortBufferException;
    private byte[] getOutput() throws javax.crypto.BadPaddingException;
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$MD2.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$MD2 extends DigestSignatureSpi {
    public void DigestSignatureSpi$MD2();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$MD4.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$MD4 extends DigestSignatureSpi {
    public void DigestSignatureSpi$MD4();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$MD5.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$MD5 extends DigestSignatureSpi {
    public void DigestSignatureSpi$MD5();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$RIPEMD128.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$RIPEMD128 extends DigestSignatureSpi {
    public void DigestSignatureSpi$RIPEMD128();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$RIPEMD160.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$RIPEMD160 extends DigestSignatureSpi {
    public void DigestSignatureSpi$RIPEMD160();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$RIPEMD256.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$RIPEMD256 extends DigestSignatureSpi {
    public void DigestSignatureSpi$RIPEMD256();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$SHA1.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$SHA1 extends DigestSignatureSpi {
    public void DigestSignatureSpi$SHA1();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$SHA224.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$SHA224 extends DigestSignatureSpi {
    public void DigestSignatureSpi$SHA224();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$SHA256.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$SHA256 extends DigestSignatureSpi {
    public void DigestSignatureSpi$SHA256();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$SHA384.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$SHA384 extends DigestSignatureSpi {
    public void DigestSignatureSpi$SHA384();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$SHA3_224.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$SHA3_224 extends DigestSignatureSpi {
    public void DigestSignatureSpi$SHA3_224();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$SHA3_256.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$SHA3_256 extends DigestSignatureSpi {
    public void DigestSignatureSpi$SHA3_256();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$SHA3_384.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$SHA3_384 extends DigestSignatureSpi {
    public void DigestSignatureSpi$SHA3_384();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$SHA3_512.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$SHA3_512 extends DigestSignatureSpi {
    public void DigestSignatureSpi$SHA3_512();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$SHA512.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$SHA512 extends DigestSignatureSpi {
    public void DigestSignatureSpi$SHA512();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$SHA512_224.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$SHA512_224 extends DigestSignatureSpi {
    public void DigestSignatureSpi$SHA512_224();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$SHA512_256.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$SHA512_256 extends DigestSignatureSpi {
    public void DigestSignatureSpi$SHA512_256();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi$noneRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi$noneRSA extends DigestSignatureSpi {
    public void DigestSignatureSpi$noneRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/DigestSignatureSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class DigestSignatureSpi extends java.security.SignatureSpi {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.crypto.AsymmetricBlockCipher cipher;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algId;
    protected void DigestSignatureSpi(org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.AsymmetricBlockCipher);
    protected void DigestSignatureSpi(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.AsymmetricBlockCipher);
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    private String getType(Object);
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
    protected java.security.AlgorithmParameters engineGetParameters();
    private byte[] derEncode(byte[]) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/ISOSignatureSpi$MD5WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class ISOSignatureSpi$MD5WithRSAEncryption extends ISOSignatureSpi {
    public void ISOSignatureSpi$MD5WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/ISOSignatureSpi$RIPEMD160WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class ISOSignatureSpi$RIPEMD160WithRSAEncryption extends ISOSignatureSpi {
    public void ISOSignatureSpi$RIPEMD160WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/ISOSignatureSpi$SHA1WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class ISOSignatureSpi$SHA1WithRSAEncryption extends ISOSignatureSpi {
    public void ISOSignatureSpi$SHA1WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/ISOSignatureSpi$SHA224WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class ISOSignatureSpi$SHA224WithRSAEncryption extends ISOSignatureSpi {
    public void ISOSignatureSpi$SHA224WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/ISOSignatureSpi$SHA256WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class ISOSignatureSpi$SHA256WithRSAEncryption extends ISOSignatureSpi {
    public void ISOSignatureSpi$SHA256WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/ISOSignatureSpi$SHA384WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class ISOSignatureSpi$SHA384WithRSAEncryption extends ISOSignatureSpi {
    public void ISOSignatureSpi$SHA384WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/ISOSignatureSpi$SHA512WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class ISOSignatureSpi$SHA512WithRSAEncryption extends ISOSignatureSpi {
    public void ISOSignatureSpi$SHA512WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/ISOSignatureSpi$SHA512_224WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class ISOSignatureSpi$SHA512_224WithRSAEncryption extends ISOSignatureSpi {
    public void ISOSignatureSpi$SHA512_224WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/ISOSignatureSpi$SHA512_256WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class ISOSignatureSpi$SHA512_256WithRSAEncryption extends ISOSignatureSpi {
    public void ISOSignatureSpi$SHA512_256WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/ISOSignatureSpi$WhirlpoolWithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class ISOSignatureSpi$WhirlpoolWithRSAEncryption extends ISOSignatureSpi {
    public void ISOSignatureSpi$WhirlpoolWithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/ISOSignatureSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class ISOSignatureSpi extends java.security.SignatureSpi {
    private org.bouncycastle.crypto.signers.ISO9796d2Signer signer;
    protected void ISOSignatureSpi(org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.AsymmetricBlockCipher);
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/KeyFactorySpi.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class KeyFactorySpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseKeyFactorySpi {
    public void KeyFactorySpi();
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    protected java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/KeyPairGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class KeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    static final java.math.BigInteger defaultPublicExponent;
    org.bouncycastle.crypto.params.RSAKeyGenerationParameters param;
    org.bouncycastle.crypto.generators.RSAKeyPairGenerator engine;
    public void KeyPairGeneratorSpi(String);
    public void KeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$NullPssDigest.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
synchronized class PSSSignatureSpi$NullPssDigest implements org.bouncycastle.crypto.Digest {
    private java.io.ByteArrayOutputStream bOut;
    private org.bouncycastle.crypto.Digest baseDigest;
    private boolean oddTime;
    public void PSSSignatureSpi$NullPssDigest(PSSSignatureSpi, org.bouncycastle.crypto.Digest);
    public String getAlgorithmName();
    public int getDigestSize();
    public void update(byte);
    public void update(byte[], int, int);
    public int doFinal(byte[], int);
    public void reset();
    public int getByteLength();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$PSSwithRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$PSSwithRSA extends PSSSignatureSpi {
    public void PSSSignatureSpi$PSSwithRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$SHA1withRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$SHA1withRSA extends PSSSignatureSpi {
    public void PSSSignatureSpi$SHA1withRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$SHA224withRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$SHA224withRSA extends PSSSignatureSpi {
    public void PSSSignatureSpi$SHA224withRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$SHA256withRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$SHA256withRSA extends PSSSignatureSpi {
    public void PSSSignatureSpi$SHA256withRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$SHA384withRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$SHA384withRSA extends PSSSignatureSpi {
    public void PSSSignatureSpi$SHA384withRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$SHA3_224withRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$SHA3_224withRSA extends PSSSignatureSpi {
    public void PSSSignatureSpi$SHA3_224withRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$SHA3_256withRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$SHA3_256withRSA extends PSSSignatureSpi {
    public void PSSSignatureSpi$SHA3_256withRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$SHA3_384withRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$SHA3_384withRSA extends PSSSignatureSpi {
    public void PSSSignatureSpi$SHA3_384withRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$SHA3_512withRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$SHA3_512withRSA extends PSSSignatureSpi {
    public void PSSSignatureSpi$SHA3_512withRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$SHA512_224withRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$SHA512_224withRSA extends PSSSignatureSpi {
    public void PSSSignatureSpi$SHA512_224withRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$SHA512_256withRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$SHA512_256withRSA extends PSSSignatureSpi {
    public void PSSSignatureSpi$SHA512_256withRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$SHA512withRSA.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$SHA512withRSA extends PSSSignatureSpi {
    public void PSSSignatureSpi$SHA512withRSA();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi$nonePSS.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi$nonePSS extends PSSSignatureSpi {
    public void PSSSignatureSpi$nonePSS();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/PSSSignatureSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class PSSSignatureSpi extends java.security.SignatureSpi {
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private java.security.AlgorithmParameters engineParams;
    private java.security.spec.PSSParameterSpec paramSpec;
    private java.security.spec.PSSParameterSpec originalSpec;
    private org.bouncycastle.crypto.AsymmetricBlockCipher signer;
    private org.bouncycastle.crypto.Digest contentDigest;
    private org.bouncycastle.crypto.Digest mgfDigest;
    private int saltLength;
    private byte trailer;
    private boolean isRaw;
    private org.bouncycastle.crypto.signers.PSSSigner pss;
    private byte getTrailer(int);
    private void setupContentDigest();
    protected void PSSSignatureSpi(org.bouncycastle.crypto.AsymmetricBlockCipher, java.security.spec.PSSParameterSpec);
    protected void PSSSignatureSpi(org.bouncycastle.crypto.AsymmetricBlockCipher, java.security.spec.PSSParameterSpec, boolean);
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGetParameters();
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/RSAUtil.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class RSAUtil {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier[] rsaOids;
    public void RSAUtil();
    public static boolean isRsaOid(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static org.bouncycastle.crypto.params.RSAKeyParameters generatePublicKeyParameter(java.security.interfaces.RSAPublicKey);
    static org.bouncycastle.crypto.params.RSAKeyParameters generatePrivateKeyParameter(java.security.interfaces.RSAPrivateKey);
    static String generateKeyFingerprint(java.math.BigInteger, java.math.BigInteger);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/X931SignatureSpi$RIPEMD128WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class X931SignatureSpi$RIPEMD128WithRSAEncryption extends X931SignatureSpi {
    public void X931SignatureSpi$RIPEMD128WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/X931SignatureSpi$RIPEMD160WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class X931SignatureSpi$RIPEMD160WithRSAEncryption extends X931SignatureSpi {
    public void X931SignatureSpi$RIPEMD160WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/X931SignatureSpi$SHA1WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class X931SignatureSpi$SHA1WithRSAEncryption extends X931SignatureSpi {
    public void X931SignatureSpi$SHA1WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/X931SignatureSpi$SHA224WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class X931SignatureSpi$SHA224WithRSAEncryption extends X931SignatureSpi {
    public void X931SignatureSpi$SHA224WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/X931SignatureSpi$SHA256WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class X931SignatureSpi$SHA256WithRSAEncryption extends X931SignatureSpi {
    public void X931SignatureSpi$SHA256WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/X931SignatureSpi$SHA384WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class X931SignatureSpi$SHA384WithRSAEncryption extends X931SignatureSpi {
    public void X931SignatureSpi$SHA384WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/X931SignatureSpi$SHA512WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class X931SignatureSpi$SHA512WithRSAEncryption extends X931SignatureSpi {
    public void X931SignatureSpi$SHA512WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/X931SignatureSpi$SHA512_224WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class X931SignatureSpi$SHA512_224WithRSAEncryption extends X931SignatureSpi {
    public void X931SignatureSpi$SHA512_224WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/X931SignatureSpi$SHA512_256WithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class X931SignatureSpi$SHA512_256WithRSAEncryption extends X931SignatureSpi {
    public void X931SignatureSpi$SHA512_256WithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/X931SignatureSpi$WhirlpoolWithRSAEncryption.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class X931SignatureSpi$WhirlpoolWithRSAEncryption extends X931SignatureSpi {
    public void X931SignatureSpi$WhirlpoolWithRSAEncryption();
}










org/bouncycastle/jcajce/provider/asymmetric/rsa/X931SignatureSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.rsa;
public synchronized class X931SignatureSpi extends java.security.SignatureSpi {
    private org.bouncycastle.crypto.signers.X931Signer signer;
    protected void X931SignatureSpi(org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.AsymmetricBlockCipher);
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
}










org/bouncycastle/jcajce/provider/asymmetric/util/BaseAgreementSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public abstract synchronized class BaseAgreementSpi extends javax.crypto.KeyAgreementSpi {
    private static final java.util.Map defaultOids;
    private static final java.util.Map keySizes;
    private static final java.util.Map nameTable;
    private static final java.util.Hashtable oids;
    private static final java.util.Hashtable des;
    protected final String kaAlgorithm;
    protected final org.bouncycastle.crypto.DerivationFunction kdf;
    protected byte[] ukmParameters;
    public void BaseAgreementSpi(String, org.bouncycastle.crypto.DerivationFunction);
    protected static String getAlgorithm(String);
    protected static int getKeySize(String);
    protected static byte[] trimZeroes(byte[]);
    protected byte[] engineGenerateSecret() throws IllegalStateException;
    protected int engineGenerateSecret(byte[], int) throws IllegalStateException, javax.crypto.ShortBufferException;
    protected javax.crypto.SecretKey engineGenerateSecret(String) throws java.security.NoSuchAlgorithmException;
    private byte[] getSharedSecretBytes(byte[], String, int) throws java.security.NoSuchAlgorithmException;
    protected abstract byte[] calcSecret();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/util/BaseAlgorithmParameterGeneratorSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public abstract synchronized class BaseAlgorithmParameterGeneratorSpi extends java.security.AlgorithmParameterGeneratorSpi {
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    public void BaseAlgorithmParameterGeneratorSpi();
    protected final java.security.AlgorithmParameters createParametersInstance(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
}










org/bouncycastle/jcajce/provider/asymmetric/util/BaseCipherSpi$1.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
synchronized class BaseCipherSpi$1 extends java.security.InvalidKeyException {
    void BaseCipherSpi$1(BaseCipherSpi, String, javax.crypto.BadPaddingException);
    public synchronized Throwable getCause();
}










org/bouncycastle/jcajce/provider/asymmetric/util/BaseCipherSpi$ErasableOutputStream.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public final synchronized class BaseCipherSpi$ErasableOutputStream extends java.io.ByteArrayOutputStream {
    public void BaseCipherSpi$ErasableOutputStream();
    public byte[] getBuf();
    public void erase();
}










org/bouncycastle/jcajce/provider/asymmetric/util/BaseCipherSpi.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public abstract synchronized class BaseCipherSpi extends javax.crypto.CipherSpi {
    private Class[] availableSpecs;
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    protected java.security.AlgorithmParameters engineParams;
    protected org.bouncycastle.crypto.Wrapper wrapEngine;
    private int ivSize;
    private byte[] iv;
    protected void BaseCipherSpi();
    protected int engineGetBlockSize();
    protected byte[] engineGetIV();
    protected int engineGetKeySize(java.security.Key);
    protected int engineGetOutputSize(int);
    protected java.security.AlgorithmParameters engineGetParameters();
    protected final java.security.AlgorithmParameters createParametersInstance(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    protected void engineSetMode(String) throws java.security.NoSuchAlgorithmException;
    protected void engineSetPadding(String) throws javax.crypto.NoSuchPaddingException;
    protected byte[] engineWrap(java.security.Key) throws javax.crypto.IllegalBlockSizeException, java.security.InvalidKeyException;
    protected java.security.Key engineUnwrap(byte[], String, int) throws java.security.InvalidKeyException;
}










org/bouncycastle/jcajce/provider/asymmetric/util/BaseKeyFactorySpi.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public abstract synchronized class BaseKeyFactorySpi extends java.security.KeyFactorySpi implements org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter {
    public void BaseKeyFactorySpi();
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
}










org/bouncycastle/jcajce/provider/asymmetric/util/DESUtil.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public synchronized class DESUtil {
    private static final java.util.Set des;
    public void DESUtil();
    public static boolean isDES(String);
    public static void setOddParity(byte[]);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/util/DHUtil.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public synchronized class DHUtil {
    public void DHUtil();
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePrivateKeyParameter(java.security.PrivateKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/jcajce/provider/asymmetric/util/DSABase.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public abstract synchronized class DSABase extends java.security.SignatureSpi implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers {
    protected org.bouncycastle.crypto.Digest digest;
    protected org.bouncycastle.crypto.DSA signer;
    protected DSAEncoder encoder;
    protected void DSABase(org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.DSA, DSAEncoder);
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
}










org/bouncycastle/jcajce/provider/asymmetric/util/DSAEncoder.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public abstract interface DSAEncoder {
    public abstract byte[] encode(java.math.BigInteger, java.math.BigInteger) throws java.io.IOException;
    public abstract java.math.BigInteger[] decode(byte[]) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/util/EC5Util.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public synchronized class EC5Util {
    private static java.util.Map customCurves;
    public void EC5Util();
    public static org.bouncycastle.math.ec.ECCurve getCurve(org.bouncycastle.jcajce.provider.config.ProviderConfiguration, org.bouncycastle.asn1.x9.X962Parameters);
    public static org.bouncycastle.crypto.params.ECDomainParameters getDomainParameters(org.bouncycastle.jcajce.provider.config.ProviderConfiguration, java.security.spec.ECParameterSpec);
    public static java.security.spec.ECParameterSpec convertToSpec(org.bouncycastle.asn1.x9.X962Parameters, org.bouncycastle.math.ec.ECCurve);
    public static java.security.spec.ECParameterSpec convertToSpec(org.bouncycastle.asn1.x9.X9ECParameters);
    public static java.security.spec.EllipticCurve convertCurve(org.bouncycastle.math.ec.ECCurve, byte[]);
    public static org.bouncycastle.math.ec.ECCurve convertCurve(java.security.spec.EllipticCurve);
    public static java.security.spec.ECField convertField(org.bouncycastle.math.field.FiniteField);
    public static java.security.spec.ECParameterSpec convertSpec(java.security.spec.EllipticCurve, org.bouncycastle.jce.spec.ECParameterSpec);
    public static org.bouncycastle.jce.spec.ECParameterSpec convertSpec(java.security.spec.ECParameterSpec, boolean);
    public static org.bouncycastle.math.ec.ECPoint convertPoint(java.security.spec.ECParameterSpec, java.security.spec.ECPoint, boolean);
    public static org.bouncycastle.math.ec.ECPoint convertPoint(org.bouncycastle.math.ec.ECCurve, java.security.spec.ECPoint, boolean);
    public static java.security.spec.ECPoint convertPoint(org.bouncycastle.math.ec.ECPoint);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/util/ECUtil.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public synchronized class ECUtil {
    public void ECUtil();
    static int[] convertMidTerms(int[]);
    public static org.bouncycastle.crypto.params.ECDomainParameters getDomainParameters(org.bouncycastle.jcajce.provider.config.ProviderConfiguration, org.bouncycastle.jce.spec.ECParameterSpec);
    public static org.bouncycastle.crypto.params.ECDomainParameters getDomainParameters(org.bouncycastle.jcajce.provider.config.ProviderConfiguration, org.bouncycastle.asn1.x9.X962Parameters);
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePrivateKeyParameter(java.security.PrivateKey) throws java.security.InvalidKeyException;
    public static int getOrderBitLength(org.bouncycastle.jcajce.provider.config.ProviderConfiguration, java.math.BigInteger, java.math.BigInteger);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getNamedCurveOid(String);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getNamedCurveOid(org.bouncycastle.jce.spec.ECParameterSpec);
    public static org.bouncycastle.asn1.x9.X9ECParameters getNamedCurveByOid(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static org.bouncycastle.asn1.x9.X9ECParameters getNamedCurveByName(String);
    public static String getCurveName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static String privateKeyToString(String, java.math.BigInteger, org.bouncycastle.jce.spec.ECParameterSpec);
    private static org.bouncycastle.math.ec.ECPoint calculateQ(java.math.BigInteger, org.bouncycastle.jce.spec.ECParameterSpec);
    public static String publicKeyToString(String, org.bouncycastle.math.ec.ECPoint, org.bouncycastle.jce.spec.ECParameterSpec);
    public static String generateKeyFingerprint(org.bouncycastle.math.ec.ECPoint, org.bouncycastle.jce.spec.ECParameterSpec);
}










org/bouncycastle/jcajce/provider/asymmetric/util/ExtendedInvalidKeySpecException.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public synchronized class ExtendedInvalidKeySpecException extends java.security.spec.InvalidKeySpecException {
    private Throwable cause;
    public void ExtendedInvalidKeySpecException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/jcajce/provider/asymmetric/util/GOST3410Util.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public synchronized class GOST3410Util {
    public void GOST3410Util();
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePrivateKeyParameter(java.security.PrivateKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/jcajce/provider/asymmetric/util/IESUtil.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public synchronized class IESUtil {
    public void IESUtil();
    public static org.bouncycastle.jce.spec.IESParameterSpec guessParameterSpec(org.bouncycastle.crypto.BufferedBlockCipher, byte[]);
}










org/bouncycastle/jcajce/provider/asymmetric/util/KeyUtil.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public synchronized class KeyUtil {
    public void KeyUtil();
    public static byte[] getEncodedSubjectPublicKeyInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public static byte[] getEncodedSubjectPublicKeyInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    public static byte[] getEncodedSubjectPublicKeyInfo(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public static byte[] getEncodedPrivateKeyInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public static byte[] getEncodedPrivateKeyInfo(org.bouncycastle.asn1.pkcs.PrivateKeyInfo);
}










org/bouncycastle/jcajce/provider/asymmetric/util/PKCS12BagAttributeCarrierImpl.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public synchronized class PKCS12BagAttributeCarrierImpl implements org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier {
    private java.util.Hashtable pkcs12Attributes;
    private java.util.Vector pkcs12Ordering;
    void PKCS12BagAttributeCarrierImpl(java.util.Hashtable, java.util.Vector);
    public void PKCS12BagAttributeCarrierImpl();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    int size();
    java.util.Hashtable getAttributes();
    java.util.Vector getOrdering();
    public void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
    public void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
}










org/bouncycastle/jcajce/provider/asymmetric/util/PrimeCertaintyCalculator.class


package org.bouncycastle.jcajce.provider.asymmetric.util;
public synchronized class PrimeCertaintyCalculator {
    private void PrimeCertaintyCalculator();
    public static int getDefaultCertainty(int);
}










org/bouncycastle/jcajce/provider/asymmetric/x509/CertificateFactory$ExCertificateException.class


package org.bouncycastle.jcajce.provider.asymmetric.x509;
synchronized class CertificateFactory$ExCertificateException extends java.security.cert.CertificateException {
    private Throwable cause;
    public void CertificateFactory$ExCertificateException(CertificateFactory, Throwable);
    public void CertificateFactory$ExCertificateException(CertificateFactory, String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/jcajce/provider/asymmetric/x509/CertificateFactory.class


package org.bouncycastle.jcajce.provider.asymmetric.x509;
public synchronized class CertificateFactory extends java.security.cert.CertificateFactorySpi {
    private final org.bouncycastle.jcajce.util.JcaJceHelper bcHelper;
    private static final PEMUtil PEM_CERT_PARSER;
    private static final PEMUtil PEM_CRL_PARSER;
    private static final PEMUtil PEM_PKCS7_PARSER;
    private org.bouncycastle.asn1.ASN1Set sData;
    private int sDataObjectCount;
    private java.io.InputStream currentStream;
    private org.bouncycastle.asn1.ASN1Set sCrlData;
    private int sCrlDataObjectCount;
    private java.io.InputStream currentCrlStream;
    public void CertificateFactory();
    private java.security.cert.Certificate readDERCertificate(org.bouncycastle.asn1.ASN1InputStream) throws java.io.IOException, java.security.cert.CertificateParsingException;
    private java.security.cert.Certificate readPEMCertificate(java.io.InputStream) throws java.io.IOException, java.security.cert.CertificateParsingException;
    private java.security.cert.Certificate getCertificate(org.bouncycastle.asn1.ASN1Sequence) throws java.security.cert.CertificateParsingException;
    private java.security.cert.Certificate getCertificate() throws java.security.cert.CertificateParsingException;
    protected java.security.cert.CRL createCRL(org.bouncycastle.asn1.x509.CertificateList) throws java.security.cert.CRLException;
    private java.security.cert.CRL readPEMCRL(java.io.InputStream) throws java.io.IOException, java.security.cert.CRLException;
    private java.security.cert.CRL readDERCRL(org.bouncycastle.asn1.ASN1InputStream) throws java.io.IOException, java.security.cert.CRLException;
    private java.security.cert.CRL getCRL(org.bouncycastle.asn1.ASN1Sequence) throws java.security.cert.CRLException;
    private java.security.cert.CRL getCRL() throws java.security.cert.CRLException;
    public java.security.cert.Certificate engineGenerateCertificate(java.io.InputStream) throws java.security.cert.CertificateException;
    public java.util.Collection engineGenerateCertificates(java.io.InputStream) throws java.security.cert.CertificateException;
    public java.security.cert.CRL engineGenerateCRL(java.io.InputStream) throws java.security.cert.CRLException;
    public java.util.Collection engineGenerateCRLs(java.io.InputStream) throws java.security.cert.CRLException;
    public java.util.Iterator engineGetCertPathEncodings();
    public java.security.cert.CertPath engineGenerateCertPath(java.io.InputStream) throws java.security.cert.CertificateException;
    public java.security.cert.CertPath engineGenerateCertPath(java.io.InputStream, String) throws java.security.cert.CertificateException;
    public java.security.cert.CertPath engineGenerateCertPath(java.util.List) throws java.security.cert.CertificateException;
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/x509/ExtCRLException.class


package org.bouncycastle.jcajce.provider.asymmetric.x509;
synchronized class ExtCRLException extends java.security.cert.CRLException {
    Throwable cause;
    void ExtCRLException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/jcajce/provider/asymmetric/x509/KeyFactory.class


package org.bouncycastle.jcajce.provider.asymmetric.x509;
public synchronized class KeyFactory extends java.security.KeyFactorySpi {
    public void KeyFactory();
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    protected java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
}










org/bouncycastle/jcajce/provider/asymmetric/x509/PEMUtil.class


package org.bouncycastle.jcajce.provider.asymmetric.x509;
synchronized class PEMUtil {
    private final String _header1;
    private final String _header2;
    private final String _header3;
    private final String _footer1;
    private final String _footer2;
    private final String _footer3;
    void PEMUtil(String);
    private String readLine(java.io.InputStream) throws java.io.IOException;
    org.bouncycastle.asn1.ASN1Sequence readPEMObject(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/asymmetric/x509/PKIXCertPath.class


package org.bouncycastle.jcajce.provider.asymmetric.x509;
public synchronized class PKIXCertPath extends java.security.cert.CertPath {
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    static final java.util.List certPathEncodings;
    private java.util.List certificates;
    private java.util.List sortCerts(java.util.List);
    void PKIXCertPath(java.util.List);
    void PKIXCertPath(java.io.InputStream, String) throws java.security.cert.CertificateException;
    public java.util.Iterator getEncodings();
    public byte[] getEncoded() throws java.security.cert.CertificateEncodingException;
    public byte[] getEncoded(String) throws java.security.cert.CertificateEncodingException;
    public java.util.List getCertificates();
    private org.bouncycastle.asn1.ASN1Primitive toASN1Object(java.security.cert.X509Certificate) throws java.security.cert.CertificateEncodingException;
    private byte[] toDEREncoded(org.bouncycastle.asn1.ASN1Encodable) throws java.security.cert.CertificateEncodingException;
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/asymmetric/x509/X509CRLEntryObject.class


package org.bouncycastle.jcajce.provider.asymmetric.x509;
synchronized class X509CRLEntryObject extends java.security.cert.X509CRLEntry {
    private org.bouncycastle.asn1.x509.TBSCertList$CRLEntry c;
    private org.bouncycastle.asn1.x500.X500Name certificateIssuer;
    private int hashValue;
    private boolean isHashValueSet;
    protected void X509CRLEntryObject(org.bouncycastle.asn1.x509.TBSCertList$CRLEntry);
    protected void X509CRLEntryObject(org.bouncycastle.asn1.x509.TBSCertList$CRLEntry, boolean, org.bouncycastle.asn1.x500.X500Name);
    public boolean hasUnsupportedCriticalExtension();
    private org.bouncycastle.asn1.x500.X500Name loadCertificateIssuer(boolean, org.bouncycastle.asn1.x500.X500Name);
    public javax.security.auth.x500.X500Principal getCertificateIssuer();
    private java.util.Set getExtensionOIDs(boolean);
    public java.util.Set getCriticalExtensionOIDs();
    public java.util.Set getNonCriticalExtensionOIDs();
    private org.bouncycastle.asn1.x509.Extension getExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public byte[] getExtensionValue(String);
    public int hashCode();
    public boolean equals(Object);
    public byte[] getEncoded() throws java.security.cert.CRLException;
    public java.math.BigInteger getSerialNumber();
    public java.util.Date getRevocationDate();
    public boolean hasExtensions();
    public String toString();
}










org/bouncycastle/jcajce/provider/asymmetric/x509/X509CRLObject.class


package org.bouncycastle.jcajce.provider.asymmetric.x509;
synchronized class X509CRLObject extends java.security.cert.X509CRL {
    private org.bouncycastle.jcajce.util.JcaJceHelper bcHelper;
    private org.bouncycastle.asn1.x509.CertificateList c;
    private String sigAlgName;
    private byte[] sigAlgParams;
    private boolean isIndirect;
    private boolean isHashCodeSet;
    private int hashCodeValue;
    static boolean isIndirectCRL(java.security.cert.X509CRL) throws java.security.cert.CRLException;
    protected void X509CRLObject(org.bouncycastle.jcajce.util.JcaJceHelper, org.bouncycastle.asn1.x509.CertificateList) throws java.security.cert.CRLException;
    public boolean hasUnsupportedCriticalExtension();
    private java.util.Set getExtensionOIDs(boolean);
    public java.util.Set getCriticalExtensionOIDs();
    public java.util.Set getNonCriticalExtensionOIDs();
    public byte[] getExtensionValue(String);
    public byte[] getEncoded() throws java.security.cert.CRLException;
    public void verify(java.security.PublicKey) throws java.security.cert.CRLException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.NoSuchProviderException, java.security.SignatureException;
    public void verify(java.security.PublicKey, String) throws java.security.cert.CRLException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.NoSuchProviderException, java.security.SignatureException;
    public void verify(java.security.PublicKey, java.security.Provider) throws java.security.cert.CRLException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.SignatureException;
    private void doVerify(java.security.PublicKey, java.security.Signature) throws java.security.cert.CRLException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.SignatureException;
    public int getVersion();
    public java.security.Principal getIssuerDN();
    public javax.security.auth.x500.X500Principal getIssuerX500Principal();
    public java.util.Date getThisUpdate();
    public java.util.Date getNextUpdate();
    private java.util.Set loadCRLEntries();
    public java.security.cert.X509CRLEntry getRevokedCertificate(java.math.BigInteger);
    public java.util.Set getRevokedCertificates();
    public byte[] getTBSCertList() throws java.security.cert.CRLException;
    public byte[] getSignature();
    public String getSigAlgName();
    public String getSigAlgOID();
    public byte[] getSigAlgParams();
    public String toString();
    public boolean isRevoked(java.security.cert.Certificate);
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/jcajce/provider/asymmetric/x509/X509CertificateObject.class


package org.bouncycastle.jcajce.provider.asymmetric.x509;
synchronized class X509CertificateObject extends java.security.cert.X509Certificate implements org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier {
    private org.bouncycastle.jcajce.util.JcaJceHelper bcHelper;
    private org.bouncycastle.asn1.x509.Certificate c;
    private org.bouncycastle.asn1.x509.BasicConstraints basicConstraints;
    private boolean[] keyUsage;
    private boolean hashValueSet;
    private int hashValue;
    private org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier attrCarrier;
    public void X509CertificateObject(org.bouncycastle.jcajce.util.JcaJceHelper, org.bouncycastle.asn1.x509.Certificate) throws java.security.cert.CertificateParsingException;
    public void checkValidity() throws java.security.cert.CertificateExpiredException, java.security.cert.CertificateNotYetValidException;
    public void checkValidity(java.util.Date) throws java.security.cert.CertificateExpiredException, java.security.cert.CertificateNotYetValidException;
    public int getVersion();
    public java.math.BigInteger getSerialNumber();
    public java.security.Principal getIssuerDN();
    public javax.security.auth.x500.X500Principal getIssuerX500Principal();
    public java.security.Principal getSubjectDN();
    public javax.security.auth.x500.X500Principal getSubjectX500Principal();
    public java.util.Date getNotBefore();
    public java.util.Date getNotAfter();
    public byte[] getTBSCertificate() throws java.security.cert.CertificateEncodingException;
    public byte[] getSignature();
    public String getSigAlgName();
    public String getSigAlgOID();
    public byte[] getSigAlgParams();
    public boolean[] getIssuerUniqueID();
    public boolean[] getSubjectUniqueID();
    public boolean[] getKeyUsage();
    public java.util.List getExtendedKeyUsage() throws java.security.cert.CertificateParsingException;
    public int getBasicConstraints();
    public java.util.Collection getSubjectAlternativeNames() throws java.security.cert.CertificateParsingException;
    public java.util.Collection getIssuerAlternativeNames() throws java.security.cert.CertificateParsingException;
    public java.util.Set getCriticalExtensionOIDs();
    private byte[] getExtensionBytes(String);
    public byte[] getExtensionValue(String);
    public java.util.Set getNonCriticalExtensionOIDs();
    public boolean hasUnsupportedCriticalExtension();
    public java.security.PublicKey getPublicKey();
    public byte[] getEncoded() throws java.security.cert.CertificateEncodingException;
    public boolean equals(Object);
    public synchronized int hashCode();
    public int originalHashCode();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    public String toString();
    public final void verify(java.security.PublicKey) throws java.security.cert.CertificateException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.NoSuchProviderException, java.security.SignatureException;
    public final void verify(java.security.PublicKey, String) throws java.security.cert.CertificateException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.NoSuchProviderException, java.security.SignatureException;
    public final void verify(java.security.PublicKey, java.security.Provider) throws java.security.cert.CertificateException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.SignatureException;
    private void checkSignature(java.security.PublicKey, java.security.Signature) throws java.security.cert.CertificateException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    private boolean isAlgIdEqual(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private static java.util.Collection getAlternativeNames(byte[]) throws java.security.cert.CertificateParsingException;
}










org/bouncycastle/jcajce/provider/asymmetric/x509/X509SignatureUtil.class


package org.bouncycastle.jcajce.provider.asymmetric.x509;
synchronized class X509SignatureUtil {
    private static final org.bouncycastle.asn1.ASN1Null derNull;
    void X509SignatureUtil();
    static void setSignatureParameters(java.security.Signature, org.bouncycastle.asn1.ASN1Encodable) throws java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    static String getSignatureName(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private static String getDigestAlgName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/config/ConfigurableProvider.class


package org.bouncycastle.jcajce.provider.config;
public abstract interface ConfigurableProvider {
    public static final String THREAD_LOCAL_EC_IMPLICITLY_CA = threadLocalEcImplicitlyCa;
    public static final String EC_IMPLICITLY_CA = ecImplicitlyCa;
    public static final String THREAD_LOCAL_DH_DEFAULT_PARAMS = threadLocalDhDefaultParams;
    public static final String DH_DEFAULT_PARAMS = DhDefaultParams;
    public static final String ACCEPTABLE_EC_CURVES = acceptableEcCurves;
    public static final String ADDITIONAL_EC_PARAMETERS = additionalEcParameters;
    public abstract void setParameter(String, Object);
    public abstract void addAlgorithm(String, String);
    public abstract void addAlgorithm(String, org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public abstract boolean hasAlgorithm(String, String);
    public abstract void addKeyInfoConverter(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter);
    public abstract void addAttributes(String, java.util.Map);
}










org/bouncycastle/jcajce/provider/config/PKCS12StoreParameter.class


package org.bouncycastle.jcajce.provider.config;
public synchronized class PKCS12StoreParameter extends org.bouncycastle.jcajce.PKCS12StoreParameter {
    public void PKCS12StoreParameter(java.io.OutputStream, char[]);
    public void PKCS12StoreParameter(java.io.OutputStream, java.security.KeyStore$ProtectionParameter);
    public void PKCS12StoreParameter(java.io.OutputStream, char[], boolean);
    public void PKCS12StoreParameter(java.io.OutputStream, java.security.KeyStore$ProtectionParameter, boolean);
}










org/bouncycastle/jcajce/provider/config/ProviderConfiguration.class


package org.bouncycastle.jcajce.provider.config;
public abstract interface ProviderConfiguration {
    public abstract org.bouncycastle.jce.spec.ECParameterSpec getEcImplicitlyCa();
    public abstract javax.crypto.spec.DHParameterSpec getDHDefaultParameters(int);
    public abstract java.security.spec.DSAParameterSpec getDSADefaultParameters(int);
    public abstract java.util.Set getAcceptableNamedCurves();
    public abstract java.util.Map getAdditionalECParameters();
}










org/bouncycastle/jcajce/provider/config/ProviderConfigurationPermission.class


package org.bouncycastle.jcajce.provider.config;
public synchronized class ProviderConfigurationPermission extends java.security.BasicPermission {
    private static final int THREAD_LOCAL_EC_IMPLICITLY_CA = 1;
    private static final int EC_IMPLICITLY_CA = 2;
    private static final int THREAD_LOCAL_DH_DEFAULT_PARAMS = 4;
    private static final int DH_DEFAULT_PARAMS = 8;
    private static final int ACCEPTABLE_EC_CURVES = 16;
    private static final int ADDITIONAL_EC_PARAMETERS = 32;
    private static final int ALL = 63;
    private static final String THREAD_LOCAL_EC_IMPLICITLY_CA_STR = threadlocalecimplicitlyca;
    private static final String EC_IMPLICITLY_CA_STR = ecimplicitlyca;
    private static final String THREAD_LOCAL_DH_DEFAULT_PARAMS_STR = threadlocaldhdefaultparams;
    private static final String DH_DEFAULT_PARAMS_STR = dhdefaultparams;
    private static final String ACCEPTABLE_EC_CURVES_STR = acceptableeccurves;
    private static final String ADDITIONAL_EC_PARAMETERS_STR = additionalecparameters;
    private static final String ALL_STR = all;
    private final String actions;
    private final int permissionMask;
    public void ProviderConfigurationPermission(String);
    public void ProviderConfigurationPermission(String, String);
    private int calculateMask(String);
    public String getActions();
    public boolean implies(java.security.Permission);
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/jcajce/provider/digest/BCMessageDigest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class BCMessageDigest extends java.security.MessageDigest {
    protected org.bouncycastle.crypto.Digest digest;
    protected void BCMessageDigest(org.bouncycastle.crypto.Digest);
    public void engineReset();
    public void engineUpdate(byte);
    public void engineUpdate(byte[], int, int);
    public byte[] engineDigest();
}










org/bouncycastle/jcajce/provider/digest/Blake2b$Blake2b160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Blake2b$Blake2b160 extends BCMessageDigest implements Cloneable {
    public void Blake2b$Blake2b160();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Blake2b$Blake2b256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Blake2b$Blake2b256 extends BCMessageDigest implements Cloneable {
    public void Blake2b$Blake2b256();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Blake2b$Blake2b384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Blake2b$Blake2b384 extends BCMessageDigest implements Cloneable {
    public void Blake2b$Blake2b384();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Blake2b$Blake2b512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Blake2b$Blake2b512 extends BCMessageDigest implements Cloneable {
    public void Blake2b$Blake2b512();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Blake2b$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Blake2b$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void Blake2b$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/Blake2b.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Blake2b {
    private void Blake2b();
}










org/bouncycastle/jcajce/provider/digest/Blake2s$Blake2s128.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Blake2s$Blake2s128 extends BCMessageDigest implements Cloneable {
    public void Blake2s$Blake2s128();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Blake2s$Blake2s160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Blake2s$Blake2s160 extends BCMessageDigest implements Cloneable {
    public void Blake2s$Blake2s160();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Blake2s$Blake2s224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Blake2s$Blake2s224 extends BCMessageDigest implements Cloneable {
    public void Blake2s$Blake2s224();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Blake2s$Blake2s256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Blake2s$Blake2s256 extends BCMessageDigest implements Cloneable {
    public void Blake2s$Blake2s256();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Blake2s$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Blake2s$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void Blake2s$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/Blake2s.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Blake2s {
    private void Blake2s();
}










org/bouncycastle/jcajce/provider/digest/DSTU7564$Digest256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class DSTU7564$Digest256 extends DSTU7564$DigestDSTU7564 {
    public void DSTU7564$Digest256();
}










org/bouncycastle/jcajce/provider/digest/DSTU7564$Digest384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class DSTU7564$Digest384 extends DSTU7564$DigestDSTU7564 {
    public void DSTU7564$Digest384();
}










org/bouncycastle/jcajce/provider/digest/DSTU7564$Digest512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class DSTU7564$Digest512 extends DSTU7564$DigestDSTU7564 {
    public void DSTU7564$Digest512();
}










org/bouncycastle/jcajce/provider/digest/DSTU7564$DigestDSTU7564.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class DSTU7564$DigestDSTU7564 extends BCMessageDigest implements Cloneable {
    public void DSTU7564$DigestDSTU7564(int);
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/DSTU7564$HashMac256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class DSTU7564$HashMac256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void DSTU7564$HashMac256();
}










org/bouncycastle/jcajce/provider/digest/DSTU7564$HashMac384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class DSTU7564$HashMac384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void DSTU7564$HashMac384();
}










org/bouncycastle/jcajce/provider/digest/DSTU7564$HashMac512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class DSTU7564$HashMac512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void DSTU7564$HashMac512();
}










org/bouncycastle/jcajce/provider/digest/DSTU7564$KeyGenerator256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class DSTU7564$KeyGenerator256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void DSTU7564$KeyGenerator256();
}










org/bouncycastle/jcajce/provider/digest/DSTU7564$KeyGenerator384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class DSTU7564$KeyGenerator384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void DSTU7564$KeyGenerator384();
}










org/bouncycastle/jcajce/provider/digest/DSTU7564$KeyGenerator512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class DSTU7564$KeyGenerator512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void DSTU7564$KeyGenerator512();
}










org/bouncycastle/jcajce/provider/digest/DSTU7564$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class DSTU7564$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void DSTU7564$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/DSTU7564.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class DSTU7564 {
    private void DSTU7564();
}










org/bouncycastle/jcajce/provider/digest/DigestAlgorithmProvider.class


package org.bouncycastle.jcajce.provider.digest;
abstract synchronized class DigestAlgorithmProvider extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    void DigestAlgorithmProvider();
    protected void addHMACAlgorithm(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, String, String, String);
    protected void addHMACAlias(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, String, org.bouncycastle.asn1.ASN1ObjectIdentifier);
}










org/bouncycastle/jcajce/provider/digest/GOST3411$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class GOST3411$Digest extends BCMessageDigest implements Cloneable {
    public void GOST3411$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/GOST3411$Digest2012_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class GOST3411$Digest2012_256 extends BCMessageDigest implements Cloneable {
    public void GOST3411$Digest2012_256();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/GOST3411$Digest2012_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class GOST3411$Digest2012_512 extends BCMessageDigest implements Cloneable {
    public void GOST3411$Digest2012_512();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/GOST3411$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class GOST3411$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void GOST3411$HashMac();
}










org/bouncycastle/jcajce/provider/digest/GOST3411$HashMac2012_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class GOST3411$HashMac2012_256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void GOST3411$HashMac2012_256();
}










org/bouncycastle/jcajce/provider/digest/GOST3411$HashMac2012_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class GOST3411$HashMac2012_512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void GOST3411$HashMac2012_512();
}










org/bouncycastle/jcajce/provider/digest/GOST3411$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class GOST3411$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void GOST3411$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/GOST3411$KeyGenerator2012_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class GOST3411$KeyGenerator2012_256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void GOST3411$KeyGenerator2012_256();
}










org/bouncycastle/jcajce/provider/digest/GOST3411$KeyGenerator2012_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class GOST3411$KeyGenerator2012_512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void GOST3411$KeyGenerator2012_512();
}










org/bouncycastle/jcajce/provider/digest/GOST3411$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class GOST3411$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void GOST3411$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/GOST3411$PBEWithMacKeyFactory.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class GOST3411$PBEWithMacKeyFactory extends org.bouncycastle.jcajce.provider.symmetric.util.PBESecretKeyFactory {
    public void GOST3411$PBEWithMacKeyFactory();
}










org/bouncycastle/jcajce/provider/digest/GOST3411.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class GOST3411 {
    private void GOST3411();
}










org/bouncycastle/jcajce/provider/digest/Keccak$Digest224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$Digest224 extends Keccak$DigestKeccak {
    public void Keccak$Digest224();
}










org/bouncycastle/jcajce/provider/digest/Keccak$Digest256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$Digest256 extends Keccak$DigestKeccak {
    public void Keccak$Digest256();
}










org/bouncycastle/jcajce/provider/digest/Keccak$Digest288.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$Digest288 extends Keccak$DigestKeccak {
    public void Keccak$Digest288();
}










org/bouncycastle/jcajce/provider/digest/Keccak$Digest384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$Digest384 extends Keccak$DigestKeccak {
    public void Keccak$Digest384();
}










org/bouncycastle/jcajce/provider/digest/Keccak$Digest512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$Digest512 extends Keccak$DigestKeccak {
    public void Keccak$Digest512();
}










org/bouncycastle/jcajce/provider/digest/Keccak$DigestKeccak.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$DigestKeccak extends BCMessageDigest implements Cloneable {
    public void Keccak$DigestKeccak(int);
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Keccak$HashMac224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$HashMac224 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Keccak$HashMac224();
}










org/bouncycastle/jcajce/provider/digest/Keccak$HashMac256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$HashMac256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Keccak$HashMac256();
}










org/bouncycastle/jcajce/provider/digest/Keccak$HashMac288.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$HashMac288 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Keccak$HashMac288();
}










org/bouncycastle/jcajce/provider/digest/Keccak$HashMac384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$HashMac384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Keccak$HashMac384();
}










org/bouncycastle/jcajce/provider/digest/Keccak$HashMac512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$HashMac512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Keccak$HashMac512();
}










org/bouncycastle/jcajce/provider/digest/Keccak$KeyGenerator224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$KeyGenerator224 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Keccak$KeyGenerator224();
}










org/bouncycastle/jcajce/provider/digest/Keccak$KeyGenerator256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$KeyGenerator256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Keccak$KeyGenerator256();
}










org/bouncycastle/jcajce/provider/digest/Keccak$KeyGenerator288.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$KeyGenerator288 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Keccak$KeyGenerator288();
}










org/bouncycastle/jcajce/provider/digest/Keccak$KeyGenerator384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$KeyGenerator384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Keccak$KeyGenerator384();
}










org/bouncycastle/jcajce/provider/digest/Keccak$KeyGenerator512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$KeyGenerator512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Keccak$KeyGenerator512();
}










org/bouncycastle/jcajce/provider/digest/Keccak$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void Keccak$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/Keccak.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Keccak {
    private void Keccak();
}










org/bouncycastle/jcajce/provider/digest/MD2$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD2$Digest extends BCMessageDigest implements Cloneable {
    public void MD2$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/MD2$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD2$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void MD2$HashMac();
}










org/bouncycastle/jcajce/provider/digest/MD2$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD2$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void MD2$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/MD2$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD2$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void MD2$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/MD2.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD2 {
    private void MD2();
}










org/bouncycastle/jcajce/provider/digest/MD4$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD4$Digest extends BCMessageDigest implements Cloneable {
    public void MD4$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/MD4$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD4$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void MD4$HashMac();
}










org/bouncycastle/jcajce/provider/digest/MD4$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD4$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void MD4$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/MD4$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD4$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void MD4$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/MD4.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD4 {
    private void MD4();
}










org/bouncycastle/jcajce/provider/digest/MD5$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD5$Digest extends BCMessageDigest implements Cloneable {
    public void MD5$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/MD5$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD5$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void MD5$HashMac();
}










org/bouncycastle/jcajce/provider/digest/MD5$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD5$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void MD5$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/MD5$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD5$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void MD5$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/MD5.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class MD5 {
    private void MD5();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD128$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD128$Digest extends BCMessageDigest implements Cloneable {
    public void RIPEMD128$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/RIPEMD128$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD128$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void RIPEMD128$HashMac();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD128$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD128$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void RIPEMD128$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD128$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD128$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void RIPEMD128$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD128.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD128 {
    private void RIPEMD128();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD160$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD160$Digest extends BCMessageDigest implements Cloneable {
    public void RIPEMD160$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/RIPEMD160$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD160$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void RIPEMD160$HashMac();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD160$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD160$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void RIPEMD160$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD160$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD160$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void RIPEMD160$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD160$PBEWithHmac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD160$PBEWithHmac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void RIPEMD160$PBEWithHmac();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD160$PBEWithHmacKeyFactory.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD160$PBEWithHmacKeyFactory extends org.bouncycastle.jcajce.provider.symmetric.util.PBESecretKeyFactory {
    public void RIPEMD160$PBEWithHmacKeyFactory();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD160 {
    private void RIPEMD160();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD256$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD256$Digest extends BCMessageDigest implements Cloneable {
    public void RIPEMD256$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/RIPEMD256$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD256$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void RIPEMD256$HashMac();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD256$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD256$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void RIPEMD256$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD256$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD256$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void RIPEMD256$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD256 {
    private void RIPEMD256();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD320$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD320$Digest extends BCMessageDigest implements Cloneable {
    public void RIPEMD320$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/RIPEMD320$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD320$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void RIPEMD320$HashMac();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD320$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD320$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void RIPEMD320$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD320$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD320$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void RIPEMD320$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/RIPEMD320.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class RIPEMD320 {
    private void RIPEMD320();
}










org/bouncycastle/jcajce/provider/digest/SHA1$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA1$Digest extends BCMessageDigest implements Cloneable {
    public void SHA1$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/SHA1$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA1$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void SHA1$HashMac();
}










org/bouncycastle/jcajce/provider/digest/SHA1$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA1$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void SHA1$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/SHA1$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA1$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void SHA1$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/SHA1$PBEWithMacKeyFactory.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA1$PBEWithMacKeyFactory extends org.bouncycastle.jcajce.provider.symmetric.util.PBESecretKeyFactory {
    public void SHA1$PBEWithMacKeyFactory();
}










org/bouncycastle/jcajce/provider/digest/SHA1$SHA1Mac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA1$SHA1Mac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void SHA1$SHA1Mac();
}










org/bouncycastle/jcajce/provider/digest/SHA1.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA1 {
    private void SHA1();
}










org/bouncycastle/jcajce/provider/digest/SHA224$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA224$Digest extends BCMessageDigest implements Cloneable {
    public void SHA224$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/SHA224$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA224$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void SHA224$HashMac();
}










org/bouncycastle/jcajce/provider/digest/SHA224$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA224$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void SHA224$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/SHA224$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA224$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void SHA224$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/SHA224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA224 {
    private void SHA224();
}










org/bouncycastle/jcajce/provider/digest/SHA256$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA256$Digest extends BCMessageDigest implements Cloneable {
    public void SHA256$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/SHA256$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA256$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void SHA256$HashMac();
}










org/bouncycastle/jcajce/provider/digest/SHA256$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA256$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void SHA256$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/SHA256$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA256$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void SHA256$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/SHA256$PBEWithMacKeyFactory.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA256$PBEWithMacKeyFactory extends org.bouncycastle.jcajce.provider.symmetric.util.PBESecretKeyFactory {
    public void SHA256$PBEWithMacKeyFactory();
}










org/bouncycastle/jcajce/provider/digest/SHA256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA256 {
    private void SHA256();
}










org/bouncycastle/jcajce/provider/digest/SHA3$Digest224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$Digest224 extends SHA3$DigestSHA3 {
    public void SHA3$Digest224();
}










org/bouncycastle/jcajce/provider/digest/SHA3$Digest256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$Digest256 extends SHA3$DigestSHA3 {
    public void SHA3$Digest256();
}










org/bouncycastle/jcajce/provider/digest/SHA3$Digest384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$Digest384 extends SHA3$DigestSHA3 {
    public void SHA3$Digest384();
}










org/bouncycastle/jcajce/provider/digest/SHA3$Digest512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$Digest512 extends SHA3$DigestSHA3 {
    public void SHA3$Digest512();
}










org/bouncycastle/jcajce/provider/digest/SHA3$DigestSHA3.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$DigestSHA3 extends BCMessageDigest implements Cloneable {
    public void SHA3$DigestSHA3(int);
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/SHA3$HashMac224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$HashMac224 extends SHA3$HashMacSHA3 {
    public void SHA3$HashMac224();
}










org/bouncycastle/jcajce/provider/digest/SHA3$HashMac256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$HashMac256 extends SHA3$HashMacSHA3 {
    public void SHA3$HashMac256();
}










org/bouncycastle/jcajce/provider/digest/SHA3$HashMac384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$HashMac384 extends SHA3$HashMacSHA3 {
    public void SHA3$HashMac384();
}










org/bouncycastle/jcajce/provider/digest/SHA3$HashMac512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$HashMac512 extends SHA3$HashMacSHA3 {
    public void SHA3$HashMac512();
}










org/bouncycastle/jcajce/provider/digest/SHA3$HashMacSHA3.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$HashMacSHA3 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void SHA3$HashMacSHA3(int);
}










org/bouncycastle/jcajce/provider/digest/SHA3$KeyGenerator224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$KeyGenerator224 extends SHA3$KeyGeneratorSHA3 {
    public void SHA3$KeyGenerator224();
}










org/bouncycastle/jcajce/provider/digest/SHA3$KeyGenerator256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$KeyGenerator256 extends SHA3$KeyGeneratorSHA3 {
    public void SHA3$KeyGenerator256();
}










org/bouncycastle/jcajce/provider/digest/SHA3$KeyGenerator384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$KeyGenerator384 extends SHA3$KeyGeneratorSHA3 {
    public void SHA3$KeyGenerator384();
}










org/bouncycastle/jcajce/provider/digest/SHA3$KeyGenerator512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$KeyGenerator512 extends SHA3$KeyGeneratorSHA3 {
    public void SHA3$KeyGenerator512();
}










org/bouncycastle/jcajce/provider/digest/SHA3$KeyGeneratorSHA3.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$KeyGeneratorSHA3 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void SHA3$KeyGeneratorSHA3(int);
}










org/bouncycastle/jcajce/provider/digest/SHA3$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void SHA3$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/SHA3.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA3 {
    private void SHA3();
}










org/bouncycastle/jcajce/provider/digest/SHA384$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA384$Digest extends BCMessageDigest implements Cloneable {
    public void SHA384$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/SHA384$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA384$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void SHA384$HashMac();
}










org/bouncycastle/jcajce/provider/digest/SHA384$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA384$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void SHA384$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/SHA384$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA384$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void SHA384$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/SHA384$OldSHA384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA384$OldSHA384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void SHA384$OldSHA384();
}










org/bouncycastle/jcajce/provider/digest/SHA384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA384 {
    private void SHA384();
}










org/bouncycastle/jcajce/provider/digest/SHA512$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512$Digest extends BCMessageDigest implements Cloneable {
    public void SHA512$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/SHA512$DigestT.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512$DigestT extends BCMessageDigest implements Cloneable {
    public void SHA512$DigestT(int);
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/SHA512$DigestT224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512$DigestT224 extends SHA512$DigestT {
    public void SHA512$DigestT224();
}










org/bouncycastle/jcajce/provider/digest/SHA512$DigestT256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512$DigestT256 extends SHA512$DigestT {
    public void SHA512$DigestT256();
}










org/bouncycastle/jcajce/provider/digest/SHA512$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void SHA512$HashMac();
}










org/bouncycastle/jcajce/provider/digest/SHA512$HashMacT224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512$HashMacT224 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void SHA512$HashMacT224();
}










org/bouncycastle/jcajce/provider/digest/SHA512$HashMacT256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512$HashMacT256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void SHA512$HashMacT256();
}










org/bouncycastle/jcajce/provider/digest/SHA512$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void SHA512$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/SHA512$KeyGeneratorT224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512$KeyGeneratorT224 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void SHA512$KeyGeneratorT224();
}










org/bouncycastle/jcajce/provider/digest/SHA512$KeyGeneratorT256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512$KeyGeneratorT256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void SHA512$KeyGeneratorT256();
}










org/bouncycastle/jcajce/provider/digest/SHA512$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void SHA512$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/SHA512$OldSHA512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512$OldSHA512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void SHA512$OldSHA512();
}










org/bouncycastle/jcajce/provider/digest/SHA512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SHA512 {
    private void SHA512();
}










org/bouncycastle/jcajce/provider/digest/SM3$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SM3$Digest extends BCMessageDigest implements Cloneable {
    public void SM3$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/SM3$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SM3$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void SM3$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/SM3.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class SM3 {
    private void SM3();
}










org/bouncycastle/jcajce/provider/digest/Skein$DigestSkein1024.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$DigestSkein1024 extends BCMessageDigest implements Cloneable {
    public void Skein$DigestSkein1024(int);
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Skein$DigestSkein256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$DigestSkein256 extends BCMessageDigest implements Cloneable {
    public void Skein$DigestSkein256(int);
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Skein$DigestSkein512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$DigestSkein512 extends BCMessageDigest implements Cloneable {
    public void Skein$DigestSkein512(int);
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_1024_1024.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_1024_1024 extends Skein$DigestSkein1024 {
    public void Skein$Digest_1024_1024();
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_1024_384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_1024_384 extends Skein$DigestSkein1024 {
    public void Skein$Digest_1024_384();
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_1024_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_1024_512 extends Skein$DigestSkein1024 {
    public void Skein$Digest_1024_512();
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_256_128.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_256_128 extends Skein$DigestSkein256 {
    public void Skein$Digest_256_128();
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_256_160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_256_160 extends Skein$DigestSkein256 {
    public void Skein$Digest_256_160();
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_256_224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_256_224 extends Skein$DigestSkein256 {
    public void Skein$Digest_256_224();
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_256_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_256_256 extends Skein$DigestSkein256 {
    public void Skein$Digest_256_256();
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_512_128.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_512_128 extends Skein$DigestSkein512 {
    public void Skein$Digest_512_128();
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_512_160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_512_160 extends Skein$DigestSkein512 {
    public void Skein$Digest_512_160();
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_512_224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_512_224 extends Skein$DigestSkein512 {
    public void Skein$Digest_512_224();
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_512_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_512_256 extends Skein$DigestSkein512 {
    public void Skein$Digest_512_256();
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_512_384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_512_384 extends Skein$DigestSkein512 {
    public void Skein$Digest_512_384();
}










org/bouncycastle/jcajce/provider/digest/Skein$Digest_512_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Digest_512_512 extends Skein$DigestSkein512 {
    public void Skein$Digest_512_512();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_1024_1024.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_1024_1024 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_1024_1024();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_1024_384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_1024_384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_1024_384();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_1024_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_1024_512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_1024_512();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_256_128.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_256_128 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_256_128();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_256_160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_256_160 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_256_160();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_256_224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_256_224 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_256_224();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_256_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_256_256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_256_256();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_512_128.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_512_128 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_512_128();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_512_160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_512_160 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_512_160();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_512_224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_512_224 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_512_224();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_512_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_512_256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_512_256();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_512_384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_512_384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_512_384();
}










org/bouncycastle/jcajce/provider/digest/Skein$HMacKeyGenerator_512_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HMacKeyGenerator_512_512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$HMacKeyGenerator_512_512();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_1024_1024.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_1024_1024 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_1024_1024();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_1024_384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_1024_384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_1024_384();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_1024_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_1024_512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_1024_512();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_256_128.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_256_128 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_256_128();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_256_160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_256_160 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_256_160();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_256_224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_256_224 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_256_224();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_256_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_256_256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_256_256();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_512_128.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_512_128 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_512_128();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_512_160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_512_160 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_512_160();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_512_224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_512_224 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_512_224();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_512_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_512_256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_512_256();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_512_384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_512_384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_512_384();
}










org/bouncycastle/jcajce/provider/digest/Skein$HashMac_512_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$HashMac_512_512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$HashMac_512_512();
}










org/bouncycastle/jcajce/provider/digest/Skein$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void Skein$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    private void addSkeinMacAlgorithm(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, int, int);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_1024_1024.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_1024_1024 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_1024_1024();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_1024_384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_1024_384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_1024_384();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_1024_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_1024_512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_1024_512();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_256_128.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_256_128 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_256_128();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_256_160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_256_160 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_256_160();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_256_224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_256_224 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_256_224();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_256_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_256_256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_256_256();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_512_128.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_512_128 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_512_128();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_512_160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_512_160 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_512_160();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_512_224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_512_224 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_512_224();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_512_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_512_256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_512_256();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_512_384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_512_384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_512_384();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMacKeyGenerator_512_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMacKeyGenerator_512_512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Skein$SkeinMacKeyGenerator_512_512();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_1024_1024.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_1024_1024 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_1024_1024();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_1024_384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_1024_384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_1024_384();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_1024_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_1024_512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_1024_512();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_256_128.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_256_128 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_256_128();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_256_160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_256_160 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_256_160();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_256_224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_256_224 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_256_224();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_256_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_256_256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_256_256();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_512_128.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_512_128 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_512_128();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_512_160.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_512_160 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_512_160();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_512_224.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_512_224 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_512_224();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_512_256.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_512_256 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_512_256();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_512_384.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_512_384 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_512_384();
}










org/bouncycastle/jcajce/provider/digest/Skein$SkeinMac_512_512.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein$SkeinMac_512_512 extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Skein$SkeinMac_512_512();
}










org/bouncycastle/jcajce/provider/digest/Skein.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Skein {
    private void Skein();
}










org/bouncycastle/jcajce/provider/digest/Tiger$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Tiger$Digest extends BCMessageDigest implements Cloneable {
    public void Tiger$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Tiger$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Tiger$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Tiger$HashMac();
}










org/bouncycastle/jcajce/provider/digest/Tiger$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Tiger$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Tiger$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/Tiger$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Tiger$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void Tiger$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/Tiger$PBEWithHashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Tiger$PBEWithHashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Tiger$PBEWithHashMac();
}










org/bouncycastle/jcajce/provider/digest/Tiger$PBEWithMacKeyFactory.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Tiger$PBEWithMacKeyFactory extends org.bouncycastle.jcajce.provider.symmetric.util.PBESecretKeyFactory {
    public void Tiger$PBEWithMacKeyFactory();
}










org/bouncycastle/jcajce/provider/digest/Tiger$TigerHmac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Tiger$TigerHmac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Tiger$TigerHmac();
}










org/bouncycastle/jcajce/provider/digest/Tiger.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Tiger {
    private void Tiger();
}










org/bouncycastle/jcajce/provider/digest/Whirlpool$Digest.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Whirlpool$Digest extends BCMessageDigest implements Cloneable {
    public void Whirlpool$Digest();
    public Object clone() throws CloneNotSupportedException;
}










org/bouncycastle/jcajce/provider/digest/Whirlpool$HashMac.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Whirlpool$HashMac extends org.bouncycastle.jcajce.provider.symmetric.util.BaseMac {
    public void Whirlpool$HashMac();
}










org/bouncycastle/jcajce/provider/digest/Whirlpool$KeyGenerator.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Whirlpool$KeyGenerator extends org.bouncycastle.jcajce.provider.symmetric.util.BaseKeyGenerator {
    public void Whirlpool$KeyGenerator();
}










org/bouncycastle/jcajce/provider/digest/Whirlpool$Mappings.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Whirlpool$Mappings extends DigestAlgorithmProvider {
    private static final String PREFIX;
    public void Whirlpool$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/digest/Whirlpool.class


package org.bouncycastle.jcajce.provider.digest;
public synchronized class Whirlpool {
    private void Whirlpool();
}










org/bouncycastle/jcajce/provider/drbg/DRBG$1.class


package org.bouncycastle.jcajce.provider.drbg;
final synchronized class DRBG$1 implements java.security.PrivilegedAction {
    void DRBG$1();
    public Boolean run();
}










org/bouncycastle/jcajce/provider/drbg/DRBG$2.class


package org.bouncycastle.jcajce.provider.drbg;
final synchronized class DRBG$2 implements java.security.PrivilegedAction {
    void DRBG$2();
    public java.security.SecureRandom run();
}










org/bouncycastle/jcajce/provider/drbg/DRBG$3.class


package org.bouncycastle.jcajce.provider.drbg;
final synchronized class DRBG$3 implements java.security.PrivilegedAction {
    void DRBG$3(String);
    public org.bouncycastle.crypto.prng.EntropySourceProvider run();
}










org/bouncycastle/jcajce/provider/drbg/DRBG$CoreSecureRandom.class


package org.bouncycastle.jcajce.provider.drbg;
synchronized class DRBG$CoreSecureRandom extends java.security.SecureRandom {
    void DRBG$CoreSecureRandom();
}










org/bouncycastle/jcajce/provider/drbg/DRBG$Default.class


package org.bouncycastle.jcajce.provider.drbg;
public synchronized class DRBG$Default extends java.security.SecureRandomSpi {
    private static final java.security.SecureRandom random;
    public void DRBG$Default();
    protected void engineSetSeed(byte[]);
    protected void engineNextBytes(byte[]);
    protected byte[] engineGenerateSeed(int);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/drbg/DRBG$HybridRandomProvider.class


package org.bouncycastle.jcajce.provider.drbg;
synchronized class DRBG$HybridRandomProvider extends java.security.Provider {
    protected void DRBG$HybridRandomProvider();
}










org/bouncycastle/jcajce/provider/drbg/DRBG$HybridSecureRandom$1.class


package org.bouncycastle.jcajce.provider.drbg;
synchronized class DRBG$HybridSecureRandom$1 implements org.bouncycastle.crypto.prng.EntropySourceProvider {
    void DRBG$HybridSecureRandom$1(DRBG$HybridSecureRandom);
    public org.bouncycastle.crypto.prng.EntropySource get(int);
}










org/bouncycastle/jcajce/provider/drbg/DRBG$HybridSecureRandom$SignallingEntropySource$EntropyGatherer.class


package org.bouncycastle.jcajce.provider.drbg;
synchronized class DRBG$HybridSecureRandom$SignallingEntropySource$EntropyGatherer implements Runnable {
    private final int numBytes;
    void DRBG$HybridSecureRandom$SignallingEntropySource$EntropyGatherer(DRBG$HybridSecureRandom$SignallingEntropySource, int);
    public void run();
}










org/bouncycastle/jcajce/provider/drbg/DRBG$HybridSecureRandom$SignallingEntropySource.class


package org.bouncycastle.jcajce.provider.drbg;
synchronized class DRBG$HybridSecureRandom$SignallingEntropySource implements org.bouncycastle.crypto.prng.EntropySource {
    private final int byteLength;
    private final java.util.concurrent.atomic.AtomicReference entropy;
    private final java.util.concurrent.atomic.AtomicBoolean scheduled;
    void DRBG$HybridSecureRandom$SignallingEntropySource(DRBG$HybridSecureRandom, int);
    public boolean isPredictionResistant();
    public byte[] getEntropy();
    public int entropySize();
}










org/bouncycastle/jcajce/provider/drbg/DRBG$HybridSecureRandom.class


package org.bouncycastle.jcajce.provider.drbg;
synchronized class DRBG$HybridSecureRandom extends java.security.SecureRandom {
    private final java.util.concurrent.atomic.AtomicBoolean seedAvailable;
    private final java.util.concurrent.atomic.AtomicInteger samples;
    private final java.security.SecureRandom baseRandom;
    private final org.bouncycastle.crypto.prng.SP800SecureRandom drbg;
    void DRBG$HybridSecureRandom();
    public void setSeed(byte[]);
    public void setSeed(long);
    public byte[] generateSeed(int);
}










org/bouncycastle/jcajce/provider/drbg/DRBG$Mappings.class


package org.bouncycastle.jcajce.provider.drbg;
public synchronized class DRBG$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void DRBG$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/drbg/DRBG$NonceAndIV.class


package org.bouncycastle.jcajce.provider.drbg;
public synchronized class DRBG$NonceAndIV extends java.security.SecureRandomSpi {
    private static final java.security.SecureRandom random;
    public void DRBG$NonceAndIV();
    protected void engineSetSeed(byte[]);
    protected void engineNextBytes(byte[]);
    protected byte[] engineGenerateSeed(int);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/drbg/DRBG$URLSeededSecureRandom$1.class


package org.bouncycastle.jcajce.provider.drbg;
synchronized class DRBG$URLSeededSecureRandom$1 implements java.security.PrivilegedAction {
    void DRBG$URLSeededSecureRandom$1(DRBG$URLSeededSecureRandom, java.net.URL);
    public java.io.InputStream run();
}










org/bouncycastle/jcajce/provider/drbg/DRBG$URLSeededSecureRandom$2.class


package org.bouncycastle.jcajce.provider.drbg;
synchronized class DRBG$URLSeededSecureRandom$2 implements java.security.PrivilegedAction {
    void DRBG$URLSeededSecureRandom$2(DRBG$URLSeededSecureRandom, byte[], int, int);
    public Integer run();
}










org/bouncycastle/jcajce/provider/drbg/DRBG$URLSeededSecureRandom.class


package org.bouncycastle.jcajce.provider.drbg;
synchronized class DRBG$URLSeededSecureRandom extends java.security.SecureRandom {
    private final java.io.InputStream seedStream;
    void DRBG$URLSeededSecureRandom(java.net.URL);
    public void setSeed(byte[]);
    public void setSeed(long);
    public byte[] generateSeed(int);
    private int privilegedRead(byte[], int, int);
}










org/bouncycastle/jcajce/provider/drbg/DRBG.class


package org.bouncycastle.jcajce.provider.drbg;
public synchronized class DRBG {
    private static final String PREFIX;
    private static final String[][] initialEntropySourceNames;
    private static final Object[] initialEntropySourceAndSpi;
    public void DRBG();
    private static final Object[] findSource();
    private static java.security.SecureRandom createInitialEntropySource();
    private static java.security.SecureRandom createCoreSecureRandom();
    private static org.bouncycastle.crypto.prng.EntropySourceProvider createEntropySource();
    private static java.security.SecureRandom createBaseRandom(boolean);
    private static byte[] generateDefaultPersonalizationString(byte[]);
    private static byte[] generateNonceIVPersonalizationString(byte[]);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/keystore/BC$Mappings.class


package org.bouncycastle.jcajce.provider.keystore;
public synchronized class BC$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void BC$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/keystore/BC.class


package org.bouncycastle.jcajce.provider.keystore;
public synchronized class BC {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.keystore.bc.;
    public void BC();
}










org/bouncycastle/jcajce/provider/keystore/BCFKS$Mappings.class


package org.bouncycastle.jcajce.provider.keystore;
public synchronized class BCFKS$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void BCFKS$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/keystore/BCFKS.class


package org.bouncycastle.jcajce.provider.keystore;
public synchronized class BCFKS {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.keystore.bcfks.;
    public void BCFKS();
}










org/bouncycastle/jcajce/provider/keystore/PKCS12$Mappings.class


package org.bouncycastle.jcajce.provider.keystore;
public synchronized class PKCS12$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void PKCS12$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/keystore/PKCS12.class


package org.bouncycastle.jcajce.provider.keystore;
public synchronized class PKCS12 {
    private static final String PREFIX = org.bouncycastle.jcajce.provider.keystore.pkcs12.;
    public void PKCS12();
}










org/bouncycastle/jcajce/provider/keystore/bc/BcKeyStoreSpi$BouncyCastleStore.class


package org.bouncycastle.jcajce.provider.keystore.bc;
public synchronized class BcKeyStoreSpi$BouncyCastleStore extends BcKeyStoreSpi {
    public void BcKeyStoreSpi$BouncyCastleStore();
    public void engineLoad(java.io.InputStream, char[]) throws java.io.IOException;
    public void engineStore(java.io.OutputStream, char[]) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/keystore/bc/BcKeyStoreSpi$Std.class


package org.bouncycastle.jcajce.provider.keystore.bc;
public synchronized class BcKeyStoreSpi$Std extends BcKeyStoreSpi {
    public void BcKeyStoreSpi$Std();
}










org/bouncycastle/jcajce/provider/keystore/bc/BcKeyStoreSpi$StoreEntry.class


package org.bouncycastle.jcajce.provider.keystore.bc;
synchronized class BcKeyStoreSpi$StoreEntry {
    int type;
    String alias;
    Object obj;
    java.security.cert.Certificate[] certChain;
    java.util.Date date;
    void BcKeyStoreSpi$StoreEntry(BcKeyStoreSpi, String, java.security.cert.Certificate);
    void BcKeyStoreSpi$StoreEntry(BcKeyStoreSpi, String, byte[], java.security.cert.Certificate[]);
    void BcKeyStoreSpi$StoreEntry(BcKeyStoreSpi, String, java.security.Key, char[], java.security.cert.Certificate[]) throws Exception;
    void BcKeyStoreSpi$StoreEntry(BcKeyStoreSpi, String, java.util.Date, int, Object);
    void BcKeyStoreSpi$StoreEntry(BcKeyStoreSpi, String, java.util.Date, int, Object, java.security.cert.Certificate[]);
    int getType();
    String getAlias();
    Object getObject();
    Object getObject(char[]) throws java.security.NoSuchAlgorithmException, java.security.UnrecoverableKeyException;
    java.security.cert.Certificate[] getCertificateChain();
    java.util.Date getDate();
}










org/bouncycastle/jcajce/provider/keystore/bc/BcKeyStoreSpi$Version1.class


package org.bouncycastle.jcajce.provider.keystore.bc;
public synchronized class BcKeyStoreSpi$Version1 extends BcKeyStoreSpi {
    public void BcKeyStoreSpi$Version1();
}










org/bouncycastle/jcajce/provider/keystore/bc/BcKeyStoreSpi.class


package org.bouncycastle.jcajce.provider.keystore.bc;
public synchronized class BcKeyStoreSpi extends java.security.KeyStoreSpi implements org.bouncycastle.jce.interfaces.BCKeyStore {
    private static final int STORE_VERSION = 2;
    private static final int STORE_SALT_SIZE = 20;
    private static final String STORE_CIPHER = PBEWithSHAAndTwofish-CBC;
    private static final int KEY_SALT_SIZE = 20;
    private static final int MIN_ITERATIONS = 1024;
    private static final String KEY_CIPHER = PBEWithSHAAnd3-KeyTripleDES-CBC;
    static final int NULL = 0;
    static final int CERTIFICATE = 1;
    static final int KEY = 2;
    static final int SECRET = 3;
    static final int SEALED = 4;
    static final int KEY_PRIVATE = 0;
    static final int KEY_PUBLIC = 1;
    static final int KEY_SECRET = 2;
    protected java.util.Hashtable table;
    protected java.security.SecureRandom random;
    protected int version;
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    public void BcKeyStoreSpi(int);
    private void encodeCertificate(java.security.cert.Certificate, java.io.DataOutputStream) throws java.io.IOException;
    private java.security.cert.Certificate decodeCertificate(java.io.DataInputStream) throws java.io.IOException;
    private void encodeKey(java.security.Key, java.io.DataOutputStream) throws java.io.IOException;
    private java.security.Key decodeKey(java.io.DataInputStream) throws java.io.IOException;
    protected javax.crypto.Cipher makePBECipher(String, int, char[], byte[], int) throws java.io.IOException;
    public void setRandom(java.security.SecureRandom);
    public java.util.Enumeration engineAliases();
    public boolean engineContainsAlias(String);
    public void engineDeleteEntry(String) throws java.security.KeyStoreException;
    public java.security.cert.Certificate engineGetCertificate(String);
    public String engineGetCertificateAlias(java.security.cert.Certificate);
    public java.security.cert.Certificate[] engineGetCertificateChain(String);
    public java.util.Date engineGetCreationDate(String);
    public java.security.Key engineGetKey(String, char[]) throws java.security.NoSuchAlgorithmException, java.security.UnrecoverableKeyException;
    public boolean engineIsCertificateEntry(String);
    public boolean engineIsKeyEntry(String);
    public void engineSetCertificateEntry(String, java.security.cert.Certificate) throws java.security.KeyStoreException;
    public void engineSetKeyEntry(String, byte[], java.security.cert.Certificate[]) throws java.security.KeyStoreException;
    public void engineSetKeyEntry(String, java.security.Key, char[], java.security.cert.Certificate[]) throws java.security.KeyStoreException;
    public int engineSize();
    protected void loadStore(java.io.InputStream) throws java.io.IOException;
    protected void saveStore(java.io.OutputStream) throws java.io.IOException;
    public void engineLoad(java.io.InputStream, char[]) throws java.io.IOException;
    public void engineStore(java.io.OutputStream, char[]) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/keystore/bcfks/BcFKSKeyStoreSpi$1.class


package org.bouncycastle.jcajce.provider.keystore.bcfks;
synchronized class BcFKSKeyStoreSpi$1 implements java.util.Enumeration {
    void BcFKSKeyStoreSpi$1(BcFKSKeyStoreSpi, java.util.Iterator);
    public boolean hasMoreElements();
    public Object nextElement();
}










org/bouncycastle/jcajce/provider/keystore/bcfks/BcFKSKeyStoreSpi$Def.class


package org.bouncycastle.jcajce.provider.keystore.bcfks;
public synchronized class BcFKSKeyStoreSpi$Def extends BcFKSKeyStoreSpi {
    public void BcFKSKeyStoreSpi$Def();
}










org/bouncycastle/jcajce/provider/keystore/bcfks/BcFKSKeyStoreSpi$DefShared.class


package org.bouncycastle.jcajce.provider.keystore.bcfks;
public synchronized class BcFKSKeyStoreSpi$DefShared extends BcFKSKeyStoreSpi$SharedKeyStoreSpi {
    public void BcFKSKeyStoreSpi$DefShared();
}










org/bouncycastle/jcajce/provider/keystore/bcfks/BcFKSKeyStoreSpi$ExtKeyStoreException.class


package org.bouncycastle.jcajce.provider.keystore.bcfks;
synchronized class BcFKSKeyStoreSpi$ExtKeyStoreException extends java.security.KeyStoreException {
    private final Throwable cause;
    void BcFKSKeyStoreSpi$ExtKeyStoreException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/jcajce/provider/keystore/bcfks/BcFKSKeyStoreSpi$SharedKeyStoreSpi.class


package org.bouncycastle.jcajce.provider.keystore.bcfks;
synchronized class BcFKSKeyStoreSpi$SharedKeyStoreSpi extends BcFKSKeyStoreSpi implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers {
    private final java.util.Map cache;
    private final byte[] seedKey;
    public void BcFKSKeyStoreSpi$SharedKeyStoreSpi(org.bouncycastle.jce.provider.BouncyCastleProvider);
    public void engineDeleteEntry(String) throws java.security.KeyStoreException;
    public java.security.Key engineGetKey(String, char[]) throws java.security.NoSuchAlgorithmException, java.security.UnrecoverableKeyException;
    private byte[] calculateMac(String, char[]) throws java.security.NoSuchAlgorithmException, java.security.InvalidKeyException;
}










org/bouncycastle/jcajce/provider/keystore/bcfks/BcFKSKeyStoreSpi$Std.class


package org.bouncycastle.jcajce.provider.keystore.bcfks;
public synchronized class BcFKSKeyStoreSpi$Std extends BcFKSKeyStoreSpi {
    public void BcFKSKeyStoreSpi$Std();
}










org/bouncycastle/jcajce/provider/keystore/bcfks/BcFKSKeyStoreSpi$StdShared.class


package org.bouncycastle.jcajce.provider.keystore.bcfks;
public synchronized class BcFKSKeyStoreSpi$StdShared extends BcFKSKeyStoreSpi$SharedKeyStoreSpi {
    public void BcFKSKeyStoreSpi$StdShared();
}










org/bouncycastle/jcajce/provider/keystore/bcfks/BcFKSKeyStoreSpi.class


package org.bouncycastle.jcajce.provider.keystore.bcfks;
synchronized class BcFKSKeyStoreSpi extends java.security.KeyStoreSpi {
    private static final java.util.Map oidMap;
    private static final java.util.Map publicAlgMap;
    private static final java.math.BigInteger CERTIFICATE;
    private static final java.math.BigInteger PRIVATE_KEY;
    private static final java.math.BigInteger SECRET_KEY;
    private static final java.math.BigInteger PROTECTED_PRIVATE_KEY;
    private static final java.math.BigInteger PROTECTED_SECRET_KEY;
    private final org.bouncycastle.jce.provider.BouncyCastleProvider provider;
    private final java.util.Map entries;
    private final java.util.Map privateKeyCache;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier hmacAlgorithm;
    private org.bouncycastle.asn1.pkcs.KeyDerivationFunc hmacPkbdAlgorithm;
    private java.util.Date creationDate;
    private java.util.Date lastModifiedDate;
    private static String getPublicKeyAlg(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    void BcFKSKeyStoreSpi(org.bouncycastle.jce.provider.BouncyCastleProvider);
    public java.security.Key engineGetKey(String, char[]) throws java.security.NoSuchAlgorithmException, java.security.UnrecoverableKeyException;
    public java.security.cert.Certificate[] engineGetCertificateChain(String);
    public java.security.cert.Certificate engineGetCertificate(String);
    private java.security.cert.Certificate decodeCertificate(Object);
    public java.util.Date engineGetCreationDate(String);
    public void engineSetKeyEntry(String, java.security.Key, char[], java.security.cert.Certificate[]) throws java.security.KeyStoreException;
    private javax.crypto.Cipher createCipher(String, byte[]) throws java.security.NoSuchAlgorithmException, javax.crypto.NoSuchPaddingException, java.security.InvalidKeyException;
    private java.security.SecureRandom getDefaultSecureRandom();
    private org.bouncycastle.asn1.bc.EncryptedPrivateKeyData createPrivateKeySequence(org.bouncycastle.asn1.pkcs.EncryptedPrivateKeyInfo, java.security.cert.Certificate[]) throws java.security.cert.CertificateEncodingException;
    public void engineSetKeyEntry(String, byte[], java.security.cert.Certificate[]) throws java.security.KeyStoreException;
    public void engineSetCertificateEntry(String, java.security.cert.Certificate) throws java.security.KeyStoreException;
    private java.util.Date extractCreationDate(org.bouncycastle.asn1.bc.ObjectData, java.util.Date);
    public void engineDeleteEntry(String) throws java.security.KeyStoreException;
    public java.util.Enumeration engineAliases();
    public boolean engineContainsAlias(String);
    public int engineSize();
    public boolean engineIsKeyEntry(String);
    public boolean engineIsCertificateEntry(String);
    public String engineGetCertificateAlias(java.security.cert.Certificate);
    private byte[] generateKey(org.bouncycastle.asn1.pkcs.KeyDerivationFunc, String, char[], int) throws java.io.IOException;
    private void verifyMac(byte[], org.bouncycastle.asn1.bc.PbkdMacIntegrityCheck, char[]) throws java.security.NoSuchAlgorithmException, java.io.IOException;
    private byte[] calculateMac(byte[], org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.pkcs.KeyDerivationFunc, char[]) throws java.security.NoSuchAlgorithmException, java.io.IOException;
    public void engineStore(java.security.KeyStore$LoadStoreParameter) throws java.security.cert.CertificateException, java.security.NoSuchAlgorithmException, java.io.IOException;
    public void engineStore(java.io.OutputStream, char[]) throws java.io.IOException, java.security.NoSuchAlgorithmException, java.security.cert.CertificateException;
    public void engineLoad(java.io.InputStream, char[]) throws java.io.IOException, java.security.NoSuchAlgorithmException, java.security.cert.CertificateException;
    private byte[] decryptData(String, org.bouncycastle.asn1.x509.AlgorithmIdentifier, char[], byte[]) throws java.io.IOException;
    private org.bouncycastle.asn1.pkcs.KeyDerivationFunc generatePkbdAlgorithmIdentifier(org.bouncycastle.crypto.util.PBKDFConfig, int);
    private org.bouncycastle.asn1.pkcs.KeyDerivationFunc generatePkbdAlgorithmIdentifier(org.bouncycastle.asn1.pkcs.KeyDerivationFunc, int);
    private org.bouncycastle.asn1.pkcs.KeyDerivationFunc generatePkbdAlgorithmIdentifier(org.bouncycastle.asn1.ASN1ObjectIdentifier, int);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/keystore/pkcs12/PKCS12KeyStoreSpi$1.class


package org.bouncycastle.jcajce.provider.keystore.pkcs12;
synchronized class PKCS12KeyStoreSpi$1 {
}










org/bouncycastle/jcajce/provider/keystore/pkcs12/PKCS12KeyStoreSpi$BCPKCS12KeyStore.class


package org.bouncycastle.jcajce.provider.keystore.pkcs12;
public synchronized class PKCS12KeyStoreSpi$BCPKCS12KeyStore extends PKCS12KeyStoreSpi {
    public void PKCS12KeyStoreSpi$BCPKCS12KeyStore();
}










org/bouncycastle/jcajce/provider/keystore/pkcs12/PKCS12KeyStoreSpi$BCPKCS12KeyStore3DES.class


package org.bouncycastle.jcajce.provider.keystore.pkcs12;
public synchronized class PKCS12KeyStoreSpi$BCPKCS12KeyStore3DES extends PKCS12KeyStoreSpi {
    public void PKCS12KeyStoreSpi$BCPKCS12KeyStore3DES();
}










org/bouncycastle/jcajce/provider/keystore/pkcs12/PKCS12KeyStoreSpi$CertId.class


package org.bouncycastle.jcajce.provider.keystore.pkcs12;
synchronized class PKCS12KeyStoreSpi$CertId {
    byte[] id;
    void PKCS12KeyStoreSpi$CertId(PKCS12KeyStoreSpi, java.security.PublicKey);
    void PKCS12KeyStoreSpi$CertId(PKCS12KeyStoreSpi, byte[]);
    public int hashCode();
    public boolean equals(Object);
}










org/bouncycastle/jcajce/provider/keystore/pkcs12/PKCS12KeyStoreSpi$DefPKCS12KeyStore.class


package org.bouncycastle.jcajce.provider.keystore.pkcs12;
public synchronized class PKCS12KeyStoreSpi$DefPKCS12KeyStore extends PKCS12KeyStoreSpi {
    public void PKCS12KeyStoreSpi$DefPKCS12KeyStore();
}










org/bouncycastle/jcajce/provider/keystore/pkcs12/PKCS12KeyStoreSpi$DefPKCS12KeyStore3DES.class


package org.bouncycastle.jcajce.provider.keystore.pkcs12;
public synchronized class PKCS12KeyStoreSpi$DefPKCS12KeyStore3DES extends PKCS12KeyStoreSpi {
    public void PKCS12KeyStoreSpi$DefPKCS12KeyStore3DES();
}










org/bouncycastle/jcajce/provider/keystore/pkcs12/PKCS12KeyStoreSpi$DefaultSecretKeyProvider.class


package org.bouncycastle.jcajce.provider.keystore.pkcs12;
synchronized class PKCS12KeyStoreSpi$DefaultSecretKeyProvider {
    private final java.util.Map KEY_SIZES;
    void PKCS12KeyStoreSpi$DefaultSecretKeyProvider();
    public int getKeySize(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/jcajce/provider/keystore/pkcs12/PKCS12KeyStoreSpi$IgnoresCaseHashtable.class


package org.bouncycastle.jcajce.provider.keystore.pkcs12;
synchronized class PKCS12KeyStoreSpi$IgnoresCaseHashtable {
    private java.util.Hashtable orig;
    private java.util.Hashtable keys;
    private void PKCS12KeyStoreSpi$IgnoresCaseHashtable();
    public void put(String, Object);
    public java.util.Enumeration keys();
    public Object remove(String);
    public Object get(String);
    public java.util.Enumeration elements();
}










org/bouncycastle/jcajce/provider/keystore/pkcs12/PKCS12KeyStoreSpi.class


package org.bouncycastle.jcajce.provider.keystore.pkcs12;
public synchronized class PKCS12KeyStoreSpi extends java.security.KeyStoreSpi implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers, org.bouncycastle.jce.interfaces.BCKeyStore {
    static final String PKCS12_MAX_IT_COUNT_PROPERTY = org.bouncycastle.pkcs12.max_it_count;
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private static final int SALT_SIZE = 20;
    private static final int MIN_ITERATIONS = 51200;
    private static final PKCS12KeyStoreSpi$DefaultSecretKeyProvider keySizeProvider;
    private PKCS12KeyStoreSpi$IgnoresCaseHashtable keys;
    private java.util.Hashtable localIds;
    private PKCS12KeyStoreSpi$IgnoresCaseHashtable certs;
    private java.util.Hashtable chainCerts;
    private java.util.Hashtable keyCerts;
    static final int NULL = 0;
    static final int CERTIFICATE = 1;
    static final int KEY = 2;
    static final int SECRET = 3;
    static final int SEALED = 4;
    static final int KEY_PRIVATE = 0;
    static final int KEY_PUBLIC = 1;
    static final int KEY_SECRET = 2;
    protected java.security.SecureRandom random;
    private java.security.cert.CertificateFactory certFact;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier keyAlgorithm;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier certAlgorithm;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier macAlgorithm;
    private int itCount;
    private int saltLength;
    private static java.security.Provider provider;
    public void PKCS12KeyStoreSpi(java.security.Provider, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1ObjectIdentifier);
    private org.bouncycastle.asn1.x509.SubjectKeyIdentifier createSubjectKeyId(java.security.PublicKey);
    private static byte[] getDigest(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public void setRandom(java.security.SecureRandom);
    public java.util.Enumeration engineAliases();
    public boolean engineContainsAlias(String);
    public void engineDeleteEntry(String) throws java.security.KeyStoreException;
    public java.security.cert.Certificate engineGetCertificate(String);
    public String engineGetCertificateAlias(java.security.cert.Certificate);
    public java.security.cert.Certificate[] engineGetCertificateChain(String);
    public java.util.Date engineGetCreationDate(String);
    public java.security.Key engineGetKey(String, char[]) throws java.security.NoSuchAlgorithmException, java.security.UnrecoverableKeyException;
    public boolean engineIsCertificateEntry(String);
    public boolean engineIsKeyEntry(String);
    public void engineSetCertificateEntry(String, java.security.cert.Certificate) throws java.security.KeyStoreException;
    public void engineSetKeyEntry(String, byte[], java.security.cert.Certificate[]) throws java.security.KeyStoreException;
    public void engineSetKeyEntry(String, java.security.Key, char[], java.security.cert.Certificate[]) throws java.security.KeyStoreException;
    public int engineSize();
    protected java.security.PrivateKey unwrapKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], char[], boolean) throws java.io.IOException;
    protected byte[] wrapKey(String, java.security.Key, org.bouncycastle.asn1.pkcs.PKCS12PBEParams, char[]) throws java.io.IOException;
    protected byte[] cryptData(boolean, org.bouncycastle.asn1.x509.AlgorithmIdentifier, char[], boolean, byte[]) throws java.io.IOException;
    private javax.crypto.Cipher createCipher(int, char[], org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws java.security.NoSuchAlgorithmException, java.security.spec.InvalidKeySpecException, javax.crypto.NoSuchPaddingException, java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException, java.security.NoSuchProviderException;
    public void engineLoad(java.io.InputStream, char[]) throws java.io.IOException;
    private int validateIterationCount(java.math.BigInteger);
    public void engineStore(java.security.KeyStore$LoadStoreParameter) throws java.io.IOException, java.security.NoSuchAlgorithmException, java.security.cert.CertificateException;
    public void engineStore(java.io.OutputStream, char[]) throws java.io.IOException;
    private void doStore(java.io.OutputStream, char[], boolean) throws java.io.IOException;
    private java.util.Set getUsedCertificateSet();
    private byte[] calculatePbeMac(org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[], int, char[], boolean, byte[]) throws Exception;
    private static synchronized java.security.Provider getBouncyCastleProvider();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/AES$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class AES$1 {
}










org/bouncycastle/jcajce/provider/symmetric/AES$AESCCMMAC$CCMMac.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class AES$AESCCMMAC$CCMMac implements org.bouncycastle.crypto.Mac {
    private final org.bouncycastle.crypto.modes.CCMBlockCipher ccm;
    private int macLength;
    private void AES$AESCCMMAC$CCMMac();
    public void init(org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public int getMacSize();
    public void update(byte) throws IllegalStateException;
    public void update(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public int doFinal(byte[], int) throws org.bouncycastle.crypto.DataLengthException, IllegalStateException;
    public void reset();
}










org/bouncycastle/jcajce/provider/symmetric/AES$AESCCMMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$AESCCMMAC extends util.BaseMac {
    public void AES$AESCCMMAC();
}










org/bouncycastle/jcajce/provider/symmetric/AES$AESCMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$AESCMAC extends util.BaseMac {
    public void AES$AESCMAC();
}










org/bouncycastle/jcajce/provider/symmetric/AES$AESGMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$AESGMAC extends util.BaseMac {
    public void AES$AESGMAC();
}










org/bouncycastle/jcajce/provider/symmetric/AES$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void AES$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/AES$AlgParamGenCCM.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$AlgParamGenCCM extends util.BaseAlgorithmParameterGenerator {
    public void AES$AlgParamGenCCM();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/AES$AlgParamGenGCM.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$AlgParamGenGCM extends util.BaseAlgorithmParameterGenerator {
    public void AES$AlgParamGenGCM();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/AES$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$AlgParams extends util.IvAlgorithmParameters {
    public void AES$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/AES$AlgParamsCCM.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$AlgParamsCCM extends util.BaseAlgorithmParameters {
    private org.bouncycastle.asn1.cms.CCMParameters ccmParams;
    public void AES$AlgParamsCCM();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected byte[] engineGetEncoded() throws java.io.IOException;
    protected byte[] engineGetEncoded(String) throws java.io.IOException;
    protected String engineToString();
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
}










org/bouncycastle/jcajce/provider/symmetric/AES$AlgParamsGCM.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$AlgParamsGCM extends util.BaseAlgorithmParameters {
    private org.bouncycastle.asn1.cms.GCMParameters gcmParams;
    public void AES$AlgParamsGCM();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected byte[] engineGetEncoded() throws java.io.IOException;
    protected byte[] engineGetEncoded(String) throws java.io.IOException;
    protected String engineToString();
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
}










org/bouncycastle/jcajce/provider/symmetric/AES$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$CBC extends util.BaseBlockCipher {
    public void AES$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/AES$CCM.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$CCM extends util.BaseBlockCipher {
    public void AES$CCM();
}










org/bouncycastle/jcajce/provider/symmetric/AES$CFB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$CFB extends util.BaseBlockCipher {
    public void AES$CFB();
}










org/bouncycastle/jcajce/provider/symmetric/AES$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class AES$ECB$1 implements util.BlockCipherProvider {
    void AES$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/AES$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$ECB extends util.BaseBlockCipher {
    public void AES$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/AES$GCM.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$GCM extends util.BaseBlockCipher {
    public void AES$GCM();
}










org/bouncycastle/jcajce/provider/symmetric/AES$KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$KeyFactory extends util.BaseSecretKeyFactory {
    public void AES$KeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/AES$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$KeyGen extends util.BaseKeyGenerator {
    public void AES$KeyGen();
    public void AES$KeyGen(int);
}










org/bouncycastle/jcajce/provider/symmetric/AES$KeyGen128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$KeyGen128 extends AES$KeyGen {
    public void AES$KeyGen128();
}










org/bouncycastle/jcajce/provider/symmetric/AES$KeyGen192.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$KeyGen192 extends AES$KeyGen {
    public void AES$KeyGen192();
}










org/bouncycastle/jcajce/provider/symmetric/AES$KeyGen256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$KeyGen256 extends AES$KeyGen {
    public void AES$KeyGen256();
}










org/bouncycastle/jcajce/provider/symmetric/AES$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$Mappings extends SymmetricAlgorithmProvider {
    private static final String PREFIX;
    private static final String wrongAES128 = 2.16.840.1.101.3.4.2;
    private static final String wrongAES192 = 2.16.840.1.101.3.4.22;
    private static final String wrongAES256 = 2.16.840.1.101.3.4.42;
    public void AES$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/AES$OFB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$OFB extends util.BaseBlockCipher {
    public void AES$OFB();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithAESCBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithAESCBC extends util.BaseBlockCipher {
    public void AES$PBEWithAESCBC();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithMD5And128BitAESCBCOpenSSL.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithMD5And128BitAESCBCOpenSSL extends util.PBESecretKeyFactory {
    public void AES$PBEWithMD5And128BitAESCBCOpenSSL();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithMD5And192BitAESCBCOpenSSL.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithMD5And192BitAESCBCOpenSSL extends util.PBESecretKeyFactory {
    public void AES$PBEWithMD5And192BitAESCBCOpenSSL();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithMD5And256BitAESCBCOpenSSL.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithMD5And256BitAESCBCOpenSSL extends util.PBESecretKeyFactory {
    public void AES$PBEWithMD5And256BitAESCBCOpenSSL();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithSHA1AESCBC128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithSHA1AESCBC128 extends util.BaseBlockCipher {
    public void AES$PBEWithSHA1AESCBC128();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithSHA1AESCBC192.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithSHA1AESCBC192 extends util.BaseBlockCipher {
    public void AES$PBEWithSHA1AESCBC192();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithSHA1AESCBC256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithSHA1AESCBC256 extends util.BaseBlockCipher {
    public void AES$PBEWithSHA1AESCBC256();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithSHA256AESCBC128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithSHA256AESCBC128 extends util.BaseBlockCipher {
    public void AES$PBEWithSHA256AESCBC128();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithSHA256AESCBC192.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithSHA256AESCBC192 extends util.BaseBlockCipher {
    public void AES$PBEWithSHA256AESCBC192();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithSHA256AESCBC256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithSHA256AESCBC256 extends util.BaseBlockCipher {
    public void AES$PBEWithSHA256AESCBC256();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithSHA256And128BitAESBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithSHA256And128BitAESBC extends util.PBESecretKeyFactory {
    public void AES$PBEWithSHA256And128BitAESBC();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithSHA256And192BitAESBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithSHA256And192BitAESBC extends util.PBESecretKeyFactory {
    public void AES$PBEWithSHA256And192BitAESBC();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithSHA256And256BitAESBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithSHA256And256BitAESBC extends util.PBESecretKeyFactory {
    public void AES$PBEWithSHA256And256BitAESBC();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithSHAAnd128BitAESBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithSHAAnd128BitAESBC extends util.PBESecretKeyFactory {
    public void AES$PBEWithSHAAnd128BitAESBC();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithSHAAnd192BitAESBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithSHAAnd192BitAESBC extends util.PBESecretKeyFactory {
    public void AES$PBEWithSHAAnd192BitAESBC();
}










org/bouncycastle/jcajce/provider/symmetric/AES$PBEWithSHAAnd256BitAESBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$PBEWithSHAAnd256BitAESBC extends util.PBESecretKeyFactory {
    public void AES$PBEWithSHAAnd256BitAESBC();
}










org/bouncycastle/jcajce/provider/symmetric/AES$Poly1305.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$Poly1305 extends util.BaseMac {
    public void AES$Poly1305();
}










org/bouncycastle/jcajce/provider/symmetric/AES$Poly1305KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$Poly1305KeyGen extends util.BaseKeyGenerator {
    public void AES$Poly1305KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/AES$RFC3211Wrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$RFC3211Wrap extends util.BaseWrapCipher {
    public void AES$RFC3211Wrap();
}










org/bouncycastle/jcajce/provider/symmetric/AES$RFC5649Wrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$RFC5649Wrap extends util.BaseWrapCipher {
    public void AES$RFC5649Wrap();
}










org/bouncycastle/jcajce/provider/symmetric/AES$Wrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$Wrap extends util.BaseWrapCipher {
    public void AES$Wrap();
}










org/bouncycastle/jcajce/provider/symmetric/AES$WrapPad.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class AES$WrapPad extends util.BaseWrapCipher {
    public void AES$WrapPad();
}










org/bouncycastle/jcajce/provider/symmetric/AES.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class AES {
    private static final java.util.Map generalAesAttributes;
    private void AES();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/ARC4$Base.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARC4$Base extends util.BaseStreamCipher {
    public void ARC4$Base();
}










org/bouncycastle/jcajce/provider/symmetric/ARC4$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARC4$KeyGen extends util.BaseKeyGenerator {
    public void ARC4$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/ARC4$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARC4$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void ARC4$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/ARC4$PBEWithSHAAnd128Bit.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARC4$PBEWithSHAAnd128Bit extends util.BaseStreamCipher {
    public void ARC4$PBEWithSHAAnd128Bit();
}










org/bouncycastle/jcajce/provider/symmetric/ARC4$PBEWithSHAAnd128BitKeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARC4$PBEWithSHAAnd128BitKeyFactory extends util.PBESecretKeyFactory {
    public void ARC4$PBEWithSHAAnd128BitKeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/ARC4$PBEWithSHAAnd40Bit.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARC4$PBEWithSHAAnd40Bit extends util.BaseStreamCipher {
    public void ARC4$PBEWithSHAAnd40Bit();
}










org/bouncycastle/jcajce/provider/symmetric/ARC4$PBEWithSHAAnd40BitKeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARC4$PBEWithSHAAnd40BitKeyFactory extends util.PBESecretKeyFactory {
    public void ARC4$PBEWithSHAAnd40BitKeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/ARC4.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class ARC4 {
    private void ARC4();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void ARIA$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$AlgParams extends util.IvAlgorithmParameters {
    public void ARIA$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$AlgParamsCCM.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$AlgParamsCCM extends util.BaseAlgorithmParameters {
    private org.bouncycastle.asn1.cms.CCMParameters ccmParams;
    public void ARIA$AlgParamsCCM();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected byte[] engineGetEncoded() throws java.io.IOException;
    protected byte[] engineGetEncoded(String) throws java.io.IOException;
    protected String engineToString();
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$AlgParamsGCM.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$AlgParamsGCM extends util.BaseAlgorithmParameters {
    private org.bouncycastle.asn1.cms.GCMParameters gcmParams;
    public void ARIA$AlgParamsGCM();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected byte[] engineGetEncoded() throws java.io.IOException;
    protected byte[] engineGetEncoded(String) throws java.io.IOException;
    protected String engineToString();
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$CBC extends util.BaseBlockCipher {
    public void ARIA$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$CFB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$CFB extends util.BaseBlockCipher {
    public void ARIA$CFB();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class ARIA$ECB$1 implements util.BlockCipherProvider {
    void ARIA$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$ECB extends util.BaseBlockCipher {
    public void ARIA$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$GMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$GMAC extends util.BaseMac {
    public void ARIA$GMAC();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$KeyFactory extends util.BaseSecretKeyFactory {
    public void ARIA$KeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$KeyGen extends util.BaseKeyGenerator {
    public void ARIA$KeyGen();
    public void ARIA$KeyGen(int);
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$KeyGen128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$KeyGen128 extends ARIA$KeyGen {
    public void ARIA$KeyGen128();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$KeyGen192.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$KeyGen192 extends ARIA$KeyGen {
    public void ARIA$KeyGen192();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$KeyGen256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$KeyGen256 extends ARIA$KeyGen {
    public void ARIA$KeyGen256();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$Mappings extends SymmetricAlgorithmProvider {
    private static final String PREFIX;
    public void ARIA$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$OFB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$OFB extends util.BaseBlockCipher {
    public void ARIA$OFB();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$Poly1305.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$Poly1305 extends util.BaseMac {
    public void ARIA$Poly1305();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$Poly1305KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$Poly1305KeyGen extends util.BaseKeyGenerator {
    public void ARIA$Poly1305KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$RFC3211Wrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$RFC3211Wrap extends util.BaseWrapCipher {
    public void ARIA$RFC3211Wrap();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$Wrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$Wrap extends util.BaseWrapCipher {
    public void ARIA$Wrap();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA$WrapPad.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ARIA$WrapPad extends util.BaseWrapCipher {
    public void ARIA$WrapPad();
}










org/bouncycastle/jcajce/provider/symmetric/ARIA.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class ARIA {
    private void ARIA();
}










org/bouncycastle/jcajce/provider/symmetric/Blowfish$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Blowfish$AlgParams extends util.IvAlgorithmParameters {
    public void Blowfish$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/Blowfish$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Blowfish$CBC extends util.BaseBlockCipher {
    public void Blowfish$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/Blowfish$CMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Blowfish$CMAC extends util.BaseMac {
    public void Blowfish$CMAC();
}










org/bouncycastle/jcajce/provider/symmetric/Blowfish$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Blowfish$ECB extends util.BaseBlockCipher {
    public void Blowfish$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/Blowfish$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Blowfish$KeyGen extends util.BaseKeyGenerator {
    public void Blowfish$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Blowfish$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Blowfish$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void Blowfish$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Blowfish.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class Blowfish {
    private void Blowfish();
}










org/bouncycastle/jcajce/provider/symmetric/CAST5$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class CAST5$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void CAST5$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/CAST5$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class CAST5$AlgParams extends util.BaseAlgorithmParameters {
    private byte[] iv;
    private int keyLength;
    public void CAST5$AlgParams();
    protected byte[] engineGetEncoded();
    protected byte[] engineGetEncoded(String) throws java.io.IOException;
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/CAST5$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class CAST5$CBC extends util.BaseBlockCipher {
    public void CAST5$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/CAST5$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class CAST5$ECB extends util.BaseBlockCipher {
    public void CAST5$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/CAST5$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class CAST5$KeyGen extends util.BaseKeyGenerator {
    public void CAST5$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/CAST5$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class CAST5$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void CAST5$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/CAST5.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class CAST5 {
    private void CAST5();
}










org/bouncycastle/jcajce/provider/symmetric/CAST6$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class CAST6$ECB$1 implements util.BlockCipherProvider {
    void CAST6$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/CAST6$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class CAST6$ECB extends util.BaseBlockCipher {
    public void CAST6$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/CAST6$GMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class CAST6$GMAC extends util.BaseMac {
    public void CAST6$GMAC();
}










org/bouncycastle/jcajce/provider/symmetric/CAST6$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class CAST6$KeyGen extends util.BaseKeyGenerator {
    public void CAST6$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/CAST6$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class CAST6$Mappings extends SymmetricAlgorithmProvider {
    private static final String PREFIX;
    public void CAST6$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/CAST6$Poly1305.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class CAST6$Poly1305 extends util.BaseMac {
    public void CAST6$Poly1305();
}










org/bouncycastle/jcajce/provider/symmetric/CAST6$Poly1305KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class CAST6$Poly1305KeyGen extends util.BaseKeyGenerator {
    public void CAST6$Poly1305KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/CAST6.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class CAST6 {
    private void CAST6();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void Camellia$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$AlgParams extends util.IvAlgorithmParameters {
    public void Camellia$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$CBC extends util.BaseBlockCipher {
    public void Camellia$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class Camellia$ECB$1 implements util.BlockCipherProvider {
    void Camellia$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$ECB extends util.BaseBlockCipher {
    public void Camellia$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$GMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$GMAC extends util.BaseMac {
    public void Camellia$GMAC();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$KeyFactory extends util.BaseSecretKeyFactory {
    public void Camellia$KeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$KeyGen extends util.BaseKeyGenerator {
    public void Camellia$KeyGen();
    public void Camellia$KeyGen(int);
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$KeyGen128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$KeyGen128 extends Camellia$KeyGen {
    public void Camellia$KeyGen128();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$KeyGen192.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$KeyGen192 extends Camellia$KeyGen {
    public void Camellia$KeyGen192();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$KeyGen256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$KeyGen256 extends Camellia$KeyGen {
    public void Camellia$KeyGen256();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$Mappings extends SymmetricAlgorithmProvider {
    private static final String PREFIX;
    public void Camellia$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$Poly1305.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$Poly1305 extends util.BaseMac {
    public void Camellia$Poly1305();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$Poly1305KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$Poly1305KeyGen extends util.BaseKeyGenerator {
    public void Camellia$Poly1305KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$RFC3211Wrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$RFC3211Wrap extends util.BaseWrapCipher {
    public void Camellia$RFC3211Wrap();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia$Wrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Camellia$Wrap extends util.BaseWrapCipher {
    public void Camellia$Wrap();
}










org/bouncycastle/jcajce/provider/symmetric/Camellia.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class Camellia {
    private void Camellia();
}










org/bouncycastle/jcajce/provider/symmetric/ChaCha$Base.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ChaCha$Base extends util.BaseStreamCipher {
    public void ChaCha$Base();
}










org/bouncycastle/jcajce/provider/symmetric/ChaCha$Base7539.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ChaCha$Base7539 extends util.BaseStreamCipher {
    public void ChaCha$Base7539();
}










org/bouncycastle/jcajce/provider/symmetric/ChaCha$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ChaCha$KeyGen extends util.BaseKeyGenerator {
    public void ChaCha$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/ChaCha$KeyGen7539.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ChaCha$KeyGen7539 extends util.BaseKeyGenerator {
    public void ChaCha$KeyGen7539();
}










org/bouncycastle/jcajce/provider/symmetric/ChaCha$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class ChaCha$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void ChaCha$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/ChaCha.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class ChaCha {
    private void ChaCha();
}










org/bouncycastle/jcajce/provider/symmetric/DES$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void DES$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/DES$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$CBC extends util.BaseBlockCipher {
    public void DES$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/DES$CBCMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$CBCMAC extends util.BaseMac {
    public void DES$CBCMAC();
}










org/bouncycastle/jcajce/provider/symmetric/DES$CMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$CMAC extends util.BaseMac {
    public void DES$CMAC();
}










org/bouncycastle/jcajce/provider/symmetric/DES$DES64.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$DES64 extends util.BaseMac {
    public void DES$DES64();
}










org/bouncycastle/jcajce/provider/symmetric/DES$DES64with7816d4.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$DES64with7816d4 extends util.BaseMac {
    public void DES$DES64with7816d4();
}










org/bouncycastle/jcajce/provider/symmetric/DES$DES9797Alg3.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$DES9797Alg3 extends util.BaseMac {
    public void DES$DES9797Alg3();
}










org/bouncycastle/jcajce/provider/symmetric/DES$DES9797Alg3with7816d4.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$DES9797Alg3with7816d4 extends util.BaseMac {
    public void DES$DES9797Alg3with7816d4();
}










org/bouncycastle/jcajce/provider/symmetric/DES$DESCFB8.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$DESCFB8 extends util.BaseMac {
    public void DES$DESCFB8();
}










org/bouncycastle/jcajce/provider/symmetric/DES$DESPBEKeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$DESPBEKeyFactory extends util.BaseSecretKeyFactory {
    private boolean forCipher;
    private int scheme;
    private int digest;
    private int keySize;
    private int ivSize;
    public void DES$DESPBEKeyFactory(String, org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, int, int, int, int);
    protected javax.crypto.SecretKey engineGenerateSecret(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
}










org/bouncycastle/jcajce/provider/symmetric/DES$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$ECB extends util.BaseBlockCipher {
    public void DES$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/DES$KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$KeyFactory extends util.BaseSecretKeyFactory {
    public void DES$KeyFactory();
    protected java.security.spec.KeySpec engineGetKeySpec(javax.crypto.SecretKey, Class) throws java.security.spec.InvalidKeySpecException;
    protected javax.crypto.SecretKey engineGenerateSecret(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
}










org/bouncycastle/jcajce/provider/symmetric/DES$KeyGenerator.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$KeyGenerator extends util.BaseKeyGenerator {
    public void DES$KeyGenerator();
    protected void engineInit(int, java.security.SecureRandom);
    protected javax.crypto.SecretKey engineGenerateKey();
}










org/bouncycastle/jcajce/provider/symmetric/DES$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    private static final String PACKAGE = org.bouncycastle.jcajce.provider.symmetric;
    public void DES$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    private void addAlias(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/DES$PBEWithMD2.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$PBEWithMD2 extends util.BaseBlockCipher {
    public void DES$PBEWithMD2();
}










org/bouncycastle/jcajce/provider/symmetric/DES$PBEWithMD2KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$PBEWithMD2KeyFactory extends DES$DESPBEKeyFactory {
    public void DES$PBEWithMD2KeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/DES$PBEWithMD5.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$PBEWithMD5 extends util.BaseBlockCipher {
    public void DES$PBEWithMD5();
}










org/bouncycastle/jcajce/provider/symmetric/DES$PBEWithMD5KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$PBEWithMD5KeyFactory extends DES$DESPBEKeyFactory {
    public void DES$PBEWithMD5KeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/DES$PBEWithSHA1.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$PBEWithSHA1 extends util.BaseBlockCipher {
    public void DES$PBEWithSHA1();
}










org/bouncycastle/jcajce/provider/symmetric/DES$PBEWithSHA1KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$PBEWithSHA1KeyFactory extends DES$DESPBEKeyFactory {
    public void DES$PBEWithSHA1KeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/DES$RFC3211.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DES$RFC3211 extends util.BaseWrapCipher {
    public void DES$RFC3211();
}










org/bouncycastle/jcajce/provider/symmetric/DES.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class DES {
    private void DES();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void DESede$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$CBC extends util.BaseBlockCipher {
    public void DESede$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$CBCMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$CBCMAC extends util.BaseMac {
    public void DESede$CBCMAC();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$CMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$CMAC extends util.BaseMac {
    public void DESede$CMAC();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$DESede64.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$DESede64 extends util.BaseMac {
    public void DESede$DESede64();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$DESede64with7816d4.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$DESede64with7816d4 extends util.BaseMac {
    public void DESede$DESede64with7816d4();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$DESedeCFB8.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$DESedeCFB8 extends util.BaseMac {
    public void DESede$DESedeCFB8();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$ECB extends util.BaseBlockCipher {
    public void DESede$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$KeyFactory extends util.BaseSecretKeyFactory {
    public void DESede$KeyFactory();
    protected java.security.spec.KeySpec engineGetKeySpec(javax.crypto.SecretKey, Class) throws java.security.spec.InvalidKeySpecException;
    protected javax.crypto.SecretKey engineGenerateSecret(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
}










org/bouncycastle/jcajce/provider/symmetric/DESede$KeyGenerator.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$KeyGenerator extends util.BaseKeyGenerator {
    private boolean keySizeSet;
    public void DESede$KeyGenerator();
    protected void engineInit(int, java.security.SecureRandom);
    protected javax.crypto.SecretKey engineGenerateKey();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$KeyGenerator3.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$KeyGenerator3 extends util.BaseKeyGenerator {
    public void DESede$KeyGenerator3();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    private static final String PACKAGE = org.bouncycastle.jcajce.provider.symmetric;
    public void DESede$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$PBEWithSHAAndDES2Key.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$PBEWithSHAAndDES2Key extends util.BaseBlockCipher {
    public void DESede$PBEWithSHAAndDES2Key();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$PBEWithSHAAndDES2KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$PBEWithSHAAndDES2KeyFactory extends DES$DESPBEKeyFactory {
    public void DESede$PBEWithSHAAndDES2KeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$PBEWithSHAAndDES3Key.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$PBEWithSHAAndDES3Key extends util.BaseBlockCipher {
    public void DESede$PBEWithSHAAndDES3Key();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$PBEWithSHAAndDES3KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$PBEWithSHAAndDES3KeyFactory extends DES$DESPBEKeyFactory {
    public void DESede$PBEWithSHAAndDES3KeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$RFC3211.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$RFC3211 extends util.BaseWrapCipher {
    public void DESede$RFC3211();
}










org/bouncycastle/jcajce/provider/symmetric/DESede$Wrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DESede$Wrap extends util.BaseWrapCipher {
    public void DESede$Wrap();
}










org/bouncycastle/jcajce/provider/symmetric/DESede.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class DESede {
    private void DESede();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    private final int ivLength;
    public void DSTU7624$AlgParamGen(int);
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$AlgParamGen128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$AlgParamGen128 extends DSTU7624$AlgParamGen {
    void DSTU7624$AlgParamGen128();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$AlgParamGen256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$AlgParamGen256 extends DSTU7624$AlgParamGen {
    void DSTU7624$AlgParamGen256();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$AlgParamGen512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$AlgParamGen512 extends DSTU7624$AlgParamGen {
    void DSTU7624$AlgParamGen512();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$AlgParams extends util.IvAlgorithmParameters {
    public void DSTU7624$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$CBC128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$CBC128 extends util.BaseBlockCipher {
    public void DSTU7624$CBC128();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$CBC256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$CBC256 extends util.BaseBlockCipher {
    public void DSTU7624$CBC256();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$CBC512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$CBC512 extends util.BaseBlockCipher {
    public void DSTU7624$CBC512();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$CCM128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$CCM128 extends util.BaseBlockCipher {
    public void DSTU7624$CCM128();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$CCM256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$CCM256 extends util.BaseBlockCipher {
    public void DSTU7624$CCM256();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$CCM512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$CCM512 extends util.BaseBlockCipher {
    public void DSTU7624$CCM512();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$CFB128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$CFB128 extends util.BaseBlockCipher {
    public void DSTU7624$CFB128();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$CFB256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$CFB256 extends util.BaseBlockCipher {
    public void DSTU7624$CFB256();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$CFB512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$CFB512 extends util.BaseBlockCipher {
    public void DSTU7624$CFB512();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$CTR128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$CTR128 extends util.BaseBlockCipher {
    public void DSTU7624$CTR128();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$CTR256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$CTR256 extends util.BaseBlockCipher {
    public void DSTU7624$CTR256();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$CTR512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$CTR512 extends util.BaseBlockCipher {
    public void DSTU7624$CTR512();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class DSTU7624$ECB$1 implements util.BlockCipherProvider {
    void DSTU7624$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$ECB extends util.BaseBlockCipher {
    public void DSTU7624$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$ECB128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$ECB128 extends util.BaseBlockCipher {
    public void DSTU7624$ECB128();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$ECB256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$ECB256 extends util.BaseBlockCipher {
    public void DSTU7624$ECB256();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$ECB512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$ECB512 extends util.BaseBlockCipher {
    public void DSTU7624$ECB512();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$ECB_128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$ECB_128 extends util.BaseBlockCipher {
    public void DSTU7624$ECB_128();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$ECB_256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$ECB_256 extends util.BaseBlockCipher {
    public void DSTU7624$ECB_256();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$ECB_512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$ECB_512 extends util.BaseBlockCipher {
    public void DSTU7624$ECB_512();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$GCM128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$GCM128 extends util.BaseBlockCipher {
    public void DSTU7624$GCM128();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$GCM256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$GCM256 extends util.BaseBlockCipher {
    public void DSTU7624$GCM256();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$GCM512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$GCM512 extends util.BaseBlockCipher {
    public void DSTU7624$GCM512();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$GMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$GMAC extends util.BaseMac {
    public void DSTU7624$GMAC();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$GMAC128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$GMAC128 extends util.BaseMac {
    public void DSTU7624$GMAC128();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$GMAC256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$GMAC256 extends util.BaseMac {
    public void DSTU7624$GMAC256();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$GMAC512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$GMAC512 extends util.BaseMac {
    public void DSTU7624$GMAC512();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$KeyGen extends util.BaseKeyGenerator {
    public void DSTU7624$KeyGen();
    public void DSTU7624$KeyGen(int);
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$KeyGen128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$KeyGen128 extends DSTU7624$KeyGen {
    public void DSTU7624$KeyGen128();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$KeyGen256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$KeyGen256 extends DSTU7624$KeyGen {
    public void DSTU7624$KeyGen256();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$KeyGen512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$KeyGen512 extends DSTU7624$KeyGen {
    public void DSTU7624$KeyGen512();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$Mappings extends SymmetricAlgorithmProvider {
    private static final String PREFIX;
    public void DSTU7624$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$OFB128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$OFB128 extends util.BaseBlockCipher {
    public void DSTU7624$OFB128();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$OFB256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$OFB256 extends util.BaseBlockCipher {
    public void DSTU7624$OFB256();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$OFB512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$OFB512 extends util.BaseBlockCipher {
    public void DSTU7624$OFB512();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$Wrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$Wrap extends util.BaseWrapCipher {
    public void DSTU7624$Wrap();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$Wrap128.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$Wrap128 extends util.BaseWrapCipher {
    public void DSTU7624$Wrap128();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$Wrap256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$Wrap256 extends util.BaseWrapCipher {
    public void DSTU7624$Wrap256();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624$Wrap512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624$Wrap512 extends util.BaseWrapCipher {
    public void DSTU7624$Wrap512();
}










org/bouncycastle/jcajce/provider/symmetric/DSTU7624.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class DSTU7624 {
    private void DSTU7624();
}










org/bouncycastle/jcajce/provider/symmetric/GOST28147$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST28147$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    byte[] iv;
    byte[] sBox;
    public void GOST28147$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/GOST28147$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST28147$AlgParams extends GOST28147$BaseAlgParams {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier sBox;
    private byte[] iv;
    public void GOST28147$AlgParams();
    protected byte[] localGetEncoded() throws java.io.IOException;
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void localInit(byte[]) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/GOST28147$BaseAlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public abstract synchronized class GOST28147$BaseAlgParams extends util.BaseAlgorithmParameters {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier sBox;
    private byte[] iv;
    public void GOST28147$BaseAlgParams();
    protected final void engineInit(byte[]) throws java.io.IOException;
    protected final byte[] engineGetEncoded() throws java.io.IOException;
    protected final byte[] engineGetEncoded(String) throws java.io.IOException;
    protected final void engineInit(byte[], String) throws java.io.IOException;
    protected byte[] localGetEncoded() throws java.io.IOException;
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected static org.bouncycastle.asn1.ASN1ObjectIdentifier getSBoxOID(String);
    protected static org.bouncycastle.asn1.ASN1ObjectIdentifier getSBoxOID(byte[]);
    abstract void localInit(byte[]) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/symmetric/GOST28147$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST28147$CBC extends util.BaseBlockCipher {
    public void GOST28147$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/GOST28147$CryptoProWrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST28147$CryptoProWrap extends util.BaseWrapCipher {
    public void GOST28147$CryptoProWrap();
}










org/bouncycastle/jcajce/provider/symmetric/GOST28147$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST28147$ECB extends util.BaseBlockCipher {
    public void GOST28147$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/GOST28147$GCFB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST28147$GCFB extends util.BaseBlockCipher {
    public void GOST28147$GCFB();
}










org/bouncycastle/jcajce/provider/symmetric/GOST28147$GostWrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST28147$GostWrap extends util.BaseWrapCipher {
    public void GOST28147$GostWrap();
}










org/bouncycastle/jcajce/provider/symmetric/GOST28147$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST28147$KeyGen extends util.BaseKeyGenerator {
    public void GOST28147$KeyGen();
    public void GOST28147$KeyGen(int);
}










org/bouncycastle/jcajce/provider/symmetric/GOST28147$Mac.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST28147$Mac extends util.BaseMac {
    public void GOST28147$Mac();
}










org/bouncycastle/jcajce/provider/symmetric/GOST28147$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST28147$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void GOST28147$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/GOST28147.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class GOST28147 {
    private static java.util.Map oidMappings;
    private static java.util.Map nameMappings;
    private void GOST28147();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/GOST3412_2015$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST3412_2015$CBC extends util.BaseBlockCipher {
    public void GOST3412_2015$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/GOST3412_2015$CTR.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST3412_2015$CTR extends util.BaseBlockCipher {
    public void GOST3412_2015$CTR();
}










org/bouncycastle/jcajce/provider/symmetric/GOST3412_2015$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST3412_2015$ECB extends util.BaseBlockCipher {
    public void GOST3412_2015$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/GOST3412_2015$GCFB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST3412_2015$GCFB extends util.BaseBlockCipher {
    public void GOST3412_2015$GCFB();
}










org/bouncycastle/jcajce/provider/symmetric/GOST3412_2015$GCFB8.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST3412_2015$GCFB8 extends util.BaseBlockCipher {
    public void GOST3412_2015$GCFB8();
}










org/bouncycastle/jcajce/provider/symmetric/GOST3412_2015$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST3412_2015$KeyGen extends util.BaseKeyGenerator {
    public void GOST3412_2015$KeyGen();
    public void GOST3412_2015$KeyGen(int);
}










org/bouncycastle/jcajce/provider/symmetric/GOST3412_2015$Mac.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST3412_2015$Mac extends util.BaseMac {
    public void GOST3412_2015$Mac();
}










org/bouncycastle/jcajce/provider/symmetric/GOST3412_2015$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST3412_2015$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void GOST3412_2015$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/GOST3412_2015$OFB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST3412_2015$OFB extends util.BaseBlockCipher {
    public void GOST3412_2015$OFB();
}










org/bouncycastle/jcajce/provider/symmetric/GOST3412_2015.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class GOST3412_2015 {
    public void GOST3412_2015();
}










org/bouncycastle/jcajce/provider/symmetric/GcmSpecUtil.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class GcmSpecUtil {
    static final Class gcmSpecClass;
    void GcmSpecUtil();
    static boolean gcmSpecExists();
    static boolean isGcmSpec(java.security.spec.AlgorithmParameterSpec);
    static boolean isGcmSpec(Class);
    static java.security.spec.AlgorithmParameterSpec extractGcmSpec(org.bouncycastle.asn1.ASN1Primitive) throws java.security.spec.InvalidParameterSpecException;
    static org.bouncycastle.asn1.cms.GCMParameters extractGcmParameters(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Grain128$Base.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Grain128$Base extends util.BaseStreamCipher {
    public void Grain128$Base();
}










org/bouncycastle/jcajce/provider/symmetric/Grain128$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Grain128$KeyGen extends util.BaseKeyGenerator {
    public void Grain128$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Grain128$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Grain128$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void Grain128$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Grain128.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class Grain128 {
    private void Grain128();
}










org/bouncycastle/jcajce/provider/symmetric/Grainv1$Base.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Grainv1$Base extends util.BaseStreamCipher {
    public void Grainv1$Base();
}










org/bouncycastle/jcajce/provider/symmetric/Grainv1$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Grainv1$KeyGen extends util.BaseKeyGenerator {
    public void Grainv1$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Grainv1$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Grainv1$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void Grainv1$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Grainv1.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class Grainv1 {
    private void Grainv1();
}










org/bouncycastle/jcajce/provider/symmetric/HC128$Base.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class HC128$Base extends util.BaseStreamCipher {
    public void HC128$Base();
}










org/bouncycastle/jcajce/provider/symmetric/HC128$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class HC128$KeyGen extends util.BaseKeyGenerator {
    public void HC128$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/HC128$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class HC128$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void HC128$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/HC128.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class HC128 {
    private void HC128();
}










org/bouncycastle/jcajce/provider/symmetric/HC256$Base.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class HC256$Base extends util.BaseStreamCipher {
    public void HC256$Base();
}










org/bouncycastle/jcajce/provider/symmetric/HC256$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class HC256$KeyGen extends util.BaseKeyGenerator {
    public void HC256$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/HC256$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class HC256$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void HC256$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/HC256.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class HC256 {
    private void HC256();
}










org/bouncycastle/jcajce/provider/symmetric/IDEA$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class IDEA$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void IDEA$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/IDEA$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class IDEA$AlgParams extends util.BaseAlgorithmParameters {
    private byte[] iv;
    public void IDEA$AlgParams();
    protected byte[] engineGetEncoded() throws java.io.IOException;
    protected byte[] engineGetEncoded(String) throws java.io.IOException;
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/IDEA$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class IDEA$CBC extends util.BaseBlockCipher {
    public void IDEA$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/IDEA$CFB8Mac.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class IDEA$CFB8Mac extends util.BaseMac {
    public void IDEA$CFB8Mac();
}










org/bouncycastle/jcajce/provider/symmetric/IDEA$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class IDEA$ECB extends util.BaseBlockCipher {
    public void IDEA$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/IDEA$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class IDEA$KeyGen extends util.BaseKeyGenerator {
    public void IDEA$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/IDEA$Mac.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class IDEA$Mac extends util.BaseMac {
    public void IDEA$Mac();
}










org/bouncycastle/jcajce/provider/symmetric/IDEA$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class IDEA$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void IDEA$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/IDEA$PBEWithSHAAndIDEA.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class IDEA$PBEWithSHAAndIDEA extends util.BaseBlockCipher {
    public void IDEA$PBEWithSHAAndIDEA();
}










org/bouncycastle/jcajce/provider/symmetric/IDEA$PBEWithSHAAndIDEAKeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class IDEA$PBEWithSHAAndIDEAKeyGen extends util.PBESecretKeyFactory {
    public void IDEA$PBEWithSHAAndIDEAKeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/IDEA.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class IDEA {
    private void IDEA();
}










org/bouncycastle/jcajce/provider/symmetric/Noekeon$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Noekeon$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void Noekeon$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/Noekeon$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Noekeon$AlgParams extends util.IvAlgorithmParameters {
    public void Noekeon$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/Noekeon$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class Noekeon$ECB$1 implements util.BlockCipherProvider {
    void Noekeon$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/Noekeon$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Noekeon$ECB extends util.BaseBlockCipher {
    public void Noekeon$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/Noekeon$GMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Noekeon$GMAC extends util.BaseMac {
    public void Noekeon$GMAC();
}










org/bouncycastle/jcajce/provider/symmetric/Noekeon$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Noekeon$KeyGen extends util.BaseKeyGenerator {
    public void Noekeon$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Noekeon$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Noekeon$Mappings extends SymmetricAlgorithmProvider {
    private static final String PREFIX;
    public void Noekeon$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Noekeon$Poly1305.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Noekeon$Poly1305 extends util.BaseMac {
    public void Noekeon$Poly1305();
}










org/bouncycastle/jcajce/provider/symmetric/Noekeon$Poly1305KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Noekeon$Poly1305KeyGen extends util.BaseKeyGenerator {
    public void Noekeon$Poly1305KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Noekeon.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class Noekeon {
    private void Noekeon();
}










org/bouncycastle/jcajce/provider/symmetric/OpenSSLPBKDF$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class OpenSSLPBKDF$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void OpenSSLPBKDF$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/OpenSSLPBKDF$PBKDF.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class OpenSSLPBKDF$PBKDF extends util.BaseSecretKeyFactory {
    public void OpenSSLPBKDF$PBKDF();
    protected javax.crypto.SecretKey engineGenerateSecret(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
}










org/bouncycastle/jcajce/provider/symmetric/OpenSSLPBKDF.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class OpenSSLPBKDF {
    private void OpenSSLPBKDF();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF1$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF1$AlgParams extends util.BaseAlgorithmParameters {
    org.bouncycastle.asn1.pkcs.PBEParameter params;
    public void PBEPBKDF1$AlgParams();
    protected byte[] engineGetEncoded();
    protected byte[] engineGetEncoded(String);
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF1$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF1$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void PBEPBKDF1$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF1.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF1 {
    private void PBEPBKDF1();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$AlgParams extends util.BaseAlgorithmParameters {
    org.bouncycastle.asn1.pkcs.PBKDF2Params params;
    public void PBEPBKDF2$AlgParams();
    protected byte[] engineGetEncoded();
    protected byte[] engineGetEncoded(String);
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$BasePBKDF2.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$BasePBKDF2 extends util.BaseSecretKeyFactory {
    private int scheme;
    private int defaultDigest;
    public void PBEPBKDF2$BasePBKDF2(String, int);
    public void PBEPBKDF2$BasePBKDF2(String, int, int);
    protected javax.crypto.SecretKey engineGenerateSecret(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    private int getDigestCode(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws java.security.spec.InvalidKeySpecException;
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void PBEPBKDF2$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$PBKDF2with8BIT.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$PBKDF2with8BIT extends PBEPBKDF2$BasePBKDF2 {
    public void PBEPBKDF2$PBKDF2with8BIT();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$PBKDF2withGOST3411.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$PBKDF2withGOST3411 extends PBEPBKDF2$BasePBKDF2 {
    public void PBEPBKDF2$PBKDF2withGOST3411();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$PBKDF2withSHA224.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$PBKDF2withSHA224 extends PBEPBKDF2$BasePBKDF2 {
    public void PBEPBKDF2$PBKDF2withSHA224();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$PBKDF2withSHA256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$PBKDF2withSHA256 extends PBEPBKDF2$BasePBKDF2 {
    public void PBEPBKDF2$PBKDF2withSHA256();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$PBKDF2withSHA384.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$PBKDF2withSHA384 extends PBEPBKDF2$BasePBKDF2 {
    public void PBEPBKDF2$PBKDF2withSHA384();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$PBKDF2withSHA3_224.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$PBKDF2withSHA3_224 extends PBEPBKDF2$BasePBKDF2 {
    public void PBEPBKDF2$PBKDF2withSHA3_224();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$PBKDF2withSHA3_256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$PBKDF2withSHA3_256 extends PBEPBKDF2$BasePBKDF2 {
    public void PBEPBKDF2$PBKDF2withSHA3_256();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$PBKDF2withSHA3_384.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$PBKDF2withSHA3_384 extends PBEPBKDF2$BasePBKDF2 {
    public void PBEPBKDF2$PBKDF2withSHA3_384();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$PBKDF2withSHA3_512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$PBKDF2withSHA3_512 extends PBEPBKDF2$BasePBKDF2 {
    public void PBEPBKDF2$PBKDF2withSHA3_512();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$PBKDF2withSHA512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$PBKDF2withSHA512 extends PBEPBKDF2$BasePBKDF2 {
    public void PBEPBKDF2$PBKDF2withSHA512();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2$PBKDF2withUTF8.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2$PBKDF2withUTF8 extends PBEPBKDF2$BasePBKDF2 {
    public void PBEPBKDF2$PBKDF2withUTF8();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPBKDF2.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPBKDF2 {
    private static final java.util.Map prfCodes;
    private void PBEPBKDF2();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPKCS12$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPKCS12$AlgParams extends util.BaseAlgorithmParameters {
    org.bouncycastle.asn1.pkcs.PKCS12PBEParams params;
    public void PBEPKCS12$AlgParams();
    protected byte[] engineGetEncoded();
    protected byte[] engineGetEncoded(String);
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPKCS12$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPKCS12$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void PBEPKCS12$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/PBEPKCS12.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class PBEPKCS12 {
    private void PBEPKCS12();
}










org/bouncycastle/jcajce/provider/symmetric/Poly1305$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Poly1305$KeyGen extends util.BaseKeyGenerator {
    public void Poly1305$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Poly1305$Mac.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Poly1305$Mac extends util.BaseMac {
    public void Poly1305$Mac();
}










org/bouncycastle/jcajce/provider/symmetric/Poly1305$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Poly1305$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void Poly1305$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Poly1305.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Poly1305 {
    private void Poly1305();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    javax.crypto.spec.RC2ParameterSpec spec;
    public void RC2$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$AlgParams extends util.BaseAlgorithmParameters {
    private static final short[] table;
    private static final short[] ekb;
    private byte[] iv;
    private int parameterVersion;
    public void RC2$AlgParams();
    protected byte[] engineGetEncoded();
    protected byte[] engineGetEncoded(String) throws java.io.IOException;
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$CBC extends util.BaseBlockCipher {
    public void RC2$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$CBCMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$CBCMAC extends util.BaseMac {
    public void RC2$CBCMAC();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$CFB8MAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$CFB8MAC extends util.BaseMac {
    public void RC2$CFB8MAC();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$ECB extends util.BaseBlockCipher {
    public void RC2$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$KeyGenerator.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$KeyGenerator extends util.BaseKeyGenerator {
    public void RC2$KeyGenerator();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void RC2$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$PBEWithMD2KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$PBEWithMD2KeyFactory extends util.PBESecretKeyFactory {
    public void RC2$PBEWithMD2KeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$PBEWithMD5AndRC2.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$PBEWithMD5AndRC2 extends util.BaseBlockCipher {
    public void RC2$PBEWithMD5AndRC2();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$PBEWithMD5KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$PBEWithMD5KeyFactory extends util.PBESecretKeyFactory {
    public void RC2$PBEWithMD5KeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$PBEWithSHA1AndRC2.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$PBEWithSHA1AndRC2 extends util.BaseBlockCipher {
    public void RC2$PBEWithSHA1AndRC2();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$PBEWithSHA1KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$PBEWithSHA1KeyFactory extends util.PBESecretKeyFactory {
    public void RC2$PBEWithSHA1KeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$PBEWithSHAAnd128BitKeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$PBEWithSHAAnd128BitKeyFactory extends util.PBESecretKeyFactory {
    public void RC2$PBEWithSHAAnd128BitKeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$PBEWithSHAAnd128BitRC2.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$PBEWithSHAAnd128BitRC2 extends util.BaseBlockCipher {
    public void RC2$PBEWithSHAAnd128BitRC2();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$PBEWithSHAAnd40BitKeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$PBEWithSHAAnd40BitKeyFactory extends util.PBESecretKeyFactory {
    public void RC2$PBEWithSHAAnd40BitKeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$PBEWithSHAAnd40BitRC2.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$PBEWithSHAAnd40BitRC2 extends util.BaseBlockCipher {
    public void RC2$PBEWithSHAAnd40BitRC2();
}










org/bouncycastle/jcajce/provider/symmetric/RC2$Wrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC2$Wrap extends util.BaseWrapCipher {
    public void RC2$Wrap();
}










org/bouncycastle/jcajce/provider/symmetric/RC2.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class RC2 {
    private void RC2();
}










org/bouncycastle/jcajce/provider/symmetric/RC5$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC5$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void RC5$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/RC5$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC5$AlgParams extends util.IvAlgorithmParameters {
    public void RC5$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/RC5$CBC32.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC5$CBC32 extends util.BaseBlockCipher {
    public void RC5$CBC32();
}










org/bouncycastle/jcajce/provider/symmetric/RC5$CFB8Mac32.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC5$CFB8Mac32 extends util.BaseMac {
    public void RC5$CFB8Mac32();
}










org/bouncycastle/jcajce/provider/symmetric/RC5$ECB32.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC5$ECB32 extends util.BaseBlockCipher {
    public void RC5$ECB32();
}










org/bouncycastle/jcajce/provider/symmetric/RC5$ECB64.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC5$ECB64 extends util.BaseBlockCipher {
    public void RC5$ECB64();
}










org/bouncycastle/jcajce/provider/symmetric/RC5$KeyGen32.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC5$KeyGen32 extends util.BaseKeyGenerator {
    public void RC5$KeyGen32();
}










org/bouncycastle/jcajce/provider/symmetric/RC5$KeyGen64.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC5$KeyGen64 extends util.BaseKeyGenerator {
    public void RC5$KeyGen64();
}










org/bouncycastle/jcajce/provider/symmetric/RC5$Mac32.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC5$Mac32 extends util.BaseMac {
    public void RC5$Mac32();
}










org/bouncycastle/jcajce/provider/symmetric/RC5$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC5$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void RC5$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/RC5.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class RC5 {
    private void RC5();
}










org/bouncycastle/jcajce/provider/symmetric/RC6$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC6$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void RC6$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/RC6$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC6$AlgParams extends util.IvAlgorithmParameters {
    public void RC6$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/RC6$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC6$CBC extends util.BaseBlockCipher {
    public void RC6$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/RC6$CFB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC6$CFB extends util.BaseBlockCipher {
    public void RC6$CFB();
}










org/bouncycastle/jcajce/provider/symmetric/RC6$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class RC6$ECB$1 implements util.BlockCipherProvider {
    void RC6$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/RC6$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC6$ECB extends util.BaseBlockCipher {
    public void RC6$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/RC6$GMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC6$GMAC extends util.BaseMac {
    public void RC6$GMAC();
}










org/bouncycastle/jcajce/provider/symmetric/RC6$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC6$KeyGen extends util.BaseKeyGenerator {
    public void RC6$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/RC6$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC6$Mappings extends SymmetricAlgorithmProvider {
    private static final String PREFIX;
    public void RC6$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/RC6$OFB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC6$OFB extends util.BaseBlockCipher {
    public void RC6$OFB();
}










org/bouncycastle/jcajce/provider/symmetric/RC6$Poly1305.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC6$Poly1305 extends util.BaseMac {
    public void RC6$Poly1305();
}










org/bouncycastle/jcajce/provider/symmetric/RC6$Poly1305KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class RC6$Poly1305KeyGen extends util.BaseKeyGenerator {
    public void RC6$Poly1305KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/RC6.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class RC6 {
    private void RC6();
}










org/bouncycastle/jcajce/provider/symmetric/Rijndael$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Rijndael$AlgParams extends util.IvAlgorithmParameters {
    public void Rijndael$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/Rijndael$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class Rijndael$ECB$1 implements util.BlockCipherProvider {
    void Rijndael$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/Rijndael$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Rijndael$ECB extends util.BaseBlockCipher {
    public void Rijndael$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/Rijndael$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Rijndael$KeyGen extends util.BaseKeyGenerator {
    public void Rijndael$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Rijndael$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Rijndael$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void Rijndael$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Rijndael.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class Rijndael {
    private void Rijndael();
}










org/bouncycastle/jcajce/provider/symmetric/SCRYPT$BasePBKDF2.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SCRYPT$BasePBKDF2 extends util.BaseSecretKeyFactory {
    private int scheme;
    public void SCRYPT$BasePBKDF2(String, int);
    protected javax.crypto.SecretKey engineGenerateSecret(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
}










org/bouncycastle/jcajce/provider/symmetric/SCRYPT$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SCRYPT$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void SCRYPT$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/SCRYPT$ScryptWithUTF8.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SCRYPT$ScryptWithUTF8 extends SCRYPT$BasePBKDF2 {
    public void SCRYPT$ScryptWithUTF8();
}










org/bouncycastle/jcajce/provider/symmetric/SCRYPT.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SCRYPT {
    private void SCRYPT();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SEED$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void SEED$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SEED$AlgParams extends util.IvAlgorithmParameters {
    public void SEED$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SEED$CBC extends util.BaseBlockCipher {
    public void SEED$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$CMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SEED$CMAC extends util.BaseMac {
    public void SEED$CMAC();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class SEED$ECB$1 implements util.BlockCipherProvider {
    void SEED$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SEED$ECB extends util.BaseBlockCipher {
    public void SEED$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$GMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SEED$GMAC extends util.BaseMac {
    public void SEED$GMAC();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$KeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SEED$KeyFactory extends util.BaseSecretKeyFactory {
    public void SEED$KeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SEED$KeyGen extends util.BaseKeyGenerator {
    public void SEED$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SEED$Mappings extends SymmetricAlgorithmProvider {
    private static final String PREFIX;
    public void SEED$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$Poly1305.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SEED$Poly1305 extends util.BaseMac {
    public void SEED$Poly1305();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$Poly1305KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SEED$Poly1305KeyGen extends util.BaseKeyGenerator {
    public void SEED$Poly1305KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/SEED$Wrap.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SEED$Wrap extends util.BaseWrapCipher {
    public void SEED$Wrap();
}










org/bouncycastle/jcajce/provider/symmetric/SEED.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class SEED {
    private void SEED();
}










org/bouncycastle/jcajce/provider/symmetric/SM4$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SM4$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void SM4$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/SM4$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SM4$AlgParams extends util.IvAlgorithmParameters {
    public void SM4$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/SM4$CMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SM4$CMAC extends util.BaseMac {
    public void SM4$CMAC();
}










org/bouncycastle/jcajce/provider/symmetric/SM4$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class SM4$ECB$1 implements util.BlockCipherProvider {
    void SM4$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/SM4$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SM4$ECB extends util.BaseBlockCipher {
    public void SM4$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/SM4$GMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SM4$GMAC extends util.BaseMac {
    public void SM4$GMAC();
}










org/bouncycastle/jcajce/provider/symmetric/SM4$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SM4$KeyGen extends util.BaseKeyGenerator {
    public void SM4$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/SM4$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SM4$Mappings extends SymmetricAlgorithmProvider {
    private static final String PREFIX;
    public void SM4$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/SM4$Poly1305.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SM4$Poly1305 extends util.BaseMac {
    public void SM4$Poly1305();
}










org/bouncycastle/jcajce/provider/symmetric/SM4$Poly1305KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SM4$Poly1305KeyGen extends util.BaseKeyGenerator {
    public void SM4$Poly1305KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/SM4.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class SM4 {
    private void SM4();
}










org/bouncycastle/jcajce/provider/symmetric/Salsa20$Base.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Salsa20$Base extends util.BaseStreamCipher {
    public void Salsa20$Base();
}










org/bouncycastle/jcajce/provider/symmetric/Salsa20$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Salsa20$KeyGen extends util.BaseKeyGenerator {
    public void Salsa20$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Salsa20$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Salsa20$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void Salsa20$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Salsa20.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class Salsa20 {
    private void Salsa20();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$AlgParams extends util.IvAlgorithmParameters {
    public void Serpent$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$CBC extends util.BaseBlockCipher {
    public void Serpent$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$CFB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$CFB extends util.BaseBlockCipher {
    public void Serpent$CFB();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class Serpent$ECB$1 implements util.BlockCipherProvider {
    void Serpent$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$ECB extends util.BaseBlockCipher {
    public void Serpent$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$KeyGen extends util.BaseKeyGenerator {
    public void Serpent$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$Mappings extends SymmetricAlgorithmProvider {
    private static final String PREFIX;
    public void Serpent$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$OFB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$OFB extends util.BaseBlockCipher {
    public void Serpent$OFB();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$Poly1305.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$Poly1305 extends util.BaseMac {
    public void Serpent$Poly1305();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$Poly1305KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$Poly1305KeyGen extends util.BaseKeyGenerator {
    public void Serpent$Poly1305KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$SerpentGMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$SerpentGMAC extends util.BaseMac {
    public void Serpent$SerpentGMAC();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$TAlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$TAlgParams extends util.IvAlgorithmParameters {
    public void Serpent$TAlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$TECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class Serpent$TECB$1 implements util.BlockCipherProvider {
    void Serpent$TECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$TECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$TECB extends util.BaseBlockCipher {
    public void Serpent$TECB();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$TKeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$TKeyGen extends util.BaseKeyGenerator {
    public void Serpent$TKeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent$TSerpentGMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Serpent$TSerpentGMAC extends util.BaseMac {
    public void Serpent$TSerpentGMAC();
}










org/bouncycastle/jcajce/provider/symmetric/Serpent.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class Serpent {
    private void Serpent();
}










org/bouncycastle/jcajce/provider/symmetric/Shacal2$AlgParamGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Shacal2$AlgParamGen extends util.BaseAlgorithmParameterGenerator {
    public void Shacal2$AlgParamGen();
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected java.security.AlgorithmParameters engineGenerateParameters();
}










org/bouncycastle/jcajce/provider/symmetric/Shacal2$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Shacal2$AlgParams extends util.IvAlgorithmParameters {
    public void Shacal2$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/Shacal2$CBC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Shacal2$CBC extends util.BaseBlockCipher {
    public void Shacal2$CBC();
}










org/bouncycastle/jcajce/provider/symmetric/Shacal2$CMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Shacal2$CMAC extends util.BaseMac {
    public void Shacal2$CMAC();
}










org/bouncycastle/jcajce/provider/symmetric/Shacal2$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class Shacal2$ECB$1 implements util.BlockCipherProvider {
    void Shacal2$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/Shacal2$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Shacal2$ECB extends util.BaseBlockCipher {
    public void Shacal2$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/Shacal2$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Shacal2$KeyGen extends util.BaseKeyGenerator {
    public void Shacal2$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Shacal2$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Shacal2$Mappings extends SymmetricAlgorithmProvider {
    private static final String PREFIX;
    public void Shacal2$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Shacal2.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class Shacal2 {
    private void Shacal2();
}










org/bouncycastle/jcajce/provider/symmetric/SipHash$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SipHash$KeyGen extends util.BaseKeyGenerator {
    public void SipHash$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/SipHash$Mac24.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SipHash$Mac24 extends util.BaseMac {
    public void SipHash$Mac24();
}










org/bouncycastle/jcajce/provider/symmetric/SipHash$Mac48.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SipHash$Mac48 extends util.BaseMac {
    public void SipHash$Mac48();
}










org/bouncycastle/jcajce/provider/symmetric/SipHash$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class SipHash$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void SipHash$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/SipHash.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class SipHash {
    private void SipHash();
}










org/bouncycastle/jcajce/provider/symmetric/Skipjack$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Skipjack$AlgParams extends util.IvAlgorithmParameters {
    public void Skipjack$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/Skipjack$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Skipjack$ECB extends util.BaseBlockCipher {
    public void Skipjack$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/Skipjack$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Skipjack$KeyGen extends util.BaseKeyGenerator {
    public void Skipjack$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Skipjack$Mac.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Skipjack$Mac extends util.BaseMac {
    public void Skipjack$Mac();
}










org/bouncycastle/jcajce/provider/symmetric/Skipjack$MacCFB8.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Skipjack$MacCFB8 extends util.BaseMac {
    public void Skipjack$MacCFB8();
}










org/bouncycastle/jcajce/provider/symmetric/Skipjack$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Skipjack$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void Skipjack$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Skipjack.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class Skipjack {
    private void Skipjack();
}










org/bouncycastle/jcajce/provider/symmetric/SymmetricAlgorithmProvider.class


package org.bouncycastle.jcajce.provider.symmetric;
abstract synchronized class SymmetricAlgorithmProvider extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    void SymmetricAlgorithmProvider();
    protected void addCMacAlgorithm(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, String, String, String);
    protected void addGMacAlgorithm(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, String, String, String);
    protected void addPoly1305Algorithm(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, String, String, String);
}










org/bouncycastle/jcajce/provider/symmetric/TEA$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class TEA$AlgParams extends util.IvAlgorithmParameters {
    public void TEA$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/TEA$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class TEA$ECB extends util.BaseBlockCipher {
    public void TEA$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/TEA$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class TEA$KeyGen extends util.BaseKeyGenerator {
    public void TEA$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/TEA$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class TEA$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void TEA$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/TEA.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class TEA {
    private void TEA();
}










org/bouncycastle/jcajce/provider/symmetric/TLSKDF$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class TLSKDF$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void TLSKDF$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/TLSKDF$TLS10.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class TLSKDF$TLS10 extends TLSKDF$TLSKeyMaterialFactory {
    public void TLSKDF$TLS10();
    protected javax.crypto.SecretKey engineGenerateSecret(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
}










org/bouncycastle/jcajce/provider/symmetric/TLSKDF$TLS11.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class TLSKDF$TLS11 extends TLSKDF$TLSKeyMaterialFactory {
    public void TLSKDF$TLS11();
    protected javax.crypto.SecretKey engineGenerateSecret(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
}










org/bouncycastle/jcajce/provider/symmetric/TLSKDF$TLS12.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class TLSKDF$TLS12 extends TLSKDF$TLSKeyMaterialFactory {
    private final org.bouncycastle.crypto.Mac prf;
    protected void TLSKDF$TLS12(String, org.bouncycastle.crypto.Mac);
    protected javax.crypto.SecretKey engineGenerateSecret(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    private byte[] PRF(org.bouncycastle.jcajce.spec.TLSKeyMaterialSpec, org.bouncycastle.crypto.Mac);
}










org/bouncycastle/jcajce/provider/symmetric/TLSKDF$TLS12withSHA256.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class TLSKDF$TLS12withSHA256 extends TLSKDF$TLS12 {
    public void TLSKDF$TLS12withSHA256();
}










org/bouncycastle/jcajce/provider/symmetric/TLSKDF$TLS12withSHA384.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class TLSKDF$TLS12withSHA384 extends TLSKDF$TLS12 {
    public void TLSKDF$TLS12withSHA384();
}










org/bouncycastle/jcajce/provider/symmetric/TLSKDF$TLS12withSHA512.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class TLSKDF$TLS12withSHA512 extends TLSKDF$TLS12 {
    public void TLSKDF$TLS12withSHA512();
}










org/bouncycastle/jcajce/provider/symmetric/TLSKDF$TLSKeyMaterialFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class TLSKDF$TLSKeyMaterialFactory extends util.BaseSecretKeyFactory {
    protected void TLSKDF$TLSKeyMaterialFactory(String);
}










org/bouncycastle/jcajce/provider/symmetric/TLSKDF.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class TLSKDF {
    public void TLSKDF();
    private static byte[] PRF_legacy(org.bouncycastle.jcajce.spec.TLSKeyMaterialSpec);
    private static void hmac_hash(org.bouncycastle.crypto.Mac, byte[], byte[], byte[]);
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$AlgParams_1024.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$AlgParams_1024 extends util.IvAlgorithmParameters {
    public void Threefish$AlgParams_1024();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$AlgParams_256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$AlgParams_256 extends util.IvAlgorithmParameters {
    public void Threefish$AlgParams_256();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$AlgParams_512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$AlgParams_512 extends util.IvAlgorithmParameters {
    public void Threefish$AlgParams_512();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$CMAC_1024.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$CMAC_1024 extends util.BaseMac {
    public void Threefish$CMAC_1024();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$CMAC_256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$CMAC_256 extends util.BaseMac {
    public void Threefish$CMAC_256();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$CMAC_512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$CMAC_512 extends util.BaseMac {
    public void Threefish$CMAC_512();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$ECB_1024.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$ECB_1024 extends util.BaseBlockCipher {
    public void Threefish$ECB_1024();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$ECB_256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$ECB_256 extends util.BaseBlockCipher {
    public void Threefish$ECB_256();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$ECB_512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$ECB_512 extends util.BaseBlockCipher {
    public void Threefish$ECB_512();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$KeyGen_1024.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$KeyGen_1024 extends util.BaseKeyGenerator {
    public void Threefish$KeyGen_1024();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$KeyGen_256.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$KeyGen_256 extends util.BaseKeyGenerator {
    public void Threefish$KeyGen_256();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$KeyGen_512.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$KeyGen_512 extends util.BaseKeyGenerator {
    public void Threefish$KeyGen_512();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Threefish$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void Threefish$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Threefish.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class Threefish {
    private void Threefish();
}










org/bouncycastle/jcajce/provider/symmetric/Twofish$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Twofish$AlgParams extends util.IvAlgorithmParameters {
    public void Twofish$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/Twofish$ECB$1.class


package org.bouncycastle.jcajce.provider.symmetric;
synchronized class Twofish$ECB$1 implements util.BlockCipherProvider {
    void Twofish$ECB$1();
    public org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/Twofish$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Twofish$ECB extends util.BaseBlockCipher {
    public void Twofish$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/Twofish$GMAC.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Twofish$GMAC extends util.BaseMac {
    public void Twofish$GMAC();
}










org/bouncycastle/jcajce/provider/symmetric/Twofish$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Twofish$KeyGen extends util.BaseKeyGenerator {
    public void Twofish$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Twofish$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Twofish$Mappings extends SymmetricAlgorithmProvider {
    private static final String PREFIX;
    public void Twofish$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/Twofish$PBEWithSHA.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Twofish$PBEWithSHA extends util.BaseBlockCipher {
    public void Twofish$PBEWithSHA();
}










org/bouncycastle/jcajce/provider/symmetric/Twofish$PBEWithSHAKeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Twofish$PBEWithSHAKeyFactory extends util.PBESecretKeyFactory {
    public void Twofish$PBEWithSHAKeyFactory();
}










org/bouncycastle/jcajce/provider/symmetric/Twofish$Poly1305.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Twofish$Poly1305 extends util.BaseMac {
    public void Twofish$Poly1305();
}










org/bouncycastle/jcajce/provider/symmetric/Twofish$Poly1305KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class Twofish$Poly1305KeyGen extends util.BaseKeyGenerator {
    public void Twofish$Poly1305KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/Twofish.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class Twofish {
    private void Twofish();
}










org/bouncycastle/jcajce/provider/symmetric/VMPC$Base.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class VMPC$Base extends util.BaseStreamCipher {
    public void VMPC$Base();
}










org/bouncycastle/jcajce/provider/symmetric/VMPC$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class VMPC$KeyGen extends util.BaseKeyGenerator {
    public void VMPC$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/VMPC$Mac.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class VMPC$Mac extends util.BaseMac {
    public void VMPC$Mac();
}










org/bouncycastle/jcajce/provider/symmetric/VMPC$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class VMPC$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void VMPC$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/VMPC.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class VMPC {
    private void VMPC();
}










org/bouncycastle/jcajce/provider/symmetric/VMPCKSA3$Base.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class VMPCKSA3$Base extends util.BaseStreamCipher {
    public void VMPCKSA3$Base();
}










org/bouncycastle/jcajce/provider/symmetric/VMPCKSA3$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class VMPCKSA3$KeyGen extends util.BaseKeyGenerator {
    public void VMPCKSA3$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/VMPCKSA3$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class VMPCKSA3$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void VMPCKSA3$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/VMPCKSA3.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class VMPCKSA3 {
    private void VMPCKSA3();
}










org/bouncycastle/jcajce/provider/symmetric/XSalsa20$Base.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class XSalsa20$Base extends util.BaseStreamCipher {
    public void XSalsa20$Base();
}










org/bouncycastle/jcajce/provider/symmetric/XSalsa20$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class XSalsa20$KeyGen extends util.BaseKeyGenerator {
    public void XSalsa20$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/XSalsa20$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class XSalsa20$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void XSalsa20$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/XSalsa20.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class XSalsa20 {
    private void XSalsa20();
}










org/bouncycastle/jcajce/provider/symmetric/XTEA$AlgParams.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class XTEA$AlgParams extends util.IvAlgorithmParameters {
    public void XTEA$AlgParams();
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/XTEA$ECB.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class XTEA$ECB extends util.BaseBlockCipher {
    public void XTEA$ECB();
}










org/bouncycastle/jcajce/provider/symmetric/XTEA$KeyGen.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class XTEA$KeyGen extends util.BaseKeyGenerator {
    public void XTEA$KeyGen();
}










org/bouncycastle/jcajce/provider/symmetric/XTEA$Mappings.class


package org.bouncycastle.jcajce.provider.symmetric;
public synchronized class XTEA$Mappings extends org.bouncycastle.jcajce.provider.util.AlgorithmProvider {
    private static final String PREFIX;
    public void XTEA$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/XTEA.class


package org.bouncycastle.jcajce.provider.symmetric;
public final synchronized class XTEA {
    private void XTEA();
}










org/bouncycastle/jcajce/provider/symmetric/util/BCPBEKey.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public synchronized class BCPBEKey implements javax.crypto.interfaces.PBEKey {
    String algorithm;
    org.bouncycastle.asn1.ASN1ObjectIdentifier oid;
    int type;
    int digest;
    int keySize;
    int ivSize;
    org.bouncycastle.crypto.CipherParameters param;
    javax.crypto.spec.PBEKeySpec pbeKeySpec;
    boolean tryWrong;
    public void BCPBEKey(String, org.bouncycastle.asn1.ASN1ObjectIdentifier, int, int, int, int, javax.crypto.spec.PBEKeySpec, org.bouncycastle.crypto.CipherParameters);
    public void BCPBEKey(String, java.security.spec.KeySpec, org.bouncycastle.crypto.CipherParameters);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    int getType();
    int getDigest();
    int getKeySize();
    public int getIvSize();
    public org.bouncycastle.crypto.CipherParameters getParam();
    public char[] getPassword();
    public byte[] getSalt();
    public int getIterationCount();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getOID();
    public void setTryWrongPKCS12Zero(boolean);
    boolean shouldTryWrongPKCS12();
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseAlgorithmParameterGenerator.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public abstract synchronized class BaseAlgorithmParameterGenerator extends java.security.AlgorithmParameterGeneratorSpi {
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    protected java.security.SecureRandom random;
    protected int strength;
    public void BaseAlgorithmParameterGenerator();
    protected final java.security.AlgorithmParameters createParametersInstance(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    protected void engineInit(int, java.security.SecureRandom);
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseAlgorithmParameters.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public abstract synchronized class BaseAlgorithmParameters extends java.security.AlgorithmParametersSpi {
    public void BaseAlgorithmParameters();
    protected boolean isASN1FormatString(String);
    protected java.security.spec.AlgorithmParameterSpec engineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected abstract java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseBlockCipher$AEADGenericBlockCipher.class


package org.bouncycastle.jcajce.provider.symmetric.util;
synchronized class BaseBlockCipher$AEADGenericBlockCipher implements BaseBlockCipher$GenericBlockCipher {
    private static final reflect.Constructor aeadBadTagConstructor;
    private org.bouncycastle.crypto.modes.AEADBlockCipher cipher;
    private static reflect.Constructor findExceptionConstructor(Class);
    void BaseBlockCipher$AEADGenericBlockCipher(org.bouncycastle.crypto.modes.AEADBlockCipher);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public String getAlgorithmName();
    public boolean wrapOnNoPadding();
    public org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public int getOutputSize(int);
    public int getUpdateOutputSize(int);
    public void updateAAD(byte[], int, int);
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public int doFinal(byte[], int) throws IllegalStateException, javax.crypto.BadPaddingException;
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseBlockCipher$BufferedGenericBlockCipher.class


package org.bouncycastle.jcajce.provider.symmetric.util;
synchronized class BaseBlockCipher$BufferedGenericBlockCipher implements BaseBlockCipher$GenericBlockCipher {
    private org.bouncycastle.crypto.BufferedBlockCipher cipher;
    void BaseBlockCipher$BufferedGenericBlockCipher(org.bouncycastle.crypto.BufferedBlockCipher);
    void BaseBlockCipher$BufferedGenericBlockCipher(org.bouncycastle.crypto.BlockCipher);
    void BaseBlockCipher$BufferedGenericBlockCipher(org.bouncycastle.crypto.BlockCipher, org.bouncycastle.crypto.paddings.BlockCipherPadding);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public boolean wrapOnNoPadding();
    public String getAlgorithmName();
    public org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public int getOutputSize(int);
    public int getUpdateOutputSize(int);
    public void updateAAD(byte[], int, int);
    public int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public int doFinal(byte[], int) throws IllegalStateException, javax.crypto.BadPaddingException;
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseBlockCipher$GenericBlockCipher.class


package org.bouncycastle.jcajce.provider.symmetric.util;
abstract interface BaseBlockCipher$GenericBlockCipher {
    public abstract void init(boolean, org.bouncycastle.crypto.CipherParameters) throws IllegalArgumentException;
    public abstract boolean wrapOnNoPadding();
    public abstract String getAlgorithmName();
    public abstract org.bouncycastle.crypto.BlockCipher getUnderlyingCipher();
    public abstract int getOutputSize(int);
    public abstract int getUpdateOutputSize(int);
    public abstract void updateAAD(byte[], int, int);
    public abstract int processByte(byte, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public abstract int processBytes(byte[], int, int, byte[], int) throws org.bouncycastle.crypto.DataLengthException;
    public abstract int doFinal(byte[], int) throws IllegalStateException, javax.crypto.BadPaddingException;
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseBlockCipher$InvalidKeyOrParametersException.class


package org.bouncycastle.jcajce.provider.symmetric.util;
synchronized class BaseBlockCipher$InvalidKeyOrParametersException extends java.security.InvalidKeyException {
    private final Throwable cause;
    void BaseBlockCipher$InvalidKeyOrParametersException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseBlockCipher.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public synchronized class BaseBlockCipher extends BaseWrapCipher implements PBE {
    private static final Class gcmSpecClass;
    private Class[] availableSpecs;
    private org.bouncycastle.crypto.BlockCipher baseEngine;
    private BlockCipherProvider engineProvider;
    private BaseBlockCipher$GenericBlockCipher cipher;
    private org.bouncycastle.crypto.params.ParametersWithIV ivParam;
    private org.bouncycastle.crypto.params.AEADParameters aeadParams;
    private int keySizeInBits;
    private int scheme;
    private int digest;
    private int ivLength;
    private boolean padded;
    private boolean fixedIv;
    private javax.crypto.spec.PBEParameterSpec pbeSpec;
    private String pbeAlgorithm;
    private String modeName;
    protected void BaseBlockCipher(org.bouncycastle.crypto.BlockCipher);
    protected void BaseBlockCipher(org.bouncycastle.crypto.BlockCipher, int, int, int, int);
    protected void BaseBlockCipher(BlockCipherProvider);
    protected void BaseBlockCipher(org.bouncycastle.crypto.modes.AEADBlockCipher);
    protected void BaseBlockCipher(org.bouncycastle.crypto.modes.AEADBlockCipher, boolean, int);
    protected void BaseBlockCipher(org.bouncycastle.crypto.BlockCipher, int);
    protected void BaseBlockCipher(org.bouncycastle.crypto.BlockCipher, boolean, int);
    protected void BaseBlockCipher(org.bouncycastle.crypto.BufferedBlockCipher, int);
    protected void BaseBlockCipher(org.bouncycastle.crypto.BufferedBlockCipher, boolean, int);
    protected int engineGetBlockSize();
    protected byte[] engineGetIV();
    protected int engineGetKeySize(java.security.Key);
    protected int engineGetOutputSize(int);
    protected java.security.AlgorithmParameters engineGetParameters();
    protected void engineSetMode(String) throws java.security.NoSuchAlgorithmException;
    protected void engineSetPadding(String) throws javax.crypto.NoSuchPaddingException;
    protected void engineInit(int, java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    private org.bouncycastle.crypto.CipherParameters adjustParameters(java.security.spec.AlgorithmParameterSpec, org.bouncycastle.crypto.CipherParameters);
    protected void engineInit(int, java.security.Key, java.security.AlgorithmParameters, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(int, java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected void engineUpdateAAD(byte[], int, int);
    protected void engineUpdateAAD(java.nio.ByteBuffer);
    protected byte[] engineUpdate(byte[], int, int);
    protected int engineUpdate(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException;
    protected byte[] engineDoFinal(byte[], int, int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    protected int engineDoFinal(byte[], int, int, byte[], int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException, javax.crypto.ShortBufferException;
    private boolean isAEADModeName(String);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseKeyGenerator.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public synchronized class BaseKeyGenerator extends javax.crypto.KeyGeneratorSpi {
    protected String algName;
    protected int keySize;
    protected int defaultKeySize;
    protected org.bouncycastle.crypto.CipherKeyGenerator engine;
    protected boolean uninitialised;
    protected void BaseKeyGenerator(String, int, org.bouncycastle.crypto.CipherKeyGenerator);
    protected void engineInit(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    protected void engineInit(java.security.SecureRandom);
    protected void engineInit(int, java.security.SecureRandom);
    protected javax.crypto.SecretKey engineGenerateKey();
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseMac.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public synchronized class BaseMac extends javax.crypto.MacSpi implements PBE {
    private static final Class gcmSpecClass;
    private org.bouncycastle.crypto.Mac macEngine;
    private int scheme;
    private int pbeHash;
    private int keySize;
    protected void BaseMac(org.bouncycastle.crypto.Mac);
    protected void BaseMac(org.bouncycastle.crypto.Mac, int, int, int);
    protected void engineInit(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected int engineGetMacLength();
    protected void engineReset();
    protected void engineUpdate(byte);
    protected void engineUpdate(byte[], int, int);
    protected byte[] engineDoFinal();
    private static java.util.Hashtable copyMap(java.util.Map);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseSecretKeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public synchronized class BaseSecretKeyFactory extends javax.crypto.SecretKeyFactorySpi implements PBE {
    protected String algName;
    protected org.bouncycastle.asn1.ASN1ObjectIdentifier algOid;
    protected void BaseSecretKeyFactory(String, org.bouncycastle.asn1.ASN1ObjectIdentifier);
    protected javax.crypto.SecretKey engineGenerateSecret(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.spec.KeySpec engineGetKeySpec(javax.crypto.SecretKey, Class) throws java.security.spec.InvalidKeySpecException;
    protected javax.crypto.SecretKey engineTranslateKey(javax.crypto.SecretKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseStreamCipher.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public synchronized class BaseStreamCipher extends BaseWrapCipher implements PBE {
    private Class[] availableSpecs;
    private org.bouncycastle.crypto.StreamCipher cipher;
    private int keySizeInBits;
    private int digest;
    private org.bouncycastle.crypto.params.ParametersWithIV ivParam;
    private int ivLength;
    private javax.crypto.spec.PBEParameterSpec pbeSpec;
    private String pbeAlgorithm;
    protected void BaseStreamCipher(org.bouncycastle.crypto.StreamCipher, int);
    protected void BaseStreamCipher(org.bouncycastle.crypto.StreamCipher, int, int, int);
    protected int engineGetBlockSize();
    protected byte[] engineGetIV();
    protected int engineGetKeySize(java.security.Key);
    protected int engineGetOutputSize(int);
    protected java.security.AlgorithmParameters engineGetParameters();
    protected void engineSetMode(String) throws java.security.NoSuchAlgorithmException;
    protected void engineSetPadding(String) throws javax.crypto.NoSuchPaddingException;
    protected void engineInit(int, java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(int, java.security.Key, java.security.AlgorithmParameters, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(int, java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected byte[] engineUpdate(byte[], int, int);
    protected int engineUpdate(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException;
    protected byte[] engineDoFinal(byte[], int, int);
    protected int engineDoFinal(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException;
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseWrapCipher$ErasableOutputStream.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public final synchronized class BaseWrapCipher$ErasableOutputStream extends java.io.ByteArrayOutputStream {
    public void BaseWrapCipher$ErasableOutputStream();
    public byte[] getBuf();
    public void erase();
}










org/bouncycastle/jcajce/provider/symmetric/util/BaseWrapCipher.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public abstract synchronized class BaseWrapCipher extends javax.crypto.CipherSpi implements PBE {
    private Class[] availableSpecs;
    protected int pbeType;
    protected int pbeHash;
    protected int pbeKeySize;
    protected int pbeIvSize;
    protected java.security.AlgorithmParameters engineParams;
    protected org.bouncycastle.crypto.Wrapper wrapEngine;
    private int ivSize;
    private byte[] iv;
    private BaseWrapCipher$ErasableOutputStream wrapStream;
    private boolean forWrapping;
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    protected void BaseWrapCipher();
    protected void BaseWrapCipher(org.bouncycastle.crypto.Wrapper);
    protected void BaseWrapCipher(org.bouncycastle.crypto.Wrapper, int);
    protected int engineGetBlockSize();
    protected byte[] engineGetIV();
    protected int engineGetKeySize(java.security.Key);
    protected int engineGetOutputSize(int);
    protected java.security.AlgorithmParameters engineGetParameters();
    protected final java.security.AlgorithmParameters createParametersInstance(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    protected void engineSetMode(String) throws java.security.NoSuchAlgorithmException;
    protected void engineSetPadding(String) throws javax.crypto.NoSuchPaddingException;
    protected void engineInit(int, java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(int, java.security.Key, java.security.AlgorithmParameters, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(int, java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected byte[] engineUpdate(byte[], int, int);
    protected int engineUpdate(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException;
    protected byte[] engineDoFinal(byte[], int, int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    protected int engineDoFinal(byte[], int, int, byte[], int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException, javax.crypto.ShortBufferException;
    protected byte[] engineWrap(java.security.Key) throws javax.crypto.IllegalBlockSizeException, java.security.InvalidKeyException;
    protected java.security.Key engineUnwrap(byte[], String, int) throws java.security.InvalidKeyException, java.security.NoSuchAlgorithmException;
}










org/bouncycastle/jcajce/provider/symmetric/util/BlockCipherProvider.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public abstract interface BlockCipherProvider {
    public abstract org.bouncycastle.crypto.BlockCipher get();
}










org/bouncycastle/jcajce/provider/symmetric/util/ClassUtil$1.class


package org.bouncycastle.jcajce.provider.symmetric.util;
final synchronized class ClassUtil$1 implements java.security.PrivilegedAction {
    void ClassUtil$1(String);
    public Object run();
}










org/bouncycastle/jcajce/provider/symmetric/util/ClassUtil.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public synchronized class ClassUtil {
    public void ClassUtil();
    public static Class loadClass(Class, String);
}










org/bouncycastle/jcajce/provider/symmetric/util/IvAlgorithmParameters.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public synchronized class IvAlgorithmParameters extends BaseAlgorithmParameters {
    private byte[] iv;
    public void IvAlgorithmParameters();
    protected byte[] engineGetEncoded() throws java.io.IOException;
    protected byte[] engineGetEncoded(String) throws java.io.IOException;
    protected java.security.spec.AlgorithmParameterSpec localEngineGetParameterSpec(Class) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(java.security.spec.AlgorithmParameterSpec) throws java.security.spec.InvalidParameterSpecException;
    protected void engineInit(byte[]) throws java.io.IOException;
    protected void engineInit(byte[], String) throws java.io.IOException;
    protected String engineToString();
}










org/bouncycastle/jcajce/provider/symmetric/util/PBE$Util.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public synchronized class PBE$Util {
    public void PBE$Util();
    private static org.bouncycastle.crypto.PBEParametersGenerator makePBEGenerator(int, int);
    public static org.bouncycastle.crypto.CipherParameters makePBEParameters(byte[], int, int, int, int, java.security.spec.AlgorithmParameterSpec, String) throws java.security.InvalidAlgorithmParameterException;
    public static org.bouncycastle.crypto.CipherParameters makePBEParameters(BCPBEKey, java.security.spec.AlgorithmParameterSpec, String);
    public static org.bouncycastle.crypto.CipherParameters makePBEMacParameters(BCPBEKey, java.security.spec.AlgorithmParameterSpec);
    public static org.bouncycastle.crypto.CipherParameters makePBEMacParameters(javax.crypto.spec.PBEKeySpec, int, int, int);
    public static org.bouncycastle.crypto.CipherParameters makePBEParameters(javax.crypto.spec.PBEKeySpec, int, int, int, int);
    public static org.bouncycastle.crypto.CipherParameters makePBEMacParameters(javax.crypto.SecretKey, int, int, int, javax.crypto.spec.PBEParameterSpec);
    private static byte[] convertPassword(int, javax.crypto.spec.PBEKeySpec);
}










org/bouncycastle/jcajce/provider/symmetric/util/PBE.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public abstract interface PBE {
    public static final int MD5 = 0;
    public static final int SHA1 = 1;
    public static final int RIPEMD160 = 2;
    public static final int TIGER = 3;
    public static final int SHA256 = 4;
    public static final int MD2 = 5;
    public static final int GOST3411 = 6;
    public static final int SHA224 = 7;
    public static final int SHA384 = 8;
    public static final int SHA512 = 9;
    public static final int SHA3_224 = 10;
    public static final int SHA3_256 = 11;
    public static final int SHA3_384 = 12;
    public static final int SHA3_512 = 13;
    public static final int PKCS5S1 = 0;
    public static final int PKCS5S2 = 1;
    public static final int PKCS12 = 2;
    public static final int OPENSSL = 3;
    public static final int PKCS5S1_UTF8 = 4;
    public static final int PKCS5S2_UTF8 = 5;
}










org/bouncycastle/jcajce/provider/symmetric/util/PBESecretKeyFactory.class


package org.bouncycastle.jcajce.provider.symmetric.util;
public synchronized class PBESecretKeyFactory extends BaseSecretKeyFactory implements PBE {
    private boolean forCipher;
    private int scheme;
    private int digest;
    private int keySize;
    private int ivSize;
    public void PBESecretKeyFactory(String, org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, int, int, int, int);
    protected javax.crypto.SecretKey engineGenerateSecret(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
}










org/bouncycastle/jcajce/provider/util/AlgorithmProvider.class


package org.bouncycastle.jcajce.provider.util;
public abstract synchronized class AlgorithmProvider {
    public void AlgorithmProvider();
    public abstract void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/jcajce/provider/util/AsymmetricAlgorithmProvider.class


package org.bouncycastle.jcajce.provider.util;
public abstract synchronized class AsymmetricAlgorithmProvider extends AlgorithmProvider {
    public void AsymmetricAlgorithmProvider();
    protected void addSignatureAlgorithm(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, String, String, String, org.bouncycastle.asn1.ASN1ObjectIdentifier);
    protected void registerOid(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, org.bouncycastle.asn1.ASN1ObjectIdentifier, String, AsymmetricKeyInfoConverter);
    protected void registerOidAlgorithmParameters(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    protected void registerOidAlgorithmParameterGenerator(org.bouncycastle.jcajce.provider.config.ConfigurableProvider, org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
}










org/bouncycastle/jcajce/provider/util/AsymmetricKeyInfoConverter.class


package org.bouncycastle.jcajce.provider.util;
public abstract interface AsymmetricKeyInfoConverter {
    public abstract java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public abstract java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/jcajce/provider/util/BadBlockException.class


package org.bouncycastle.jcajce.provider.util;
public synchronized class BadBlockException extends javax.crypto.BadPaddingException {
    private final Throwable cause;
    public void BadBlockException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/jcajce/provider/util/DigestFactory.class


package org.bouncycastle.jcajce.provider.util;
public synchronized class DigestFactory {
    private static java.util.Set md5;
    private static java.util.Set sha1;
    private static java.util.Set sha224;
    private static java.util.Set sha256;
    private static java.util.Set sha384;
    private static java.util.Set sha512;
    private static java.util.Set sha512_224;
    private static java.util.Set sha512_256;
    private static java.util.Set sha3_224;
    private static java.util.Set sha3_256;
    private static java.util.Set sha3_384;
    private static java.util.Set sha3_512;
    private static java.util.Map oids;
    public void DigestFactory();
    public static org.bouncycastle.crypto.Digest getDigest(String);
    public static boolean isSameDigest(String, String);
    public static org.bouncycastle.asn1.ASN1ObjectIdentifier getOID(String);
    static void <clinit>();
}










org/bouncycastle/jcajce/provider/util/SecretKeyUtil.class


package org.bouncycastle.jcajce.provider.util;
public synchronized class SecretKeyUtil {
    private static java.util.Map keySizes;
    public void SecretKeyUtil();
    public static int getKeySize(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static void <clinit>();
}










org/bouncycastle/jcajce/spec/AEADParameterSpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class AEADParameterSpec extends javax.crypto.spec.IvParameterSpec {
    private final byte[] associatedData;
    private final int macSizeInBits;
    public void AEADParameterSpec(byte[], int);
    public void AEADParameterSpec(byte[], int, byte[]);
    public int getMacSizeInBits();
    public byte[] getAssociatedData();
    public byte[] getNonce();
}










org/bouncycastle/jcajce/spec/DHDomainParameterSpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class DHDomainParameterSpec extends javax.crypto.spec.DHParameterSpec {
    private final java.math.BigInteger q;
    private final java.math.BigInteger j;
    private final int m;
    private org.bouncycastle.crypto.params.DHValidationParameters validationParameters;
    public void DHDomainParameterSpec(org.bouncycastle.crypto.params.DHParameters);
    public void DHDomainParameterSpec(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public void DHDomainParameterSpec(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, int);
    public void DHDomainParameterSpec(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, int);
    public void DHDomainParameterSpec(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, int, int);
    public java.math.BigInteger getQ();
    public java.math.BigInteger getJ();
    public int getM();
    public org.bouncycastle.crypto.params.DHParameters getDomainParameters();
}










org/bouncycastle/jcajce/spec/DHUParameterSpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class DHUParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    private final java.security.PublicKey ephemeralPublicKey;
    private final java.security.PrivateKey ephemeralPrivateKey;
    private final java.security.PublicKey otherPartyEphemeralKey;
    private final byte[] userKeyingMaterial;
    public void DHUParameterSpec(java.security.PublicKey, java.security.PrivateKey, java.security.PublicKey, byte[]);
    public void DHUParameterSpec(java.security.PublicKey, java.security.PrivateKey, java.security.PublicKey);
    public void DHUParameterSpec(java.security.KeyPair, java.security.PublicKey, byte[]);
    public void DHUParameterSpec(java.security.PrivateKey, java.security.PublicKey, byte[]);
    public void DHUParameterSpec(java.security.KeyPair, java.security.PublicKey);
    public void DHUParameterSpec(java.security.PrivateKey, java.security.PublicKey);
    public java.security.PrivateKey getEphemeralPrivateKey();
    public java.security.PublicKey getEphemeralPublicKey();
    public java.security.PublicKey getOtherPartyEphemeralKey();
    public byte[] getUserKeyingMaterial();
}










org/bouncycastle/jcajce/spec/GOST28147ParameterSpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class GOST28147ParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    private byte[] iv;
    private byte[] sBox;
    private static java.util.Map oidMappings;
    public void GOST28147ParameterSpec(byte[]);
    public void GOST28147ParameterSpec(byte[], byte[]);
    public void GOST28147ParameterSpec(String);
    public void GOST28147ParameterSpec(String, byte[]);
    public void GOST28147ParameterSpec(org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[]);
    public byte[] getSbox();
    public byte[] getSBox();
    public byte[] getIV();
    private static String getName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static void <clinit>();
}










org/bouncycastle/jcajce/spec/GOST28147WrapParameterSpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class GOST28147WrapParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    private byte[] ukm;
    private byte[] sBox;
    private static java.util.Map oidMappings;
    public void GOST28147WrapParameterSpec(byte[]);
    public void GOST28147WrapParameterSpec(byte[], byte[]);
    public void GOST28147WrapParameterSpec(String);
    public void GOST28147WrapParameterSpec(String, byte[]);
    public void GOST28147WrapParameterSpec(org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[]);
    public byte[] getSBox();
    public byte[] getUKM();
    private static String getName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static void <clinit>();
}










org/bouncycastle/jcajce/spec/KTSParameterSpec$1.class


package org.bouncycastle.jcajce.spec;
synchronized class KTSParameterSpec$1 {
}










org/bouncycastle/jcajce/spec/KTSParameterSpec$Builder.class


package org.bouncycastle.jcajce.spec;
public final synchronized class KTSParameterSpec$Builder {
    private final String algorithmName;
    private final int keySizeInBits;
    private java.security.spec.AlgorithmParameterSpec parameterSpec;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier kdfAlgorithm;
    private byte[] otherInfo;
    public void KTSParameterSpec$Builder(String, int);
    public void KTSParameterSpec$Builder(String, int, byte[]);
    public KTSParameterSpec$Builder withParameterSpec(java.security.spec.AlgorithmParameterSpec);
    public KTSParameterSpec$Builder withKdfAlgorithm(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public KTSParameterSpec build();
}










org/bouncycastle/jcajce/spec/KTSParameterSpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class KTSParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    private final String wrappingKeyAlgorithm;
    private final int keySizeInBits;
    private final java.security.spec.AlgorithmParameterSpec parameterSpec;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier kdfAlgorithm;
    private byte[] otherInfo;
    private void KTSParameterSpec(String, int, java.security.spec.AlgorithmParameterSpec, org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    public String getKeyAlgorithmName();
    public int getKeySize();
    public java.security.spec.AlgorithmParameterSpec getParameterSpec();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKdfAlgorithm();
    public byte[] getOtherInfo();
}










org/bouncycastle/jcajce/spec/MQVParameterSpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class MQVParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    private final java.security.PublicKey ephemeralPublicKey;
    private final java.security.PrivateKey ephemeralPrivateKey;
    private final java.security.PublicKey otherPartyEphemeralKey;
    private final byte[] userKeyingMaterial;
    public void MQVParameterSpec(java.security.PublicKey, java.security.PrivateKey, java.security.PublicKey, byte[]);
    public void MQVParameterSpec(java.security.PublicKey, java.security.PrivateKey, java.security.PublicKey);
    public void MQVParameterSpec(java.security.KeyPair, java.security.PublicKey, byte[]);
    public void MQVParameterSpec(java.security.PrivateKey, java.security.PublicKey, byte[]);
    public void MQVParameterSpec(java.security.KeyPair, java.security.PublicKey);
    public void MQVParameterSpec(java.security.PrivateKey, java.security.PublicKey);
    public java.security.PrivateKey getEphemeralPrivateKey();
    public java.security.PublicKey getEphemeralPublicKey();
    public java.security.PublicKey getOtherPartyEphemeralKey();
    public byte[] getUserKeyingMaterial();
}










org/bouncycastle/jcajce/spec/PBKDF2KeySpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class PBKDF2KeySpec extends javax.crypto.spec.PBEKeySpec {
    private static final org.bouncycastle.asn1.x509.AlgorithmIdentifier defaultPRF;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier prf;
    public void PBKDF2KeySpec(char[], byte[], int, int, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public boolean isDefaultPrf();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getPrf();
    static void <clinit>();
}










org/bouncycastle/jcajce/spec/RepeatedSecretKeySpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class RepeatedSecretKeySpec implements javax.crypto.SecretKey {
    private String algorithm;
    public void RepeatedSecretKeySpec(String);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
}










org/bouncycastle/jcajce/spec/SM2ParameterSpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class SM2ParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    private byte[] id;
    public void SM2ParameterSpec(byte[]);
    public byte[] getID();
}










org/bouncycastle/jcajce/spec/ScryptKeySpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class ScryptKeySpec implements java.security.spec.KeySpec {
    private final char[] password;
    private final byte[] salt;
    private final int costParameter;
    private final int blockSize;
    private final int parallelizationParameter;
    private final int keySize;
    public void ScryptKeySpec(char[], byte[], int, int, int, int);
    public char[] getPassword();
    public byte[] getSalt();
    public int getCostParameter();
    public int getBlockSize();
    public int getParallelizationParameter();
    public int getKeyLength();
}










org/bouncycastle/jcajce/spec/SkeinParameterSpec$1.class


package org.bouncycastle.jcajce.spec;
synchronized class SkeinParameterSpec$1 {
}










org/bouncycastle/jcajce/spec/SkeinParameterSpec$Builder.class


package org.bouncycastle.jcajce.spec;
public synchronized class SkeinParameterSpec$Builder {
    private java.util.Map parameters;
    public void SkeinParameterSpec$Builder();
    public void SkeinParameterSpec$Builder(SkeinParameterSpec);
    public SkeinParameterSpec$Builder set(int, byte[]);
    public SkeinParameterSpec$Builder setKey(byte[]);
    public SkeinParameterSpec$Builder setPersonalisation(byte[]);
    public SkeinParameterSpec$Builder setPersonalisation(java.util.Date, String, String);
    public SkeinParameterSpec$Builder setPersonalisation(java.util.Date, java.util.Locale, String, String);
    public SkeinParameterSpec$Builder setPublicKey(byte[]);
    public SkeinParameterSpec$Builder setKeyIdentifier(byte[]);
    public SkeinParameterSpec$Builder setNonce(byte[]);
    public SkeinParameterSpec build();
}










org/bouncycastle/jcajce/spec/SkeinParameterSpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class SkeinParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    public static final int PARAM_TYPE_KEY = 0;
    public static final int PARAM_TYPE_CONFIG = 4;
    public static final int PARAM_TYPE_PERSONALISATION = 8;
    public static final int PARAM_TYPE_PUBLIC_KEY = 12;
    public static final int PARAM_TYPE_KEY_IDENTIFIER = 16;
    public static final int PARAM_TYPE_NONCE = 20;
    public static final int PARAM_TYPE_MESSAGE = 48;
    public static final int PARAM_TYPE_OUTPUT = 63;
    private java.util.Map parameters;
    public void SkeinParameterSpec();
    private void SkeinParameterSpec(java.util.Map);
    public java.util.Map getParameters();
    public byte[] getKey();
    public byte[] getPersonalisation();
    public byte[] getPublicKey();
    public byte[] getKeyIdentifier();
    public byte[] getNonce();
}










org/bouncycastle/jcajce/spec/TLSKeyMaterialSpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class TLSKeyMaterialSpec implements java.security.spec.KeySpec {
    public static final String MASTER_SECRET = master secret;
    public static final String KEY_EXPANSION = key expansion;
    private final byte[] secret;
    private final String label;
    private final int length;
    private final byte[] seed;
    public transient void TLSKeyMaterialSpec(byte[], String, int, byte[][]);
    public String getLabel();
    public int getLength();
    public byte[] getSecret();
    public byte[] getSeed();
}










org/bouncycastle/jcajce/spec/UserKeyingMaterialSpec.class


package org.bouncycastle.jcajce.spec;
public synchronized class UserKeyingMaterialSpec implements java.security.spec.AlgorithmParameterSpec {
    private final byte[] userKeyingMaterial;
    public void UserKeyingMaterialSpec(byte[]);
    public byte[] getUserKeyingMaterial();
}










org/bouncycastle/jcajce/util/AlgorithmParametersUtils.class


package org.bouncycastle.jcajce.util;
public synchronized class AlgorithmParametersUtils {
    private void AlgorithmParametersUtils();
    public static org.bouncycastle.asn1.ASN1Encodable extractParameters(java.security.AlgorithmParameters) throws java.io.IOException;
    public static void loadParameters(java.security.AlgorithmParameters, org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
}










org/bouncycastle/jcajce/util/BCJcaJceHelper.class


package org.bouncycastle.jcajce.util;
public synchronized class BCJcaJceHelper extends ProviderJcaJceHelper {
    private static volatile java.security.Provider bcProvider;
    private static java.security.Provider getBouncyCastleProvider();
    public void BCJcaJceHelper();
}










org/bouncycastle/jcajce/util/DefaultJcaJceHelper.class


package org.bouncycastle.jcajce.util;
public synchronized class DefaultJcaJceHelper implements JcaJceHelper {
    public void DefaultJcaJceHelper();
    public javax.crypto.Cipher createCipher(String) throws java.security.NoSuchAlgorithmException, javax.crypto.NoSuchPaddingException;
    public javax.crypto.Mac createMac(String) throws java.security.NoSuchAlgorithmException;
    public javax.crypto.KeyAgreement createKeyAgreement(String) throws java.security.NoSuchAlgorithmException;
    public java.security.AlgorithmParameterGenerator createAlgorithmParameterGenerator(String) throws java.security.NoSuchAlgorithmException;
    public java.security.AlgorithmParameters createAlgorithmParameters(String) throws java.security.NoSuchAlgorithmException;
    public javax.crypto.KeyGenerator createKeyGenerator(String) throws java.security.NoSuchAlgorithmException;
    public java.security.KeyFactory createKeyFactory(String) throws java.security.NoSuchAlgorithmException;
    public javax.crypto.SecretKeyFactory createSecretKeyFactory(String) throws java.security.NoSuchAlgorithmException;
    public java.security.KeyPairGenerator createKeyPairGenerator(String) throws java.security.NoSuchAlgorithmException;
    public java.security.MessageDigest createDigest(String) throws java.security.NoSuchAlgorithmException;
    public java.security.Signature createSignature(String) throws java.security.NoSuchAlgorithmException;
    public java.security.cert.CertificateFactory createCertificateFactory(String) throws java.security.cert.CertificateException;
    public java.security.SecureRandom createSecureRandom(String) throws java.security.NoSuchAlgorithmException;
}










org/bouncycastle/jcajce/util/JcaJceHelper.class


package org.bouncycastle.jcajce.util;
public abstract interface JcaJceHelper {
    public abstract javax.crypto.Cipher createCipher(String) throws java.security.NoSuchAlgorithmException, javax.crypto.NoSuchPaddingException, java.security.NoSuchProviderException;
    public abstract javax.crypto.Mac createMac(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public abstract javax.crypto.KeyAgreement createKeyAgreement(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public abstract java.security.AlgorithmParameterGenerator createAlgorithmParameterGenerator(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public abstract java.security.AlgorithmParameters createAlgorithmParameters(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public abstract javax.crypto.KeyGenerator createKeyGenerator(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public abstract java.security.KeyFactory createKeyFactory(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public abstract javax.crypto.SecretKeyFactory createSecretKeyFactory(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public abstract java.security.KeyPairGenerator createKeyPairGenerator(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public abstract java.security.MessageDigest createDigest(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public abstract java.security.Signature createSignature(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public abstract java.security.cert.CertificateFactory createCertificateFactory(String) throws java.security.NoSuchProviderException, java.security.cert.CertificateException;
    public abstract java.security.SecureRandom createSecureRandom(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
}










org/bouncycastle/jcajce/util/JcaJceUtils.class


package org.bouncycastle.jcajce.util;
public synchronized class JcaJceUtils {
    private void JcaJceUtils();
    public static org.bouncycastle.asn1.ASN1Encodable extractParameters(java.security.AlgorithmParameters) throws java.io.IOException;
    public static void loadParameters(java.security.AlgorithmParameters, org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
    public static String getDigestAlgName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
}










org/bouncycastle/jcajce/util/MessageDigestUtils.class


package org.bouncycastle.jcajce.util;
public synchronized class MessageDigestUtils {
    private static java.util.Map digestOidMap;
    public void MessageDigestUtils();
    public static String getDigestName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static void <clinit>();
}










org/bouncycastle/jcajce/util/NamedJcaJceHelper.class


package org.bouncycastle.jcajce.util;
public synchronized class NamedJcaJceHelper implements JcaJceHelper {
    protected final String providerName;
    public void NamedJcaJceHelper(String);
    public javax.crypto.Cipher createCipher(String) throws java.security.NoSuchAlgorithmException, javax.crypto.NoSuchPaddingException, java.security.NoSuchProviderException;
    public javax.crypto.Mac createMac(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public javax.crypto.KeyAgreement createKeyAgreement(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public java.security.AlgorithmParameterGenerator createAlgorithmParameterGenerator(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public java.security.AlgorithmParameters createAlgorithmParameters(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public javax.crypto.KeyGenerator createKeyGenerator(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public java.security.KeyFactory createKeyFactory(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public javax.crypto.SecretKeyFactory createSecretKeyFactory(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public java.security.KeyPairGenerator createKeyPairGenerator(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public java.security.MessageDigest createDigest(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public java.security.Signature createSignature(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public java.security.cert.CertificateFactory createCertificateFactory(String) throws java.security.cert.CertificateException, java.security.NoSuchProviderException;
    public java.security.SecureRandom createSecureRandom(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
}










org/bouncycastle/jcajce/util/ProviderJcaJceHelper.class


package org.bouncycastle.jcajce.util;
public synchronized class ProviderJcaJceHelper implements JcaJceHelper {
    protected final java.security.Provider provider;
    public void ProviderJcaJceHelper(java.security.Provider);
    public javax.crypto.Cipher createCipher(String) throws java.security.NoSuchAlgorithmException, javax.crypto.NoSuchPaddingException;
    public javax.crypto.Mac createMac(String) throws java.security.NoSuchAlgorithmException;
    public javax.crypto.KeyAgreement createKeyAgreement(String) throws java.security.NoSuchAlgorithmException;
    public java.security.AlgorithmParameterGenerator createAlgorithmParameterGenerator(String) throws java.security.NoSuchAlgorithmException;
    public java.security.AlgorithmParameters createAlgorithmParameters(String) throws java.security.NoSuchAlgorithmException;
    public javax.crypto.KeyGenerator createKeyGenerator(String) throws java.security.NoSuchAlgorithmException;
    public java.security.KeyFactory createKeyFactory(String) throws java.security.NoSuchAlgorithmException;
    public javax.crypto.SecretKeyFactory createSecretKeyFactory(String) throws java.security.NoSuchAlgorithmException;
    public java.security.KeyPairGenerator createKeyPairGenerator(String) throws java.security.NoSuchAlgorithmException;
    public java.security.MessageDigest createDigest(String) throws java.security.NoSuchAlgorithmException;
    public java.security.Signature createSignature(String) throws java.security.NoSuchAlgorithmException;
    public java.security.cert.CertificateFactory createCertificateFactory(String) throws java.security.cert.CertificateException;
    public java.security.SecureRandom createSecureRandom(String) throws java.security.NoSuchAlgorithmException;
}










org/bouncycastle/jce/ECGOST3410NamedCurveTable.class


package org.bouncycastle.jce;
public synchronized class ECGOST3410NamedCurveTable {
    public void ECGOST3410NamedCurveTable();
    public static spec.ECNamedCurveParameterSpec getParameterSpec(String);
    public static java.util.Enumeration getNames();
}










org/bouncycastle/jce/ECKeyUtil$UnexpectedException.class


package org.bouncycastle.jce;
synchronized class ECKeyUtil$UnexpectedException extends RuntimeException {
    private Throwable cause;
    void ECKeyUtil$UnexpectedException(Throwable);
    public Throwable getCause();
}










org/bouncycastle/jce/ECKeyUtil.class


package org.bouncycastle.jce;
public synchronized class ECKeyUtil {
    public void ECKeyUtil();
    public static java.security.PublicKey publicToExplicitParameters(java.security.PublicKey, String) throws IllegalArgumentException, java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public static java.security.PublicKey publicToExplicitParameters(java.security.PublicKey, java.security.Provider) throws IllegalArgumentException, java.security.NoSuchAlgorithmException;
    public static java.security.PrivateKey privateToExplicitParameters(java.security.PrivateKey, String) throws IllegalArgumentException, java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    public static java.security.PrivateKey privateToExplicitParameters(java.security.PrivateKey, java.security.Provider) throws IllegalArgumentException, java.security.NoSuchAlgorithmException;
}










org/bouncycastle/jce/ECNamedCurveTable.class


package org.bouncycastle.jce;
public synchronized class ECNamedCurveTable {
    public void ECNamedCurveTable();
    public static spec.ECNamedCurveParameterSpec getParameterSpec(String);
    public static java.util.Enumeration getNames();
}










org/bouncycastle/jce/ECPointUtil.class


package org.bouncycastle.jce;
public synchronized class ECPointUtil {
    public void ECPointUtil();
    public static java.security.spec.ECPoint decodePoint(java.security.spec.EllipticCurve, byte[]);
}










org/bouncycastle/jce/MultiCertStoreParameters.class


package org.bouncycastle.jce;
public synchronized class MultiCertStoreParameters implements java.security.cert.CertStoreParameters {
    private java.util.Collection certStores;
    private boolean searchAllStores;
    public void MultiCertStoreParameters(java.util.Collection);
    public void MultiCertStoreParameters(java.util.Collection, boolean);
    public java.util.Collection getCertStores();
    public boolean getSearchAllStores();
    public Object clone();
}










org/bouncycastle/jce/PKCS10CertificationRequest.class


package org.bouncycastle.jce;
public synchronized class PKCS10CertificationRequest extends org.bouncycastle.asn1.pkcs.CertificationRequest {
    private static java.util.Hashtable algorithms;
    private static java.util.Hashtable params;
    private static java.util.Hashtable keyAlgorithms;
    private static java.util.Hashtable oids;
    private static java.util.Set noParams;
    private static org.bouncycastle.asn1.pkcs.RSASSAPSSparams creatPSSParams(org.bouncycastle.asn1.x509.AlgorithmIdentifier, int);
    private static org.bouncycastle.asn1.ASN1Sequence toDERSequence(byte[]);
    public void PKCS10CertificationRequest(byte[]);
    public void PKCS10CertificationRequest(org.bouncycastle.asn1.ASN1Sequence);
    public void PKCS10CertificationRequest(String, org.bouncycastle.asn1.x509.X509Name, java.security.PublicKey, org.bouncycastle.asn1.ASN1Set, java.security.PrivateKey) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException, java.security.InvalidKeyException, java.security.SignatureException;
    private static org.bouncycastle.asn1.x509.X509Name convertName(javax.security.auth.x500.X500Principal);
    public void PKCS10CertificationRequest(String, javax.security.auth.x500.X500Principal, java.security.PublicKey, org.bouncycastle.asn1.ASN1Set, java.security.PrivateKey) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException, java.security.InvalidKeyException, java.security.SignatureException;
    public void PKCS10CertificationRequest(String, javax.security.auth.x500.X500Principal, java.security.PublicKey, org.bouncycastle.asn1.ASN1Set, java.security.PrivateKey, String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException, java.security.InvalidKeyException, java.security.SignatureException;
    public void PKCS10CertificationRequest(String, org.bouncycastle.asn1.x509.X509Name, java.security.PublicKey, org.bouncycastle.asn1.ASN1Set, java.security.PrivateKey, String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException, java.security.InvalidKeyException, java.security.SignatureException;
    public java.security.PublicKey getPublicKey() throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException, java.security.InvalidKeyException;
    public java.security.PublicKey getPublicKey(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException, java.security.InvalidKeyException;
    public boolean verify() throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException, java.security.InvalidKeyException, java.security.SignatureException;
    public boolean verify(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException, java.security.InvalidKeyException, java.security.SignatureException;
    public boolean verify(java.security.PublicKey, String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException, java.security.InvalidKeyException, java.security.SignatureException;
    public byte[] getEncoded();
    private void setSignatureParameters(java.security.Signature, org.bouncycastle.asn1.ASN1Encodable) throws java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    static String getSignatureName(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private static String getDigestAlgName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static void <clinit>();
}










org/bouncycastle/jce/PKCS12Util.class


package org.bouncycastle.jce;
public synchronized class PKCS12Util {
    public void PKCS12Util();
    public static byte[] convertToDefiniteLength(byte[]) throws java.io.IOException;
    public static byte[] convertToDefiniteLength(byte[], char[], String) throws java.io.IOException;
    private static byte[] calculatePbeMac(org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[], int, char[], byte[], String) throws Exception;
}










org/bouncycastle/jce/PrincipalUtil.class


package org.bouncycastle.jce;
public synchronized class PrincipalUtil {
    public void PrincipalUtil();
    public static X509Principal getIssuerX509Principal(java.security.cert.X509Certificate) throws java.security.cert.CertificateEncodingException;
    public static X509Principal getSubjectX509Principal(java.security.cert.X509Certificate) throws java.security.cert.CertificateEncodingException;
    public static X509Principal getIssuerX509Principal(java.security.cert.X509CRL) throws java.security.cert.CRLException;
}










org/bouncycastle/jce/X509KeyUsage.class


package org.bouncycastle.jce;
public synchronized class X509KeyUsage extends org.bouncycastle.asn1.ASN1Object {
    public static final int digitalSignature = 128;
    public static final int nonRepudiation = 64;
    public static final int keyEncipherment = 32;
    public static final int dataEncipherment = 16;
    public static final int keyAgreement = 8;
    public static final int keyCertSign = 4;
    public static final int cRLSign = 2;
    public static final int encipherOnly = 1;
    public static final int decipherOnly = 32768;
    private int usage;
    public void X509KeyUsage(int);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/jce/X509LDAPCertStoreParameters$1.class


package org.bouncycastle.jce;
synchronized class X509LDAPCertStoreParameters$1 {
}










org/bouncycastle/jce/X509LDAPCertStoreParameters$Builder.class


package org.bouncycastle.jce;
public synchronized class X509LDAPCertStoreParameters$Builder {
    private String ldapURL;
    private String baseDN;
    private String userCertificateAttribute;
    private String cACertificateAttribute;
    private String crossCertificateAttribute;
    private String certificateRevocationListAttribute;
    private String deltaRevocationListAttribute;
    private String authorityRevocationListAttribute;
    private String attributeCertificateAttributeAttribute;
    private String aACertificateAttribute;
    private String attributeDescriptorCertificateAttribute;
    private String attributeCertificateRevocationListAttribute;
    private String attributeAuthorityRevocationListAttribute;
    private String ldapUserCertificateAttributeName;
    private String ldapCACertificateAttributeName;
    private String ldapCrossCertificateAttributeName;
    private String ldapCertificateRevocationListAttributeName;
    private String ldapDeltaRevocationListAttributeName;
    private String ldapAuthorityRevocationListAttributeName;
    private String ldapAttributeCertificateAttributeAttributeName;
    private String ldapAACertificateAttributeName;
    private String ldapAttributeDescriptorCertificateAttributeName;
    private String ldapAttributeCertificateRevocationListAttributeName;
    private String ldapAttributeAuthorityRevocationListAttributeName;
    private String userCertificateSubjectAttributeName;
    private String cACertificateSubjectAttributeName;
    private String crossCertificateSubjectAttributeName;
    private String certificateRevocationListIssuerAttributeName;
    private String deltaRevocationListIssuerAttributeName;
    private String authorityRevocationListIssuerAttributeName;
    private String attributeCertificateAttributeSubjectAttributeName;
    private String aACertificateSubjectAttributeName;
    private String attributeDescriptorCertificateSubjectAttributeName;
    private String attributeCertificateRevocationListIssuerAttributeName;
    private String attributeAuthorityRevocationListIssuerAttributeName;
    private String searchForSerialNumberIn;
    public void X509LDAPCertStoreParameters$Builder();
    public void X509LDAPCertStoreParameters$Builder(String, String);
    public X509LDAPCertStoreParameters$Builder setUserCertificateAttribute(String);
    public X509LDAPCertStoreParameters$Builder setCACertificateAttribute(String);
    public X509LDAPCertStoreParameters$Builder setCrossCertificateAttribute(String);
    public X509LDAPCertStoreParameters$Builder setCertificateRevocationListAttribute(String);
    public X509LDAPCertStoreParameters$Builder setDeltaRevocationListAttribute(String);
    public X509LDAPCertStoreParameters$Builder setAuthorityRevocationListAttribute(String);
    public X509LDAPCertStoreParameters$Builder setAttributeCertificateAttributeAttribute(String);
    public X509LDAPCertStoreParameters$Builder setAACertificateAttribute(String);
    public X509LDAPCertStoreParameters$Builder setAttributeDescriptorCertificateAttribute(String);
    public X509LDAPCertStoreParameters$Builder setAttributeCertificateRevocationListAttribute(String);
    public X509LDAPCertStoreParameters$Builder setAttributeAuthorityRevocationListAttribute(String);
    public X509LDAPCertStoreParameters$Builder setLdapUserCertificateAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setLdapCACertificateAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setLdapCrossCertificateAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setLdapCertificateRevocationListAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setLdapDeltaRevocationListAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setLdapAuthorityRevocationListAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setLdapAttributeCertificateAttributeAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setLdapAACertificateAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setLdapAttributeDescriptorCertificateAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setLdapAttributeCertificateRevocationListAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setLdapAttributeAuthorityRevocationListAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setUserCertificateSubjectAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setCACertificateSubjectAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setCrossCertificateSubjectAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setCertificateRevocationListIssuerAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setDeltaRevocationListIssuerAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setAuthorityRevocationListIssuerAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setAttributeCertificateAttributeSubjectAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setAACertificateSubjectAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setAttributeDescriptorCertificateSubjectAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setAttributeCertificateRevocationListIssuerAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setAttributeAuthorityRevocationListIssuerAttributeName(String);
    public X509LDAPCertStoreParameters$Builder setSearchForSerialNumberIn(String);
    public X509LDAPCertStoreParameters build();
}










org/bouncycastle/jce/X509LDAPCertStoreParameters.class


package org.bouncycastle.jce;
public synchronized class X509LDAPCertStoreParameters implements org.bouncycastle.x509.X509StoreParameters, java.security.cert.CertStoreParameters {
    private String ldapURL;
    private String baseDN;
    private String userCertificateAttribute;
    private String cACertificateAttribute;
    private String crossCertificateAttribute;
    private String certificateRevocationListAttribute;
    private String deltaRevocationListAttribute;
    private String authorityRevocationListAttribute;
    private String attributeCertificateAttributeAttribute;
    private String aACertificateAttribute;
    private String attributeDescriptorCertificateAttribute;
    private String attributeCertificateRevocationListAttribute;
    private String attributeAuthorityRevocationListAttribute;
    private String ldapUserCertificateAttributeName;
    private String ldapCACertificateAttributeName;
    private String ldapCrossCertificateAttributeName;
    private String ldapCertificateRevocationListAttributeName;
    private String ldapDeltaRevocationListAttributeName;
    private String ldapAuthorityRevocationListAttributeName;
    private String ldapAttributeCertificateAttributeAttributeName;
    private String ldapAACertificateAttributeName;
    private String ldapAttributeDescriptorCertificateAttributeName;
    private String ldapAttributeCertificateRevocationListAttributeName;
    private String ldapAttributeAuthorityRevocationListAttributeName;
    private String userCertificateSubjectAttributeName;
    private String cACertificateSubjectAttributeName;
    private String crossCertificateSubjectAttributeName;
    private String certificateRevocationListIssuerAttributeName;
    private String deltaRevocationListIssuerAttributeName;
    private String authorityRevocationListIssuerAttributeName;
    private String attributeCertificateAttributeSubjectAttributeName;
    private String aACertificateSubjectAttributeName;
    private String attributeDescriptorCertificateSubjectAttributeName;
    private String attributeCertificateRevocationListIssuerAttributeName;
    private String attributeAuthorityRevocationListIssuerAttributeName;
    private String searchForSerialNumberIn;
    private void X509LDAPCertStoreParameters(X509LDAPCertStoreParameters$Builder);
    public Object clone();
    public boolean equal(Object);
    private boolean checkField(Object, Object);
    public int hashCode();
    private int addHashCode(int, Object);
    public String getAACertificateAttribute();
    public String getAACertificateSubjectAttributeName();
    public String getAttributeAuthorityRevocationListAttribute();
    public String getAttributeAuthorityRevocationListIssuerAttributeName();
    public String getAttributeCertificateAttributeAttribute();
    public String getAttributeCertificateAttributeSubjectAttributeName();
    public String getAttributeCertificateRevocationListAttribute();
    public String getAttributeCertificateRevocationListIssuerAttributeName();
    public String getAttributeDescriptorCertificateAttribute();
    public String getAttributeDescriptorCertificateSubjectAttributeName();
    public String getAuthorityRevocationListAttribute();
    public String getAuthorityRevocationListIssuerAttributeName();
    public String getBaseDN();
    public String getCACertificateAttribute();
    public String getCACertificateSubjectAttributeName();
    public String getCertificateRevocationListAttribute();
    public String getCertificateRevocationListIssuerAttributeName();
    public String getCrossCertificateAttribute();
    public String getCrossCertificateSubjectAttributeName();
    public String getDeltaRevocationListAttribute();
    public String getDeltaRevocationListIssuerAttributeName();
    public String getLdapAACertificateAttributeName();
    public String getLdapAttributeAuthorityRevocationListAttributeName();
    public String getLdapAttributeCertificateAttributeAttributeName();
    public String getLdapAttributeCertificateRevocationListAttributeName();
    public String getLdapAttributeDescriptorCertificateAttributeName();
    public String getLdapAuthorityRevocationListAttributeName();
    public String getLdapCACertificateAttributeName();
    public String getLdapCertificateRevocationListAttributeName();
    public String getLdapCrossCertificateAttributeName();
    public String getLdapDeltaRevocationListAttributeName();
    public String getLdapURL();
    public String getLdapUserCertificateAttributeName();
    public String getSearchForSerialNumberIn();
    public String getUserCertificateAttribute();
    public String getUserCertificateSubjectAttributeName();
    public static X509LDAPCertStoreParameters getInstance(java.security.cert.LDAPCertStoreParameters);
}










org/bouncycastle/jce/X509Principal.class


package org.bouncycastle.jce;
public synchronized class X509Principal extends org.bouncycastle.asn1.x509.X509Name implements java.security.Principal {
    private static org.bouncycastle.asn1.ASN1Sequence readSequence(org.bouncycastle.asn1.ASN1InputStream) throws java.io.IOException;
    public void X509Principal(byte[]) throws java.io.IOException;
    public void X509Principal(org.bouncycastle.asn1.x509.X509Name);
    public void X509Principal(org.bouncycastle.asn1.x500.X500Name);
    public void X509Principal(java.util.Hashtable);
    public void X509Principal(java.util.Vector, java.util.Hashtable);
    public void X509Principal(java.util.Vector, java.util.Vector);
    public void X509Principal(String);
    public void X509Principal(boolean, String);
    public void X509Principal(boolean, java.util.Hashtable, String);
    public String getName();
    public byte[] getEncoded();
}










org/bouncycastle/jce/exception/ExtCertPathBuilderException.class


package org.bouncycastle.jce.exception;
public synchronized class ExtCertPathBuilderException extends java.security.cert.CertPathBuilderException implements ExtException {
    private Throwable cause;
    public void ExtCertPathBuilderException(String, Throwable);
    public void ExtCertPathBuilderException(String, Throwable, java.security.cert.CertPath, int);
    public Throwable getCause();
}










org/bouncycastle/jce/exception/ExtCertPathValidatorException.class


package org.bouncycastle.jce.exception;
public synchronized class ExtCertPathValidatorException extends java.security.cert.CertPathValidatorException implements ExtException {
    private Throwable cause;
    public void ExtCertPathValidatorException(String, Throwable);
    public void ExtCertPathValidatorException(String, Throwable, java.security.cert.CertPath, int);
    public Throwable getCause();
}










org/bouncycastle/jce/exception/ExtCertificateEncodingException.class


package org.bouncycastle.jce.exception;
public synchronized class ExtCertificateEncodingException extends java.security.cert.CertificateEncodingException implements ExtException {
    private Throwable cause;
    public void ExtCertificateEncodingException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/jce/exception/ExtException.class


package org.bouncycastle.jce.exception;
public abstract interface ExtException {
    public abstract Throwable getCause();
}










org/bouncycastle/jce/exception/ExtIOException.class


package org.bouncycastle.jce.exception;
public synchronized class ExtIOException extends java.io.IOException implements ExtException {
    private Throwable cause;
    public void ExtIOException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/jce/interfaces/BCKeyStore.class


package org.bouncycastle.jce.interfaces;
public abstract interface BCKeyStore {
    public abstract void setRandom(java.security.SecureRandom);
}










org/bouncycastle/jce/interfaces/ECKey.class


package org.bouncycastle.jce.interfaces;
public abstract interface ECKey {
    public abstract org.bouncycastle.jce.spec.ECParameterSpec getParameters();
}










org/bouncycastle/jce/interfaces/ECPointEncoder.class


package org.bouncycastle.jce.interfaces;
public abstract interface ECPointEncoder {
    public abstract void setPointFormat(String);
}










org/bouncycastle/jce/interfaces/ECPrivateKey.class


package org.bouncycastle.jce.interfaces;
public abstract interface ECPrivateKey extends ECKey, java.security.PrivateKey {
    public abstract java.math.BigInteger getD();
}










org/bouncycastle/jce/interfaces/ECPublicKey.class


package org.bouncycastle.jce.interfaces;
public abstract interface ECPublicKey extends ECKey, java.security.PublicKey {
    public abstract org.bouncycastle.math.ec.ECPoint getQ();
}










org/bouncycastle/jce/interfaces/ElGamalKey.class


package org.bouncycastle.jce.interfaces;
public abstract interface ElGamalKey extends javax.crypto.interfaces.DHKey {
    public abstract org.bouncycastle.jce.spec.ElGamalParameterSpec getParameters();
}










org/bouncycastle/jce/interfaces/ElGamalPrivateKey.class


package org.bouncycastle.jce.interfaces;
public abstract interface ElGamalPrivateKey extends ElGamalKey, javax.crypto.interfaces.DHPrivateKey {
    public abstract java.math.BigInteger getX();
}










org/bouncycastle/jce/interfaces/ElGamalPublicKey.class


package org.bouncycastle.jce.interfaces;
public abstract interface ElGamalPublicKey extends ElGamalKey, javax.crypto.interfaces.DHPublicKey {
    public abstract java.math.BigInteger getY();
}










org/bouncycastle/jce/interfaces/GOST3410Key.class


package org.bouncycastle.jce.interfaces;
public abstract interface GOST3410Key {
    public abstract GOST3410Params getParameters();
}










org/bouncycastle/jce/interfaces/GOST3410Params.class


package org.bouncycastle.jce.interfaces;
public abstract interface GOST3410Params {
    public abstract String getPublicKeyParamSetOID();
    public abstract String getDigestParamSetOID();
    public abstract String getEncryptionParamSetOID();
    public abstract org.bouncycastle.jce.spec.GOST3410PublicKeyParameterSetSpec getPublicKeyParameters();
}










org/bouncycastle/jce/interfaces/GOST3410PrivateKey.class


package org.bouncycastle.jce.interfaces;
public abstract interface GOST3410PrivateKey extends GOST3410Key, java.security.PrivateKey {
    public abstract java.math.BigInteger getX();
}










org/bouncycastle/jce/interfaces/GOST3410PublicKey.class


package org.bouncycastle.jce.interfaces;
public abstract interface GOST3410PublicKey extends GOST3410Key, java.security.PublicKey {
    public abstract java.math.BigInteger getY();
}










org/bouncycastle/jce/interfaces/IESKey.class


package org.bouncycastle.jce.interfaces;
public abstract interface IESKey extends java.security.Key {
    public abstract java.security.PublicKey getPublic();
    public abstract java.security.PrivateKey getPrivate();
}










org/bouncycastle/jce/interfaces/MQVPrivateKey.class


package org.bouncycastle.jce.interfaces;
public abstract interface MQVPrivateKey extends java.security.PrivateKey {
    public abstract java.security.PrivateKey getStaticPrivateKey();
    public abstract java.security.PrivateKey getEphemeralPrivateKey();
    public abstract java.security.PublicKey getEphemeralPublicKey();
}










org/bouncycastle/jce/interfaces/MQVPublicKey.class


package org.bouncycastle.jce.interfaces;
public abstract interface MQVPublicKey extends java.security.PublicKey {
    public abstract java.security.PublicKey getStaticKey();
    public abstract java.security.PublicKey getEphemeralKey();
}










org/bouncycastle/jce/interfaces/PKCS12BagAttributeCarrier.class


package org.bouncycastle.jce.interfaces;
public abstract interface PKCS12BagAttributeCarrier {
    public abstract void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public abstract org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public abstract java.util.Enumeration getBagAttributeKeys();
}










org/bouncycastle/jce/netscape/NetscapeCertRequest.class


package org.bouncycastle.jce.netscape;
public synchronized class NetscapeCertRequest extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.x509.AlgorithmIdentifier sigAlg;
    org.bouncycastle.asn1.x509.AlgorithmIdentifier keyAlg;
    byte[] sigBits;
    String challenge;
    org.bouncycastle.asn1.DERBitString content;
    java.security.PublicKey pubkey;
    private static org.bouncycastle.asn1.ASN1Sequence getReq(byte[]) throws java.io.IOException;
    public void NetscapeCertRequest(byte[]) throws java.io.IOException;
    public void NetscapeCertRequest(org.bouncycastle.asn1.ASN1Sequence);
    public void NetscapeCertRequest(String, org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PublicKey) throws java.security.NoSuchAlgorithmException, java.security.spec.InvalidKeySpecException, java.security.NoSuchProviderException;
    public String getChallenge();
    public void setChallenge(String);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSigningAlgorithm();
    public void setSigningAlgorithm(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getKeyAlgorithm();
    public void setKeyAlgorithm(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public java.security.PublicKey getPublicKey();
    public void setPublicKey(java.security.PublicKey);
    public boolean verify(String) throws java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.SignatureException, java.security.NoSuchProviderException;
    public void sign(java.security.PrivateKey) throws java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.SignatureException, java.security.NoSuchProviderException, java.security.spec.InvalidKeySpecException;
    public void sign(java.security.PrivateKey, java.security.SecureRandom) throws java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.SignatureException, java.security.NoSuchProviderException, java.security.spec.InvalidKeySpecException;
    private org.bouncycastle.asn1.ASN1Primitive getKeySpec() throws java.security.NoSuchAlgorithmException, java.security.spec.InvalidKeySpecException, java.security.NoSuchProviderException;
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/jce/provider/AnnotatedException.class


package org.bouncycastle.jce.provider;
public synchronized class AnnotatedException extends Exception implements org.bouncycastle.jce.exception.ExtException {
    private Throwable _underlyingException;
    public void AnnotatedException(String, Throwable);
    public void AnnotatedException(String);
    Throwable getUnderlyingException();
    public Throwable getCause();
}










org/bouncycastle/jce/provider/BouncyCastleProvider$1.class


package org.bouncycastle.jce.provider;
synchronized class BouncyCastleProvider$1 implements java.security.PrivilegedAction {
    void BouncyCastleProvider$1(BouncyCastleProvider);
    public Object run();
}










org/bouncycastle/jce/provider/BouncyCastleProvider.class


package org.bouncycastle.jce.provider;
public final synchronized class BouncyCastleProvider extends java.security.Provider implements org.bouncycastle.jcajce.provider.config.ConfigurableProvider {
    private static String info;
    public static final String PROVIDER_NAME = BC;
    public static final org.bouncycastle.jcajce.provider.config.ProviderConfiguration CONFIGURATION;
    private static final java.util.Map keyInfoConverters;
    private static final String SYMMETRIC_PACKAGE = org.bouncycastle.jcajce.provider.symmetric.;
    private static final String[] SYMMETRIC_GENERIC;
    private static final String[] SYMMETRIC_MACS;
    private static final String[] SYMMETRIC_CIPHERS;
    private static final String ASYMMETRIC_PACKAGE = org.bouncycastle.jcajce.provider.asymmetric.;
    private static final String[] ASYMMETRIC_GENERIC;
    private static final String[] ASYMMETRIC_CIPHERS;
    private static final String DIGEST_PACKAGE = org.bouncycastle.jcajce.provider.digest.;
    private static final String[] DIGESTS;
    private static final String KEYSTORE_PACKAGE = org.bouncycastle.jcajce.provider.keystore.;
    private static final String[] KEYSTORES;
    private static final String SECURE_RANDOM_PACKAGE = org.bouncycastle.jcajce.provider.drbg.;
    private static final String[] SECURE_RANDOMS;
    public void BouncyCastleProvider();
    private void setup();
    private void loadAlgorithms(String, String[]);
    private void loadPQCKeys();
    public void setParameter(String, Object);
    public boolean hasAlgorithm(String, String);
    public void addAlgorithm(String, String);
    public void addAlgorithm(String, org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public void addKeyInfoConverter(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter);
    public void addAttributes(String, java.util.Map);
    private static org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter getAsymmetricKeyInfoConverter(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static java.security.PublicKey getPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
    public static java.security.PrivateKey getPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/jce/provider/BouncyCastleProviderConfiguration.class


package org.bouncycastle.jce.provider;
synchronized class BouncyCastleProviderConfiguration implements org.bouncycastle.jcajce.provider.config.ProviderConfiguration {
    private static java.security.Permission BC_EC_LOCAL_PERMISSION;
    private static java.security.Permission BC_EC_PERMISSION;
    private static java.security.Permission BC_DH_LOCAL_PERMISSION;
    private static java.security.Permission BC_DH_PERMISSION;
    private static java.security.Permission BC_EC_CURVE_PERMISSION;
    private static java.security.Permission BC_ADDITIONAL_EC_CURVE_PERMISSION;
    private ThreadLocal ecThreadSpec;
    private ThreadLocal dhThreadSpec;
    private volatile org.bouncycastle.jce.spec.ECParameterSpec ecImplicitCaParams;
    private volatile Object dhDefaultParams;
    private volatile java.util.Set acceptableNamedCurves;
    private volatile java.util.Map additionalECParameters;
    void BouncyCastleProviderConfiguration();
    void setParameter(String, Object);
    public org.bouncycastle.jce.spec.ECParameterSpec getEcImplicitlyCa();
    public javax.crypto.spec.DHParameterSpec getDHDefaultParameters(int);
    public java.security.spec.DSAParameterSpec getDSADefaultParameters(int);
    public java.util.Set getAcceptableNamedCurves();
    public java.util.Map getAdditionalECParameters();
    static void <clinit>();
}










org/bouncycastle/jce/provider/BrokenJCEBlockCipher$BrokePBEWithMD5AndDES.class


package org.bouncycastle.jce.provider;
public synchronized class BrokenJCEBlockCipher$BrokePBEWithMD5AndDES extends BrokenJCEBlockCipher {
    public void BrokenJCEBlockCipher$BrokePBEWithMD5AndDES();
}










org/bouncycastle/jce/provider/BrokenJCEBlockCipher$BrokePBEWithSHA1AndDES.class


package org.bouncycastle.jce.provider;
public synchronized class BrokenJCEBlockCipher$BrokePBEWithSHA1AndDES extends BrokenJCEBlockCipher {
    public void BrokenJCEBlockCipher$BrokePBEWithSHA1AndDES();
}










org/bouncycastle/jce/provider/BrokenJCEBlockCipher$BrokePBEWithSHAAndDES2Key.class


package org.bouncycastle.jce.provider;
public synchronized class BrokenJCEBlockCipher$BrokePBEWithSHAAndDES2Key extends BrokenJCEBlockCipher {
    public void BrokenJCEBlockCipher$BrokePBEWithSHAAndDES2Key();
}










org/bouncycastle/jce/provider/BrokenJCEBlockCipher$BrokePBEWithSHAAndDES3Key.class


package org.bouncycastle.jce.provider;
public synchronized class BrokenJCEBlockCipher$BrokePBEWithSHAAndDES3Key extends BrokenJCEBlockCipher {
    public void BrokenJCEBlockCipher$BrokePBEWithSHAAndDES3Key();
}










org/bouncycastle/jce/provider/BrokenJCEBlockCipher$OldPBEWithSHAAndDES3Key.class


package org.bouncycastle.jce.provider;
public synchronized class BrokenJCEBlockCipher$OldPBEWithSHAAndDES3Key extends BrokenJCEBlockCipher {
    public void BrokenJCEBlockCipher$OldPBEWithSHAAndDES3Key();
}










org/bouncycastle/jce/provider/BrokenJCEBlockCipher$OldPBEWithSHAAndTwofish.class


package org.bouncycastle.jce.provider;
public synchronized class BrokenJCEBlockCipher$OldPBEWithSHAAndTwofish extends BrokenJCEBlockCipher {
    public void BrokenJCEBlockCipher$OldPBEWithSHAAndTwofish();
}










org/bouncycastle/jce/provider/BrokenJCEBlockCipher.class


package org.bouncycastle.jce.provider;
public synchronized class BrokenJCEBlockCipher implements BrokenPBE {
    private Class[] availableSpecs;
    private org.bouncycastle.crypto.BufferedBlockCipher cipher;
    private org.bouncycastle.crypto.params.ParametersWithIV ivParam;
    private int pbeType;
    private int pbeHash;
    private int pbeKeySize;
    private int pbeIvSize;
    private int ivLength;
    private java.security.AlgorithmParameters engineParams;
    protected void BrokenJCEBlockCipher(org.bouncycastle.crypto.BlockCipher);
    protected void BrokenJCEBlockCipher(org.bouncycastle.crypto.BlockCipher, int, int, int, int);
    protected int engineGetBlockSize();
    protected byte[] engineGetIV();
    protected int engineGetKeySize(java.security.Key);
    protected int engineGetOutputSize(int);
    protected java.security.AlgorithmParameters engineGetParameters();
    protected void engineSetMode(String);
    protected void engineSetPadding(String) throws javax.crypto.NoSuchPaddingException;
    protected void engineInit(int, java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(int, java.security.Key, java.security.AlgorithmParameters, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(int, java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected byte[] engineUpdate(byte[], int, int);
    protected int engineUpdate(byte[], int, int, byte[], int);
    protected byte[] engineDoFinal(byte[], int, int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    protected int engineDoFinal(byte[], int, int, byte[], int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    protected byte[] engineWrap(java.security.Key) throws javax.crypto.IllegalBlockSizeException, java.security.InvalidKeyException;
    protected java.security.Key engineUnwrap(byte[], String, int) throws java.security.InvalidKeyException;
}










org/bouncycastle/jce/provider/BrokenKDF2BytesGenerator.class


package org.bouncycastle.jce.provider;
public synchronized class BrokenKDF2BytesGenerator implements org.bouncycastle.crypto.DerivationFunction {
    private org.bouncycastle.crypto.Digest digest;
    private byte[] shared;
    private byte[] iv;
    public void BrokenKDF2BytesGenerator(org.bouncycastle.crypto.Digest);
    public void init(org.bouncycastle.crypto.DerivationParameters);
    public org.bouncycastle.crypto.Digest getDigest();
    public int generateBytes(byte[], int, int) throws org.bouncycastle.crypto.DataLengthException, IllegalArgumentException;
}










org/bouncycastle/jce/provider/BrokenPBE$Util.class


package org.bouncycastle.jce.provider;
public synchronized class BrokenPBE$Util {
    public void BrokenPBE$Util();
    private static void setOddParity(byte[]);
    private static org.bouncycastle.crypto.PBEParametersGenerator makePBEGenerator(int, int);
    static org.bouncycastle.crypto.CipherParameters makePBEParameters(org.bouncycastle.jcajce.provider.symmetric.util.BCPBEKey, java.security.spec.AlgorithmParameterSpec, int, int, String, int, int);
    static org.bouncycastle.crypto.CipherParameters makePBEMacParameters(org.bouncycastle.jcajce.provider.symmetric.util.BCPBEKey, java.security.spec.AlgorithmParameterSpec, int, int, int);
}










org/bouncycastle/jce/provider/BrokenPBE.class


package org.bouncycastle.jce.provider;
public abstract interface BrokenPBE {
    public static final int MD5 = 0;
    public static final int SHA1 = 1;
    public static final int RIPEMD160 = 2;
    public static final int PKCS5S1 = 0;
    public static final int PKCS5S2 = 1;
    public static final int PKCS12 = 2;
    public static final int OLD_PKCS12 = 3;
}










org/bouncycastle/jce/provider/CertPathValidatorUtilities.class


package org.bouncycastle.jce.provider;
synchronized class CertPathValidatorUtilities {
    protected static final PKIXCRLUtil CRL_UTIL;
    protected static final String CERTIFICATE_POLICIES;
    protected static final String BASIC_CONSTRAINTS;
    protected static final String POLICY_MAPPINGS;
    protected static final String SUBJECT_ALTERNATIVE_NAME;
    protected static final String NAME_CONSTRAINTS;
    protected static final String KEY_USAGE;
    protected static final String INHIBIT_ANY_POLICY;
    protected static final String ISSUING_DISTRIBUTION_POINT;
    protected static final String DELTA_CRL_INDICATOR;
    protected static final String POLICY_CONSTRAINTS;
    protected static final String FRESHEST_CRL;
    protected static final String CRL_DISTRIBUTION_POINTS;
    protected static final String AUTHORITY_KEY_IDENTIFIER;
    protected static final String ANY_POLICY = 2.5.29.32.0;
    protected static final String CRL_NUMBER;
    protected static final int KEY_CERT_SIGN = 5;
    protected static final int CRL_SIGN = 6;
    protected static final String[] crlReasons;
    void CertPathValidatorUtilities();
    protected static java.security.cert.TrustAnchor findTrustAnchor(java.security.cert.X509Certificate, java.util.Set) throws AnnotatedException;
    protected static java.security.cert.TrustAnchor findTrustAnchor(java.security.cert.X509Certificate, java.util.Set, String) throws AnnotatedException;
    static boolean isIssuerTrustAnchor(java.security.cert.X509Certificate, java.util.Set, String) throws AnnotatedException;
    static java.util.List getAdditionalStoresFromAltNames(byte[], java.util.Map) throws java.security.cert.CertificateParsingException;
    protected static java.util.Date getValidDate(org.bouncycastle.jcajce.PKIXExtendedParameters);
    protected static boolean isSelfIssued(java.security.cert.X509Certificate);
    protected static org.bouncycastle.asn1.ASN1Primitive getExtensionValue(java.security.cert.X509Extension, String) throws AnnotatedException;
    private static org.bouncycastle.asn1.ASN1Primitive getObject(String, byte[]) throws AnnotatedException;
    protected static org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier(java.security.PublicKey) throws java.security.cert.CertPathValidatorException;
    protected static final java.util.Set getQualifierSet(org.bouncycastle.asn1.ASN1Sequence) throws java.security.cert.CertPathValidatorException;
    protected static PKIXPolicyNode removePolicyNode(PKIXPolicyNode, java.util.List[], PKIXPolicyNode);
    private static void removePolicyNodeRecurse(java.util.List[], PKIXPolicyNode);
    protected static boolean processCertD1i(int, java.util.List[], org.bouncycastle.asn1.ASN1ObjectIdentifier, java.util.Set);
    protected static void processCertD1ii(int, java.util.List[], org.bouncycastle.asn1.ASN1ObjectIdentifier, java.util.Set);
    protected static void prepareNextCertB1(int, java.util.List[], String, java.util.Map, java.security.cert.X509Certificate) throws AnnotatedException, java.security.cert.CertPathValidatorException;
    protected static PKIXPolicyNode prepareNextCertB2(int, java.util.List[], String, PKIXPolicyNode);
    protected static boolean isAnyPolicy(java.util.Set);
    protected static java.util.Collection findCertificates(org.bouncycastle.jcajce.PKIXCertStoreSelector, java.util.List) throws AnnotatedException;
    static java.util.List getAdditionalStoresFromCRLDistributionPoint(org.bouncycastle.asn1.x509.CRLDistPoint, java.util.Map) throws AnnotatedException;
    protected static void getCRLIssuersFromDistributionPoint(org.bouncycastle.asn1.x509.DistributionPoint, java.util.Collection, java.security.cert.X509CRLSelector) throws AnnotatedException;
    private static java.math.BigInteger getSerialNumber(Object);
    protected static void getCertStatus(java.util.Date, java.security.cert.X509CRL, Object, CertStatus) throws AnnotatedException;
    protected static java.util.Set getDeltaCRLs(java.util.Date, java.security.cert.X509CRL, java.util.List, java.util.List) throws AnnotatedException;
    private static boolean isDeltaCRL(java.security.cert.X509CRL);
    protected static java.util.Set getCompleteCRLs(org.bouncycastle.asn1.x509.DistributionPoint, Object, java.util.Date, org.bouncycastle.jcajce.PKIXExtendedParameters) throws AnnotatedException;
    protected static java.util.Date getValidCertDateFromValidityModel(org.bouncycastle.jcajce.PKIXExtendedParameters, java.security.cert.CertPath, int) throws AnnotatedException;
    protected static java.security.PublicKey getNextWorkingKey(java.util.List, int, org.bouncycastle.jcajce.util.JcaJceHelper) throws java.security.cert.CertPathValidatorException;
    static java.util.Collection findIssuerCerts(java.security.cert.X509Certificate, java.util.List, java.util.List) throws AnnotatedException;
    protected static void verifyX509Certificate(java.security.cert.X509Certificate, java.security.PublicKey, String) throws java.security.GeneralSecurityException;
    static void checkCRLsNotEmpty(java.util.Set, Object) throws AnnotatedException;
    static void <clinit>();
}










org/bouncycastle/jce/provider/CertStatus.class


package org.bouncycastle.jce.provider;
synchronized class CertStatus {
    public static final int UNREVOKED = 11;
    public static final int UNDETERMINED = 12;
    int certStatus;
    java.util.Date revocationDate;
    void CertStatus();
    public java.util.Date getRevocationDate();
    public void setRevocationDate(java.util.Date);
    public int getCertStatus();
    public void setCertStatus(int);
}










org/bouncycastle/jce/provider/CertStoreCollectionSpi.class


package org.bouncycastle.jce.provider;
public synchronized class CertStoreCollectionSpi extends java.security.cert.CertStoreSpi {
    private java.security.cert.CollectionCertStoreParameters params;
    public void CertStoreCollectionSpi(java.security.cert.CertStoreParameters) throws java.security.InvalidAlgorithmParameterException;
    public java.util.Collection engineGetCertificates(java.security.cert.CertSelector) throws java.security.cert.CertStoreException;
    public java.util.Collection engineGetCRLs(java.security.cert.CRLSelector) throws java.security.cert.CertStoreException;
}










org/bouncycastle/jce/provider/DHUtil.class


package org.bouncycastle.jce.provider;
public synchronized class DHUtil {
    public void DHUtil();
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePrivateKeyParameter(java.security.PrivateKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/jce/provider/ExtCRLException.class


package org.bouncycastle.jce.provider;
synchronized class ExtCRLException extends java.security.cert.CRLException {
    Throwable cause;
    void ExtCRLException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/jce/provider/JCEDHPrivateKey.class


package org.bouncycastle.jce.provider;
public synchronized class JCEDHPrivateKey implements javax.crypto.interfaces.DHPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier {
    static final long serialVersionUID = 311058815616901812;
    java.math.BigInteger x;
    private javax.crypto.spec.DHParameterSpec dhSpec;
    private org.bouncycastle.asn1.pkcs.PrivateKeyInfo info;
    private org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier attrCarrier;
    protected void JCEDHPrivateKey();
    void JCEDHPrivateKey(javax.crypto.interfaces.DHPrivateKey);
    void JCEDHPrivateKey(javax.crypto.spec.DHPrivateKeySpec);
    void JCEDHPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    void JCEDHPrivateKey(org.bouncycastle.crypto.params.DHPrivateKeyParameters);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public javax.crypto.spec.DHParameterSpec getParams();
    public java.math.BigInteger getX();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
}










org/bouncycastle/jce/provider/JCEDHPublicKey.class


package org.bouncycastle.jce.provider;
public synchronized class JCEDHPublicKey implements javax.crypto.interfaces.DHPublicKey {
    static final long serialVersionUID = -216691575254424324;
    private java.math.BigInteger y;
    private javax.crypto.spec.DHParameterSpec dhSpec;
    private org.bouncycastle.asn1.x509.SubjectPublicKeyInfo info;
    void JCEDHPublicKey(javax.crypto.spec.DHPublicKeySpec);
    void JCEDHPublicKey(javax.crypto.interfaces.DHPublicKey);
    void JCEDHPublicKey(org.bouncycastle.crypto.params.DHPublicKeyParameters);
    void JCEDHPublicKey(java.math.BigInteger, javax.crypto.spec.DHParameterSpec);
    void JCEDHPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public javax.crypto.spec.DHParameterSpec getParams();
    public java.math.BigInteger getY();
    private boolean isPKCSParam(org.bouncycastle.asn1.ASN1Sequence);
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jce/provider/JCEECPrivateKey.class


package org.bouncycastle.jce.provider;
public synchronized class JCEECPrivateKey implements java.security.interfaces.ECPrivateKey, org.bouncycastle.jce.interfaces.ECPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier, org.bouncycastle.jce.interfaces.ECPointEncoder {
    private String algorithm;
    private java.math.BigInteger d;
    private java.security.spec.ECParameterSpec ecSpec;
    private boolean withCompression;
    private org.bouncycastle.asn1.DERBitString publicKey;
    private org.bouncycastle.jcajce.provider.asymmetric.util.PKCS12BagAttributeCarrierImpl attrCarrier;
    protected void JCEECPrivateKey();
    public void JCEECPrivateKey(java.security.interfaces.ECPrivateKey);
    public void JCEECPrivateKey(String, org.bouncycastle.jce.spec.ECPrivateKeySpec);
    public void JCEECPrivateKey(String, java.security.spec.ECPrivateKeySpec);
    public void JCEECPrivateKey(String, JCEECPrivateKey);
    public void JCEECPrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters, JCEECPublicKey, java.security.spec.ECParameterSpec);
    public void JCEECPrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters, JCEECPublicKey, org.bouncycastle.jce.spec.ECParameterSpec);
    public void JCEECPrivateKey(String, org.bouncycastle.crypto.params.ECPrivateKeyParameters);
    void JCEECPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    private void populateFromPrivKeyInfo(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public java.security.spec.ECParameterSpec getParams();
    public org.bouncycastle.jce.spec.ECParameterSpec getParameters();
    org.bouncycastle.jce.spec.ECParameterSpec engineGetSpec();
    public java.math.BigInteger getS();
    public java.math.BigInteger getD();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    public void setPointFormat(String);
    public boolean equals(Object);
    public int hashCode();
    public String toString();
    private org.bouncycastle.asn1.DERBitString getPublicKeyDetails(JCEECPublicKey);
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jce/provider/JCEECPublicKey.class


package org.bouncycastle.jce.provider;
public synchronized class JCEECPublicKey implements java.security.interfaces.ECPublicKey, org.bouncycastle.jce.interfaces.ECPublicKey, org.bouncycastle.jce.interfaces.ECPointEncoder {
    private String algorithm;
    private org.bouncycastle.math.ec.ECPoint q;
    private java.security.spec.ECParameterSpec ecSpec;
    private boolean withCompression;
    private org.bouncycastle.asn1.cryptopro.GOST3410PublicKeyAlgParameters gostParams;
    public void JCEECPublicKey(String, JCEECPublicKey);
    public void JCEECPublicKey(String, java.security.spec.ECPublicKeySpec);
    public void JCEECPublicKey(String, org.bouncycastle.jce.spec.ECPublicKeySpec);
    public void JCEECPublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters, java.security.spec.ECParameterSpec);
    public void JCEECPublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters, org.bouncycastle.jce.spec.ECParameterSpec);
    public void JCEECPublicKey(String, org.bouncycastle.crypto.params.ECPublicKeyParameters);
    private java.security.spec.ECParameterSpec createSpec(java.security.spec.EllipticCurve, org.bouncycastle.crypto.params.ECDomainParameters);
    public void JCEECPublicKey(java.security.interfaces.ECPublicKey);
    void JCEECPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    private void populateFromPubKeyInfo(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    private void extractBytes(byte[], int, java.math.BigInteger);
    public java.security.spec.ECParameterSpec getParams();
    public org.bouncycastle.jce.spec.ECParameterSpec getParameters();
    public java.security.spec.ECPoint getW();
    public org.bouncycastle.math.ec.ECPoint getQ();
    public org.bouncycastle.math.ec.ECPoint engineGetQ();
    org.bouncycastle.jce.spec.ECParameterSpec engineGetSpec();
    public String toString();
    public void setPointFormat(String);
    public boolean equals(Object);
    public int hashCode();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jce/provider/JCEElGamalPrivateKey.class


package org.bouncycastle.jce.provider;
public synchronized class JCEElGamalPrivateKey implements org.bouncycastle.jce.interfaces.ElGamalPrivateKey, javax.crypto.interfaces.DHPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier {
    static final long serialVersionUID = 4819350091141529678;
    java.math.BigInteger x;
    org.bouncycastle.jce.spec.ElGamalParameterSpec elSpec;
    private org.bouncycastle.jcajce.provider.asymmetric.util.PKCS12BagAttributeCarrierImpl attrCarrier;
    protected void JCEElGamalPrivateKey();
    void JCEElGamalPrivateKey(org.bouncycastle.jce.interfaces.ElGamalPrivateKey);
    void JCEElGamalPrivateKey(javax.crypto.interfaces.DHPrivateKey);
    void JCEElGamalPrivateKey(org.bouncycastle.jce.spec.ElGamalPrivateKeySpec);
    void JCEElGamalPrivateKey(javax.crypto.spec.DHPrivateKeySpec);
    void JCEElGamalPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    void JCEElGamalPrivateKey(org.bouncycastle.crypto.params.ElGamalPrivateKeyParameters);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public org.bouncycastle.jce.spec.ElGamalParameterSpec getParameters();
    public javax.crypto.spec.DHParameterSpec getParams();
    public java.math.BigInteger getX();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
}










org/bouncycastle/jce/provider/JCEElGamalPublicKey.class


package org.bouncycastle.jce.provider;
public synchronized class JCEElGamalPublicKey implements org.bouncycastle.jce.interfaces.ElGamalPublicKey, javax.crypto.interfaces.DHPublicKey {
    static final long serialVersionUID = 8712728417091216948;
    private java.math.BigInteger y;
    private org.bouncycastle.jce.spec.ElGamalParameterSpec elSpec;
    void JCEElGamalPublicKey(org.bouncycastle.jce.spec.ElGamalPublicKeySpec);
    void JCEElGamalPublicKey(javax.crypto.spec.DHPublicKeySpec);
    void JCEElGamalPublicKey(org.bouncycastle.jce.interfaces.ElGamalPublicKey);
    void JCEElGamalPublicKey(javax.crypto.interfaces.DHPublicKey);
    void JCEElGamalPublicKey(org.bouncycastle.crypto.params.ElGamalPublicKeyParameters);
    void JCEElGamalPublicKey(java.math.BigInteger, org.bouncycastle.jce.spec.ElGamalParameterSpec);
    void JCEElGamalPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public org.bouncycastle.jce.spec.ElGamalParameterSpec getParameters();
    public javax.crypto.spec.DHParameterSpec getParams();
    public java.math.BigInteger getY();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jce/provider/JCERSAPrivateCrtKey.class


package org.bouncycastle.jce.provider;
public synchronized class JCERSAPrivateCrtKey extends JCERSAPrivateKey implements java.security.interfaces.RSAPrivateCrtKey {
    static final long serialVersionUID = 7834723820638524718;
    private java.math.BigInteger publicExponent;
    private java.math.BigInteger primeP;
    private java.math.BigInteger primeQ;
    private java.math.BigInteger primeExponentP;
    private java.math.BigInteger primeExponentQ;
    private java.math.BigInteger crtCoefficient;
    void JCERSAPrivateCrtKey(org.bouncycastle.crypto.params.RSAPrivateCrtKeyParameters);
    void JCERSAPrivateCrtKey(java.security.spec.RSAPrivateCrtKeySpec);
    void JCERSAPrivateCrtKey(java.security.interfaces.RSAPrivateCrtKey);
    void JCERSAPrivateCrtKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    void JCERSAPrivateCrtKey(org.bouncycastle.asn1.pkcs.RSAPrivateKey);
    public String getFormat();
    public byte[] getEncoded();
    public java.math.BigInteger getPublicExponent();
    public java.math.BigInteger getPrimeP();
    public java.math.BigInteger getPrimeQ();
    public java.math.BigInteger getPrimeExponentP();
    public java.math.BigInteger getPrimeExponentQ();
    public java.math.BigInteger getCrtCoefficient();
    public int hashCode();
    public boolean equals(Object);
    public String toString();
}










org/bouncycastle/jce/provider/JCERSAPrivateKey.class


package org.bouncycastle.jce.provider;
public synchronized class JCERSAPrivateKey implements java.security.interfaces.RSAPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier {
    static final long serialVersionUID = 5110188922551353628;
    private static java.math.BigInteger ZERO;
    protected java.math.BigInteger modulus;
    protected java.math.BigInteger privateExponent;
    private transient org.bouncycastle.jcajce.provider.asymmetric.util.PKCS12BagAttributeCarrierImpl attrCarrier;
    protected void JCERSAPrivateKey();
    void JCERSAPrivateKey(org.bouncycastle.crypto.params.RSAKeyParameters);
    void JCERSAPrivateKey(java.security.spec.RSAPrivateKeySpec);
    void JCERSAPrivateKey(java.security.interfaces.RSAPrivateKey);
    public java.math.BigInteger getModulus();
    public java.math.BigInteger getPrivateExponent();
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public boolean equals(Object);
    public int hashCode();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/jce/provider/JCERSAPublicKey.class


package org.bouncycastle.jce.provider;
public synchronized class JCERSAPublicKey implements java.security.interfaces.RSAPublicKey {
    static final long serialVersionUID = 2675817738516720772;
    private java.math.BigInteger modulus;
    private java.math.BigInteger publicExponent;
    void JCERSAPublicKey(org.bouncycastle.crypto.params.RSAKeyParameters);
    void JCERSAPublicKey(java.security.spec.RSAPublicKeySpec);
    void JCERSAPublicKey(java.security.interfaces.RSAPublicKey);
    void JCERSAPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public java.math.BigInteger getModulus();
    public java.math.BigInteger getPublicExponent();
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public int hashCode();
    public boolean equals(Object);
    public String toString();
}










org/bouncycastle/jce/provider/JDKDSAPrivateKey.class


package org.bouncycastle.jce.provider;
public synchronized class JDKDSAPrivateKey implements java.security.interfaces.DSAPrivateKey, org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier {
    private static final long serialVersionUID = -4677259546958385734;
    java.math.BigInteger x;
    java.security.interfaces.DSAParams dsaSpec;
    private org.bouncycastle.jcajce.provider.asymmetric.util.PKCS12BagAttributeCarrierImpl attrCarrier;
    protected void JDKDSAPrivateKey();
    void JDKDSAPrivateKey(java.security.interfaces.DSAPrivateKey);
    void JDKDSAPrivateKey(java.security.spec.DSAPrivateKeySpec);
    void JDKDSAPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    void JDKDSAPrivateKey(org.bouncycastle.crypto.params.DSAPrivateKeyParameters);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public java.security.interfaces.DSAParams getParams();
    public java.math.BigInteger getX();
    public boolean equals(Object);
    public int hashCode();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jce/provider/JDKDSAPublicKey.class


package org.bouncycastle.jce.provider;
public synchronized class JDKDSAPublicKey implements java.security.interfaces.DSAPublicKey {
    private static final long serialVersionUID = 1752452449903495175;
    private java.math.BigInteger y;
    private java.security.interfaces.DSAParams dsaSpec;
    void JDKDSAPublicKey(java.security.spec.DSAPublicKeySpec);
    void JDKDSAPublicKey(java.security.interfaces.DSAPublicKey);
    void JDKDSAPublicKey(org.bouncycastle.crypto.params.DSAPublicKeyParameters);
    void JDKDSAPublicKey(java.math.BigInteger, java.security.spec.DSAParameterSpec);
    void JDKDSAPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    private boolean isNotNull(org.bouncycastle.asn1.ASN1Encodable);
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public java.security.interfaces.DSAParams getParams();
    public java.math.BigInteger getY();
    public String toString();
    public int hashCode();
    public boolean equals(Object);
    private void readObject(java.io.ObjectInputStream) throws java.io.IOException, ClassNotFoundException;
    private void writeObject(java.io.ObjectOutputStream) throws java.io.IOException;
}










org/bouncycastle/jce/provider/JDKPKCS12StoreParameter.class


package org.bouncycastle.jce.provider;
public synchronized class JDKPKCS12StoreParameter implements java.security.KeyStore$LoadStoreParameter {
    private java.io.OutputStream outputStream;
    private java.security.KeyStore$ProtectionParameter protectionParameter;
    private boolean useDEREncoding;
    public void JDKPKCS12StoreParameter();
    public java.io.OutputStream getOutputStream();
    public java.security.KeyStore$ProtectionParameter getProtectionParameter();
    public boolean isUseDEREncoding();
    public void setOutputStream(java.io.OutputStream);
    public void setPassword(char[]);
    public void setProtectionParameter(java.security.KeyStore$ProtectionParameter);
    public void setUseDEREncoding(boolean);
}










org/bouncycastle/jce/provider/MultiCertStoreSpi.class


package org.bouncycastle.jce.provider;
public synchronized class MultiCertStoreSpi extends java.security.cert.CertStoreSpi {
    private org.bouncycastle.jce.MultiCertStoreParameters params;
    public void MultiCertStoreSpi(java.security.cert.CertStoreParameters) throws java.security.InvalidAlgorithmParameterException;
    public java.util.Collection engineGetCertificates(java.security.cert.CertSelector) throws java.security.cert.CertStoreException;
    public java.util.Collection engineGetCRLs(java.security.cert.CRLSelector) throws java.security.cert.CertStoreException;
}










org/bouncycastle/jce/provider/OldPKCS12ParametersGenerator.class


package org.bouncycastle.jce.provider;
synchronized class OldPKCS12ParametersGenerator extends org.bouncycastle.crypto.PBEParametersGenerator {
    public static final int KEY_MATERIAL = 1;
    public static final int IV_MATERIAL = 2;
    public static final int MAC_MATERIAL = 3;
    private org.bouncycastle.crypto.Digest digest;
    private int u;
    private int v;
    public void OldPKCS12ParametersGenerator(org.bouncycastle.crypto.Digest);
    private void adjust(byte[], int, byte[]);
    private byte[] generateDerivedKey(int, int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedParameters(int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedParameters(int, int);
    public org.bouncycastle.crypto.CipherParameters generateDerivedMacParameters(int);
}










org/bouncycastle/jce/provider/PEMUtil.class


package org.bouncycastle.jce.provider;
public synchronized class PEMUtil {
    private final String _header1;
    private final String _header2;
    private final String _footer1;
    private final String _footer2;
    void PEMUtil(String);
    private String readLine(java.io.InputStream) throws java.io.IOException;
    org.bouncycastle.asn1.ASN1Sequence readPEMObject(java.io.InputStream) throws java.io.IOException;
}










org/bouncycastle/jce/provider/PKIXAttrCertPathBuilderSpi.class


package org.bouncycastle.jce.provider;
public synchronized class PKIXAttrCertPathBuilderSpi extends java.security.cert.CertPathBuilderSpi {
    private Exception certPathException;
    public void PKIXAttrCertPathBuilderSpi();
    public java.security.cert.CertPathBuilderResult engineBuild(java.security.cert.CertPathParameters) throws java.security.cert.CertPathBuilderException, java.security.InvalidAlgorithmParameterException;
    private java.security.cert.CertPathBuilderResult build(org.bouncycastle.x509.X509AttributeCertificate, java.security.cert.X509Certificate, org.bouncycastle.jcajce.PKIXExtendedBuilderParameters, java.util.List);
    protected static java.util.Collection findCertificates(org.bouncycastle.x509.X509AttributeCertStoreSelector, java.util.List) throws AnnotatedException;
}










org/bouncycastle/jce/provider/PKIXAttrCertPathValidatorSpi.class


package org.bouncycastle.jce.provider;
public synchronized class PKIXAttrCertPathValidatorSpi extends java.security.cert.CertPathValidatorSpi {
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    public void PKIXAttrCertPathValidatorSpi();
    public java.security.cert.CertPathValidatorResult engineValidate(java.security.cert.CertPath, java.security.cert.CertPathParameters) throws java.security.cert.CertPathValidatorException, java.security.InvalidAlgorithmParameterException;
}










org/bouncycastle/jce/provider/PKIXCRLUtil.class


package org.bouncycastle.jce.provider;
synchronized class PKIXCRLUtil {
    void PKIXCRLUtil();
    public java.util.Set findCRLs(org.bouncycastle.jcajce.PKIXCRLStoreSelector, java.util.Date, java.util.List, java.util.List) throws AnnotatedException;
    private final java.util.Collection findCRLs(org.bouncycastle.jcajce.PKIXCRLStoreSelector, java.util.List) throws AnnotatedException;
}










org/bouncycastle/jce/provider/PKIXCertPathBuilderSpi.class


package org.bouncycastle.jce.provider;
public synchronized class PKIXCertPathBuilderSpi extends java.security.cert.CertPathBuilderSpi {
    private Exception certPathException;
    public void PKIXCertPathBuilderSpi();
    public java.security.cert.CertPathBuilderResult engineBuild(java.security.cert.CertPathParameters) throws java.security.cert.CertPathBuilderException, java.security.InvalidAlgorithmParameterException;
    protected java.security.cert.CertPathBuilderResult build(java.security.cert.X509Certificate, org.bouncycastle.jcajce.PKIXExtendedBuilderParameters, java.util.List);
}










org/bouncycastle/jce/provider/PKIXCertPathValidatorSpi.class


package org.bouncycastle.jce.provider;
public synchronized class PKIXCertPathValidatorSpi extends java.security.cert.CertPathValidatorSpi {
    private final org.bouncycastle.jcajce.util.JcaJceHelper helper;
    public void PKIXCertPathValidatorSpi();
    public java.security.cert.CertPathValidatorResult engineValidate(java.security.cert.CertPath, java.security.cert.CertPathParameters) throws java.security.cert.CertPathValidatorException, java.security.InvalidAlgorithmParameterException;
    static void checkCertificate(java.security.cert.X509Certificate) throws AnnotatedException;
}










org/bouncycastle/jce/provider/PKIXNameConstraintValidator.class


package org.bouncycastle.jce.provider;
public synchronized class PKIXNameConstraintValidator {
    private java.util.Set excludedSubtreesDN;
    private java.util.Set excludedSubtreesDNS;
    private java.util.Set excludedSubtreesEmail;
    private java.util.Set excludedSubtreesURI;
    private java.util.Set excludedSubtreesIP;
    private java.util.Set permittedSubtreesDN;
    private java.util.Set permittedSubtreesDNS;
    private java.util.Set permittedSubtreesEmail;
    private java.util.Set permittedSubtreesURI;
    private java.util.Set permittedSubtreesIP;
    public void PKIXNameConstraintValidator();
    private static boolean withinDNSubtree(org.bouncycastle.asn1.ASN1Sequence, org.bouncycastle.asn1.ASN1Sequence);
    public void checkPermittedDN(org.bouncycastle.asn1.ASN1Sequence) throws PKIXNameConstraintValidatorException;
    public void checkExcludedDN(org.bouncycastle.asn1.ASN1Sequence) throws PKIXNameConstraintValidatorException;
    private void checkPermittedDN(java.util.Set, org.bouncycastle.asn1.ASN1Sequence) throws PKIXNameConstraintValidatorException;
    private void checkExcludedDN(java.util.Set, org.bouncycastle.asn1.ASN1Sequence) throws PKIXNameConstraintValidatorException;
    private java.util.Set intersectDN(java.util.Set, java.util.Set);
    private java.util.Set unionDN(java.util.Set, org.bouncycastle.asn1.ASN1Sequence);
    private java.util.Set intersectEmail(java.util.Set, java.util.Set);
    private java.util.Set unionEmail(java.util.Set, String);
    private java.util.Set intersectIP(java.util.Set, java.util.Set);
    private java.util.Set unionIP(java.util.Set, byte[]);
    private java.util.Set unionIPRange(byte[], byte[]);
    private java.util.Set intersectIPRange(byte[], byte[]);
    private byte[] ipWithSubnetMask(byte[], byte[]);
    private byte[][] extractIPsAndSubnetMasks(byte[], byte[]);
    private byte[][] minMaxIPs(byte[], byte[], byte[], byte[]);
    private void checkPermittedEmail(java.util.Set, String) throws PKIXNameConstraintValidatorException;
    private void checkExcludedEmail(java.util.Set, String) throws PKIXNameConstraintValidatorException;
    private void checkPermittedIP(java.util.Set, byte[]) throws PKIXNameConstraintValidatorException;
    private void checkExcludedIP(java.util.Set, byte[]) throws PKIXNameConstraintValidatorException;
    private boolean isIPConstrained(byte[], byte[]);
    private boolean emailIsConstrained(String, String);
    private boolean withinDomain(String, String);
    private void checkPermittedDNS(java.util.Set, String) throws PKIXNameConstraintValidatorException;
    private void checkExcludedDNS(java.util.Set, String) throws PKIXNameConstraintValidatorException;
    private void unionEmail(String, String, java.util.Set);
    private void unionURI(String, String, java.util.Set);
    private java.util.Set intersectDNS(java.util.Set, java.util.Set);
    protected java.util.Set unionDNS(java.util.Set, String);
    private void intersectEmail(String, String, java.util.Set);
    private void checkExcludedURI(java.util.Set, String) throws PKIXNameConstraintValidatorException;
    private java.util.Set intersectURI(java.util.Set, java.util.Set);
    private java.util.Set unionURI(java.util.Set, String);
    private void intersectURI(String, String, java.util.Set);
    private void checkPermittedURI(java.util.Set, String) throws PKIXNameConstraintValidatorException;
    private boolean isUriConstrained(String, String);
    private static String extractHostFromURL(String);
    public void checkPermitted(org.bouncycastle.asn1.x509.GeneralName) throws PKIXNameConstraintValidatorException;
    public void checkExcluded(org.bouncycastle.asn1.x509.GeneralName) throws PKIXNameConstraintValidatorException;
    public void intersectPermittedSubtree(org.bouncycastle.asn1.x509.GeneralSubtree);
    public void intersectPermittedSubtree(org.bouncycastle.asn1.x509.GeneralSubtree[]);
    private String extractNameAsString(org.bouncycastle.asn1.x509.GeneralName);
    public void intersectEmptyPermittedSubtree(int);
    public void addExcludedSubtree(org.bouncycastle.asn1.x509.GeneralSubtree);
    private static byte[] max(byte[], byte[]);
    private static byte[] min(byte[], byte[]);
    private static int compareTo(byte[], byte[]);
    private static byte[] or(byte[], byte[]);
    public int hashCode();
    private int hashCollection(java.util.Collection);
    public boolean equals(Object);
    private boolean collectionsAreEqual(java.util.Collection, java.util.Collection);
    private boolean equals(Object, Object);
    private String stringifyIP(byte[]);
    private String stringifyIPCollection(java.util.Set);
    public String toString();
}










org/bouncycastle/jce/provider/PKIXNameConstraintValidatorException.class


package org.bouncycastle.jce.provider;
public synchronized class PKIXNameConstraintValidatorException extends Exception {
    public void PKIXNameConstraintValidatorException(String);
}










org/bouncycastle/jce/provider/PKIXPolicyNode.class


package org.bouncycastle.jce.provider;
public synchronized class PKIXPolicyNode implements java.security.cert.PolicyNode {
    protected java.util.List children;
    protected int depth;
    protected java.util.Set expectedPolicies;
    protected java.security.cert.PolicyNode parent;
    protected java.util.Set policyQualifiers;
    protected String validPolicy;
    protected boolean critical;
    public void PKIXPolicyNode(java.util.List, int, java.util.Set, java.security.cert.PolicyNode, java.util.Set, String, boolean);
    public void addChild(PKIXPolicyNode);
    public java.util.Iterator getChildren();
    public int getDepth();
    public java.util.Set getExpectedPolicies();
    public java.security.cert.PolicyNode getParent();
    public java.util.Set getPolicyQualifiers();
    public String getValidPolicy();
    public boolean hasChildren();
    public boolean isCritical();
    public void removeChild(PKIXPolicyNode);
    public void setCritical(boolean);
    public void setParent(PKIXPolicyNode);
    public String toString();
    public String toString(String);
    public Object clone();
    public PKIXPolicyNode copy();
    public void setExpectedPolicies(java.util.Set);
}










org/bouncycastle/jce/provider/PrincipalUtils.class


package org.bouncycastle.jce.provider;
synchronized class PrincipalUtils {
    void PrincipalUtils();
    static org.bouncycastle.asn1.x500.X500Name getSubjectPrincipal(java.security.cert.X509Certificate);
    static org.bouncycastle.asn1.x500.X500Name getIssuerPrincipal(java.security.cert.X509CRL);
    static org.bouncycastle.asn1.x500.X500Name getIssuerPrincipal(java.security.cert.X509Certificate);
    static org.bouncycastle.asn1.x500.X500Name getCA(java.security.cert.TrustAnchor);
    static org.bouncycastle.asn1.x500.X500Name getEncodedIssuerPrincipal(Object);
}










org/bouncycastle/jce/provider/RFC3280CertPathUtilities.class


package org.bouncycastle.jce.provider;
synchronized class RFC3280CertPathUtilities {
    private static final PKIXCRLUtil CRL_UTIL;
    public static final String CERTIFICATE_POLICIES;
    public static final String POLICY_MAPPINGS;
    public static final String INHIBIT_ANY_POLICY;
    public static final String ISSUING_DISTRIBUTION_POINT;
    public static final String FRESHEST_CRL;
    public static final String DELTA_CRL_INDICATOR;
    public static final String POLICY_CONSTRAINTS;
    public static final String BASIC_CONSTRAINTS;
    public static final String CRL_DISTRIBUTION_POINTS;
    public static final String SUBJECT_ALTERNATIVE_NAME;
    public static final String NAME_CONSTRAINTS;
    public static final String AUTHORITY_KEY_IDENTIFIER;
    public static final String KEY_USAGE;
    public static final String CRL_NUMBER;
    public static final String ANY_POLICY = 2.5.29.32.0;
    protected static final int KEY_CERT_SIGN = 5;
    protected static final int CRL_SIGN = 6;
    protected static final String[] crlReasons;
    void RFC3280CertPathUtilities();
    protected static void processCRLB2(org.bouncycastle.asn1.x509.DistributionPoint, Object, java.security.cert.X509CRL) throws AnnotatedException;
    protected static void processCRLB1(org.bouncycastle.asn1.x509.DistributionPoint, Object, java.security.cert.X509CRL) throws AnnotatedException;
    protected static ReasonsMask processCRLD(java.security.cert.X509CRL, org.bouncycastle.asn1.x509.DistributionPoint) throws AnnotatedException;
    protected static java.util.Set processCRLF(java.security.cert.X509CRL, Object, java.security.cert.X509Certificate, java.security.PublicKey, org.bouncycastle.jcajce.PKIXExtendedParameters, java.util.List, org.bouncycastle.jcajce.util.JcaJceHelper) throws AnnotatedException;
    protected static java.security.PublicKey processCRLG(java.security.cert.X509CRL, java.util.Set) throws AnnotatedException;
    protected static java.security.cert.X509CRL processCRLH(java.util.Set, java.security.PublicKey) throws AnnotatedException;
    protected static java.util.Set processCRLA1i(java.util.Date, org.bouncycastle.jcajce.PKIXExtendedParameters, java.security.cert.X509Certificate, java.security.cert.X509CRL) throws AnnotatedException;
    protected static java.util.Set[] processCRLA1ii(java.util.Date, org.bouncycastle.jcajce.PKIXExtendedParameters, java.security.cert.X509Certificate, java.security.cert.X509CRL) throws AnnotatedException;
    protected static void processCRLC(java.security.cert.X509CRL, java.security.cert.X509CRL, org.bouncycastle.jcajce.PKIXExtendedParameters) throws AnnotatedException;
    protected static void processCRLI(java.util.Date, java.security.cert.X509CRL, Object, CertStatus, org.bouncycastle.jcajce.PKIXExtendedParameters) throws AnnotatedException;
    protected static void processCRLJ(java.util.Date, java.security.cert.X509CRL, Object, CertStatus) throws AnnotatedException;
    protected static PKIXPolicyNode prepareCertB(java.security.cert.CertPath, int, java.util.List[], PKIXPolicyNode, int) throws java.security.cert.CertPathValidatorException;
    protected static void prepareNextCertA(java.security.cert.CertPath, int) throws java.security.cert.CertPathValidatorException;
    protected static void processCertF(java.security.cert.CertPath, int, PKIXPolicyNode, int) throws java.security.cert.CertPathValidatorException;
    protected static PKIXPolicyNode processCertE(java.security.cert.CertPath, int, PKIXPolicyNode) throws java.security.cert.CertPathValidatorException;
    protected static void processCertBC(java.security.cert.CertPath, int, PKIXNameConstraintValidator) throws java.security.cert.CertPathValidatorException;
    protected static PKIXPolicyNode processCertD(java.security.cert.CertPath, int, java.util.Set, PKIXPolicyNode, java.util.List[], int) throws java.security.cert.CertPathValidatorException;
    protected static void processCertA(java.security.cert.CertPath, org.bouncycastle.jcajce.PKIXExtendedParameters, int, java.security.PublicKey, boolean, org.bouncycastle.asn1.x500.X500Name, java.security.cert.X509Certificate, org.bouncycastle.jcajce.util.JcaJceHelper) throws org.bouncycastle.jce.exception.ExtCertPathValidatorException;
    protected static int prepareNextCertI1(java.security.cert.CertPath, int, int) throws java.security.cert.CertPathValidatorException;
    protected static int prepareNextCertI2(java.security.cert.CertPath, int, int) throws java.security.cert.CertPathValidatorException;
    protected static void prepareNextCertG(java.security.cert.CertPath, int, PKIXNameConstraintValidator) throws java.security.cert.CertPathValidatorException;
    private static void checkCRL(org.bouncycastle.asn1.x509.DistributionPoint, org.bouncycastle.jcajce.PKIXExtendedParameters, java.security.cert.X509Certificate, java.util.Date, java.security.cert.X509Certificate, java.security.PublicKey, CertStatus, ReasonsMask, java.util.List, org.bouncycastle.jcajce.util.JcaJceHelper) throws AnnotatedException;
    protected static void checkCRLs(org.bouncycastle.jcajce.PKIXExtendedParameters, java.security.cert.X509Certificate, java.util.Date, java.security.cert.X509Certificate, java.security.PublicKey, java.util.List, org.bouncycastle.jcajce.util.JcaJceHelper) throws AnnotatedException;
    protected static int prepareNextCertJ(java.security.cert.CertPath, int, int) throws java.security.cert.CertPathValidatorException;
    protected static void prepareNextCertK(java.security.cert.CertPath, int) throws java.security.cert.CertPathValidatorException;
    protected static int prepareNextCertL(java.security.cert.CertPath, int, int) throws java.security.cert.CertPathValidatorException;
    protected static int prepareNextCertM(java.security.cert.CertPath, int, int) throws java.security.cert.CertPathValidatorException;
    protected static void prepareNextCertN(java.security.cert.CertPath, int) throws java.security.cert.CertPathValidatorException;
    protected static void prepareNextCertO(java.security.cert.CertPath, int, java.util.Set, java.util.List) throws java.security.cert.CertPathValidatorException;
    protected static int prepareNextCertH1(java.security.cert.CertPath, int, int);
    protected static int prepareNextCertH2(java.security.cert.CertPath, int, int);
    protected static int prepareNextCertH3(java.security.cert.CertPath, int, int);
    protected static int wrapupCertA(int, java.security.cert.X509Certificate);
    protected static int wrapupCertB(java.security.cert.CertPath, int, int) throws java.security.cert.CertPathValidatorException;
    protected static void wrapupCertF(java.security.cert.CertPath, int, java.util.List, java.util.Set) throws java.security.cert.CertPathValidatorException;
    protected static PKIXPolicyNode wrapupCertG(java.security.cert.CertPath, org.bouncycastle.jcajce.PKIXExtendedParameters, java.util.Set, int, java.util.List[], PKIXPolicyNode, java.util.Set) throws java.security.cert.CertPathValidatorException;
    static void <clinit>();
}










org/bouncycastle/jce/provider/RFC3281CertPathUtilities.class


package org.bouncycastle.jce.provider;
synchronized class RFC3281CertPathUtilities {
    private static final String TARGET_INFORMATION;
    private static final String NO_REV_AVAIL;
    private static final String CRL_DISTRIBUTION_POINTS;
    private static final String AUTHORITY_INFO_ACCESS;
    void RFC3281CertPathUtilities();
    protected static void processAttrCert7(org.bouncycastle.x509.X509AttributeCertificate, java.security.cert.CertPath, java.security.cert.CertPath, org.bouncycastle.jcajce.PKIXExtendedParameters, java.util.Set) throws java.security.cert.CertPathValidatorException;
    protected static void checkCRLs(org.bouncycastle.x509.X509AttributeCertificate, org.bouncycastle.jcajce.PKIXExtendedParameters, java.security.cert.X509Certificate, java.util.Date, java.util.List, org.bouncycastle.jcajce.util.JcaJceHelper) throws java.security.cert.CertPathValidatorException;
    protected static void additionalChecks(org.bouncycastle.x509.X509AttributeCertificate, java.util.Set, java.util.Set) throws java.security.cert.CertPathValidatorException;
    protected static void processAttrCert5(org.bouncycastle.x509.X509AttributeCertificate, org.bouncycastle.jcajce.PKIXExtendedParameters) throws java.security.cert.CertPathValidatorException;
    protected static void processAttrCert4(java.security.cert.X509Certificate, java.util.Set) throws java.security.cert.CertPathValidatorException;
    protected static void processAttrCert3(java.security.cert.X509Certificate, org.bouncycastle.jcajce.PKIXExtendedParameters) throws java.security.cert.CertPathValidatorException;
    protected static java.security.cert.CertPathValidatorResult processAttrCert2(java.security.cert.CertPath, org.bouncycastle.jcajce.PKIXExtendedParameters) throws java.security.cert.CertPathValidatorException;
    protected static java.security.cert.CertPath processAttrCert1(org.bouncycastle.x509.X509AttributeCertificate, org.bouncycastle.jcajce.PKIXExtendedParameters) throws java.security.cert.CertPathValidatorException;
    private static void checkCRL(org.bouncycastle.asn1.x509.DistributionPoint, org.bouncycastle.x509.X509AttributeCertificate, org.bouncycastle.jcajce.PKIXExtendedParameters, java.util.Date, java.security.cert.X509Certificate, CertStatus, ReasonsMask, java.util.List, org.bouncycastle.jcajce.util.JcaJceHelper) throws AnnotatedException;
    static void <clinit>();
}










org/bouncycastle/jce/provider/ReasonsMask.class


package org.bouncycastle.jce.provider;
synchronized class ReasonsMask {
    private int _reasons;
    static final ReasonsMask allReasons;
    void ReasonsMask(org.bouncycastle.asn1.x509.ReasonFlags);
    private void ReasonsMask(int);
    void ReasonsMask();
    void addReasons(ReasonsMask);
    boolean isAllReasons();
    ReasonsMask intersect(ReasonsMask);
    boolean hasNewReasons(ReasonsMask);
    int getReasons();
    static void <clinit>();
}










org/bouncycastle/jce/provider/X509AttrCertParser.class


package org.bouncycastle.jce.provider;
public synchronized class X509AttrCertParser extends org.bouncycastle.x509.X509StreamParserSpi {
    private static final PEMUtil PEM_PARSER;
    private org.bouncycastle.asn1.ASN1Set sData;
    private int sDataObjectCount;
    private java.io.InputStream currentStream;
    public void X509AttrCertParser();
    private org.bouncycastle.x509.X509AttributeCertificate readDERCertificate(java.io.InputStream) throws java.io.IOException;
    private org.bouncycastle.x509.X509AttributeCertificate getCertificate() throws java.io.IOException;
    private org.bouncycastle.x509.X509AttributeCertificate readPEMCertificate(java.io.InputStream) throws java.io.IOException;
    public void engineInit(java.io.InputStream);
    public Object engineRead() throws org.bouncycastle.x509.util.StreamParsingException;
    public java.util.Collection engineReadAll() throws org.bouncycastle.x509.util.StreamParsingException;
    static void <clinit>();
}










org/bouncycastle/jce/provider/X509CRLEntryObject.class


package org.bouncycastle.jce.provider;
public synchronized class X509CRLEntryObject extends java.security.cert.X509CRLEntry {
    private org.bouncycastle.asn1.x509.TBSCertList$CRLEntry c;
    private org.bouncycastle.asn1.x500.X500Name certificateIssuer;
    private int hashValue;
    private boolean isHashValueSet;
    public void X509CRLEntryObject(org.bouncycastle.asn1.x509.TBSCertList$CRLEntry);
    public void X509CRLEntryObject(org.bouncycastle.asn1.x509.TBSCertList$CRLEntry, boolean, org.bouncycastle.asn1.x500.X500Name);
    public boolean hasUnsupportedCriticalExtension();
    private org.bouncycastle.asn1.x500.X500Name loadCertificateIssuer(boolean, org.bouncycastle.asn1.x500.X500Name);
    public javax.security.auth.x500.X500Principal getCertificateIssuer();
    private java.util.Set getExtensionOIDs(boolean);
    public java.util.Set getCriticalExtensionOIDs();
    public java.util.Set getNonCriticalExtensionOIDs();
    private org.bouncycastle.asn1.x509.Extension getExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public byte[] getExtensionValue(String);
    public int hashCode();
    public boolean equals(Object);
    public byte[] getEncoded() throws java.security.cert.CRLException;
    public java.math.BigInteger getSerialNumber();
    public java.util.Date getRevocationDate();
    public boolean hasExtensions();
    public String toString();
}










org/bouncycastle/jce/provider/X509CRLObject.class


package org.bouncycastle.jce.provider;
public synchronized class X509CRLObject extends java.security.cert.X509CRL {
    private org.bouncycastle.asn1.x509.CertificateList c;
    private String sigAlgName;
    private byte[] sigAlgParams;
    private boolean isIndirect;
    private boolean isHashCodeSet;
    private int hashCodeValue;
    public static boolean isIndirectCRL(java.security.cert.X509CRL) throws java.security.cert.CRLException;
    public void X509CRLObject(org.bouncycastle.asn1.x509.CertificateList) throws java.security.cert.CRLException;
    public boolean hasUnsupportedCriticalExtension();
    private java.util.Set getExtensionOIDs(boolean);
    public java.util.Set getCriticalExtensionOIDs();
    public java.util.Set getNonCriticalExtensionOIDs();
    public byte[] getExtensionValue(String);
    public byte[] getEncoded() throws java.security.cert.CRLException;
    public void verify(java.security.PublicKey) throws java.security.cert.CRLException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.NoSuchProviderException, java.security.SignatureException;
    public void verify(java.security.PublicKey, String) throws java.security.cert.CRLException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.NoSuchProviderException, java.security.SignatureException;
    public void verify(java.security.PublicKey, java.security.Provider) throws java.security.cert.CRLException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.SignatureException;
    private void doVerify(java.security.PublicKey, java.security.Signature) throws java.security.cert.CRLException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.SignatureException;
    public int getVersion();
    public java.security.Principal getIssuerDN();
    public javax.security.auth.x500.X500Principal getIssuerX500Principal();
    public java.util.Date getThisUpdate();
    public java.util.Date getNextUpdate();
    private java.util.Set loadCRLEntries();
    public java.security.cert.X509CRLEntry getRevokedCertificate(java.math.BigInteger);
    public java.util.Set getRevokedCertificates();
    public byte[] getTBSCertList() throws java.security.cert.CRLException;
    public byte[] getSignature();
    public String getSigAlgName();
    public String getSigAlgOID();
    public byte[] getSigAlgParams();
    public String toString();
    public boolean isRevoked(java.security.cert.Certificate);
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/jce/provider/X509CRLParser.class


package org.bouncycastle.jce.provider;
public synchronized class X509CRLParser extends org.bouncycastle.x509.X509StreamParserSpi {
    private static final PEMUtil PEM_PARSER;
    private org.bouncycastle.asn1.ASN1Set sData;
    private int sDataObjectCount;
    private java.io.InputStream currentStream;
    public void X509CRLParser();
    private java.security.cert.CRL readDERCRL(java.io.InputStream) throws java.io.IOException, java.security.cert.CRLException;
    private java.security.cert.CRL getCRL() throws java.security.cert.CRLException;
    private java.security.cert.CRL readPEMCRL(java.io.InputStream) throws java.io.IOException, java.security.cert.CRLException;
    public void engineInit(java.io.InputStream);
    public Object engineRead() throws org.bouncycastle.x509.util.StreamParsingException;
    public java.util.Collection engineReadAll() throws org.bouncycastle.x509.util.StreamParsingException;
    static void <clinit>();
}










org/bouncycastle/jce/provider/X509CertPairParser.class


package org.bouncycastle.jce.provider;
public synchronized class X509CertPairParser extends org.bouncycastle.x509.X509StreamParserSpi {
    private java.io.InputStream currentStream;
    public void X509CertPairParser();
    private org.bouncycastle.x509.X509CertificatePair readDERCrossCertificatePair(java.io.InputStream) throws java.io.IOException, java.security.cert.CertificateParsingException;
    public void engineInit(java.io.InputStream);
    public Object engineRead() throws org.bouncycastle.x509.util.StreamParsingException;
    public java.util.Collection engineReadAll() throws org.bouncycastle.x509.util.StreamParsingException;
}










org/bouncycastle/jce/provider/X509CertParser.class


package org.bouncycastle.jce.provider;
public synchronized class X509CertParser extends org.bouncycastle.x509.X509StreamParserSpi {
    private static final PEMUtil PEM_PARSER;
    private org.bouncycastle.asn1.ASN1Set sData;
    private int sDataObjectCount;
    private java.io.InputStream currentStream;
    public void X509CertParser();
    private java.security.cert.Certificate readDERCertificate(java.io.InputStream) throws java.io.IOException, java.security.cert.CertificateParsingException;
    private java.security.cert.Certificate getCertificate() throws java.security.cert.CertificateParsingException;
    private java.security.cert.Certificate readPEMCertificate(java.io.InputStream) throws java.io.IOException, java.security.cert.CertificateParsingException;
    public void engineInit(java.io.InputStream);
    public Object engineRead() throws org.bouncycastle.x509.util.StreamParsingException;
    public java.util.Collection engineReadAll() throws org.bouncycastle.x509.util.StreamParsingException;
    static void <clinit>();
}










org/bouncycastle/jce/provider/X509CertificateObject.class


package org.bouncycastle.jce.provider;
public synchronized class X509CertificateObject extends java.security.cert.X509Certificate implements org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier {
    private org.bouncycastle.asn1.x509.Certificate c;
    private org.bouncycastle.asn1.x509.BasicConstraints basicConstraints;
    private boolean[] keyUsage;
    private boolean hashValueSet;
    private int hashValue;
    private org.bouncycastle.jce.interfaces.PKCS12BagAttributeCarrier attrCarrier;
    public void X509CertificateObject(org.bouncycastle.asn1.x509.Certificate) throws java.security.cert.CertificateParsingException;
    public void checkValidity() throws java.security.cert.CertificateExpiredException, java.security.cert.CertificateNotYetValidException;
    public void checkValidity(java.util.Date) throws java.security.cert.CertificateExpiredException, java.security.cert.CertificateNotYetValidException;
    public int getVersion();
    public java.math.BigInteger getSerialNumber();
    public java.security.Principal getIssuerDN();
    public javax.security.auth.x500.X500Principal getIssuerX500Principal();
    public java.security.Principal getSubjectDN();
    public javax.security.auth.x500.X500Principal getSubjectX500Principal();
    public java.util.Date getNotBefore();
    public java.util.Date getNotAfter();
    public byte[] getTBSCertificate() throws java.security.cert.CertificateEncodingException;
    public byte[] getSignature();
    public String getSigAlgName();
    public String getSigAlgOID();
    public byte[] getSigAlgParams();
    public boolean[] getIssuerUniqueID();
    public boolean[] getSubjectUniqueID();
    public boolean[] getKeyUsage();
    public java.util.List getExtendedKeyUsage() throws java.security.cert.CertificateParsingException;
    public int getBasicConstraints();
    public java.util.Collection getSubjectAlternativeNames() throws java.security.cert.CertificateParsingException;
    public java.util.Collection getIssuerAlternativeNames() throws java.security.cert.CertificateParsingException;
    public java.util.Set getCriticalExtensionOIDs();
    private byte[] getExtensionBytes(String);
    public byte[] getExtensionValue(String);
    public java.util.Set getNonCriticalExtensionOIDs();
    public boolean hasUnsupportedCriticalExtension();
    public java.security.PublicKey getPublicKey();
    public byte[] getEncoded() throws java.security.cert.CertificateEncodingException;
    public boolean equals(Object);
    public synchronized int hashCode();
    private int calculateHashCode();
    public void setBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Encodable getBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.Enumeration getBagAttributeKeys();
    public String toString();
    public final void verify(java.security.PublicKey) throws java.security.cert.CertificateException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.NoSuchProviderException, java.security.SignatureException;
    public final void verify(java.security.PublicKey, String) throws java.security.cert.CertificateException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.NoSuchProviderException, java.security.SignatureException;
    public final void verify(java.security.PublicKey, java.security.Provider) throws java.security.cert.CertificateException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.SignatureException;
    private void checkSignature(java.security.PublicKey, java.security.Signature) throws java.security.cert.CertificateException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    private boolean isAlgIdEqual(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private static java.util.Collection getAlternativeNames(byte[]) throws java.security.cert.CertificateParsingException;
}










org/bouncycastle/jce/provider/X509LDAPCertStoreSpi.class


package org.bouncycastle.jce.provider;
public synchronized class X509LDAPCertStoreSpi extends java.security.cert.CertStoreSpi {
    private org.bouncycastle.jce.X509LDAPCertStoreParameters params;
    private static String LDAP_PROVIDER;
    private static String REFERRALS_IGNORE;
    private static final String SEARCH_SECURITY_LEVEL = none;
    private static final String URL_CONTEXT_PREFIX = com.sun.jndi.url;
    public void X509LDAPCertStoreSpi(java.security.cert.CertStoreParameters) throws java.security.InvalidAlgorithmParameterException;
    private javax.naming.directory.DirContext connectLDAP() throws javax.naming.NamingException;
    private String parseDN(String, String);
    public java.util.Collection engineGetCertificates(java.security.cert.CertSelector) throws java.security.cert.CertStoreException;
    private java.util.Set certSubjectSerialSearch(java.security.cert.X509CertSelector, String[], String, String) throws java.security.cert.CertStoreException;
    private java.util.Set getEndCertificates(java.security.cert.X509CertSelector) throws java.security.cert.CertStoreException;
    private java.util.Set getCACertificates(java.security.cert.X509CertSelector) throws java.security.cert.CertStoreException;
    private java.util.Set getCrossCertificates(java.security.cert.X509CertSelector) throws java.security.cert.CertStoreException;
    public java.util.Collection engineGetCRLs(java.security.cert.CRLSelector) throws java.security.cert.CertStoreException;
    private java.util.Set search(String, String, String[]) throws java.security.cert.CertStoreException;
    static void <clinit>();
}










org/bouncycastle/jce/provider/X509SignatureUtil.class


package org.bouncycastle.jce.provider;
synchronized class X509SignatureUtil {
    private static final org.bouncycastle.asn1.ASN1Null derNull;
    void X509SignatureUtil();
    static void setSignatureParameters(java.security.Signature, org.bouncycastle.asn1.ASN1Encodable) throws java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    static String getSignatureName(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private static String getDigestAlgName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static void <clinit>();
}










org/bouncycastle/jce/provider/X509StoreAttrCertCollection.class


package org.bouncycastle.jce.provider;
public synchronized class X509StoreAttrCertCollection extends org.bouncycastle.x509.X509StoreSpi {
    private org.bouncycastle.util.CollectionStore _store;
    public void X509StoreAttrCertCollection();
    public void engineInit(org.bouncycastle.x509.X509StoreParameters);
    public java.util.Collection engineGetMatches(org.bouncycastle.util.Selector);
}










org/bouncycastle/jce/provider/X509StoreCRLCollection.class


package org.bouncycastle.jce.provider;
public synchronized class X509StoreCRLCollection extends org.bouncycastle.x509.X509StoreSpi {
    private org.bouncycastle.util.CollectionStore _store;
    public void X509StoreCRLCollection();
    public void engineInit(org.bouncycastle.x509.X509StoreParameters);
    public java.util.Collection engineGetMatches(org.bouncycastle.util.Selector);
}










org/bouncycastle/jce/provider/X509StoreCertCollection.class


package org.bouncycastle.jce.provider;
public synchronized class X509StoreCertCollection extends org.bouncycastle.x509.X509StoreSpi {
    private org.bouncycastle.util.CollectionStore _store;
    public void X509StoreCertCollection();
    public void engineInit(org.bouncycastle.x509.X509StoreParameters);
    public java.util.Collection engineGetMatches(org.bouncycastle.util.Selector);
}










org/bouncycastle/jce/provider/X509StoreCertPairCollection.class


package org.bouncycastle.jce.provider;
public synchronized class X509StoreCertPairCollection extends org.bouncycastle.x509.X509StoreSpi {
    private org.bouncycastle.util.CollectionStore _store;
    public void X509StoreCertPairCollection();
    public void engineInit(org.bouncycastle.x509.X509StoreParameters);
    public java.util.Collection engineGetMatches(org.bouncycastle.util.Selector);
}










org/bouncycastle/jce/provider/X509StoreLDAPAttrCerts.class


package org.bouncycastle.jce.provider;
public synchronized class X509StoreLDAPAttrCerts extends org.bouncycastle.x509.X509StoreSpi {
    private org.bouncycastle.x509.util.LDAPStoreHelper helper;
    public void X509StoreLDAPAttrCerts();
    public void engineInit(org.bouncycastle.x509.X509StoreParameters);
    public java.util.Collection engineGetMatches(org.bouncycastle.util.Selector) throws org.bouncycastle.util.StoreException;
}










org/bouncycastle/jce/provider/X509StoreLDAPCRLs.class


package org.bouncycastle.jce.provider;
public synchronized class X509StoreLDAPCRLs extends org.bouncycastle.x509.X509StoreSpi {
    private org.bouncycastle.x509.util.LDAPStoreHelper helper;
    public void X509StoreLDAPCRLs();
    public void engineInit(org.bouncycastle.x509.X509StoreParameters);
    public java.util.Collection engineGetMatches(org.bouncycastle.util.Selector) throws org.bouncycastle.util.StoreException;
}










org/bouncycastle/jce/provider/X509StoreLDAPCertPairs.class


package org.bouncycastle.jce.provider;
public synchronized class X509StoreLDAPCertPairs extends org.bouncycastle.x509.X509StoreSpi {
    private org.bouncycastle.x509.util.LDAPStoreHelper helper;
    public void X509StoreLDAPCertPairs();
    public void engineInit(org.bouncycastle.x509.X509StoreParameters);
    public java.util.Collection engineGetMatches(org.bouncycastle.util.Selector) throws org.bouncycastle.util.StoreException;
}










org/bouncycastle/jce/provider/X509StoreLDAPCerts.class


package org.bouncycastle.jce.provider;
public synchronized class X509StoreLDAPCerts extends org.bouncycastle.x509.X509StoreSpi {
    private org.bouncycastle.x509.util.LDAPStoreHelper helper;
    public void X509StoreLDAPCerts();
    public void engineInit(org.bouncycastle.x509.X509StoreParameters);
    public java.util.Collection engineGetMatches(org.bouncycastle.util.Selector) throws org.bouncycastle.util.StoreException;
    private java.util.Collection getCertificatesFromCrossCertificatePairs(org.bouncycastle.x509.X509CertStoreSelector) throws org.bouncycastle.util.StoreException;
}










org/bouncycastle/jce/spec/ECKeySpec.class


package org.bouncycastle.jce.spec;
public synchronized class ECKeySpec implements java.security.spec.KeySpec {
    private ECParameterSpec spec;
    protected void ECKeySpec(ECParameterSpec);
    public ECParameterSpec getParams();
}










org/bouncycastle/jce/spec/ECNamedCurveGenParameterSpec.class


package org.bouncycastle.jce.spec;
public synchronized class ECNamedCurveGenParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    private String name;
    public void ECNamedCurveGenParameterSpec(String);
    public String getName();
}










org/bouncycastle/jce/spec/ECNamedCurveParameterSpec.class


package org.bouncycastle.jce.spec;
public synchronized class ECNamedCurveParameterSpec extends ECParameterSpec {
    private String name;
    public void ECNamedCurveParameterSpec(String, org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger);
    public void ECNamedCurveParameterSpec(String, org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger);
    public void ECNamedCurveParameterSpec(String, org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger, byte[]);
    public String getName();
}










org/bouncycastle/jce/spec/ECNamedCurveSpec.class


package org.bouncycastle.jce.spec;
public synchronized class ECNamedCurveSpec extends java.security.spec.ECParameterSpec {
    private String name;
    private static java.security.spec.EllipticCurve convertCurve(org.bouncycastle.math.ec.ECCurve, byte[]);
    private static java.security.spec.ECField convertField(org.bouncycastle.math.field.FiniteField);
    public void ECNamedCurveSpec(String, org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger);
    public void ECNamedCurveSpec(String, java.security.spec.EllipticCurve, java.security.spec.ECPoint, java.math.BigInteger);
    public void ECNamedCurveSpec(String, org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger);
    public void ECNamedCurveSpec(String, java.security.spec.EllipticCurve, java.security.spec.ECPoint, java.math.BigInteger, java.math.BigInteger);
    public void ECNamedCurveSpec(String, org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger, byte[]);
    public String getName();
}










org/bouncycastle/jce/spec/ECParameterSpec.class


package org.bouncycastle.jce.spec;
public synchronized class ECParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    private org.bouncycastle.math.ec.ECCurve curve;
    private byte[] seed;
    private org.bouncycastle.math.ec.ECPoint G;
    private java.math.BigInteger n;
    private java.math.BigInteger h;
    public void ECParameterSpec(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger);
    public void ECParameterSpec(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger);
    public void ECParameterSpec(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger, byte[]);
    public org.bouncycastle.math.ec.ECCurve getCurve();
    public org.bouncycastle.math.ec.ECPoint getG();
    public java.math.BigInteger getN();
    public java.math.BigInteger getH();
    public byte[] getSeed();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/jce/spec/ECPrivateKeySpec.class


package org.bouncycastle.jce.spec;
public synchronized class ECPrivateKeySpec extends ECKeySpec {
    private java.math.BigInteger d;
    public void ECPrivateKeySpec(java.math.BigInteger, ECParameterSpec);
    public java.math.BigInteger getD();
}










org/bouncycastle/jce/spec/ECPublicKeySpec.class


package org.bouncycastle.jce.spec;
public synchronized class ECPublicKeySpec extends ECKeySpec {
    private org.bouncycastle.math.ec.ECPoint q;
    public void ECPublicKeySpec(org.bouncycastle.math.ec.ECPoint, ECParameterSpec);
    public org.bouncycastle.math.ec.ECPoint getQ();
}










org/bouncycastle/jce/spec/ElGamalGenParameterSpec.class


package org.bouncycastle.jce.spec;
public synchronized class ElGamalGenParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    private int primeSize;
    public void ElGamalGenParameterSpec(int);
    public int getPrimeSize();
}










org/bouncycastle/jce/spec/ElGamalKeySpec.class


package org.bouncycastle.jce.spec;
public synchronized class ElGamalKeySpec implements java.security.spec.KeySpec {
    private ElGamalParameterSpec spec;
    public void ElGamalKeySpec(ElGamalParameterSpec);
    public ElGamalParameterSpec getParams();
}










org/bouncycastle/jce/spec/ElGamalParameterSpec.class


package org.bouncycastle.jce.spec;
public synchronized class ElGamalParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    private java.math.BigInteger p;
    private java.math.BigInteger g;
    public void ElGamalParameterSpec(java.math.BigInteger, java.math.BigInteger);
    public java.math.BigInteger getP();
    public java.math.BigInteger getG();
}










org/bouncycastle/jce/spec/ElGamalPrivateKeySpec.class


package org.bouncycastle.jce.spec;
public synchronized class ElGamalPrivateKeySpec extends ElGamalKeySpec {
    private java.math.BigInteger x;
    public void ElGamalPrivateKeySpec(java.math.BigInteger, ElGamalParameterSpec);
    public java.math.BigInteger getX();
}










org/bouncycastle/jce/spec/ElGamalPublicKeySpec.class


package org.bouncycastle.jce.spec;
public synchronized class ElGamalPublicKeySpec extends ElGamalKeySpec {
    private java.math.BigInteger y;
    public void ElGamalPublicKeySpec(java.math.BigInteger, ElGamalParameterSpec);
    public java.math.BigInteger getY();
}










org/bouncycastle/jce/spec/GOST28147ParameterSpec.class


package org.bouncycastle.jce.spec;
public synchronized class GOST28147ParameterSpec extends org.bouncycastle.jcajce.spec.GOST28147ParameterSpec {
    public void GOST28147ParameterSpec(byte[]);
    public void GOST28147ParameterSpec(byte[], byte[]);
    public void GOST28147ParameterSpec(String);
    public void GOST28147ParameterSpec(String, byte[]);
}










org/bouncycastle/jce/spec/GOST3410ParameterSpec.class


package org.bouncycastle.jce.spec;
public synchronized class GOST3410ParameterSpec implements java.security.spec.AlgorithmParameterSpec, org.bouncycastle.jce.interfaces.GOST3410Params {
    private GOST3410PublicKeyParameterSetSpec keyParameters;
    private String keyParamSetOID;
    private String digestParamSetOID;
    private String encryptionParamSetOID;
    public void GOST3410ParameterSpec(String, String, String);
    public void GOST3410ParameterSpec(String, String);
    public void GOST3410ParameterSpec(String);
    public void GOST3410ParameterSpec(GOST3410PublicKeyParameterSetSpec);
    public String getPublicKeyParamSetOID();
    public GOST3410PublicKeyParameterSetSpec getPublicKeyParameters();
    public String getDigestParamSetOID();
    public String getEncryptionParamSetOID();
    public boolean equals(Object);
    public int hashCode();
    public static GOST3410ParameterSpec fromPublicKeyAlg(org.bouncycastle.asn1.cryptopro.GOST3410PublicKeyAlgParameters);
}










org/bouncycastle/jce/spec/GOST3410PrivateKeySpec.class


package org.bouncycastle.jce.spec;
public synchronized class GOST3410PrivateKeySpec implements java.security.spec.KeySpec {
    private java.math.BigInteger x;
    private java.math.BigInteger p;
    private java.math.BigInteger q;
    private java.math.BigInteger a;
    public void GOST3410PrivateKeySpec(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public java.math.BigInteger getX();
    public java.math.BigInteger getP();
    public java.math.BigInteger getQ();
    public java.math.BigInteger getA();
}










org/bouncycastle/jce/spec/GOST3410PublicKeyParameterSetSpec.class


package org.bouncycastle.jce.spec;
public synchronized class GOST3410PublicKeyParameterSetSpec {
    private java.math.BigInteger p;
    private java.math.BigInteger q;
    private java.math.BigInteger a;
    public void GOST3410PublicKeyParameterSetSpec(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public java.math.BigInteger getP();
    public java.math.BigInteger getQ();
    public java.math.BigInteger getA();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/jce/spec/GOST3410PublicKeySpec.class


package org.bouncycastle.jce.spec;
public synchronized class GOST3410PublicKeySpec implements java.security.spec.KeySpec {
    private java.math.BigInteger y;
    private java.math.BigInteger p;
    private java.math.BigInteger q;
    private java.math.BigInteger a;
    public void GOST3410PublicKeySpec(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public java.math.BigInteger getY();
    public java.math.BigInteger getP();
    public java.math.BigInteger getQ();
    public java.math.BigInteger getA();
}










org/bouncycastle/jce/spec/IEKeySpec.class


package org.bouncycastle.jce.spec;
public synchronized class IEKeySpec implements java.security.spec.KeySpec, org.bouncycastle.jce.interfaces.IESKey {
    private java.security.PublicKey pubKey;
    private java.security.PrivateKey privKey;
    public void IEKeySpec(java.security.PrivateKey, java.security.PublicKey);
    public java.security.PublicKey getPublic();
    public java.security.PrivateKey getPrivate();
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
}










org/bouncycastle/jce/spec/IESParameterSpec.class


package org.bouncycastle.jce.spec;
public synchronized class IESParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    private byte[] derivation;
    private byte[] encoding;
    private int macKeySize;
    private int cipherKeySize;
    private byte[] nonce;
    private boolean usePointCompression;
    public void IESParameterSpec(byte[], byte[], int);
    public void IESParameterSpec(byte[], byte[], int, int, byte[]);
    public void IESParameterSpec(byte[], byte[], int, int, byte[], boolean);
    public byte[] getDerivationV();
    public byte[] getEncodingV();
    public int getMacKeySize();
    public int getCipherKeySize();
    public byte[] getNonce();
    public void setPointCompression(boolean);
    public boolean getPointCompression();
}










org/bouncycastle/jce/spec/MQVPrivateKeySpec.class


package org.bouncycastle.jce.spec;
public synchronized class MQVPrivateKeySpec implements java.security.spec.KeySpec, org.bouncycastle.jce.interfaces.MQVPrivateKey {
    private java.security.PrivateKey staticPrivateKey;
    private java.security.PrivateKey ephemeralPrivateKey;
    private java.security.PublicKey ephemeralPublicKey;
    public void MQVPrivateKeySpec(java.security.PrivateKey, java.security.PrivateKey);
    public void MQVPrivateKeySpec(java.security.PrivateKey, java.security.PrivateKey, java.security.PublicKey);
    public java.security.PrivateKey getStaticPrivateKey();
    public java.security.PrivateKey getEphemeralPrivateKey();
    public java.security.PublicKey getEphemeralPublicKey();
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
}










org/bouncycastle/jce/spec/MQVPublicKeySpec.class


package org.bouncycastle.jce.spec;
public synchronized class MQVPublicKeySpec implements java.security.spec.KeySpec, org.bouncycastle.jce.interfaces.MQVPublicKey {
    private java.security.PublicKey staticKey;
    private java.security.PublicKey ephemeralKey;
    public void MQVPublicKeySpec(java.security.PublicKey, java.security.PublicKey);
    public java.security.PublicKey getStaticKey();
    public java.security.PublicKey getEphemeralKey();
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
}










org/bouncycastle/jce/spec/RepeatedSecretKeySpec.class


package org.bouncycastle.jce.spec;
public synchronized class RepeatedSecretKeySpec extends org.bouncycastle.jcajce.spec.RepeatedSecretKeySpec {
    private String algorithm;
    public void RepeatedSecretKeySpec(String);
}










org/bouncycastle/math/Primes$1.class


package org.bouncycastle.math;
synchronized class Primes$1 {
}










org/bouncycastle/math/Primes$MROutput.class


package org.bouncycastle.math;
public synchronized class Primes$MROutput {
    private boolean provablyComposite;
    private java.math.BigInteger factor;
    private static Primes$MROutput probablyPrime();
    private static Primes$MROutput provablyCompositeWithFactor(java.math.BigInteger);
    private static Primes$MROutput provablyCompositeNotPrimePower();
    private void Primes$MROutput(boolean, java.math.BigInteger);
    public java.math.BigInteger getFactor();
    public boolean isProvablyComposite();
    public boolean isNotPrimePower();
}










org/bouncycastle/math/Primes$STOutput.class


package org.bouncycastle.math;
public synchronized class Primes$STOutput {
    private java.math.BigInteger prime;
    private byte[] primeSeed;
    private int primeGenCounter;
    private void Primes$STOutput(java.math.BigInteger, byte[], int);
    public java.math.BigInteger getPrime();
    public byte[] getPrimeSeed();
    public int getPrimeGenCounter();
}










org/bouncycastle/math/Primes.class


package org.bouncycastle.math;
public abstract synchronized class Primes {
    public static final int SMALL_FACTOR_LIMIT = 211;
    private static final java.math.BigInteger ONE;
    private static final java.math.BigInteger TWO;
    private static final java.math.BigInteger THREE;
    public void Primes();
    public static Primes$STOutput generateSTRandomPrime(org.bouncycastle.crypto.Digest, int, byte[]);
    public static Primes$MROutput enhancedMRProbablePrimeTest(java.math.BigInteger, java.security.SecureRandom, int);
    public static boolean hasAnySmallFactors(java.math.BigInteger);
    public static boolean isMRProbablePrime(java.math.BigInteger, java.security.SecureRandom, int);
    public static boolean isMRProbablePrimeToBase(java.math.BigInteger, java.math.BigInteger);
    private static void checkCandidate(java.math.BigInteger, String);
    private static boolean implHasAnySmallFactors(java.math.BigInteger);
    private static boolean implMRProbablePrimeToBase(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, int, java.math.BigInteger);
    private static Primes$STOutput implSTRandomPrime(org.bouncycastle.crypto.Digest, int, byte[]);
    private static int extract32(byte[]);
    private static void hash(org.bouncycastle.crypto.Digest, byte[], byte[], int);
    private static java.math.BigInteger hashGen(org.bouncycastle.crypto.Digest, byte[], int);
    private static void inc(byte[], int);
    private static boolean isPrime32(long);
    static void <clinit>();
}










org/bouncycastle/math/ec/AbstractECMultiplier.class


package org.bouncycastle.math.ec;
public abstract synchronized class AbstractECMultiplier implements ECMultiplier {
    public void AbstractECMultiplier();
    public ECPoint multiply(ECPoint, java.math.BigInteger);
    protected abstract ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
    protected ECPoint checkResult(ECPoint);
}










org/bouncycastle/math/ec/DoubleAddMultiplier.class


package org.bouncycastle.math.ec;
public synchronized class DoubleAddMultiplier extends AbstractECMultiplier {
    public void DoubleAddMultiplier();
    protected ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
}










org/bouncycastle/math/ec/ECAlgorithms.class


package org.bouncycastle.math.ec;
public synchronized class ECAlgorithms {
    public void ECAlgorithms();
    public static boolean isF2mCurve(ECCurve);
    public static boolean isF2mField(org.bouncycastle.math.field.FiniteField);
    public static boolean isFpCurve(ECCurve);
    public static boolean isFpField(org.bouncycastle.math.field.FiniteField);
    public static ECPoint sumOfMultiplies(ECPoint[], java.math.BigInteger[]);
    public static ECPoint sumOfTwoMultiplies(ECPoint, java.math.BigInteger, ECPoint, java.math.BigInteger);
    public static ECPoint shamirsTrick(ECPoint, java.math.BigInteger, ECPoint, java.math.BigInteger);
    public static ECPoint importPoint(ECCurve, ECPoint);
    public static void montgomeryTrick(ECFieldElement[], int, int);
    public static void montgomeryTrick(ECFieldElement[], int, int, ECFieldElement);
    public static ECPoint referenceMultiply(ECPoint, java.math.BigInteger);
    public static ECPoint validatePoint(ECPoint);
    public static ECPoint cleanPoint(ECCurve, ECPoint);
    static ECPoint implCheckResult(ECPoint);
    static ECPoint implShamirsTrickJsf(ECPoint, java.math.BigInteger, ECPoint, java.math.BigInteger);
    static ECPoint implShamirsTrickWNaf(ECPoint, java.math.BigInteger, ECPoint, java.math.BigInteger);
    static ECPoint implShamirsTrickWNaf(ECPoint, java.math.BigInteger, ECPointMap, java.math.BigInteger);
    private static ECPoint implShamirsTrickWNaf(ECPoint[], ECPoint[], byte[], ECPoint[], ECPoint[], byte[]);
    static ECPoint implSumOfMultiplies(ECPoint[], java.math.BigInteger[]);
    static ECPoint implSumOfMultipliesGLV(ECPoint[], java.math.BigInteger[], endo.GLVEndomorphism);
    static ECPoint implSumOfMultiplies(ECPoint[], ECPointMap, java.math.BigInteger[]);
    private static ECPoint implSumOfMultiplies(boolean[], WNafPreCompInfo[], byte[][]);
}










org/bouncycastle/math/ec/ECConstants.class


package org.bouncycastle.math.ec;
public abstract interface ECConstants {
    public static final java.math.BigInteger ZERO;
    public static final java.math.BigInteger ONE;
    public static final java.math.BigInteger TWO;
    public static final java.math.BigInteger THREE;
    public static final java.math.BigInteger FOUR;
    public static final java.math.BigInteger EIGHT;
    static void <clinit>();
}










org/bouncycastle/math/ec/ECCurve$1.class


package org.bouncycastle.math.ec;
synchronized class ECCurve$1 implements ECLookupTable {
    void ECCurve$1(ECCurve, int, int, byte[]);
    public int getSize();
    public ECPoint lookup(int);
}










org/bouncycastle/math/ec/ECCurve$AbstractF2m.class


package org.bouncycastle.math.ec;
public abstract synchronized class ECCurve$AbstractF2m extends ECCurve {
    private java.math.BigInteger[] si;
    public static java.math.BigInteger inverse(int, int[], java.math.BigInteger);
    private static org.bouncycastle.math.field.FiniteField buildField(int, int, int, int);
    protected void ECCurve$AbstractF2m(int, int, int, int);
    public boolean isValidFieldElement(java.math.BigInteger);
    public ECPoint createPoint(java.math.BigInteger, java.math.BigInteger, boolean);
    protected ECPoint decompressPoint(int, java.math.BigInteger);
    protected ECFieldElement solveQuadraticEquation(ECFieldElement);
    synchronized java.math.BigInteger[] getSi();
    public boolean isKoblitz();
}










org/bouncycastle/math/ec/ECCurve$AbstractFp.class


package org.bouncycastle.math.ec;
public abstract synchronized class ECCurve$AbstractFp extends ECCurve {
    protected void ECCurve$AbstractFp(java.math.BigInteger);
    public boolean isValidFieldElement(java.math.BigInteger);
    protected ECPoint decompressPoint(int, java.math.BigInteger);
}










org/bouncycastle/math/ec/ECCurve$Config.class


package org.bouncycastle.math.ec;
public synchronized class ECCurve$Config {
    protected int coord;
    protected endo.ECEndomorphism endomorphism;
    protected ECMultiplier multiplier;
    void ECCurve$Config(ECCurve, int, endo.ECEndomorphism, ECMultiplier);
    public ECCurve$Config setCoordinateSystem(int);
    public ECCurve$Config setEndomorphism(endo.ECEndomorphism);
    public ECCurve$Config setMultiplier(ECMultiplier);
    public ECCurve create();
}










org/bouncycastle/math/ec/ECCurve$F2m$1.class


package org.bouncycastle.math.ec;
synchronized class ECCurve$F2m$1 implements ECLookupTable {
    void ECCurve$F2m$1(ECCurve$F2m, int, int, long[], int[]);
    public int getSize();
    public ECPoint lookup(int);
}










org/bouncycastle/math/ec/ECCurve$F2m.class


package org.bouncycastle.math.ec;
public synchronized class ECCurve$F2m extends ECCurve$AbstractF2m {
    private static final int F2M_DEFAULT_COORDS = 6;
    private int m;
    private int k1;
    private int k2;
    private int k3;
    private ECPoint$F2m infinity;
    public void ECCurve$F2m(int, int, java.math.BigInteger, java.math.BigInteger);
    public void ECCurve$F2m(int, int, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public void ECCurve$F2m(int, int, int, int, java.math.BigInteger, java.math.BigInteger);
    public void ECCurve$F2m(int, int, int, int, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    protected void ECCurve$F2m(int, int, int, int, ECFieldElement, ECFieldElement, java.math.BigInteger, java.math.BigInteger);
    protected ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    protected ECMultiplier createDefaultMultiplier();
    public int getFieldSize();
    public ECFieldElement fromBigInteger(java.math.BigInteger);
    protected ECPoint createRawPoint(ECFieldElement, ECFieldElement, boolean);
    protected ECPoint createRawPoint(ECFieldElement, ECFieldElement, ECFieldElement[], boolean);
    public ECPoint getInfinity();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public ECLookupTable createCacheSafeLookupTable(ECPoint[], int, int);
}










org/bouncycastle/math/ec/ECCurve$Fp.class


package org.bouncycastle.math.ec;
public synchronized class ECCurve$Fp extends ECCurve$AbstractFp {
    private static final int FP_DEFAULT_COORDS = 4;
    java.math.BigInteger q;
    java.math.BigInteger r;
    ECPoint$Fp infinity;
    public void ECCurve$Fp(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public void ECCurve$Fp(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    protected void ECCurve$Fp(java.math.BigInteger, java.math.BigInteger, ECFieldElement, ECFieldElement);
    protected void ECCurve$Fp(java.math.BigInteger, java.math.BigInteger, ECFieldElement, ECFieldElement, java.math.BigInteger, java.math.BigInteger);
    protected ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public ECFieldElement fromBigInteger(java.math.BigInteger);
    protected ECPoint createRawPoint(ECFieldElement, ECFieldElement, boolean);
    protected ECPoint createRawPoint(ECFieldElement, ECFieldElement, ECFieldElement[], boolean);
    public ECPoint importPoint(ECPoint);
    public ECPoint getInfinity();
}










org/bouncycastle/math/ec/ECCurve.class


package org.bouncycastle.math.ec;
public abstract synchronized class ECCurve {
    public static final int COORD_AFFINE = 0;
    public static final int COORD_HOMOGENEOUS = 1;
    public static final int COORD_JACOBIAN = 2;
    public static final int COORD_JACOBIAN_CHUDNOVSKY = 3;
    public static final int COORD_JACOBIAN_MODIFIED = 4;
    public static final int COORD_LAMBDA_AFFINE = 5;
    public static final int COORD_LAMBDA_PROJECTIVE = 6;
    public static final int COORD_SKEWED = 7;
    protected org.bouncycastle.math.field.FiniteField field;
    protected ECFieldElement a;
    protected ECFieldElement b;
    protected java.math.BigInteger order;
    protected java.math.BigInteger cofactor;
    protected int coord;
    protected endo.ECEndomorphism endomorphism;
    protected ECMultiplier multiplier;
    public static int[] getAllCoordinateSystems();
    protected void ECCurve(org.bouncycastle.math.field.FiniteField);
    public abstract int getFieldSize();
    public abstract ECFieldElement fromBigInteger(java.math.BigInteger);
    public abstract boolean isValidFieldElement(java.math.BigInteger);
    public synchronized ECCurve$Config configure();
    public ECPoint validatePoint(java.math.BigInteger, java.math.BigInteger);
    public ECPoint validatePoint(java.math.BigInteger, java.math.BigInteger, boolean);
    public ECPoint createPoint(java.math.BigInteger, java.math.BigInteger);
    public ECPoint createPoint(java.math.BigInteger, java.math.BigInteger, boolean);
    protected abstract ECCurve cloneCurve();
    protected abstract ECPoint createRawPoint(ECFieldElement, ECFieldElement, boolean);
    protected abstract ECPoint createRawPoint(ECFieldElement, ECFieldElement, ECFieldElement[], boolean);
    protected ECMultiplier createDefaultMultiplier();
    public boolean supportsCoordinateSystem(int);
    public PreCompInfo getPreCompInfo(ECPoint, String);
    public PreCompInfo precompute(ECPoint, String, PreCompCallback);
    public ECPoint importPoint(ECPoint);
    public void normalizeAll(ECPoint[]);
    public void normalizeAll(ECPoint[], int, int, ECFieldElement);
    public abstract ECPoint getInfinity();
    public org.bouncycastle.math.field.FiniteField getField();
    public ECFieldElement getA();
    public ECFieldElement getB();
    public java.math.BigInteger getOrder();
    public java.math.BigInteger getCofactor();
    public int getCoordinateSystem();
    protected abstract ECPoint decompressPoint(int, java.math.BigInteger);
    public endo.ECEndomorphism getEndomorphism();
    public synchronized ECMultiplier getMultiplier();
    public ECPoint decodePoint(byte[]);
    public ECLookupTable createCacheSafeLookupTable(ECPoint[], int, int);
    protected void checkPoint(ECPoint);
    protected void checkPoints(ECPoint[]);
    protected void checkPoints(ECPoint[], int, int);
    public boolean equals(ECCurve);
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/ECFieldElement$AbstractF2m.class


package org.bouncycastle.math.ec;
public abstract synchronized class ECFieldElement$AbstractF2m extends ECFieldElement {
    public void ECFieldElement$AbstractF2m();
    public ECFieldElement halfTrace();
    public int trace();
}










org/bouncycastle/math/ec/ECFieldElement$AbstractFp.class


package org.bouncycastle.math.ec;
public abstract synchronized class ECFieldElement$AbstractFp extends ECFieldElement {
    public void ECFieldElement$AbstractFp();
}










org/bouncycastle/math/ec/ECFieldElement$F2m.class


package org.bouncycastle.math.ec;
public synchronized class ECFieldElement$F2m extends ECFieldElement$AbstractF2m {
    public static final int GNB = 1;
    public static final int TPB = 2;
    public static final int PPB = 3;
    private int representation;
    private int m;
    private int[] ks;
    LongArray x;
    public void ECFieldElement$F2m(int, int, int, int, java.math.BigInteger);
    void ECFieldElement$F2m(int, int[], LongArray);
    public int bitLength();
    public boolean isOne();
    public boolean isZero();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public static void checkFieldElements(ECFieldElement, ECFieldElement);
    public ECFieldElement add(ECFieldElement);
    public ECFieldElement addOne();
    public ECFieldElement subtract(ECFieldElement);
    public ECFieldElement multiply(ECFieldElement);
    public ECFieldElement multiplyMinusProduct(ECFieldElement, ECFieldElement, ECFieldElement);
    public ECFieldElement multiplyPlusProduct(ECFieldElement, ECFieldElement, ECFieldElement);
    public ECFieldElement divide(ECFieldElement);
    public ECFieldElement negate();
    public ECFieldElement square();
    public ECFieldElement squareMinusProduct(ECFieldElement, ECFieldElement);
    public ECFieldElement squarePlusProduct(ECFieldElement, ECFieldElement);
    public ECFieldElement squarePow(int);
    public ECFieldElement invert();
    public ECFieldElement sqrt();
    public int getRepresentation();
    public int getM();
    public int getK1();
    public int getK2();
    public int getK3();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/ECFieldElement$Fp.class


package org.bouncycastle.math.ec;
public synchronized class ECFieldElement$Fp extends ECFieldElement$AbstractFp {
    java.math.BigInteger q;
    java.math.BigInteger r;
    java.math.BigInteger x;
    static java.math.BigInteger calculateResidue(java.math.BigInteger);
    public void ECFieldElement$Fp(java.math.BigInteger, java.math.BigInteger);
    void ECFieldElement$Fp(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public java.math.BigInteger getQ();
    public ECFieldElement add(ECFieldElement);
    public ECFieldElement addOne();
    public ECFieldElement subtract(ECFieldElement);
    public ECFieldElement multiply(ECFieldElement);
    public ECFieldElement multiplyMinusProduct(ECFieldElement, ECFieldElement, ECFieldElement);
    public ECFieldElement multiplyPlusProduct(ECFieldElement, ECFieldElement, ECFieldElement);
    public ECFieldElement divide(ECFieldElement);
    public ECFieldElement negate();
    public ECFieldElement square();
    public ECFieldElement squareMinusProduct(ECFieldElement, ECFieldElement);
    public ECFieldElement squarePlusProduct(ECFieldElement, ECFieldElement);
    public ECFieldElement invert();
    public ECFieldElement sqrt();
    private ECFieldElement checkSqrt(ECFieldElement);
    private java.math.BigInteger[] lucasSequence(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    protected java.math.BigInteger modAdd(java.math.BigInteger, java.math.BigInteger);
    protected java.math.BigInteger modDouble(java.math.BigInteger);
    protected java.math.BigInteger modHalf(java.math.BigInteger);
    protected java.math.BigInteger modHalfAbs(java.math.BigInteger);
    protected java.math.BigInteger modInverse(java.math.BigInteger);
    protected java.math.BigInteger modMult(java.math.BigInteger, java.math.BigInteger);
    protected java.math.BigInteger modReduce(java.math.BigInteger);
    protected java.math.BigInteger modSubtract(java.math.BigInteger, java.math.BigInteger);
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/ECFieldElement.class


package org.bouncycastle.math.ec;
public abstract synchronized class ECFieldElement implements ECConstants {
    public void ECFieldElement();
    public abstract java.math.BigInteger toBigInteger();
    public abstract String getFieldName();
    public abstract int getFieldSize();
    public abstract ECFieldElement add(ECFieldElement);
    public abstract ECFieldElement addOne();
    public abstract ECFieldElement subtract(ECFieldElement);
    public abstract ECFieldElement multiply(ECFieldElement);
    public abstract ECFieldElement divide(ECFieldElement);
    public abstract ECFieldElement negate();
    public abstract ECFieldElement square();
    public abstract ECFieldElement invert();
    public abstract ECFieldElement sqrt();
    public int bitLength();
    public boolean isOne();
    public boolean isZero();
    public ECFieldElement multiplyMinusProduct(ECFieldElement, ECFieldElement, ECFieldElement);
    public ECFieldElement multiplyPlusProduct(ECFieldElement, ECFieldElement, ECFieldElement);
    public ECFieldElement squareMinusProduct(ECFieldElement, ECFieldElement);
    public ECFieldElement squarePlusProduct(ECFieldElement, ECFieldElement);
    public ECFieldElement squarePow(int);
    public boolean testBitZero();
    public String toString();
    public byte[] getEncoded();
}










org/bouncycastle/math/ec/ECLookupTable.class


package org.bouncycastle.math.ec;
public abstract interface ECLookupTable {
    public abstract int getSize();
    public abstract ECPoint lookup(int);
}










org/bouncycastle/math/ec/ECMultiplier.class


package org.bouncycastle.math.ec;
public abstract interface ECMultiplier {
    public abstract ECPoint multiply(ECPoint, java.math.BigInteger);
}










org/bouncycastle/math/ec/ECPoint$1.class


package org.bouncycastle.math.ec;
synchronized class ECPoint$1 implements PreCompCallback {
    void ECPoint$1(ECPoint, boolean);
    public PreCompInfo precompute(PreCompInfo);
}










org/bouncycastle/math/ec/ECPoint$AbstractF2m.class


package org.bouncycastle.math.ec;
public abstract synchronized class ECPoint$AbstractF2m extends ECPoint {
    protected void ECPoint$AbstractF2m(ECCurve, ECFieldElement, ECFieldElement);
    protected void ECPoint$AbstractF2m(ECCurve, ECFieldElement, ECFieldElement, ECFieldElement[]);
    protected boolean satisfiesCurveEquation();
    protected boolean satisfiesOrder();
    public ECPoint scaleX(ECFieldElement);
    public ECPoint scaleY(ECFieldElement);
    public ECPoint subtract(ECPoint);
    public ECPoint$AbstractF2m tau();
    public ECPoint$AbstractF2m tauPow(int);
}










org/bouncycastle/math/ec/ECPoint$AbstractFp.class


package org.bouncycastle.math.ec;
public abstract synchronized class ECPoint$AbstractFp extends ECPoint {
    protected void ECPoint$AbstractFp(ECCurve, ECFieldElement, ECFieldElement);
    protected void ECPoint$AbstractFp(ECCurve, ECFieldElement, ECFieldElement, ECFieldElement[]);
    protected boolean getCompressionYTilde();
    protected boolean satisfiesCurveEquation();
    public ECPoint subtract(ECPoint);
}










org/bouncycastle/math/ec/ECPoint$F2m.class


package org.bouncycastle.math.ec;
public synchronized class ECPoint$F2m extends ECPoint$AbstractF2m {
    public void ECPoint$F2m(ECCurve, ECFieldElement, ECFieldElement, boolean);
    void ECPoint$F2m(ECCurve, ECFieldElement, ECFieldElement, ECFieldElement[], boolean);
    protected ECPoint detach();
    public ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public ECPoint add(ECPoint);
    public ECPoint twice();
    public ECPoint twicePlus(ECPoint);
    public ECPoint negate();
}










org/bouncycastle/math/ec/ECPoint$Fp.class


package org.bouncycastle.math.ec;
public synchronized class ECPoint$Fp extends ECPoint$AbstractFp {
    public void ECPoint$Fp(ECCurve, ECFieldElement, ECFieldElement, boolean);
    void ECPoint$Fp(ECCurve, ECFieldElement, ECFieldElement, ECFieldElement[], boolean);
    protected ECPoint detach();
    public ECFieldElement getZCoord(int);
    public ECPoint add(ECPoint);
    public ECPoint twice();
    public ECPoint twicePlus(ECPoint);
    public ECPoint threeTimes();
    public ECPoint timesPow2(int);
    protected ECFieldElement two(ECFieldElement);
    protected ECFieldElement three(ECFieldElement);
    protected ECFieldElement four(ECFieldElement);
    protected ECFieldElement eight(ECFieldElement);
    protected ECFieldElement doubleProductFromSquares(ECFieldElement, ECFieldElement, ECFieldElement, ECFieldElement);
    public ECPoint negate();
    protected ECFieldElement calculateJacobianModifiedW(ECFieldElement, ECFieldElement);
    protected ECFieldElement getJacobianModifiedW();
    protected ECPoint$Fp twiceJacobianModified(boolean);
}










org/bouncycastle/math/ec/ECPoint.class


package org.bouncycastle.math.ec;
public abstract synchronized class ECPoint {
    protected static ECFieldElement[] EMPTY_ZS;
    protected ECCurve curve;
    protected ECFieldElement x;
    protected ECFieldElement y;
    protected ECFieldElement[] zs;
    protected boolean withCompression;
    protected java.util.Hashtable preCompTable;
    protected static ECFieldElement[] getInitialZCoords(ECCurve);
    protected void ECPoint(ECCurve, ECFieldElement, ECFieldElement);
    protected void ECPoint(ECCurve, ECFieldElement, ECFieldElement, ECFieldElement[]);
    protected abstract boolean satisfiesCurveEquation();
    protected boolean satisfiesOrder();
    public final ECPoint getDetachedPoint();
    public ECCurve getCurve();
    protected abstract ECPoint detach();
    protected int getCurveCoordinateSystem();
    public ECFieldElement getAffineXCoord();
    public ECFieldElement getAffineYCoord();
    public ECFieldElement getXCoord();
    public ECFieldElement getYCoord();
    public ECFieldElement getZCoord(int);
    public ECFieldElement[] getZCoords();
    public final ECFieldElement getRawXCoord();
    public final ECFieldElement getRawYCoord();
    protected final ECFieldElement[] getRawZCoords();
    protected void checkNormalized();
    public boolean isNormalized();
    public ECPoint normalize();
    ECPoint normalize(ECFieldElement);
    protected ECPoint createScaledPoint(ECFieldElement, ECFieldElement);
    public boolean isInfinity();
    public boolean isCompressed();
    public boolean isValid();
    boolean isValidPartial();
    boolean implIsValid(boolean);
    public ECPoint scaleX(ECFieldElement);
    public ECPoint scaleY(ECFieldElement);
    public boolean equals(ECPoint);
    public boolean equals(Object);
    public int hashCode();
    public String toString();
    public byte[] getEncoded();
    public byte[] getEncoded(boolean);
    protected abstract boolean getCompressionYTilde();
    public abstract ECPoint add(ECPoint);
    public abstract ECPoint negate();
    public abstract ECPoint subtract(ECPoint);
    public ECPoint timesPow2(int);
    public abstract ECPoint twice();
    public ECPoint twicePlus(ECPoint);
    public ECPoint threeTimes();
    public ECPoint multiply(java.math.BigInteger);
    static void <clinit>();
}










org/bouncycastle/math/ec/ECPointMap.class


package org.bouncycastle.math.ec;
public abstract interface ECPointMap {
    public abstract ECPoint map(ECPoint);
}










org/bouncycastle/math/ec/FixedPointCombMultiplier.class


package org.bouncycastle.math.ec;
public synchronized class FixedPointCombMultiplier extends AbstractECMultiplier {
    public void FixedPointCombMultiplier();
    protected ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
}










org/bouncycastle/math/ec/FixedPointPreCompInfo.class


package org.bouncycastle.math.ec;
public synchronized class FixedPointPreCompInfo implements PreCompInfo {
    protected ECPoint offset;
    protected ECLookupTable lookupTable;
    protected int width;
    public void FixedPointPreCompInfo();
    public ECLookupTable getLookupTable();
    public void setLookupTable(ECLookupTable);
    public ECPoint getOffset();
    public void setOffset(ECPoint);
    public int getWidth();
    public void setWidth(int);
}










org/bouncycastle/math/ec/FixedPointUtil$1.class


package org.bouncycastle.math.ec;
final synchronized class FixedPointUtil$1 implements PreCompCallback {
    void FixedPointUtil$1(ECCurve, ECPoint);
    public PreCompInfo precompute(PreCompInfo);
    private boolean checkExisting(FixedPointPreCompInfo, int);
    private boolean checkTable(ECLookupTable, int);
}










org/bouncycastle/math/ec/FixedPointUtil.class


package org.bouncycastle.math.ec;
public synchronized class FixedPointUtil {
    public static final String PRECOMP_NAME = bc_fixed_point;
    public void FixedPointUtil();
    public static int getCombSize(ECCurve);
    public static FixedPointPreCompInfo getFixedPointPreCompInfo(PreCompInfo);
    public static FixedPointPreCompInfo precompute(ECPoint);
}










org/bouncycastle/math/ec/GLVMultiplier.class


package org.bouncycastle.math.ec;
public synchronized class GLVMultiplier extends AbstractECMultiplier {
    protected final ECCurve curve;
    protected final endo.GLVEndomorphism glvEndomorphism;
    public void GLVMultiplier(ECCurve, endo.GLVEndomorphism);
    protected ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
}










org/bouncycastle/math/ec/LongArray.class


package org.bouncycastle.math.ec;
synchronized class LongArray implements Cloneable {
    private static final short[] INTERLEAVE2_TABLE;
    private static final int[] INTERLEAVE3_TABLE;
    private static final int[] INTERLEAVE4_TABLE;
    private static final int[] INTERLEAVE5_TABLE;
    private static final long[] INTERLEAVE7_TABLE;
    private static final String ZEROES = 0000000000000000000000000000000000000000000000000000000000000000;
    static final byte[] bitLengths;
    private long[] m_ints;
    public void LongArray(int);
    public void LongArray(long[]);
    public void LongArray(long[], int, int);
    public void LongArray(java.math.BigInteger);
    void copyTo(long[], int);
    public boolean isOne();
    public boolean isZero();
    public int getUsedLength();
    public int getUsedLengthFrom(int);
    public int degree();
    private int degreeFrom(int);
    private static int bitLength(long);
    private long[] resizedInts(int);
    public java.math.BigInteger toBigInteger();
    private static long shiftUp(long[], int, int, int);
    private static long shiftUp(long[], int, long[], int, int, int);
    public LongArray addOne();
    private void addShiftedByBitsSafe(LongArray, int, int);
    private static long addShiftedUp(long[], int, long[], int, int, int);
    private static long addShiftedDown(long[], int, long[], int, int, int);
    public void addShiftedByWords(LongArray, int);
    private static void add(long[], int, long[], int, int);
    private static void add(long[], int, long[], int, long[], int, int);
    private static void addBoth(long[], int, long[], int, long[], int, int);
    private static void distribute(long[], int, int, int, int);
    public int getLength();
    private static void flipWord(long[], int, int, long);
    public boolean testBitZero();
    private static boolean testBit(long[], int, int);
    private static void flipBit(long[], int, int);
    private static void multiplyWord(long, long[], int, long[], int);
    public LongArray modMultiplyLD(LongArray, int, int[]);
    public LongArray modMultiply(LongArray, int, int[]);
    public LongArray modMultiplyAlt(LongArray, int, int[]);
    public LongArray modReduce(int, int[]);
    public LongArray multiply(LongArray, int, int[]);
    public void reduce(int, int[]);
    private static LongArray reduceResult(long[], int, int, int, int[]);
    private static int reduceInPlace(long[], int, int, int, int[]);
    private static void reduceBitWise(long[], int, int, int, int[]);
    private static void reduceBit(long[], int, int, int, int[]);
    private static void reduceWordWise(long[], int, int, int, int, int[]);
    private static void reduceWord(long[], int, int, long, int, int[]);
    private static void reduceVectorWise(long[], int, int, int, int, int[]);
    private static void flipVector(long[], int, long[], int, int, int);
    public LongArray modSquare(int, int[]);
    public LongArray modSquareN(int, int, int[]);
    public LongArray square(int, int[]);
    private static void squareInPlace(long[], int, int, int[]);
    private static void interleave(long[], int, long[], int, int, int);
    private static void interleave3(long[], int, long[], int, int);
    private static long interleave3(long);
    private static long interleave3_21to63(int);
    private static void interleave5(long[], int, long[], int, int);
    private static long interleave5(long);
    private static long interleave3_13to65(int);
    private static void interleave7(long[], int, long[], int, int);
    private static long interleave7(long);
    private static void interleave2_n(long[], int, long[], int, int, int);
    private static long interleave2_n(long, int);
    private static long interleave4_16to64(int);
    private static long interleave2_32to64(int);
    public LongArray modInverse(int, int[]);
    public boolean equals(Object);
    public int hashCode();
    public Object clone();
    public String toString();
    static void <clinit>();
}










org/bouncycastle/math/ec/MixedNafR2LMultiplier.class


package org.bouncycastle.math.ec;
public synchronized class MixedNafR2LMultiplier extends AbstractECMultiplier {
    protected int additionCoord;
    protected int doublingCoord;
    public void MixedNafR2LMultiplier();
    public void MixedNafR2LMultiplier(int, int);
    protected ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
    protected ECCurve configureCurve(ECCurve, int);
}










org/bouncycastle/math/ec/MontgomeryLadderMultiplier.class


package org.bouncycastle.math.ec;
public synchronized class MontgomeryLadderMultiplier extends AbstractECMultiplier {
    public void MontgomeryLadderMultiplier();
    protected ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
}










org/bouncycastle/math/ec/NafL2RMultiplier.class


package org.bouncycastle.math.ec;
public synchronized class NafL2RMultiplier extends AbstractECMultiplier {
    public void NafL2RMultiplier();
    protected ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
}










org/bouncycastle/math/ec/NafR2LMultiplier.class


package org.bouncycastle.math.ec;
public synchronized class NafR2LMultiplier extends AbstractECMultiplier {
    public void NafR2LMultiplier();
    protected ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
}










org/bouncycastle/math/ec/PreCompCallback.class


package org.bouncycastle.math.ec;
public abstract interface PreCompCallback {
    public abstract PreCompInfo precompute(PreCompInfo);
}










org/bouncycastle/math/ec/PreCompInfo.class


package org.bouncycastle.math.ec;
public abstract interface PreCompInfo {
}










org/bouncycastle/math/ec/ReferenceMultiplier.class


package org.bouncycastle.math.ec;
public synchronized class ReferenceMultiplier extends AbstractECMultiplier {
    public void ReferenceMultiplier();
    protected ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
}










org/bouncycastle/math/ec/ScaleXPointMap.class


package org.bouncycastle.math.ec;
public synchronized class ScaleXPointMap implements ECPointMap {
    protected final ECFieldElement scale;
    public void ScaleXPointMap(ECFieldElement);
    public ECPoint map(ECPoint);
}










org/bouncycastle/math/ec/ScaleYPointMap.class


package org.bouncycastle.math.ec;
public synchronized class ScaleYPointMap implements ECPointMap {
    protected final ECFieldElement scale;
    public void ScaleYPointMap(ECFieldElement);
    public ECPoint map(ECPoint);
}










org/bouncycastle/math/ec/SimpleBigDecimal.class


package org.bouncycastle.math.ec;
synchronized class SimpleBigDecimal {
    private static final long serialVersionUID = 1;
    private final java.math.BigInteger bigInt;
    private final int scale;
    public static SimpleBigDecimal getInstance(java.math.BigInteger, int);
    public void SimpleBigDecimal(java.math.BigInteger, int);
    private void checkScale(SimpleBigDecimal);
    public SimpleBigDecimal adjustScale(int);
    public SimpleBigDecimal add(SimpleBigDecimal);
    public SimpleBigDecimal add(java.math.BigInteger);
    public SimpleBigDecimal negate();
    public SimpleBigDecimal subtract(SimpleBigDecimal);
    public SimpleBigDecimal subtract(java.math.BigInteger);
    public SimpleBigDecimal multiply(SimpleBigDecimal);
    public SimpleBigDecimal multiply(java.math.BigInteger);
    public SimpleBigDecimal divide(SimpleBigDecimal);
    public SimpleBigDecimal divide(java.math.BigInteger);
    public SimpleBigDecimal shiftLeft(int);
    public int compareTo(SimpleBigDecimal);
    public int compareTo(java.math.BigInteger);
    public java.math.BigInteger floor();
    public java.math.BigInteger round();
    public int intValue();
    public long longValue();
    public int getScale();
    public String toString();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/SimpleLookupTable.class


package org.bouncycastle.math.ec;
public synchronized class SimpleLookupTable implements ECLookupTable {
    private final ECPoint[] points;
    private static ECPoint[] copy(ECPoint[], int, int);
    public void SimpleLookupTable(ECPoint[], int, int);
    public int getSize();
    public ECPoint lookup(int);
}










org/bouncycastle/math/ec/Tnaf.class


package org.bouncycastle.math.ec;
synchronized class Tnaf {
    private static final java.math.BigInteger MINUS_ONE;
    private static final java.math.BigInteger MINUS_TWO;
    private static final java.math.BigInteger MINUS_THREE;
    public static final byte WIDTH = 4;
    public static final byte POW_2_WIDTH = 16;
    public static final ZTauElement[] alpha0;
    public static final byte[][] alpha0Tnaf;
    public static final ZTauElement[] alpha1;
    public static final byte[][] alpha1Tnaf;
    void Tnaf();
    public static java.math.BigInteger norm(byte, ZTauElement);
    public static SimpleBigDecimal norm(byte, SimpleBigDecimal, SimpleBigDecimal);
    public static ZTauElement round(SimpleBigDecimal, SimpleBigDecimal, byte);
    public static SimpleBigDecimal approximateDivisionByN(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, byte, int, int);
    public static byte[] tauAdicNaf(byte, ZTauElement);
    public static ECPoint$AbstractF2m tau(ECPoint$AbstractF2m);
    public static byte getMu(ECCurve$AbstractF2m);
    public static byte getMu(ECFieldElement);
    public static byte getMu(int);
    public static java.math.BigInteger[] getLucas(byte, int, boolean);
    public static java.math.BigInteger getTw(byte, int);
    public static java.math.BigInteger[] getSi(ECCurve$AbstractF2m);
    public static java.math.BigInteger[] getSi(int, int, java.math.BigInteger);
    protected static int getShiftsForCofactor(java.math.BigInteger);
    public static ZTauElement partModReduction(java.math.BigInteger, int, byte, java.math.BigInteger[], byte, byte);
    public static ECPoint$AbstractF2m multiplyRTnaf(ECPoint$AbstractF2m, java.math.BigInteger);
    public static ECPoint$AbstractF2m multiplyTnaf(ECPoint$AbstractF2m, ZTauElement);
    public static ECPoint$AbstractF2m multiplyFromTnaf(ECPoint$AbstractF2m, byte[]);
    public static byte[] tauAdicWNaf(byte, ZTauElement, byte, java.math.BigInteger, java.math.BigInteger, ZTauElement[]);
    public static ECPoint$AbstractF2m[] getPreComp(ECPoint$AbstractF2m, byte);
    static void <clinit>();
}










org/bouncycastle/math/ec/ValidityPrecompInfo.class


package org.bouncycastle.math.ec;
synchronized class ValidityPrecompInfo implements PreCompInfo {
    static final String PRECOMP_NAME = bc_validity;
    private boolean failed;
    private boolean curveEquationPassed;
    private boolean orderPassed;
    void ValidityPrecompInfo();
    boolean hasFailed();
    void reportFailed();
    boolean hasCurveEquationPassed();
    void reportCurveEquationPassed();
    boolean hasOrderPassed();
    void reportOrderPassed();
}










org/bouncycastle/math/ec/WNafL2RMultiplier.class


package org.bouncycastle.math.ec;
public synchronized class WNafL2RMultiplier extends AbstractECMultiplier {
    public void WNafL2RMultiplier();
    protected ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
    protected int getWindowSize(int);
}










org/bouncycastle/math/ec/WNafPreCompInfo.class


package org.bouncycastle.math.ec;
public synchronized class WNafPreCompInfo implements PreCompInfo {
    protected ECPoint[] preComp;
    protected ECPoint[] preCompNeg;
    protected ECPoint twice;
    public void WNafPreCompInfo();
    public ECPoint[] getPreComp();
    public void setPreComp(ECPoint[]);
    public ECPoint[] getPreCompNeg();
    public void setPreCompNeg(ECPoint[]);
    public ECPoint getTwice();
    public void setTwice(ECPoint);
}










org/bouncycastle/math/ec/WNafUtil$1.class


package org.bouncycastle.math.ec;
final synchronized class WNafUtil$1 implements PreCompCallback {
    void WNafUtil$1(WNafPreCompInfo, ECPointMap, boolean);
    public PreCompInfo precompute(PreCompInfo);
}










org/bouncycastle/math/ec/WNafUtil$2.class


package org.bouncycastle.math.ec;
final synchronized class WNafUtil$2 implements PreCompCallback {
    void WNafUtil$2(int, boolean, ECPoint, ECCurve);
    public PreCompInfo precompute(PreCompInfo);
    private boolean checkExisting(WNafPreCompInfo, int, boolean);
    private boolean checkTable(ECPoint[], int);
}










org/bouncycastle/math/ec/WNafUtil.class


package org.bouncycastle.math.ec;
public abstract synchronized class WNafUtil {
    public static final String PRECOMP_NAME = bc_wnaf;
    private static final int[] DEFAULT_WINDOW_SIZE_CUTOFFS;
    private static final byte[] EMPTY_BYTES;
    private static final int[] EMPTY_INTS;
    private static final ECPoint[] EMPTY_POINTS;
    public void WNafUtil();
    public static int[] generateCompactNaf(java.math.BigInteger);
    public static int[] generateCompactWindowNaf(int, java.math.BigInteger);
    public static byte[] generateJSF(java.math.BigInteger, java.math.BigInteger);
    public static byte[] generateNaf(java.math.BigInteger);
    public static byte[] generateWindowNaf(int, java.math.BigInteger);
    public static int getNafWeight(java.math.BigInteger);
    public static WNafPreCompInfo getWNafPreCompInfo(ECPoint);
    public static WNafPreCompInfo getWNafPreCompInfo(PreCompInfo);
    public static int getWindowSize(int);
    public static int getWindowSize(int, int[]);
    public static ECPoint mapPointWithPrecomp(ECPoint, int, boolean, ECPointMap);
    public static WNafPreCompInfo precompute(ECPoint, int, boolean);
    private static byte[] trim(byte[], int);
    private static int[] trim(int[], int);
    private static ECPoint[] resizeTable(ECPoint[], int);
    static void <clinit>();
}










org/bouncycastle/math/ec/WTauNafMultiplier$1.class


package org.bouncycastle.math.ec;
final synchronized class WTauNafMultiplier$1 implements PreCompCallback {
    void WTauNafMultiplier$1(ECPoint$AbstractF2m, byte);
    public PreCompInfo precompute(PreCompInfo);
}










org/bouncycastle/math/ec/WTauNafMultiplier.class


package org.bouncycastle.math.ec;
public synchronized class WTauNafMultiplier extends AbstractECMultiplier {
    static final String PRECOMP_NAME = bc_wtnaf;
    public void WTauNafMultiplier();
    protected ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
    private ECPoint$AbstractF2m multiplyWTnaf(ECPoint$AbstractF2m, ZTauElement, byte, byte);
    private static ECPoint$AbstractF2m multiplyFromWTnaf(ECPoint$AbstractF2m, byte[]);
}










org/bouncycastle/math/ec/WTauNafPreCompInfo.class


package org.bouncycastle.math.ec;
public synchronized class WTauNafPreCompInfo implements PreCompInfo {
    protected ECPoint$AbstractF2m[] preComp;
    public void WTauNafPreCompInfo();
    public ECPoint$AbstractF2m[] getPreComp();
    public void setPreComp(ECPoint$AbstractF2m[]);
}










org/bouncycastle/math/ec/ZSignedDigitL2RMultiplier.class


package org.bouncycastle.math.ec;
public synchronized class ZSignedDigitL2RMultiplier extends AbstractECMultiplier {
    public void ZSignedDigitL2RMultiplier();
    protected ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
}










org/bouncycastle/math/ec/ZSignedDigitR2LMultiplier.class


package org.bouncycastle.math.ec;
public synchronized class ZSignedDigitR2LMultiplier extends AbstractECMultiplier {
    public void ZSignedDigitR2LMultiplier();
    protected ECPoint multiplyPositive(ECPoint, java.math.BigInteger);
}










org/bouncycastle/math/ec/ZTauElement.class


package org.bouncycastle.math.ec;
synchronized class ZTauElement {
    public final java.math.BigInteger u;
    public final java.math.BigInteger v;
    public void ZTauElement(java.math.BigInteger, java.math.BigInteger);
}










org/bouncycastle/math/ec/custom/djb/Curve25519$1.class


package org.bouncycastle.math.ec.custom.djb;
synchronized class Curve25519$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void Curve25519$1(Curve25519, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/djb/Curve25519.class


package org.bouncycastle.math.ec.custom.djb;
public synchronized class Curve25519 extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int Curve25519_DEFAULT_COORDS = 4;
    protected Curve25519Point infinity;
    public void Curve25519();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/djb/Curve25519Field.class


package org.bouncycastle.math.ec.custom.djb;
public synchronized class Curve25519Field {
    private static final long M = 4294967295;
    static final int[] P;
    private static final int P7 = 2147483647;
    private static final int[] PExt;
    private static final int PInv = 19;
    public void Curve25519Field();
    public static void add(int[], int[], int[]);
    public static void addExt(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void multiplyAddToExt(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce27(int, int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void subtractExt(int[], int[], int[]);
    public static void twice(int[], int[]);
    private static int addPTo(int[]);
    private static int addPExtTo(int[]);
    private static int subPFrom(int[]);
    private static int subPExtFrom(int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/djb/Curve25519FieldElement.class


package org.bouncycastle.math.ec.custom.djb;
public synchronized class Curve25519FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    private static final int[] PRECOMP_POW2;
    protected int[] x;
    public void Curve25519FieldElement(java.math.BigInteger);
    public void Curve25519FieldElement();
    protected void Curve25519FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/djb/Curve25519Point.class


package org.bouncycastle.math.ec.custom.djb;
public synchronized class Curve25519Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void Curve25519Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void Curve25519Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void Curve25519Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getZCoord(int);
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
    protected Curve25519FieldElement calculateJacobianModifiedW(Curve25519FieldElement, int[]);
    protected Curve25519FieldElement getJacobianModifiedW();
    protected Curve25519Point twiceJacobianModified(boolean);
}










org/bouncycastle/math/ec/custom/gm/SM2P256V1Curve$1.class


package org.bouncycastle.math.ec.custom.gm;
synchronized class SM2P256V1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SM2P256V1Curve$1(SM2P256V1Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/gm/SM2P256V1Curve.class


package org.bouncycastle.math.ec.custom.gm;
public synchronized class SM2P256V1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SM2P256V1_DEFAULT_COORDS = 2;
    protected SM2P256V1Point infinity;
    public void SM2P256V1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/gm/SM2P256V1Field.class


package org.bouncycastle.math.ec.custom.gm;
public synchronized class SM2P256V1Field {
    private static final long M = 4294967295;
    static final int[] P;
    static final int[] PExt;
    private static final int P7s1 = 2147483647;
    private static final int PExt15s1 = 2147483647;
    public void SM2P256V1Field();
    public static void add(int[], int[], int[]);
    public static void addExt(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void multiplyAddToExt(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce32(int, int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void subtractExt(int[], int[], int[]);
    public static void twice(int[], int[]);
    private static void addPInvTo(int[]);
    private static void subPInvFrom(int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/gm/SM2P256V1FieldElement.class


package org.bouncycastle.math.ec.custom.gm;
public synchronized class SM2P256V1FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    protected int[] x;
    public void SM2P256V1FieldElement(java.math.BigInteger);
    public void SM2P256V1FieldElement();
    protected void SM2P256V1FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/gm/SM2P256V1Point.class


package org.bouncycastle.math.ec.custom.gm;
public synchronized class SM2P256V1Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SM2P256V1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SM2P256V1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SM2P256V1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecP128R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecP128R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecP128R1Curve$1(SecP128R1Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecP128R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP128R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SecP128R1_DEFAULT_COORDS = 2;
    protected SecP128R1Point infinity;
    public void SecP128R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP128R1Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP128R1Field {
    private static final long M = 4294967295;
    static final int[] P;
    static final int[] PExt;
    private static final int[] PExtInv;
    private static final int P3s1 = 2147483646;
    private static final int PExt7s1 = 2147483646;
    public void SecP128R1Field();
    public static void add(int[], int[], int[]);
    public static void addExt(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void multiplyAddToExt(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce32(int, int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void subtractExt(int[], int[], int[]);
    public static void twice(int[], int[]);
    private static void addPInvTo(int[]);
    private static void subPInvFrom(int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP128R1FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP128R1FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    protected int[] x;
    public void SecP128R1FieldElement(java.math.BigInteger);
    public void SecP128R1FieldElement();
    protected void SecP128R1FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP128R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP128R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SecP128R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecP128R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecP128R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecP160K1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecP160K1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecP160K1Curve$1(SecP160K1Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecP160K1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP160K1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SECP160K1_DEFAULT_COORDS = 2;
    protected SecP160K1Point infinity;
    public void SecP160K1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP160K1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP160K1Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SecP160K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecP160K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecP160K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecP160R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecP160R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecP160R1Curve$1(SecP160R1Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecP160R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP160R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SecP160R1_DEFAULT_COORDS = 2;
    protected SecP160R1Point infinity;
    public void SecP160R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP160R1Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP160R1Field {
    private static final long M = 4294967295;
    static final int[] P;
    static final int[] PExt;
    private static final int[] PExtInv;
    private static final int P4 = -1;
    private static final int PExt9 = -1;
    private static final int PInv = -2147483647;
    public void SecP160R1Field();
    public static void add(int[], int[], int[]);
    public static void addExt(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void multiplyAddToExt(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce32(int, int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void subtractExt(int[], int[], int[]);
    public static void twice(int[], int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP160R1FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP160R1FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    protected int[] x;
    public void SecP160R1FieldElement(java.math.BigInteger);
    public void SecP160R1FieldElement();
    protected void SecP160R1FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP160R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP160R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SecP160R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecP160R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecP160R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecP160R2Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecP160R2Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecP160R2Curve$1(SecP160R2Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecP160R2Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP160R2Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SecP160R2_DEFAULT_COORDS = 2;
    protected SecP160R2Point infinity;
    public void SecP160R2Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP160R2Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP160R2Field {
    static final int[] P;
    static final int[] PExt;
    private static final int[] PExtInv;
    private static final int P4 = -1;
    private static final int PExt9 = -1;
    private static final int PInv33 = 21389;
    public void SecP160R2Field();
    public static void add(int[], int[], int[]);
    public static void addExt(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void multiplyAddToExt(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce32(int, int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void subtractExt(int[], int[], int[]);
    public static void twice(int[], int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP160R2FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP160R2FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    protected int[] x;
    public void SecP160R2FieldElement(java.math.BigInteger);
    public void SecP160R2FieldElement();
    protected void SecP160R2FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP160R2Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP160R2Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SecP160R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecP160R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecP160R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecP192K1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecP192K1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecP192K1Curve$1(SecP192K1Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecP192K1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP192K1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SecP192K1_DEFAULT_COORDS = 2;
    protected SecP192K1Point infinity;
    public void SecP192K1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP192K1Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP192K1Field {
    static final int[] P;
    static final int[] PExt;
    private static final int[] PExtInv;
    private static final int P5 = -1;
    private static final int PExt11 = -1;
    private static final int PInv33 = 4553;
    public void SecP192K1Field();
    public static void add(int[], int[], int[]);
    public static void addExt(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void multiplyAddToExt(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce32(int, int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void subtractExt(int[], int[], int[]);
    public static void twice(int[], int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP192K1FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP192K1FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    protected int[] x;
    public void SecP192K1FieldElement(java.math.BigInteger);
    public void SecP192K1FieldElement();
    protected void SecP192K1FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP192K1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP192K1Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SecP192K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecP192K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecP192K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecP192R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecP192R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecP192R1Curve$1(SecP192R1Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecP192R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP192R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SecP192R1_DEFAULT_COORDS = 2;
    protected SecP192R1Point infinity;
    public void SecP192R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP192R1Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP192R1Field {
    private static final long M = 4294967295;
    static final int[] P;
    static final int[] PExt;
    private static final int[] PExtInv;
    private static final int P5 = -1;
    private static final int PExt11 = -1;
    public void SecP192R1Field();
    public static void add(int[], int[], int[]);
    public static void addExt(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void multiplyAddToExt(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce32(int, int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void subtractExt(int[], int[], int[]);
    public static void twice(int[], int[]);
    private static void addPInvTo(int[]);
    private static void subPInvFrom(int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP192R1FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP192R1FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    protected int[] x;
    public void SecP192R1FieldElement(java.math.BigInteger);
    public void SecP192R1FieldElement();
    protected void SecP192R1FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP192R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP192R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SecP192R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecP192R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecP192R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecP224K1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecP224K1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecP224K1Curve$1(SecP224K1Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecP224K1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP224K1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SECP224K1_DEFAULT_COORDS = 2;
    protected SecP224K1Point infinity;
    public void SecP224K1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP224K1Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP224K1Field {
    static final int[] P;
    static final int[] PExt;
    private static final int[] PExtInv;
    private static final int P6 = -1;
    private static final int PExt13 = -1;
    private static final int PInv33 = 6803;
    public void SecP224K1Field();
    public static void add(int[], int[], int[]);
    public static void addExt(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void multiplyAddToExt(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce32(int, int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void subtractExt(int[], int[], int[]);
    public static void twice(int[], int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP224K1FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP224K1FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    private static final int[] PRECOMP_POW2;
    protected int[] x;
    public void SecP224K1FieldElement(java.math.BigInteger);
    public void SecP224K1FieldElement();
    protected void SecP224K1FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP224K1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP224K1Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SecP224K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecP224K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecP224K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecP224R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecP224R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecP224R1Curve$1(SecP224R1Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecP224R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP224R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SecP224R1_DEFAULT_COORDS = 2;
    protected SecP224R1Point infinity;
    public void SecP224R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP224R1Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP224R1Field {
    private static final long M = 4294967295;
    static final int[] P;
    static final int[] PExt;
    private static final int[] PExtInv;
    private static final int P6 = -1;
    private static final int PExt13 = -1;
    public void SecP224R1Field();
    public static void add(int[], int[], int[]);
    public static void addExt(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void multiplyAddToExt(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce32(int, int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void subtractExt(int[], int[], int[]);
    public static void twice(int[], int[]);
    private static void addPInvTo(int[]);
    private static void subPInvFrom(int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP224R1FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP224R1FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    protected int[] x;
    public void SecP224R1FieldElement(java.math.BigInteger);
    public void SecP224R1FieldElement();
    protected void SecP224R1FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    private static boolean isSquare(int[]);
    private static void RM(int[], int[], int[], int[], int[], int[], int[]);
    private static void RP(int[], int[], int[], int[], int[]);
    private static void RS(int[], int[], int[], int[]);
    private static boolean trySqrt(int[], int[], int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP224R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP224R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SecP224R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecP224R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecP224R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecP256K1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecP256K1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecP256K1Curve$1(SecP256K1Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecP256K1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP256K1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SECP256K1_DEFAULT_COORDS = 2;
    protected SecP256K1Point infinity;
    public void SecP256K1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP256K1Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP256K1Field {
    static final int[] P;
    static final int[] PExt;
    private static final int[] PExtInv;
    private static final int P7 = -1;
    private static final int PExt15 = -1;
    private static final int PInv33 = 977;
    public void SecP256K1Field();
    public static void add(int[], int[], int[]);
    public static void addExt(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void multiplyAddToExt(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce32(int, int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void subtractExt(int[], int[], int[]);
    public static void twice(int[], int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP256K1FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP256K1FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    protected int[] x;
    public void SecP256K1FieldElement(java.math.BigInteger);
    public void SecP256K1FieldElement();
    protected void SecP256K1FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP256K1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP256K1Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SecP256K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecP256K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecP256K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecP256R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecP256R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecP256R1Curve$1(SecP256R1Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecP256R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP256R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SecP256R1_DEFAULT_COORDS = 2;
    protected SecP256R1Point infinity;
    public void SecP256R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP256R1Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP256R1Field {
    private static final long M = 4294967295;
    static final int[] P;
    static final int[] PExt;
    private static final int P7 = -1;
    private static final int PExt15s1 = 2147483647;
    public void SecP256R1Field();
    public static void add(int[], int[], int[]);
    public static void addExt(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void multiplyAddToExt(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce32(int, int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void subtractExt(int[], int[], int[]);
    public static void twice(int[], int[]);
    private static void addPInvTo(int[]);
    private static void subPInvFrom(int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP256R1FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP256R1FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    protected int[] x;
    public void SecP256R1FieldElement(java.math.BigInteger);
    public void SecP256R1FieldElement();
    protected void SecP256R1FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP256R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP256R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SecP256R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecP256R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecP256R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecP384R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecP384R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecP384R1Curve$1(SecP384R1Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecP384R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP384R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SecP384R1_DEFAULT_COORDS = 2;
    protected SecP384R1Point infinity;
    public void SecP384R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP384R1Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP384R1Field {
    private static final long M = 4294967295;
    static final int[] P;
    static final int[] PExt;
    private static final int[] PExtInv;
    private static final int P11 = -1;
    private static final int PExt23 = -1;
    public void SecP384R1Field();
    public static void add(int[], int[], int[]);
    public static void addExt(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce32(int, int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void subtractExt(int[], int[], int[]);
    public static void twice(int[], int[]);
    private static void addPInvTo(int[]);
    private static void subPInvFrom(int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP384R1FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP384R1FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    protected int[] x;
    public void SecP384R1FieldElement(java.math.BigInteger);
    public void SecP384R1FieldElement();
    protected void SecP384R1FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP384R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP384R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SecP384R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecP384R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecP384R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecP521R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecP521R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecP521R1Curve$1(SecP521R1Curve, int, int[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecP521R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP521R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractFp {
    public static final java.math.BigInteger q;
    private static final int SecP521R1_DEFAULT_COORDS = 2;
    protected SecP521R1Point infinity;
    public void SecP521R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP521R1Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP521R1Field {
    static final int[] P;
    private static final int P16 = 511;
    public void SecP521R1Field();
    public static void add(int[], int[], int[]);
    public static void addOne(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static void half(int[], int[]);
    public static void multiply(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void reduce(int[], int[]);
    public static void reduce23(int[]);
    public static void square(int[], int[]);
    public static void squareN(int[], int, int[]);
    public static void subtract(int[], int[], int[]);
    public static void twice(int[], int[]);
    protected static void implMultiply(int[], int[], int[]);
    protected static void implSquare(int[], int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP521R1FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP521R1FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractFp {
    public static final java.math.BigInteger Q;
    protected int[] x;
    public void SecP521R1FieldElement(java.math.BigInteger);
    public void SecP521R1FieldElement();
    protected void SecP521R1FieldElement(int[]);
    public boolean isZero();
    public boolean isOne();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecP521R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecP521R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractFp {
    public void SecP521R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecP521R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecP521R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint threeTimes();
    protected org.bouncycastle.math.ec.ECFieldElement two(org.bouncycastle.math.ec.ECFieldElement);
    protected org.bouncycastle.math.ec.ECFieldElement three(org.bouncycastle.math.ec.ECFieldElement);
    protected org.bouncycastle.math.ec.ECFieldElement four(org.bouncycastle.math.ec.ECFieldElement);
    protected org.bouncycastle.math.ec.ECFieldElement eight(org.bouncycastle.math.ec.ECFieldElement);
    protected org.bouncycastle.math.ec.ECFieldElement doubleProductFromSquares(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT113Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT113Field {
    private static final long M49 = 562949953421311;
    private static final long M57 = 144115188075855871;
    public void SecT113Field();
    public static void add(long[], long[], long[]);
    public static void addExt(long[], long[], long[]);
    public static void addOne(long[], long[]);
    public static long[] fromBigInteger(java.math.BigInteger);
    public static void invert(long[], long[]);
    public static void multiply(long[], long[], long[]);
    public static void multiplyAddToExt(long[], long[], long[]);
    public static void reduce(long[], long[]);
    public static void reduce15(long[], int);
    public static void sqrt(long[], long[]);
    public static void square(long[], long[]);
    public static void squareAddToExt(long[], long[]);
    public static void squareN(long[], int, long[]);
    public static int trace(long[]);
    protected static void implMultiply(long[], long[], long[]);
    protected static void implMulw(long, long, long[], int);
    protected static void implSquare(long[], long[]);
}










org/bouncycastle/math/ec/custom/sec/SecT113FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT113FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractF2m {
    protected long[] x;
    public void SecT113FieldElement(java.math.BigInteger);
    public void SecT113FieldElement();
    protected void SecT113FieldElement(long[]);
    public boolean isOne();
    public boolean isZero();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyPlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement squareMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePow(int);
    public int trace();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public int getRepresentation();
    public int getM();
    public int getK1();
    public int getK2();
    public int getK3();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/custom/sec/SecT113R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT113R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT113R1Curve$1(SecT113R1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT113R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT113R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT113R1_DEFAULT_COORDS = 6;
    protected SecT113R1Point infinity;
    public void SecT113R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT113R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT113R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT113R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT113R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT113R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT113R2Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT113R2Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT113R2Curve$1(SecT113R2Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT113R2Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT113R2Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT113R2_DEFAULT_COORDS = 6;
    protected SecT113R2Point infinity;
    public void SecT113R2Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT113R2Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT113R2Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT113R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT113R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT113R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT131Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT131Field {
    private static final long M03 = 7;
    private static final long M44 = 17592186044415;
    private static final long[] ROOT_Z;
    public void SecT131Field();
    public static void add(long[], long[], long[]);
    public static void addExt(long[], long[], long[]);
    public static void addOne(long[], long[]);
    public static long[] fromBigInteger(java.math.BigInteger);
    public static void invert(long[], long[]);
    public static void multiply(long[], long[], long[]);
    public static void multiplyAddToExt(long[], long[], long[]);
    public static void reduce(long[], long[]);
    public static void reduce61(long[], int);
    public static void sqrt(long[], long[]);
    public static void square(long[], long[]);
    public static void squareAddToExt(long[], long[]);
    public static void squareN(long[], int, long[]);
    public static int trace(long[]);
    protected static void implCompactExt(long[]);
    protected static void implMultiply(long[], long[], long[]);
    protected static void implMulw(long, long, long[], int);
    protected static void implSquare(long[], long[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecT131FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT131FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractF2m {
    protected long[] x;
    public void SecT131FieldElement(java.math.BigInteger);
    public void SecT131FieldElement();
    protected void SecT131FieldElement(long[]);
    public boolean isOne();
    public boolean isZero();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyPlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement squareMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePow(int);
    public int trace();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public int getRepresentation();
    public int getM();
    public int getK1();
    public int getK2();
    public int getK3();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/custom/sec/SecT131R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT131R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT131R1Curve$1(SecT131R1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT131R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT131R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT131R1_DEFAULT_COORDS = 6;
    protected SecT131R1Point infinity;
    public void SecT131R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT131R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT131R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT131R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT131R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT131R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT131R2Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT131R2Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT131R2Curve$1(SecT131R2Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT131R2Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT131R2Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT131R2_DEFAULT_COORDS = 6;
    protected SecT131R2Point infinity;
    public void SecT131R2Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT131R2Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT131R2Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT131R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT131R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT131R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT163Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT163Field {
    private static final long M35 = 34359738367;
    private static final long M55 = 36028797018963967;
    private static final long[] ROOT_Z;
    public void SecT163Field();
    public static void add(long[], long[], long[]);
    public static void addExt(long[], long[], long[]);
    public static void addOne(long[], long[]);
    public static long[] fromBigInteger(java.math.BigInteger);
    public static void invert(long[], long[]);
    public static void multiply(long[], long[], long[]);
    public static void multiplyAddToExt(long[], long[], long[]);
    public static void reduce(long[], long[]);
    public static void reduce29(long[], int);
    public static void sqrt(long[], long[]);
    public static void square(long[], long[]);
    public static void squareAddToExt(long[], long[]);
    public static void squareN(long[], int, long[]);
    public static int trace(long[]);
    protected static void implCompactExt(long[]);
    protected static void implMultiply(long[], long[], long[]);
    protected static void implMulw(long, long, long[], int);
    protected static void implSquare(long[], long[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecT163FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT163FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractF2m {
    protected long[] x;
    public void SecT163FieldElement(java.math.BigInteger);
    public void SecT163FieldElement();
    protected void SecT163FieldElement(long[]);
    public boolean isOne();
    public boolean isZero();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyPlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement squareMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePow(int);
    public int trace();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public int getRepresentation();
    public int getM();
    public int getK1();
    public int getK2();
    public int getK3();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/custom/sec/SecT163K1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT163K1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT163K1Curve$1(SecT163K1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT163K1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT163K1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT163K1_DEFAULT_COORDS = 6;
    protected SecT163K1Point infinity;
    public void SecT163K1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    protected org.bouncycastle.math.ec.ECMultiplier createDefaultMultiplier();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT163K1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT163K1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT163K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT163K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT163K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT163R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT163R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT163R1Curve$1(SecT163R1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT163R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT163R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT163R1_DEFAULT_COORDS = 6;
    protected SecT163R1Point infinity;
    public void SecT163R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT163R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT163R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT163R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT163R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT163R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT163R2Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT163R2Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT163R2Curve$1(SecT163R2Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT163R2Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT163R2Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT163R2_DEFAULT_COORDS = 6;
    protected SecT163R2Point infinity;
    public void SecT163R2Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT163R2Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT163R2Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT163R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT163R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT163R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT193Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT193Field {
    private static final long M01 = 1;
    private static final long M49 = 562949953421311;
    public void SecT193Field();
    public static void add(long[], long[], long[]);
    public static void addExt(long[], long[], long[]);
    public static void addOne(long[], long[]);
    public static long[] fromBigInteger(java.math.BigInteger);
    public static void invert(long[], long[]);
    public static void multiply(long[], long[], long[]);
    public static void multiplyAddToExt(long[], long[], long[]);
    public static void reduce(long[], long[]);
    public static void reduce63(long[], int);
    public static void sqrt(long[], long[]);
    public static void square(long[], long[]);
    public static void squareAddToExt(long[], long[]);
    public static void squareN(long[], int, long[]);
    public static int trace(long[]);
    protected static void implCompactExt(long[]);
    protected static void implExpand(long[], long[]);
    protected static void implMultiply(long[], long[], long[]);
    protected static void implMulwAcc(long, long, long[], int);
    protected static void implSquare(long[], long[]);
}










org/bouncycastle/math/ec/custom/sec/SecT193FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT193FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractF2m {
    protected long[] x;
    public void SecT193FieldElement(java.math.BigInteger);
    public void SecT193FieldElement();
    protected void SecT193FieldElement(long[]);
    public boolean isOne();
    public boolean isZero();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyPlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement squareMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePow(int);
    public int trace();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public int getRepresentation();
    public int getM();
    public int getK1();
    public int getK2();
    public int getK3();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/custom/sec/SecT193R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT193R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT193R1Curve$1(SecT193R1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT193R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT193R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT193R1_DEFAULT_COORDS = 6;
    protected SecT193R1Point infinity;
    public void SecT193R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT193R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT193R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT193R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT193R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT193R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT193R2Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT193R2Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT193R2Curve$1(SecT193R2Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT193R2Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT193R2Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT193R2_DEFAULT_COORDS = 6;
    protected SecT193R2Point infinity;
    public void SecT193R2Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT193R2Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT193R2Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT193R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT193R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT193R2Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT233Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT233Field {
    private static final long M41 = 2199023255551;
    private static final long M59 = 576460752303423487;
    public void SecT233Field();
    public static void add(long[], long[], long[]);
    public static void addExt(long[], long[], long[]);
    public static void addOne(long[], long[]);
    public static long[] fromBigInteger(java.math.BigInteger);
    public static void invert(long[], long[]);
    public static void multiply(long[], long[], long[]);
    public static void multiplyAddToExt(long[], long[], long[]);
    public static void reduce(long[], long[]);
    public static void reduce23(long[], int);
    public static void sqrt(long[], long[]);
    public static void square(long[], long[]);
    public static void squareAddToExt(long[], long[]);
    public static void squareN(long[], int, long[]);
    public static int trace(long[]);
    protected static void implCompactExt(long[]);
    protected static void implExpand(long[], long[]);
    protected static void implMultiply(long[], long[], long[]);
    protected static void implMulwAcc(long, long, long[], int);
    protected static void implSquare(long[], long[]);
}










org/bouncycastle/math/ec/custom/sec/SecT233FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT233FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractF2m {
    protected long[] x;
    public void SecT233FieldElement(java.math.BigInteger);
    public void SecT233FieldElement();
    protected void SecT233FieldElement(long[]);
    public boolean isOne();
    public boolean isZero();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyPlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement squareMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePow(int);
    public int trace();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public int getRepresentation();
    public int getM();
    public int getK1();
    public int getK2();
    public int getK3();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/custom/sec/SecT233K1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT233K1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT233K1Curve$1(SecT233K1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT233K1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT233K1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT233K1_DEFAULT_COORDS = 6;
    protected SecT233K1Point infinity;
    public void SecT233K1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    protected org.bouncycastle.math.ec.ECMultiplier createDefaultMultiplier();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT233K1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT233K1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT233K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT233K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT233K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT233R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT233R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT233R1Curve$1(SecT233R1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT233R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT233R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT233R1_DEFAULT_COORDS = 6;
    protected SecT233R1Point infinity;
    public void SecT233R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT233R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT233R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT233R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT233R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT233R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT239Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT239Field {
    private static final long M47 = 140737488355327;
    private static final long M60 = 1152921504606846975;
    public void SecT239Field();
    public static void add(long[], long[], long[]);
    public static void addExt(long[], long[], long[]);
    public static void addOne(long[], long[]);
    public static long[] fromBigInteger(java.math.BigInteger);
    public static void invert(long[], long[]);
    public static void multiply(long[], long[], long[]);
    public static void multiplyAddToExt(long[], long[], long[]);
    public static void reduce(long[], long[]);
    public static void reduce17(long[], int);
    public static void sqrt(long[], long[]);
    public static void square(long[], long[]);
    public static void squareAddToExt(long[], long[]);
    public static void squareN(long[], int, long[]);
    public static int trace(long[]);
    protected static void implCompactExt(long[]);
    protected static void implExpand(long[], long[]);
    protected static void implMultiply(long[], long[], long[]);
    protected static void implMulwAcc(long, long, long[], int);
    protected static void implSquare(long[], long[]);
}










org/bouncycastle/math/ec/custom/sec/SecT239FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT239FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractF2m {
    protected long[] x;
    public void SecT239FieldElement(java.math.BigInteger);
    public void SecT239FieldElement();
    protected void SecT239FieldElement(long[]);
    public boolean isOne();
    public boolean isZero();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyPlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement squareMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePow(int);
    public int trace();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public int getRepresentation();
    public int getM();
    public int getK1();
    public int getK2();
    public int getK3();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/custom/sec/SecT239K1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT239K1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT239K1Curve$1(SecT239K1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT239K1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT239K1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT239K1_DEFAULT_COORDS = 6;
    protected SecT239K1Point infinity;
    public void SecT239K1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    protected org.bouncycastle.math.ec.ECMultiplier createDefaultMultiplier();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT239K1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT239K1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT239K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT239K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT239K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT283Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT283Field {
    private static final long M27 = 134217727;
    private static final long M57 = 144115188075855871;
    private static final long[] ROOT_Z;
    public void SecT283Field();
    public static void add(long[], long[], long[]);
    public static void addExt(long[], long[], long[]);
    public static void addOne(long[], long[]);
    public static long[] fromBigInteger(java.math.BigInteger);
    public static void invert(long[], long[]);
    public static void multiply(long[], long[], long[]);
    public static void multiplyAddToExt(long[], long[], long[]);
    public static void reduce(long[], long[]);
    public static void reduce37(long[], int);
    public static void sqrt(long[], long[]);
    public static void square(long[], long[]);
    public static void squareAddToExt(long[], long[]);
    public static void squareN(long[], int, long[]);
    public static int trace(long[]);
    protected static void implCompactExt(long[]);
    protected static void implExpand(long[], long[]);
    protected static void implMultiply(long[], long[], long[]);
    protected static void implMulw(long, long, long[], int);
    protected static void implSquare(long[], long[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecT283FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT283FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractF2m {
    protected long[] x;
    public void SecT283FieldElement(java.math.BigInteger);
    public void SecT283FieldElement();
    protected void SecT283FieldElement(long[]);
    public boolean isOne();
    public boolean isZero();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyPlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement squareMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePow(int);
    public int trace();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public int getRepresentation();
    public int getM();
    public int getK1();
    public int getK2();
    public int getK3();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/custom/sec/SecT283K1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT283K1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT283K1Curve$1(SecT283K1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT283K1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT283K1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT283K1_DEFAULT_COORDS = 6;
    protected SecT283K1Point infinity;
    public void SecT283K1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    protected org.bouncycastle.math.ec.ECMultiplier createDefaultMultiplier();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT283K1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT283K1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT283K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT283K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT283K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT283R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT283R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT283R1Curve$1(SecT283R1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT283R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT283R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT283R1_DEFAULT_COORDS = 6;
    protected SecT283R1Point infinity;
    public void SecT283R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT283R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT283R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT283R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT283R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT283R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT409Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT409Field {
    private static final long M25 = 33554431;
    private static final long M59 = 576460752303423487;
    public void SecT409Field();
    public static void add(long[], long[], long[]);
    public static void addExt(long[], long[], long[]);
    public static void addOne(long[], long[]);
    public static long[] fromBigInteger(java.math.BigInteger);
    public static void invert(long[], long[]);
    public static void multiply(long[], long[], long[]);
    public static void multiplyAddToExt(long[], long[], long[]);
    public static void reduce(long[], long[]);
    public static void reduce39(long[], int);
    public static void sqrt(long[], long[]);
    public static void square(long[], long[]);
    public static void squareAddToExt(long[], long[]);
    public static void squareN(long[], int, long[]);
    public static int trace(long[]);
    protected static void implCompactExt(long[]);
    protected static void implExpand(long[], long[]);
    protected static void implMultiply(long[], long[], long[]);
    protected static void implMulwAcc(long[], long, long[], int);
    protected static void implSquare(long[], long[]);
}










org/bouncycastle/math/ec/custom/sec/SecT409FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT409FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractF2m {
    protected long[] x;
    public void SecT409FieldElement(java.math.BigInteger);
    public void SecT409FieldElement();
    protected void SecT409FieldElement(long[]);
    public boolean isOne();
    public boolean isZero();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyPlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement squareMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePow(int);
    public int trace();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public int getRepresentation();
    public int getM();
    public int getK1();
    public int getK2();
    public int getK3();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/custom/sec/SecT409K1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT409K1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT409K1Curve$1(SecT409K1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT409K1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT409K1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT409K1_DEFAULT_COORDS = 6;
    protected SecT409K1Point infinity;
    public void SecT409K1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    protected org.bouncycastle.math.ec.ECMultiplier createDefaultMultiplier();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT409K1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT409K1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT409K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT409K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT409K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT409R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT409R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT409R1Curve$1(SecT409R1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT409R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT409R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT409R1_DEFAULT_COORDS = 6;
    protected SecT409R1Point infinity;
    public void SecT409R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT409R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT409R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT409R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT409R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT409R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT571Field.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT571Field {
    private static final long M59 = 576460752303423487;
    private static final long RM = -1190112520884487202;
    private static final long[] ROOT_Z;
    public void SecT571Field();
    public static void add(long[], long[], long[]);
    private static void add(long[], int, long[], int, long[], int);
    public static void addBothTo(long[], long[], long[]);
    private static void addBothTo(long[], int, long[], int, long[], int);
    public static void addExt(long[], long[], long[]);
    public static void addOne(long[], long[]);
    public static long[] fromBigInteger(java.math.BigInteger);
    public static void invert(long[], long[]);
    public static void multiply(long[], long[], long[]);
    public static void multiplyAddToExt(long[], long[], long[]);
    public static void multiplyPrecomp(long[], long[], long[]);
    public static void multiplyPrecompAddToExt(long[], long[], long[]);
    public static long[] precompMultiplicand(long[]);
    public static void reduce(long[], long[]);
    public static void reduce5(long[], int);
    public static void sqrt(long[], long[]);
    public static void square(long[], long[]);
    public static void squareAddToExt(long[], long[]);
    public static void squareN(long[], int, long[]);
    public static int trace(long[]);
    protected static void implMultiply(long[], long[], long[]);
    protected static void implMultiplyPrecomp(long[], long[], long[]);
    protected static void implMulwAcc(long[], long, long[], int);
    protected static void implSquare(long[], long[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecT571FieldElement.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT571FieldElement extends org.bouncycastle.math.ec.ECFieldElement$AbstractF2m {
    protected long[] x;
    public void SecT571FieldElement(java.math.BigInteger);
    public void SecT571FieldElement();
    protected void SecT571FieldElement(long[]);
    public boolean isOne();
    public boolean isZero();
    public boolean testBitZero();
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement add(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement addOne();
    public org.bouncycastle.math.ec.ECFieldElement subtract(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiply(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement multiplyPlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement divide(org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement negate();
    public org.bouncycastle.math.ec.ECFieldElement square();
    public org.bouncycastle.math.ec.ECFieldElement squareMinusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePlusProduct(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public org.bouncycastle.math.ec.ECFieldElement squarePow(int);
    public int trace();
    public org.bouncycastle.math.ec.ECFieldElement invert();
    public org.bouncycastle.math.ec.ECFieldElement sqrt();
    public int getRepresentation();
    public int getM();
    public int getK1();
    public int getK2();
    public int getK3();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/ec/custom/sec/SecT571K1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT571K1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT571K1Curve$1(SecT571K1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT571K1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT571K1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT571K1_DEFAULT_COORDS = 6;
    protected SecT571K1Point infinity;
    public void SecT571K1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    protected org.bouncycastle.math.ec.ECMultiplier createDefaultMultiplier();
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
}










org/bouncycastle/math/ec/custom/sec/SecT571K1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT571K1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT571K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT571K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT571K1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/custom/sec/SecT571R1Curve$1.class


package org.bouncycastle.math.ec.custom.sec;
synchronized class SecT571R1Curve$1 implements org.bouncycastle.math.ec.ECLookupTable {
    void SecT571R1Curve$1(SecT571R1Curve, int, long[]);
    public int getSize();
    public org.bouncycastle.math.ec.ECPoint lookup(int);
}










org/bouncycastle/math/ec/custom/sec/SecT571R1Curve.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT571R1Curve extends org.bouncycastle.math.ec.ECCurve$AbstractF2m {
    private static final int SecT571R1_DEFAULT_COORDS = 6;
    protected SecT571R1Point infinity;
    static final SecT571FieldElement SecT571R1_B;
    static final SecT571FieldElement SecT571R1_B_SQRT;
    public void SecT571R1Curve();
    protected org.bouncycastle.math.ec.ECCurve cloneCurve();
    public boolean supportsCoordinateSystem(int);
    public int getFieldSize();
    public org.bouncycastle.math.ec.ECFieldElement fromBigInteger(java.math.BigInteger);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    protected org.bouncycastle.math.ec.ECPoint createRawPoint(org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    public org.bouncycastle.math.ec.ECPoint getInfinity();
    public boolean isKoblitz();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public org.bouncycastle.math.ec.ECLookupTable createCacheSafeLookupTable(org.bouncycastle.math.ec.ECPoint[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/custom/sec/SecT571R1Point.class


package org.bouncycastle.math.ec.custom.sec;
public synchronized class SecT571R1Point extends org.bouncycastle.math.ec.ECPoint$AbstractF2m {
    public void SecT571R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement);
    public void SecT571R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, boolean);
    void SecT571R1Point(org.bouncycastle.math.ec.ECCurve, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement, org.bouncycastle.math.ec.ECFieldElement[], boolean);
    protected org.bouncycastle.math.ec.ECPoint detach();
    public org.bouncycastle.math.ec.ECFieldElement getYCoord();
    protected boolean getCompressionYTilde();
    public org.bouncycastle.math.ec.ECPoint add(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint twice();
    public org.bouncycastle.math.ec.ECPoint twicePlus(org.bouncycastle.math.ec.ECPoint);
    public org.bouncycastle.math.ec.ECPoint negate();
}










org/bouncycastle/math/ec/endo/ECEndomorphism.class


package org.bouncycastle.math.ec.endo;
public abstract interface ECEndomorphism {
    public abstract org.bouncycastle.math.ec.ECPointMap getPointMap();
    public abstract boolean hasEfficientPointMap();
}










org/bouncycastle/math/ec/endo/GLVEndomorphism.class


package org.bouncycastle.math.ec.endo;
public abstract interface GLVEndomorphism extends ECEndomorphism {
    public abstract java.math.BigInteger[] decomposeScalar(java.math.BigInteger);
}










org/bouncycastle/math/ec/endo/GLVTypeBEndomorphism.class


package org.bouncycastle.math.ec.endo;
public synchronized class GLVTypeBEndomorphism implements GLVEndomorphism {
    protected final org.bouncycastle.math.ec.ECCurve curve;
    protected final GLVTypeBParameters parameters;
    protected final org.bouncycastle.math.ec.ECPointMap pointMap;
    public void GLVTypeBEndomorphism(org.bouncycastle.math.ec.ECCurve, GLVTypeBParameters);
    public java.math.BigInteger[] decomposeScalar(java.math.BigInteger);
    public org.bouncycastle.math.ec.ECPointMap getPointMap();
    public boolean hasEfficientPointMap();
    protected java.math.BigInteger calculateB(java.math.BigInteger, java.math.BigInteger, int);
}










org/bouncycastle/math/ec/endo/GLVTypeBParameters.class


package org.bouncycastle.math.ec.endo;
public synchronized class GLVTypeBParameters {
    protected final java.math.BigInteger beta;
    protected final java.math.BigInteger lambda;
    protected final java.math.BigInteger v1A;
    protected final java.math.BigInteger v1B;
    protected final java.math.BigInteger v2A;
    protected final java.math.BigInteger v2B;
    protected final java.math.BigInteger g1;
    protected final java.math.BigInteger g2;
    protected final int bits;
    private static void checkVector(java.math.BigInteger[], String);
    public void GLVTypeBParameters(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger[], java.math.BigInteger[], java.math.BigInteger, java.math.BigInteger, int);
    public java.math.BigInteger getBeta();
    public java.math.BigInteger getLambda();
    public java.math.BigInteger[] getV1();
    public java.math.BigInteger getV1A();
    public java.math.BigInteger getV1B();
    public java.math.BigInteger[] getV2();
    public java.math.BigInteger getV2A();
    public java.math.BigInteger getV2B();
    public java.math.BigInteger getG1();
    public java.math.BigInteger getG2();
    public int getBits();
}










org/bouncycastle/math/ec/rfc7748/X25519.class


package org.bouncycastle.math.ec.rfc7748;
public abstract synchronized class X25519 {
    private static final int C_A = 486662;
    private static final int C_A24 = 121666;
    private static final int[] PsubS_x;
    private static int[] precompBase;
    public void X25519();
    private static int decode32(byte[], int);
    private static void decodeScalar(byte[], int, int[]);
    private static void pointDouble(int[], int[]);
    public static synchronized void precompute();
    public static void scalarMult(byte[], int, byte[], int, byte[], int);
    public static void scalarMultBase(byte[], int, byte[], int);
    static void <clinit>();
}










org/bouncycastle/math/ec/rfc7748/X25519Field.class


package org.bouncycastle.math.ec.rfc7748;
public abstract synchronized class X25519Field {
    public static final int SIZE = 10;
    private static final int M24 = 16777215;
    private static final int M25 = 33554431;
    private static final int M26 = 67108863;
    private static final int[] ROOT_NEG_ONE;
    private void X25519Field();
    public static void add(int[], int[], int[]);
    public static void addOne(int[]);
    public static void addOne(int[], int);
    public static void apm(int[], int[], int[], int[]);
    public static void carry(int[]);
    public static void cnegate(int, int[]);
    public static void copy(int[], int, int[], int);
    public static int[] create();
    public static int[] createTable(int);
    public static void cswap(int, int[], int[]);
    public static void decode(byte[], int, int[]);
    private static void decode128(byte[], int, int[], int);
    private static int decode32(byte[], int);
    public static void encode(int[], byte[], int);
    private static void encode128(int[], int, byte[], int);
    private static void encode32(int, byte[], int);
    public static void inv(int[], int[]);
    public static boolean isZeroVar(int[]);
    public static void mul(int[], int, int[]);
    public static void mul(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void normalize(int[]);
    public static void one(int[]);
    private static void powPm5d8(int[], int[], int[]);
    private static void reduce(int[], int);
    public static void sqr(int[], int[]);
    public static void sqr(int[], int, int[]);
    public static boolean sqrtRatioVar(int[], int[], int[]);
    public static void sub(int[], int[], int[]);
    public static void subOne(int[]);
    public static void zero(int[]);
    static void <clinit>();
}










org/bouncycastle/math/ec/rfc7748/X448.class


package org.bouncycastle.math.ec.rfc7748;
public abstract synchronized class X448 {
    private static final int C_A = 156326;
    private static final int C_A24 = 39082;
    private static final int[] S_x;
    private static final int[] PsubS_x;
    private static int[] precompBase;
    public void X448();
    private static int decode32(byte[], int);
    private static void decodeScalar(byte[], int, int[]);
    private static void pointDouble(int[], int[]);
    public static synchronized void precompute();
    public static void scalarMult(byte[], int, byte[], int, byte[], int);
    public static void scalarMultBase(byte[], int, byte[], int);
    static void <clinit>();
}










org/bouncycastle/math/ec/rfc7748/X448Field.class


package org.bouncycastle.math.ec.rfc7748;
public abstract synchronized class X448Field {
    public static final int SIZE = 16;
    private static final int M28 = 268435455;
    private void X448Field();
    public static void add(int[], int[], int[]);
    public static void addOne(int[]);
    public static void addOne(int[], int);
    public static void carry(int[]);
    public static void cnegate(int, int[]);
    public static void copy(int[], int, int[], int);
    public static int[] create();
    public static int[] createTable(int);
    public static void cswap(int, int[], int[]);
    public static void decode(byte[], int, int[]);
    private static int decode24(byte[], int);
    private static int decode32(byte[], int);
    private static void decode56(byte[], int, int[], int);
    public static void encode(int[], byte[], int);
    private static void encode24(int, byte[], int);
    private static void encode32(int, byte[], int);
    private static void encode56(int[], int, byte[], int);
    public static void inv(int[], int[]);
    public static boolean isZeroVar(int[]);
    public static void mul(int[], int, int[]);
    public static void mul(int[], int[], int[]);
    public static void negate(int[], int[]);
    public static void normalize(int[]);
    public static void one(int[]);
    private static void powPm3d4(int[], int[]);
    private static void reduce(int[], int);
    public static void sqr(int[], int[]);
    public static void sqr(int[], int, int[]);
    public static boolean sqrtRatioVar(int[], int[], int[]);
    public static void sub(int[], int[], int[]);
    public static void subOne(int[]);
    public static void zero(int[]);
}










org/bouncycastle/math/ec/rfc8032/Ed25519$1.class


package org.bouncycastle.math.ec.rfc8032;
synchronized class Ed25519$1 {
}










org/bouncycastle/math/ec/rfc8032/Ed25519$PointExt.class


package org.bouncycastle.math.ec.rfc8032;
synchronized class Ed25519$PointExt {
    int[] x;
    int[] y;
    int[] z;
    int[] t;
    private void Ed25519$PointExt();
}










org/bouncycastle/math/ec/rfc8032/Ed25519$PointPrecomp.class


package org.bouncycastle.math.ec.rfc8032;
synchronized class Ed25519$PointPrecomp {
    int[] ypx_h;
    int[] ymx_h;
    int[] xyd;
    private void Ed25519$PointPrecomp();
}










org/bouncycastle/math/ec/rfc8032/Ed25519.class


package org.bouncycastle.math.ec.rfc8032;
public abstract synchronized class Ed25519 {
    private static final long M28L = 268435455;
    private static final long M32L = 4294967295;
    private static final int POINT_BYTES = 32;
    private static final int SCALAR_INTS = 8;
    private static final int SCALAR_BYTES = 32;
    public static final int PUBLIC_KEY_SIZE = 32;
    public static final int SECRET_KEY_SIZE = 32;
    public static final int SIGNATURE_SIZE = 64;
    private static final int[] P;
    private static final int[] L;
    private static final int L0 = -50998291;
    private static final int L1 = 19280294;
    private static final int L2 = 127719000;
    private static final int L3 = -6428113;
    private static final int L4 = 5343;
    private static final int[] B_x;
    private static final int[] B_y;
    private static final int[] C_d;
    private static final int[] C_d2;
    private static final int[] C_d4;
    private static final int WNAF_WIDTH_BASE = 7;
    private static final int PRECOMP_BLOCKS = 8;
    private static final int PRECOMP_TEETH = 4;
    private static final int PRECOMP_SPACING = 8;
    private static final int PRECOMP_POINTS = 8;
    private static final int PRECOMP_MASK = 7;
    private static Ed25519$PointExt[] precompBaseTable;
    private static int[] precompBase;
    public void Ed25519();
    private static byte[] calculateS(byte[], byte[], byte[]);
    private static boolean checkPointVar(byte[]);
    private static boolean checkScalarVar(byte[]);
    private static int decode24(byte[], int);
    private static int decode32(byte[], int);
    private static void decode32(byte[], int, int[], int, int);
    private static boolean decodePointVar(byte[], int, boolean, Ed25519$PointExt);
    private static void decodeScalar(byte[], int, int[]);
    private static void encode24(int, byte[], int);
    private static void encode32(int, byte[], int);
    private static void encode56(long, byte[], int);
    private static void encodePoint(Ed25519$PointExt, byte[], int);
    public static void generatePublicKey(byte[], int, byte[], int);
    private static byte[] getWNAF(int[], int);
    private static void implSign(org.bouncycastle.crypto.digests.SHA512Digest, byte[], byte[], byte[], int, byte[], int, int, byte[], int);
    private static void pointAddVar(boolean, Ed25519$PointExt, Ed25519$PointExt);
    private static void pointAddPrecomp(Ed25519$PointPrecomp, Ed25519$PointExt);
    private static Ed25519$PointExt pointCopy(Ed25519$PointExt);
    private static void pointDouble(Ed25519$PointExt);
    private static void pointExtendXY(Ed25519$PointExt);
    private static void pointLookup(int, int, Ed25519$PointPrecomp);
    private static Ed25519$PointExt[] pointPrecompVar(Ed25519$PointExt, int);
    private static void pointSetNeutral(Ed25519$PointExt);
    public static synchronized void precompute();
    private static void pruneScalar(byte[], int, byte[]);
    private static byte[] reduceScalar(byte[]);
    private static void scalarMultBase(byte[], Ed25519$PointExt);
    private static void scalarMultBaseEncoded(byte[], byte[], int);
    private static void scalarMultStraussVar(int[], int[], Ed25519$PointExt, Ed25519$PointExt);
    public static void sign(byte[], int, byte[], int, int, byte[], int);
    public static void sign(byte[], int, byte[], int, byte[], int, int, byte[], int);
    public static boolean verify(byte[], int, byte[], int, byte[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/rfc8032/Ed448$1.class


package org.bouncycastle.math.ec.rfc8032;
synchronized class Ed448$1 {
}










org/bouncycastle/math/ec/rfc8032/Ed448$PointExt.class


package org.bouncycastle.math.ec.rfc8032;
synchronized class Ed448$PointExt {
    int[] x;
    int[] y;
    int[] z;
    private void Ed448$PointExt();
}










org/bouncycastle/math/ec/rfc8032/Ed448$PointPrecomp.class


package org.bouncycastle.math.ec.rfc8032;
synchronized class Ed448$PointPrecomp {
    int[] x;
    int[] y;
    private void Ed448$PointPrecomp();
}










org/bouncycastle/math/ec/rfc8032/Ed448.class


package org.bouncycastle.math.ec.rfc8032;
public abstract synchronized class Ed448 {
    private static final long M26L = 67108863;
    private static final long M28L = 268435455;
    private static final long M32L = 4294967295;
    private static final int POINT_BYTES = 57;
    private static final int SCALAR_INTS = 14;
    private static final int SCALAR_BYTES = 57;
    public static final int PUBLIC_KEY_SIZE = 57;
    public static final int SECRET_KEY_SIZE = 57;
    public static final int SIGNATURE_SIZE = 114;
    private static final byte[] DOM4_PREFIX;
    private static final int[] P;
    private static final int[] L;
    private static final int L_0 = 78101261;
    private static final int L_1 = 141809365;
    private static final int L_2 = 175155932;
    private static final int L_3 = 64542499;
    private static final int L_4 = 158326419;
    private static final int L_5 = 191173276;
    private static final int L_6 = 104575268;
    private static final int L_7 = 137584065;
    private static final int L4_0 = 43969588;
    private static final int L4_1 = 30366549;
    private static final int L4_2 = 163752818;
    private static final int L4_3 = 258169998;
    private static final int L4_4 = 96434764;
    private static final int L4_5 = 227822194;
    private static final int L4_6 = 149865618;
    private static final int L4_7 = 550336261;
    private static final int[] B_x;
    private static final int[] B_y;
    private static final int C_d = -39081;
    private static final int WNAF_WIDTH_BASE = 7;
    private static final int PRECOMP_BLOCKS = 5;
    private static final int PRECOMP_TEETH = 5;
    private static final int PRECOMP_SPACING = 18;
    private static final int PRECOMP_POINTS = 16;
    private static final int PRECOMP_MASK = 15;
    private static Ed448$PointExt[] precompBaseTable;
    private static int[] precompBase;
    public void Ed448();
    private static byte[] calculateS(byte[], byte[], byte[]);
    private static boolean checkContextVar(byte[]);
    private static boolean checkPointVar(byte[]);
    private static boolean checkScalarVar(byte[]);
    private static int decode16(byte[], int);
    private static int decode24(byte[], int);
    private static int decode32(byte[], int);
    private static void decode32(byte[], int, int[], int, int);
    private static boolean decodePointVar(byte[], int, boolean, Ed448$PointExt);
    private static void decodeScalar(byte[], int, int[]);
    private static void dom4(org.bouncycastle.crypto.digests.SHAKEDigest, byte, byte[]);
    private static void encode24(int, byte[], int);
    private static void encode32(int, byte[], int);
    private static void encode56(long, byte[], int);
    private static void encodePoint(Ed448$PointExt, byte[], int);
    public static void generatePublicKey(byte[], int, byte[], int);
    private static byte[] getWNAF(int[], int);
    private static void implSignVar(org.bouncycastle.crypto.digests.SHAKEDigest, byte[], byte[], byte[], int, byte[], byte[], int, int, byte[], int);
    private static void pointAddVar(boolean, Ed448$PointExt, Ed448$PointExt);
    private static void pointAddPrecomp(Ed448$PointPrecomp, Ed448$PointExt);
    private static Ed448$PointExt pointCopy(Ed448$PointExt);
    private static void pointDouble(Ed448$PointExt);
    private static void pointExtendXY(Ed448$PointExt);
    private static void pointLookup(int, int, Ed448$PointPrecomp);
    private static Ed448$PointExt[] pointPrecompVar(Ed448$PointExt, int);
    private static void pointSetNeutral(Ed448$PointExt);
    public static synchronized void precompute();
    private static void pruneScalar(byte[], int, byte[]);
    private static byte[] reduceScalar(byte[]);
    private static void scalarMultBase(byte[], Ed448$PointExt);
    private static void scalarMultBaseEncodedVar(byte[], byte[], int);
    private static void scalarMultStraussVar(int[], int[], Ed448$PointExt, Ed448$PointExt);
    public static void sign(byte[], int, byte[], byte[], int, int, byte[], int);
    public static void sign(byte[], int, byte[], int, byte[], byte[], int, int, byte[], int);
    public static boolean verify(byte[], int, byte[], int, byte[], byte[], int, int);
    static void <clinit>();
}










org/bouncycastle/math/ec/tools/DiscoverEndomorphisms.class


package org.bouncycastle.math.ec.tools;
public synchronized class DiscoverEndomorphisms {
    private static final int radix = 16;
    public void DiscoverEndomorphisms();
    public static void main(String[]);
    public static void discoverEndomorphisms(org.bouncycastle.asn1.x9.X9ECParameters);
    private static void discoverEndomorphisms(String);
    private static void printGLVTypeBParameters(org.bouncycastle.asn1.x9.X9ECParameters);
    private static void printGLVTypeBParameters(org.bouncycastle.asn1.x9.X9ECParameters, java.math.BigInteger, org.bouncycastle.math.ec.ECFieldElement[]);
    private static void printProperty(String, Object);
    private static boolean areRelativelyPrime(java.math.BigInteger, java.math.BigInteger);
    private static java.math.BigInteger[] calculateRange(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    private static java.math.BigInteger[] extEuclidBezout(java.math.BigInteger[]);
    private static java.math.BigInteger[] extEuclidGLV(java.math.BigInteger, java.math.BigInteger);
    private static java.math.BigInteger[] chooseShortest(java.math.BigInteger[], java.math.BigInteger[]);
    private static java.math.BigInteger[] intersect(java.math.BigInteger[], java.math.BigInteger[]);
    private static boolean isLessThanSqrt(java.math.BigInteger, java.math.BigInteger);
    private static boolean isShorter(java.math.BigInteger[], java.math.BigInteger[]);
    private static boolean isVectorBoundedBySqrt(java.math.BigInteger[], java.math.BigInteger);
    private static java.math.BigInteger[] order(java.math.BigInteger, java.math.BigInteger);
    private static java.math.BigInteger roundQuotient(java.math.BigInteger, java.math.BigInteger);
    private static java.math.BigInteger[] solveQuadraticEquation(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    private static org.bouncycastle.math.ec.ECFieldElement[] findBetaValues(org.bouncycastle.math.ec.ECCurve);
    private static java.math.BigInteger isqrt(java.math.BigInteger);
    private static void swap(java.math.BigInteger[]);
}










org/bouncycastle/math/ec/tools/F2mSqrtOptimizer.class


package org.bouncycastle.math.ec.tools;
public synchronized class F2mSqrtOptimizer {
    public void F2mSqrtOptimizer();
    public static void main(String[]);
    public static void printRootZ(org.bouncycastle.asn1.x9.X9ECParameters);
    private static void implPrintRootZ(org.bouncycastle.asn1.x9.X9ECParameters);
    private static java.util.ArrayList enumToList(java.util.Enumeration);
}










org/bouncycastle/math/ec/tools/TraceOptimizer.class


package org.bouncycastle.math.ec.tools;
public synchronized class TraceOptimizer {
    private static final java.math.BigInteger ONE;
    private static final java.security.SecureRandom R;
    public void TraceOptimizer();
    public static void main(String[]);
    public static void printNonZeroTraceBits(org.bouncycastle.asn1.x9.X9ECParameters);
    public static void implPrintNonZeroTraceBits(org.bouncycastle.asn1.x9.X9ECParameters);
    private static int calculateTrace(org.bouncycastle.math.ec.ECFieldElement);
    private static java.util.ArrayList enumToList(java.util.Enumeration);
    static void <clinit>();
}










org/bouncycastle/math/field/ExtensionField.class


package org.bouncycastle.math.field;
public abstract interface ExtensionField extends FiniteField {
    public abstract FiniteField getSubfield();
    public abstract int getDegree();
}










org/bouncycastle/math/field/FiniteField.class


package org.bouncycastle.math.field;
public abstract interface FiniteField {
    public abstract java.math.BigInteger getCharacteristic();
    public abstract int getDimension();
}










org/bouncycastle/math/field/FiniteFields.class


package org.bouncycastle.math.field;
public abstract synchronized class FiniteFields {
    static final FiniteField GF_2;
    static final FiniteField GF_3;
    public void FiniteFields();
    public static PolynomialExtensionField getBinaryExtensionField(int[]);
    public static FiniteField getPrimeField(java.math.BigInteger);
    static void <clinit>();
}










org/bouncycastle/math/field/GF2Polynomial.class


package org.bouncycastle.math.field;
synchronized class GF2Polynomial implements Polynomial {
    protected final int[] exponents;
    void GF2Polynomial(int[]);
    public int getDegree();
    public int[] getExponentsPresent();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/field/GenericPolynomialExtensionField.class


package org.bouncycastle.math.field;
synchronized class GenericPolynomialExtensionField implements PolynomialExtensionField {
    protected final FiniteField subfield;
    protected final Polynomial minimalPolynomial;
    void GenericPolynomialExtensionField(FiniteField, Polynomial);
    public java.math.BigInteger getCharacteristic();
    public int getDimension();
    public FiniteField getSubfield();
    public int getDegree();
    public Polynomial getMinimalPolynomial();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/field/Polynomial.class


package org.bouncycastle.math.field;
public abstract interface Polynomial {
    public abstract int getDegree();
    public abstract int[] getExponentsPresent();
}










org/bouncycastle/math/field/PolynomialExtensionField.class


package org.bouncycastle.math.field;
public abstract interface PolynomialExtensionField extends ExtensionField {
    public abstract Polynomial getMinimalPolynomial();
}










org/bouncycastle/math/field/PrimeField.class


package org.bouncycastle.math.field;
synchronized class PrimeField implements FiniteField {
    protected final java.math.BigInteger characteristic;
    void PrimeField(java.math.BigInteger);
    public java.math.BigInteger getCharacteristic();
    public int getDimension();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/math/raw/Interleave.class


package org.bouncycastle.math.raw;
public synchronized class Interleave {
    private static final long M32 = 1431655765;
    private static final long M64 = 6148914691236517205;
    private static final long M64R = -6148914691236517206;
    public void Interleave();
    public static int expand8to16(int);
    public static int expand16to32(int);
    public static long expand32to64(int);
    public static void expand64To128(long, long[], int);
    public static void expand64To128Rev(long, long[], int);
    public static int shuffle(int);
    public static long shuffle(long);
    public static int shuffle2(int);
    public static int unshuffle(int);
    public static long unshuffle(long);
    public static int unshuffle2(int);
}










org/bouncycastle/math/raw/Mod.class


package org.bouncycastle.math.raw;
public abstract synchronized class Mod {
    public void Mod();
    public static int inverse32(int);
    public static void invert(int[], int[], int[]);
    public static int[] random(int[]);
    public static void add(int[], int[], int[], int[]);
    public static void subtract(int[], int[], int[], int[]);
    private static void inversionResult(int[], int, int[], int[]);
    private static int inversionStep(int[], int[], int, int[], int);
    private static int getTrailingZeroes(int);
}










org/bouncycastle/math/raw/Mont256.class


package org.bouncycastle.math.raw;
public abstract synchronized class Mont256 {
    private static final long M = 4294967295;
    public void Mont256();
    public static int inverse32(int);
    public static void multAdd(int[], int[], int[], int[], int);
    public static void multAddXF(int[], int[], int[], int[]);
    public static void reduce(int[], int[], int);
    public static void reduceXF(int[], int[]);
}










org/bouncycastle/math/raw/Nat.class


package org.bouncycastle.math.raw;
public abstract synchronized class Nat {
    private static final long M = 4294967295;
    public void Nat();
    public static int add(int, int[], int[], int[]);
    public static int add33At(int, int, int[], int);
    public static int add33At(int, int, int[], int, int);
    public static int add33To(int, int, int[]);
    public static int add33To(int, int, int[], int);
    public static int addBothTo(int, int[], int[], int[]);
    public static int addBothTo(int, int[], int, int[], int, int[], int);
    public static int addDWordAt(int, long, int[], int);
    public static int addDWordAt(int, long, int[], int, int);
    public static int addDWordTo(int, long, int[]);
    public static int addDWordTo(int, long, int[], int);
    public static int addTo(int, int[], int[]);
    public static int addTo(int, int[], int, int[], int);
    public static int addWordAt(int, int, int[], int);
    public static int addWordAt(int, int, int[], int, int);
    public static int addWordTo(int, int, int[]);
    public static int addWordTo(int, int, int[], int);
    public static int cadd(int, int, int[], int[], int[]);
    public static void cmov(int, int, int[], int, int[], int);
    public static int[] copy(int, int[]);
    public static void copy(int, int[], int[]);
    public static void copy(int, int[], int, int[], int);
    public static int[] create(int);
    public static long[] create64(int);
    public static int csub(int, int, int[], int[], int[]);
    public static int dec(int, int[]);
    public static int dec(int, int[], int[]);
    public static int decAt(int, int[], int);
    public static int decAt(int, int[], int, int);
    public static boolean eq(int, int[], int[]);
    public static int[] fromBigInteger(int, java.math.BigInteger);
    public static int getBit(int[], int);
    public static boolean gte(int, int[], int[]);
    public static int inc(int, int[]);
    public static int inc(int, int[], int[]);
    public static int incAt(int, int[], int);
    public static int incAt(int, int[], int, int);
    public static boolean isOne(int, int[]);
    public static boolean isZero(int, int[]);
    public static void mul(int, int[], int[], int[]);
    public static void mul(int, int[], int, int[], int, int[], int);
    public static int mulAddTo(int, int[], int[], int[]);
    public static int mulAddTo(int, int[], int, int[], int, int[], int);
    public static int mul31BothAdd(int, int, int[], int, int[], int[], int);
    public static int mulWord(int, int, int[], int[]);
    public static int mulWord(int, int, int[], int, int[], int);
    public static int mulWordAddTo(int, int, int[], int, int[], int);
    public static int mulWordDwordAddAt(int, int, long, int[], int);
    public static int shiftDownBit(int, int[], int);
    public static int shiftDownBit(int, int[], int, int);
    public static int shiftDownBit(int, int[], int, int[]);
    public static int shiftDownBit(int, int[], int, int, int[], int);
    public static int shiftDownBits(int, int[], int, int);
    public static int shiftDownBits(int, int[], int, int, int);
    public static int shiftDownBits(int, int[], int, int, int[]);
    public static int shiftDownBits(int, int[], int, int, int, int[], int);
    public static int shiftDownWord(int, int[], int);
    public static int shiftUpBit(int, int[], int);
    public static int shiftUpBit(int, int[], int, int);
    public static int shiftUpBit(int, int[], int, int[]);
    public static int shiftUpBit(int, int[], int, int, int[], int);
    public static long shiftUpBit64(int, long[], int, long, long[], int);
    public static int shiftUpBits(int, int[], int, int);
    public static int shiftUpBits(int, int[], int, int, int);
    public static long shiftUpBits64(int, long[], int, int, long);
    public static int shiftUpBits(int, int[], int, int, int[]);
    public static int shiftUpBits(int, int[], int, int, int, int[], int);
    public static long shiftUpBits64(int, long[], int, int, long, long[], int);
    public static void square(int, int[], int[]);
    public static void square(int, int[], int, int[], int);
    public static int squareWordAdd(int[], int, int[]);
    public static int squareWordAdd(int[], int, int, int[], int);
    public static int sub(int, int[], int[], int[]);
    public static int sub(int, int[], int, int[], int, int[], int);
    public static int sub33At(int, int, int[], int);
    public static int sub33At(int, int, int[], int, int);
    public static int sub33From(int, int, int[]);
    public static int sub33From(int, int, int[], int);
    public static int subBothFrom(int, int[], int[], int[]);
    public static int subBothFrom(int, int[], int, int[], int, int[], int);
    public static int subDWordAt(int, long, int[], int);
    public static int subDWordAt(int, long, int[], int, int);
    public static int subDWordFrom(int, long, int[]);
    public static int subDWordFrom(int, long, int[], int);
    public static int subFrom(int, int[], int[]);
    public static int subFrom(int, int[], int, int[], int);
    public static int subWordAt(int, int, int[], int);
    public static int subWordAt(int, int, int[], int, int);
    public static int subWordFrom(int, int, int[]);
    public static int subWordFrom(int, int, int[], int);
    public static java.math.BigInteger toBigInteger(int, int[]);
    public static void zero(int, int[]);
    public static void zero64(int, long[]);
}










org/bouncycastle/math/raw/Nat128.class


package org.bouncycastle.math.raw;
public abstract synchronized class Nat128 {
    private static final long M = 4294967295;
    public void Nat128();
    public static int add(int[], int[], int[]);
    public static int addBothTo(int[], int[], int[]);
    public static int addTo(int[], int[]);
    public static int addTo(int[], int, int[], int, int);
    public static int addToEachOther(int[], int, int[], int);
    public static void copy(int[], int[]);
    public static void copy(int[], int, int[], int);
    public static void copy64(long[], long[]);
    public static void copy64(long[], int, long[], int);
    public static int[] create();
    public static long[] create64();
    public static int[] createExt();
    public static long[] createExt64();
    public static boolean diff(int[], int, int[], int, int[], int);
    public static boolean eq(int[], int[]);
    public static boolean eq64(long[], long[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static long[] fromBigInteger64(java.math.BigInteger);
    public static int getBit(int[], int);
    public static boolean gte(int[], int[]);
    public static boolean gte(int[], int, int[], int);
    public static boolean isOne(int[]);
    public static boolean isOne64(long[]);
    public static boolean isZero(int[]);
    public static boolean isZero64(long[]);
    public static void mul(int[], int[], int[]);
    public static void mul(int[], int, int[], int, int[], int);
    public static int mulAddTo(int[], int[], int[]);
    public static int mulAddTo(int[], int, int[], int, int[], int);
    public static long mul33Add(int, int[], int, int[], int, int[], int);
    public static int mulWordAddExt(int, int[], int, int[], int);
    public static int mul33DWordAdd(int, long, int[], int);
    public static int mul33WordAdd(int, int, int[], int);
    public static int mulWordDwordAdd(int, long, int[], int);
    public static int mulWordsAdd(int, int, int[], int);
    public static int mulWord(int, int[], int[], int);
    public static void square(int[], int[]);
    public static void square(int[], int, int[], int);
    public static int sub(int[], int[], int[]);
    public static int sub(int[], int, int[], int, int[], int);
    public static int subBothFrom(int[], int[], int[]);
    public static int subFrom(int[], int[]);
    public static int subFrom(int[], int, int[], int);
    public static java.math.BigInteger toBigInteger(int[]);
    public static java.math.BigInteger toBigInteger64(long[]);
    public static void zero(int[]);
}










org/bouncycastle/math/raw/Nat160.class


package org.bouncycastle.math.raw;
public abstract synchronized class Nat160 {
    private static final long M = 4294967295;
    public void Nat160();
    public static int add(int[], int[], int[]);
    public static int addBothTo(int[], int[], int[]);
    public static int addTo(int[], int[]);
    public static int addTo(int[], int, int[], int, int);
    public static int addToEachOther(int[], int, int[], int);
    public static void copy(int[], int[]);
    public static void copy(int[], int, int[], int);
    public static int[] create();
    public static int[] createExt();
    public static boolean diff(int[], int, int[], int, int[], int);
    public static boolean eq(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static int getBit(int[], int);
    public static boolean gte(int[], int[]);
    public static boolean gte(int[], int, int[], int);
    public static boolean isOne(int[]);
    public static boolean isZero(int[]);
    public static void mul(int[], int[], int[]);
    public static void mul(int[], int, int[], int, int[], int);
    public static int mulAddTo(int[], int[], int[]);
    public static int mulAddTo(int[], int, int[], int, int[], int);
    public static long mul33Add(int, int[], int, int[], int, int[], int);
    public static int mulWordAddExt(int, int[], int, int[], int);
    public static int mul33DWordAdd(int, long, int[], int);
    public static int mul33WordAdd(int, int, int[], int);
    public static int mulWordDwordAdd(int, long, int[], int);
    public static int mulWordsAdd(int, int, int[], int);
    public static int mulWord(int, int[], int[], int);
    public static void square(int[], int[]);
    public static void square(int[], int, int[], int);
    public static int sub(int[], int[], int[]);
    public static int sub(int[], int, int[], int, int[], int);
    public static int subBothFrom(int[], int[], int[]);
    public static int subFrom(int[], int[]);
    public static int subFrom(int[], int, int[], int);
    public static java.math.BigInteger toBigInteger(int[]);
    public static void zero(int[]);
}










org/bouncycastle/math/raw/Nat192.class


package org.bouncycastle.math.raw;
public abstract synchronized class Nat192 {
    private static final long M = 4294967295;
    public void Nat192();
    public static int add(int[], int[], int[]);
    public static int addBothTo(int[], int[], int[]);
    public static int addTo(int[], int[]);
    public static int addTo(int[], int, int[], int, int);
    public static int addToEachOther(int[], int, int[], int);
    public static void copy(int[], int[]);
    public static void copy(int[], int, int[], int);
    public static void copy64(long[], long[]);
    public static void copy64(long[], int, long[], int);
    public static int[] create();
    public static long[] create64();
    public static int[] createExt();
    public static long[] createExt64();
    public static boolean diff(int[], int, int[], int, int[], int);
    public static boolean eq(int[], int[]);
    public static boolean eq64(long[], long[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static long[] fromBigInteger64(java.math.BigInteger);
    public static int getBit(int[], int);
    public static boolean gte(int[], int[]);
    public static boolean gte(int[], int, int[], int);
    public static boolean isOne(int[]);
    public static boolean isOne64(long[]);
    public static boolean isZero(int[]);
    public static boolean isZero64(long[]);
    public static void mul(int[], int[], int[]);
    public static void mul(int[], int, int[], int, int[], int);
    public static int mulAddTo(int[], int[], int[]);
    public static int mulAddTo(int[], int, int[], int, int[], int);
    public static long mul33Add(int, int[], int, int[], int, int[], int);
    public static int mulWordAddExt(int, int[], int, int[], int);
    public static int mul33DWordAdd(int, long, int[], int);
    public static int mul33WordAdd(int, int, int[], int);
    public static int mulWordDwordAdd(int, long, int[], int);
    public static int mulWord(int, int[], int[], int);
    public static void square(int[], int[]);
    public static void square(int[], int, int[], int);
    public static int sub(int[], int[], int[]);
    public static int sub(int[], int, int[], int, int[], int);
    public static int subBothFrom(int[], int[], int[]);
    public static int subFrom(int[], int[]);
    public static int subFrom(int[], int, int[], int);
    public static java.math.BigInteger toBigInteger(int[]);
    public static java.math.BigInteger toBigInteger64(long[]);
    public static void zero(int[]);
}










org/bouncycastle/math/raw/Nat224.class


package org.bouncycastle.math.raw;
public abstract synchronized class Nat224 {
    private static final long M = 4294967295;
    public void Nat224();
    public static int add(int[], int[], int[]);
    public static int add(int[], int, int[], int, int[], int);
    public static int addBothTo(int[], int[], int[]);
    public static int addBothTo(int[], int, int[], int, int[], int);
    public static int addTo(int[], int[]);
    public static int addTo(int[], int, int[], int, int);
    public static int addToEachOther(int[], int, int[], int);
    public static void copy(int[], int[]);
    public static void copy(int[], int, int[], int);
    public static int[] create();
    public static int[] createExt();
    public static boolean diff(int[], int, int[], int, int[], int);
    public static boolean eq(int[], int[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static int getBit(int[], int);
    public static boolean gte(int[], int[]);
    public static boolean gte(int[], int, int[], int);
    public static boolean isOne(int[]);
    public static boolean isZero(int[]);
    public static void mul(int[], int[], int[]);
    public static void mul(int[], int, int[], int, int[], int);
    public static int mulAddTo(int[], int[], int[]);
    public static int mulAddTo(int[], int, int[], int, int[], int);
    public static long mul33Add(int, int[], int, int[], int, int[], int);
    public static int mulByWord(int, int[]);
    public static int mulByWordAddTo(int, int[], int[]);
    public static int mulWordAddTo(int, int[], int, int[], int);
    public static int mul33DWordAdd(int, long, int[], int);
    public static int mul33WordAdd(int, int, int[], int);
    public static int mulWordDwordAdd(int, long, int[], int);
    public static int mulWord(int, int[], int[], int);
    public static void square(int[], int[]);
    public static void square(int[], int, int[], int);
    public static int sub(int[], int[], int[]);
    public static int sub(int[], int, int[], int, int[], int);
    public static int subBothFrom(int[], int[], int[]);
    public static int subFrom(int[], int[]);
    public static int subFrom(int[], int, int[], int);
    public static java.math.BigInteger toBigInteger(int[]);
    public static void zero(int[]);
}










org/bouncycastle/math/raw/Nat256.class


package org.bouncycastle.math.raw;
public abstract synchronized class Nat256 {
    private static final long M = 4294967295;
    public void Nat256();
    public static int add(int[], int[], int[]);
    public static int add(int[], int, int[], int, int[], int);
    public static int addBothTo(int[], int[], int[]);
    public static int addBothTo(int[], int, int[], int, int[], int);
    public static int addTo(int[], int[]);
    public static int addTo(int[], int, int[], int, int);
    public static int addToEachOther(int[], int, int[], int);
    public static void copy(int[], int[]);
    public static void copy(int[], int, int[], int);
    public static void copy64(long[], long[]);
    public static void copy64(long[], int, long[], int);
    public static int[] create();
    public static long[] create64();
    public static int[] createExt();
    public static long[] createExt64();
    public static boolean diff(int[], int, int[], int, int[], int);
    public static boolean eq(int[], int[]);
    public static boolean eq64(long[], long[]);
    public static int[] fromBigInteger(java.math.BigInteger);
    public static long[] fromBigInteger64(java.math.BigInteger);
    public static int getBit(int[], int);
    public static boolean gte(int[], int[]);
    public static boolean gte(int[], int, int[], int);
    public static boolean isOne(int[]);
    public static boolean isOne64(long[]);
    public static boolean isZero(int[]);
    public static boolean isZero64(long[]);
    public static void mul(int[], int[], int[]);
    public static void mul(int[], int, int[], int, int[], int);
    public static int mulAddTo(int[], int[], int[]);
    public static int mulAddTo(int[], int, int[], int, int[], int);
    public static long mul33Add(int, int[], int, int[], int, int[], int);
    public static int mulByWord(int, int[]);
    public static int mulByWordAddTo(int, int[], int[]);
    public static int mulWordAddTo(int, int[], int, int[], int);
    public static int mul33DWordAdd(int, long, int[], int);
    public static int mul33WordAdd(int, int, int[], int);
    public static int mulWordDwordAdd(int, long, int[], int);
    public static int mulWord(int, int[], int[], int);
    public static void square(int[], int[]);
    public static void square(int[], int, int[], int);
    public static int sub(int[], int[], int[]);
    public static int sub(int[], int, int[], int, int[], int);
    public static int subBothFrom(int[], int[], int[]);
    public static int subFrom(int[], int[]);
    public static int subFrom(int[], int, int[], int);
    public static java.math.BigInteger toBigInteger(int[]);
    public static java.math.BigInteger toBigInteger64(long[]);
    public static void zero(int[]);
}










org/bouncycastle/math/raw/Nat320.class


package org.bouncycastle.math.raw;
public abstract synchronized class Nat320 {
    public void Nat320();
    public static void copy64(long[], long[]);
    public static void copy64(long[], int, long[], int);
    public static long[] create64();
    public static long[] createExt64();
    public static boolean eq64(long[], long[]);
    public static long[] fromBigInteger64(java.math.BigInteger);
    public static boolean isOne64(long[]);
    public static boolean isZero64(long[]);
    public static java.math.BigInteger toBigInteger64(long[]);
}










org/bouncycastle/math/raw/Nat384.class


package org.bouncycastle.math.raw;
public abstract synchronized class Nat384 {
    public void Nat384();
    public static void mul(int[], int[], int[]);
    public static void square(int[], int[]);
}










org/bouncycastle/math/raw/Nat448.class


package org.bouncycastle.math.raw;
public abstract synchronized class Nat448 {
    public void Nat448();
    public static void copy64(long[], long[]);
    public static void copy64(long[], int, long[], int);
    public static long[] create64();
    public static long[] createExt64();
    public static boolean eq64(long[], long[]);
    public static long[] fromBigInteger64(java.math.BigInteger);
    public static boolean isOne64(long[]);
    public static boolean isZero64(long[]);
    public static java.math.BigInteger toBigInteger64(long[]);
}










org/bouncycastle/math/raw/Nat512.class


package org.bouncycastle.math.raw;
public abstract synchronized class Nat512 {
    public void Nat512();
    public static void mul(int[], int[], int[]);
    public static void square(int[], int[]);
}










org/bouncycastle/math/raw/Nat576.class


package org.bouncycastle.math.raw;
public abstract synchronized class Nat576 {
    public void Nat576();
    public static void copy64(long[], long[]);
    public static void copy64(long[], int, long[], int);
    public static long[] create64();
    public static long[] createExt64();
    public static boolean eq64(long[], long[]);
    public static long[] fromBigInteger64(java.math.BigInteger);
    public static boolean isOne64(long[]);
    public static boolean isZero64(long[]);
    public static java.math.BigInteger toBigInteger64(long[]);
}










org/bouncycastle/mozilla/SignedPublicKeyAndChallenge.class


package org.bouncycastle.mozilla;
public synchronized class SignedPublicKeyAndChallenge implements org.bouncycastle.util.Encodable {
    protected final org.bouncycastle.asn1.mozilla.SignedPublicKeyAndChallenge spkacSeq;
    public void SignedPublicKeyAndChallenge(byte[]);
    protected void SignedPublicKeyAndChallenge(org.bouncycastle.asn1.mozilla.SignedPublicKeyAndChallenge);
    public org.bouncycastle.asn1.mozilla.SignedPublicKeyAndChallenge toASN1Structure();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public org.bouncycastle.asn1.mozilla.PublicKeyAndChallenge getPublicKeyAndChallenge();
    public boolean isSignatureValid(org.bouncycastle.operator.ContentVerifierProvider) throws org.bouncycastle.operator.OperatorCreationException, java.io.IOException;
    public boolean verify() throws java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.NoSuchProviderException, java.security.InvalidKeyException;
    public boolean verify(String) throws java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.NoSuchProviderException, java.security.InvalidKeyException;
    public org.bouncycastle.asn1.x509.SubjectPublicKeyInfo getSubjectPublicKeyInfo();
    public String getChallenge();
    public java.security.PublicKey getPublicKey(String) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException, java.security.InvalidKeyException;
    public byte[] getEncoded() throws java.io.IOException;
}










org/bouncycastle/mozilla/jcajce/JcaSignedPublicKeyAndChallenge.class


package org.bouncycastle.mozilla.jcajce;
public synchronized class JcaSignedPublicKeyAndChallenge extends org.bouncycastle.mozilla.SignedPublicKeyAndChallenge {
    org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private void JcaSignedPublicKeyAndChallenge(org.bouncycastle.asn1.mozilla.SignedPublicKeyAndChallenge, org.bouncycastle.jcajce.util.JcaJceHelper);
    public void JcaSignedPublicKeyAndChallenge(byte[]);
    public JcaSignedPublicKeyAndChallenge setProvider(String);
    public JcaSignedPublicKeyAndChallenge setProvider(java.security.Provider);
    public java.security.PublicKey getPublicKey() throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException, java.security.InvalidKeyException;
}










org/bouncycastle/openssl/CertificateTrustBlock.class


package org.bouncycastle.openssl;
public synchronized class CertificateTrustBlock {
    private org.bouncycastle.asn1.ASN1Sequence uses;
    private org.bouncycastle.asn1.ASN1Sequence prohibitions;
    private String alias;
    public void CertificateTrustBlock(java.util.Set);
    public void CertificateTrustBlock(String, java.util.Set);
    public void CertificateTrustBlock(String, java.util.Set, java.util.Set);
    void CertificateTrustBlock(byte[]);
    public String getAlias();
    public java.util.Set getUses();
    public java.util.Set getProhibitions();
    private java.util.Set toSet(org.bouncycastle.asn1.ASN1Sequence);
    private org.bouncycastle.asn1.ASN1Sequence toSequence(java.util.Set);
    org.bouncycastle.asn1.ASN1Sequence toASN1Sequence();
}










org/bouncycastle/openssl/EncryptionException.class


package org.bouncycastle.openssl;
public synchronized class EncryptionException extends PEMException {
    private Throwable cause;
    public void EncryptionException(String);
    public void EncryptionException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/openssl/MiscPEMGenerator.class


package org.bouncycastle.openssl;
public synchronized class MiscPEMGenerator implements org.bouncycastle.util.io.pem.PemObjectGenerator {
    private static final org.bouncycastle.asn1.ASN1ObjectIdentifier[] dsaOids;
    private static final byte[] hexEncodingTable;
    private final Object obj;
    private final PEMEncryptor encryptor;
    public void MiscPEMGenerator(Object);
    public void MiscPEMGenerator(Object, PEMEncryptor);
    private org.bouncycastle.util.io.pem.PemObject createPemObject(Object) throws java.io.IOException;
    private String getHexEncoded(byte[]) throws java.io.IOException;
    public org.bouncycastle.util.io.pem.PemObject generate() throws org.bouncycastle.util.io.pem.PemGenerationException;
    static void <clinit>();
}










org/bouncycastle/openssl/PEMDecryptor.class


package org.bouncycastle.openssl;
public abstract interface PEMDecryptor {
    public abstract byte[] decrypt(byte[], byte[]) throws PEMException;
}










org/bouncycastle/openssl/PEMDecryptorProvider.class


package org.bouncycastle.openssl;
public abstract interface PEMDecryptorProvider {
    public abstract PEMDecryptor get(String) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/openssl/PEMEncryptedKeyPair.class


package org.bouncycastle.openssl;
public synchronized class PEMEncryptedKeyPair {
    private final String dekAlgName;
    private final byte[] iv;
    private final byte[] keyBytes;
    private final PEMKeyPairParser parser;
    void PEMEncryptedKeyPair(String, byte[], byte[], PEMKeyPairParser);
    public PEMKeyPair decryptKeyPair(PEMDecryptorProvider) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMEncryptor.class


package org.bouncycastle.openssl;
public abstract interface PEMEncryptor {
    public abstract String getAlgorithm();
    public abstract byte[] getIV();
    public abstract byte[] encrypt(byte[]) throws PEMException;
}










org/bouncycastle/openssl/PEMException.class


package org.bouncycastle.openssl;
public synchronized class PEMException extends java.io.IOException {
    Exception underlying;
    public void PEMException(String);
    public void PEMException(String, Exception);
    public Exception getUnderlyingException();
    public Throwable getCause();
}










org/bouncycastle/openssl/PEMKeyPair.class


package org.bouncycastle.openssl;
public synchronized class PEMKeyPair {
    private final org.bouncycastle.asn1.x509.SubjectPublicKeyInfo publicKeyInfo;
    private final org.bouncycastle.asn1.pkcs.PrivateKeyInfo privateKeyInfo;
    public void PEMKeyPair(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo, org.bouncycastle.asn1.pkcs.PrivateKeyInfo);
    public org.bouncycastle.asn1.pkcs.PrivateKeyInfo getPrivateKeyInfo();
    public org.bouncycastle.asn1.x509.SubjectPublicKeyInfo getPublicKeyInfo();
}










org/bouncycastle/openssl/PEMKeyPairParser.class


package org.bouncycastle.openssl;
abstract interface PEMKeyPairParser {
    public abstract PEMKeyPair parse(byte[]) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$1.class


package org.bouncycastle.openssl;
synchronized class PEMParser$1 {
}










org/bouncycastle/openssl/PEMParser$DSAKeyPairParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$DSAKeyPairParser implements PEMKeyPairParser {
    private void PEMParser$DSAKeyPairParser(PEMParser);
    public PEMKeyPair parse(byte[]) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$ECCurveParamsParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$ECCurveParamsParser implements org.bouncycastle.util.io.pem.PemObjectParser {
    private void PEMParser$ECCurveParamsParser(PEMParser);
    public Object parseObject(org.bouncycastle.util.io.pem.PemObject) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$ECDSAKeyPairParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$ECDSAKeyPairParser implements PEMKeyPairParser {
    private void PEMParser$ECDSAKeyPairParser(PEMParser);
    public PEMKeyPair parse(byte[]) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$EncryptedPrivateKeyParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$EncryptedPrivateKeyParser implements org.bouncycastle.util.io.pem.PemObjectParser {
    public void PEMParser$EncryptedPrivateKeyParser(PEMParser);
    public Object parseObject(org.bouncycastle.util.io.pem.PemObject) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$KeyPairParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$KeyPairParser implements org.bouncycastle.util.io.pem.PemObjectParser {
    private final PEMKeyPairParser pemKeyPairParser;
    public void PEMParser$KeyPairParser(PEMParser, PEMKeyPairParser);
    public Object parseObject(org.bouncycastle.util.io.pem.PemObject) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$PKCS10CertificationRequestParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$PKCS10CertificationRequestParser implements org.bouncycastle.util.io.pem.PemObjectParser {
    private void PEMParser$PKCS10CertificationRequestParser(PEMParser);
    public Object parseObject(org.bouncycastle.util.io.pem.PemObject) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$PKCS7Parser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$PKCS7Parser implements org.bouncycastle.util.io.pem.PemObjectParser {
    private void PEMParser$PKCS7Parser(PEMParser);
    public Object parseObject(org.bouncycastle.util.io.pem.PemObject) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$PrivateKeyParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$PrivateKeyParser implements org.bouncycastle.util.io.pem.PemObjectParser {
    public void PEMParser$PrivateKeyParser(PEMParser);
    public Object parseObject(org.bouncycastle.util.io.pem.PemObject) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$PublicKeyParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$PublicKeyParser implements org.bouncycastle.util.io.pem.PemObjectParser {
    public void PEMParser$PublicKeyParser(PEMParser);
    public Object parseObject(org.bouncycastle.util.io.pem.PemObject) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$RSAKeyPairParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$RSAKeyPairParser implements PEMKeyPairParser {
    private void PEMParser$RSAKeyPairParser(PEMParser);
    public PEMKeyPair parse(byte[]) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$RSAPublicKeyParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$RSAPublicKeyParser implements org.bouncycastle.util.io.pem.PemObjectParser {
    public void PEMParser$RSAPublicKeyParser(PEMParser);
    public Object parseObject(org.bouncycastle.util.io.pem.PemObject) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$X509AttributeCertificateParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$X509AttributeCertificateParser implements org.bouncycastle.util.io.pem.PemObjectParser {
    private void PEMParser$X509AttributeCertificateParser(PEMParser);
    public Object parseObject(org.bouncycastle.util.io.pem.PemObject) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$X509CRLParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$X509CRLParser implements org.bouncycastle.util.io.pem.PemObjectParser {
    private void PEMParser$X509CRLParser(PEMParser);
    public Object parseObject(org.bouncycastle.util.io.pem.PemObject) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$X509CertificateParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$X509CertificateParser implements org.bouncycastle.util.io.pem.PemObjectParser {
    private void PEMParser$X509CertificateParser(PEMParser);
    public Object parseObject(org.bouncycastle.util.io.pem.PemObject) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser$X509TrustedCertificateParser.class


package org.bouncycastle.openssl;
synchronized class PEMParser$X509TrustedCertificateParser implements org.bouncycastle.util.io.pem.PemObjectParser {
    private void PEMParser$X509TrustedCertificateParser(PEMParser);
    public Object parseObject(org.bouncycastle.util.io.pem.PemObject) throws java.io.IOException;
}










org/bouncycastle/openssl/PEMParser.class


package org.bouncycastle.openssl;
public synchronized class PEMParser extends org.bouncycastle.util.io.pem.PemReader {
    private final java.util.Map parsers;
    public void PEMParser(java.io.Reader);
    public Object readObject() throws java.io.IOException;
}










org/bouncycastle/openssl/PEMUtilities.class


package org.bouncycastle.openssl;
final synchronized class PEMUtilities {
    private static final java.util.Map KEYSIZES;
    private static final java.util.Set PKCS5_SCHEME_1;
    private static final java.util.Set PKCS5_SCHEME_2;
    void PEMUtilities();
    static int getKeySize(String);
    static boolean isPKCS5Scheme1(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static boolean isPKCS5Scheme2(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static boolean isPKCS12(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static void <clinit>();
}










org/bouncycastle/openssl/PEMWriter.class


package org.bouncycastle.openssl;
public synchronized class PEMWriter extends org.bouncycastle.util.io.pem.PemWriter {
    public void PEMWriter(java.io.Writer);
    public void writeObject(Object) throws java.io.IOException;
    public void writeObject(Object, PEMEncryptor) throws java.io.IOException;
    public void writeObject(org.bouncycastle.util.io.pem.PemObjectGenerator) throws java.io.IOException;
}










org/bouncycastle/openssl/PKCS8Generator.class


package org.bouncycastle.openssl;
public synchronized class PKCS8Generator implements org.bouncycastle.util.io.pem.PemObjectGenerator {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES_128_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES_192_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier AES_256_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier DES3_CBC;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PBE_SHA1_RC4_128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PBE_SHA1_RC4_40;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PBE_SHA1_3DES;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PBE_SHA1_2DES;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PBE_SHA1_RC2_128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier PBE_SHA1_RC2_40;
    private org.bouncycastle.asn1.pkcs.PrivateKeyInfo key;
    private org.bouncycastle.operator.OutputEncryptor outputEncryptor;
    public void PKCS8Generator(org.bouncycastle.asn1.pkcs.PrivateKeyInfo, org.bouncycastle.operator.OutputEncryptor);
    public org.bouncycastle.util.io.pem.PemObject generate() throws org.bouncycastle.util.io.pem.PemGenerationException;
    private org.bouncycastle.util.io.pem.PemObject generate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo, org.bouncycastle.operator.OutputEncryptor) throws org.bouncycastle.util.io.pem.PemGenerationException;
    static void <clinit>();
}










org/bouncycastle/openssl/PasswordException.class


package org.bouncycastle.openssl;
public synchronized class PasswordException extends PEMException {
    public void PasswordException(String);
}










org/bouncycastle/openssl/PasswordFinder.class


package org.bouncycastle.openssl;
public abstract interface PasswordFinder {
    public abstract char[] getPassword();
}










org/bouncycastle/openssl/X509TrustedCertificateBlock.class


package org.bouncycastle.openssl;
public synchronized class X509TrustedCertificateBlock {
    private final org.bouncycastle.cert.X509CertificateHolder certificateHolder;
    private final CertificateTrustBlock trustBlock;
    public void X509TrustedCertificateBlock(org.bouncycastle.cert.X509CertificateHolder, CertificateTrustBlock);
    public void X509TrustedCertificateBlock(byte[]) throws java.io.IOException;
    public byte[] getEncoded() throws java.io.IOException;
    public org.bouncycastle.cert.X509CertificateHolder getCertificateHolder();
    public CertificateTrustBlock getTrustBlock();
}










org/bouncycastle/openssl/bc/BcPEMDecryptorProvider$1.class


package org.bouncycastle.openssl.bc;
synchronized class BcPEMDecryptorProvider$1 implements org.bouncycastle.openssl.PEMDecryptor {
    void BcPEMDecryptorProvider$1(BcPEMDecryptorProvider, String);
    public byte[] decrypt(byte[], byte[]) throws org.bouncycastle.openssl.PEMException;
}










org/bouncycastle/openssl/bc/BcPEMDecryptorProvider.class


package org.bouncycastle.openssl.bc;
public synchronized class BcPEMDecryptorProvider implements org.bouncycastle.openssl.PEMDecryptorProvider {
    private final char[] password;
    public void BcPEMDecryptorProvider(char[]);
    public org.bouncycastle.openssl.PEMDecryptor get(String);
}










org/bouncycastle/openssl/bc/PEMUtilities.class


package org.bouncycastle.openssl.bc;
synchronized class PEMUtilities {
    private static final java.util.Map KEYSIZES;
    private static final java.util.Set PKCS5_SCHEME_1;
    private static final java.util.Set PKCS5_SCHEME_2;
    void PEMUtilities();
    static int getKeySize(String);
    static boolean isPKCS5Scheme1(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static boolean isPKCS5Scheme2(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static boolean isPKCS12(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static org.bouncycastle.crypto.params.KeyParameter generateSecretKeyForPKCS5Scheme2(String, char[], byte[], int);
    static byte[] crypt(boolean, byte[], char[], String, byte[]) throws org.bouncycastle.openssl.PEMException;
    private static org.bouncycastle.crypto.params.KeyParameter getKey(char[], int, byte[]) throws org.bouncycastle.openssl.PEMException;
    private static org.bouncycastle.crypto.params.KeyParameter getKey(char[], int, byte[], boolean) throws org.bouncycastle.openssl.PEMException;
    static void <clinit>();
}










org/bouncycastle/openssl/jcajce/JcaMiscPEMGenerator.class


package org.bouncycastle.openssl.jcajce;
public synchronized class JcaMiscPEMGenerator extends org.bouncycastle.openssl.MiscPEMGenerator {
    private Object obj;
    private String algorithm;
    private char[] password;
    private java.security.SecureRandom random;
    private java.security.Provider provider;
    public void JcaMiscPEMGenerator(Object) throws java.io.IOException;
    public void JcaMiscPEMGenerator(Object, org.bouncycastle.openssl.PEMEncryptor) throws java.io.IOException;
    private static Object convertObject(Object) throws java.io.IOException;
}










org/bouncycastle/openssl/jcajce/JcaPEMKeyConverter.class


package org.bouncycastle.openssl.jcajce;
public synchronized class JcaPEMKeyConverter {
    private org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private static final java.util.Map algorithms;
    public void JcaPEMKeyConverter();
    public JcaPEMKeyConverter setProvider(java.security.Provider);
    public JcaPEMKeyConverter setProvider(String);
    public java.security.KeyPair getKeyPair(org.bouncycastle.openssl.PEMKeyPair) throws org.bouncycastle.openssl.PEMException;
    public java.security.PublicKey getPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws org.bouncycastle.openssl.PEMException;
    public java.security.PrivateKey getPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws org.bouncycastle.openssl.PEMException;
    private java.security.KeyFactory getKeyFactory(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws java.security.NoSuchAlgorithmException, java.security.NoSuchProviderException;
    static void <clinit>();
}










org/bouncycastle/openssl/jcajce/JcaPEMWriter.class


package org.bouncycastle.openssl.jcajce;
public synchronized class JcaPEMWriter extends org.bouncycastle.util.io.pem.PemWriter {
    public void JcaPEMWriter(java.io.Writer);
    public void writeObject(Object) throws java.io.IOException;
    public void writeObject(Object, org.bouncycastle.openssl.PEMEncryptor) throws java.io.IOException;
    public void writeObject(org.bouncycastle.util.io.pem.PemObjectGenerator) throws java.io.IOException;
}










org/bouncycastle/openssl/jcajce/JcaPKCS8Generator.class


package org.bouncycastle.openssl.jcajce;
public synchronized class JcaPKCS8Generator extends org.bouncycastle.openssl.PKCS8Generator {
    public void JcaPKCS8Generator(java.security.PrivateKey, org.bouncycastle.operator.OutputEncryptor) throws org.bouncycastle.util.io.pem.PemGenerationException;
}










org/bouncycastle/openssl/jcajce/JcaPKIXIdentityBuilder.class


package org.bouncycastle.openssl.jcajce;
public synchronized class JcaPKIXIdentityBuilder {
    private JcaPEMKeyConverter keyConverter;
    private org.bouncycastle.cert.jcajce.JcaX509CertificateConverter certConverter;
    public void JcaPKIXIdentityBuilder();
    public JcaPKIXIdentityBuilder setProvider(java.security.Provider);
    public JcaPKIXIdentityBuilder setProvider(String);
    public org.bouncycastle.pkix.jcajce.JcaPKIXIdentity build(java.io.File, java.io.File) throws java.io.IOException, java.security.cert.CertificateException;
    public org.bouncycastle.pkix.jcajce.JcaPKIXIdentity build(java.io.InputStream, java.io.InputStream) throws java.io.IOException, java.security.cert.CertificateException;
    private void checkFile(java.io.File) throws java.io.IOException;
}










org/bouncycastle/openssl/jcajce/JceOpenSSLPKCS8DecryptorProviderBuilder$1$1.class


package org.bouncycastle.openssl.jcajce;
synchronized class JceOpenSSLPKCS8DecryptorProviderBuilder$1$1 implements org.bouncycastle.crypto.CharToByteConverter {
    void JceOpenSSLPKCS8DecryptorProviderBuilder$1$1(JceOpenSSLPKCS8DecryptorProviderBuilder$1);
    public String getType();
    public byte[] convert(char[]);
}










org/bouncycastle/openssl/jcajce/JceOpenSSLPKCS8DecryptorProviderBuilder$1$2.class


package org.bouncycastle.openssl.jcajce;
synchronized class JceOpenSSLPKCS8DecryptorProviderBuilder$1$2 implements org.bouncycastle.operator.InputDecryptor {
    void JceOpenSSLPKCS8DecryptorProviderBuilder$1$2(JceOpenSSLPKCS8DecryptorProviderBuilder$1, org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.Cipher);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/openssl/jcajce/JceOpenSSLPKCS8DecryptorProviderBuilder$1.class


package org.bouncycastle.openssl.jcajce;
synchronized class JceOpenSSLPKCS8DecryptorProviderBuilder$1 implements org.bouncycastle.operator.InputDecryptorProvider {
    void JceOpenSSLPKCS8DecryptorProviderBuilder$1(JceOpenSSLPKCS8DecryptorProviderBuilder, char[]);
    public org.bouncycastle.operator.InputDecryptor get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/openssl/jcajce/JceOpenSSLPKCS8DecryptorProviderBuilder.class


package org.bouncycastle.openssl.jcajce;
public synchronized class JceOpenSSLPKCS8DecryptorProviderBuilder {
    private org.bouncycastle.jcajce.util.JcaJceHelper helper;
    public void JceOpenSSLPKCS8DecryptorProviderBuilder();
    public JceOpenSSLPKCS8DecryptorProviderBuilder setProvider(String);
    public JceOpenSSLPKCS8DecryptorProviderBuilder setProvider(java.security.Provider);
    public org.bouncycastle.operator.InputDecryptorProvider build(char[]) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/openssl/jcajce/JceOpenSSLPKCS8EncryptorBuilder$1.class


package org.bouncycastle.openssl.jcajce;
synchronized class JceOpenSSLPKCS8EncryptorBuilder$1 implements org.bouncycastle.operator.OutputEncryptor {
    void JceOpenSSLPKCS8EncryptorBuilder$1(JceOpenSSLPKCS8EncryptorBuilder, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream(java.io.OutputStream);
    public org.bouncycastle.operator.GenericKey getKey();
}










org/bouncycastle/openssl/jcajce/JceOpenSSLPKCS8EncryptorBuilder.class


package org.bouncycastle.openssl.jcajce;
public synchronized class JceOpenSSLPKCS8EncryptorBuilder {
    public static final String AES_128_CBC;
    public static final String AES_192_CBC;
    public static final String AES_256_CBC;
    public static final String DES3_CBC;
    public static final String PBE_SHA1_RC4_128;
    public static final String PBE_SHA1_RC4_40;
    public static final String PBE_SHA1_3DES;
    public static final String PBE_SHA1_2DES;
    public static final String PBE_SHA1_RC2_128;
    public static final String PBE_SHA1_RC2_40;
    private org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private java.security.AlgorithmParameters params;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier algOID;
    byte[] salt;
    int iterationCount;
    private javax.crypto.Cipher cipher;
    private java.security.SecureRandom random;
    private java.security.AlgorithmParameterGenerator paramGen;
    private char[] password;
    private javax.crypto.SecretKey key;
    public void JceOpenSSLPKCS8EncryptorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public JceOpenSSLPKCS8EncryptorBuilder setRandom(java.security.SecureRandom);
    public JceOpenSSLPKCS8EncryptorBuilder setPasssword(char[]);
    public JceOpenSSLPKCS8EncryptorBuilder setIterationCount(int);
    public JceOpenSSLPKCS8EncryptorBuilder setProvider(String);
    public JceOpenSSLPKCS8EncryptorBuilder setProvider(java.security.Provider);
    public org.bouncycastle.operator.OutputEncryptor build() throws org.bouncycastle.operator.OperatorCreationException;
    static void <clinit>();
}










org/bouncycastle/openssl/jcajce/JcePEMDecryptorProviderBuilder$1$1.class


package org.bouncycastle.openssl.jcajce;
synchronized class JcePEMDecryptorProviderBuilder$1$1 implements org.bouncycastle.openssl.PEMDecryptor {
    void JcePEMDecryptorProviderBuilder$1$1(JcePEMDecryptorProviderBuilder$1, String);
    public byte[] decrypt(byte[], byte[]) throws org.bouncycastle.openssl.PEMException;
}










org/bouncycastle/openssl/jcajce/JcePEMDecryptorProviderBuilder$1.class


package org.bouncycastle.openssl.jcajce;
synchronized class JcePEMDecryptorProviderBuilder$1 implements org.bouncycastle.openssl.PEMDecryptorProvider {
    void JcePEMDecryptorProviderBuilder$1(JcePEMDecryptorProviderBuilder, char[]);
    public org.bouncycastle.openssl.PEMDecryptor get(String);
}










org/bouncycastle/openssl/jcajce/JcePEMDecryptorProviderBuilder.class


package org.bouncycastle.openssl.jcajce;
public synchronized class JcePEMDecryptorProviderBuilder {
    private org.bouncycastle.jcajce.util.JcaJceHelper helper;
    public void JcePEMDecryptorProviderBuilder();
    public JcePEMDecryptorProviderBuilder setProvider(java.security.Provider);
    public JcePEMDecryptorProviderBuilder setProvider(String);
    public org.bouncycastle.openssl.PEMDecryptorProvider build(char[]);
}










org/bouncycastle/openssl/jcajce/JcePEMEncryptorBuilder$1.class


package org.bouncycastle.openssl.jcajce;
synchronized class JcePEMEncryptorBuilder$1 implements org.bouncycastle.openssl.PEMEncryptor {
    void JcePEMEncryptorBuilder$1(JcePEMEncryptorBuilder, byte[], char[]);
    public String getAlgorithm();
    public byte[] getIV();
    public byte[] encrypt(byte[]) throws org.bouncycastle.openssl.PEMException;
}










org/bouncycastle/openssl/jcajce/JcePEMEncryptorBuilder.class


package org.bouncycastle.openssl.jcajce;
public synchronized class JcePEMEncryptorBuilder {
    private final String algorithm;
    private org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private java.security.SecureRandom random;
    public void JcePEMEncryptorBuilder(String);
    public JcePEMEncryptorBuilder setProvider(java.security.Provider);
    public JcePEMEncryptorBuilder setProvider(String);
    public JcePEMEncryptorBuilder setSecureRandom(java.security.SecureRandom);
    public org.bouncycastle.openssl.PEMEncryptor build(char[]);
}










org/bouncycastle/openssl/jcajce/PEMUtilities.class


package org.bouncycastle.openssl.jcajce;
synchronized class PEMUtilities {
    private static final java.util.Map KEYSIZES;
    private static final java.util.Set PKCS5_SCHEME_1;
    private static final java.util.Set PKCS5_SCHEME_2;
    void PEMUtilities();
    static int getKeySize(String);
    static boolean isPKCS5Scheme1(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static boolean isPKCS5Scheme2(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static boolean isPKCS12(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static javax.crypto.SecretKey generateSecretKeyForPKCS5Scheme2(org.bouncycastle.jcajce.util.JcaJceHelper, String, char[], byte[], int) throws java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException, java.security.spec.InvalidKeySpecException;
    static byte[] crypt(boolean, org.bouncycastle.jcajce.util.JcaJceHelper, byte[], char[], String, byte[]) throws org.bouncycastle.openssl.PEMException;
    private static javax.crypto.SecretKey getKey(org.bouncycastle.jcajce.util.JcaJceHelper, char[], String, int, byte[]) throws org.bouncycastle.openssl.PEMException;
    private static javax.crypto.SecretKey getKey(org.bouncycastle.jcajce.util.JcaJceHelper, char[], String, int, byte[], boolean) throws org.bouncycastle.openssl.PEMException;
    static void <clinit>();
}










org/bouncycastle/operator/AlgorithmNameFinder.class


package org.bouncycastle.operator;
public abstract interface AlgorithmNameFinder {
    public abstract boolean hasAlgorithmName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public abstract String getAlgorithmName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public abstract String getAlgorithmName(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/AsymmetricKeyUnwrapper.class


package org.bouncycastle.operator;
public abstract synchronized class AsymmetricKeyUnwrapper implements KeyUnwrapper {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmId;
    protected void AsymmetricKeyUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
}










org/bouncycastle/operator/AsymmetricKeyWrapper.class


package org.bouncycastle.operator;
public abstract synchronized class AsymmetricKeyWrapper implements KeyWrapper {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmId;
    protected void AsymmetricKeyWrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
}










org/bouncycastle/operator/BufferingContentSigner.class


package org.bouncycastle.operator;
public synchronized class BufferingContentSigner implements ContentSigner {
    private final ContentSigner contentSigner;
    private final java.io.OutputStream output;
    public void BufferingContentSigner(ContentSigner);
    public void BufferingContentSigner(ContentSigner, int);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public byte[] getSignature();
}










org/bouncycastle/operator/ContentSigner.class


package org.bouncycastle.operator;
public abstract interface ContentSigner {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public abstract java.io.OutputStream getOutputStream();
    public abstract byte[] getSignature();
}










org/bouncycastle/operator/ContentVerifier.class


package org.bouncycastle.operator;
public abstract interface ContentVerifier {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public abstract java.io.OutputStream getOutputStream();
    public abstract boolean verify(byte[]);
}










org/bouncycastle/operator/ContentVerifierProvider.class


package org.bouncycastle.operator;
public abstract interface ContentVerifierProvider {
    public abstract boolean hasAssociatedCertificate();
    public abstract org.bouncycastle.cert.X509CertificateHolder getAssociatedCertificate();
    public abstract ContentVerifier get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws OperatorCreationException;
}










org/bouncycastle/operator/DefaultAlgorithmNameFinder.class


package org.bouncycastle.operator;
public synchronized class DefaultAlgorithmNameFinder implements AlgorithmNameFinder {
    private static final java.util.Map algorithms;
    public void DefaultAlgorithmNameFinder();
    public boolean hasAlgorithmName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public String getAlgorithmName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public String getAlgorithmName(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    static void <clinit>();
}










org/bouncycastle/operator/DefaultDigestAlgorithmIdentifierFinder.class


package org.bouncycastle.operator;
public synchronized class DefaultDigestAlgorithmIdentifierFinder implements DigestAlgorithmIdentifierFinder {
    private static java.util.Map digestOids;
    private static java.util.Map digestNameToOids;
    public void DefaultDigestAlgorithmIdentifierFinder();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier find(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier find(String);
    static void <clinit>();
}










org/bouncycastle/operator/DefaultSecretKeySizeProvider.class


package org.bouncycastle.operator;
public synchronized class DefaultSecretKeySizeProvider implements SecretKeySizeProvider {
    public static final SecretKeySizeProvider INSTANCE;
    private static final java.util.Map KEY_SIZES;
    public void DefaultSecretKeySizeProvider();
    public int getKeySize(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public int getKeySize(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static void <clinit>();
}










org/bouncycastle/operator/DefaultSignatureAlgorithmIdentifierFinder.class


package org.bouncycastle.operator;
public synchronized class DefaultSignatureAlgorithmIdentifierFinder implements SignatureAlgorithmIdentifierFinder {
    private static java.util.Map algorithms;
    private static java.util.Set noParams;
    private static java.util.Map params;
    private static java.util.Set pkcs15RsaEncryption;
    private static java.util.Map digestOids;
    private static final org.bouncycastle.asn1.ASN1ObjectIdentifier ENCRYPTION_RSA;
    private static final org.bouncycastle.asn1.ASN1ObjectIdentifier ENCRYPTION_DSA;
    private static final org.bouncycastle.asn1.ASN1ObjectIdentifier ENCRYPTION_ECDSA;
    private static final org.bouncycastle.asn1.ASN1ObjectIdentifier ENCRYPTION_RSA_PSS;
    private static final org.bouncycastle.asn1.ASN1ObjectIdentifier ENCRYPTION_GOST3410;
    private static final org.bouncycastle.asn1.ASN1ObjectIdentifier ENCRYPTION_ECGOST3410;
    public void DefaultSignatureAlgorithmIdentifierFinder();
    private static org.bouncycastle.asn1.x509.AlgorithmIdentifier generate(String);
    private static org.bouncycastle.asn1.pkcs.RSASSAPSSparams createPSSParams(org.bouncycastle.asn1.x509.AlgorithmIdentifier, int);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier find(String);
    static void <clinit>();
}










org/bouncycastle/operator/DigestAlgorithmIdentifierFinder.class


package org.bouncycastle.operator;
public abstract interface DigestAlgorithmIdentifierFinder {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier find(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier find(String);
}










org/bouncycastle/operator/DigestCalculator.class


package org.bouncycastle.operator;
public abstract interface DigestCalculator {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public abstract java.io.OutputStream getOutputStream();
    public abstract byte[] getDigest();
}










org/bouncycastle/operator/DigestCalculatorProvider.class


package org.bouncycastle.operator;
public abstract interface DigestCalculatorProvider {
    public abstract DigestCalculator get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws OperatorCreationException;
}










org/bouncycastle/operator/GenericKey.class


package org.bouncycastle.operator;
public synchronized class GenericKey {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmIdentifier;
    private Object representation;
    public void GenericKey(Object);
    public void GenericKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    protected void GenericKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public Object getRepresentation();
}










org/bouncycastle/operator/InputDecryptor.class


package org.bouncycastle.operator;
public abstract interface InputDecryptor {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public abstract java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/operator/InputDecryptorProvider.class


package org.bouncycastle.operator;
public abstract interface InputDecryptorProvider {
    public abstract InputDecryptor get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws OperatorCreationException;
}










org/bouncycastle/operator/InputExpander.class


package org.bouncycastle.operator;
public abstract interface InputExpander {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public abstract java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/operator/InputExpanderProvider.class


package org.bouncycastle.operator;
public abstract interface InputExpanderProvider {
    public abstract InputExpander get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/KeyUnwrapper.class


package org.bouncycastle.operator;
public abstract interface KeyUnwrapper {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public abstract GenericKey generateUnwrappedKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws OperatorException;
}










org/bouncycastle/operator/KeyWrapper.class


package org.bouncycastle.operator;
public abstract interface KeyWrapper {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public abstract byte[] generateWrappedKey(GenericKey) throws OperatorException;
}










org/bouncycastle/operator/MacCalculator.class


package org.bouncycastle.operator;
public abstract interface MacCalculator {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public abstract java.io.OutputStream getOutputStream();
    public abstract byte[] getMac();
    public abstract GenericKey getKey();
}










org/bouncycastle/operator/MacCalculatorProvider.class


package org.bouncycastle.operator;
public abstract interface MacCalculatorProvider {
    public abstract MacCalculator get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/OperatorCreationException.class


package org.bouncycastle.operator;
public synchronized class OperatorCreationException extends OperatorException {
    public void OperatorCreationException(String, Throwable);
    public void OperatorCreationException(String);
}










org/bouncycastle/operator/OperatorException.class


package org.bouncycastle.operator;
public synchronized class OperatorException extends Exception {
    private Throwable cause;
    public void OperatorException(String, Throwable);
    public void OperatorException(String);
    public Throwable getCause();
}










org/bouncycastle/operator/OperatorStreamException.class


package org.bouncycastle.operator;
public synchronized class OperatorStreamException extends java.io.IOException {
    private Throwable cause;
    public void OperatorStreamException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/operator/OutputCompressor.class


package org.bouncycastle.operator;
public abstract interface OutputCompressor {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public abstract java.io.OutputStream getOutputStream(java.io.OutputStream);
}










org/bouncycastle/operator/OutputEncryptor.class


package org.bouncycastle.operator;
public abstract interface OutputEncryptor {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public abstract java.io.OutputStream getOutputStream(java.io.OutputStream);
    public abstract GenericKey getKey();
}










org/bouncycastle/operator/RawContentVerifier.class


package org.bouncycastle.operator;
public abstract interface RawContentVerifier {
    public abstract boolean verify(byte[], byte[]);
}










org/bouncycastle/operator/RuntimeOperatorException.class


package org.bouncycastle.operator;
public synchronized class RuntimeOperatorException extends RuntimeException {
    private Throwable cause;
    public void RuntimeOperatorException(String);
    public void RuntimeOperatorException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/operator/SecretKeySizeProvider.class


package org.bouncycastle.operator;
public abstract interface SecretKeySizeProvider {
    public abstract int getKeySize(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public abstract int getKeySize(org.bouncycastle.asn1.ASN1ObjectIdentifier);
}










org/bouncycastle/operator/SignatureAlgorithmIdentifierFinder.class


package org.bouncycastle.operator;
public abstract interface SignatureAlgorithmIdentifierFinder {
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier find(String);
}










org/bouncycastle/operator/SymmetricKeyUnwrapper.class


package org.bouncycastle.operator;
public abstract synchronized class SymmetricKeyUnwrapper implements KeyUnwrapper {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmId;
    protected void SymmetricKeyUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
}










org/bouncycastle/operator/SymmetricKeyWrapper.class


package org.bouncycastle.operator;
public abstract synchronized class SymmetricKeyWrapper implements KeyWrapper {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmId;
    protected void SymmetricKeyWrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
}










org/bouncycastle/operator/bc/AESUtil.class


package org.bouncycastle.operator.bc;
synchronized class AESUtil {
    void AESUtil();
    static org.bouncycastle.asn1.x509.AlgorithmIdentifier determineKeyEncAlg(org.bouncycastle.crypto.params.KeyParameter);
}










org/bouncycastle/operator/bc/BcAESSymmetricKeyUnwrapper.class


package org.bouncycastle.operator.bc;
public synchronized class BcAESSymmetricKeyUnwrapper extends BcSymmetricKeyUnwrapper {
    public void BcAESSymmetricKeyUnwrapper(org.bouncycastle.crypto.params.KeyParameter);
}










org/bouncycastle/operator/bc/BcAESSymmetricKeyWrapper.class


package org.bouncycastle.operator.bc;
public synchronized class BcAESSymmetricKeyWrapper extends BcSymmetricKeyWrapper {
    public void BcAESSymmetricKeyWrapper(org.bouncycastle.crypto.params.KeyParameter);
}










org/bouncycastle/operator/bc/BcAsymmetricKeyUnwrapper.class


package org.bouncycastle.operator.bc;
public abstract synchronized class BcAsymmetricKeyUnwrapper extends org.bouncycastle.operator.AsymmetricKeyUnwrapper {
    private org.bouncycastle.crypto.params.AsymmetricKeyParameter privateKey;
    public void BcAsymmetricKeyUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public org.bouncycastle.operator.GenericKey generateUnwrappedKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.operator.OperatorException;
    protected abstract org.bouncycastle.crypto.AsymmetricBlockCipher createAsymmetricUnwrapper(org.bouncycastle.asn1.ASN1ObjectIdentifier);
}










org/bouncycastle/operator/bc/BcAsymmetricKeyWrapper.class


package org.bouncycastle.operator.bc;
public abstract synchronized class BcAsymmetricKeyWrapper extends org.bouncycastle.operator.AsymmetricKeyWrapper {
    private org.bouncycastle.crypto.params.AsymmetricKeyParameter publicKey;
    private java.security.SecureRandom random;
    public void BcAsymmetricKeyWrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public BcAsymmetricKeyWrapper setSecureRandom(java.security.SecureRandom);
    public byte[] generateWrappedKey(org.bouncycastle.operator.GenericKey) throws org.bouncycastle.operator.OperatorException;
    protected abstract org.bouncycastle.crypto.AsymmetricBlockCipher createAsymmetricWrapper(org.bouncycastle.asn1.ASN1ObjectIdentifier);
}










org/bouncycastle/operator/bc/BcContentSignerBuilder$1.class


package org.bouncycastle.operator.bc;
synchronized class BcContentSignerBuilder$1 implements org.bouncycastle.operator.ContentSigner {
    private BcSignerOutputStream stream;
    void BcContentSignerBuilder$1(BcContentSignerBuilder, org.bouncycastle.crypto.Signer);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public byte[] getSignature();
}










org/bouncycastle/operator/bc/BcContentSignerBuilder.class


package org.bouncycastle.operator.bc;
public abstract synchronized class BcContentSignerBuilder {
    private java.security.SecureRandom random;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier sigAlgId;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier digAlgId;
    protected BcDigestProvider digestProvider;
    public void BcContentSignerBuilder(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public BcContentSignerBuilder setSecureRandom(java.security.SecureRandom);
    public org.bouncycastle.operator.ContentSigner build(org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws org.bouncycastle.operator.OperatorCreationException;
    protected abstract org.bouncycastle.crypto.Signer createSigner(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/bc/BcContentVerifierProviderBuilder$1.class


package org.bouncycastle.operator.bc;
synchronized class BcContentVerifierProviderBuilder$1 implements org.bouncycastle.operator.ContentVerifierProvider {
    void BcContentVerifierProviderBuilder$1(BcContentVerifierProviderBuilder, org.bouncycastle.cert.X509CertificateHolder);
    public boolean hasAssociatedCertificate();
    public org.bouncycastle.cert.X509CertificateHolder getAssociatedCertificate();
    public org.bouncycastle.operator.ContentVerifier get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/bc/BcContentVerifierProviderBuilder$2.class


package org.bouncycastle.operator.bc;
synchronized class BcContentVerifierProviderBuilder$2 implements org.bouncycastle.operator.ContentVerifierProvider {
    void BcContentVerifierProviderBuilder$2(BcContentVerifierProviderBuilder, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public boolean hasAssociatedCertificate();
    public org.bouncycastle.cert.X509CertificateHolder getAssociatedCertificate();
    public org.bouncycastle.operator.ContentVerifier get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/bc/BcContentVerifierProviderBuilder$SigVerifier.class


package org.bouncycastle.operator.bc;
synchronized class BcContentVerifierProviderBuilder$SigVerifier implements org.bouncycastle.operator.ContentVerifier {
    private BcSignerOutputStream stream;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithm;
    void BcContentVerifierProviderBuilder$SigVerifier(BcContentVerifierProviderBuilder, org.bouncycastle.asn1.x509.AlgorithmIdentifier, BcSignerOutputStream);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public boolean verify(byte[]);
}










org/bouncycastle/operator/bc/BcContentVerifierProviderBuilder.class


package org.bouncycastle.operator.bc;
public abstract synchronized class BcContentVerifierProviderBuilder {
    protected BcDigestProvider digestProvider;
    public void BcContentVerifierProviderBuilder();
    public org.bouncycastle.operator.ContentVerifierProvider build(org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.operator.ContentVerifierProvider build(org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws org.bouncycastle.operator.OperatorCreationException;
    private BcSignerOutputStream createSignatureStream(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws org.bouncycastle.operator.OperatorCreationException;
    protected abstract org.bouncycastle.crypto.params.AsymmetricKeyParameter extractKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
    protected abstract org.bouncycastle.crypto.Signer createSigner(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/bc/BcDSAContentSignerBuilder.class


package org.bouncycastle.operator.bc;
public synchronized class BcDSAContentSignerBuilder extends BcContentSignerBuilder {
    public void BcDSAContentSignerBuilder(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    protected org.bouncycastle.crypto.Signer createSigner(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/bc/BcDSAContentVerifierProviderBuilder.class


package org.bouncycastle.operator.bc;
public synchronized class BcDSAContentVerifierProviderBuilder extends BcContentVerifierProviderBuilder {
    private org.bouncycastle.operator.DigestAlgorithmIdentifierFinder digestAlgorithmFinder;
    public void BcDSAContentVerifierProviderBuilder(org.bouncycastle.operator.DigestAlgorithmIdentifierFinder);
    protected org.bouncycastle.crypto.Signer createSigner(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
    protected org.bouncycastle.crypto.params.AsymmetricKeyParameter extractKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider$1.class


package org.bouncycastle.operator.bc;
final synchronized class BcDefaultDigestProvider$1 implements BcDigestProvider {
    void BcDefaultDigestProvider$1();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider$10.class


package org.bouncycastle.operator.bc;
final synchronized class BcDefaultDigestProvider$10 implements BcDigestProvider {
    void BcDefaultDigestProvider$10();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider$11.class


package org.bouncycastle.operator.bc;
final synchronized class BcDefaultDigestProvider$11 implements BcDigestProvider {
    void BcDefaultDigestProvider$11();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider$12.class


package org.bouncycastle.operator.bc;
final synchronized class BcDefaultDigestProvider$12 implements BcDigestProvider {
    void BcDefaultDigestProvider$12();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider$2.class


package org.bouncycastle.operator.bc;
final synchronized class BcDefaultDigestProvider$2 implements BcDigestProvider {
    void BcDefaultDigestProvider$2();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider$3.class


package org.bouncycastle.operator.bc;
final synchronized class BcDefaultDigestProvider$3 implements BcDigestProvider {
    void BcDefaultDigestProvider$3();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider$4.class


package org.bouncycastle.operator.bc;
final synchronized class BcDefaultDigestProvider$4 implements BcDigestProvider {
    void BcDefaultDigestProvider$4();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider$5.class


package org.bouncycastle.operator.bc;
final synchronized class BcDefaultDigestProvider$5 implements BcDigestProvider {
    void BcDefaultDigestProvider$5();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider$6.class


package org.bouncycastle.operator.bc;
final synchronized class BcDefaultDigestProvider$6 implements BcDigestProvider {
    void BcDefaultDigestProvider$6();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider$7.class


package org.bouncycastle.operator.bc;
final synchronized class BcDefaultDigestProvider$7 implements BcDigestProvider {
    void BcDefaultDigestProvider$7();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider$8.class


package org.bouncycastle.operator.bc;
final synchronized class BcDefaultDigestProvider$8 implements BcDigestProvider {
    void BcDefaultDigestProvider$8();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider$9.class


package org.bouncycastle.operator.bc;
final synchronized class BcDefaultDigestProvider$9 implements BcDigestProvider {
    void BcDefaultDigestProvider$9();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/operator/bc/BcDefaultDigestProvider.class


package org.bouncycastle.operator.bc;
public synchronized class BcDefaultDigestProvider implements BcDigestProvider {
    private static final java.util.Map lookup;
    public static final BcDigestProvider INSTANCE;
    private static java.util.Map createTable();
    private void BcDefaultDigestProvider();
    public org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
    static void <clinit>();
}










org/bouncycastle/operator/bc/BcDigestCalculatorProvider$1.class


package org.bouncycastle.operator.bc;
synchronized class BcDigestCalculatorProvider$1 implements org.bouncycastle.operator.DigestCalculator {
    void BcDigestCalculatorProvider$1(BcDigestCalculatorProvider, org.bouncycastle.asn1.x509.AlgorithmIdentifier, BcDigestCalculatorProvider$DigestOutputStream);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public byte[] getDigest();
}










org/bouncycastle/operator/bc/BcDigestCalculatorProvider$DigestOutputStream.class


package org.bouncycastle.operator.bc;
synchronized class BcDigestCalculatorProvider$DigestOutputStream extends java.io.OutputStream {
    private org.bouncycastle.crypto.Digest dig;
    void BcDigestCalculatorProvider$DigestOutputStream(BcDigestCalculatorProvider, org.bouncycastle.crypto.Digest);
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void write(int) throws java.io.IOException;
    byte[] getDigest();
}










org/bouncycastle/operator/bc/BcDigestCalculatorProvider.class


package org.bouncycastle.operator.bc;
public synchronized class BcDigestCalculatorProvider implements org.bouncycastle.operator.DigestCalculatorProvider {
    private BcDigestProvider digestProvider;
    public void BcDigestCalculatorProvider();
    public org.bouncycastle.operator.DigestCalculator get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/bc/BcDigestProvider.class


package org.bouncycastle.operator.bc;
public abstract interface BcDigestProvider {
    public abstract org.bouncycastle.crypto.ExtendedDigest get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/bc/BcECContentSignerBuilder.class


package org.bouncycastle.operator.bc;
public synchronized class BcECContentSignerBuilder extends BcContentSignerBuilder {
    public void BcECContentSignerBuilder(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    protected org.bouncycastle.crypto.Signer createSigner(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/bc/BcECContentVerifierProviderBuilder.class


package org.bouncycastle.operator.bc;
public synchronized class BcECContentVerifierProviderBuilder extends BcContentVerifierProviderBuilder {
    private org.bouncycastle.operator.DigestAlgorithmIdentifierFinder digestAlgorithmFinder;
    public void BcECContentVerifierProviderBuilder(org.bouncycastle.operator.DigestAlgorithmIdentifierFinder);
    protected org.bouncycastle.crypto.Signer createSigner(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
    protected org.bouncycastle.crypto.params.AsymmetricKeyParameter extractKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/operator/bc/BcRSAAsymmetricKeyUnwrapper.class


package org.bouncycastle.operator.bc;
public synchronized class BcRSAAsymmetricKeyUnwrapper extends BcAsymmetricKeyUnwrapper {
    public void BcRSAAsymmetricKeyUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    protected org.bouncycastle.crypto.AsymmetricBlockCipher createAsymmetricUnwrapper(org.bouncycastle.asn1.ASN1ObjectIdentifier);
}










org/bouncycastle/operator/bc/BcRSAAsymmetricKeyWrapper.class


package org.bouncycastle.operator.bc;
public synchronized class BcRSAAsymmetricKeyWrapper extends BcAsymmetricKeyWrapper {
    public void BcRSAAsymmetricKeyWrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public void BcRSAAsymmetricKeyWrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
    protected org.bouncycastle.crypto.AsymmetricBlockCipher createAsymmetricWrapper(org.bouncycastle.asn1.ASN1ObjectIdentifier);
}










org/bouncycastle/operator/bc/BcRSAContentSignerBuilder.class


package org.bouncycastle.operator.bc;
public synchronized class BcRSAContentSignerBuilder extends BcContentSignerBuilder {
    public void BcRSAContentSignerBuilder(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    protected org.bouncycastle.crypto.Signer createSigner(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/bc/BcRSAContentVerifierProviderBuilder.class


package org.bouncycastle.operator.bc;
public synchronized class BcRSAContentVerifierProviderBuilder extends BcContentVerifierProviderBuilder {
    private org.bouncycastle.operator.DigestAlgorithmIdentifierFinder digestAlgorithmFinder;
    public void BcRSAContentVerifierProviderBuilder(org.bouncycastle.operator.DigestAlgorithmIdentifierFinder);
    protected org.bouncycastle.crypto.Signer createSigner(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
    protected org.bouncycastle.crypto.params.AsymmetricKeyParameter extractKeyParameters(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/operator/bc/BcSignerOutputStream.class


package org.bouncycastle.operator.bc;
public synchronized class BcSignerOutputStream extends java.io.OutputStream {
    private org.bouncycastle.crypto.Signer sig;
    void BcSignerOutputStream(org.bouncycastle.crypto.Signer);
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void write(int) throws java.io.IOException;
    byte[] getSignature() throws org.bouncycastle.crypto.CryptoException;
    boolean verify(byte[]);
}










org/bouncycastle/operator/bc/BcSymmetricKeyUnwrapper.class


package org.bouncycastle.operator.bc;
public synchronized class BcSymmetricKeyUnwrapper extends org.bouncycastle.operator.SymmetricKeyUnwrapper {
    private java.security.SecureRandom random;
    private org.bouncycastle.crypto.Wrapper wrapper;
    private org.bouncycastle.crypto.params.KeyParameter wrappingKey;
    public void BcSymmetricKeyUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.crypto.Wrapper, org.bouncycastle.crypto.params.KeyParameter);
    public BcSymmetricKeyUnwrapper setSecureRandom(java.security.SecureRandom);
    public org.bouncycastle.operator.GenericKey generateUnwrappedKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.operator.OperatorException;
}










org/bouncycastle/operator/bc/BcSymmetricKeyWrapper.class


package org.bouncycastle.operator.bc;
public synchronized class BcSymmetricKeyWrapper extends org.bouncycastle.operator.SymmetricKeyWrapper {
    private java.security.SecureRandom random;
    private org.bouncycastle.crypto.Wrapper wrapper;
    private org.bouncycastle.crypto.params.KeyParameter wrappingKey;
    public void BcSymmetricKeyWrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.crypto.Wrapper, org.bouncycastle.crypto.params.KeyParameter);
    public BcSymmetricKeyWrapper setSecureRandom(java.security.SecureRandom);
    public byte[] generateWrappedKey(org.bouncycastle.operator.GenericKey) throws org.bouncycastle.operator.OperatorException;
}










org/bouncycastle/operator/bc/CamelliaUtil.class


package org.bouncycastle.operator.bc;
synchronized class CamelliaUtil {
    void CamelliaUtil();
    static org.bouncycastle.asn1.x509.AlgorithmIdentifier determineKeyEncAlg(org.bouncycastle.crypto.params.KeyParameter);
}










org/bouncycastle/operator/bc/OperatorUtils.class


package org.bouncycastle.operator.bc;
synchronized class OperatorUtils {
    void OperatorUtils();
    static byte[] getKeyBytes(org.bouncycastle.operator.GenericKey);
}










org/bouncycastle/operator/bc/SEEDUtil.class


package org.bouncycastle.operator.bc;
synchronized class SEEDUtil {
    void SEEDUtil();
    static org.bouncycastle.asn1.x509.AlgorithmIdentifier determineKeyEncAlg();
}










org/bouncycastle/operator/jcajce/JcaAlgorithmParametersConverter.class


package org.bouncycastle.operator.jcajce;
public synchronized class JcaAlgorithmParametersConverter {
    public void JcaAlgorithmParametersConverter();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.security.AlgorithmParameters) throws java.security.InvalidAlgorithmParameterException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidAlgorithmParameterException;
}










org/bouncycastle/operator/jcajce/JcaContentSignerBuilder$1.class


package org.bouncycastle.operator.jcajce;
synchronized class JcaContentSignerBuilder$1 implements org.bouncycastle.operator.ContentSigner {
    private JcaContentSignerBuilder$SignatureOutputStream stream;
    void JcaContentSignerBuilder$1(JcaContentSignerBuilder, java.security.Signature);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public byte[] getSignature();
}










org/bouncycastle/operator/jcajce/JcaContentSignerBuilder$SignatureOutputStream.class


package org.bouncycastle.operator.jcajce;
synchronized class JcaContentSignerBuilder$SignatureOutputStream extends java.io.OutputStream {
    private java.security.Signature sig;
    void JcaContentSignerBuilder$SignatureOutputStream(JcaContentSignerBuilder, java.security.Signature);
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void write(int) throws java.io.IOException;
    byte[] getSignature() throws java.security.SignatureException;
}










org/bouncycastle/operator/jcajce/JcaContentSignerBuilder.class


package org.bouncycastle.operator.jcajce;
public synchronized class JcaContentSignerBuilder {
    private OperatorHelper helper;
    private java.security.SecureRandom random;
    private String signatureAlgorithm;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier sigAlgId;
    public void JcaContentSignerBuilder(String);
    public JcaContentSignerBuilder setProvider(java.security.Provider);
    public JcaContentSignerBuilder setProvider(String);
    public JcaContentSignerBuilder setSecureRandom(java.security.SecureRandom);
    public org.bouncycastle.operator.ContentSigner build(java.security.PrivateKey) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/jcajce/JcaContentVerifierProviderBuilder$1.class


package org.bouncycastle.operator.jcajce;
synchronized class JcaContentVerifierProviderBuilder$1 implements org.bouncycastle.operator.ContentVerifierProvider {
    private JcaContentVerifierProviderBuilder$SignatureOutputStream stream;
    void JcaContentVerifierProviderBuilder$1(JcaContentVerifierProviderBuilder, org.bouncycastle.cert.X509CertificateHolder, java.security.cert.X509Certificate);
    public boolean hasAssociatedCertificate();
    public org.bouncycastle.cert.X509CertificateHolder getAssociatedCertificate();
    public org.bouncycastle.operator.ContentVerifier get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/jcajce/JcaContentVerifierProviderBuilder$2.class


package org.bouncycastle.operator.jcajce;
synchronized class JcaContentVerifierProviderBuilder$2 implements org.bouncycastle.operator.ContentVerifierProvider {
    void JcaContentVerifierProviderBuilder$2(JcaContentVerifierProviderBuilder, java.security.PublicKey);
    public boolean hasAssociatedCertificate();
    public org.bouncycastle.cert.X509CertificateHolder getAssociatedCertificate();
    public org.bouncycastle.operator.ContentVerifier get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/jcajce/JcaContentVerifierProviderBuilder$RawSigVerifier.class


package org.bouncycastle.operator.jcajce;
synchronized class JcaContentVerifierProviderBuilder$RawSigVerifier extends JcaContentVerifierProviderBuilder$SigVerifier implements org.bouncycastle.operator.RawContentVerifier {
    private java.security.Signature rawSignature;
    void JcaContentVerifierProviderBuilder$RawSigVerifier(JcaContentVerifierProviderBuilder, org.bouncycastle.asn1.x509.AlgorithmIdentifier, JcaContentVerifierProviderBuilder$SignatureOutputStream, java.security.Signature);
    public boolean verify(byte[]);
    public boolean verify(byte[], byte[]);
}










org/bouncycastle/operator/jcajce/JcaContentVerifierProviderBuilder$SigVerifier.class


package org.bouncycastle.operator.jcajce;
synchronized class JcaContentVerifierProviderBuilder$SigVerifier implements org.bouncycastle.operator.ContentVerifier {
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithm;
    protected JcaContentVerifierProviderBuilder$SignatureOutputStream stream;
    void JcaContentVerifierProviderBuilder$SigVerifier(JcaContentVerifierProviderBuilder, org.bouncycastle.asn1.x509.AlgorithmIdentifier, JcaContentVerifierProviderBuilder$SignatureOutputStream);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public boolean verify(byte[]);
}










org/bouncycastle/operator/jcajce/JcaContentVerifierProviderBuilder$SignatureOutputStream.class


package org.bouncycastle.operator.jcajce;
synchronized class JcaContentVerifierProviderBuilder$SignatureOutputStream extends java.io.OutputStream {
    private java.security.Signature sig;
    void JcaContentVerifierProviderBuilder$SignatureOutputStream(JcaContentVerifierProviderBuilder, java.security.Signature);
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void write(int) throws java.io.IOException;
    boolean verify(byte[]) throws java.security.SignatureException;
}










org/bouncycastle/operator/jcajce/JcaContentVerifierProviderBuilder.class


package org.bouncycastle.operator.jcajce;
public synchronized class JcaContentVerifierProviderBuilder {
    private OperatorHelper helper;
    public void JcaContentVerifierProviderBuilder();
    public JcaContentVerifierProviderBuilder setProvider(java.security.Provider);
    public JcaContentVerifierProviderBuilder setProvider(String);
    public org.bouncycastle.operator.ContentVerifierProvider build(org.bouncycastle.cert.X509CertificateHolder) throws org.bouncycastle.operator.OperatorCreationException, java.security.cert.CertificateException;
    public org.bouncycastle.operator.ContentVerifierProvider build(java.security.cert.X509Certificate) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.operator.ContentVerifierProvider build(java.security.PublicKey) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.operator.ContentVerifierProvider build(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws org.bouncycastle.operator.OperatorCreationException;
    private JcaContentVerifierProviderBuilder$SignatureOutputStream createSignatureStream(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PublicKey) throws org.bouncycastle.operator.OperatorCreationException;
    private java.security.Signature createRawSig(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PublicKey);
}










org/bouncycastle/operator/jcajce/JcaDigestCalculatorProviderBuilder$1$1.class


package org.bouncycastle.operator.jcajce;
synchronized class JcaDigestCalculatorProviderBuilder$1$1 implements org.bouncycastle.operator.DigestCalculator {
    void JcaDigestCalculatorProviderBuilder$1$1(JcaDigestCalculatorProviderBuilder$1, org.bouncycastle.asn1.x509.AlgorithmIdentifier, JcaDigestCalculatorProviderBuilder$DigestOutputStream);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public byte[] getDigest();
}










org/bouncycastle/operator/jcajce/JcaDigestCalculatorProviderBuilder$1.class


package org.bouncycastle.operator.jcajce;
synchronized class JcaDigestCalculatorProviderBuilder$1 implements org.bouncycastle.operator.DigestCalculatorProvider {
    void JcaDigestCalculatorProviderBuilder$1(JcaDigestCalculatorProviderBuilder);
    public org.bouncycastle.operator.DigestCalculator get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/jcajce/JcaDigestCalculatorProviderBuilder$DigestOutputStream.class


package org.bouncycastle.operator.jcajce;
synchronized class JcaDigestCalculatorProviderBuilder$DigestOutputStream extends java.io.OutputStream {
    private java.security.MessageDigest dig;
    void JcaDigestCalculatorProviderBuilder$DigestOutputStream(JcaDigestCalculatorProviderBuilder, java.security.MessageDigest);
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void write(int) throws java.io.IOException;
    byte[] getDigest();
}










org/bouncycastle/operator/jcajce/JcaDigestCalculatorProviderBuilder.class


package org.bouncycastle.operator.jcajce;
public synchronized class JcaDigestCalculatorProviderBuilder {
    private OperatorHelper helper;
    public void JcaDigestCalculatorProviderBuilder();
    public JcaDigestCalculatorProviderBuilder setProvider(java.security.Provider);
    public JcaDigestCalculatorProviderBuilder setProvider(String);
    public org.bouncycastle.operator.DigestCalculatorProvider build() throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/operator/jcajce/JceAsymmetricKeyUnwrapper.class


package org.bouncycastle.operator.jcajce;
public synchronized class JceAsymmetricKeyUnwrapper extends org.bouncycastle.operator.AsymmetricKeyUnwrapper {
    private OperatorHelper helper;
    private java.util.Map extraMappings;
    private java.security.PrivateKey privKey;
    private boolean unwrappedKeyMustBeEncodable;
    public void JceAsymmetricKeyUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PrivateKey);
    public JceAsymmetricKeyUnwrapper setProvider(java.security.Provider);
    public JceAsymmetricKeyUnwrapper setProvider(String);
    public JceAsymmetricKeyUnwrapper setMustProduceEncodableUnwrappedKey(boolean);
    public JceAsymmetricKeyUnwrapper setAlgorithmMapping(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public org.bouncycastle.operator.GenericKey generateUnwrappedKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.operator.OperatorException;
}










org/bouncycastle/operator/jcajce/JceAsymmetricKeyWrapper.class


package org.bouncycastle.operator.jcajce;
public synchronized class JceAsymmetricKeyWrapper extends org.bouncycastle.operator.AsymmetricKeyWrapper {
    private OperatorHelper helper;
    private java.util.Map extraMappings;
    private java.security.PublicKey publicKey;
    private java.security.SecureRandom random;
    public void JceAsymmetricKeyWrapper(java.security.PublicKey);
    public void JceAsymmetricKeyWrapper(java.security.cert.X509Certificate);
    public void JceAsymmetricKeyWrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PublicKey);
    public JceAsymmetricKeyWrapper setProvider(java.security.Provider);
    public JceAsymmetricKeyWrapper setProvider(String);
    public JceAsymmetricKeyWrapper setSecureRandom(java.security.SecureRandom);
    public JceAsymmetricKeyWrapper setAlgorithmMapping(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public byte[] generateWrappedKey(org.bouncycastle.operator.GenericKey) throws org.bouncycastle.operator.OperatorException;
}










org/bouncycastle/operator/jcajce/JceGenericKey.class


package org.bouncycastle.operator.jcajce;
public synchronized class JceGenericKey extends org.bouncycastle.operator.GenericKey {
    private static Object getRepresentation(java.security.Key);
    public void JceGenericKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.Key);
}










org/bouncycastle/operator/jcajce/JceKTSKeyUnwrapper.class


package org.bouncycastle.operator.jcajce;
public synchronized class JceKTSKeyUnwrapper extends org.bouncycastle.operator.AsymmetricKeyUnwrapper {
    private OperatorHelper helper;
    private java.util.Map extraMappings;
    private java.security.PrivateKey privKey;
    private byte[] partyUInfo;
    private byte[] partyVInfo;
    public void JceKTSKeyUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, java.security.PrivateKey, byte[], byte[]);
    public JceKTSKeyUnwrapper setProvider(java.security.Provider);
    public JceKTSKeyUnwrapper setProvider(String);
    public org.bouncycastle.operator.GenericKey generateUnwrappedKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.operator.OperatorException;
}










org/bouncycastle/operator/jcajce/JceKTSKeyWrapper.class


package org.bouncycastle.operator.jcajce;
public synchronized class JceKTSKeyWrapper extends org.bouncycastle.operator.AsymmetricKeyWrapper {
    private final String symmetricWrappingAlg;
    private final int keySizeInBits;
    private final byte[] partyUInfo;
    private final byte[] partyVInfo;
    private OperatorHelper helper;
    private java.security.PublicKey publicKey;
    private java.security.SecureRandom random;
    public void JceKTSKeyWrapper(java.security.PublicKey, String, int, byte[], byte[]);
    public void JceKTSKeyWrapper(java.security.cert.X509Certificate, String, int, byte[], byte[]);
    public JceKTSKeyWrapper setProvider(java.security.Provider);
    public JceKTSKeyWrapper setProvider(String);
    public JceKTSKeyWrapper setSecureRandom(java.security.SecureRandom);
    public byte[] generateWrappedKey(org.bouncycastle.operator.GenericKey) throws org.bouncycastle.operator.OperatorException;
}










org/bouncycastle/operator/jcajce/JceSymmetricKeyUnwrapper.class


package org.bouncycastle.operator.jcajce;
public synchronized class JceSymmetricKeyUnwrapper extends org.bouncycastle.operator.SymmetricKeyUnwrapper {
    private OperatorHelper helper;
    private javax.crypto.SecretKey secretKey;
    public void JceSymmetricKeyUnwrapper(org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.SecretKey);
    public JceSymmetricKeyUnwrapper setProvider(java.security.Provider);
    public JceSymmetricKeyUnwrapper setProvider(String);
    public org.bouncycastle.operator.GenericKey generateUnwrappedKey(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]) throws org.bouncycastle.operator.OperatorException;
}










org/bouncycastle/operator/jcajce/JceSymmetricKeyWrapper.class


package org.bouncycastle.operator.jcajce;
public synchronized class JceSymmetricKeyWrapper extends org.bouncycastle.operator.SymmetricKeyWrapper {
    private OperatorHelper helper;
    private java.security.SecureRandom random;
    private javax.crypto.SecretKey wrappingKey;
    public void JceSymmetricKeyWrapper(javax.crypto.SecretKey);
    public JceSymmetricKeyWrapper setProvider(java.security.Provider);
    public JceSymmetricKeyWrapper setProvider(String);
    public JceSymmetricKeyWrapper setSecureRandom(java.security.SecureRandom);
    public byte[] generateWrappedKey(org.bouncycastle.operator.GenericKey) throws org.bouncycastle.operator.OperatorException;
    private static org.bouncycastle.asn1.x509.AlgorithmIdentifier determineKeyEncAlg(javax.crypto.SecretKey);
    static org.bouncycastle.asn1.x509.AlgorithmIdentifier determineKeyEncAlg(String, int);
}










org/bouncycastle/operator/jcajce/OperatorHelper$OpCertificateException.class


package org.bouncycastle.operator.jcajce;
synchronized class OperatorHelper$OpCertificateException extends java.security.cert.CertificateException {
    private Throwable cause;
    public void OperatorHelper$OpCertificateException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/operator/jcajce/OperatorHelper.class


package org.bouncycastle.operator.jcajce;
synchronized class OperatorHelper {
    private static final java.util.Map oids;
    private static final java.util.Map asymmetricWrapperAlgNames;
    private static final java.util.Map symmetricWrapperAlgNames;
    private static final java.util.Map symmetricKeyAlgNames;
    private static final java.util.Map symmetricWrapperKeySizes;
    private org.bouncycastle.jcajce.util.JcaJceHelper helper;
    void OperatorHelper(org.bouncycastle.jcajce.util.JcaJceHelper);
    String getWrappingAlgorithmName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    int getKeySizeInBits(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    javax.crypto.Cipher createAsymmetricWrapper(org.bouncycastle.asn1.ASN1ObjectIdentifier, java.util.Map) throws org.bouncycastle.operator.OperatorCreationException;
    javax.crypto.Cipher createSymmetricWrapper(org.bouncycastle.asn1.ASN1ObjectIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
    java.security.AlgorithmParameters createAlgorithmParameters(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
    java.security.MessageDigest createDigest(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws java.security.GeneralSecurityException;
    java.security.Signature createSignature(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws java.security.GeneralSecurityException;
    public java.security.Signature createRawSignature(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private static String getSignatureName(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private static String getDigestName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.security.cert.X509Certificate convertCertificate(org.bouncycastle.cert.X509CertificateHolder) throws java.security.cert.CertificateException;
    public java.security.PublicKey convertPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws org.bouncycastle.operator.OperatorCreationException;
    String getKeyAlgorithmName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static void <clinit>();
}










org/bouncycastle/operator/jcajce/OperatorUtils.class


package org.bouncycastle.operator.jcajce;
synchronized class OperatorUtils {
    void OperatorUtils();
    static java.security.Key getJceKey(org.bouncycastle.operator.GenericKey);
}










org/bouncycastle/pkcs/MacDataGenerator.class


package org.bouncycastle.pkcs;
synchronized class MacDataGenerator {
    private PKCS12MacCalculatorBuilder builder;
    void MacDataGenerator(PKCS12MacCalculatorBuilder);
    public org.bouncycastle.asn1.pkcs.MacData build(char[], byte[]) throws PKCSException;
}










org/bouncycastle/pkcs/PKCS10CertificationRequest.class


package org.bouncycastle.pkcs;
public synchronized class PKCS10CertificationRequest {
    private static org.bouncycastle.asn1.pkcs.Attribute[] EMPTY_ARRAY;
    private org.bouncycastle.asn1.pkcs.CertificationRequest certificationRequest;
    private static org.bouncycastle.asn1.pkcs.CertificationRequest parseBytes(byte[]) throws java.io.IOException;
    public void PKCS10CertificationRequest(org.bouncycastle.asn1.pkcs.CertificationRequest);
    public void PKCS10CertificationRequest(byte[]) throws java.io.IOException;
    public org.bouncycastle.asn1.pkcs.CertificationRequest toASN1Structure();
    public org.bouncycastle.asn1.x500.X500Name getSubject();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getSignatureAlgorithm();
    public byte[] getSignature();
    public org.bouncycastle.asn1.x509.SubjectPublicKeyInfo getSubjectPublicKeyInfo();
    public org.bouncycastle.asn1.pkcs.Attribute[] getAttributes();
    public org.bouncycastle.asn1.pkcs.Attribute[] getAttributes(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public byte[] getEncoded() throws java.io.IOException;
    public boolean isSignatureValid(org.bouncycastle.operator.ContentVerifierProvider) throws PKCSException;
    public boolean equals(Object);
    public int hashCode();
    static void <clinit>();
}










org/bouncycastle/pkcs/PKCS10CertificationRequestBuilder.class


package org.bouncycastle.pkcs;
public synchronized class PKCS10CertificationRequestBuilder {
    private org.bouncycastle.asn1.x509.SubjectPublicKeyInfo publicKeyInfo;
    private org.bouncycastle.asn1.x500.X500Name subject;
    private java.util.List attributes;
    private boolean leaveOffEmpty;
    public void PKCS10CertificationRequestBuilder(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public PKCS10CertificationRequestBuilder addAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public PKCS10CertificationRequestBuilder addAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable[]);
    public PKCS10CertificationRequestBuilder setLeaveOffEmptyAttributes(boolean);
    public PKCS10CertificationRequest build(org.bouncycastle.operator.ContentSigner);
}










org/bouncycastle/pkcs/PKCS12MacCalculatorBuilder.class


package org.bouncycastle.pkcs;
public abstract interface PKCS12MacCalculatorBuilder {
    public abstract org.bouncycastle.operator.MacCalculator build(char[]) throws org.bouncycastle.operator.OperatorCreationException;
    public abstract org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithmIdentifier();
}










org/bouncycastle/pkcs/PKCS12MacCalculatorBuilderProvider.class


package org.bouncycastle.pkcs;
public abstract interface PKCS12MacCalculatorBuilderProvider {
    public abstract PKCS12MacCalculatorBuilder get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/pkcs/PKCS12PfxPdu.class


package org.bouncycastle.pkcs;
public synchronized class PKCS12PfxPdu {
    private org.bouncycastle.asn1.pkcs.Pfx pfx;
    private static org.bouncycastle.asn1.pkcs.Pfx parseBytes(byte[]) throws java.io.IOException;
    public void PKCS12PfxPdu(org.bouncycastle.asn1.pkcs.Pfx);
    public void PKCS12PfxPdu(byte[]) throws java.io.IOException;
    public org.bouncycastle.asn1.pkcs.ContentInfo[] getContentInfos();
    public boolean hasMac();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getMacAlgorithmID();
    public boolean isMacValid(PKCS12MacCalculatorBuilderProvider, char[]) throws PKCSException;
    public org.bouncycastle.asn1.pkcs.Pfx toASN1Structure();
    public byte[] getEncoded() throws java.io.IOException;
    public byte[] getEncoded(String) throws java.io.IOException;
}










org/bouncycastle/pkcs/PKCS12PfxPduBuilder.class


package org.bouncycastle.pkcs;
public synchronized class PKCS12PfxPduBuilder {
    private org.bouncycastle.asn1.ASN1EncodableVector dataVector;
    public void PKCS12PfxPduBuilder();
    public PKCS12PfxPduBuilder addData(PKCS12SafeBag) throws java.io.IOException;
    public PKCS12PfxPduBuilder addEncryptedData(org.bouncycastle.operator.OutputEncryptor, PKCS12SafeBag) throws java.io.IOException;
    public PKCS12PfxPduBuilder addEncryptedData(org.bouncycastle.operator.OutputEncryptor, PKCS12SafeBag[]) throws java.io.IOException;
    private PKCS12PfxPduBuilder addEncryptedData(org.bouncycastle.operator.OutputEncryptor, org.bouncycastle.asn1.ASN1Sequence) throws java.io.IOException;
    public PKCS12PfxPdu build(PKCS12MacCalculatorBuilder, char[]) throws PKCSException;
}










org/bouncycastle/pkcs/PKCS12SafeBag.class


package org.bouncycastle.pkcs;
public synchronized class PKCS12SafeBag {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier friendlyNameAttribute;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier localKeyIdAttribute;
    private org.bouncycastle.asn1.pkcs.SafeBag safeBag;
    public void PKCS12SafeBag(org.bouncycastle.asn1.pkcs.SafeBag);
    public org.bouncycastle.asn1.pkcs.SafeBag toASN1Structure();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getType();
    public org.bouncycastle.asn1.pkcs.Attribute[] getAttributes();
    public Object getBagValue();
    static void <clinit>();
}










org/bouncycastle/pkcs/PKCS12SafeBagBuilder.class


package org.bouncycastle.pkcs;
public synchronized class PKCS12SafeBagBuilder {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier bagType;
    private org.bouncycastle.asn1.ASN1Encodable bagValue;
    private org.bouncycastle.asn1.ASN1EncodableVector bagAttrs;
    public void PKCS12SafeBagBuilder(org.bouncycastle.asn1.pkcs.PrivateKeyInfo, org.bouncycastle.operator.OutputEncryptor);
    public void PKCS12SafeBagBuilder(org.bouncycastle.asn1.pkcs.PrivateKeyInfo);
    public void PKCS12SafeBagBuilder(org.bouncycastle.cert.X509CertificateHolder) throws java.io.IOException;
    public void PKCS12SafeBagBuilder(org.bouncycastle.cert.X509CRLHolder) throws java.io.IOException;
    public void PKCS12SafeBagBuilder(org.bouncycastle.asn1.x509.Certificate) throws java.io.IOException;
    public void PKCS12SafeBagBuilder(org.bouncycastle.asn1.x509.CertificateList) throws java.io.IOException;
    public PKCS12SafeBagBuilder addBagAttribute(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public PKCS12SafeBag build();
}










org/bouncycastle/pkcs/PKCS12SafeBagFactory.class


package org.bouncycastle.pkcs;
public synchronized class PKCS12SafeBagFactory {
    private org.bouncycastle.asn1.ASN1Sequence safeBagSeq;
    public void PKCS12SafeBagFactory(org.bouncycastle.asn1.pkcs.ContentInfo);
    public void PKCS12SafeBagFactory(org.bouncycastle.asn1.pkcs.ContentInfo, org.bouncycastle.operator.InputDecryptorProvider) throws PKCSException;
    public PKCS12SafeBag[] getSafeBags();
}










org/bouncycastle/pkcs/PKCS8EncryptedPrivateKeyInfo.class


package org.bouncycastle.pkcs;
public synchronized class PKCS8EncryptedPrivateKeyInfo {
    private org.bouncycastle.asn1.pkcs.EncryptedPrivateKeyInfo encryptedPrivateKeyInfo;
    private static org.bouncycastle.asn1.pkcs.EncryptedPrivateKeyInfo parseBytes(byte[]) throws java.io.IOException;
    public void PKCS8EncryptedPrivateKeyInfo(org.bouncycastle.asn1.pkcs.EncryptedPrivateKeyInfo);
    public void PKCS8EncryptedPrivateKeyInfo(byte[]) throws java.io.IOException;
    public org.bouncycastle.asn1.pkcs.EncryptedPrivateKeyInfo toASN1Structure();
    public byte[] getEncoded() throws java.io.IOException;
    public org.bouncycastle.asn1.pkcs.PrivateKeyInfo decryptPrivateKeyInfo(org.bouncycastle.operator.InputDecryptorProvider) throws PKCSException;
}










org/bouncycastle/pkcs/PKCS8EncryptedPrivateKeyInfoBuilder.class


package org.bouncycastle.pkcs;
public synchronized class PKCS8EncryptedPrivateKeyInfoBuilder {
    private org.bouncycastle.asn1.pkcs.PrivateKeyInfo privateKeyInfo;
    public void PKCS8EncryptedPrivateKeyInfoBuilder(org.bouncycastle.asn1.pkcs.PrivateKeyInfo);
    public PKCS8EncryptedPrivateKeyInfo build(org.bouncycastle.operator.OutputEncryptor);
}










org/bouncycastle/pkcs/PKCSException.class


package org.bouncycastle.pkcs;
public synchronized class PKCSException extends Exception {
    private Throwable cause;
    public void PKCSException(String, Throwable);
    public void PKCSException(String);
    public Throwable getCause();
}










org/bouncycastle/pkcs/PKCSIOException.class


package org.bouncycastle.pkcs;
public synchronized class PKCSIOException extends java.io.IOException {
    private Throwable cause;
    public void PKCSIOException(String, Throwable);
    public void PKCSIOException(String);
    public Throwable getCause();
}










org/bouncycastle/pkcs/bc/BcPKCS10CertificationRequest.class


package org.bouncycastle.pkcs.bc;
public synchronized class BcPKCS10CertificationRequest extends org.bouncycastle.pkcs.PKCS10CertificationRequest {
    public void BcPKCS10CertificationRequest(org.bouncycastle.asn1.pkcs.CertificationRequest);
    public void BcPKCS10CertificationRequest(byte[]) throws java.io.IOException;
    public void BcPKCS10CertificationRequest(org.bouncycastle.pkcs.PKCS10CertificationRequest);
    public org.bouncycastle.crypto.params.AsymmetricKeyParameter getPublicKey() throws org.bouncycastle.pkcs.PKCSException;
}










org/bouncycastle/pkcs/bc/BcPKCS10CertificationRequestBuilder.class


package org.bouncycastle.pkcs.bc;
public synchronized class BcPKCS10CertificationRequestBuilder extends org.bouncycastle.pkcs.PKCS10CertificationRequestBuilder {
    public void BcPKCS10CertificationRequestBuilder(org.bouncycastle.asn1.x500.X500Name, org.bouncycastle.crypto.params.AsymmetricKeyParameter) throws java.io.IOException;
}










org/bouncycastle/pkcs/bc/BcPKCS12MacCalculatorBuilder.class


package org.bouncycastle.pkcs.bc;
public synchronized class BcPKCS12MacCalculatorBuilder implements org.bouncycastle.pkcs.PKCS12MacCalculatorBuilder {
    private org.bouncycastle.crypto.ExtendedDigest digest;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier algorithmIdentifier;
    private java.security.SecureRandom random;
    private int saltLength;
    private int iterationCount;
    public void BcPKCS12MacCalculatorBuilder();
    public void BcPKCS12MacCalculatorBuilder(org.bouncycastle.crypto.ExtendedDigest, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public BcPKCS12MacCalculatorBuilder setIterationCount(int);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithmIdentifier();
    public org.bouncycastle.operator.MacCalculator build(char[]);
}










org/bouncycastle/pkcs/bc/BcPKCS12MacCalculatorBuilderProvider$1.class


package org.bouncycastle.pkcs.bc;
synchronized class BcPKCS12MacCalculatorBuilderProvider$1 implements org.bouncycastle.pkcs.PKCS12MacCalculatorBuilder {
    void BcPKCS12MacCalculatorBuilderProvider$1(BcPKCS12MacCalculatorBuilderProvider, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public org.bouncycastle.operator.MacCalculator build(char[]) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithmIdentifier();
}










org/bouncycastle/pkcs/bc/BcPKCS12MacCalculatorBuilderProvider.class


package org.bouncycastle.pkcs.bc;
public synchronized class BcPKCS12MacCalculatorBuilderProvider implements org.bouncycastle.pkcs.PKCS12MacCalculatorBuilderProvider {
    private org.bouncycastle.operator.bc.BcDigestProvider digestProvider;
    public void BcPKCS12MacCalculatorBuilderProvider(org.bouncycastle.operator.bc.BcDigestProvider);
    public org.bouncycastle.pkcs.PKCS12MacCalculatorBuilder get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/pkcs/bc/BcPKCS12PBEInputDecryptorProviderBuilder$1$1.class


package org.bouncycastle.pkcs.bc;
synchronized class BcPKCS12PBEInputDecryptorProviderBuilder$1$1 implements org.bouncycastle.operator.InputDecryptor {
    void BcPKCS12PBEInputDecryptorProviderBuilder$1$1(BcPKCS12PBEInputDecryptorProviderBuilder$1, org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.crypto.paddings.PaddedBufferedBlockCipher);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
    public org.bouncycastle.operator.GenericKey getKey();
}










org/bouncycastle/pkcs/bc/BcPKCS12PBEInputDecryptorProviderBuilder$1.class


package org.bouncycastle.pkcs.bc;
synchronized class BcPKCS12PBEInputDecryptorProviderBuilder$1 implements org.bouncycastle.operator.InputDecryptorProvider {
    void BcPKCS12PBEInputDecryptorProviderBuilder$1(BcPKCS12PBEInputDecryptorProviderBuilder, char[]);
    public org.bouncycastle.operator.InputDecryptor get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/pkcs/bc/BcPKCS12PBEInputDecryptorProviderBuilder.class


package org.bouncycastle.pkcs.bc;
public synchronized class BcPKCS12PBEInputDecryptorProviderBuilder {
    private org.bouncycastle.crypto.ExtendedDigest digest;
    public void BcPKCS12PBEInputDecryptorProviderBuilder();
    public void BcPKCS12PBEInputDecryptorProviderBuilder(org.bouncycastle.crypto.ExtendedDigest);
    public org.bouncycastle.operator.InputDecryptorProvider build(char[]);
}










org/bouncycastle/pkcs/bc/BcPKCS12PBEOutputEncryptorBuilder$1.class


package org.bouncycastle.pkcs.bc;
synchronized class BcPKCS12PBEOutputEncryptorBuilder$1 implements org.bouncycastle.operator.OutputEncryptor {
    void BcPKCS12PBEOutputEncryptorBuilder$1(BcPKCS12PBEOutputEncryptorBuilder, org.bouncycastle.asn1.pkcs.PKCS12PBEParams, char[]);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream(java.io.OutputStream);
    public org.bouncycastle.operator.GenericKey getKey();
}










org/bouncycastle/pkcs/bc/BcPKCS12PBEOutputEncryptorBuilder.class


package org.bouncycastle.pkcs.bc;
public synchronized class BcPKCS12PBEOutputEncryptorBuilder {
    private org.bouncycastle.crypto.ExtendedDigest digest;
    private org.bouncycastle.crypto.BufferedBlockCipher engine;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier algorithm;
    private java.security.SecureRandom random;
    private int iterationCount;
    public void BcPKCS12PBEOutputEncryptorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.crypto.BlockCipher);
    public void BcPKCS12PBEOutputEncryptorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.crypto.BlockCipher, org.bouncycastle.crypto.ExtendedDigest);
    public BcPKCS12PBEOutputEncryptorBuilder setIterationCount(int);
    public org.bouncycastle.operator.OutputEncryptor build(char[]);
}










org/bouncycastle/pkcs/bc/PKCS12PBEUtils$1.class


package org.bouncycastle.pkcs.bc;
final synchronized class PKCS12PBEUtils$1 implements org.bouncycastle.operator.MacCalculator {
    void PKCS12PBEUtils$1(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.pkcs.PKCS12PBEParams, org.bouncycastle.crypto.macs.HMac, char[]);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public byte[] getMac();
    public org.bouncycastle.operator.GenericKey getKey();
}










org/bouncycastle/pkcs/bc/PKCS12PBEUtils.class


package org.bouncycastle.pkcs.bc;
synchronized class PKCS12PBEUtils {
    private static java.util.Map keySizes;
    private static java.util.Set noIvAlgs;
    private static java.util.Set desAlgs;
    void PKCS12PBEUtils();
    static int getKeySize(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static boolean hasNoIv(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static boolean isDesAlg(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static org.bouncycastle.crypto.paddings.PaddedBufferedBlockCipher getEngine(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    static org.bouncycastle.operator.MacCalculator createMacCalculator(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.crypto.ExtendedDigest, org.bouncycastle.asn1.pkcs.PKCS12PBEParams, char[]);
    static org.bouncycastle.crypto.CipherParameters createCipherParameters(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.crypto.ExtendedDigest, int, org.bouncycastle.asn1.pkcs.PKCS12PBEParams, char[]);
    static void <clinit>();
}










org/bouncycastle/pkcs/jcajce/JcaPKCS10CertificationRequest.class


package org.bouncycastle.pkcs.jcajce;
public synchronized class JcaPKCS10CertificationRequest extends org.bouncycastle.pkcs.PKCS10CertificationRequest {
    private static java.util.Hashtable keyAlgorithms;
    private org.bouncycastle.jcajce.util.JcaJceHelper helper;
    public void JcaPKCS10CertificationRequest(org.bouncycastle.asn1.pkcs.CertificationRequest);
    public void JcaPKCS10CertificationRequest(byte[]) throws java.io.IOException;
    public void JcaPKCS10CertificationRequest(org.bouncycastle.pkcs.PKCS10CertificationRequest);
    public JcaPKCS10CertificationRequest setProvider(String);
    public JcaPKCS10CertificationRequest setProvider(java.security.Provider);
    public java.security.PublicKey getPublicKey() throws java.security.InvalidKeyException, java.security.NoSuchAlgorithmException;
    static void <clinit>();
}










org/bouncycastle/pkcs/jcajce/JcaPKCS10CertificationRequestBuilder.class


package org.bouncycastle.pkcs.jcajce;
public synchronized class JcaPKCS10CertificationRequestBuilder extends org.bouncycastle.pkcs.PKCS10CertificationRequestBuilder {
    public void JcaPKCS10CertificationRequestBuilder(org.bouncycastle.asn1.x500.X500Name, java.security.PublicKey);
    public void JcaPKCS10CertificationRequestBuilder(javax.security.auth.x500.X500Principal, java.security.PublicKey);
}










org/bouncycastle/pkcs/jcajce/JcaPKCS12SafeBagBuilder.class


package org.bouncycastle.pkcs.jcajce;
public synchronized class JcaPKCS12SafeBagBuilder extends org.bouncycastle.pkcs.PKCS12SafeBagBuilder {
    public void JcaPKCS12SafeBagBuilder(java.security.cert.X509Certificate) throws java.io.IOException;
    private static org.bouncycastle.asn1.x509.Certificate convertCert(java.security.cert.X509Certificate) throws java.io.IOException;
    public void JcaPKCS12SafeBagBuilder(java.security.PrivateKey, org.bouncycastle.operator.OutputEncryptor);
    public void JcaPKCS12SafeBagBuilder(java.security.PrivateKey);
}










org/bouncycastle/pkcs/jcajce/JcaPKCS8EncryptedPrivateKeyInfoBuilder.class


package org.bouncycastle.pkcs.jcajce;
public synchronized class JcaPKCS8EncryptedPrivateKeyInfoBuilder extends org.bouncycastle.pkcs.PKCS8EncryptedPrivateKeyInfoBuilder {
    public void JcaPKCS8EncryptedPrivateKeyInfoBuilder(java.security.PrivateKey);
}










org/bouncycastle/pkcs/jcajce/JcePKCS12MacCalculatorBuilder$1.class


package org.bouncycastle.pkcs.jcajce;
synchronized class JcePKCS12MacCalculatorBuilder$1 implements org.bouncycastle.operator.MacCalculator {
    void JcePKCS12MacCalculatorBuilder$1(JcePKCS12MacCalculatorBuilder, byte[], javax.crypto.Mac, javax.crypto.SecretKey);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public byte[] getMac();
    public org.bouncycastle.operator.GenericKey getKey();
}










org/bouncycastle/pkcs/jcajce/JcePKCS12MacCalculatorBuilder.class


package org.bouncycastle.pkcs.jcajce;
public synchronized class JcePKCS12MacCalculatorBuilder implements org.bouncycastle.pkcs.PKCS12MacCalculatorBuilder {
    private org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier algorithm;
    private java.security.SecureRandom random;
    private int saltLength;
    private int iterationCount;
    public void JcePKCS12MacCalculatorBuilder();
    public void JcePKCS12MacCalculatorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public JcePKCS12MacCalculatorBuilder setProvider(java.security.Provider);
    public JcePKCS12MacCalculatorBuilder setProvider(String);
    public JcePKCS12MacCalculatorBuilder setIterationCount(int);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithmIdentifier();
    public org.bouncycastle.operator.MacCalculator build(char[]) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/pkcs/jcajce/JcePKCS12MacCalculatorBuilderProvider$1$1.class


package org.bouncycastle.pkcs.jcajce;
synchronized class JcePKCS12MacCalculatorBuilderProvider$1$1 implements org.bouncycastle.operator.MacCalculator {
    void JcePKCS12MacCalculatorBuilderProvider$1$1(JcePKCS12MacCalculatorBuilderProvider$1, org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.asn1.pkcs.PKCS12PBEParams, javax.crypto.Mac, javax.crypto.SecretKey);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream();
    public byte[] getMac();
    public org.bouncycastle.operator.GenericKey getKey();
}










org/bouncycastle/pkcs/jcajce/JcePKCS12MacCalculatorBuilderProvider$1.class


package org.bouncycastle.pkcs.jcajce;
synchronized class JcePKCS12MacCalculatorBuilderProvider$1 implements org.bouncycastle.pkcs.PKCS12MacCalculatorBuilder {
    void JcePKCS12MacCalculatorBuilderProvider$1(JcePKCS12MacCalculatorBuilderProvider, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    public org.bouncycastle.operator.MacCalculator build(char[]) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigestAlgorithmIdentifier();
}










org/bouncycastle/pkcs/jcajce/JcePKCS12MacCalculatorBuilderProvider.class


package org.bouncycastle.pkcs.jcajce;
public synchronized class JcePKCS12MacCalculatorBuilderProvider implements org.bouncycastle.pkcs.PKCS12MacCalculatorBuilderProvider {
    private org.bouncycastle.jcajce.util.JcaJceHelper helper;
    public void JcePKCS12MacCalculatorBuilderProvider();
    public JcePKCS12MacCalculatorBuilderProvider setProvider(java.security.Provider);
    public JcePKCS12MacCalculatorBuilderProvider setProvider(String);
    public org.bouncycastle.pkcs.PKCS12MacCalculatorBuilder get(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/pkcs/jcajce/JcePKCSPBEInputDecryptorProviderBuilder$1$1.class


package org.bouncycastle.pkcs.jcajce;
synchronized class JcePKCSPBEInputDecryptorProviderBuilder$1$1 implements org.bouncycastle.operator.InputDecryptor {
    void JcePKCSPBEInputDecryptorProviderBuilder$1$1(JcePKCSPBEInputDecryptorProviderBuilder$1);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.InputStream getInputStream(java.io.InputStream);
}










org/bouncycastle/pkcs/jcajce/JcePKCSPBEInputDecryptorProviderBuilder$1.class


package org.bouncycastle.pkcs.jcajce;
synchronized class JcePKCSPBEInputDecryptorProviderBuilder$1 implements org.bouncycastle.operator.InputDecryptorProvider {
    private javax.crypto.Cipher cipher;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier encryptionAlg;
    void JcePKCSPBEInputDecryptorProviderBuilder$1(JcePKCSPBEInputDecryptorProviderBuilder, char[]);
    public org.bouncycastle.operator.InputDecryptor get(org.bouncycastle.asn1.x509.AlgorithmIdentifier) throws org.bouncycastle.operator.OperatorCreationException;
}










org/bouncycastle/pkcs/jcajce/JcePKCSPBEInputDecryptorProviderBuilder.class


package org.bouncycastle.pkcs.jcajce;
public synchronized class JcePKCSPBEInputDecryptorProviderBuilder {
    private org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private boolean wrongPKCS12Zero;
    private org.bouncycastle.operator.SecretKeySizeProvider keySizeProvider;
    public void JcePKCSPBEInputDecryptorProviderBuilder();
    public JcePKCSPBEInputDecryptorProviderBuilder setProvider(java.security.Provider);
    public JcePKCSPBEInputDecryptorProviderBuilder setProvider(String);
    public JcePKCSPBEInputDecryptorProviderBuilder setTryWrongPKCS12Zero(boolean);
    public JcePKCSPBEInputDecryptorProviderBuilder setKeySizeProvider(org.bouncycastle.operator.SecretKeySizeProvider);
    public org.bouncycastle.operator.InputDecryptorProvider build(char[]);
}










org/bouncycastle/pkcs/jcajce/JcePKCSPBEOutputEncryptorBuilder$1.class


package org.bouncycastle.pkcs.jcajce;
synchronized class JcePKCSPBEOutputEncryptorBuilder$1 implements org.bouncycastle.operator.OutputEncryptor {
    void JcePKCSPBEOutputEncryptorBuilder$1(JcePKCSPBEOutputEncryptorBuilder, org.bouncycastle.asn1.x509.AlgorithmIdentifier, javax.crypto.Cipher, char[]);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier();
    public java.io.OutputStream getOutputStream(java.io.OutputStream);
    public org.bouncycastle.operator.GenericKey getKey();
}










org/bouncycastle/pkcs/jcajce/JcePKCSPBEOutputEncryptorBuilder.class


package org.bouncycastle.pkcs.jcajce;
public synchronized class JcePKCSPBEOutputEncryptorBuilder {
    private org.bouncycastle.jcajce.util.JcaJceHelper helper;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier algorithm;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier keyEncAlgorithm;
    private java.security.SecureRandom random;
    private org.bouncycastle.operator.SecretKeySizeProvider keySizeProvider;
    private int iterationCount;
    public void JcePKCSPBEOutputEncryptorBuilder(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public JcePKCSPBEOutputEncryptorBuilder setProvider(java.security.Provider);
    public JcePKCSPBEOutputEncryptorBuilder setProvider(String);
    public JcePKCSPBEOutputEncryptorBuilder setKeySizeProvider(org.bouncycastle.operator.SecretKeySizeProvider);
    public JcePKCSPBEOutputEncryptorBuilder setIterationCount(int);
    public org.bouncycastle.operator.OutputEncryptor build(char[]) throws org.bouncycastle.operator.OperatorCreationException;
    private boolean isPKCS12(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    private static byte[] PKCS5PasswordToBytes(char[]);
    private static byte[] PKCS12PasswordToBytes(char[]);
}










org/bouncycastle/pkix/PKIXIdentity.class


package org.bouncycastle.pkix;
public synchronized class PKIXIdentity {
    private final org.bouncycastle.asn1.pkcs.PrivateKeyInfo privateKeyInfo;
    private final org.bouncycastle.cert.X509CertificateHolder[] certificateHolders;
    public void PKIXIdentity(org.bouncycastle.asn1.pkcs.PrivateKeyInfo, org.bouncycastle.cert.X509CertificateHolder[]);
    public org.bouncycastle.asn1.pkcs.PrivateKeyInfo getPrivateKeyInfo();
    public org.bouncycastle.cert.X509CertificateHolder getCertificate();
    public org.bouncycastle.cms.RecipientId getRecipientId();
    private byte[] getSubjectKeyIdentifier();
}










org/bouncycastle/pkix/jcajce/JcaPKIXIdentity.class


package org.bouncycastle.pkix.jcajce;
public synchronized class JcaPKIXIdentity extends org.bouncycastle.pkix.PKIXIdentity {
    private final java.security.PrivateKey privKey;
    private final java.security.cert.X509Certificate[] certs;
    private static org.bouncycastle.asn1.pkcs.PrivateKeyInfo getPrivateKeyInfo(java.security.PrivateKey);
    private static org.bouncycastle.cert.X509CertificateHolder[] getCertificates(java.security.cert.X509Certificate[]);
    public void JcaPKIXIdentity(java.security.PrivateKey, java.security.cert.X509Certificate[]);
    public java.security.PrivateKey getPrivateKey();
    public java.security.cert.X509Certificate getX509Certificate();
}










org/bouncycastle/pqc/asn1/GMSSPrivateKey.class


package org.bouncycastle.pqc.asn1;
public synchronized class GMSSPrivateKey extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Primitive primitive;
    private void GMSSPrivateKey(org.bouncycastle.asn1.ASN1Sequence);
    public void GMSSPrivateKey(int[], byte[][], byte[][], byte[][][], byte[][][], org.bouncycastle.pqc.crypto.gmss.Treehash[][], org.bouncycastle.pqc.crypto.gmss.Treehash[][], java.util.Vector[], java.util.Vector[], java.util.Vector[][], java.util.Vector[][], byte[][][], org.bouncycastle.pqc.crypto.gmss.GMSSLeaf[], org.bouncycastle.pqc.crypto.gmss.GMSSLeaf[], org.bouncycastle.pqc.crypto.gmss.GMSSLeaf[], int[], byte[][], org.bouncycastle.pqc.crypto.gmss.GMSSRootCalc[], byte[][], org.bouncycastle.pqc.crypto.gmss.GMSSRootSig[], org.bouncycastle.pqc.crypto.gmss.GMSSParameters, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private org.bouncycastle.asn1.ASN1Primitive encode(int[], byte[][], byte[][], byte[][][], byte[][][], byte[][][], org.bouncycastle.pqc.crypto.gmss.Treehash[][], org.bouncycastle.pqc.crypto.gmss.Treehash[][], java.util.Vector[], java.util.Vector[], java.util.Vector[][], java.util.Vector[][], org.bouncycastle.pqc.crypto.gmss.GMSSLeaf[], org.bouncycastle.pqc.crypto.gmss.GMSSLeaf[], org.bouncycastle.pqc.crypto.gmss.GMSSLeaf[], int[], byte[][], org.bouncycastle.pqc.crypto.gmss.GMSSRootCalc[], byte[][], org.bouncycastle.pqc.crypto.gmss.GMSSRootSig[], org.bouncycastle.pqc.crypto.gmss.GMSSParameters, org.bouncycastle.asn1.x509.AlgorithmIdentifier[]);
    private static int checkBigIntegerInIntRange(org.bouncycastle.asn1.ASN1Encodable);
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/pqc/asn1/GMSSPublicKey.class


package org.bouncycastle.pqc.asn1;
public synchronized class GMSSPublicKey extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private byte[] publicKey;
    private void GMSSPublicKey(org.bouncycastle.asn1.ASN1Sequence);
    public void GMSSPublicKey(byte[]);
    public static GMSSPublicKey getInstance(Object);
    public byte[] getPublicKey();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/pqc/asn1/McElieceCCA2PrivateKey.class


package org.bouncycastle.pqc.asn1;
public synchronized class McElieceCCA2PrivateKey extends org.bouncycastle.asn1.ASN1Object {
    private int n;
    private int k;
    private byte[] encField;
    private byte[] encGp;
    private byte[] encP;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier digest;
    public void McElieceCCA2PrivateKey(int, int, org.bouncycastle.pqc.math.linearalgebra.GF2mField, org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM, org.bouncycastle.pqc.math.linearalgebra.Permutation, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private void McElieceCCA2PrivateKey(org.bouncycastle.asn1.ASN1Sequence);
    public int getN();
    public int getK();
    public org.bouncycastle.pqc.math.linearalgebra.GF2mField getField();
    public org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM getGoppaPoly();
    public org.bouncycastle.pqc.math.linearalgebra.Permutation getP();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigest();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public static McElieceCCA2PrivateKey getInstance(Object);
}










org/bouncycastle/pqc/asn1/McElieceCCA2PublicKey.class


package org.bouncycastle.pqc.asn1;
public synchronized class McElieceCCA2PublicKey extends org.bouncycastle.asn1.ASN1Object {
    private final int n;
    private final int t;
    private final org.bouncycastle.pqc.math.linearalgebra.GF2Matrix g;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier digest;
    public void McElieceCCA2PublicKey(int, int, org.bouncycastle.pqc.math.linearalgebra.GF2Matrix, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private void McElieceCCA2PublicKey(org.bouncycastle.asn1.ASN1Sequence);
    public int getN();
    public int getT();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getG();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigest();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public static McElieceCCA2PublicKey getInstance(Object);
}










org/bouncycastle/pqc/asn1/McEliecePrivateKey.class


package org.bouncycastle.pqc.asn1;
public synchronized class McEliecePrivateKey extends org.bouncycastle.asn1.ASN1Object {
    private int n;
    private int k;
    private byte[] encField;
    private byte[] encGp;
    private byte[] encSInv;
    private byte[] encP1;
    private byte[] encP2;
    public void McEliecePrivateKey(int, int, org.bouncycastle.pqc.math.linearalgebra.GF2mField, org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM, org.bouncycastle.pqc.math.linearalgebra.Permutation, org.bouncycastle.pqc.math.linearalgebra.Permutation, org.bouncycastle.pqc.math.linearalgebra.GF2Matrix);
    public static McEliecePrivateKey getInstance(Object);
    private void McEliecePrivateKey(org.bouncycastle.asn1.ASN1Sequence);
    public int getN();
    public int getK();
    public org.bouncycastle.pqc.math.linearalgebra.GF2mField getField();
    public org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM getGoppaPoly();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getSInv();
    public org.bouncycastle.pqc.math.linearalgebra.Permutation getP1();
    public org.bouncycastle.pqc.math.linearalgebra.Permutation getP2();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/pqc/asn1/McEliecePublicKey.class


package org.bouncycastle.pqc.asn1;
public synchronized class McEliecePublicKey extends org.bouncycastle.asn1.ASN1Object {
    private final int n;
    private final int t;
    private final org.bouncycastle.pqc.math.linearalgebra.GF2Matrix g;
    public void McEliecePublicKey(int, int, org.bouncycastle.pqc.math.linearalgebra.GF2Matrix);
    private void McEliecePublicKey(org.bouncycastle.asn1.ASN1Sequence);
    public int getN();
    public int getT();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getG();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    public static McEliecePublicKey getInstance(Object);
}










org/bouncycastle/pqc/asn1/PQCObjectIdentifiers.class


package org.bouncycastle.pqc.asn1;
public abstract interface PQCObjectIdentifiers {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rainbow;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rainbowWithSha1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rainbowWithSha224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rainbowWithSha256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rainbowWithSha384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier rainbowWithSha512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gmss;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gmssWithSha1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gmssWithSha224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gmssWithSha256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gmssWithSha384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier gmssWithSha512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mcEliece;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mcElieceCca2;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mcElieceFujisaki;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mcEliecePointcheval;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier mcElieceKobara_Imai;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sphincs256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sphincs256_with_BLAKE512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sphincs256_with_SHA512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier sphincs256_with_SHA3_512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier newHope;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_with_SHA256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_with_SHA512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_with_SHAKE128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_with_SHAKE256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_mt;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_mt_with_SHA256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_mt_with_SHA512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_mt_with_SHAKE128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier xmss_mt_with_SHAKE256;
    static void <clinit>();
}










org/bouncycastle/pqc/asn1/ParSet.class


package org.bouncycastle.pqc.asn1;
public synchronized class ParSet extends org.bouncycastle.asn1.ASN1Object {
    private static final java.math.BigInteger ZERO;
    private int t;
    private int[] h;
    private int[] w;
    private int[] k;
    private static int checkBigIntegerInIntRangeAndPositive(java.math.BigInteger);
    private void ParSet(org.bouncycastle.asn1.ASN1Sequence);
    public void ParSet(int, int[], int[], int[]);
    public static ParSet getInstance(Object);
    public int getT();
    public int[] getH();
    public int[] getW();
    public int[] getK();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
    static void <clinit>();
}










org/bouncycastle/pqc/asn1/RainbowPrivateKey.class


package org.bouncycastle.pqc.asn1;
public synchronized class RainbowPrivateKey extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier oid;
    private byte[][] invA1;
    private byte[] b1;
    private byte[][] invA2;
    private byte[] b2;
    private byte[] vi;
    private org.bouncycastle.pqc.crypto.rainbow.Layer[] layers;
    private void RainbowPrivateKey(org.bouncycastle.asn1.ASN1Sequence);
    public void RainbowPrivateKey(short[][], short[], short[][], short[], int[], org.bouncycastle.pqc.crypto.rainbow.Layer[]);
    public static RainbowPrivateKey getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public short[][] getInvA1();
    public short[] getB1();
    public short[] getB2();
    public short[][] getInvA2();
    public org.bouncycastle.pqc.crypto.rainbow.Layer[] getLayers();
    public int[] getVi();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/pqc/asn1/RainbowPublicKey.class


package org.bouncycastle.pqc.asn1;
public synchronized class RainbowPublicKey extends org.bouncycastle.asn1.ASN1Object {
    private org.bouncycastle.asn1.ASN1Integer version;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier oid;
    private org.bouncycastle.asn1.ASN1Integer docLength;
    private byte[][] coeffQuadratic;
    private byte[][] coeffSingular;
    private byte[] coeffScalar;
    private void RainbowPublicKey(org.bouncycastle.asn1.ASN1Sequence);
    public void RainbowPublicKey(int, short[][], short[][], short[]);
    public static RainbowPublicKey getInstance(Object);
    public org.bouncycastle.asn1.ASN1Integer getVersion();
    public int getDocLength();
    public short[][] getCoeffQuadratic();
    public short[][] getCoeffSingular();
    public short[] getCoeffScalar();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/pqc/asn1/SPHINCS256KeyParams.class


package org.bouncycastle.pqc.asn1;
public synchronized class SPHINCS256KeyParams extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1Integer version;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier treeDigest;
    public void SPHINCS256KeyParams(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private void SPHINCS256KeyParams(org.bouncycastle.asn1.ASN1Sequence);
    public static final SPHINCS256KeyParams getInstance(Object);
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getTreeDigest();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/pqc/asn1/XMSSKeyParams.class


package org.bouncycastle.pqc.asn1;
public synchronized class XMSSKeyParams extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1Integer version;
    private final int height;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier treeDigest;
    public void XMSSKeyParams(int, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private void XMSSKeyParams(org.bouncycastle.asn1.ASN1Sequence);
    public static XMSSKeyParams getInstance(Object);
    public int getHeight();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getTreeDigest();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/pqc/asn1/XMSSMTKeyParams.class


package org.bouncycastle.pqc.asn1;
public synchronized class XMSSMTKeyParams extends org.bouncycastle.asn1.ASN1Object {
    private final org.bouncycastle.asn1.ASN1Integer version;
    private final int height;
    private final int layers;
    private final org.bouncycastle.asn1.x509.AlgorithmIdentifier treeDigest;
    public void XMSSMTKeyParams(int, int, org.bouncycastle.asn1.x509.AlgorithmIdentifier);
    private void XMSSMTKeyParams(org.bouncycastle.asn1.ASN1Sequence);
    public static XMSSMTKeyParams getInstance(Object);
    public int getHeight();
    public int getLayers();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getTreeDigest();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/pqc/asn1/XMSSMTPrivateKey.class


package org.bouncycastle.pqc.asn1;
public synchronized class XMSSMTPrivateKey extends org.bouncycastle.asn1.ASN1Object {
    private final int index;
    private final byte[] secretKeySeed;
    private final byte[] secretKeyPRF;
    private final byte[] publicSeed;
    private final byte[] root;
    private final byte[] bdsState;
    public void XMSSMTPrivateKey(int, byte[], byte[], byte[], byte[], byte[]);
    private void XMSSMTPrivateKey(org.bouncycastle.asn1.ASN1Sequence);
    public static XMSSMTPrivateKey getInstance(Object);
    public int getIndex();
    public byte[] getSecretKeySeed();
    public byte[] getSecretKeyPRF();
    public byte[] getPublicSeed();
    public byte[] getRoot();
    public byte[] getBdsState();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/pqc/asn1/XMSSMTPublicKey.class


package org.bouncycastle.pqc.asn1;
public synchronized class XMSSMTPublicKey extends org.bouncycastle.asn1.ASN1Object {
    private final byte[] publicSeed;
    private final byte[] root;
    public void XMSSMTPublicKey(byte[], byte[]);
    private void XMSSMTPublicKey(org.bouncycastle.asn1.ASN1Sequence);
    public static XMSSMTPublicKey getInstance(Object);
    public byte[] getPublicSeed();
    public byte[] getRoot();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/pqc/asn1/XMSSPrivateKey.class


package org.bouncycastle.pqc.asn1;
public synchronized class XMSSPrivateKey extends org.bouncycastle.asn1.ASN1Object {
    private final int index;
    private final byte[] secretKeySeed;
    private final byte[] secretKeyPRF;
    private final byte[] publicSeed;
    private final byte[] root;
    private final byte[] bdsState;
    public void XMSSPrivateKey(int, byte[], byte[], byte[], byte[], byte[]);
    private void XMSSPrivateKey(org.bouncycastle.asn1.ASN1Sequence);
    public static XMSSPrivateKey getInstance(Object);
    public int getIndex();
    public byte[] getSecretKeySeed();
    public byte[] getSecretKeyPRF();
    public byte[] getPublicSeed();
    public byte[] getRoot();
    public byte[] getBdsState();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/pqc/asn1/XMSSPublicKey.class


package org.bouncycastle.pqc.asn1;
public synchronized class XMSSPublicKey extends org.bouncycastle.asn1.ASN1Object {
    private final byte[] publicSeed;
    private final byte[] root;
    public void XMSSPublicKey(byte[], byte[]);
    private void XMSSPublicKey(org.bouncycastle.asn1.ASN1Sequence);
    public static XMSSPublicKey getInstance(Object);
    public byte[] getPublicSeed();
    public byte[] getRoot();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/pqc/crypto/DigestingMessageSigner.class


package org.bouncycastle.pqc.crypto;
public synchronized class DigestingMessageSigner implements org.bouncycastle.crypto.Signer {
    private final org.bouncycastle.crypto.Digest messDigest;
    private final MessageSigner messSigner;
    private boolean forSigning;
    public void DigestingMessageSigner(MessageSigner, org.bouncycastle.crypto.Digest);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public byte[] generateSignature();
    public void update(byte);
    public void update(byte[], int, int);
    public void reset();
    public boolean verifySignature(byte[]);
}










org/bouncycastle/pqc/crypto/DigestingStateAwareMessageSigner.class


package org.bouncycastle.pqc.crypto;
public synchronized class DigestingStateAwareMessageSigner extends DigestingMessageSigner {
    private final StateAwareMessageSigner signer;
    public void DigestingStateAwareMessageSigner(StateAwareMessageSigner, org.bouncycastle.crypto.Digest);
    public org.bouncycastle.crypto.params.AsymmetricKeyParameter getUpdatedPrivateKey();
}










org/bouncycastle/pqc/crypto/ExchangePair.class


package org.bouncycastle.pqc.crypto;
public synchronized class ExchangePair {
    private final org.bouncycastle.crypto.params.AsymmetricKeyParameter publicKey;
    private final byte[] shared;
    public void ExchangePair(org.bouncycastle.crypto.params.AsymmetricKeyParameter, byte[]);
    public org.bouncycastle.crypto.params.AsymmetricKeyParameter getPublicKey();
    public byte[] getSharedValue();
}










org/bouncycastle/pqc/crypto/ExchangePairGenerator.class


package org.bouncycastle.pqc.crypto;
public abstract interface ExchangePairGenerator {
    public abstract ExchangePair GenerateExchange(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public abstract ExchangePair generateExchange(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
}










org/bouncycastle/pqc/crypto/MessageEncryptor.class


package org.bouncycastle.pqc.crypto;
public abstract interface MessageEncryptor {
    public abstract void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public abstract byte[] messageEncrypt(byte[]);
    public abstract byte[] messageDecrypt(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/pqc/crypto/MessageSigner.class


package org.bouncycastle.pqc.crypto;
public abstract interface MessageSigner {
    public abstract void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public abstract byte[] generateSignature(byte[]);
    public abstract boolean verifySignature(byte[], byte[]);
}










org/bouncycastle/pqc/crypto/StateAwareMessageSigner.class


package org.bouncycastle.pqc.crypto;
public abstract interface StateAwareMessageSigner extends MessageSigner {
    public abstract org.bouncycastle.crypto.params.AsymmetricKeyParameter getUpdatedPrivateKey();
}










org/bouncycastle/pqc/crypto/gmss/GMSSDigestProvider.class


package org.bouncycastle.pqc.crypto.gmss;
public abstract interface GMSSDigestProvider {
    public abstract org.bouncycastle.crypto.Digest get();
}










org/bouncycastle/pqc/crypto/gmss/GMSSKeyGenerationParameters.class


package org.bouncycastle.pqc.crypto.gmss;
public synchronized class GMSSKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private GMSSParameters params;
    public void GMSSKeyGenerationParameters(java.security.SecureRandom, GMSSParameters);
    public GMSSParameters getParameters();
}










org/bouncycastle/pqc/crypto/gmss/GMSSKeyPairGenerator.class


package org.bouncycastle.pqc.crypto.gmss;
public synchronized class GMSSKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private util.GMSSRandom gmssRandom;
    private org.bouncycastle.crypto.Digest messDigestTree;
    private byte[][] currentSeeds;
    private byte[][] nextNextSeeds;
    private byte[][] currentRootSigs;
    private GMSSDigestProvider digestProvider;
    private int mdLength;
    private int numLayer;
    private boolean initialized;
    private GMSSParameters gmssPS;
    private int[] heightOfTrees;
    private int[] otsIndex;
    private int[] K;
    private GMSSKeyGenerationParameters gmssParams;
    public static final String OID = 1.3.6.1.4.1.8301.3.1.3.3;
    public void GMSSKeyPairGenerator(GMSSDigestProvider);
    private org.bouncycastle.crypto.AsymmetricCipherKeyPair genKeyPair();
    private GMSSRootCalc generateCurrentAuthpathAndRoot(byte[], java.util.Vector, byte[], int);
    private GMSSRootCalc generateNextAuthpathAndRoot(java.util.Vector, byte[], int);
    public void initialize(int, java.security.SecureRandom);
    public void initialize(org.bouncycastle.crypto.KeyGenerationParameters);
    private void initializeDefault();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/pqc/crypto/gmss/GMSSKeyParameters.class


package org.bouncycastle.pqc.crypto.gmss;
public synchronized class GMSSKeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter {
    private GMSSParameters params;
    public void GMSSKeyParameters(boolean, GMSSParameters);
    public GMSSParameters getParameters();
}










org/bouncycastle/pqc/crypto/gmss/GMSSLeaf.class


package org.bouncycastle.pqc.crypto.gmss;
public synchronized class GMSSLeaf {
    private org.bouncycastle.crypto.Digest messDigestOTS;
    private int mdsize;
    private int keysize;
    private util.GMSSRandom gmssRandom;
    private byte[] leaf;
    private byte[] concHashs;
    private int i;
    private int j;
    private int two_power_w;
    private int w;
    private int steps;
    private byte[] seed;
    byte[] privateKeyOTS;
    public void GMSSLeaf(org.bouncycastle.crypto.Digest, byte[][], int[]);
    void GMSSLeaf(org.bouncycastle.crypto.Digest, int, int);
    public void GMSSLeaf(org.bouncycastle.crypto.Digest, int, int, byte[]);
    private void GMSSLeaf(GMSSLeaf);
    void initLeafCalc(byte[]);
    GMSSLeaf nextLeaf();
    private void updateLeafCalc();
    public byte[] getLeaf();
    private int getLog(int);
    public byte[][] getStatByte();
    public int[] getStatInt();
    public String toString();
}










org/bouncycastle/pqc/crypto/gmss/GMSSParameters.class


package org.bouncycastle.pqc.crypto.gmss;
public synchronized class GMSSParameters {
    private int numOfLayers;
    private int[] heightOfTrees;
    private int[] winternitzParameter;
    private int[] K;
    public void GMSSParameters(int, int[], int[], int[]) throws IllegalArgumentException;
    private void init(int, int[], int[], int[]) throws IllegalArgumentException;
    public void GMSSParameters(int) throws IllegalArgumentException;
    public int getNumOfLayers();
    public int[] getHeightOfTrees();
    public int[] getWinternitzParameter();
    public int[] getK();
}










org/bouncycastle/pqc/crypto/gmss/GMSSPrivateKeyParameters.class


package org.bouncycastle.pqc.crypto.gmss;
public synchronized class GMSSPrivateKeyParameters extends GMSSKeyParameters {
    private int[] index;
    private byte[][] currentSeeds;
    private byte[][] nextNextSeeds;
    private byte[][][] currentAuthPaths;
    private byte[][][] nextAuthPaths;
    private Treehash[][] currentTreehash;
    private Treehash[][] nextTreehash;
    private java.util.Vector[] currentStack;
    private java.util.Vector[] nextStack;
    private java.util.Vector[][] currentRetain;
    private java.util.Vector[][] nextRetain;
    private byte[][][] keep;
    private GMSSLeaf[] nextNextLeaf;
    private GMSSLeaf[] upperLeaf;
    private GMSSLeaf[] upperTreehashLeaf;
    private int[] minTreehash;
    private GMSSParameters gmssPS;
    private byte[][] nextRoot;
    private GMSSRootCalc[] nextNextRoot;
    private byte[][] currentRootSig;
    private GMSSRootSig[] nextRootSig;
    private GMSSDigestProvider digestProvider;
    private boolean used;
    private int[] heightOfTrees;
    private int[] otsIndex;
    private int[] K;
    private int numLayer;
    private org.bouncycastle.crypto.Digest messDigestTrees;
    private int mdLength;
    private util.GMSSRandom gmssRandom;
    private int[] numLeafs;
    public void GMSSPrivateKeyParameters(byte[][], byte[][], byte[][][], byte[][][], Treehash[][], Treehash[][], java.util.Vector[], java.util.Vector[], java.util.Vector[][], java.util.Vector[][], byte[][], byte[][], GMSSParameters, GMSSDigestProvider);
    public void GMSSPrivateKeyParameters(int[], byte[][], byte[][], byte[][][], byte[][][], byte[][][], Treehash[][], Treehash[][], java.util.Vector[], java.util.Vector[], java.util.Vector[][], java.util.Vector[][], GMSSLeaf[], GMSSLeaf[], GMSSLeaf[], int[], byte[][], GMSSRootCalc[], byte[][], GMSSRootSig[], GMSSParameters, GMSSDigestProvider);
    private void GMSSPrivateKeyParameters(GMSSPrivateKeyParameters);
    public boolean isUsed();
    public void markUsed();
    public GMSSPrivateKeyParameters nextKey();
    private void nextKey(int);
    private void nextTree(int);
    private void updateKey(int);
    private int getMinTreehashIndex(int);
    private void computeAuthPaths(int);
    private int heightOfPhi(int);
    private void updateNextNextAuthRoot(int);
    public int[] getIndex();
    public int getIndex(int);
    public byte[][] getCurrentSeeds();
    public byte[][][] getCurrentAuthPaths();
    public byte[] getSubtreeRootSig(int);
    public GMSSDigestProvider getName();
    public int getNumLeafs(int);
}










org/bouncycastle/pqc/crypto/gmss/GMSSPublicKeyParameters.class


package org.bouncycastle.pqc.crypto.gmss;
public synchronized class GMSSPublicKeyParameters extends GMSSKeyParameters {
    private byte[] gmssPublicKey;
    public void GMSSPublicKeyParameters(byte[], GMSSParameters);
    public byte[] getPublicKey();
}










org/bouncycastle/pqc/crypto/gmss/GMSSRootCalc.class


package org.bouncycastle.pqc.crypto.gmss;
public synchronized class GMSSRootCalc {
    private int heightOfTree;
    private int mdLength;
    private Treehash[] treehash;
    private java.util.Vector[] retain;
    private byte[] root;
    private byte[][] AuthPath;
    private int K;
    private java.util.Vector tailStack;
    private java.util.Vector heightOfNodes;
    private org.bouncycastle.crypto.Digest messDigestTree;
    private GMSSDigestProvider digestProvider;
    private int[] index;
    private boolean isInitialized;
    private boolean isFinished;
    private int indexForNextSeed;
    private int heightOfNextSeed;
    public void GMSSRootCalc(org.bouncycastle.crypto.Digest, byte[][], int[], Treehash[], java.util.Vector[]);
    public void GMSSRootCalc(int, int, GMSSDigestProvider);
    public void initialize(java.util.Vector);
    public void update(byte[], byte[]);
    public void update(byte[]);
    public void initializeTreehashSeed(byte[], int);
    public boolean wasInitialized();
    public boolean wasFinished();
    public byte[][] getAuthPath();
    public Treehash[] getTreehash();
    public java.util.Vector[] getRetain();
    public byte[] getRoot();
    public java.util.Vector getStack();
    public byte[][] getStatByte();
    public int[] getStatInt();
    public String toString();
}










org/bouncycastle/pqc/crypto/gmss/GMSSRootSig.class


package org.bouncycastle.pqc.crypto.gmss;
public synchronized class GMSSRootSig {
    private org.bouncycastle.crypto.Digest messDigestOTS;
    private int mdsize;
    private int keysize;
    private byte[] privateKeyOTS;
    private byte[] hash;
    private byte[] sign;
    private int w;
    private util.GMSSRandom gmssRandom;
    private int messagesize;
    private int k;
    private int r;
    private int test;
    private int counter;
    private int ii;
    private long test8;
    private long big8;
    private int steps;
    private int checksum;
    private int height;
    private byte[] seed;
    public void GMSSRootSig(org.bouncycastle.crypto.Digest, byte[][], int[]);
    public void GMSSRootSig(org.bouncycastle.crypto.Digest, int, int);
    public void initSign(byte[], byte[]);
    public boolean updateSign();
    public byte[] getSig();
    private void oneStep();
    public int getLog(int);
    public byte[][] getStatByte();
    public int[] getStatInt();
    public byte[] getStatLong();
    public String toString();
}










org/bouncycastle/pqc/crypto/gmss/GMSSSigner.class


package org.bouncycastle.pqc.crypto.gmss;
public synchronized class GMSSSigner implements org.bouncycastle.pqc.crypto.MessageSigner {
    private util.GMSSUtil gmssUtil;
    private byte[] pubKeyBytes;
    private org.bouncycastle.crypto.Digest messDigestTrees;
    private int mdLength;
    private int numLayer;
    private org.bouncycastle.crypto.Digest messDigestOTS;
    private util.WinternitzOTSignature ots;
    private GMSSDigestProvider digestProvider;
    private int[] index;
    private byte[][][] currentAuthPaths;
    private byte[][] subtreeRootSig;
    private GMSSParameters gmssPS;
    private util.GMSSRandom gmssRandom;
    GMSSKeyParameters key;
    private java.security.SecureRandom random;
    public void GMSSSigner(GMSSDigestProvider);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    private void initSign();
    public byte[] generateSignature(byte[]);
    private void initVerify();
    public boolean verifySignature(byte[], byte[]);
}










org/bouncycastle/pqc/crypto/gmss/GMSSStateAwareSigner$1.class


package org.bouncycastle.pqc.crypto.gmss;
synchronized class GMSSStateAwareSigner$1 implements GMSSDigestProvider {
    void GMSSStateAwareSigner$1(GMSSStateAwareSigner, org.bouncycastle.util.Memoable);
    public org.bouncycastle.crypto.Digest get();
}










org/bouncycastle/pqc/crypto/gmss/GMSSStateAwareSigner.class


package org.bouncycastle.pqc.crypto.gmss;
public synchronized class GMSSStateAwareSigner implements org.bouncycastle.pqc.crypto.StateAwareMessageSigner {
    private final GMSSSigner gmssSigner;
    private GMSSPrivateKeyParameters key;
    public void GMSSStateAwareSigner(org.bouncycastle.crypto.Digest);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public byte[] generateSignature(byte[]);
    public boolean verifySignature(byte[], byte[]);
    public org.bouncycastle.crypto.params.AsymmetricKeyParameter getUpdatedPrivateKey();
}










org/bouncycastle/pqc/crypto/gmss/GMSSUtils.class


package org.bouncycastle.pqc.crypto.gmss;
synchronized class GMSSUtils {
    void GMSSUtils();
    static GMSSLeaf[] clone(GMSSLeaf[]);
    static GMSSRootCalc[] clone(GMSSRootCalc[]);
    static GMSSRootSig[] clone(GMSSRootSig[]);
    static byte[][] clone(byte[][]);
    static byte[][][] clone(byte[][][]);
    static Treehash[] clone(Treehash[]);
    static Treehash[][] clone(Treehash[][]);
    static java.util.Vector[] clone(java.util.Vector[]);
    static java.util.Vector[][] clone(java.util.Vector[][]);
}










org/bouncycastle/pqc/crypto/gmss/Treehash.class


package org.bouncycastle.pqc.crypto.gmss;
public synchronized class Treehash {
    private int maxHeight;
    private java.util.Vector tailStack;
    private java.util.Vector heightOfNodes;
    private byte[] firstNode;
    private byte[] seedActive;
    private byte[] seedNext;
    private int tailLength;
    private int firstNodeHeight;
    private boolean isInitialized;
    private boolean isFinished;
    private boolean seedInitialized;
    private org.bouncycastle.crypto.Digest messDigestTree;
    public void Treehash(org.bouncycastle.crypto.Digest, byte[][], int[]);
    public void Treehash(java.util.Vector, int, org.bouncycastle.crypto.Digest);
    public void initializeSeed(byte[]);
    public void initialize();
    public void update(util.GMSSRandom, byte[]);
    public void destroy();
    public int getLowestNodeHeight();
    public int getFirstNodeHeight();
    public boolean wasInitialized();
    public boolean wasFinished();
    public byte[] getFirstNode();
    public byte[] getSeedActive();
    public void setFirstNode(byte[]);
    public void updateNextSeed(util.GMSSRandom);
    public java.util.Vector getTailStack();
    public byte[][] getStatByte();
    public int[] getStatInt();
    public String toString();
}










org/bouncycastle/pqc/crypto/gmss/util/GMSSRandom.class


package org.bouncycastle.pqc.crypto.gmss.util;
public synchronized class GMSSRandom {
    private org.bouncycastle.crypto.Digest messDigestTree;
    public void GMSSRandom(org.bouncycastle.crypto.Digest);
    public byte[] nextSeed(byte[]);
    private void addByteArrays(byte[], byte[]);
    private void addOne(byte[]);
}










org/bouncycastle/pqc/crypto/gmss/util/GMSSUtil.class


package org.bouncycastle.pqc.crypto.gmss.util;
public synchronized class GMSSUtil {
    public void GMSSUtil();
    public byte[] intToBytesLittleEndian(int);
    public int bytesToIntLittleEndian(byte[]);
    public int bytesToIntLittleEndian(byte[], int);
    public byte[] concatenateArray(byte[][]);
    public void printArray(String, byte[][]);
    public void printArray(String, byte[]);
    public boolean testPowerOfTwo(int);
    public int getLog(int);
}










org/bouncycastle/pqc/crypto/gmss/util/WinternitzOTSVerify.class


package org.bouncycastle.pqc.crypto.gmss.util;
public synchronized class WinternitzOTSVerify {
    private org.bouncycastle.crypto.Digest messDigestOTS;
    private int w;
    public void WinternitzOTSVerify(org.bouncycastle.crypto.Digest, int);
    public int getSignatureLength();
    public byte[] Verify(byte[], byte[]);
    public int getLog(int);
}










org/bouncycastle/pqc/crypto/gmss/util/WinternitzOTSignature.class


package org.bouncycastle.pqc.crypto.gmss.util;
public synchronized class WinternitzOTSignature {
    private org.bouncycastle.crypto.Digest messDigestOTS;
    private int mdsize;
    private int keysize;
    private byte[][] privateKeyOTS;
    private int w;
    private GMSSRandom gmssRandom;
    private int messagesize;
    private int checksumsize;
    public void WinternitzOTSignature(byte[], org.bouncycastle.crypto.Digest, int);
    public byte[][] getPrivateKey();
    public byte[] getPublicKey();
    public byte[] getSignature(byte[]);
    public int getLog(int);
}










org/bouncycastle/pqc/crypto/mceliece/Conversions.class


package org.bouncycastle.pqc.crypto.mceliece;
final synchronized class Conversions {
    private static final java.math.BigInteger ZERO;
    private static final java.math.BigInteger ONE;
    private void Conversions();
    public static org.bouncycastle.pqc.math.linearalgebra.GF2Vector encode(int, int, byte[]);
    public static byte[] decode(int, int, org.bouncycastle.pqc.math.linearalgebra.GF2Vector);
    public static byte[] signConversion(int, int, byte[]);
    static void <clinit>();
}










org/bouncycastle/pqc/crypto/mceliece/McElieceCCA2KeyGenerationParameters.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceCCA2KeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private McElieceCCA2Parameters params;
    public void McElieceCCA2KeyGenerationParameters(java.security.SecureRandom, McElieceCCA2Parameters);
    public McElieceCCA2Parameters getParameters();
}










org/bouncycastle/pqc/crypto/mceliece/McElieceCCA2KeyPairGenerator.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceCCA2KeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    public static final String OID = 1.3.6.1.4.1.8301.3.1.3.4.2;
    private McElieceCCA2KeyGenerationParameters mcElieceCCA2Params;
    private int m;
    private int n;
    private int t;
    private int fieldPoly;
    private java.security.SecureRandom random;
    private boolean initialized;
    public void McElieceCCA2KeyPairGenerator();
    private void initializeDefault();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/pqc/crypto/mceliece/McElieceCCA2KeyParameters.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceCCA2KeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter {
    private String params;
    public void McElieceCCA2KeyParameters(boolean, String);
    public String getDigest();
}










org/bouncycastle/pqc/crypto/mceliece/McElieceCCA2Parameters.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceCCA2Parameters extends McElieceParameters {
    private final String digest;
    public void McElieceCCA2Parameters();
    public void McElieceCCA2Parameters(String);
    public void McElieceCCA2Parameters(int);
    public void McElieceCCA2Parameters(int, String);
    public void McElieceCCA2Parameters(int, int);
    public void McElieceCCA2Parameters(int, int, String);
    public void McElieceCCA2Parameters(int, int, int);
    public void McElieceCCA2Parameters(int, int, int, String);
    public String getDigest();
}










org/bouncycastle/pqc/crypto/mceliece/McElieceCCA2Primitives.class


package org.bouncycastle.pqc.crypto.mceliece;
final synchronized class McElieceCCA2Primitives {
    private void McElieceCCA2Primitives();
    public static org.bouncycastle.pqc.math.linearalgebra.GF2Vector encryptionPrimitive(McElieceCCA2PublicKeyParameters, org.bouncycastle.pqc.math.linearalgebra.GF2Vector, org.bouncycastle.pqc.math.linearalgebra.GF2Vector);
    public static org.bouncycastle.pqc.math.linearalgebra.GF2Vector[] decryptionPrimitive(McElieceCCA2PrivateKeyParameters, org.bouncycastle.pqc.math.linearalgebra.GF2Vector);
}










org/bouncycastle/pqc/crypto/mceliece/McElieceCCA2PrivateKeyParameters.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceCCA2PrivateKeyParameters extends McElieceCCA2KeyParameters {
    private int n;
    private int k;
    private org.bouncycastle.pqc.math.linearalgebra.GF2mField field;
    private org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM goppaPoly;
    private org.bouncycastle.pqc.math.linearalgebra.Permutation p;
    private org.bouncycastle.pqc.math.linearalgebra.GF2Matrix h;
    private org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM[] qInv;
    public void McElieceCCA2PrivateKeyParameters(int, int, org.bouncycastle.pqc.math.linearalgebra.GF2mField, org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM, org.bouncycastle.pqc.math.linearalgebra.Permutation, String);
    public void McElieceCCA2PrivateKeyParameters(int, int, org.bouncycastle.pqc.math.linearalgebra.GF2mField, org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM, org.bouncycastle.pqc.math.linearalgebra.GF2Matrix, org.bouncycastle.pqc.math.linearalgebra.Permutation, String);
    public int getN();
    public int getK();
    public int getT();
    public org.bouncycastle.pqc.math.linearalgebra.GF2mField getField();
    public org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM getGoppaPoly();
    public org.bouncycastle.pqc.math.linearalgebra.Permutation getP();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getH();
    public org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM[] getQInv();
}










org/bouncycastle/pqc/crypto/mceliece/McElieceCCA2PublicKeyParameters.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceCCA2PublicKeyParameters extends McElieceCCA2KeyParameters {
    private int n;
    private int t;
    private org.bouncycastle.pqc.math.linearalgebra.GF2Matrix matrixG;
    public void McElieceCCA2PublicKeyParameters(int, int, org.bouncycastle.pqc.math.linearalgebra.GF2Matrix, String);
    public int getN();
    public int getT();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getG();
    public int getK();
}










org/bouncycastle/pqc/crypto/mceliece/McElieceCipher.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceCipher implements org.bouncycastle.pqc.crypto.MessageEncryptor {
    public static final String OID = 1.3.6.1.4.1.8301.3.1.3.4.1;
    private java.security.SecureRandom sr;
    private int n;
    private int k;
    private int t;
    public int maxPlainTextSize;
    public int cipherTextSize;
    private McElieceKeyParameters key;
    private boolean forEncryption;
    public void McElieceCipher();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getKeySize(McElieceKeyParameters);
    private void initCipherEncrypt(McEliecePublicKeyParameters);
    private void initCipherDecrypt(McEliecePrivateKeyParameters);
    public byte[] messageEncrypt(byte[]);
    private org.bouncycastle.pqc.math.linearalgebra.GF2Vector computeMessageRepresentative(byte[]);
    public byte[] messageDecrypt(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
    private byte[] computeMessage(org.bouncycastle.pqc.math.linearalgebra.GF2Vector) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/pqc/crypto/mceliece/McElieceFujisakiCipher.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceFujisakiCipher implements org.bouncycastle.pqc.crypto.MessageEncryptor {
    public static final String OID = 1.3.6.1.4.1.8301.3.1.3.4.2.1;
    private static final String DEFAULT_PRNG_NAME = SHA1PRNG;
    private org.bouncycastle.crypto.Digest messDigest;
    private java.security.SecureRandom sr;
    private int n;
    private int k;
    private int t;
    McElieceCCA2KeyParameters key;
    private boolean forEncryption;
    public void McElieceFujisakiCipher();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getKeySize(McElieceCCA2KeyParameters) throws IllegalArgumentException;
    private void initCipherEncrypt(McElieceCCA2PublicKeyParameters);
    private void initCipherDecrypt(McElieceCCA2PrivateKeyParameters);
    public byte[] messageEncrypt(byte[]);
    public byte[] messageDecrypt(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/pqc/crypto/mceliece/McElieceKeyGenerationParameters.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private McElieceParameters params;
    public void McElieceKeyGenerationParameters(java.security.SecureRandom, McElieceParameters);
    public McElieceParameters getParameters();
}










org/bouncycastle/pqc/crypto/mceliece/McElieceKeyPairGenerator.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private static final String OID = 1.3.6.1.4.1.8301.3.1.3.4.1;
    private McElieceKeyGenerationParameters mcElieceParams;
    private int m;
    private int n;
    private int t;
    private int fieldPoly;
    private java.security.SecureRandom random;
    private boolean initialized;
    public void McElieceKeyPairGenerator();
    private void initializeDefault();
    private void initialize(org.bouncycastle.crypto.KeyGenerationParameters);
    private org.bouncycastle.crypto.AsymmetricCipherKeyPair genKeyPair();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/pqc/crypto/mceliece/McElieceKeyParameters.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceKeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter {
    private McElieceParameters params;
    public void McElieceKeyParameters(boolean, McElieceParameters);
    public McElieceParameters getParameters();
}










org/bouncycastle/pqc/crypto/mceliece/McElieceKobaraImaiCipher.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceKobaraImaiCipher implements org.bouncycastle.pqc.crypto.MessageEncryptor {
    public static final String OID = 1.3.6.1.4.1.8301.3.1.3.4.2.3;
    private static final String DEFAULT_PRNG_NAME = SHA1PRNG;
    public static final byte[] PUBLIC_CONSTANT;
    private org.bouncycastle.crypto.Digest messDigest;
    private java.security.SecureRandom sr;
    McElieceCCA2KeyParameters key;
    private int n;
    private int k;
    private int t;
    private boolean forEncryption;
    public void McElieceKobaraImaiCipher();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getKeySize(McElieceCCA2KeyParameters);
    private void initCipherEncrypt(McElieceCCA2PublicKeyParameters);
    private void initCipherDecrypt(McElieceCCA2PrivateKeyParameters);
    public byte[] messageEncrypt(byte[]);
    public byte[] messageDecrypt(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
    static void <clinit>();
}










org/bouncycastle/pqc/crypto/mceliece/McElieceParameters.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McElieceParameters implements org.bouncycastle.crypto.CipherParameters {
    public static final int DEFAULT_M = 11;
    public static final int DEFAULT_T = 50;
    private int m;
    private int t;
    private int n;
    private int fieldPoly;
    private org.bouncycastle.crypto.Digest digest;
    public void McElieceParameters();
    public void McElieceParameters(org.bouncycastle.crypto.Digest);
    public void McElieceParameters(int);
    public void McElieceParameters(int, org.bouncycastle.crypto.Digest);
    public void McElieceParameters(int, int);
    public void McElieceParameters(int, int, org.bouncycastle.crypto.Digest);
    public void McElieceParameters(int, int, int);
    public void McElieceParameters(int, int, int, org.bouncycastle.crypto.Digest);
    public int getM();
    public int getN();
    public int getT();
    public int getFieldPoly();
}










org/bouncycastle/pqc/crypto/mceliece/McEliecePointchevalCipher.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McEliecePointchevalCipher implements org.bouncycastle.pqc.crypto.MessageEncryptor {
    public static final String OID = 1.3.6.1.4.1.8301.3.1.3.4.2.2;
    private org.bouncycastle.crypto.Digest messDigest;
    private java.security.SecureRandom sr;
    private int n;
    private int k;
    private int t;
    McElieceCCA2KeyParameters key;
    private boolean forEncryption;
    public void McEliecePointchevalCipher();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public int getKeySize(McElieceCCA2KeyParameters) throws IllegalArgumentException;
    protected int decryptOutputSize(int);
    protected int encryptOutputSize(int);
    private void initCipherEncrypt(McElieceCCA2PublicKeyParameters);
    private void initCipherDecrypt(McElieceCCA2PrivateKeyParameters);
    public byte[] messageEncrypt(byte[]);
    public byte[] messageDecrypt(byte[]) throws org.bouncycastle.crypto.InvalidCipherTextException;
}










org/bouncycastle/pqc/crypto/mceliece/McEliecePrivateKeyParameters.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McEliecePrivateKeyParameters extends McElieceKeyParameters {
    private String oid;
    private int n;
    private int k;
    private org.bouncycastle.pqc.math.linearalgebra.GF2mField field;
    private org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM goppaPoly;
    private org.bouncycastle.pqc.math.linearalgebra.GF2Matrix sInv;
    private org.bouncycastle.pqc.math.linearalgebra.Permutation p1;
    private org.bouncycastle.pqc.math.linearalgebra.Permutation p2;
    private org.bouncycastle.pqc.math.linearalgebra.GF2Matrix h;
    private org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM[] qInv;
    public void McEliecePrivateKeyParameters(int, int, org.bouncycastle.pqc.math.linearalgebra.GF2mField, org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM, org.bouncycastle.pqc.math.linearalgebra.Permutation, org.bouncycastle.pqc.math.linearalgebra.Permutation, org.bouncycastle.pqc.math.linearalgebra.GF2Matrix);
    public void McEliecePrivateKeyParameters(int, int, byte[], byte[], byte[], byte[], byte[], byte[], byte[][]);
    public int getN();
    public int getK();
    public org.bouncycastle.pqc.math.linearalgebra.GF2mField getField();
    public org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM getGoppaPoly();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getSInv();
    public org.bouncycastle.pqc.math.linearalgebra.Permutation getP1();
    public org.bouncycastle.pqc.math.linearalgebra.Permutation getP2();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getH();
    public org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM[] getQInv();
}










org/bouncycastle/pqc/crypto/mceliece/McEliecePublicKeyParameters.class


package org.bouncycastle.pqc.crypto.mceliece;
public synchronized class McEliecePublicKeyParameters extends McElieceKeyParameters {
    private int n;
    private int t;
    private org.bouncycastle.pqc.math.linearalgebra.GF2Matrix g;
    public void McEliecePublicKeyParameters(int, int, org.bouncycastle.pqc.math.linearalgebra.GF2Matrix);
    public int getN();
    public int getT();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getG();
    public int getK();
}










org/bouncycastle/pqc/crypto/mceliece/Utils.class


package org.bouncycastle.pqc.crypto.mceliece;
synchronized class Utils {
    void Utils();
    static org.bouncycastle.crypto.Digest getDigest(String);
}










org/bouncycastle/pqc/crypto/newhope/ChaCha20.class


package org.bouncycastle.pqc.crypto.newhope;
synchronized class ChaCha20 {
    void ChaCha20();
    static void process(byte[], byte[], byte[], int, int);
}










org/bouncycastle/pqc/crypto/newhope/ErrorCorrection.class


package org.bouncycastle.pqc.crypto.newhope;
synchronized class ErrorCorrection {
    void ErrorCorrection();
    static int abs(int);
    static int f(int[], int, int, int);
    static int g(int);
    static void helpRec(short[], short[], byte[], byte);
    static short LDDecode(int, int, int, int);
    static void rec(byte[], short[], short[]);
}










org/bouncycastle/pqc/crypto/newhope/NHAgreement.class


package org.bouncycastle.pqc.crypto.newhope;
public synchronized class NHAgreement {
    private NHPrivateKeyParameters privKey;
    public void NHAgreement();
    public void init(org.bouncycastle.crypto.CipherParameters);
    public byte[] calculateAgreement(org.bouncycastle.crypto.CipherParameters);
}










org/bouncycastle/pqc/crypto/newhope/NHExchangePairGenerator.class


package org.bouncycastle.pqc.crypto.newhope;
public synchronized class NHExchangePairGenerator implements org.bouncycastle.pqc.crypto.ExchangePairGenerator {
    private final java.security.SecureRandom random;
    public void NHExchangePairGenerator(java.security.SecureRandom);
    public org.bouncycastle.pqc.crypto.ExchangePair GenerateExchange(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
    public org.bouncycastle.pqc.crypto.ExchangePair generateExchange(org.bouncycastle.crypto.params.AsymmetricKeyParameter);
}










org/bouncycastle/pqc/crypto/newhope/NHKeyPairGenerator.class


package org.bouncycastle.pqc.crypto.newhope;
public synchronized class NHKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private java.security.SecureRandom random;
    public void NHKeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/pqc/crypto/newhope/NHOtherInfoGenerator$PartyU.class


package org.bouncycastle.pqc.crypto.newhope;
public synchronized class NHOtherInfoGenerator$PartyU extends NHOtherInfoGenerator {
    private org.bouncycastle.crypto.AsymmetricCipherKeyPair aKp;
    private NHAgreement agreement;
    public void NHOtherInfoGenerator$PartyU(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], byte[], java.security.SecureRandom);
    public NHOtherInfoGenerator withSuppPubInfo(byte[]);
    public byte[] getSuppPrivInfoPartA();
    public org.bouncycastle.crypto.util.DEROtherInfo generate(byte[]);
}










org/bouncycastle/pqc/crypto/newhope/NHOtherInfoGenerator$PartyV.class


package org.bouncycastle.pqc.crypto.newhope;
public synchronized class NHOtherInfoGenerator$PartyV extends NHOtherInfoGenerator {
    public void NHOtherInfoGenerator$PartyV(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], byte[], java.security.SecureRandom);
    public NHOtherInfoGenerator withSuppPubInfo(byte[]);
    public byte[] getSuppPrivInfoPartB(byte[]);
    public org.bouncycastle.crypto.util.DEROtherInfo generate();
}










org/bouncycastle/pqc/crypto/newhope/NHOtherInfoGenerator.class


package org.bouncycastle.pqc.crypto.newhope;
public synchronized class NHOtherInfoGenerator {
    protected final org.bouncycastle.crypto.util.DEROtherInfo$Builder otherInfoBuilder;
    protected final java.security.SecureRandom random;
    public void NHOtherInfoGenerator(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[], byte[], java.security.SecureRandom);
    private static byte[] getEncoded(NHPublicKeyParameters);
    private static NHPublicKeyParameters getPublicKey(byte[]);
}










org/bouncycastle/pqc/crypto/newhope/NHPrivateKeyParameters.class


package org.bouncycastle.pqc.crypto.newhope;
public synchronized class NHPrivateKeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter {
    final short[] secData;
    public void NHPrivateKeyParameters(short[]);
    public short[] getSecData();
}










org/bouncycastle/pqc/crypto/newhope/NHPublicKeyParameters.class


package org.bouncycastle.pqc.crypto.newhope;
public synchronized class NHPublicKeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter {
    final byte[] pubData;
    public void NHPublicKeyParameters(byte[]);
    public byte[] getPubData();
}










org/bouncycastle/pqc/crypto/newhope/NTT.class


package org.bouncycastle.pqc.crypto.newhope;
synchronized class NTT {
    private static final short[] BitReverseTable;
    void NTT();
    static void bitReverse(short[]);
    static void core(short[], short[]);
    static void mulCoefficients(short[], short[]);
    static void <clinit>();
}










org/bouncycastle/pqc/crypto/newhope/NewHope.class


package org.bouncycastle.pqc.crypto.newhope;
synchronized class NewHope {
    private static final boolean STATISTICAL_TEST = 0;
    public static final int AGREEMENT_SIZE = 32;
    public static final int POLY_SIZE = 1024;
    public static final int SENDA_BYTES = 1824;
    public static final int SENDB_BYTES = 2048;
    void NewHope();
    public static void keygen(java.security.SecureRandom, byte[], short[]);
    public static void sharedB(java.security.SecureRandom, byte[], byte[], byte[]);
    public static void sharedA(byte[], short[], byte[]);
    static void decodeA(short[], byte[], byte[]);
    static void decodeB(short[], short[], byte[]);
    static void encodeA(byte[], short[], byte[]);
    static void encodeB(byte[], short[], short[]);
    static void generateA(short[], byte[]);
    static void sha3(byte[]);
}










org/bouncycastle/pqc/crypto/newhope/Params.class


package org.bouncycastle.pqc.crypto.newhope;
synchronized class Params {
    static final int N = 1024;
    static final int K = 16;
    static final int Q = 12289;
    static final int POLY_BYTES = 1792;
    static final int REC_BYTES = 256;
    static final int SEED_BYTES = 32;
    void Params();
}










org/bouncycastle/pqc/crypto/newhope/Poly.class


package org.bouncycastle.pqc.crypto.newhope;
synchronized class Poly {
    void Poly();
    static void add(short[], short[], short[]);
    static void fromBytes(short[], byte[]);
    static void fromNTT(short[]);
    static void getNoise(short[], byte[], byte);
    static void pointWise(short[], short[], short[]);
    static void toBytes(byte[], short[]);
    static void toNTT(short[]);
    static void uniform(short[], byte[]);
    private static short normalize(short);
}










org/bouncycastle/pqc/crypto/newhope/Precomp.class


package org.bouncycastle.pqc.crypto.newhope;
synchronized class Precomp {
    static final short[] OMEGAS_MONTGOMERY;
    static final short[] OMEGAS_INV_MONTGOMERY;
    static final short[] PSIS_BITREV_MONTGOMERY;
    static final short[] PSIS_INV_MONTGOMERY;
    void Precomp();
    static void <clinit>();
}










org/bouncycastle/pqc/crypto/newhope/Reduce.class


package org.bouncycastle.pqc.crypto.newhope;
synchronized class Reduce {
    static final int QInv = 12287;
    static final int RLog = 18;
    static final int RMask = 262143;
    void Reduce();
    static short montgomery(int);
    static short barrett(short);
}










org/bouncycastle/pqc/crypto/rainbow/Layer.class


package org.bouncycastle.pqc.crypto.rainbow;
public synchronized class Layer {
    private int vi;
    private int viNext;
    private int oi;
    private short[][][] coeff_alpha;
    private short[][][] coeff_beta;
    private short[][] coeff_gamma;
    private short[] coeff_eta;
    public void Layer(byte, byte, short[][][], short[][][], short[][], short[]);
    public void Layer(int, int, java.security.SecureRandom);
    public short[][] plugInVinegars(short[]);
    public int getVi();
    public int getViNext();
    public int getOi();
    public short[][][] getCoeffAlpha();
    public short[][][] getCoeffBeta();
    public short[][] getCoeffGamma();
    public short[] getCoeffEta();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/pqc/crypto/rainbow/RainbowKeyGenerationParameters.class


package org.bouncycastle.pqc.crypto.rainbow;
public synchronized class RainbowKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private RainbowParameters params;
    public void RainbowKeyGenerationParameters(java.security.SecureRandom, RainbowParameters);
    public RainbowParameters getParameters();
}










org/bouncycastle/pqc/crypto/rainbow/RainbowKeyPairGenerator.class


package org.bouncycastle.pqc.crypto.rainbow;
public synchronized class RainbowKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private boolean initialized;
    private java.security.SecureRandom sr;
    private RainbowKeyGenerationParameters rainbowParams;
    private short[][] A1;
    private short[][] A1inv;
    private short[] b1;
    private short[][] A2;
    private short[][] A2inv;
    private short[] b2;
    private int numOfLayers;
    private Layer[] layers;
    private int[] vi;
    private short[][] pub_quadratic;
    private short[][] pub_singular;
    private short[] pub_scalar;
    public void RainbowKeyPairGenerator();
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair genKeyPair();
    public void initialize(org.bouncycastle.crypto.KeyGenerationParameters);
    private void initializeDefault();
    private void keygen();
    private void generateL1();
    private void generateL2();
    private void generateF();
    private void computePublicKey();
    private void compactPublicKey(short[][][]);
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/pqc/crypto/rainbow/RainbowKeyParameters.class


package org.bouncycastle.pqc.crypto.rainbow;
public synchronized class RainbowKeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter {
    private int docLength;
    public void RainbowKeyParameters(boolean, int);
    public int getDocLength();
}










org/bouncycastle/pqc/crypto/rainbow/RainbowParameters.class


package org.bouncycastle.pqc.crypto.rainbow;
public synchronized class RainbowParameters implements org.bouncycastle.crypto.CipherParameters {
    private final int[] DEFAULT_VI;
    private int[] vi;
    public void RainbowParameters();
    public void RainbowParameters(int[]);
    private void checkParams();
    public int getNumOfLayers();
    public int getDocLength();
    public int[] getVi();
}










org/bouncycastle/pqc/crypto/rainbow/RainbowPrivateKeyParameters.class


package org.bouncycastle.pqc.crypto.rainbow;
public synchronized class RainbowPrivateKeyParameters extends RainbowKeyParameters {
    private short[][] A1inv;
    private short[] b1;
    private short[][] A2inv;
    private short[] b2;
    private int[] vi;
    private Layer[] layers;
    public void RainbowPrivateKeyParameters(short[][], short[], short[][], short[], int[], Layer[]);
    public short[] getB1();
    public short[][] getInvA1();
    public short[] getB2();
    public short[][] getInvA2();
    public Layer[] getLayers();
    public int[] getVi();
}










org/bouncycastle/pqc/crypto/rainbow/RainbowPublicKeyParameters.class


package org.bouncycastle.pqc.crypto.rainbow;
public synchronized class RainbowPublicKeyParameters extends RainbowKeyParameters {
    private short[][] coeffquadratic;
    private short[][] coeffsingular;
    private short[] coeffscalar;
    public void RainbowPublicKeyParameters(int, short[][], short[][], short[]);
    public short[][] getCoeffQuadratic();
    public short[][] getCoeffSingular();
    public short[] getCoeffScalar();
}










org/bouncycastle/pqc/crypto/rainbow/RainbowSigner.class


package org.bouncycastle.pqc.crypto.rainbow;
public synchronized class RainbowSigner implements org.bouncycastle.pqc.crypto.MessageSigner {
    private static final int MAXITS = 65536;
    private java.security.SecureRandom random;
    int signableDocumentLength;
    private short[] x;
    private util.ComputeInField cf;
    RainbowKeyParameters key;
    public void RainbowSigner();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    private short[] initSign(Layer[], short[]);
    public byte[] generateSignature(byte[]);
    public boolean verifySignature(byte[], byte[]);
    private short[] verifySignatureIntern(short[]);
    private short[] makeMessageRepresentative(byte[]);
}










org/bouncycastle/pqc/crypto/rainbow/util/ComputeInField.class


package org.bouncycastle.pqc.crypto.rainbow.util;
public synchronized class ComputeInField {
    private short[][] A;
    short[] x;
    public void ComputeInField();
    public short[] solveEquation(short[][], short[]);
    public short[][] inverse(short[][]);
    private void computeZerosUnder(boolean) throws RuntimeException;
    private void computeZerosAbove() throws RuntimeException;
    private void substitute() throws IllegalStateException;
    public short[][] multiplyMatrix(short[][], short[][]) throws RuntimeException;
    public short[] multiplyMatrix(short[][], short[]) throws RuntimeException;
    public short[] addVect(short[], short[]);
    public short[][] multVects(short[], short[]);
    public short[] multVect(short, short[]);
    public short[][] multMatrix(short, short[][]);
    public short[][] addSquareMatrix(short[][], short[][]);
}










org/bouncycastle/pqc/crypto/rainbow/util/GF2Field.class


package org.bouncycastle.pqc.crypto.rainbow.util;
public synchronized class GF2Field {
    public static final int MASK = 255;
    static final short[] exps;
    static final short[] logs;
    public void GF2Field();
    public static short addElem(short, short);
    public static short invElem(short);
    public static short multElem(short, short);
    public static short getExp(short);
    public static short getLog(short);
    static void <clinit>();
}










org/bouncycastle/pqc/crypto/rainbow/util/RainbowUtil.class


package org.bouncycastle.pqc.crypto.rainbow.util;
public synchronized class RainbowUtil {
    public void RainbowUtil();
    public static int[] convertArraytoInt(byte[]);
    public static short[] convertArray(byte[]);
    public static short[][] convertArray(byte[][]);
    public static short[][][] convertArray(byte[][][]);
    public static byte[] convertIntArray(int[]);
    public static byte[] convertArray(short[]);
    public static byte[][] convertArray(short[][]);
    public static byte[][][] convertArray(short[][][]);
    public static boolean equals(short[], short[]);
    public static boolean equals(short[][], short[][]);
    public static boolean equals(short[][][], short[][][]);
}










org/bouncycastle/pqc/crypto/sphincs/HashFunctions.class


package org.bouncycastle.pqc.crypto.sphincs;
synchronized class HashFunctions {
    private static final byte[] hashc;
    private final org.bouncycastle.crypto.Digest dig256;
    private final org.bouncycastle.crypto.Digest dig512;
    private final Permute perm;
    void HashFunctions(org.bouncycastle.crypto.Digest);
    void HashFunctions(org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.Digest);
    int varlen_hash(byte[], int, byte[], int);
    org.bouncycastle.crypto.Digest getMessageHash();
    int hash_2n_n(byte[], int, byte[], int);
    int hash_2n_n_mask(byte[], int, byte[], int, byte[], int);
    int hash_n_n(byte[], int, byte[], int);
    int hash_n_n_mask(byte[], int, byte[], int, byte[], int);
    static void <clinit>();
}










org/bouncycastle/pqc/crypto/sphincs/Horst.class


package org.bouncycastle.pqc.crypto.sphincs;
synchronized class Horst {
    static final int HORST_LOGT = 16;
    static final int HORST_T = 65536;
    static final int HORST_K = 32;
    static final int HORST_SKBYTES = 32;
    static final int HORST_SIGBYTES = 13312;
    static final int N_MASKS = 32;
    void Horst();
    static void expand_seed(byte[], byte[]);
    static int horst_sign(HashFunctions, byte[], int, byte[], byte[], byte[], byte[]);
    static int horst_verify(HashFunctions, byte[], byte[], int, byte[], byte[]);
}










org/bouncycastle/pqc/crypto/sphincs/Permute.class


package org.bouncycastle.pqc.crypto.sphincs;
synchronized class Permute {
    private static final int CHACHA_ROUNDS = 12;
    void Permute();
    protected static int rotl(int, int);
    public static void permute(int, int[]);
    void chacha_permute(byte[], byte[]);
}










org/bouncycastle/pqc/crypto/sphincs/SPHINCS256Config.class


package org.bouncycastle.pqc.crypto.sphincs;
synchronized class SPHINCS256Config {
    static final int SUBTREE_HEIGHT = 5;
    static final int TOTALTREE_HEIGHT = 60;
    static final int N_LEVELS = 12;
    static final int SEED_BYTES = 32;
    static final int SK_RAND_SEED_BYTES = 32;
    static final int MESSAGE_HASH_SEED_BYTES = 32;
    static final int HASH_BYTES = 32;
    static final int MSGHASH_BYTES = 64;
    static final int CRYPTO_PUBLICKEYBYTES = 1056;
    static final int CRYPTO_SECRETKEYBYTES = 1088;
    static final int CRYPTO_BYTES = 41000;
    void SPHINCS256Config();
}










org/bouncycastle/pqc/crypto/sphincs/SPHINCS256KeyGenerationParameters.class


package org.bouncycastle.pqc.crypto.sphincs;
public synchronized class SPHINCS256KeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private final org.bouncycastle.crypto.Digest treeDigest;
    public void SPHINCS256KeyGenerationParameters(java.security.SecureRandom, org.bouncycastle.crypto.Digest);
    public org.bouncycastle.crypto.Digest getTreeDigest();
}










org/bouncycastle/pqc/crypto/sphincs/SPHINCS256KeyPairGenerator.class


package org.bouncycastle.pqc.crypto.sphincs;
public synchronized class SPHINCS256KeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator {
    private java.security.SecureRandom random;
    private org.bouncycastle.crypto.Digest treeDigest;
    public void SPHINCS256KeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/pqc/crypto/sphincs/SPHINCS256Signer.class


package org.bouncycastle.pqc.crypto.sphincs;
public synchronized class SPHINCS256Signer implements org.bouncycastle.pqc.crypto.MessageSigner {
    private final HashFunctions hashFunctions;
    private byte[] keyData;
    public void SPHINCS256Signer(org.bouncycastle.crypto.Digest, org.bouncycastle.crypto.Digest);
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public byte[] generateSignature(byte[]);
    public boolean verifySignature(byte[], byte[]);
    static void validate_authpath(HashFunctions, byte[], byte[], int, byte[], int, byte[], int);
    static void compute_authpath_wots(HashFunctions, byte[], byte[], int, Tree$leafaddr, byte[], byte[], int);
    byte[] crypto_sign(HashFunctions, byte[], byte[]);
    private void zerobytes(byte[], int, int);
    boolean verify(HashFunctions, byte[], byte[], byte[]);
}










org/bouncycastle/pqc/crypto/sphincs/SPHINCSPrivateKeyParameters.class


package org.bouncycastle.pqc.crypto.sphincs;
public synchronized class SPHINCSPrivateKeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter {
    private final byte[] keyData;
    public void SPHINCSPrivateKeyParameters(byte[]);
    public byte[] getKeyData();
}










org/bouncycastle/pqc/crypto/sphincs/SPHINCSPublicKeyParameters.class


package org.bouncycastle.pqc.crypto.sphincs;
public synchronized class SPHINCSPublicKeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter {
    private final byte[] keyData;
    public void SPHINCSPublicKeyParameters(byte[]);
    public byte[] getKeyData();
}










org/bouncycastle/pqc/crypto/sphincs/Seed.class


package org.bouncycastle.pqc.crypto.sphincs;
synchronized class Seed {
    void Seed();
    static void get_seed(HashFunctions, byte[], int, byte[], Tree$leafaddr);
    static void prg(byte[], int, long, byte[], int);
}










org/bouncycastle/pqc/crypto/sphincs/Tree$leafaddr.class


package org.bouncycastle.pqc.crypto.sphincs;
synchronized class Tree$leafaddr {
    int level;
    long subtree;
    long subleaf;
    public void Tree$leafaddr();
    public void Tree$leafaddr(Tree$leafaddr);
}










org/bouncycastle/pqc/crypto/sphincs/Tree.class


package org.bouncycastle.pqc.crypto.sphincs;
synchronized class Tree {
    void Tree();
    static void l_tree(HashFunctions, byte[], int, byte[], int, byte[], int);
    static void treehash(HashFunctions, byte[], int, int, byte[], Tree$leafaddr, byte[], int);
    static void gen_leaf_wots(HashFunctions, byte[], int, byte[], int, byte[], Tree$leafaddr);
}










org/bouncycastle/pqc/crypto/sphincs/Wots.class


package org.bouncycastle.pqc.crypto.sphincs;
synchronized class Wots {
    static final int WOTS_LOGW = 4;
    static final int WOTS_W = 16;
    static final int WOTS_L1 = 64;
    static final int WOTS_L = 67;
    static final int WOTS_LOG_L = 7;
    static final int WOTS_SIGBYTES = 2144;
    void Wots();
    static void expand_seed(byte[], int, byte[], int);
    private static void clear(byte[], int, int);
    static void gen_chain(HashFunctions, byte[], int, byte[], int, byte[], int, int);
    void wots_pkgen(HashFunctions, byte[], int, byte[], int, byte[], int);
    void wots_sign(HashFunctions, byte[], int, byte[], byte[], byte[]);
    void wots_verify(HashFunctions, byte[], byte[], int, byte[], byte[]);
}










org/bouncycastle/pqc/crypto/xmss/BDS.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class BDS implements java.io.Serializable {
    private static final long serialVersionUID = 1;
    private transient WOTSPlus wotsPlus;
    private final int treeHeight;
    private final java.util.List treeHashInstances;
    private int k;
    private XMSSNode root;
    private java.util.List authenticationPath;
    private java.util.Map retain;
    private java.util.Stack stack;
    private java.util.Map keep;
    private int index;
    private boolean used;
    void BDS(XMSSParameters, int);
    void BDS(XMSSParameters, byte[], byte[], OTSHashAddress);
    void BDS(XMSSParameters, byte[], byte[], OTSHashAddress, int);
    private void BDS(WOTSPlus, int, int);
    private void BDS(BDS, byte[], byte[], OTSHashAddress);
    public BDS getNextState(byte[], byte[], OTSHashAddress);
    private void initialize(byte[], byte[], OTSHashAddress);
    private void nextAuthenticationPath(byte[], byte[], OTSHashAddress);
    boolean isUsed();
    private BDSTreeHash getBDSTreeHashInstanceForUpdate();
    protected void validate();
    protected int getTreeHeight();
    protected XMSSNode getRoot();
    protected java.util.List getAuthenticationPath();
    protected void setXMSS(XMSSParameters);
    protected int getIndex();
}










org/bouncycastle/pqc/crypto/xmss/BDSStateMap.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class BDSStateMap implements java.io.Serializable {
    private final java.util.Map bdsState;
    void BDSStateMap();
    void BDSStateMap(XMSSMTParameters, long, byte[], byte[]);
    void BDSStateMap(BDSStateMap, XMSSMTParameters, long, byte[], byte[]);
    private void updateState(XMSSMTParameters, long, byte[], byte[]);
    void setXMSS(XMSSParameters);
    public boolean isEmpty();
    public BDS get(int);
    public BDS update(int, byte[], byte[], OTSHashAddress);
    public void put(int, BDS);
}










org/bouncycastle/pqc/crypto/xmss/BDSTreeHash.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class BDSTreeHash implements java.io.Serializable {
    private static final long serialVersionUID = 1;
    private XMSSNode tailNode;
    private final int initialHeight;
    private int height;
    private int nextIndex;
    private boolean initialized;
    private boolean finished;
    void BDSTreeHash(int);
    void initialize(int);
    void update(java.util.Stack, WOTSPlus, byte[], byte[], OTSHashAddress);
    int getHeight();
    int getIndexLeaf();
    void setNode(XMSSNode);
    boolean isFinished();
    boolean isInitialized();
    public XMSSNode getTailNode();
}










org/bouncycastle/pqc/crypto/xmss/DefaultXMSSMTOid.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class DefaultXMSSMTOid implements XMSSOid {
    private static final java.util.Map oidLookupTable;
    private final int oid;
    private final String stringRepresentation;
    private void DefaultXMSSMTOid(int, String);
    public static DefaultXMSSMTOid lookup(String, int, int, int, int, int);
    private static String createKey(String, int, int, int, int, int);
    public int getOid();
    public String toString();
    static void <clinit>();
}










org/bouncycastle/pqc/crypto/xmss/DefaultXMSSOid.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class DefaultXMSSOid implements XMSSOid {
    private static final java.util.Map oidLookupTable;
    private final int oid;
    private final String stringRepresentation;
    private void DefaultXMSSOid(int, String);
    public static DefaultXMSSOid lookup(String, int, int, int, int);
    private static String createKey(String, int, int, int, int);
    public int getOid();
    public String toString();
    static void <clinit>();
}










org/bouncycastle/pqc/crypto/xmss/HashTreeAddress$1.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class HashTreeAddress$1 {
}










org/bouncycastle/pqc/crypto/xmss/HashTreeAddress$Builder.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class HashTreeAddress$Builder extends XMSSAddress$Builder {
    private int treeHeight;
    private int treeIndex;
    protected void HashTreeAddress$Builder();
    protected HashTreeAddress$Builder withTreeHeight(int);
    protected HashTreeAddress$Builder withTreeIndex(int);
    protected XMSSAddress build();
    protected HashTreeAddress$Builder getThis();
}










org/bouncycastle/pqc/crypto/xmss/HashTreeAddress.class


package org.bouncycastle.pqc.crypto.xmss;
final synchronized class HashTreeAddress extends XMSSAddress {
    private static final int TYPE = 2;
    private static final int PADDING = 0;
    private final int padding;
    private final int treeHeight;
    private final int treeIndex;
    private void HashTreeAddress(HashTreeAddress$Builder);
    protected byte[] toByteArray();
    protected int getPadding();
    protected int getTreeHeight();
    protected int getTreeIndex();
}










org/bouncycastle/pqc/crypto/xmss/KeyedHashFunctions.class


package org.bouncycastle.pqc.crypto.xmss;
final synchronized class KeyedHashFunctions {
    private final org.bouncycastle.crypto.Digest digest;
    private final int digestSize;
    protected void KeyedHashFunctions(org.bouncycastle.crypto.Digest, int);
    private byte[] coreDigest(int, byte[], byte[]);
    protected byte[] F(byte[], byte[]);
    protected byte[] H(byte[], byte[]);
    protected byte[] HMsg(byte[], byte[]);
    protected byte[] PRF(byte[], byte[]);
}










org/bouncycastle/pqc/crypto/xmss/LTreeAddress$1.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class LTreeAddress$1 {
}










org/bouncycastle/pqc/crypto/xmss/LTreeAddress$Builder.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class LTreeAddress$Builder extends XMSSAddress$Builder {
    private int lTreeAddress;
    private int treeHeight;
    private int treeIndex;
    protected void LTreeAddress$Builder();
    protected LTreeAddress$Builder withLTreeAddress(int);
    protected LTreeAddress$Builder withTreeHeight(int);
    protected LTreeAddress$Builder withTreeIndex(int);
    protected XMSSAddress build();
    protected LTreeAddress$Builder getThis();
}










org/bouncycastle/pqc/crypto/xmss/LTreeAddress.class


package org.bouncycastle.pqc.crypto.xmss;
final synchronized class LTreeAddress extends XMSSAddress {
    private static final int TYPE = 1;
    private final int lTreeAddress;
    private final int treeHeight;
    private final int treeIndex;
    private void LTreeAddress(LTreeAddress$Builder);
    protected byte[] toByteArray();
    protected int getLTreeAddress();
    protected int getTreeHeight();
    protected int getTreeIndex();
}










org/bouncycastle/pqc/crypto/xmss/OTSHashAddress$1.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class OTSHashAddress$1 {
}










org/bouncycastle/pqc/crypto/xmss/OTSHashAddress$Builder.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class OTSHashAddress$Builder extends XMSSAddress$Builder {
    private int otsAddress;
    private int chainAddress;
    private int hashAddress;
    protected void OTSHashAddress$Builder();
    protected OTSHashAddress$Builder withOTSAddress(int);
    protected OTSHashAddress$Builder withChainAddress(int);
    protected OTSHashAddress$Builder withHashAddress(int);
    protected XMSSAddress build();
    protected OTSHashAddress$Builder getThis();
}










org/bouncycastle/pqc/crypto/xmss/OTSHashAddress.class


package org.bouncycastle.pqc.crypto.xmss;
final synchronized class OTSHashAddress extends XMSSAddress {
    private static final int TYPE = 0;
    private final int otsAddress;
    private final int chainAddress;
    private final int hashAddress;
    private void OTSHashAddress(OTSHashAddress$Builder);
    protected byte[] toByteArray();
    protected int getOTSAddress();
    protected int getChainAddress();
    protected int getHashAddress();
}










org/bouncycastle/pqc/crypto/xmss/WOTSPlus.class


package org.bouncycastle.pqc.crypto.xmss;
final synchronized class WOTSPlus {
    private final WOTSPlusParameters params;
    private final KeyedHashFunctions khf;
    private byte[] secretKeySeed;
    private byte[] publicSeed;
    protected void WOTSPlus(WOTSPlusParameters);
    void importKeys(byte[], byte[]);
    protected WOTSPlusSignature sign(byte[], OTSHashAddress);
    protected boolean verifySignature(byte[], WOTSPlusSignature, OTSHashAddress);
    protected WOTSPlusPublicKeyParameters getPublicKeyFromSignature(byte[], WOTSPlusSignature, OTSHashAddress);
    private byte[] chain(byte[], int, int, OTSHashAddress);
    private java.util.List convertToBaseW(byte[], int, int);
    protected byte[] getWOTSPlusSecretKey(byte[], OTSHashAddress);
    private byte[] expandSecretKeySeed(int);
    protected WOTSPlusParameters getParams();
    protected KeyedHashFunctions getKhf();
    protected byte[] getSecretKeySeed();
    protected byte[] getPublicSeed();
    protected WOTSPlusPrivateKeyParameters getPrivateKey();
    protected WOTSPlusPublicKeyParameters getPublicKey(OTSHashAddress);
}










org/bouncycastle/pqc/crypto/xmss/WOTSPlusOid.class


package org.bouncycastle.pqc.crypto.xmss;
final synchronized class WOTSPlusOid implements XMSSOid {
    private static final java.util.Map oidLookupTable;
    private final int oid;
    private final String stringRepresentation;
    private void WOTSPlusOid(int, String);
    protected static WOTSPlusOid lookup(String, int, int, int);
    private static String createKey(String, int, int, int);
    public int getOid();
    public String toString();
    static void <clinit>();
}










org/bouncycastle/pqc/crypto/xmss/WOTSPlusParameters.class


package org.bouncycastle.pqc.crypto.xmss;
final synchronized class WOTSPlusParameters {
    private final XMSSOid oid;
    private final org.bouncycastle.crypto.Digest digest;
    private final int digestSize;
    private final int winternitzParameter;
    private final int len;
    private final int len1;
    private final int len2;
    protected void WOTSPlusParameters(org.bouncycastle.crypto.Digest);
    protected XMSSOid getOid();
    protected org.bouncycastle.crypto.Digest getDigest();
    protected int getDigestSize();
    protected int getWinternitzParameter();
    protected int getLen();
    protected int getLen1();
    protected int getLen2();
}










org/bouncycastle/pqc/crypto/xmss/WOTSPlusPrivateKeyParameters.class


package org.bouncycastle.pqc.crypto.xmss;
final synchronized class WOTSPlusPrivateKeyParameters {
    private final byte[][] privateKey;
    protected void WOTSPlusPrivateKeyParameters(WOTSPlusParameters, byte[][]);
    protected byte[][] toByteArray();
}










org/bouncycastle/pqc/crypto/xmss/WOTSPlusPublicKeyParameters.class


package org.bouncycastle.pqc.crypto.xmss;
final synchronized class WOTSPlusPublicKeyParameters {
    private final byte[][] publicKey;
    protected void WOTSPlusPublicKeyParameters(WOTSPlusParameters, byte[][]);
    protected byte[][] toByteArray();
}










org/bouncycastle/pqc/crypto/xmss/WOTSPlusSignature.class


package org.bouncycastle.pqc.crypto.xmss;
final synchronized class WOTSPlusSignature {
    private byte[][] signature;
    protected void WOTSPlusSignature(WOTSPlusParameters, byte[][]);
    public byte[][] toByteArray();
}










org/bouncycastle/pqc/crypto/xmss/XMSS.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class XMSS {
    private final XMSSParameters params;
    private WOTSPlus wotsPlus;
    private java.security.SecureRandom prng;
    private XMSSPrivateKeyParameters privateKey;
    private XMSSPublicKeyParameters publicKey;
    public void XMSS(XMSSParameters, java.security.SecureRandom);
    public void generateKeys();
    void importState(XMSSPrivateKeyParameters, XMSSPublicKeyParameters);
    public void importState(byte[], byte[]);
    public byte[] sign(byte[]);
    public boolean verifySignature(byte[], byte[], byte[]) throws java.text.ParseException;
    public byte[] exportPrivateKey();
    public byte[] exportPublicKey();
    protected WOTSPlusSignature wotsSign(byte[], OTSHashAddress);
    public XMSSParameters getParams();
    protected WOTSPlus getWOTSPlus();
    public byte[] getRoot();
    protected void setRoot(byte[]);
    public int getIndex();
    protected void setIndex(int);
    public byte[] getPublicSeed();
    protected void setPublicSeed(byte[]);
    public XMSSPrivateKeyParameters getPrivateKey();
}










org/bouncycastle/pqc/crypto/xmss/XMSSAddress$Builder.class


package org.bouncycastle.pqc.crypto.xmss;
public abstract synchronized class XMSSAddress$Builder {
    private final int type;
    private int layerAddress;
    private long treeAddress;
    private int keyAndMask;
    protected void XMSSAddress$Builder(int);
    protected XMSSAddress$Builder withLayerAddress(int);
    protected XMSSAddress$Builder withTreeAddress(long);
    protected XMSSAddress$Builder withKeyAndMask(int);
    protected abstract XMSSAddress build();
    protected abstract XMSSAddress$Builder getThis();
}










org/bouncycastle/pqc/crypto/xmss/XMSSAddress.class


package org.bouncycastle.pqc.crypto.xmss;
public abstract synchronized class XMSSAddress {
    private final int layerAddress;
    private final long treeAddress;
    private final int type;
    private final int keyAndMask;
    protected void XMSSAddress(XMSSAddress$Builder);
    protected byte[] toByteArray();
    protected final int getLayerAddress();
    protected final long getTreeAddress();
    public final int getType();
    public final int getKeyAndMask();
}










org/bouncycastle/pqc/crypto/xmss/XMSSKeyGenerationParameters.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private final XMSSParameters xmssParameters;
    public void XMSSKeyGenerationParameters(XMSSParameters, java.security.SecureRandom);
    public XMSSParameters getParameters();
}










org/bouncycastle/pqc/crypto/xmss/XMSSKeyPairGenerator.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSKeyPairGenerator {
    private XMSSParameters params;
    private java.security.SecureRandom prng;
    public void XMSSKeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
    private XMSSPrivateKeyParameters generatePrivateKey(XMSSParameters, java.security.SecureRandom);
}










org/bouncycastle/pqc/crypto/xmss/XMSSMT.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSMT {
    private XMSSMTParameters params;
    private XMSSParameters xmssParams;
    private java.security.SecureRandom prng;
    private XMSSMTPrivateKeyParameters privateKey;
    private XMSSMTPublicKeyParameters publicKey;
    public void XMSSMT(XMSSMTParameters, java.security.SecureRandom);
    public void generateKeys();
    private void importState(XMSSMTPrivateKeyParameters, XMSSMTPublicKeyParameters);
    public void importState(byte[], byte[]);
    public byte[] sign(byte[]);
    public boolean verifySignature(byte[], byte[], byte[]) throws java.text.ParseException;
    public byte[] exportPrivateKey();
    public byte[] exportPublicKey();
    public XMSSMTParameters getParams();
    public byte[] getPublicSeed();
    protected XMSSParameters getXMSS();
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTKeyGenerationParameters.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSMTKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private final XMSSMTParameters xmssmtParameters;
    public void XMSSMTKeyGenerationParameters(XMSSMTParameters, java.security.SecureRandom);
    public XMSSMTParameters getParameters();
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTKeyPairGenerator.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSMTKeyPairGenerator {
    private XMSSMTParameters params;
    private XMSSParameters xmssParams;
    private java.security.SecureRandom prng;
    public void XMSSMTKeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
    private XMSSMTPrivateKeyParameters generatePrivateKey(BDSStateMap);
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTParameters.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSMTParameters {
    private final XMSSOid oid;
    private final XMSSParameters xmssParams;
    private final int height;
    private final int layers;
    public void XMSSMTParameters(int, int, org.bouncycastle.crypto.Digest);
    private static int xmssTreeHeight(int, int) throws IllegalArgumentException;
    public int getHeight();
    public int getLayers();
    protected XMSSParameters getXMSSParameters();
    protected WOTSPlus getWOTSPlus();
    protected org.bouncycastle.crypto.Digest getDigest();
    public int getDigestSize();
    public int getWinternitzParameter();
    protected int getLen();
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTPrivateKeyParameters$1.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class XMSSMTPrivateKeyParameters$1 {
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTPrivateKeyParameters$Builder.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class XMSSMTPrivateKeyParameters$Builder {
    private final XMSSMTParameters params;
    private long index;
    private byte[] secretKeySeed;
    private byte[] secretKeyPRF;
    private byte[] publicSeed;
    private byte[] root;
    private BDSStateMap bdsState;
    private byte[] privateKey;
    private XMSSParameters xmss;
    public void XMSSMTPrivateKeyParameters$Builder(XMSSMTParameters);
    public XMSSMTPrivateKeyParameters$Builder withIndex(long);
    public XMSSMTPrivateKeyParameters$Builder withSecretKeySeed(byte[]);
    public XMSSMTPrivateKeyParameters$Builder withSecretKeyPRF(byte[]);
    public XMSSMTPrivateKeyParameters$Builder withPublicSeed(byte[]);
    public XMSSMTPrivateKeyParameters$Builder withRoot(byte[]);
    public XMSSMTPrivateKeyParameters$Builder withBDSState(BDSStateMap);
    public XMSSMTPrivateKeyParameters$Builder withPrivateKey(byte[], XMSSParameters);
    public XMSSMTPrivateKeyParameters build();
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTPrivateKeyParameters.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSMTPrivateKeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter implements XMSSStoreableObjectInterface {
    private final XMSSMTParameters params;
    private final long index;
    private final byte[] secretKeySeed;
    private final byte[] secretKeyPRF;
    private final byte[] publicSeed;
    private final byte[] root;
    private final BDSStateMap bdsState;
    private void XMSSMTPrivateKeyParameters(XMSSMTPrivateKeyParameters$Builder);
    public byte[] toByteArray();
    public long getIndex();
    public byte[] getSecretKeySeed();
    public byte[] getSecretKeyPRF();
    public byte[] getPublicSeed();
    public byte[] getRoot();
    BDSStateMap getBDSState();
    public XMSSMTParameters getParameters();
    public XMSSMTPrivateKeyParameters getNextKey();
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTPublicKeyParameters$1.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class XMSSMTPublicKeyParameters$1 {
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTPublicKeyParameters$Builder.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class XMSSMTPublicKeyParameters$Builder {
    private final XMSSMTParameters params;
    private byte[] root;
    private byte[] publicSeed;
    private byte[] publicKey;
    public void XMSSMTPublicKeyParameters$Builder(XMSSMTParameters);
    public XMSSMTPublicKeyParameters$Builder withRoot(byte[]);
    public XMSSMTPublicKeyParameters$Builder withPublicSeed(byte[]);
    public XMSSMTPublicKeyParameters$Builder withPublicKey(byte[]);
    public XMSSMTPublicKeyParameters build();
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTPublicKeyParameters.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSMTPublicKeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter implements XMSSStoreableObjectInterface {
    private final XMSSMTParameters params;
    private final byte[] root;
    private final byte[] publicSeed;
    private void XMSSMTPublicKeyParameters(XMSSMTPublicKeyParameters$Builder);
    public byte[] toByteArray();
    public byte[] getRoot();
    public byte[] getPublicSeed();
    public XMSSMTParameters getParameters();
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTSignature$1.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class XMSSMTSignature$1 {
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTSignature$Builder.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class XMSSMTSignature$Builder {
    private final XMSSMTParameters params;
    private long index;
    private byte[] random;
    private java.util.List reducedSignatures;
    private byte[] signature;
    public void XMSSMTSignature$Builder(XMSSMTParameters);
    public XMSSMTSignature$Builder withIndex(long);
    public XMSSMTSignature$Builder withRandom(byte[]);
    public XMSSMTSignature$Builder withReducedSignatures(java.util.List);
    public XMSSMTSignature$Builder withSignature(byte[]);
    public XMSSMTSignature build();
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTSignature.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSMTSignature implements XMSSStoreableObjectInterface {
    private final XMSSMTParameters params;
    private final long index;
    private final byte[] random;
    private final java.util.List reducedSignatures;
    private void XMSSMTSignature(XMSSMTSignature$Builder);
    public byte[] toByteArray();
    public long getIndex();
    public byte[] getRandom();
    public java.util.List getReducedSignatures();
}










org/bouncycastle/pqc/crypto/xmss/XMSSMTSigner.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class XMSSMTSigner implements org.bouncycastle.pqc.crypto.StateAwareMessageSigner {
    private XMSSMTPrivateKeyParameters privateKey;
    private XMSSMTPrivateKeyParameters nextKeyGenerator;
    private XMSSMTPublicKeyParameters publicKey;
    private XMSSMTParameters params;
    private XMSSParameters xmssParams;
    private WOTSPlus wotsPlus;
    private boolean hasGenerated;
    private boolean initSign;
    public void XMSSMTSigner();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public byte[] generateSignature(byte[]);
    public boolean verifySignature(byte[], byte[]);
    private WOTSPlusSignature wotsSign(byte[], OTSHashAddress);
    public org.bouncycastle.crypto.params.AsymmetricKeyParameter getUpdatedPrivateKey();
}










org/bouncycastle/pqc/crypto/xmss/XMSSNode.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSNode implements java.io.Serializable {
    private static final long serialVersionUID = 1;
    private final int height;
    private final byte[] value;
    protected void XMSSNode(int, byte[]);
    public int getHeight();
    public byte[] getValue();
    protected XMSSNode clone();
}










org/bouncycastle/pqc/crypto/xmss/XMSSNodeUtil.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class XMSSNodeUtil {
    void XMSSNodeUtil();
    static XMSSNode lTree(WOTSPlus, WOTSPlusPublicKeyParameters, LTreeAddress);
    static XMSSNode randomizeHash(WOTSPlus, XMSSNode, XMSSNode, XMSSAddress);
}










org/bouncycastle/pqc/crypto/xmss/XMSSOid.class


package org.bouncycastle.pqc.crypto.xmss;
public abstract interface XMSSOid {
    public abstract int getOid();
    public abstract String toString();
}










org/bouncycastle/pqc/crypto/xmss/XMSSParameters.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSParameters {
    private final XMSSOid oid;
    private final WOTSPlus wotsPlus;
    private final int height;
    private final int k;
    public void XMSSParameters(int, org.bouncycastle.crypto.Digest);
    private int determineMinK();
    protected org.bouncycastle.crypto.Digest getDigest();
    public int getDigestSize();
    public int getWinternitzParameter();
    public int getHeight();
    WOTSPlus getWOTSPlus();
    int getK();
}










org/bouncycastle/pqc/crypto/xmss/XMSSPrivateKeyParameters$1.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class XMSSPrivateKeyParameters$1 {
}










org/bouncycastle/pqc/crypto/xmss/XMSSPrivateKeyParameters$Builder.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class XMSSPrivateKeyParameters$Builder {
    private final XMSSParameters params;
    private int index;
    private byte[] secretKeySeed;
    private byte[] secretKeyPRF;
    private byte[] publicSeed;
    private byte[] root;
    private BDS bdsState;
    private byte[] privateKey;
    private XMSSParameters xmss;
    public void XMSSPrivateKeyParameters$Builder(XMSSParameters);
    public XMSSPrivateKeyParameters$Builder withIndex(int);
    public XMSSPrivateKeyParameters$Builder withSecretKeySeed(byte[]);
    public XMSSPrivateKeyParameters$Builder withSecretKeyPRF(byte[]);
    public XMSSPrivateKeyParameters$Builder withPublicSeed(byte[]);
    public XMSSPrivateKeyParameters$Builder withRoot(byte[]);
    public XMSSPrivateKeyParameters$Builder withBDSState(BDS);
    public XMSSPrivateKeyParameters$Builder withPrivateKey(byte[], XMSSParameters);
    public XMSSPrivateKeyParameters build();
}










org/bouncycastle/pqc/crypto/xmss/XMSSPrivateKeyParameters.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSPrivateKeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter implements XMSSStoreableObjectInterface {
    private final XMSSParameters params;
    private final byte[] secretKeySeed;
    private final byte[] secretKeyPRF;
    private final byte[] publicSeed;
    private final byte[] root;
    private final BDS bdsState;
    private void XMSSPrivateKeyParameters(XMSSPrivateKeyParameters$Builder);
    public byte[] toByteArray();
    public int getIndex();
    public byte[] getSecretKeySeed();
    public byte[] getSecretKeyPRF();
    public byte[] getPublicSeed();
    public byte[] getRoot();
    BDS getBDSState();
    public XMSSParameters getParameters();
    public XMSSPrivateKeyParameters getNextKey();
}










org/bouncycastle/pqc/crypto/xmss/XMSSPublicKeyParameters$1.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class XMSSPublicKeyParameters$1 {
}










org/bouncycastle/pqc/crypto/xmss/XMSSPublicKeyParameters$Builder.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class XMSSPublicKeyParameters$Builder {
    private final XMSSParameters params;
    private byte[] root;
    private byte[] publicSeed;
    private byte[] publicKey;
    public void XMSSPublicKeyParameters$Builder(XMSSParameters);
    public XMSSPublicKeyParameters$Builder withRoot(byte[]);
    public XMSSPublicKeyParameters$Builder withPublicSeed(byte[]);
    public XMSSPublicKeyParameters$Builder withPublicKey(byte[]);
    public XMSSPublicKeyParameters build();
}










org/bouncycastle/pqc/crypto/xmss/XMSSPublicKeyParameters.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSPublicKeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter implements XMSSStoreableObjectInterface {
    private final XMSSParameters params;
    private final byte[] root;
    private final byte[] publicSeed;
    private void XMSSPublicKeyParameters(XMSSPublicKeyParameters$Builder);
    public byte[] toByteArray();
    public byte[] getRoot();
    public byte[] getPublicSeed();
    public XMSSParameters getParameters();
}










org/bouncycastle/pqc/crypto/xmss/XMSSReducedSignature$Builder.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class XMSSReducedSignature$Builder {
    private final XMSSParameters params;
    private WOTSPlusSignature wotsPlusSignature;
    private java.util.List authPath;
    private byte[] reducedSignature;
    public void XMSSReducedSignature$Builder(XMSSParameters);
    public XMSSReducedSignature$Builder withWOTSPlusSignature(WOTSPlusSignature);
    public XMSSReducedSignature$Builder withAuthPath(java.util.List);
    public XMSSReducedSignature$Builder withReducedSignature(byte[]);
    public XMSSReducedSignature build();
}










org/bouncycastle/pqc/crypto/xmss/XMSSReducedSignature.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class XMSSReducedSignature implements XMSSStoreableObjectInterface {
    private final XMSSParameters params;
    private final WOTSPlusSignature wotsPlusSignature;
    private final java.util.List authPath;
    protected void XMSSReducedSignature(XMSSReducedSignature$Builder);
    public byte[] toByteArray();
    public XMSSParameters getParams();
    public WOTSPlusSignature getWOTSPlusSignature();
    public java.util.List getAuthPath();
}










org/bouncycastle/pqc/crypto/xmss/XMSSSignature$1.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class XMSSSignature$1 {
}










org/bouncycastle/pqc/crypto/xmss/XMSSSignature$Builder.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class XMSSSignature$Builder extends XMSSReducedSignature$Builder {
    private final XMSSParameters params;
    private int index;
    private byte[] random;
    public void XMSSSignature$Builder(XMSSParameters);
    public XMSSSignature$Builder withIndex(int);
    public XMSSSignature$Builder withRandom(byte[]);
    public XMSSSignature$Builder withSignature(byte[]);
    public XMSSSignature build();
}










org/bouncycastle/pqc/crypto/xmss/XMSSSignature.class


package org.bouncycastle.pqc.crypto.xmss;
public final synchronized class XMSSSignature extends XMSSReducedSignature implements XMSSStoreableObjectInterface {
    private final int index;
    private final byte[] random;
    private void XMSSSignature(XMSSSignature$Builder);
    public byte[] toByteArray();
    public int getIndex();
    public byte[] getRandom();
}










org/bouncycastle/pqc/crypto/xmss/XMSSSigner.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class XMSSSigner implements org.bouncycastle.pqc.crypto.StateAwareMessageSigner {
    private XMSSPrivateKeyParameters privateKey;
    private XMSSPrivateKeyParameters nextKeyGenerator;
    private XMSSPublicKeyParameters publicKey;
    private XMSSParameters params;
    private KeyedHashFunctions khf;
    private boolean initSign;
    private boolean hasGenerated;
    public void XMSSSigner();
    public void init(boolean, org.bouncycastle.crypto.CipherParameters);
    public byte[] generateSignature(byte[]);
    public boolean verifySignature(byte[], byte[]);
    public org.bouncycastle.crypto.params.AsymmetricKeyParameter getUpdatedPrivateKey();
    private WOTSPlusSignature wotsSign(byte[], OTSHashAddress);
}










org/bouncycastle/pqc/crypto/xmss/XMSSStoreableObjectInterface.class


package org.bouncycastle.pqc.crypto.xmss;
public abstract interface XMSSStoreableObjectInterface {
    public abstract byte[] toByteArray();
}










org/bouncycastle/pqc/crypto/xmss/XMSSUtil$CheckingStream.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class XMSSUtil$CheckingStream extends java.io.ObjectInputStream {
    private static final java.util.Set components;
    private final Class mainClass;
    private boolean found;
    void XMSSUtil$CheckingStream(Class, java.io.InputStream) throws java.io.IOException;
    protected Class resolveClass(java.io.ObjectStreamClass) throws java.io.IOException, ClassNotFoundException;
    static void <clinit>();
}










org/bouncycastle/pqc/crypto/xmss/XMSSUtil.class


package org.bouncycastle.pqc.crypto.xmss;
public synchronized class XMSSUtil {
    public void XMSSUtil();
    public static int log2(int);
    public static byte[] toBytesBigEndian(long, int);
    public static void longToBigEndian(long, byte[], int);
    public static long bytesToXBigEndian(byte[], int, int);
    public static byte[] cloneArray(byte[]);
    public static byte[][] cloneArray(byte[][]);
    public static boolean areEqual(byte[][], byte[][]);
    public static void dumpByteArray(byte[][]);
    public static boolean hasNullPointer(byte[][]);
    public static void copyBytesAtOffset(byte[], byte[], int);
    public static byte[] extractBytesAtOffset(byte[], int, int);
    public static boolean isIndexValid(int, long);
    public static int getDigestSize(org.bouncycastle.crypto.Digest);
    public static long getTreeIndex(long, int);
    public static int getLeafIndex(long, int);
    public static byte[] serialize(Object) throws java.io.IOException;
    public static Object deserialize(byte[], Class) throws java.io.IOException, ClassNotFoundException;
    public static int calculateTau(int, int);
    public static boolean isNewBDSInitNeeded(long, int, int);
    public static boolean isNewAuthenticationPathNeeded(long, int, int);
}










org/bouncycastle/pqc/crypto/xmss/XMSSVerifierUtil.class


package org.bouncycastle.pqc.crypto.xmss;
synchronized class XMSSVerifierUtil {
    void XMSSVerifierUtil();
    static XMSSNode getRootNodeFromSignature(WOTSPlus, int, byte[], XMSSReducedSignature, OTSHashAddress, int);
}










org/bouncycastle/pqc/jcajce/interfaces/NHKey.class


package org.bouncycastle.pqc.jcajce.interfaces;
public abstract interface NHKey extends java.security.Key {
}










org/bouncycastle/pqc/jcajce/interfaces/NHPrivateKey.class


package org.bouncycastle.pqc.jcajce.interfaces;
public abstract interface NHPrivateKey extends NHKey, java.security.PrivateKey {
    public abstract short[] getSecretData();
}










org/bouncycastle/pqc/jcajce/interfaces/NHPublicKey.class


package org.bouncycastle.pqc.jcajce.interfaces;
public abstract interface NHPublicKey extends NHKey, java.security.PublicKey {
    public abstract byte[] getPublicData();
}










org/bouncycastle/pqc/jcajce/interfaces/SPHINCSKey.class


package org.bouncycastle.pqc.jcajce.interfaces;
public abstract interface SPHINCSKey extends java.security.Key {
    public abstract byte[] getKeyData();
}










org/bouncycastle/pqc/jcajce/interfaces/StateAwareSignature.class


package org.bouncycastle.pqc.jcajce.interfaces;
public abstract interface StateAwareSignature {
    public abstract void initVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    public abstract void initVerify(java.security.cert.Certificate) throws java.security.InvalidKeyException;
    public abstract void initSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    public abstract void initSign(java.security.PrivateKey, java.security.SecureRandom) throws java.security.InvalidKeyException;
    public abstract byte[] sign() throws java.security.SignatureException;
    public abstract int sign(byte[], int, int) throws java.security.SignatureException;
    public abstract boolean verify(byte[]) throws java.security.SignatureException;
    public abstract boolean verify(byte[], int, int) throws java.security.SignatureException;
    public abstract void update(byte) throws java.security.SignatureException;
    public abstract void update(byte[]) throws java.security.SignatureException;
    public abstract void update(byte[], int, int) throws java.security.SignatureException;
    public abstract void update(java.nio.ByteBuffer) throws java.security.SignatureException;
    public abstract String getAlgorithm();
    public abstract boolean isSigningCapable();
    public abstract java.security.PrivateKey getUpdatedPrivateKey();
}










org/bouncycastle/pqc/jcajce/interfaces/XMSSKey.class


package org.bouncycastle.pqc.jcajce.interfaces;
public abstract interface XMSSKey {
    public abstract int getHeight();
    public abstract String getTreeDigest();
}










org/bouncycastle/pqc/jcajce/interfaces/XMSSMTKey.class


package org.bouncycastle.pqc.jcajce.interfaces;
public abstract interface XMSSMTKey {
    public abstract int getHeight();
    public abstract int getLayers();
    public abstract String getTreeDigest();
}










org/bouncycastle/pqc/jcajce/provider/BouncyCastlePQCProvider$1.class


package org.bouncycastle.pqc.jcajce.provider;
synchronized class BouncyCastlePQCProvider$1 implements java.security.PrivilegedAction {
    void BouncyCastlePQCProvider$1(BouncyCastlePQCProvider);
    public Object run();
}










org/bouncycastle/pqc/jcajce/provider/BouncyCastlePQCProvider$2.class


package org.bouncycastle.pqc.jcajce.provider;
final synchronized class BouncyCastlePQCProvider$2 implements java.security.PrivilegedAction {
    void BouncyCastlePQCProvider$2(String);
    public Object run();
}










org/bouncycastle/pqc/jcajce/provider/BouncyCastlePQCProvider.class


package org.bouncycastle.pqc.jcajce.provider;
public synchronized class BouncyCastlePQCProvider extends java.security.Provider implements org.bouncycastle.jcajce.provider.config.ConfigurableProvider {
    private static String info;
    public static String PROVIDER_NAME;
    public static final org.bouncycastle.jcajce.provider.config.ProviderConfiguration CONFIGURATION;
    private static final java.util.Map keyInfoConverters;
    private static final String ALGORITHM_PACKAGE = org.bouncycastle.pqc.jcajce.provider.;
    private static final String[] ALGORITHMS;
    public void BouncyCastlePQCProvider();
    private void setup();
    private void loadAlgorithms(String, String[]);
    public void setParameter(String, Object);
    public boolean hasAlgorithm(String, String);
    public void addAlgorithm(String, String);
    public void addAlgorithm(String, org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    public void addKeyInfoConverter(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter);
    public void addAttributes(String, java.util.Map);
    private static org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter getAsymmetricKeyInfoConverter(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static java.security.PublicKey getPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
    public static java.security.PrivateKey getPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    static Class loadClass(Class, String);
    static void <clinit>();
}










org/bouncycastle/pqc/jcajce/provider/McEliece$Mappings.class


package org.bouncycastle.pqc.jcajce.provider;
public synchronized class McEliece$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void McEliece$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/pqc/jcajce/provider/McEliece.class


package org.bouncycastle.pqc.jcajce.provider;
public synchronized class McEliece {
    private static final String PREFIX = org.bouncycastle.pqc.jcajce.provider.mceliece.;
    public void McEliece();
}










org/bouncycastle/pqc/jcajce/provider/NH$Mappings.class


package org.bouncycastle.pqc.jcajce.provider;
public synchronized class NH$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void NH$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/pqc/jcajce/provider/NH.class


package org.bouncycastle.pqc.jcajce.provider;
public synchronized class NH {
    private static final String PREFIX = org.bouncycastle.pqc.jcajce.provider.newhope.;
    public void NH();
}










org/bouncycastle/pqc/jcajce/provider/Rainbow$Mappings.class


package org.bouncycastle.pqc.jcajce.provider;
public synchronized class Rainbow$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void Rainbow$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/pqc/jcajce/provider/Rainbow.class


package org.bouncycastle.pqc.jcajce.provider;
public synchronized class Rainbow {
    private static final String PREFIX = org.bouncycastle.pqc.jcajce.provider.rainbow.;
    public void Rainbow();
}










org/bouncycastle/pqc/jcajce/provider/SPHINCS$Mappings.class


package org.bouncycastle.pqc.jcajce.provider;
public synchronized class SPHINCS$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void SPHINCS$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/pqc/jcajce/provider/SPHINCS.class


package org.bouncycastle.pqc.jcajce.provider;
public synchronized class SPHINCS {
    private static final String PREFIX = org.bouncycastle.pqc.jcajce.provider.sphincs.;
    public void SPHINCS();
}










org/bouncycastle/pqc/jcajce/provider/XMSS$Mappings.class


package org.bouncycastle.pqc.jcajce.provider;
public synchronized class XMSS$Mappings extends org.bouncycastle.jcajce.provider.util.AsymmetricAlgorithmProvider {
    public void XMSS$Mappings();
    public void configure(org.bouncycastle.jcajce.provider.config.ConfigurableProvider);
}










org/bouncycastle/pqc/jcajce/provider/XMSS.class


package org.bouncycastle.pqc.jcajce.provider;
public synchronized class XMSS {
    private static final String PREFIX = org.bouncycastle.pqc.jcajce.provider.xmss.;
    public void XMSS();
}










org/bouncycastle/pqc/jcajce/provider/gmss/BCGMSSPublicKey.class


package org.bouncycastle.pqc.jcajce.provider.gmss;
public synchronized class BCGMSSPublicKey implements org.bouncycastle.crypto.CipherParameters, java.security.PublicKey {
    private static final long serialVersionUID = 1;
    private byte[] publicKeyBytes;
    private org.bouncycastle.pqc.crypto.gmss.GMSSParameters gmssParameterSet;
    private org.bouncycastle.pqc.crypto.gmss.GMSSParameters gmssParams;
    public void BCGMSSPublicKey(byte[], org.bouncycastle.pqc.crypto.gmss.GMSSParameters);
    public void BCGMSSPublicKey(org.bouncycastle.pqc.crypto.gmss.GMSSPublicKeyParameters);
    public String getAlgorithm();
    public byte[] getPublicKeyBytes();
    public org.bouncycastle.pqc.crypto.gmss.GMSSParameters getParameterSet();
    public String toString();
    public byte[] getEncoded();
    public String getFormat();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/BCMcElieceCCA2PrivateKey.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class BCMcElieceCCA2PrivateKey implements java.security.PrivateKey {
    private static final long serialVersionUID = 1;
    private org.bouncycastle.pqc.crypto.mceliece.McElieceCCA2PrivateKeyParameters params;
    public void BCMcElieceCCA2PrivateKey(org.bouncycastle.pqc.crypto.mceliece.McElieceCCA2PrivateKeyParameters);
    public String getAlgorithm();
    public int getN();
    public int getK();
    public int getT();
    public org.bouncycastle.pqc.math.linearalgebra.GF2mField getField();
    public org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM getGoppaPoly();
    public org.bouncycastle.pqc.math.linearalgebra.Permutation getP();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getH();
    public org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM[] getQInv();
    public boolean equals(Object);
    public int hashCode();
    public byte[] getEncoded();
    public String getFormat();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getKeyParams();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/BCMcElieceCCA2PublicKey.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class BCMcElieceCCA2PublicKey implements org.bouncycastle.crypto.CipherParameters, java.security.PublicKey {
    private static final long serialVersionUID = 1;
    private org.bouncycastle.pqc.crypto.mceliece.McElieceCCA2PublicKeyParameters params;
    public void BCMcElieceCCA2PublicKey(org.bouncycastle.pqc.crypto.mceliece.McElieceCCA2PublicKeyParameters);
    public String getAlgorithm();
    public int getN();
    public int getK();
    public int getT();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getG();
    public String toString();
    public boolean equals(Object);
    public int hashCode();
    public byte[] getEncoded();
    public String getFormat();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getKeyParams();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/BCMcEliecePrivateKey.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class BCMcEliecePrivateKey implements org.bouncycastle.crypto.CipherParameters, java.security.PrivateKey {
    private static final long serialVersionUID = 1;
    private org.bouncycastle.pqc.crypto.mceliece.McEliecePrivateKeyParameters params;
    public void BCMcEliecePrivateKey(org.bouncycastle.pqc.crypto.mceliece.McEliecePrivateKeyParameters);
    public String getAlgorithm();
    public int getN();
    public int getK();
    public org.bouncycastle.pqc.math.linearalgebra.GF2mField getField();
    public org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM getGoppaPoly();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getSInv();
    public org.bouncycastle.pqc.math.linearalgebra.Permutation getP1();
    public org.bouncycastle.pqc.math.linearalgebra.Permutation getP2();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getH();
    public org.bouncycastle.pqc.math.linearalgebra.PolynomialGF2mSmallM[] getQInv();
    public boolean equals(Object);
    public int hashCode();
    public byte[] getEncoded();
    public String getFormat();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getKeyParams();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/BCMcEliecePublicKey.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class BCMcEliecePublicKey implements java.security.PublicKey {
    private static final long serialVersionUID = 1;
    private org.bouncycastle.pqc.crypto.mceliece.McEliecePublicKeyParameters params;
    public void BCMcEliecePublicKey(org.bouncycastle.pqc.crypto.mceliece.McEliecePublicKeyParameters);
    public String getAlgorithm();
    public int getN();
    public int getK();
    public int getT();
    public org.bouncycastle.pqc.math.linearalgebra.GF2Matrix getG();
    public String toString();
    public boolean equals(Object);
    public int hashCode();
    public byte[] getEncoded();
    public String getFormat();
    org.bouncycastle.crypto.params.AsymmetricKeyParameter getKeyParams();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceCCA2KeyFactorySpi.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceCCA2KeyFactorySpi extends java.security.KeyFactorySpi implements org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter {
    public static final String OID = 1.3.6.1.4.1.8301.3.1.3.4.2;
    public void McElieceCCA2KeyFactorySpi();
    protected java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.spec.KeySpec getKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    public java.security.Key translateKey(java.security.Key) throws java.security.InvalidKeyException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    protected java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceCCA2KeyPairGeneratorSpi.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceCCA2KeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    private org.bouncycastle.pqc.crypto.mceliece.McElieceCCA2KeyPairGenerator kpg;
    public void McElieceCCA2KeyPairGeneratorSpi();
    public void initialize(java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidAlgorithmParameterException;
    public void initialize(int, java.security.SecureRandom);
    public java.security.KeyPair generateKeyPair();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceCCA2KeysToParams.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceCCA2KeysToParams {
    public void McElieceCCA2KeysToParams();
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePrivateKeyParameter(java.security.PrivateKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceCCA2Primitives.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public final synchronized class McElieceCCA2Primitives {
    private void McElieceCCA2Primitives();
    public static org.bouncycastle.pqc.math.linearalgebra.GF2Vector encryptionPrimitive(BCMcElieceCCA2PublicKey, org.bouncycastle.pqc.math.linearalgebra.GF2Vector, org.bouncycastle.pqc.math.linearalgebra.GF2Vector);
    public static org.bouncycastle.pqc.math.linearalgebra.GF2Vector encryptionPrimitive(org.bouncycastle.pqc.crypto.mceliece.McElieceCCA2PublicKeyParameters, org.bouncycastle.pqc.math.linearalgebra.GF2Vector, org.bouncycastle.pqc.math.linearalgebra.GF2Vector);
    public static org.bouncycastle.pqc.math.linearalgebra.GF2Vector[] decryptionPrimitive(BCMcElieceCCA2PrivateKey, org.bouncycastle.pqc.math.linearalgebra.GF2Vector);
    public static org.bouncycastle.pqc.math.linearalgebra.GF2Vector[] decryptionPrimitive(org.bouncycastle.pqc.crypto.mceliece.McElieceCCA2PrivateKeyParameters, org.bouncycastle.pqc.math.linearalgebra.GF2Vector);
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceFujisakiCipherSpi$McElieceFujisaki.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceFujisakiCipherSpi$McElieceFujisaki extends McElieceFujisakiCipherSpi {
    public void McElieceFujisakiCipherSpi$McElieceFujisaki();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceFujisakiCipherSpi.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceFujisakiCipherSpi extends org.bouncycastle.pqc.jcajce.provider.util.AsymmetricHybridCipher implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.pqc.crypto.mceliece.McElieceFujisakiCipher cipher;
    private java.io.ByteArrayOutputStream buf;
    protected void McElieceFujisakiCipherSpi(org.bouncycastle.crypto.Digest, org.bouncycastle.pqc.crypto.mceliece.McElieceFujisakiCipher);
    public byte[] update(byte[], int, int);
    public byte[] doFinal(byte[], int, int) throws javax.crypto.BadPaddingException;
    protected int encryptOutputSize(int);
    protected int decryptOutputSize(int);
    protected void initCipherEncrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void initCipherDecrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public String getName();
    public int getKeySize(java.security.Key) throws java.security.InvalidKeyException;
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceKeyFactorySpi.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceKeyFactorySpi extends java.security.KeyFactorySpi implements org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter {
    public static final String OID = 1.3.6.1.4.1.8301.3.1.3.4.1;
    public void McElieceKeyFactorySpi();
    protected java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    protected java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.spec.KeySpec getKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    public java.security.Key translateKey(java.security.Key) throws java.security.InvalidKeyException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    protected java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    protected java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    private static org.bouncycastle.crypto.Digest getDigest(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceKeyPairGeneratorSpi.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceKeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    org.bouncycastle.pqc.crypto.mceliece.McElieceKeyPairGenerator kpg;
    public void McElieceKeyPairGeneratorSpi();
    public void initialize(java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidAlgorithmParameterException;
    public void initialize(int, java.security.SecureRandom);
    public java.security.KeyPair generateKeyPair();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceKeysToParams.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceKeysToParams {
    public void McElieceKeysToParams();
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePrivateKeyParameter(java.security.PrivateKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceKobaraImaiCipherSpi$McElieceKobaraImai.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceKobaraImaiCipherSpi$McElieceKobaraImai extends McElieceKobaraImaiCipherSpi {
    public void McElieceKobaraImaiCipherSpi$McElieceKobaraImai();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceKobaraImaiCipherSpi$McElieceKobaraImai224.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceKobaraImaiCipherSpi$McElieceKobaraImai224 extends McElieceKobaraImaiCipherSpi {
    public void McElieceKobaraImaiCipherSpi$McElieceKobaraImai224();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceKobaraImaiCipherSpi$McElieceKobaraImai256.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceKobaraImaiCipherSpi$McElieceKobaraImai256 extends McElieceKobaraImaiCipherSpi {
    public void McElieceKobaraImaiCipherSpi$McElieceKobaraImai256();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceKobaraImaiCipherSpi$McElieceKobaraImai384.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceKobaraImaiCipherSpi$McElieceKobaraImai384 extends McElieceKobaraImaiCipherSpi {
    public void McElieceKobaraImaiCipherSpi$McElieceKobaraImai384();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceKobaraImaiCipherSpi$McElieceKobaraImai512.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceKobaraImaiCipherSpi$McElieceKobaraImai512 extends McElieceKobaraImaiCipherSpi {
    public void McElieceKobaraImaiCipherSpi$McElieceKobaraImai512();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McElieceKobaraImaiCipherSpi.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McElieceKobaraImaiCipherSpi extends org.bouncycastle.pqc.jcajce.provider.util.AsymmetricHybridCipher implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.pqc.crypto.mceliece.McElieceKobaraImaiCipher cipher;
    private java.io.ByteArrayOutputStream buf;
    public void McElieceKobaraImaiCipherSpi();
    protected void McElieceKobaraImaiCipherSpi(org.bouncycastle.crypto.Digest, org.bouncycastle.pqc.crypto.mceliece.McElieceKobaraImaiCipher);
    public byte[] update(byte[], int, int);
    public byte[] doFinal(byte[], int, int) throws javax.crypto.BadPaddingException;
    protected int encryptOutputSize(int);
    protected int decryptOutputSize(int);
    protected void initCipherEncrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void initCipherDecrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public String getName();
    public int getKeySize(java.security.Key) throws java.security.InvalidKeyException;
    private byte[] pad();
    private byte[] unpad(byte[]) throws javax.crypto.BadPaddingException;
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McEliecePKCSCipherSpi$McEliecePKCS.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McEliecePKCSCipherSpi$McEliecePKCS extends McEliecePKCSCipherSpi {
    public void McEliecePKCSCipherSpi$McEliecePKCS();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McEliecePKCSCipherSpi.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McEliecePKCSCipherSpi extends org.bouncycastle.pqc.jcajce.provider.util.AsymmetricBlockCipher implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers {
    private org.bouncycastle.pqc.crypto.mceliece.McElieceCipher cipher;
    public void McEliecePKCSCipherSpi(org.bouncycastle.pqc.crypto.mceliece.McElieceCipher);
    protected void initCipherEncrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void initCipherDecrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected byte[] messageEncrypt(byte[]) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    protected byte[] messageDecrypt(byte[]) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    public String getName();
    public int getKeySize(java.security.Key) throws java.security.InvalidKeyException;
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McEliecePointchevalCipherSpi$McEliecePointcheval.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McEliecePointchevalCipherSpi$McEliecePointcheval extends McEliecePointchevalCipherSpi {
    public void McEliecePointchevalCipherSpi$McEliecePointcheval();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McEliecePointchevalCipherSpi$McEliecePointcheval224.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McEliecePointchevalCipherSpi$McEliecePointcheval224 extends McEliecePointchevalCipherSpi {
    public void McEliecePointchevalCipherSpi$McEliecePointcheval224();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McEliecePointchevalCipherSpi$McEliecePointcheval256.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McEliecePointchevalCipherSpi$McEliecePointcheval256 extends McEliecePointchevalCipherSpi {
    public void McEliecePointchevalCipherSpi$McEliecePointcheval256();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McEliecePointchevalCipherSpi$McEliecePointcheval384.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McEliecePointchevalCipherSpi$McEliecePointcheval384 extends McEliecePointchevalCipherSpi {
    public void McEliecePointchevalCipherSpi$McEliecePointcheval384();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McEliecePointchevalCipherSpi$McEliecePointcheval512.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McEliecePointchevalCipherSpi$McEliecePointcheval512 extends McEliecePointchevalCipherSpi {
    public void McEliecePointchevalCipherSpi$McEliecePointcheval512();
}










org/bouncycastle/pqc/jcajce/provider/mceliece/McEliecePointchevalCipherSpi.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
public synchronized class McEliecePointchevalCipherSpi extends org.bouncycastle.pqc.jcajce.provider.util.AsymmetricHybridCipher implements org.bouncycastle.asn1.pkcs.PKCSObjectIdentifiers, org.bouncycastle.asn1.x509.X509ObjectIdentifiers {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.pqc.crypto.mceliece.McEliecePointchevalCipher cipher;
    private java.io.ByteArrayOutputStream buf;
    protected void McEliecePointchevalCipherSpi(org.bouncycastle.crypto.Digest, org.bouncycastle.pqc.crypto.mceliece.McEliecePointchevalCipher);
    public byte[] update(byte[], int, int);
    public byte[] doFinal(byte[], int, int) throws javax.crypto.BadPaddingException;
    protected int encryptOutputSize(int);
    protected int decryptOutputSize(int);
    protected void initCipherEncrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void initCipherDecrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public String getName();
    public int getKeySize(java.security.Key) throws java.security.InvalidKeyException;
}










org/bouncycastle/pqc/jcajce/provider/mceliece/Utils.class


package org.bouncycastle.pqc.jcajce.provider.mceliece;
synchronized class Utils {
    void Utils();
    static org.bouncycastle.asn1.x509.AlgorithmIdentifier getDigAlgId(String);
    static org.bouncycastle.crypto.Digest getDigest(org.bouncycastle.asn1.x509.AlgorithmIdentifier);
}










org/bouncycastle/pqc/jcajce/provider/newhope/BCNHPrivateKey.class


package org.bouncycastle.pqc.jcajce.provider.newhope;
public synchronized class BCNHPrivateKey implements org.bouncycastle.pqc.jcajce.interfaces.NHPrivateKey {
    private static final long serialVersionUID = 1;
    private final org.bouncycastle.pqc.crypto.newhope.NHPrivateKeyParameters params;
    public void BCNHPrivateKey(org.bouncycastle.pqc.crypto.newhope.NHPrivateKeyParameters);
    public void BCNHPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public boolean equals(Object);
    public int hashCode();
    public final String getAlgorithm();
    public byte[] getEncoded();
    public String getFormat();
    public short[] getSecretData();
    org.bouncycastle.crypto.CipherParameters getKeyParams();
    private static short[] convert(byte[]);
}










org/bouncycastle/pqc/jcajce/provider/newhope/BCNHPublicKey.class


package org.bouncycastle.pqc.jcajce.provider.newhope;
public synchronized class BCNHPublicKey implements org.bouncycastle.pqc.jcajce.interfaces.NHPublicKey {
    private static final long serialVersionUID = 1;
    private final org.bouncycastle.pqc.crypto.newhope.NHPublicKeyParameters params;
    public void BCNHPublicKey(org.bouncycastle.pqc.crypto.newhope.NHPublicKeyParameters);
    public void BCNHPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public boolean equals(Object);
    public int hashCode();
    public final String getAlgorithm();
    public byte[] getEncoded();
    public String getFormat();
    public byte[] getPublicData();
    org.bouncycastle.crypto.CipherParameters getKeyParams();
}










org/bouncycastle/pqc/jcajce/provider/newhope/KeyAgreementSpi.class


package org.bouncycastle.pqc.jcajce.provider.newhope;
public synchronized class KeyAgreementSpi extends org.bouncycastle.jcajce.provider.asymmetric.util.BaseAgreementSpi {
    private org.bouncycastle.pqc.crypto.newhope.NHAgreement agreement;
    private BCNHPublicKey otherPartyKey;
    private org.bouncycastle.pqc.crypto.newhope.NHExchangePairGenerator exchangePairGenerator;
    private byte[] shared;
    public void KeyAgreementSpi();
    protected void engineInit(java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected void engineInit(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected java.security.Key engineDoPhase(java.security.Key, boolean) throws java.security.InvalidKeyException, IllegalStateException;
    protected byte[] engineGenerateSecret() throws IllegalStateException;
    protected int engineGenerateSecret(byte[], int) throws IllegalStateException, javax.crypto.ShortBufferException;
    protected byte[] calcSecret();
}










org/bouncycastle/pqc/jcajce/provider/newhope/NHKeyFactorySpi.class


package org.bouncycastle.pqc.jcajce.provider.newhope;
public synchronized class NHKeyFactorySpi extends java.security.KeyFactorySpi implements org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter {
    public void NHKeyFactorySpi();
    public java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public final java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    public final java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/pqc/jcajce/provider/newhope/NHKeyPairGeneratorSpi.class


package org.bouncycastle.pqc.jcajce.provider.newhope;
public synchronized class NHKeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    org.bouncycastle.pqc.crypto.newhope.NHKeyPairGenerator engine;
    java.security.SecureRandom random;
    boolean initialised;
    public void NHKeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
}










org/bouncycastle/pqc/jcajce/provider/rainbow/BCRainbowPrivateKey.class


package org.bouncycastle.pqc.jcajce.provider.rainbow;
public synchronized class BCRainbowPrivateKey implements java.security.PrivateKey {
    private static final long serialVersionUID = 1;
    private short[][] A1inv;
    private short[] b1;
    private short[][] A2inv;
    private short[] b2;
    private org.bouncycastle.pqc.crypto.rainbow.Layer[] layers;
    private int[] vi;
    public void BCRainbowPrivateKey(short[][], short[], short[][], short[], int[], org.bouncycastle.pqc.crypto.rainbow.Layer[]);
    public void BCRainbowPrivateKey(org.bouncycastle.pqc.jcajce.spec.RainbowPrivateKeySpec);
    public void BCRainbowPrivateKey(org.bouncycastle.pqc.crypto.rainbow.RainbowPrivateKeyParameters);
    public short[][] getInvA1();
    public short[] getB1();
    public short[] getB2();
    public short[][] getInvA2();
    public org.bouncycastle.pqc.crypto.rainbow.Layer[] getLayers();
    public int[] getVi();
    public boolean equals(Object);
    public int hashCode();
    public final String getAlgorithm();
    public byte[] getEncoded();
    public String getFormat();
}










org/bouncycastle/pqc/jcajce/provider/rainbow/BCRainbowPublicKey.class


package org.bouncycastle.pqc.jcajce.provider.rainbow;
public synchronized class BCRainbowPublicKey implements java.security.PublicKey {
    private static final long serialVersionUID = 1;
    private short[][] coeffquadratic;
    private short[][] coeffsingular;
    private short[] coeffscalar;
    private int docLength;
    private org.bouncycastle.pqc.crypto.rainbow.RainbowParameters rainbowParams;
    public void BCRainbowPublicKey(int, short[][], short[][], short[]);
    public void BCRainbowPublicKey(org.bouncycastle.pqc.jcajce.spec.RainbowPublicKeySpec);
    public void BCRainbowPublicKey(org.bouncycastle.pqc.crypto.rainbow.RainbowPublicKeyParameters);
    public int getDocLength();
    public short[][] getCoeffQuadratic();
    public short[][] getCoeffSingular();
    public short[] getCoeffScalar();
    public boolean equals(Object);
    public int hashCode();
    public final String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
}










org/bouncycastle/pqc/jcajce/provider/rainbow/RainbowKeyFactorySpi.class


package org.bouncycastle.pqc.jcajce.provider.rainbow;
public synchronized class RainbowKeyFactorySpi extends java.security.KeyFactorySpi implements org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter {
    public void RainbowKeyFactorySpi();
    public java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public final java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    public final java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/pqc/jcajce/provider/rainbow/RainbowKeyPairGeneratorSpi.class


package org.bouncycastle.pqc.jcajce.provider.rainbow;
public synchronized class RainbowKeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    org.bouncycastle.pqc.crypto.rainbow.RainbowKeyGenerationParameters param;
    org.bouncycastle.pqc.crypto.rainbow.RainbowKeyPairGenerator engine;
    int strength;
    java.security.SecureRandom random;
    boolean initialised;
    public void RainbowKeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
}










org/bouncycastle/pqc/jcajce/provider/rainbow/RainbowKeysToParams.class


package org.bouncycastle.pqc.jcajce.provider.rainbow;
public synchronized class RainbowKeysToParams {
    public void RainbowKeysToParams();
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePublicKeyParameter(java.security.PublicKey) throws java.security.InvalidKeyException;
    public static org.bouncycastle.crypto.params.AsymmetricKeyParameter generatePrivateKeyParameter(java.security.PrivateKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/pqc/jcajce/provider/rainbow/SignatureSpi$withSha224.class


package org.bouncycastle.pqc.jcajce.provider.rainbow;
public synchronized class SignatureSpi$withSha224 extends SignatureSpi {
    public void SignatureSpi$withSha224();
}










org/bouncycastle/pqc/jcajce/provider/rainbow/SignatureSpi$withSha256.class


package org.bouncycastle.pqc.jcajce.provider.rainbow;
public synchronized class SignatureSpi$withSha256 extends SignatureSpi {
    public void SignatureSpi$withSha256();
}










org/bouncycastle/pqc/jcajce/provider/rainbow/SignatureSpi$withSha384.class


package org.bouncycastle.pqc.jcajce.provider.rainbow;
public synchronized class SignatureSpi$withSha384 extends SignatureSpi {
    public void SignatureSpi$withSha384();
}










org/bouncycastle/pqc/jcajce/provider/rainbow/SignatureSpi$withSha512.class


package org.bouncycastle.pqc.jcajce.provider.rainbow;
public synchronized class SignatureSpi$withSha512 extends SignatureSpi {
    public void SignatureSpi$withSha512();
}










org/bouncycastle/pqc/jcajce/provider/rainbow/SignatureSpi.class


package org.bouncycastle.pqc.jcajce.provider.rainbow;
public synchronized class SignatureSpi extends java.security.SignatureSpi {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.pqc.crypto.rainbow.RainbowSigner signer;
    private java.security.SecureRandom random;
    protected void SignatureSpi(org.bouncycastle.crypto.Digest, org.bouncycastle.pqc.crypto.rainbow.RainbowSigner);
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
}










org/bouncycastle/pqc/jcajce/provider/sphincs/BCSphincs256PrivateKey.class


package org.bouncycastle.pqc.jcajce.provider.sphincs;
public synchronized class BCSphincs256PrivateKey implements java.security.PrivateKey, org.bouncycastle.pqc.jcajce.interfaces.SPHINCSKey {
    private static final long serialVersionUID = 1;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier treeDigest;
    private final org.bouncycastle.pqc.crypto.sphincs.SPHINCSPrivateKeyParameters params;
    public void BCSphincs256PrivateKey(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.pqc.crypto.sphincs.SPHINCSPrivateKeyParameters);
    public void BCSphincs256PrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public boolean equals(Object);
    public int hashCode();
    public final String getAlgorithm();
    public byte[] getEncoded();
    public String getFormat();
    public byte[] getKeyData();
    org.bouncycastle.crypto.CipherParameters getKeyParams();
}










org/bouncycastle/pqc/jcajce/provider/sphincs/BCSphincs256PublicKey.class


package org.bouncycastle.pqc.jcajce.provider.sphincs;
public synchronized class BCSphincs256PublicKey implements java.security.PublicKey, org.bouncycastle.pqc.jcajce.interfaces.SPHINCSKey {
    private static final long serialVersionUID = 1;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier treeDigest;
    private final org.bouncycastle.pqc.crypto.sphincs.SPHINCSPublicKeyParameters params;
    public void BCSphincs256PublicKey(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.pqc.crypto.sphincs.SPHINCSPublicKeyParameters);
    public void BCSphincs256PublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public boolean equals(Object);
    public int hashCode();
    public final String getAlgorithm();
    public byte[] getEncoded();
    public String getFormat();
    public byte[] getKeyData();
    org.bouncycastle.crypto.CipherParameters getKeyParams();
}










org/bouncycastle/pqc/jcajce/provider/sphincs/SignatureSpi$withSha3_512.class


package org.bouncycastle.pqc.jcajce.provider.sphincs;
public synchronized class SignatureSpi$withSha3_512 extends SignatureSpi {
    public void SignatureSpi$withSha3_512();
}










org/bouncycastle/pqc/jcajce/provider/sphincs/SignatureSpi$withSha512.class


package org.bouncycastle.pqc.jcajce.provider.sphincs;
public synchronized class SignatureSpi$withSha512 extends SignatureSpi {
    public void SignatureSpi$withSha512();
}










org/bouncycastle/pqc/jcajce/provider/sphincs/SignatureSpi.class


package org.bouncycastle.pqc.jcajce.provider.sphincs;
public synchronized class SignatureSpi extends java.security.SignatureSpi {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.pqc.crypto.sphincs.SPHINCS256Signer signer;
    private java.security.SecureRandom random;
    protected void SignatureSpi(org.bouncycastle.crypto.Digest, org.bouncycastle.pqc.crypto.sphincs.SPHINCS256Signer);
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
}










org/bouncycastle/pqc/jcajce/provider/sphincs/Sphincs256KeyFactorySpi.class


package org.bouncycastle.pqc.jcajce.provider.sphincs;
public synchronized class Sphincs256KeyFactorySpi extends java.security.KeyFactorySpi implements org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter {
    public void Sphincs256KeyFactorySpi();
    public java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public final java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    public final java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/pqc/jcajce/provider/sphincs/Sphincs256KeyPairGeneratorSpi.class


package org.bouncycastle.pqc.jcajce.provider.sphincs;
public synchronized class Sphincs256KeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    org.bouncycastle.asn1.ASN1ObjectIdentifier treeDigest;
    org.bouncycastle.pqc.crypto.sphincs.SPHINCS256KeyGenerationParameters param;
    org.bouncycastle.pqc.crypto.sphincs.SPHINCS256KeyPairGenerator engine;
    java.security.SecureRandom random;
    boolean initialised;
    public void Sphincs256KeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
}










org/bouncycastle/pqc/jcajce/provider/util/AsymmetricBlockCipher.class


package org.bouncycastle.pqc.jcajce.provider.util;
public abstract synchronized class AsymmetricBlockCipher extends CipherSpiExt {
    protected java.security.spec.AlgorithmParameterSpec paramSpec;
    protected java.io.ByteArrayOutputStream buf;
    protected int maxPlainTextSize;
    protected int cipherTextSize;
    public void AsymmetricBlockCipher();
    public final int getBlockSize();
    public final byte[] getIV();
    public final int getOutputSize(int);
    public final java.security.spec.AlgorithmParameterSpec getParameters();
    public final void initEncrypt(java.security.Key) throws java.security.InvalidKeyException;
    public final void initEncrypt(java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    public final void initEncrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public final void initEncrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public final void initDecrypt(java.security.Key) throws java.security.InvalidKeyException;
    public final void initDecrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public final byte[] update(byte[], int, int);
    public final int update(byte[], int, int, byte[], int);
    public final byte[] doFinal(byte[], int, int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    public final int doFinal(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException, javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    protected final void setMode(String);
    protected final void setPadding(String);
    protected void checkLength(int) throws javax.crypto.IllegalBlockSizeException;
    protected abstract void initCipherEncrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected abstract void initCipherDecrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected abstract byte[] messageEncrypt(byte[]) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    protected abstract byte[] messageDecrypt(byte[]) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
}










org/bouncycastle/pqc/jcajce/provider/util/AsymmetricHybridCipher.class


package org.bouncycastle.pqc.jcajce.provider.util;
public abstract synchronized class AsymmetricHybridCipher extends CipherSpiExt {
    protected java.security.spec.AlgorithmParameterSpec paramSpec;
    public void AsymmetricHybridCipher();
    protected final void setMode(String);
    protected final void setPadding(String);
    public final byte[] getIV();
    public final int getBlockSize();
    public final java.security.spec.AlgorithmParameterSpec getParameters();
    public final int getOutputSize(int);
    public final void initEncrypt(java.security.Key) throws java.security.InvalidKeyException;
    public final void initEncrypt(java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    public final void initEncrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public final void initEncrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public final void initDecrypt(java.security.Key) throws java.security.InvalidKeyException;
    public final void initDecrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public abstract byte[] update(byte[], int, int);
    public final int update(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException;
    public abstract byte[] doFinal(byte[], int, int) throws javax.crypto.BadPaddingException;
    public final int doFinal(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException, javax.crypto.BadPaddingException;
    protected abstract int encryptOutputSize(int);
    protected abstract int decryptOutputSize(int);
    protected abstract void initCipherEncrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected abstract void initCipherDecrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
}










org/bouncycastle/pqc/jcajce/provider/util/CipherSpiExt.class


package org.bouncycastle.pqc.jcajce.provider.util;
public abstract synchronized class CipherSpiExt extends javax.crypto.CipherSpi {
    public static final int ENCRYPT_MODE = 1;
    public static final int DECRYPT_MODE = 2;
    protected int opMode;
    public void CipherSpiExt();
    protected final void engineInit(int, java.security.Key, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected final void engineInit(int, java.security.Key, java.security.AlgorithmParameters, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected void engineInit(int, java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    protected final byte[] engineDoFinal(byte[], int, int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    protected final int engineDoFinal(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException, javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    protected final int engineGetBlockSize();
    protected final int engineGetKeySize(java.security.Key) throws java.security.InvalidKeyException;
    protected final byte[] engineGetIV();
    protected final int engineGetOutputSize(int);
    protected final java.security.AlgorithmParameters engineGetParameters();
    protected final void engineSetMode(String) throws java.security.NoSuchAlgorithmException;
    protected final void engineSetPadding(String) throws javax.crypto.NoSuchPaddingException;
    protected final byte[] engineUpdate(byte[], int, int);
    protected final int engineUpdate(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException;
    public abstract void initEncrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public abstract void initDecrypt(java.security.Key, java.security.spec.AlgorithmParameterSpec) throws java.security.InvalidKeyException, java.security.InvalidAlgorithmParameterException;
    public abstract String getName();
    public abstract int getBlockSize();
    public abstract int getOutputSize(int);
    public abstract int getKeySize(java.security.Key) throws java.security.InvalidKeyException;
    public abstract java.security.spec.AlgorithmParameterSpec getParameters();
    public abstract byte[] getIV();
    protected abstract void setMode(String) throws java.security.NoSuchAlgorithmException;
    protected abstract void setPadding(String) throws javax.crypto.NoSuchPaddingException;
    public final byte[] update(byte[]);
    public abstract byte[] update(byte[], int, int);
    public abstract int update(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException;
    public final byte[] doFinal() throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    public final byte[] doFinal(byte[]) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    public abstract byte[] doFinal(byte[], int, int) throws javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
    public abstract int doFinal(byte[], int, int, byte[], int) throws javax.crypto.ShortBufferException, javax.crypto.IllegalBlockSizeException, javax.crypto.BadPaddingException;
}










org/bouncycastle/pqc/jcajce/provider/util/KeyUtil.class


package org.bouncycastle.pqc.jcajce.provider.util;
public synchronized class KeyUtil {
    public void KeyUtil();
    public static byte[] getEncodedSubjectPublicKeyInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public static byte[] getEncodedSubjectPublicKeyInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, byte[]);
    public static byte[] getEncodedSubjectPublicKeyInfo(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo);
    public static byte[] getEncodedPrivateKeyInfo(org.bouncycastle.asn1.x509.AlgorithmIdentifier, org.bouncycastle.asn1.ASN1Encodable);
    public static byte[] getEncodedPrivateKeyInfo(org.bouncycastle.asn1.pkcs.PrivateKeyInfo);
}










org/bouncycastle/pqc/jcajce/provider/xmss/BCXMSSMTPrivateKey.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class BCXMSSMTPrivateKey implements java.security.PrivateKey, org.bouncycastle.pqc.jcajce.interfaces.XMSSMTKey {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier treeDigest;
    private final org.bouncycastle.pqc.crypto.xmss.XMSSMTPrivateKeyParameters keyParams;
    public void BCXMSSMTPrivateKey(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.pqc.crypto.xmss.XMSSMTPrivateKeyParameters);
    public void BCXMSSMTPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    org.bouncycastle.crypto.CipherParameters getKeyParams();
    public boolean equals(Object);
    public int hashCode();
    private org.bouncycastle.pqc.asn1.XMSSMTPrivateKey createKeyStructure();
    org.bouncycastle.asn1.ASN1ObjectIdentifier getTreeDigestOID();
    public int getHeight();
    public int getLayers();
    public String getTreeDigest();
}










org/bouncycastle/pqc/jcajce/provider/xmss/BCXMSSMTPublicKey.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class BCXMSSMTPublicKey implements java.security.PublicKey, org.bouncycastle.pqc.jcajce.interfaces.XMSSMTKey {
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier treeDigest;
    private final org.bouncycastle.pqc.crypto.xmss.XMSSMTPublicKeyParameters keyParams;
    public void BCXMSSMTPublicKey(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.pqc.crypto.xmss.XMSSMTPublicKeyParameters);
    public void BCXMSSMTPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
    public boolean equals(Object);
    public int hashCode();
    public final String getAlgorithm();
    public byte[] getEncoded();
    public String getFormat();
    org.bouncycastle.crypto.CipherParameters getKeyParams();
    public int getHeight();
    public int getLayers();
    public String getTreeDigest();
}










org/bouncycastle/pqc/jcajce/provider/xmss/BCXMSSPrivateKey.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class BCXMSSPrivateKey implements java.security.PrivateKey, org.bouncycastle.pqc.jcajce.interfaces.XMSSKey {
    private final org.bouncycastle.pqc.crypto.xmss.XMSSPrivateKeyParameters keyParams;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier treeDigest;
    public void BCXMSSPrivateKey(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.pqc.crypto.xmss.XMSSPrivateKeyParameters);
    public void BCXMSSPrivateKey(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public String getAlgorithm();
    public String getFormat();
    public byte[] getEncoded();
    public boolean equals(Object);
    public int hashCode();
    org.bouncycastle.crypto.CipherParameters getKeyParams();
    private org.bouncycastle.pqc.asn1.XMSSPrivateKey createKeyStructure();
    org.bouncycastle.asn1.ASN1ObjectIdentifier getTreeDigestOID();
    public int getHeight();
    public String getTreeDigest();
}










org/bouncycastle/pqc/jcajce/provider/xmss/BCXMSSPublicKey.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class BCXMSSPublicKey implements java.security.PublicKey, org.bouncycastle.pqc.jcajce.interfaces.XMSSKey {
    private final org.bouncycastle.pqc.crypto.xmss.XMSSPublicKeyParameters keyParams;
    private final org.bouncycastle.asn1.ASN1ObjectIdentifier treeDigest;
    public void BCXMSSPublicKey(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.pqc.crypto.xmss.XMSSPublicKeyParameters);
    public void BCXMSSPublicKey(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
    public final String getAlgorithm();
    public byte[] getEncoded();
    public String getFormat();
    org.bouncycastle.crypto.CipherParameters getKeyParams();
    public boolean equals(Object);
    public int hashCode();
    public int getHeight();
    public String getTreeDigest();
}










org/bouncycastle/pqc/jcajce/provider/xmss/DigestUtil.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
synchronized class DigestUtil {
    void DigestUtil();
    static org.bouncycastle.crypto.Digest getDigest(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public static byte[] getDigestResult(org.bouncycastle.crypto.Digest);
    public static int getDigestSize(org.bouncycastle.crypto.Digest);
    public static String getXMSSDigestName(org.bouncycastle.asn1.ASN1ObjectIdentifier);
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSKeyFactorySpi.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSKeyFactorySpi extends java.security.KeyFactorySpi implements org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter {
    public void XMSSKeyFactorySpi();
    public java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public final java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    public final java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSKeyPairGeneratorSpi.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSKeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    private org.bouncycastle.pqc.crypto.xmss.XMSSKeyGenerationParameters param;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier treeDigest;
    private org.bouncycastle.pqc.crypto.xmss.XMSSKeyPairGenerator engine;
    private java.security.SecureRandom random;
    private boolean initialised;
    public void XMSSKeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSMTKeyFactorySpi.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSMTKeyFactorySpi extends java.security.KeyFactorySpi implements org.bouncycastle.jcajce.provider.util.AsymmetricKeyInfoConverter {
    public void XMSSMTKeyFactorySpi();
    public java.security.PrivateKey engineGeneratePrivate(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public java.security.PublicKey engineGeneratePublic(java.security.spec.KeySpec) throws java.security.spec.InvalidKeySpecException;
    public final java.security.spec.KeySpec engineGetKeySpec(java.security.Key, Class) throws java.security.spec.InvalidKeySpecException;
    public final java.security.Key engineTranslateKey(java.security.Key) throws java.security.InvalidKeyException;
    public java.security.PrivateKey generatePrivate(org.bouncycastle.asn1.pkcs.PrivateKeyInfo) throws java.io.IOException;
    public java.security.PublicKey generatePublic(org.bouncycastle.asn1.x509.SubjectPublicKeyInfo) throws java.io.IOException;
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSMTKeyPairGeneratorSpi.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSMTKeyPairGeneratorSpi extends java.security.KeyPairGenerator {
    private org.bouncycastle.pqc.crypto.xmss.XMSSMTKeyGenerationParameters param;
    private org.bouncycastle.pqc.crypto.xmss.XMSSMTKeyPairGenerator engine;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier treeDigest;
    private java.security.SecureRandom random;
    private boolean initialised;
    public void XMSSMTKeyPairGeneratorSpi();
    public void initialize(int, java.security.SecureRandom);
    public void initialize(java.security.spec.AlgorithmParameterSpec, java.security.SecureRandom) throws java.security.InvalidAlgorithmParameterException;
    public java.security.KeyPair generateKeyPair();
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSMTSignatureSpi$withSha256.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSMTSignatureSpi$withSha256 extends XMSSMTSignatureSpi {
    public void XMSSMTSignatureSpi$withSha256();
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSMTSignatureSpi$withSha512.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSMTSignatureSpi$withSha512 extends XMSSMTSignatureSpi {
    public void XMSSMTSignatureSpi$withSha512();
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSMTSignatureSpi$withShake128.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSMTSignatureSpi$withShake128 extends XMSSMTSignatureSpi {
    public void XMSSMTSignatureSpi$withShake128();
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSMTSignatureSpi$withShake256.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSMTSignatureSpi$withShake256 extends XMSSMTSignatureSpi {
    public void XMSSMTSignatureSpi$withShake256();
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSMTSignatureSpi.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSMTSignatureSpi extends java.security.Signature implements org.bouncycastle.pqc.jcajce.interfaces.StateAwareSignature {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.pqc.crypto.xmss.XMSSMTSigner signer;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier treeDigest;
    private java.security.SecureRandom random;
    protected void XMSSMTSignatureSpi(String);
    protected void XMSSMTSignatureSpi(String, org.bouncycastle.crypto.Digest, org.bouncycastle.pqc.crypto.xmss.XMSSMTSigner);
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
    public boolean isSigningCapable();
    public java.security.PrivateKey getUpdatedPrivateKey();
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSSignatureSpi$withSha256.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSSignatureSpi$withSha256 extends XMSSSignatureSpi {
    public void XMSSSignatureSpi$withSha256();
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSSignatureSpi$withSha512.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSSignatureSpi$withSha512 extends XMSSSignatureSpi {
    public void XMSSSignatureSpi$withSha512();
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSSignatureSpi$withShake128.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSSignatureSpi$withShake128 extends XMSSSignatureSpi {
    public void XMSSSignatureSpi$withShake128();
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSSignatureSpi$withShake256.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSSignatureSpi$withShake256 extends XMSSSignatureSpi {
    public void XMSSSignatureSpi$withShake256();
}










org/bouncycastle/pqc/jcajce/provider/xmss/XMSSSignatureSpi.class


package org.bouncycastle.pqc.jcajce.provider.xmss;
public synchronized class XMSSSignatureSpi extends java.security.Signature implements org.bouncycastle.pqc.jcajce.interfaces.StateAwareSignature {
    private org.bouncycastle.crypto.Digest digest;
    private org.bouncycastle.pqc.crypto.xmss.XMSSSigner signer;
    private java.security.SecureRandom random;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier treeDigest;
    protected void XMSSSignatureSpi(String);
    protected void XMSSSignatureSpi(String, org.bouncycastle.crypto.Digest, org.bouncycastle.pqc.crypto.xmss.XMSSSigner);
    protected void engineInitVerify(java.security.PublicKey) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey, java.security.SecureRandom) throws java.security.InvalidKeyException;
    protected void engineInitSign(java.security.PrivateKey) throws java.security.InvalidKeyException;
    protected void engineUpdate(byte) throws java.security.SignatureException;
    protected void engineUpdate(byte[], int, int) throws java.security.SignatureException;
    protected byte[] engineSign() throws java.security.SignatureException;
    protected boolean engineVerify(byte[]) throws java.security.SignatureException;
    protected void engineSetParameter(java.security.spec.AlgorithmParameterSpec);
    protected void engineSetParameter(String, Object);
    protected Object engineGetParameter(String);
    public boolean isSigningCapable();
    public java.security.PrivateKey getUpdatedPrivateKey();
}










org/bouncycastle/pqc/jcajce/spec/McElieceCCA2KeyGenParameterSpec.class


package org.bouncycastle.pqc.jcajce.spec;
public synchronized class McElieceCCA2KeyGenParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    public static final String SHA1 = SHA-1;
    public static final String SHA224 = SHA-224;
    public static final String SHA256 = SHA-256;
    public static final String SHA384 = SHA-384;
    public static final String SHA512 = SHA-512;
    public static final int DEFAULT_M = 11;
    public static final int DEFAULT_T = 50;
    private final int m;
    private final int t;
    private final int n;
    private int fieldPoly;
    private final String digest;
    public void McElieceCCA2KeyGenParameterSpec();
    public void McElieceCCA2KeyGenParameterSpec(int);
    public void McElieceCCA2KeyGenParameterSpec(int, String);
    public void McElieceCCA2KeyGenParameterSpec(int, int);
    public void McElieceCCA2KeyGenParameterSpec(int, int, String);
    public void McElieceCCA2KeyGenParameterSpec(int, int, int);
    public void McElieceCCA2KeyGenParameterSpec(int, int, int, String);
    public int getM();
    public int getN();
    public int getT();
    public int getFieldPoly();
    public String getDigest();
}










org/bouncycastle/pqc/jcajce/spec/McElieceKeyGenParameterSpec.class


package org.bouncycastle.pqc.jcajce.spec;
public synchronized class McElieceKeyGenParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    public static final int DEFAULT_M = 11;
    public static final int DEFAULT_T = 50;
    private int m;
    private int t;
    private int n;
    private int fieldPoly;
    public void McElieceKeyGenParameterSpec();
    public void McElieceKeyGenParameterSpec(int);
    public void McElieceKeyGenParameterSpec(int, int) throws java.security.InvalidParameterException;
    public void McElieceKeyGenParameterSpec(int, int, int);
    public int getM();
    public int getN();
    public int getT();
    public int getFieldPoly();
}










org/bouncycastle/pqc/jcajce/spec/RainbowParameterSpec.class


package org.bouncycastle.pqc.jcajce.spec;
public synchronized class RainbowParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    private static final int[] DEFAULT_VI;
    private int[] vi;
    public void RainbowParameterSpec();
    public void RainbowParameterSpec(int[]);
    private void checkParams();
    public int getNumOfLayers();
    public int getDocumentLength();
    public int[] getVi();
    static void <clinit>();
}










org/bouncycastle/pqc/jcajce/spec/RainbowPrivateKeySpec.class


package org.bouncycastle.pqc.jcajce.spec;
public synchronized class RainbowPrivateKeySpec implements java.security.spec.KeySpec {
    private short[][] A1inv;
    private short[] b1;
    private short[][] A2inv;
    private short[] b2;
    private int[] vi;
    private org.bouncycastle.pqc.crypto.rainbow.Layer[] layers;
    public void RainbowPrivateKeySpec(short[][], short[], short[][], short[], int[], org.bouncycastle.pqc.crypto.rainbow.Layer[]);
    public short[] getB1();
    public short[][] getInvA1();
    public short[] getB2();
    public short[][] getInvA2();
    public org.bouncycastle.pqc.crypto.rainbow.Layer[] getLayers();
    public int[] getVi();
}










org/bouncycastle/pqc/jcajce/spec/RainbowPublicKeySpec.class


package org.bouncycastle.pqc.jcajce.spec;
public synchronized class RainbowPublicKeySpec implements java.security.spec.KeySpec {
    private short[][] coeffquadratic;
    private short[][] coeffsingular;
    private short[] coeffscalar;
    private int docLength;
    public void RainbowPublicKeySpec(int, short[][], short[][], short[]);
    public int getDocLength();
    public short[][] getCoeffQuadratic();
    public short[][] getCoeffSingular();
    public short[] getCoeffScalar();
}










org/bouncycastle/pqc/jcajce/spec/SPHINCS256KeyGenParameterSpec.class


package org.bouncycastle.pqc.jcajce.spec;
public synchronized class SPHINCS256KeyGenParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    public static final String SHA512_256 = SHA512-256;
    public static final String SHA3_256 = SHA3-256;
    private final String treeHash;
    public void SPHINCS256KeyGenParameterSpec();
    public void SPHINCS256KeyGenParameterSpec(String);
    public String getTreeDigest();
}










org/bouncycastle/pqc/jcajce/spec/XMSSMTParameterSpec.class


package org.bouncycastle.pqc.jcajce.spec;
public synchronized class XMSSMTParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    public static final String SHA256 = SHA256;
    public static final String SHA512 = SHA512;
    public static final String SHAKE128 = SHAKE128;
    public static final String SHAKE256 = SHAKE256;
    private final int height;
    private final int layers;
    private final String treeDigest;
    public void XMSSMTParameterSpec(int, int, String);
    public String getTreeDigest();
    public int getHeight();
    public int getLayers();
}










org/bouncycastle/pqc/jcajce/spec/XMSSParameterSpec.class


package org.bouncycastle.pqc.jcajce.spec;
public synchronized class XMSSParameterSpec implements java.security.spec.AlgorithmParameterSpec {
    public static final String SHA256 = SHA256;
    public static final String SHA512 = SHA512;
    public static final String SHAKE128 = SHAKE128;
    public static final String SHAKE256 = SHAKE256;
    private final int height;
    private final String treeDigest;
    public void XMSSParameterSpec(int, String);
    public String getTreeDigest();
    public int getHeight();
}










org/bouncycastle/pqc/math/linearalgebra/BigEndianConversions.class


package org.bouncycastle.pqc.math.linearalgebra;
public final synchronized class BigEndianConversions {
    private void BigEndianConversions();
    public static byte[] I2OSP(int);
    public static byte[] I2OSP(int, int) throws ArithmeticException;
    public static void I2OSP(int, byte[], int);
    public static byte[] I2OSP(long);
    public static void I2OSP(long, byte[], int);
    public static void I2OSP(int, byte[], int, int);
    public static int OS2IP(byte[]);
    public static int OS2IP(byte[], int);
    public static int OS2IP(byte[], int, int);
    public static long OS2LIP(byte[], int);
    public static byte[] toByteArray(int[]);
    public static byte[] toByteArray(int[], int);
    public static int[] toIntArray(byte[]);
}










org/bouncycastle/pqc/math/linearalgebra/BigIntUtils.class


package org.bouncycastle.pqc.math.linearalgebra;
public final synchronized class BigIntUtils {
    private void BigIntUtils();
    public static boolean equals(java.math.BigInteger[], java.math.BigInteger[]);
    public static void fill(java.math.BigInteger[], java.math.BigInteger);
    public static java.math.BigInteger[] subArray(java.math.BigInteger[], int, int);
    public static int[] toIntArray(java.math.BigInteger[]);
    public static int[] toIntArrayModQ(int, java.math.BigInteger[]);
    public static byte[] toMinimalByteArray(java.math.BigInteger);
}










org/bouncycastle/pqc/math/linearalgebra/ByteUtils.class


package org.bouncycastle.pqc.math.linearalgebra;
public final synchronized class ByteUtils {
    private static final char[] HEX_CHARS;
    private void ByteUtils();
    public static boolean equals(byte[], byte[]);
    public static boolean equals(byte[][], byte[][]);
    public static boolean equals(byte[][][], byte[][][]);
    public static int deepHashCode(byte[]);
    public static int deepHashCode(byte[][]);
    public static int deepHashCode(byte[][][]);
    public static byte[] clone(byte[]);
    public static byte[] fromHexString(String);
    public static String toHexString(byte[]);
    public static String toHexString(byte[], String, String);
    public static String toBinaryString(byte[]);
    public static byte[] xor(byte[], byte[]);
    public static byte[] concatenate(byte[], byte[]);
    public static byte[] concatenate(byte[][]);
    public static byte[][] split(byte[], int) throws ArrayIndexOutOfBoundsException;
    public static byte[] subArray(byte[], int, int);
    public static byte[] subArray(byte[], int);
    public static char[] toCharArray(byte[]);
    static void <clinit>();
}










org/bouncycastle/pqc/math/linearalgebra/CharUtils.class


package org.bouncycastle.pqc.math.linearalgebra;
public final synchronized class CharUtils {
    private void CharUtils();
    public static char[] clone(char[]);
    public static byte[] toByteArray(char[]);
    public static byte[] toByteArrayForPBE(char[]);
    public static boolean equals(char[], char[]);
}










org/bouncycastle/pqc/math/linearalgebra/GF2Matrix.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GF2Matrix extends Matrix {
    private int[][] matrix;
    private int length;
    public void GF2Matrix(byte[]);
    public void GF2Matrix(int, int[][]);
    public void GF2Matrix(int, char);
    public void GF2Matrix(int, char, java.security.SecureRandom);
    public void GF2Matrix(GF2Matrix);
    private void GF2Matrix(int, int);
    private void assignZeroMatrix(int, int);
    private void assignUnitMatrix(int);
    private void assignRandomLowerTriangularMatrix(int, java.security.SecureRandom);
    private void assignRandomUpperTriangularMatrix(int, java.security.SecureRandom);
    private void assignRandomRegularMatrix(int, java.security.SecureRandom);
    public static GF2Matrix[] createRandomRegularMatrixAndItsInverse(int, java.security.SecureRandom);
    public int[][] getIntArray();
    public int getLength();
    public int[] getRow(int);
    public byte[] getEncoded();
    public double getHammingWeight();
    public boolean isZero();
    public GF2Matrix getLeftSubMatrix();
    public GF2Matrix extendLeftCompactForm();
    public GF2Matrix getRightSubMatrix();
    public GF2Matrix extendRightCompactForm();
    public Matrix computeTranspose();
    public Matrix computeInverse();
    public Matrix leftMultiply(Permutation);
    public Vector leftMultiply(Vector);
    public Vector leftMultiplyLeftCompactForm(Vector);
    public Matrix rightMultiply(Matrix);
    public Matrix rightMultiply(Permutation);
    public Vector rightMultiply(Vector);
    public Vector rightMultiplyRightCompactForm(Vector);
    public boolean equals(Object);
    public int hashCode();
    public String toString();
    private static void swapRows(int[][], int, int);
    private static void addToRow(int[], int[], int);
}










org/bouncycastle/pqc/math/linearalgebra/GF2Polynomial.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GF2Polynomial {
    private int len;
    private int blocks;
    private int[] value;
    private static java.util.Random rand;
    private static final boolean[] parity;
    private static final short[] squaringTable;
    private static final int[] bitMask;
    private static final int[] reverseRightMask;
    public void GF2Polynomial(int);
    public void GF2Polynomial(int, java.util.Random);
    public void GF2Polynomial(int, String);
    public void GF2Polynomial(int, int[]);
    public void GF2Polynomial(int, byte[]);
    public void GF2Polynomial(int, java.math.BigInteger);
    public void GF2Polynomial(GF2Polynomial);
    public Object clone();
    public int getLength();
    public int[] toIntegerArray();
    public String toString(int);
    public byte[] toByteArray();
    public java.math.BigInteger toFlexiBigInt();
    public void assignOne();
    public void assignX();
    public void assignAll();
    public void assignZero();
    public void randomize();
    public void randomize(java.util.Random);
    public boolean equals(Object);
    public int hashCode();
    public boolean isZero();
    public boolean isOne();
    public void addToThis(GF2Polynomial);
    public GF2Polynomial add(GF2Polynomial);
    public void subtractFromThis(GF2Polynomial);
    public GF2Polynomial subtract(GF2Polynomial);
    public void increaseThis();
    public GF2Polynomial increase();
    public GF2Polynomial multiplyClassic(GF2Polynomial);
    public GF2Polynomial multiply(GF2Polynomial);
    private GF2Polynomial karaMult(GF2Polynomial);
    private static int[] mult512(int[], int[]);
    private static int[] mult256(int[], int[]);
    private static int[] mult128(int[], int[]);
    private static int[] mult64(int[], int[]);
    private static int[] mult32(int, int);
    private GF2Polynomial upper(int);
    private GF2Polynomial lower(int);
    public GF2Polynomial remainder(GF2Polynomial) throws RuntimeException;
    public GF2Polynomial quotient(GF2Polynomial) throws RuntimeException;
    public GF2Polynomial[] divide(GF2Polynomial) throws RuntimeException;
    public GF2Polynomial gcd(GF2Polynomial) throws RuntimeException;
    public boolean isIrreducible();
    void reduceTrinomial(int, int);
    void reducePentanomial(int, int[]);
    public void reduceN();
    public void expandN(int);
    public void squareThisBitwise();
    public void squareThisPreCalc();
    public boolean vectorMult(GF2Polynomial) throws RuntimeException;
    public GF2Polynomial xor(GF2Polynomial);
    public void xorThisBy(GF2Polynomial);
    private void zeroUnusedBits();
    public void setBit(int) throws RuntimeException;
    public int getBit(int);
    public void resetBit(int) throws RuntimeException;
    public void xorBit(int) throws RuntimeException;
    public boolean testBit(int);
    public GF2Polynomial shiftLeft();
    public void shiftLeftThis();
    public GF2Polynomial shiftLeft(int);
    public void shiftLeftAddThis(GF2Polynomial, int);
    void shiftBlocksLeft();
    private void doShiftBlocksLeft(int);
    public GF2Polynomial shiftRight();
    public void shiftRightThis();
    static void <clinit>();
}










org/bouncycastle/pqc/math/linearalgebra/GF2Vector.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GF2Vector extends Vector {
    private int[] v;
    public void GF2Vector(int);
    public void GF2Vector(int, java.security.SecureRandom);
    public void GF2Vector(int, int, java.security.SecureRandom);
    public void GF2Vector(int, int[]);
    public void GF2Vector(GF2Vector);
    protected void GF2Vector(int[], int);
    public static GF2Vector OS2VP(int, byte[]);
    public byte[] getEncoded();
    public int[] getVecArray();
    public int getHammingWeight();
    public boolean isZero();
    public int getBit(int);
    public void setBit(int);
    public Vector add(Vector);
    public Vector multiply(Permutation);
    public GF2Vector extractVector(int[]);
    public GF2Vector extractLeftVector(int);
    public GF2Vector extractRightVector(int);
    public GF2mVector toExtensionFieldVector(GF2mField);
    public boolean equals(Object);
    public int hashCode();
    public String toString();
}










org/bouncycastle/pqc/math/linearalgebra/GF2mField.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GF2mField {
    private int degree;
    private int polynomial;
    public void GF2mField(int);
    public void GF2mField(int, int);
    public void GF2mField(byte[]);
    public void GF2mField(GF2mField);
    public int getDegree();
    public int getPolynomial();
    public byte[] getEncoded();
    public int add(int, int);
    public int mult(int, int);
    public int exp(int, int);
    public int inverse(int);
    public int sqRoot(int);
    public int getRandomElement(java.security.SecureRandom);
    public int getRandomNonZeroElement();
    public int getRandomNonZeroElement(java.security.SecureRandom);
    public boolean isElementOfThisField(int);
    public String elementToStr(int);
    public boolean equals(Object);
    public int hashCode();
    public String toString();
    private static String polyToString(int);
}










org/bouncycastle/pqc/math/linearalgebra/GF2mMatrix.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GF2mMatrix extends Matrix {
    protected GF2mField field;
    protected int[][] matrix;
    public void GF2mMatrix(GF2mField, byte[]);
    public void GF2mMatrix(GF2mMatrix);
    protected void GF2mMatrix(GF2mField, int[][]);
    public byte[] getEncoded();
    public boolean isZero();
    public Matrix computeInverse();
    private static void swapColumns(int[][], int, int);
    private void multRowWithElementThis(int[], int);
    private int[] multRowWithElement(int[], int);
    private void addToRow(int[], int[]);
    public Matrix rightMultiply(Matrix);
    public Matrix rightMultiply(Permutation);
    public Vector leftMultiply(Vector);
    public Vector rightMultiply(Vector);
    public boolean equals(Object);
    public int hashCode();
    public String toString();
}










org/bouncycastle/pqc/math/linearalgebra/GF2mVector.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GF2mVector extends Vector {
    private GF2mField field;
    private int[] vector;
    public void GF2mVector(GF2mField, byte[]);
    public void GF2mVector(GF2mField, int[]);
    public void GF2mVector(GF2mVector);
    public GF2mField getField();
    public int[] getIntArrayForm();
    public byte[] getEncoded();
    public boolean isZero();
    public Vector add(Vector);
    public Vector multiply(Permutation);
    public boolean equals(Object);
    public int hashCode();
    public String toString();
}










org/bouncycastle/pqc/math/linearalgebra/GF2nElement.class


package org.bouncycastle.pqc.math.linearalgebra;
public abstract synchronized class GF2nElement implements GFElement {
    protected GF2nField mField;
    protected int mDegree;
    public void GF2nElement();
    public abstract Object clone();
    abstract void assignZero();
    abstract void assignOne();
    public abstract boolean testRightmostBit();
    abstract boolean testBit(int);
    public final GF2nField getField();
    public abstract GF2nElement increase();
    public abstract void increaseThis();
    public final GFElement subtract(GFElement);
    public final void subtractFromThis(GFElement);
    public abstract GF2nElement square();
    public abstract void squareThis();
    public abstract GF2nElement squareRoot();
    public abstract void squareRootThis();
    public final GF2nElement convert(GF2nField);
    public abstract int trace();
    public abstract GF2nElement solveQuadraticEquation() throws RuntimeException;
}










org/bouncycastle/pqc/math/linearalgebra/GF2nField.class


package org.bouncycastle.pqc.math.linearalgebra;
public abstract synchronized class GF2nField {
    protected final java.security.SecureRandom random;
    protected int mDegree;
    protected GF2Polynomial fieldPolynomial;
    protected java.util.Vector fields;
    protected java.util.Vector matrices;
    protected void GF2nField(java.security.SecureRandom);
    public final int getDegree();
    public final GF2Polynomial getFieldPolynomial();
    public final boolean equals(Object);
    public int hashCode();
    protected abstract GF2nElement getRandomRoot(GF2Polynomial);
    protected abstract void computeCOBMatrix(GF2nField);
    protected abstract void computeFieldPolynomial();
    protected final GF2Polynomial[] invertMatrix(GF2Polynomial[]);
    public final GF2nElement convert(GF2nElement, GF2nField) throws RuntimeException;
}










org/bouncycastle/pqc/math/linearalgebra/GF2nONBElement.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GF2nONBElement extends GF2nElement {
    private static final long[] mBitmask;
    private static final long[] mMaxmask;
    private static final int[] mIBY64;
    private static final int MAXLONG = 64;
    private int mLength;
    private int mBit;
    private long[] mPol;
    public void GF2nONBElement(GF2nONBField, java.security.SecureRandom);
    public void GF2nONBElement(GF2nONBField, byte[]);
    public void GF2nONBElement(GF2nONBField, java.math.BigInteger);
    private void GF2nONBElement(GF2nONBField, long[]);
    public void GF2nONBElement(GF2nONBElement);
    public Object clone();
    public static GF2nONBElement ZERO(GF2nONBField);
    public static GF2nONBElement ONE(GF2nONBField);
    void assignZero();
    void assignOne();
    private void assign(java.math.BigInteger);
    private void assign(long[]);
    private void assign(byte[]);
    public boolean isZero();
    public boolean isOne();
    public boolean equals(Object);
    public int hashCode();
    public boolean testRightmostBit();
    boolean testBit(int);
    private long[] getElement();
    private long[] getElementReverseOrder();
    void reverseOrder();
    public GFElement add(GFElement) throws RuntimeException;
    public void addToThis(GFElement) throws RuntimeException;
    public GF2nElement increase();
    public void increaseThis();
    public GFElement multiply(GFElement) throws RuntimeException;
    public void multiplyThisBy(GFElement) throws RuntimeException;
    public GF2nElement square();
    public void squareThis();
    public GFElement invert() throws ArithmeticException;
    public void invertThis() throws ArithmeticException;
    public GF2nElement squareRoot();
    public void squareRootThis();
    public int trace();
    public GF2nElement solveQuadraticEquation() throws RuntimeException;
    public String toString();
    public String toString(int);
    public java.math.BigInteger toFlexiBigInt();
    public byte[] toByteArray();
    static void <clinit>();
}










org/bouncycastle/pqc/math/linearalgebra/GF2nONBField.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GF2nONBField extends GF2nField {
    private static final int MAXLONG = 64;
    private int mLength;
    private int mBit;
    private int mType;
    int[][] mMult;
    public void GF2nONBField(int, java.security.SecureRandom) throws RuntimeException;
    int getONBLength();
    int getONBBit();
    protected GF2nElement getRandomRoot(GF2Polynomial);
    protected void computeCOBMatrix(GF2nField);
    protected void computeFieldPolynomial();
    int[][] invMatrix(int[][]);
    private void computeType() throws RuntimeException;
    private void computeMultMatrix();
    private int elementOfOrder(int, int);
}










org/bouncycastle/pqc/math/linearalgebra/GF2nPolynomial.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GF2nPolynomial {
    private GF2nElement[] coeff;
    private int size;
    public void GF2nPolynomial(int, GF2nElement);
    private void GF2nPolynomial(int);
    public void GF2nPolynomial(GF2nPolynomial);
    public void GF2nPolynomial(GF2Polynomial, GF2nField);
    public final void assignZeroToElements();
    public final int size();
    public final int getDegree();
    public final void enlarge(int);
    public final void shrink();
    public final void set(int, GF2nElement);
    public final GF2nElement at(int);
    public final boolean isZero();
    public final boolean equals(Object);
    public int hashCode();
    public final GF2nPolynomial add(GF2nPolynomial);
    public final GF2nPolynomial scalarMultiply(GF2nElement);
    public final GF2nPolynomial multiply(GF2nPolynomial);
    public final GF2nPolynomial multiplyAndReduce(GF2nPolynomial, GF2nPolynomial);
    public final GF2nPolynomial reduce(GF2nPolynomial) throws RuntimeException, ArithmeticException;
    public final void shiftThisLeft(int);
    public final GF2nPolynomial shiftLeft(int);
    public final GF2nPolynomial[] divide(GF2nPolynomial);
    public final GF2nPolynomial remainder(GF2nPolynomial) throws RuntimeException, ArithmeticException;
    public final GF2nPolynomial quotient(GF2nPolynomial) throws RuntimeException, ArithmeticException;
    public final GF2nPolynomial gcd(GF2nPolynomial);
}










org/bouncycastle/pqc/math/linearalgebra/GF2nPolynomialElement.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GF2nPolynomialElement extends GF2nElement {
    private static final int[] bitMask;
    private GF2Polynomial polynomial;
    public void GF2nPolynomialElement(GF2nPolynomialField, java.util.Random);
    public void GF2nPolynomialElement(GF2nPolynomialField, GF2Polynomial);
    public void GF2nPolynomialElement(GF2nPolynomialField, byte[]);
    public void GF2nPolynomialElement(GF2nPolynomialField, int[]);
    public void GF2nPolynomialElement(GF2nPolynomialElement);
    public Object clone();
    void assignZero();
    public static GF2nPolynomialElement ZERO(GF2nPolynomialField);
    public static GF2nPolynomialElement ONE(GF2nPolynomialField);
    void assignOne();
    private void randomize(java.util.Random);
    public boolean isZero();
    public boolean isOne();
    public boolean equals(Object);
    public int hashCode();
    private GF2Polynomial getGF2Polynomial();
    boolean testBit(int);
    public boolean testRightmostBit();
    public GFElement add(GFElement) throws RuntimeException;
    public void addToThis(GFElement) throws RuntimeException;
    public GF2nElement increase();
    public void increaseThis();
    public GFElement multiply(GFElement) throws RuntimeException;
    public void multiplyThisBy(GFElement) throws RuntimeException;
    public GFElement invert() throws ArithmeticException;
    public GF2nPolynomialElement invertEEA() throws ArithmeticException;
    public GF2nPolynomialElement invertSquare() throws ArithmeticException;
    public GF2nPolynomialElement invertMAIA() throws ArithmeticException;
    public GF2nElement square();
    public void squareThis();
    public GF2nPolynomialElement squareMatrix();
    public void squareThisMatrix();
    public GF2nPolynomialElement squareBitwise();
    public void squareThisBitwise();
    public GF2nPolynomialElement squarePreCalc();
    public void squareThisPreCalc();
    public GF2nPolynomialElement power(int);
    public GF2nElement squareRoot();
    public void squareRootThis();
    public GF2nElement solveQuadraticEquation() throws RuntimeException;
    public int trace();
    private GF2nPolynomialElement halfTrace() throws RuntimeException;
    private void reduceThis();
    private void reduceTrinomialBitwise(int);
    private void reducePentanomialBitwise(int[]);
    public String toString();
    public String toString(int);
    public byte[] toByteArray();
    public java.math.BigInteger toFlexiBigInt();
    static void <clinit>();
}










org/bouncycastle/pqc/math/linearalgebra/GF2nPolynomialField.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GF2nPolynomialField extends GF2nField {
    GF2Polynomial[] squaringMatrix;
    private boolean isTrinomial;
    private boolean isPentanomial;
    private int tc;
    private int[] pc;
    public void GF2nPolynomialField(int, java.security.SecureRandom);
    public void GF2nPolynomialField(int, java.security.SecureRandom, boolean);
    public void GF2nPolynomialField(int, java.security.SecureRandom, GF2Polynomial) throws RuntimeException;
    public boolean isTrinomial();
    public boolean isPentanomial();
    public int getTc() throws RuntimeException;
    public int[] getPc() throws RuntimeException;
    public GF2Polynomial getSquaringVector(int);
    protected GF2nElement getRandomRoot(GF2Polynomial);
    protected void computeCOBMatrix(GF2nField);
    private void computeSquaringMatrix();
    protected void computeFieldPolynomial();
    protected void computeFieldPolynomial2();
    private boolean testTrinomials();
    private boolean testPentanomials();
    private boolean testRandom();
}










org/bouncycastle/pqc/math/linearalgebra/GFElement.class


package org.bouncycastle.pqc.math.linearalgebra;
public abstract interface GFElement {
    public abstract Object clone();
    public abstract boolean equals(Object);
    public abstract int hashCode();
    public abstract boolean isZero();
    public abstract boolean isOne();
    public abstract GFElement add(GFElement) throws RuntimeException;
    public abstract void addToThis(GFElement) throws RuntimeException;
    public abstract GFElement subtract(GFElement) throws RuntimeException;
    public abstract void subtractFromThis(GFElement);
    public abstract GFElement multiply(GFElement) throws RuntimeException;
    public abstract void multiplyThisBy(GFElement) throws RuntimeException;
    public abstract GFElement invert() throws ArithmeticException;
    public abstract java.math.BigInteger toFlexiBigInt();
    public abstract byte[] toByteArray();
    public abstract String toString();
    public abstract String toString(int);
}










org/bouncycastle/pqc/math/linearalgebra/GoppaCode$MaMaPe.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GoppaCode$MaMaPe {
    private GF2Matrix s;
    private GF2Matrix h;
    private Permutation p;
    public void GoppaCode$MaMaPe(GF2Matrix, GF2Matrix, Permutation);
    public GF2Matrix getFirstMatrix();
    public GF2Matrix getSecondMatrix();
    public Permutation getPermutation();
}










org/bouncycastle/pqc/math/linearalgebra/GoppaCode$MatrixSet.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class GoppaCode$MatrixSet {
    private GF2Matrix g;
    private int[] setJ;
    public void GoppaCode$MatrixSet(GF2Matrix, int[]);
    public GF2Matrix getG();
    public int[] getSetJ();
}










org/bouncycastle/pqc/math/linearalgebra/GoppaCode.class


package org.bouncycastle.pqc.math.linearalgebra;
public final synchronized class GoppaCode {
    private void GoppaCode();
    public static GF2Matrix createCanonicalCheckMatrix(GF2mField, PolynomialGF2mSmallM);
    public static GoppaCode$MaMaPe computeSystematicForm(GF2Matrix, java.security.SecureRandom);
    public static GF2Vector syndromeDecode(GF2Vector, GF2mField, PolynomialGF2mSmallM, PolynomialGF2mSmallM[]);
}










org/bouncycastle/pqc/math/linearalgebra/IntUtils.class


package org.bouncycastle.pqc.math.linearalgebra;
public final synchronized class IntUtils {
    private void IntUtils();
    public static boolean equals(int[], int[]);
    public static int[] clone(int[]);
    public static void fill(int[], int);
    public static void quicksort(int[]);
    public static void quicksort(int[], int, int);
    private static int partition(int[], int, int, int);
    public static int[] subArray(int[], int, int);
    public static String toString(int[]);
    public static String toHexString(int[]);
}










org/bouncycastle/pqc/math/linearalgebra/IntegerFunctions.class


package org.bouncycastle.pqc.math.linearalgebra;
public final synchronized class IntegerFunctions {
    private static final java.math.BigInteger ZERO;
    private static final java.math.BigInteger ONE;
    private static final java.math.BigInteger TWO;
    private static final java.math.BigInteger FOUR;
    private static final int[] SMALL_PRIMES;
    private static final long SMALL_PRIME_PRODUCT = 152125131763605;
    private static java.security.SecureRandom sr;
    private static final int[] jacobiTable;
    private void IntegerFunctions();
    public static int jacobi(java.math.BigInteger, java.math.BigInteger);
    public static java.math.BigInteger ressol(java.math.BigInteger, java.math.BigInteger) throws IllegalArgumentException;
    public static int gcd(int, int);
    public static int[] extGCD(int, int);
    public static java.math.BigInteger divideAndRound(java.math.BigInteger, java.math.BigInteger);
    public static java.math.BigInteger[] divideAndRound(java.math.BigInteger[], java.math.BigInteger);
    public static int ceilLog(java.math.BigInteger);
    public static int ceilLog(int);
    public static int ceilLog256(int);
    public static int ceilLog256(long);
    public static int floorLog(java.math.BigInteger);
    public static int floorLog(int);
    public static int maxPower(int);
    public static int bitCount(int);
    public static int order(int, int);
    public static java.math.BigInteger reduceInto(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public static int pow(int, int);
    public static long pow(long, int);
    public static int modPow(int, int, int);
    public static java.math.BigInteger[] extgcd(java.math.BigInteger, java.math.BigInteger);
    public static java.math.BigInteger leastCommonMultiple(java.math.BigInteger[]);
    public static long mod(long, long);
    public static int modInverse(int, int);
    public static long modInverse(long, long);
    public static int isPower(int, int);
    public static int leastDiv(int);
    public static boolean isPrime(int);
    public static boolean passesSmallPrimeTest(java.math.BigInteger);
    public static int nextSmallerPrime(int);
    public static java.math.BigInteger nextProbablePrime(java.math.BigInteger, int);
    public static java.math.BigInteger nextProbablePrime(java.math.BigInteger);
    public static java.math.BigInteger nextPrime(long);
    public static java.math.BigInteger binomial(int, int);
    public static java.math.BigInteger randomize(java.math.BigInteger);
    public static java.math.BigInteger randomize(java.math.BigInteger, java.security.SecureRandom);
    public static java.math.BigInteger squareRoot(java.math.BigInteger);
    public static float intRoot(int, int);
    public static float floatPow(float, int);
    public static double log(double);
    public static double log(long);
    private static double logBKM(double);
    public static boolean isIncreasing(int[]);
    public static byte[] integerToOctets(java.math.BigInteger);
    public static java.math.BigInteger octetsToInteger(byte[], int, int);
    public static java.math.BigInteger octetsToInteger(byte[]);
    static void <clinit>();
}










org/bouncycastle/pqc/math/linearalgebra/LittleEndianConversions.class


package org.bouncycastle.pqc.math.linearalgebra;
public final synchronized class LittleEndianConversions {
    private void LittleEndianConversions();
    public static int OS2IP(byte[]);
    public static int OS2IP(byte[], int);
    public static int OS2IP(byte[], int, int);
    public static long OS2LIP(byte[], int);
    public static byte[] I2OSP(int);
    public static void I2OSP(int, byte[], int);
    public static void I2OSP(int, byte[], int, int);
    public static byte[] I2OSP(long);
    public static void I2OSP(long, byte[], int);
    public static byte[] toByteArray(int[], int);
    public static int[] toIntArray(byte[]);
}










org/bouncycastle/pqc/math/linearalgebra/Matrix.class


package org.bouncycastle.pqc.math.linearalgebra;
public abstract synchronized class Matrix {
    protected int numRows;
    protected int numColumns;
    public static final char MATRIX_TYPE_ZERO = 90;
    public static final char MATRIX_TYPE_UNIT = 73;
    public static final char MATRIX_TYPE_RANDOM_LT = 76;
    public static final char MATRIX_TYPE_RANDOM_UT = 85;
    public static final char MATRIX_TYPE_RANDOM_REGULAR = 82;
    public void Matrix();
    public int getNumRows();
    public int getNumColumns();
    public abstract byte[] getEncoded();
    public abstract Matrix computeInverse();
    public abstract boolean isZero();
    public abstract Matrix rightMultiply(Matrix);
    public abstract Matrix rightMultiply(Permutation);
    public abstract Vector leftMultiply(Vector);
    public abstract Vector rightMultiply(Vector);
    public abstract String toString();
}










org/bouncycastle/pqc/math/linearalgebra/Permutation.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class Permutation {
    private int[] perm;
    public void Permutation(int);
    public void Permutation(int[]);
    public void Permutation(byte[]);
    public void Permutation(int, java.security.SecureRandom);
    public byte[] getEncoded();
    public int[] getVector();
    public Permutation computeInverse();
    public Permutation rightMultiply(Permutation);
    public boolean equals(Object);
    public String toString();
    public int hashCode();
    private boolean isPermutation(int[]);
}










org/bouncycastle/pqc/math/linearalgebra/PolynomialGF2mSmallM.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class PolynomialGF2mSmallM {
    private GF2mField field;
    private int degree;
    private int[] coefficients;
    public static final char RANDOM_IRREDUCIBLE_POLYNOMIAL = 73;
    public void PolynomialGF2mSmallM(GF2mField);
    public void PolynomialGF2mSmallM(GF2mField, int, char, java.security.SecureRandom);
    private int[] createRandomIrreduciblePolynomial(int, java.security.SecureRandom);
    public void PolynomialGF2mSmallM(GF2mField, int);
    public void PolynomialGF2mSmallM(GF2mField, int[]);
    public void PolynomialGF2mSmallM(GF2mField, byte[]);
    public void PolynomialGF2mSmallM(PolynomialGF2mSmallM);
    public void PolynomialGF2mSmallM(GF2mVector);
    public int getDegree();
    public int getHeadCoefficient();
    private static int headCoefficient(int[]);
    public int getCoefficient(int);
    public byte[] getEncoded();
    public int evaluateAt(int);
    public PolynomialGF2mSmallM add(PolynomialGF2mSmallM);
    public void addToThis(PolynomialGF2mSmallM);
    private int[] add(int[], int[]);
    public PolynomialGF2mSmallM addMonomial(int);
    public PolynomialGF2mSmallM multWithElement(int);
    public void multThisWithElement(int);
    private int[] multWithElement(int[], int);
    public PolynomialGF2mSmallM multWithMonomial(int);
    private static int[] multWithMonomial(int[], int);
    public PolynomialGF2mSmallM[] div(PolynomialGF2mSmallM);
    private int[][] div(int[], int[]);
    public PolynomialGF2mSmallM gcd(PolynomialGF2mSmallM);
    private int[] gcd(int[], int[]);
    public PolynomialGF2mSmallM multiply(PolynomialGF2mSmallM);
    private int[] multiply(int[], int[]);
    private boolean isIrreducible(int[]);
    public PolynomialGF2mSmallM mod(PolynomialGF2mSmallM);
    private int[] mod(int[], int[]);
    public PolynomialGF2mSmallM modMultiply(PolynomialGF2mSmallM, PolynomialGF2mSmallM);
    public PolynomialGF2mSmallM modSquareMatrix(PolynomialGF2mSmallM[]);
    private int[] modMultiply(int[], int[], int[]);
    public PolynomialGF2mSmallM modSquareRoot(PolynomialGF2mSmallM);
    public PolynomialGF2mSmallM modSquareRootMatrix(PolynomialGF2mSmallM[]);
    public PolynomialGF2mSmallM modDiv(PolynomialGF2mSmallM, PolynomialGF2mSmallM);
    private int[] modDiv(int[], int[], int[]);
    public PolynomialGF2mSmallM modInverse(PolynomialGF2mSmallM);
    public PolynomialGF2mSmallM[] modPolynomialToFracton(PolynomialGF2mSmallM);
    public boolean equals(Object);
    private static boolean isEqual(int[], int[]);
    public int hashCode();
    public String toString();
    private void computeDegree();
    private static int computeDegree(int[]);
    private static int[] normalForm(int[]);
}










org/bouncycastle/pqc/math/linearalgebra/PolynomialRingGF2.class


package org.bouncycastle.pqc.math.linearalgebra;
public final synchronized class PolynomialRingGF2 {
    private void PolynomialRingGF2();
    public static int add(int, int);
    public static long multiply(int, int);
    public static int modMultiply(int, int, int);
    public static int degree(int);
    public static int degree(long);
    public static int remainder(int, int);
    public static int rest(long, int);
    public static int gcd(int, int);
    public static boolean isIrreducible(int);
    public static int getIrreduciblePolynomial(int);
}










org/bouncycastle/pqc/math/linearalgebra/PolynomialRingGF2m.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class PolynomialRingGF2m {
    private GF2mField field;
    private PolynomialGF2mSmallM p;
    protected PolynomialGF2mSmallM[] sqMatrix;
    protected PolynomialGF2mSmallM[] sqRootMatrix;
    public void PolynomialRingGF2m(GF2mField, PolynomialGF2mSmallM);
    public PolynomialGF2mSmallM[] getSquaringMatrix();
    public PolynomialGF2mSmallM[] getSquareRootMatrix();
    private void computeSquaringMatrix();
    private void computeSquareRootMatrix();
    private static void swapColumns(PolynomialGF2mSmallM[], int, int);
}










org/bouncycastle/pqc/math/linearalgebra/RandUtils.class


package org.bouncycastle.pqc.math.linearalgebra;
public synchronized class RandUtils {
    public void RandUtils();
    static int nextInt(java.security.SecureRandom, int);
}










org/bouncycastle/pqc/math/linearalgebra/Vector.class


package org.bouncycastle.pqc.math.linearalgebra;
public abstract synchronized class Vector {
    protected int length;
    public void Vector();
    public final int getLength();
    public abstract byte[] getEncoded();
    public abstract boolean isZero();
    public abstract Vector add(Vector);
    public abstract Vector multiply(Permutation);
    public abstract boolean equals(Object);
    public abstract int hashCode();
    public abstract String toString();
}










org/bouncycastle/tsp/GenTimeAccuracy.class


package org.bouncycastle.tsp;
public synchronized class GenTimeAccuracy {
    private org.bouncycastle.asn1.tsp.Accuracy accuracy;
    public void GenTimeAccuracy(org.bouncycastle.asn1.tsp.Accuracy);
    public int getSeconds();
    public int getMillis();
    public int getMicros();
    private int getTimeComponent(org.bouncycastle.asn1.ASN1Integer);
    public String toString();
    private String format(int);
}










org/bouncycastle/tsp/TSPAlgorithms.class


package org.bouncycastle.tsp;
public abstract interface TSPAlgorithms {
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier MD5;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SHA1;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SHA224;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SHA256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SHA384;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier SHA512;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier RIPEMD128;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier RIPEMD160;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier RIPEMD256;
    public static final org.bouncycastle.asn1.ASN1ObjectIdentifier GOST3411;
    public static final java.util.Set ALLOWED;
    static void <clinit>();
}










org/bouncycastle/tsp/TSPException.class


package org.bouncycastle.tsp;
public synchronized class TSPException extends Exception {
    Throwable underlyingException;
    public void TSPException(String);
    public void TSPException(String, Throwable);
    public Exception getUnderlyingException();
    public Throwable getCause();
}










org/bouncycastle/tsp/TSPIOException.class


package org.bouncycastle.tsp;
public synchronized class TSPIOException extends java.io.IOException {
    Throwable underlyingException;
    public void TSPIOException(String);
    public void TSPIOException(String, Throwable);
    public Exception getUnderlyingException();
    public Throwable getCause();
}










org/bouncycastle/tsp/TSPUtil.class


package org.bouncycastle.tsp;
public synchronized class TSPUtil {
    private static java.util.List EMPTY_LIST;
    private static final java.util.Map digestLengths;
    private static final java.util.Map digestNames;
    public void TSPUtil();
    public static java.util.Collection getSignatureTimestamps(org.bouncycastle.cms.SignerInformation, org.bouncycastle.operator.DigestCalculatorProvider) throws TSPValidationException;
    public static void validateCertificate(org.bouncycastle.cert.X509CertificateHolder) throws TSPValidationException;
    static int getDigestLength(String) throws TSPException;
    static java.util.List getExtensionOIDs(org.bouncycastle.asn1.x509.Extensions);
    static void addExtension(org.bouncycastle.asn1.x509.ExtensionsGenerator, org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable) throws TSPIOException;
    static void <clinit>();
}










org/bouncycastle/tsp/TSPValidationException.class


package org.bouncycastle.tsp;
public synchronized class TSPValidationException extends TSPException {
    private int failureCode;
    public void TSPValidationException(String);
    public void TSPValidationException(String, int);
    public int getFailureCode();
}










org/bouncycastle/tsp/TimeStampRequest.class


package org.bouncycastle.tsp;
public synchronized class TimeStampRequest {
    private static java.util.Set EMPTY_SET;
    private org.bouncycastle.asn1.tsp.TimeStampReq req;
    private org.bouncycastle.asn1.x509.Extensions extensions;
    public void TimeStampRequest(org.bouncycastle.asn1.tsp.TimeStampReq);
    public void TimeStampRequest(byte[]) throws java.io.IOException;
    public void TimeStampRequest(java.io.InputStream) throws java.io.IOException;
    private static org.bouncycastle.asn1.tsp.TimeStampReq loadRequest(java.io.InputStream) throws java.io.IOException;
    public int getVersion();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getMessageImprintAlgOID();
    public byte[] getMessageImprintDigest();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getReqPolicy();
    public java.math.BigInteger getNonce();
    public boolean getCertReq();
    public void validate(java.util.Set, java.util.Set, java.util.Set) throws TSPException;
    public byte[] getEncoded() throws java.io.IOException;
    org.bouncycastle.asn1.x509.Extensions getExtensions();
    public boolean hasExtensions();
    public org.bouncycastle.asn1.x509.Extension getExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public java.util.List getExtensionOIDs();
    public java.util.Set getNonCriticalExtensionOIDs();
    public java.util.Set getCriticalExtensionOIDs();
    private java.util.Set convert(java.util.Set);
    static void <clinit>();
}










org/bouncycastle/tsp/TimeStampRequestGenerator.class


package org.bouncycastle.tsp;
public synchronized class TimeStampRequestGenerator {
    private org.bouncycastle.asn1.ASN1ObjectIdentifier reqPolicy;
    private org.bouncycastle.asn1.ASN1Boolean certReq;
    private org.bouncycastle.asn1.x509.ExtensionsGenerator extGenerator;
    public void TimeStampRequestGenerator();
    public void setReqPolicy(String);
    public void setReqPolicy(org.bouncycastle.asn1.ASN1ObjectIdentifier);
    public void setCertReq(boolean);
    public void addExtension(String, boolean, org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException;
    public void addExtension(String, boolean, byte[]);
    public void addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable) throws TSPIOException;
    public void addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, byte[]);
    public TimeStampRequest generate(String, byte[]);
    public TimeStampRequest generate(String, byte[], java.math.BigInteger);
    public TimeStampRequest generate(org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[]);
    public TimeStampRequest generate(org.bouncycastle.asn1.ASN1ObjectIdentifier, byte[], java.math.BigInteger);
}










org/bouncycastle/tsp/TimeStampResponse.class


package org.bouncycastle.tsp;
public synchronized class TimeStampResponse {
    org.bouncycastle.asn1.tsp.TimeStampResp resp;
    TimeStampToken timeStampToken;
    public void TimeStampResponse(org.bouncycastle.asn1.tsp.TimeStampResp) throws TSPException, java.io.IOException;
    public void TimeStampResponse(byte[]) throws TSPException, java.io.IOException;
    public void TimeStampResponse(java.io.InputStream) throws TSPException, java.io.IOException;
    private static org.bouncycastle.asn1.tsp.TimeStampResp readTimeStampResp(java.io.InputStream) throws java.io.IOException, TSPException;
    public int getStatus();
    public String getStatusString();
    public org.bouncycastle.asn1.cmp.PKIFailureInfo getFailInfo();
    public TimeStampToken getTimeStampToken();
    public void validate(TimeStampRequest) throws TSPException;
    public byte[] getEncoded() throws java.io.IOException;
}










org/bouncycastle/tsp/TimeStampResponseGenerator$FailInfo.class


package org.bouncycastle.tsp;
synchronized class TimeStampResponseGenerator$FailInfo extends org.bouncycastle.asn1.DERBitString {
    void TimeStampResponseGenerator$FailInfo(TimeStampResponseGenerator, int);
}










org/bouncycastle/tsp/TimeStampResponseGenerator.class


package org.bouncycastle.tsp;
public synchronized class TimeStampResponseGenerator {
    int status;
    org.bouncycastle.asn1.ASN1EncodableVector statusStrings;
    int failInfo;
    private TimeStampTokenGenerator tokenGenerator;
    private java.util.Set acceptedAlgorithms;
    private java.util.Set acceptedPolicies;
    private java.util.Set acceptedExtensions;
    public void TimeStampResponseGenerator(TimeStampTokenGenerator, java.util.Set);
    public void TimeStampResponseGenerator(TimeStampTokenGenerator, java.util.Set, java.util.Set);
    public void TimeStampResponseGenerator(TimeStampTokenGenerator, java.util.Set, java.util.Set, java.util.Set);
    private void addStatusString(String);
    private void setFailInfoField(int);
    private org.bouncycastle.asn1.cmp.PKIStatusInfo getPKIStatusInfo();
    public TimeStampResponse generate(TimeStampRequest, java.math.BigInteger, java.util.Date) throws TSPException;
    public TimeStampResponse generateGrantedResponse(TimeStampRequest, java.math.BigInteger, java.util.Date) throws TSPException;
    public TimeStampResponse generateGrantedResponse(TimeStampRequest, java.math.BigInteger, java.util.Date, String) throws TSPException;
    public TimeStampResponse generateRejectedResponse(Exception) throws TSPException;
    public TimeStampResponse generateFailResponse(int, int, String) throws TSPException;
    private java.util.Set convert(java.util.Set);
}










org/bouncycastle/tsp/TimeStampToken$CertID.class


package org.bouncycastle.tsp;
synchronized class TimeStampToken$CertID {
    private org.bouncycastle.asn1.ess.ESSCertID certID;
    private org.bouncycastle.asn1.ess.ESSCertIDv2 certIDv2;
    void TimeStampToken$CertID(TimeStampToken, org.bouncycastle.asn1.ess.ESSCertID);
    void TimeStampToken$CertID(TimeStampToken, org.bouncycastle.asn1.ess.ESSCertIDv2);
    public String getHashAlgorithmName();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlgorithm();
    public byte[] getCertHash();
    public org.bouncycastle.asn1.x509.IssuerSerial getIssuerSerial();
}










org/bouncycastle/tsp/TimeStampToken.class


package org.bouncycastle.tsp;
public synchronized class TimeStampToken {
    org.bouncycastle.cms.CMSSignedData tsToken;
    org.bouncycastle.cms.SignerInformation tsaSignerInfo;
    java.util.Date genTime;
    TimeStampTokenInfo tstInfo;
    TimeStampToken$CertID certID;
    public void TimeStampToken(org.bouncycastle.asn1.cms.ContentInfo) throws TSPException, java.io.IOException;
    private static org.bouncycastle.cms.CMSSignedData getSignedData(org.bouncycastle.asn1.cms.ContentInfo) throws TSPException;
    public void TimeStampToken(org.bouncycastle.cms.CMSSignedData) throws TSPException, java.io.IOException;
    public TimeStampTokenInfo getTimeStampInfo();
    public org.bouncycastle.cms.SignerId getSID();
    public org.bouncycastle.asn1.cms.AttributeTable getSignedAttributes();
    public org.bouncycastle.asn1.cms.AttributeTable getUnsignedAttributes();
    public org.bouncycastle.util.Store getCertificates();
    public org.bouncycastle.util.Store getCRLs();
    public org.bouncycastle.util.Store getAttributeCertificates();
    public void validate(org.bouncycastle.cms.SignerInformationVerifier) throws TSPException, TSPValidationException;
    public boolean isSignatureValid(org.bouncycastle.cms.SignerInformationVerifier) throws TSPException;
    public org.bouncycastle.cms.CMSSignedData toCMSSignedData();
    public byte[] getEncoded() throws java.io.IOException;
}










org/bouncycastle/tsp/TimeStampTokenGenerator$1.class


package org.bouncycastle.tsp;
synchronized class TimeStampTokenGenerator$1 implements org.bouncycastle.cms.CMSAttributeTableGenerator {
    void TimeStampTokenGenerator$1(TimeStampTokenGenerator, org.bouncycastle.cms.SignerInfoGenerator, org.bouncycastle.asn1.ess.ESSCertID);
    public org.bouncycastle.asn1.cms.AttributeTable getAttributes(java.util.Map) throws org.bouncycastle.cms.CMSAttributeTableGenerationException;
}










org/bouncycastle/tsp/TimeStampTokenGenerator$2.class


package org.bouncycastle.tsp;
synchronized class TimeStampTokenGenerator$2 implements org.bouncycastle.cms.CMSAttributeTableGenerator {
    void TimeStampTokenGenerator$2(TimeStampTokenGenerator, org.bouncycastle.cms.SignerInfoGenerator, org.bouncycastle.asn1.ess.ESSCertIDv2);
    public org.bouncycastle.asn1.cms.AttributeTable getAttributes(java.util.Map) throws org.bouncycastle.cms.CMSAttributeTableGenerationException;
}










org/bouncycastle/tsp/TimeStampTokenGenerator.class


package org.bouncycastle.tsp;
public synchronized class TimeStampTokenGenerator {
    int accuracySeconds;
    int accuracyMillis;
    int accuracyMicros;
    boolean ordering;
    org.bouncycastle.asn1.x509.GeneralName tsa;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier tsaPolicyOID;
    private java.util.List certs;
    private java.util.List crls;
    private java.util.List attrCerts;
    private java.util.Map otherRevoc;
    private org.bouncycastle.cms.SignerInfoGenerator signerInfoGen;
    public void TimeStampTokenGenerator(org.bouncycastle.cms.SignerInfoGenerator, org.bouncycastle.operator.DigestCalculator, org.bouncycastle.asn1.ASN1ObjectIdentifier) throws IllegalArgumentException, TSPException;
    public void TimeStampTokenGenerator(org.bouncycastle.cms.SignerInfoGenerator, org.bouncycastle.operator.DigestCalculator, org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean) throws IllegalArgumentException, TSPException;
    public void addCertificates(org.bouncycastle.util.Store);
    public void addCRLs(org.bouncycastle.util.Store);
    public void addAttributeCertificates(org.bouncycastle.util.Store);
    public void addOtherRevocationInfo(org.bouncycastle.asn1.ASN1ObjectIdentifier, org.bouncycastle.util.Store);
    public void setAccuracySeconds(int);
    public void setAccuracyMillis(int);
    public void setAccuracyMicros(int);
    public void setOrdering(boolean);
    public void setTSA(org.bouncycastle.asn1.x509.GeneralName);
    public TimeStampToken generate(TimeStampRequest, java.math.BigInteger, java.util.Date) throws TSPException;
}










org/bouncycastle/tsp/TimeStampTokenInfo.class


package org.bouncycastle.tsp;
public synchronized class TimeStampTokenInfo {
    org.bouncycastle.asn1.tsp.TSTInfo tstInfo;
    java.util.Date genTime;
    void TimeStampTokenInfo(org.bouncycastle.asn1.tsp.TSTInfo) throws TSPException, java.io.IOException;
    public boolean isOrdered();
    public org.bouncycastle.asn1.tsp.Accuracy getAccuracy();
    public java.util.Date getGenTime();
    public GenTimeAccuracy getGenTimeAccuracy();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getPolicy();
    public java.math.BigInteger getSerialNumber();
    public org.bouncycastle.asn1.x509.GeneralName getTsa();
    public java.math.BigInteger getNonce();
    public org.bouncycastle.asn1.x509.AlgorithmIdentifier getHashAlgorithm();
    public org.bouncycastle.asn1.ASN1ObjectIdentifier getMessageImprintAlgOID();
    public byte[] getMessageImprintDigest();
    public byte[] getEncoded() throws java.io.IOException;
    public org.bouncycastle.asn1.tsp.TSTInfo toTSTInfo();
    public org.bouncycastle.asn1.tsp.TSTInfo toASN1Structure();
}










org/bouncycastle/tsp/cms/CMSTimeStampedData.class


package org.bouncycastle.tsp.cms;
public synchronized class CMSTimeStampedData {
    private org.bouncycastle.asn1.cms.TimeStampedData timeStampedData;
    private org.bouncycastle.asn1.cms.ContentInfo contentInfo;
    private TimeStampDataUtil util;
    public void CMSTimeStampedData(org.bouncycastle.asn1.cms.ContentInfo);
    public void CMSTimeStampedData(java.io.InputStream) throws java.io.IOException;
    public void CMSTimeStampedData(byte[]) throws java.io.IOException;
    private void initialize(org.bouncycastle.asn1.cms.ContentInfo);
    public byte[] calculateNextHash(org.bouncycastle.operator.DigestCalculator) throws org.bouncycastle.cms.CMSException;
    public CMSTimeStampedData addTimeStamp(org.bouncycastle.tsp.TimeStampToken) throws org.bouncycastle.cms.CMSException;
    public byte[] getContent();
    public java.net.URI getDataUri() throws java.net.URISyntaxException;
    public String getFileName();
    public String getMediaType();
    public org.bouncycastle.asn1.cms.AttributeTable getOtherMetaData();
    public org.bouncycastle.tsp.TimeStampToken[] getTimeStampTokens() throws org.bouncycastle.cms.CMSException;
    public void initialiseMessageImprintDigestCalculator(org.bouncycastle.operator.DigestCalculator) throws org.bouncycastle.cms.CMSException;
    public org.bouncycastle.operator.DigestCalculator getMessageImprintDigestCalculator(org.bouncycastle.operator.DigestCalculatorProvider) throws org.bouncycastle.operator.OperatorCreationException;
    public void validate(org.bouncycastle.operator.DigestCalculatorProvider, byte[]) throws ImprintDigestInvalidException, org.bouncycastle.cms.CMSException;
    public void validate(org.bouncycastle.operator.DigestCalculatorProvider, byte[], org.bouncycastle.tsp.TimeStampToken) throws ImprintDigestInvalidException, org.bouncycastle.cms.CMSException;
    public byte[] getEncoded() throws java.io.IOException;
}










org/bouncycastle/tsp/cms/CMSTimeStampedDataGenerator.class


package org.bouncycastle.tsp.cms;
public synchronized class CMSTimeStampedDataGenerator extends CMSTimeStampedGenerator {
    public void CMSTimeStampedDataGenerator();
    public CMSTimeStampedData generate(org.bouncycastle.tsp.TimeStampToken) throws org.bouncycastle.cms.CMSException;
    public CMSTimeStampedData generate(org.bouncycastle.tsp.TimeStampToken, byte[]) throws org.bouncycastle.cms.CMSException;
    public CMSTimeStampedData generate(org.bouncycastle.tsp.TimeStampToken, java.io.InputStream) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/tsp/cms/CMSTimeStampedDataParser.class


package org.bouncycastle.tsp.cms;
public synchronized class CMSTimeStampedDataParser extends org.bouncycastle.cms.CMSContentInfoParser {
    private org.bouncycastle.asn1.cms.TimeStampedDataParser timeStampedData;
    private TimeStampDataUtil util;
    public void CMSTimeStampedDataParser(java.io.InputStream) throws org.bouncycastle.cms.CMSException;
    public void CMSTimeStampedDataParser(byte[]) throws org.bouncycastle.cms.CMSException;
    private void initialize(org.bouncycastle.asn1.cms.ContentInfoParser) throws org.bouncycastle.cms.CMSException;
    public byte[] calculateNextHash(org.bouncycastle.operator.DigestCalculator) throws org.bouncycastle.cms.CMSException;
    public java.io.InputStream getContent();
    public java.net.URI getDataUri() throws java.net.URISyntaxException;
    public String getFileName();
    public String getMediaType();
    public org.bouncycastle.asn1.cms.AttributeTable getOtherMetaData();
    public void initialiseMessageImprintDigestCalculator(org.bouncycastle.operator.DigestCalculator) throws org.bouncycastle.cms.CMSException;
    public org.bouncycastle.operator.DigestCalculator getMessageImprintDigestCalculator(org.bouncycastle.operator.DigestCalculatorProvider) throws org.bouncycastle.operator.OperatorCreationException;
    public org.bouncycastle.tsp.TimeStampToken[] getTimeStampTokens() throws org.bouncycastle.cms.CMSException;
    public void validate(org.bouncycastle.operator.DigestCalculatorProvider, byte[]) throws ImprintDigestInvalidException, org.bouncycastle.cms.CMSException;
    public void validate(org.bouncycastle.operator.DigestCalculatorProvider, byte[], org.bouncycastle.tsp.TimeStampToken) throws ImprintDigestInvalidException, org.bouncycastle.cms.CMSException;
    private void parseTimeStamps() throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/tsp/cms/CMSTimeStampedGenerator.class


package org.bouncycastle.tsp.cms;
public synchronized class CMSTimeStampedGenerator {
    protected org.bouncycastle.asn1.cms.MetaData metaData;
    protected java.net.URI dataUri;
    public void CMSTimeStampedGenerator();
    public void setDataUri(java.net.URI);
    public void setMetaData(boolean, String, String);
    public void setMetaData(boolean, String, String, org.bouncycastle.asn1.cms.Attributes);
    private void setMetaData(boolean, org.bouncycastle.asn1.DERUTF8String, org.bouncycastle.asn1.DERIA5String, org.bouncycastle.asn1.cms.Attributes);
    public void initialiseMessageImprintDigestCalculator(org.bouncycastle.operator.DigestCalculator) throws org.bouncycastle.cms.CMSException;
}










org/bouncycastle/tsp/cms/ImprintDigestInvalidException.class


package org.bouncycastle.tsp.cms;
public synchronized class ImprintDigestInvalidException extends Exception {
    private org.bouncycastle.tsp.TimeStampToken token;
    public void ImprintDigestInvalidException(String, org.bouncycastle.tsp.TimeStampToken);
    public org.bouncycastle.tsp.TimeStampToken getTimeStampToken();
}










org/bouncycastle/tsp/cms/MetaDataUtil.class


package org.bouncycastle.tsp.cms;
synchronized class MetaDataUtil {
    private final org.bouncycastle.asn1.cms.MetaData metaData;
    void MetaDataUtil(org.bouncycastle.asn1.cms.MetaData);
    void initialiseMessageImprintDigestCalculator(org.bouncycastle.operator.DigestCalculator) throws org.bouncycastle.cms.CMSException;
    String getFileName();
    String getMediaType();
    org.bouncycastle.asn1.cms.Attributes getOtherMetaData();
    private String convertString(org.bouncycastle.asn1.ASN1String);
}










org/bouncycastle/tsp/cms/TimeStampDataUtil.class


package org.bouncycastle.tsp.cms;
synchronized class TimeStampDataUtil {
    private final org.bouncycastle.asn1.cms.TimeStampAndCRL[] timeStamps;
    private final MetaDataUtil metaDataUtil;
    void TimeStampDataUtil(org.bouncycastle.asn1.cms.TimeStampedData);
    void TimeStampDataUtil(org.bouncycastle.asn1.cms.TimeStampedDataParser) throws java.io.IOException;
    org.bouncycastle.tsp.TimeStampToken getTimeStampToken(org.bouncycastle.asn1.cms.TimeStampAndCRL) throws org.bouncycastle.cms.CMSException;
    void initialiseMessageImprintDigestCalculator(org.bouncycastle.operator.DigestCalculator) throws org.bouncycastle.cms.CMSException;
    org.bouncycastle.operator.DigestCalculator getMessageImprintDigestCalculator(org.bouncycastle.operator.DigestCalculatorProvider) throws org.bouncycastle.operator.OperatorCreationException;
    org.bouncycastle.tsp.TimeStampToken[] getTimeStampTokens() throws org.bouncycastle.cms.CMSException;
    org.bouncycastle.asn1.cms.TimeStampAndCRL[] getTimeStamps();
    byte[] calculateNextHash(org.bouncycastle.operator.DigestCalculator) throws org.bouncycastle.cms.CMSException;
    void validate(org.bouncycastle.operator.DigestCalculatorProvider, byte[]) throws ImprintDigestInvalidException, org.bouncycastle.cms.CMSException;
    void validate(org.bouncycastle.operator.DigestCalculatorProvider, byte[], org.bouncycastle.tsp.TimeStampToken) throws ImprintDigestInvalidException, org.bouncycastle.cms.CMSException;
    private void compareDigest(org.bouncycastle.tsp.TimeStampToken, byte[]) throws ImprintDigestInvalidException;
    String getFileName();
    String getMediaType();
    org.bouncycastle.asn1.cms.AttributeTable getOtherMetaData();
}










org/bouncycastle/util/Arrays$Iterator.class


package org.bouncycastle.util;
public synchronized class Arrays$Iterator implements java.util.Iterator {
    private final Object[] dataArray;
    private int position;
    public void Arrays$Iterator(Object[]);
    public boolean hasNext();
    public Object next();
    public void remove();
}










org/bouncycastle/util/Arrays.class


package org.bouncycastle.util;
public final synchronized class Arrays {
    private void Arrays();
    public static boolean areEqual(boolean[], boolean[]);
    public static boolean areEqual(char[], char[]);
    public static boolean areEqual(byte[], byte[]);
    public static boolean areEqual(short[], short[]);
    public static boolean constantTimeAreEqual(byte[], byte[]);
    public static boolean areEqual(int[], int[]);
    public static boolean areEqual(long[], long[]);
    public static boolean areEqual(Object[], Object[]);
    public static int compareUnsigned(byte[], byte[]);
    public static boolean contains(short[], short);
    public static boolean contains(int[], int);
    public static void fill(byte[], byte);
    public static void fill(char[], char);
    public static void fill(long[], long);
    public static void fill(short[], short);
    public static void fill(int[], int);
    public static void fill(byte[], int, byte);
    public static void fill(int[], int, int);
    public static void fill(short[], int, short);
    public static void fill(long[], int, long);
    public static int hashCode(byte[]);
    public static int hashCode(byte[], int, int);
    public static int hashCode(char[]);
    public static int hashCode(int[][]);
    public static int hashCode(int[]);
    public static int hashCode(int[], int, int);
    public static int hashCode(long[]);
    public static int hashCode(long[], int, int);
    public static int hashCode(short[][][]);
    public static int hashCode(short[][]);
    public static int hashCode(short[]);
    public static int hashCode(Object[]);
    public static byte[] clone(byte[]);
    public static char[] clone(char[]);
    public static byte[] clone(byte[], byte[]);
    public static byte[][] clone(byte[][]);
    public static byte[][][] clone(byte[][][]);
    public static int[] clone(int[]);
    public static long[] clone(long[]);
    public static long[] clone(long[], long[]);
    public static short[] clone(short[]);
    public static java.math.BigInteger[] clone(java.math.BigInteger[]);
    public static byte[] copyOf(byte[], int);
    public static char[] copyOf(char[], int);
    public static int[] copyOf(int[], int);
    public static long[] copyOf(long[], int);
    public static java.math.BigInteger[] copyOf(java.math.BigInteger[], int);
    public static byte[] copyOfRange(byte[], int, int);
    public static int[] copyOfRange(int[], int, int);
    public static long[] copyOfRange(long[], int, int);
    public static java.math.BigInteger[] copyOfRange(java.math.BigInteger[], int, int);
    private static int getLength(int, int);
    public static byte[] append(byte[], byte);
    public static short[] append(short[], short);
    public static int[] append(int[], int);
    public static String[] append(String[], String);
    public static byte[] concatenate(byte[], byte[]);
    public static byte[] concatenate(byte[], byte[], byte[]);
    public static byte[] concatenate(byte[], byte[], byte[], byte[]);
    public static byte[] concatenate(byte[][]);
    public static int[] concatenate(int[], int[]);
    public static byte[] prepend(byte[], byte);
    public static short[] prepend(short[], short);
    public static int[] prepend(int[], int);
    public static byte[] reverse(byte[]);
    public static int[] reverse(int[]);
    public static void clear(byte[]);
}










org/bouncycastle/util/BigIntegers.class


package org.bouncycastle.util;
public final synchronized class BigIntegers {
    private static final int MAX_ITERATIONS = 1000;
    private static final java.math.BigInteger ZERO;
    public void BigIntegers();
    public static byte[] asUnsignedByteArray(java.math.BigInteger);
    public static byte[] asUnsignedByteArray(int, java.math.BigInteger);
    public static java.math.BigInteger createRandomInRange(java.math.BigInteger, java.math.BigInteger, java.security.SecureRandom);
    public static java.math.BigInteger fromUnsignedByteArray(byte[]);
    public static java.math.BigInteger fromUnsignedByteArray(byte[], int, int);
    static void <clinit>();
}










org/bouncycastle/util/CollectionStore.class


package org.bouncycastle.util;
public synchronized class CollectionStore implements Store, Iterable {
    private java.util.Collection _local;
    public void CollectionStore(java.util.Collection);
    public java.util.Collection getMatches(Selector);
    public java.util.Iterator iterator();
}










org/bouncycastle/util/Encodable.class


package org.bouncycastle.util;
public abstract interface Encodable {
    public abstract byte[] getEncoded() throws java.io.IOException;
}










org/bouncycastle/util/Fingerprint.class


package org.bouncycastle.util;
public synchronized class Fingerprint {
    private static char[] encodingTable;
    private final byte[] fingerprint;
    public void Fingerprint(byte[]);
    public byte[] getFingerprint();
    public String toString();
    public boolean equals(Object);
    public int hashCode();
    public static byte[] calculateFingerprint(byte[]);
    static void <clinit>();
}










org/bouncycastle/util/IPAddress.class


package org.bouncycastle.util;
public synchronized class IPAddress {
    public void IPAddress();
    public static boolean isValid(String);
    public static boolean isValidWithNetMask(String);
    public static boolean isValidIPv4(String);
    public static boolean isValidIPv4WithNetmask(String);
    public static boolean isValidIPv6WithNetmask(String);
    private static boolean isMaskValue(String, int);
    public static boolean isValidIPv6(String);
}










org/bouncycastle/util/Integers.class


package org.bouncycastle.util;
public synchronized class Integers {
    public void Integers();
    public static int rotateLeft(int, int);
    public static int rotateRight(int, int);
    public static Integer valueOf(int);
}










org/bouncycastle/util/Iterable.class


package org.bouncycastle.util;
public abstract interface Iterable extends Iterable {
    public abstract java.util.Iterator iterator();
}










org/bouncycastle/util/Memoable.class


package org.bouncycastle.util;
public abstract interface Memoable {
    public abstract Memoable copy();
    public abstract void reset(Memoable);
}










org/bouncycastle/util/MemoableResetException.class


package org.bouncycastle.util;
public synchronized class MemoableResetException extends ClassCastException {
    public void MemoableResetException(String);
}










org/bouncycastle/util/Pack.class


package org.bouncycastle.util;
public abstract synchronized class Pack {
    public void Pack();
    public static short bigEndianToShort(byte[], int);
    public static int bigEndianToInt(byte[], int);
    public static void bigEndianToInt(byte[], int, int[]);
    public static byte[] intToBigEndian(int);
    public static void intToBigEndian(int, byte[], int);
    public static byte[] intToBigEndian(int[]);
    public static void intToBigEndian(int[], byte[], int);
    public static long bigEndianToLong(byte[], int);
    public static void bigEndianToLong(byte[], int, long[]);
    public static byte[] longToBigEndian(long);
    public static void longToBigEndian(long, byte[], int);
    public static byte[] longToBigEndian(long[]);
    public static void longToBigEndian(long[], byte[], int);
    public static short littleEndianToShort(byte[], int);
    public static int littleEndianToInt(byte[], int);
    public static void littleEndianToInt(byte[], int, int[]);
    public static void littleEndianToInt(byte[], int, int[], int, int);
    public static int[] littleEndianToInt(byte[], int, int);
    public static byte[] shortToLittleEndian(short);
    public static void shortToLittleEndian(short, byte[], int);
    public static byte[] intToLittleEndian(int);
    public static void intToLittleEndian(int, byte[], int);
    public static byte[] intToLittleEndian(int[]);
    public static void intToLittleEndian(int[], byte[], int);
    public static long littleEndianToLong(byte[], int);
    public static void littleEndianToLong(byte[], int, long[]);
    public static void littleEndianToLong(byte[], int, long[], int, int);
    public static byte[] longToLittleEndian(long);
    public static void longToLittleEndian(long, byte[], int);
    public static byte[] longToLittleEndian(long[]);
    public static void longToLittleEndian(long[], byte[], int);
    public static void longToLittleEndian(long[], int, int, byte[], int);
}










org/bouncycastle/util/Properties$1.class


package org.bouncycastle.util;
final synchronized class Properties$1 implements java.security.PrivilegedAction {
    void Properties$1(String);
    public Object run();
}










org/bouncycastle/util/Properties.class


package org.bouncycastle.util;
public synchronized class Properties {
    private static final ThreadLocal threadProperties;
    private void Properties();
    public static boolean isOverrideSet(String);
    public static boolean setThreadOverride(String, boolean);
    public static boolean removeThreadOverride(String);
    public static java.math.BigInteger asBigInteger(String);
    public static java.util.Set asKeySet(String);
    private static String fetchProperty(String);
    static void <clinit>();
}










org/bouncycastle/util/Selector.class


package org.bouncycastle.util;
public abstract interface Selector extends Cloneable {
    public abstract boolean match(Object);
    public abstract Object clone();
}










org/bouncycastle/util/Shorts.class


package org.bouncycastle.util;
public synchronized class Shorts {
    public void Shorts();
    public static Short valueOf(short);
}










org/bouncycastle/util/Store.class


package org.bouncycastle.util;
public abstract interface Store {
    public abstract java.util.Collection getMatches(Selector) throws StoreException;
}










org/bouncycastle/util/StoreException.class


package org.bouncycastle.util;
public synchronized class StoreException extends RuntimeException {
    private Throwable _e;
    public void StoreException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/util/StreamParser.class


package org.bouncycastle.util;
public abstract interface StreamParser {
    public abstract Object read() throws StreamParsingException;
    public abstract java.util.Collection readAll() throws StreamParsingException;
}










org/bouncycastle/util/StreamParsingException.class


package org.bouncycastle.util;
public synchronized class StreamParsingException extends Exception {
    Throwable _e;
    public void StreamParsingException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/util/StringList.class


package org.bouncycastle.util;
public abstract interface StringList extends Iterable {
    public abstract boolean add(String);
    public abstract String get(int);
    public abstract int size();
    public abstract String[] toStringArray();
    public abstract String[] toStringArray(int, int);
}










org/bouncycastle/util/Strings$1.class


package org.bouncycastle.util;
final synchronized class Strings$1 implements java.security.PrivilegedAction {
    void Strings$1();
    public String run();
}










org/bouncycastle/util/Strings$StringListImpl.class


package org.bouncycastle.util;
synchronized class Strings$StringListImpl extends java.util.ArrayList implements StringList {
    private void Strings$StringListImpl();
    public boolean add(String);
    public String set(int, String);
    public void add(int, String);
    public String[] toStringArray();
    public String[] toStringArray(int, int);
}










org/bouncycastle/util/Strings.class


package org.bouncycastle.util;
public final synchronized class Strings {
    private static String LINE_SEPARATOR;
    public void Strings();
    public static String fromUTF8ByteArray(byte[]);
    public static byte[] toUTF8ByteArray(String);
    public static byte[] toUTF8ByteArray(char[]);
    public static void toUTF8ByteArray(char[], java.io.OutputStream) throws java.io.IOException;
    public static String toUpperCase(String);
    public static String toLowerCase(String);
    public static byte[] toByteArray(char[]);
    public static byte[] toByteArray(String);
    public static int toByteArray(String, byte[], int);
    public static String fromByteArray(byte[]);
    public static char[] asCharArray(byte[]);
    public static String[] split(String, char);
    public static StringList newList();
    public static String lineSeparator();
    static void <clinit>();
}










org/bouncycastle/util/Times.class


package org.bouncycastle.util;
public final synchronized class Times {
    public void Times();
    public static long nanoTime();
}










org/bouncycastle/util/encoders/Base64.class


package org.bouncycastle.util.encoders;
public synchronized class Base64 {
    private static final Encoder encoder;
    public void Base64();
    public static String toBase64String(byte[]);
    public static String toBase64String(byte[], int, int);
    public static byte[] encode(byte[]);
    public static byte[] encode(byte[], int, int);
    public static int encode(byte[], java.io.OutputStream) throws java.io.IOException;
    public static int encode(byte[], int, int, java.io.OutputStream) throws java.io.IOException;
    public static byte[] decode(byte[]);
    public static byte[] decode(String);
    public static int decode(String, java.io.OutputStream) throws java.io.IOException;
    public static int decode(byte[], int, int, java.io.OutputStream);
    static void <clinit>();
}










org/bouncycastle/util/encoders/Base64Encoder.class


package org.bouncycastle.util.encoders;
public synchronized class Base64Encoder implements Encoder {
    protected final byte[] encodingTable;
    protected byte padding;
    protected final byte[] decodingTable;
    protected void initialiseDecodingTable();
    public void Base64Encoder();
    public int encode(byte[], int, int, java.io.OutputStream) throws java.io.IOException;
    private boolean ignore(char);
    public int decode(byte[], int, int, java.io.OutputStream) throws java.io.IOException;
    private int nextI(byte[], int, int);
    public int decode(String, java.io.OutputStream) throws java.io.IOException;
    private int decodeLastBlock(java.io.OutputStream, char, char, char, char) throws java.io.IOException;
    private int nextI(String, int, int);
}










org/bouncycastle/util/encoders/BufferedDecoder.class


package org.bouncycastle.util.encoders;
public synchronized class BufferedDecoder {
    protected byte[] buf;
    protected int bufOff;
    protected Translator translator;
    public void BufferedDecoder(Translator, int);
    public int processByte(byte, byte[], int);
    public int processBytes(byte[], int, int, byte[], int);
}










org/bouncycastle/util/encoders/BufferedEncoder.class


package org.bouncycastle.util.encoders;
public synchronized class BufferedEncoder {
    protected byte[] buf;
    protected int bufOff;
    protected Translator translator;
    public void BufferedEncoder(Translator, int);
    public int processByte(byte, byte[], int);
    public int processBytes(byte[], int, int, byte[], int);
}










org/bouncycastle/util/encoders/DecoderException.class


package org.bouncycastle.util.encoders;
public synchronized class DecoderException extends IllegalStateException {
    private Throwable cause;
    void DecoderException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/util/encoders/Encoder.class


package org.bouncycastle.util.encoders;
public abstract interface Encoder {
    public abstract int encode(byte[], int, int, java.io.OutputStream) throws java.io.IOException;
    public abstract int decode(byte[], int, int, java.io.OutputStream) throws java.io.IOException;
    public abstract int decode(String, java.io.OutputStream) throws java.io.IOException;
}










org/bouncycastle/util/encoders/EncoderException.class


package org.bouncycastle.util.encoders;
public synchronized class EncoderException extends IllegalStateException {
    private Throwable cause;
    void EncoderException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/util/encoders/Hex.class


package org.bouncycastle.util.encoders;
public synchronized class Hex {
    private static final Encoder encoder;
    public void Hex();
    public static String toHexString(byte[]);
    public static String toHexString(byte[], int, int);
    public static byte[] encode(byte[]);
    public static byte[] encode(byte[], int, int);
    public static int encode(byte[], java.io.OutputStream) throws java.io.IOException;
    public static int encode(byte[], int, int, java.io.OutputStream) throws java.io.IOException;
    public static byte[] decode(byte[]);
    public static byte[] decode(String);
    public static int decode(String, java.io.OutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/util/encoders/HexEncoder.class


package org.bouncycastle.util.encoders;
public synchronized class HexEncoder implements Encoder {
    protected final byte[] encodingTable;
    protected final byte[] decodingTable;
    protected void initialiseDecodingTable();
    public void HexEncoder();
    public int encode(byte[], int, int, java.io.OutputStream) throws java.io.IOException;
    private static boolean ignore(char);
    public int decode(byte[], int, int, java.io.OutputStream) throws java.io.IOException;
    public int decode(String, java.io.OutputStream) throws java.io.IOException;
}










org/bouncycastle/util/encoders/HexTranslator.class


package org.bouncycastle.util.encoders;
public synchronized class HexTranslator implements Translator {
    private static final byte[] hexTable;
    public void HexTranslator();
    public int getEncodedBlockSize();
    public int encode(byte[], int, int, byte[], int);
    public int getDecodedBlockSize();
    public int decode(byte[], int, int, byte[], int);
    static void <clinit>();
}










org/bouncycastle/util/encoders/Translator.class


package org.bouncycastle.util.encoders;
public abstract interface Translator {
    public abstract int getEncodedBlockSize();
    public abstract int encode(byte[], int, int, byte[], int);
    public abstract int getDecodedBlockSize();
    public abstract int decode(byte[], int, int, byte[], int);
}










org/bouncycastle/util/encoders/UrlBase64.class


package org.bouncycastle.util.encoders;
public synchronized class UrlBase64 {
    private static final Encoder encoder;
    public void UrlBase64();
    public static byte[] encode(byte[]);
    public static int encode(byte[], java.io.OutputStream) throws java.io.IOException;
    public static byte[] decode(byte[]);
    public static int decode(byte[], java.io.OutputStream) throws java.io.IOException;
    public static byte[] decode(String);
    public static int decode(String, java.io.OutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/util/encoders/UrlBase64Encoder.class


package org.bouncycastle.util.encoders;
public synchronized class UrlBase64Encoder extends Base64Encoder {
    public void UrlBase64Encoder();
}










org/bouncycastle/util/io/BufferingOutputStream.class


package org.bouncycastle.util.io;
public synchronized class BufferingOutputStream extends java.io.OutputStream {
    private final java.io.OutputStream other;
    private final byte[] buf;
    private int bufOff;
    public void BufferingOutputStream(java.io.OutputStream);
    public void BufferingOutputStream(java.io.OutputStream, int);
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(int) throws java.io.IOException;
    public void flush() throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/util/io/SimpleOutputStream.class


package org.bouncycastle.util.io;
public abstract synchronized class SimpleOutputStream extends java.io.OutputStream {
    public void SimpleOutputStream();
    public void close();
    public void flush();
    public void write(int) throws java.io.IOException;
}










org/bouncycastle/util/io/StreamOverflowException.class


package org.bouncycastle.util.io;
public synchronized class StreamOverflowException extends java.io.IOException {
    public void StreamOverflowException(String);
}










org/bouncycastle/util/io/Streams.class


package org.bouncycastle.util.io;
public final synchronized class Streams {
    private static int BUFFER_SIZE;
    public void Streams();
    public static void drain(java.io.InputStream) throws java.io.IOException;
    public static byte[] readAll(java.io.InputStream) throws java.io.IOException;
    public static byte[] readAllLimited(java.io.InputStream, int) throws java.io.IOException;
    public static int readFully(java.io.InputStream, byte[]) throws java.io.IOException;
    public static int readFully(java.io.InputStream, byte[], int, int) throws java.io.IOException;
    public static void pipeAll(java.io.InputStream, java.io.OutputStream) throws java.io.IOException;
    public static long pipeAllLimited(java.io.InputStream, long, java.io.OutputStream) throws java.io.IOException;
    public static void writeBufTo(java.io.ByteArrayOutputStream, java.io.OutputStream) throws java.io.IOException;
    static void <clinit>();
}










org/bouncycastle/util/io/TeeInputStream.class


package org.bouncycastle.util.io;
public synchronized class TeeInputStream extends java.io.InputStream {
    private final java.io.InputStream input;
    private final java.io.OutputStream output;
    public void TeeInputStream(java.io.InputStream, java.io.OutputStream);
    public int read(byte[]) throws java.io.IOException;
    public int read(byte[], int, int) throws java.io.IOException;
    public int read() throws java.io.IOException;
    public void close() throws java.io.IOException;
    public java.io.OutputStream getOutputStream();
}










org/bouncycastle/util/io/TeeOutputStream.class


package org.bouncycastle.util.io;
public synchronized class TeeOutputStream extends java.io.OutputStream {
    private java.io.OutputStream output1;
    private java.io.OutputStream output2;
    public void TeeOutputStream(java.io.OutputStream, java.io.OutputStream);
    public void write(byte[]) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public void write(int) throws java.io.IOException;
    public void flush() throws java.io.IOException;
    public void close() throws java.io.IOException;
}










org/bouncycastle/util/io/pem/PemGenerationException.class


package org.bouncycastle.util.io.pem;
public synchronized class PemGenerationException extends java.io.IOException {
    private Throwable cause;
    public void PemGenerationException(String, Throwable);
    public void PemGenerationException(String);
    public Throwable getCause();
}










org/bouncycastle/util/io/pem/PemHeader.class


package org.bouncycastle.util.io.pem;
public synchronized class PemHeader {
    private String name;
    private String value;
    public void PemHeader(String, String);
    public String getName();
    public String getValue();
    public int hashCode();
    public boolean equals(Object);
    private int getHashCode(String);
    private boolean isEqual(String, String);
}










org/bouncycastle/util/io/pem/PemObject.class


package org.bouncycastle.util.io.pem;
public synchronized class PemObject implements PemObjectGenerator {
    private static final java.util.List EMPTY_LIST;
    private String type;
    private java.util.List headers;
    private byte[] content;
    public void PemObject(String, byte[]);
    public void PemObject(String, java.util.List, byte[]);
    public String getType();
    public java.util.List getHeaders();
    public byte[] getContent();
    public PemObject generate() throws PemGenerationException;
    static void <clinit>();
}










org/bouncycastle/util/io/pem/PemObjectGenerator.class


package org.bouncycastle.util.io.pem;
public abstract interface PemObjectGenerator {
    public abstract PemObject generate() throws PemGenerationException;
}










org/bouncycastle/util/io/pem/PemObjectParser.class


package org.bouncycastle.util.io.pem;
public abstract interface PemObjectParser {
    public abstract Object parseObject(PemObject) throws java.io.IOException;
}










org/bouncycastle/util/io/pem/PemReader.class


package org.bouncycastle.util.io.pem;
public synchronized class PemReader extends java.io.BufferedReader {
    private static final String BEGIN = -----BEGIN ;
    private static final String END = -----END ;
    public void PemReader(java.io.Reader);
    public PemObject readPemObject() throws java.io.IOException;
    private PemObject loadObject(String) throws java.io.IOException;
}










org/bouncycastle/util/io/pem/PemWriter.class


package org.bouncycastle.util.io.pem;
public synchronized class PemWriter extends java.io.BufferedWriter {
    private static final int LINE_LENGTH = 64;
    private final int nlLength;
    private char[] buf;
    public void PemWriter(java.io.Writer);
    public int getOutputSize(PemObject);
    public void writeObject(PemObjectGenerator) throws java.io.IOException;
    private void writeEncoded(byte[]) throws java.io.IOException;
    private void writePreEncapsulationBoundary(String) throws java.io.IOException;
    private void writePostEncapsulationBoundary(String) throws java.io.IOException;
}










org/bouncycastle/util/test/FixedSecureRandom$BigInteger.class


package org.bouncycastle.util.test;
public synchronized class FixedSecureRandom$BigInteger extends FixedSecureRandom$Source {
    public void FixedSecureRandom$BigInteger(byte[]);
    public void FixedSecureRandom$BigInteger(int, byte[]);
    public void FixedSecureRandom$BigInteger(String);
    public void FixedSecureRandom$BigInteger(int, String);
}










org/bouncycastle/util/test/FixedSecureRandom$Data.class


package org.bouncycastle.util.test;
public synchronized class FixedSecureRandom$Data extends FixedSecureRandom$Source {
    public void FixedSecureRandom$Data(byte[]);
}










org/bouncycastle/util/test/FixedSecureRandom$DummyProvider.class


package org.bouncycastle.util.test;
synchronized class FixedSecureRandom$DummyProvider extends java.security.Provider {
    void FixedSecureRandom$DummyProvider();
}










org/bouncycastle/util/test/FixedSecureRandom$RandomChecker.class


package org.bouncycastle.util.test;
synchronized class FixedSecureRandom$RandomChecker extends java.security.SecureRandom {
    byte[] data;
    int index;
    void FixedSecureRandom$RandomChecker();
    public void nextBytes(byte[]);
}










org/bouncycastle/util/test/FixedSecureRandom$Source.class


package org.bouncycastle.util.test;
public synchronized class FixedSecureRandom$Source {
    byte[] data;
    void FixedSecureRandom$Source(byte[]);
}










org/bouncycastle/util/test/FixedSecureRandom.class


package org.bouncycastle.util.test;
public synchronized class FixedSecureRandom extends java.security.SecureRandom {
    private static java.math.BigInteger REGULAR;
    private static java.math.BigInteger ANDROID;
    private static java.math.BigInteger CLASSPATH;
    private static final boolean isAndroidStyle;
    private static final boolean isClasspathStyle;
    private static final boolean isRegularStyle;
    private byte[] _data;
    private int _index;
    public void FixedSecureRandom(byte[]);
    public void FixedSecureRandom(byte[][]);
    private static FixedSecureRandom$Data[] buildDataArray(byte[][]);
    public void FixedSecureRandom(FixedSecureRandom$Source[]);
    public void nextBytes(byte[]);
    public byte[] generateSeed(int);
    public int nextInt();
    public long nextLong();
    public boolean isExhausted();
    private int nextValue();
    private static byte[] expandToBitLength(int, byte[]);
    static void <clinit>();
}










org/bouncycastle/util/test/NumberParsing.class


package org.bouncycastle.util.test;
public final synchronized class NumberParsing {
    private void NumberParsing();
    public static long decodeLongFromHex(String);
    public static int decodeIntFromHex(String);
}










org/bouncycastle/util/test/SimpleTest.class


package org.bouncycastle.util.test;
public abstract synchronized class SimpleTest implements Test {
    public void SimpleTest();
    public abstract String getName();
    private TestResult success();
    protected void fail(String);
    protected void isTrue(boolean);
    protected void isTrue(String, boolean);
    protected void isEquals(Object, Object);
    protected void isEquals(int, int);
    protected void isEquals(long, long);
    protected void isEquals(String, boolean, boolean);
    protected void isEquals(String, long, long);
    protected void isEquals(String, Object, Object);
    protected boolean areEqual(byte[][], byte[][]);
    protected void fail(String, Throwable);
    protected void fail(String, Object, Object);
    protected boolean areEqual(byte[], byte[]);
    public TestResult perform();
    protected static void runTest(Test);
    protected static void runTest(Test, java.io.PrintStream);
    public abstract void performTest() throws Exception;
}










org/bouncycastle/util/test/SimpleTestResult.class


package org.bouncycastle.util.test;
public synchronized class SimpleTestResult implements TestResult {
    private static final String SEPARATOR;
    private boolean success;
    private String message;
    private Throwable exception;
    public void SimpleTestResult(boolean, String);
    public void SimpleTestResult(boolean, String, Throwable);
    public static TestResult successful(Test, String);
    public static TestResult failed(Test, String);
    public static TestResult failed(Test, String, Throwable);
    public static TestResult failed(Test, String, Object, Object);
    public static String failedMessage(String, String, String, String);
    public boolean isSuccessful();
    public String toString();
    public Throwable getException();
    static void <clinit>();
}










org/bouncycastle/util/test/Test.class


package org.bouncycastle.util.test;
public abstract interface Test {
    public abstract String getName();
    public abstract TestResult perform();
}










org/bouncycastle/util/test/TestFailedException.class


package org.bouncycastle.util.test;
public synchronized class TestFailedException extends RuntimeException {
    private TestResult _result;
    public void TestFailedException(TestResult);
    public TestResult getResult();
}










org/bouncycastle/util/test/TestRandomBigInteger.class


package org.bouncycastle.util.test;
public synchronized class TestRandomBigInteger extends FixedSecureRandom {
    public void TestRandomBigInteger(String);
    public void TestRandomBigInteger(String, int);
    public void TestRandomBigInteger(byte[]);
    public void TestRandomBigInteger(int, byte[]);
}










org/bouncycastle/util/test/TestRandomData.class


package org.bouncycastle.util.test;
public synchronized class TestRandomData extends FixedSecureRandom {
    public void TestRandomData(String);
    public void TestRandomData(byte[]);
}










org/bouncycastle/util/test/TestRandomEntropySourceProvider$1.class


package org.bouncycastle.util.test;
synchronized class TestRandomEntropySourceProvider$1 implements org.bouncycastle.crypto.prng.EntropySource {
    void TestRandomEntropySourceProvider$1(TestRandomEntropySourceProvider, int);
    public boolean isPredictionResistant();
    public byte[] getEntropy();
    public int entropySize();
}










org/bouncycastle/util/test/TestRandomEntropySourceProvider.class


package org.bouncycastle.util.test;
public synchronized class TestRandomEntropySourceProvider implements org.bouncycastle.crypto.prng.EntropySourceProvider {
    private final java.security.SecureRandom _sr;
    private final boolean _predictionResistant;
    public void TestRandomEntropySourceProvider(boolean);
    public org.bouncycastle.crypto.prng.EntropySource get(int);
}










org/bouncycastle/util/test/TestResult.class


package org.bouncycastle.util.test;
public abstract interface TestResult {
    public abstract boolean isSuccessful();
    public abstract Throwable getException();
    public abstract String toString();
}










org/bouncycastle/util/test/UncloseableOutputStream.class


package org.bouncycastle.util.test;
public synchronized class UncloseableOutputStream extends java.io.FilterOutputStream {
    public void UncloseableOutputStream(java.io.OutputStream);
    public void close();
    public void write(byte[], int, int) throws java.io.IOException;
}










org/bouncycastle/voms/VOMSAttribute$FQAN.class


package org.bouncycastle.voms;
public synchronized class VOMSAttribute$FQAN {
    String fqan;
    String group;
    String role;
    String capability;
    public void VOMSAttribute$FQAN(VOMSAttribute, String);
    public void VOMSAttribute$FQAN(VOMSAttribute, String, String, String);
    public String getFQAN();
    protected void split();
    public String getGroup();
    public String getRole();
    public String getCapability();
    public String toString();
}










org/bouncycastle/voms/VOMSAttribute.class


package org.bouncycastle.voms;
public synchronized class VOMSAttribute {
    public static final String VOMS_ATTR_OID = 1.3.6.1.4.1.8005.100.100.4;
    private org.bouncycastle.cert.X509AttributeCertificateHolder myAC;
    private String myHostPort;
    private String myVo;
    private java.util.List myStringList;
    private java.util.List myFQANs;
    public void VOMSAttribute(org.bouncycastle.cert.X509AttributeCertificateHolder);
    public org.bouncycastle.cert.X509AttributeCertificateHolder getAC();
    public java.util.List getFullyQualifiedAttributes();
    public java.util.List getListOfFQAN();
    public String getHostPort();
    public String getVO();
    public String toString();
}










org/bouncycastle/x509/AttributeCertificateHolder.class


package org.bouncycastle.x509;
public synchronized class AttributeCertificateHolder implements java.security.cert.CertSelector, org.bouncycastle.util.Selector {
    final org.bouncycastle.asn1.x509.Holder holder;
    void AttributeCertificateHolder(org.bouncycastle.asn1.ASN1Sequence);
    public void AttributeCertificateHolder(org.bouncycastle.jce.X509Principal, java.math.BigInteger);
    public void AttributeCertificateHolder(javax.security.auth.x500.X500Principal, java.math.BigInteger);
    public void AttributeCertificateHolder(java.security.cert.X509Certificate) throws java.security.cert.CertificateParsingException;
    public void AttributeCertificateHolder(org.bouncycastle.jce.X509Principal);
    public void AttributeCertificateHolder(javax.security.auth.x500.X500Principal);
    public void AttributeCertificateHolder(int, String, String, byte[]);
    public int getDigestedObjectType();
    public String getDigestAlgorithm();
    public byte[] getObjectDigest();
    public String getOtherObjectTypeID();
    private org.bouncycastle.asn1.x509.GeneralNames generateGeneralNames(org.bouncycastle.jce.X509Principal);
    private boolean matchesDN(org.bouncycastle.jce.X509Principal, org.bouncycastle.asn1.x509.GeneralNames);
    private Object[] getNames(org.bouncycastle.asn1.x509.GeneralName[]);
    private java.security.Principal[] getPrincipals(org.bouncycastle.asn1.x509.GeneralNames);
    public java.security.Principal[] getEntityNames();
    public java.security.Principal[] getIssuer();
    public java.math.BigInteger getSerialNumber();
    public Object clone();
    public boolean match(java.security.cert.Certificate);
    public boolean equals(Object);
    public int hashCode();
    public boolean match(Object);
}










org/bouncycastle/x509/AttributeCertificateIssuer.class


package org.bouncycastle.x509;
public synchronized class AttributeCertificateIssuer implements java.security.cert.CertSelector, org.bouncycastle.util.Selector {
    final org.bouncycastle.asn1.ASN1Encodable form;
    public void AttributeCertificateIssuer(org.bouncycastle.asn1.x509.AttCertIssuer);
    public void AttributeCertificateIssuer(javax.security.auth.x500.X500Principal) throws java.io.IOException;
    public void AttributeCertificateIssuer(org.bouncycastle.jce.X509Principal);
    private Object[] getNames();
    public java.security.Principal[] getPrincipals();
    private boolean matchesDN(javax.security.auth.x500.X500Principal, org.bouncycastle.asn1.x509.GeneralNames);
    public Object clone();
    public boolean match(java.security.cert.Certificate);
    public boolean equals(Object);
    public int hashCode();
    public boolean match(Object);
}










org/bouncycastle/x509/CertPathReviewerException.class


package org.bouncycastle.x509;
public synchronized class CertPathReviewerException extends org.bouncycastle.i18n.LocalizedException {
    private int index;
    private java.security.cert.CertPath certPath;
    public void CertPathReviewerException(org.bouncycastle.i18n.ErrorBundle, Throwable);
    public void CertPathReviewerException(org.bouncycastle.i18n.ErrorBundle);
    public void CertPathReviewerException(org.bouncycastle.i18n.ErrorBundle, Throwable, java.security.cert.CertPath, int);
    public void CertPathReviewerException(org.bouncycastle.i18n.ErrorBundle, java.security.cert.CertPath, int);
    public java.security.cert.CertPath getCertPath();
    public int getIndex();
}










org/bouncycastle/x509/CertPathReviewerMessages.properties



## constructor exceptions 

# cert path is empty
CertPathReviewer.emptyCertPath.title = CertPath is empty
CertPathReviewer.emptyCertPath.text = PKIXCertPathReviewer: the CertPath is empty.
CertPathReviewer.emptyCertPath.summary = PKIXCertPathReviewer: the CertPath is empty.
CertPathReviewer.emptyCertPath.details = PKIXCertPathReviewer: the CertPath is empty.

## name constraints processing errors

# cert DN is not in the permitted tree
# {0} DN as String 
CertPathReviewer.notPermittedDN.title = Name constraint error: certificate DN is not permitted
CertPathReviewer.notPermittedDN.text = Name constraint error: the certificate DN {0} is not permitted.
CertPathReviewer.notPermittedDN.summary = Name constraint error: certificate DN is not permitted.
CertPathReviewer.notPermittedDN.details = Name constraint checking error. The certificate DN {0} is not in the permitted set of DNs.

# cert DN is in the excluded tree
# {0} DN as String
CertPathReviewer.excludedDN.title = Name constraint error: certificate DN is excluded
CertPathReviewer.excludedDN.text = Name constraint error: The certificate DN {0} is excluded.
CertPathReviewer.excludedDN.summary = Name constraint error: certificate DN is excluded.
CertPathReviewer.excludedDN.details = Name constraint checking error. The certificate DN {0} is inside of the excluded set of DNs.

# cert email is not in the permitted tree
# {0} email address as String
CertPathReviewer.notPermittedEmail.title = Name constraint error: not permitted email address
CertPathReviewer.notPermittedEmail.text = Name constraint error: certificate contains the not permitted email address {0}.
CertPathReviewer.notPermittedEmail.summary = Name constraint error: not permitted email address.
CertPathReviewer.notPermittedEmail.details = Name constraint checking error. The certificate contains the email address {0} which is not in the permitted set of email addresses.

# cert email is in the excluded tree
# {0} email as String
CertPathReviewer.excludedEmail.title = Name constraint error: excluded email address
CertPathReviewer.excludedEmail.text = Name constraint error: certificate contains the excluded email address {0}. 
CertPathReviewer.excludedEmail.summary = Name constraint error: excluded email address.
CertPathReviewer.excludedEmail.details = Name constraint checking error. The certificate contains the email address {0} which is in the excluded set of email addresses.

# cert IP is not in the permitted tree
# {0} ip address as String
CertPathReviewer.notPermittedIP.title = Name constraint error: not permitted IP address
CertPathReviewer.notPermittedIP.text = Name constraint error: certificate contains the not permitted IP address {0}.
CertPathReviewer.notPermittedIP.summary = Name constraint error: not permitted IP address.
CertPathReviewer.notPermittedIP.details = Name constraint checking error. The certificate contains the IP address {0} which is not in the permitted set of IP addresses.

# cert ip is in the excluded tree
# {0} ip address as String
CertPathReviewer.excludedIP.title = Name constraint error: excluded IP address
CertPathReviewer.excludedIP.text = Name constraint error: certificate contains the excluded IP address {0}.
CertPathReviewer.excludedIP.summary = Name constraint error: excluded IP address.
CertPathReviewer.excludedIP.details = Name constraint checking error. The certificate contains the IP address {0} which is in the excluded set of IP addresses.

# error processing the name constraints extension
CertPathReviewer.ncExtError.title = Name constraint checking failed
CertPathReviewer.ncExtError.text = Name constraint checking failed: there was an error processing the name constraints extension of the certificate.
CertPathReviewer.ncExtError.summary = Error processing the name constraints extension.
CertPathReviewer.ncExtError.details = Name constraint checking failed: there was an error processing the name constraints extension of the certificate.

# error processing the subject alternative name extension
CertPathReviewer.subjAltNameExtError.title = Name constraint checking failed
CertPathReviewer.subjAltNameExtError.text = Name constraint checking failed: there was an error processing the subject alternative name extension of the certificate.
CertPathReviewer.subjAltNameExtError.summary = Error processing the subject alternative name extension.
CertPathReviewer.subjAltNameExtError.details = Name constraint checking failed: there was an error processing the subject alternative name extension of the certificate.

# exception extracting subject name when checking subtrees
# {0} subject Principal
CertPathReviewer.ncSubjectNameError.title = Name constraint checking failed
CertPathReviewer.ncSubjectNameError.text = Name constraint checking failed: there was an exception extracting the DN from the certificate.
CertPathReviewer.ncSubjectNameError.summary = Name constraint checking failed: exception extracting the DN.
CertPathReviewer.ncSubjectNameError.details = Name constraint checking failed: there was an exception extracting the DN from the certificate.


## path length errors

# max path length extended
CertPathReviewer.pathLenghtExtended.title = Maximum path length extended 
CertPathReviewer.pathLenghtExtended.text = Certificate path invalid: Maximum path length extended.
CertPathReviewer.pathLenghtExtended.summary = Certificate path invalid: Maximum path length extended.
CertPathReviewer.pathLenghtExtended.details = Certificate path invalid: Maximum path length extended.

# error reading length constraint from basic constraint extension
CertPathReviewer.processLengthConstError.title = Path length checking failed
CertPathReviewer.processLengthConstError.text = Path length checking failed: there was an error processing the basic constraint extension of the certificate. 
CertPathReviewer.processLengthConstError.summary = Error processing the subject alternative name extension.
CertPathReviewer.processLengthConstError.details = Path length checking failed: there was an error processing the basic constraint extension of the certificate.


## path length notifications

# total path length as defined in rfc 3280
# {0} the path length as Integer
CertPathReviewer.totalPathLength.title = Total path length
CertPathReviewer.totalPathLength.text = The total path length without self-signed certificates is {0}.
CertPathReviewer.totalPathLength.summary = The total path length without self-signed certificates is {0}.
CertPathReviewer.totalPathLength.details = The total path length without self-signed certificates, as defined in RFC 3280, is {0}.


## critical extensions errors

# one unknown critical extension
# {0} extension as String
CertPathReviewer.unknownCriticalExt.title = Unknown critical extension
CertPathReviewer.unknownCriticalExt.text = The certificate contains the unknown critical extension {0}.
CertPathReviewer.unknownCriticalExt.summary = Unknown critical extension: {0}.
CertPathReviewer.unknownCriticalExt.details = The certificate contains the unknown critical extension with the OID {0}.

# more unknown critical extensions
# {0} extensions as Set of Strings
CertPathReviewer.unknownCriticalExts.title = Unknown critical extensions
CertPathReviewer.unknownCriticalExts.text = The certificate contains two or more unknown critical extensions: {0}.
CertPathReviewer.unknownCriticalExts.summary = Unknown critical extensions: {0}.
CertPathReviewer.unknownCriticalExts.details = The certificate contains two or more unknown critical extensions with the OIDs: {0}.

# error processing critical extension
# {0} the message of the underlying exception
# {1} the underlying exception
# {2} the name of the exception
CertPathReviewer.criticalExtensionError.title = Error processing a critical extension
CertPathReviewer.criticalExtensionError.text = Error processing a critical extension. A {0} occurred.
CertPathReviewer.criticalExtensionError.summary = Error processing a critical extension. A {0} occurred.
CertPathReviewer.criticalExtensionError.details = Error processing a critical extension. A {0} occurred. Cause: {0}.

# error initializing the certpath checkers
# {0} the message of the underlying exception
# {1} the underlying exception
# {2} the name of the exception
CertPathReviewer.certPathCheckerError.title = Checking critical extensions failed
CertPathReviewer.certPathCheckerError.text = Checking critical extensions failed: there was a {2} initializing a CertPathChecker.
CertPathReviewer.certPathCheckerError.summary = Checking critical extensions failed: {2} initializing a CertPathChecker
CertPathReviewer.certPathCheckerError.details = Checking critical extensions failed: there was an {2} initializing a CertPathChecker. Cause: {0}


## check signature errors

CertPathReviewer.rootKeyIsValidButNotATrustAnchor.title = Root key with valid signature but no trust anchor
CertPathReviewer.rootKeyIsValidButNotATrustAnchor.text = The certificate has a valid signature, but is no trust anchor
CertPathReviewer.rootKeyIsValidButNotATrustAnchor.summary = The certificate has a valid signature, but is no trust anchor
CertPathReviewer.rootKeyIsValidButNotATrustAnchor.details = The certificate has a valid signature, but is no trust anchor

# trustanchor found, but certificate validation failed
CertPathReviewer.trustButInvalidCert.title = Trust anchor found, but different public key
CertPathReviewer.trustButInvalidCert.text = A trust anchor was found. But it has a different public key, than was used to issue the first certificate of the cert path.
CertPathReviewer.trustButInvalidCert.summary = A trust anchor was found. But it has a different public key, than was used to issue the first certificate of the cert path.
CertPathReviewer.trustButInvalidCert.details = A trust anchor was found. But it has a different public key, than was used to issue the first certificate of the cert path.

# trustanchor - cannot extract issuer
CertPathReviewer.trustAnchorIssuerError.title = Finding trust anchor failed 
CertPathReviewer.trustAnchorIssuerError.text = Finding trust anchor failed: cannot extract issuer from certificate.
CertPathReviewer.trustAnchorIssuerError.summary = Finding trust anchor failed: cannot extract issuer from certificate.
CertPathReviewer.trustAnchorIssuerError.details = Finding trust anchor failed: cannot extract issuer from certificate.

# no trustanchor was found for the certificate path
# {0} issuer of the root certificate of the path
# {1} number of trusted root certificates (trustanchors) provided
CertPathReviewer.noTrustAnchorFound.title = No trusted root certificate found
CertPathReviewer.noTrustAnchorFound.text = The root certificate of the certificate path was issued by a CA that is not in the the trusted-root-certificate-store used for the path validation. The name of the CA is "{0}".
CertPathReviewer.noTrustAnchorFound.summary = The root certificate of the certificate path was issued by a CA that is not in the the trusted-root-certificate-store used for the path validation.
CertPathReviewer.noTrustAnchorFound.details = The root certificate of the certificate path was issued by a CA that is not in the the trusted-root-certificate-store used for the path validation. The name of the CA is "{0}". The trusted-root-certificate store contains {1} CA(s).

# conflicting trust anchors
# {0} number of trustanchors found (Integer)
# {1} the ca name
CertPathReviewer.conflictingTrustAnchors.title = Corrupt trust root store
CertPathReviewer.conflictingTrustAnchors.text = Warning: corrupt trust root store: There are {0} trusted public keys for the CA "{1}" - please ensure with CA which is the correct key.
CertPathReviewer.conflictingTrustAnchors.summary = Warning: corrupt trust root store: There are {0} trusted public keys for the CA "{1}" - please ensure with CA which is the correct key.
CertPathReviewer.conflictingTrustAnchors.details = Warning: corrupt trust root store: There are {0} trusted public keys for the CA "{1}" - please ensure with CA which is the correct key.

# trustanchor DN is invalid
# {0} DN of the Trustanchor
CertPathReviewer.trustDNInvalid.title = DN of TrustAnchor is improperly specified
CertPathReviewer.trustDNInvalid.text = The DN of the TrustAnchor is improperly specified: {0}.
CertPathReviewer.trustDNInvalid.summary = The DN of the TrustAnchor is improperly specified.
CertPathReviewer.trustDNInvalid.details = The DN of the TrustAnchor is improperly specified: {0}. It's not a valid X.500 name. See RFC 1779 or RFC 2253. 

# trustanchor public key algorithm error
CertPathReviewer.trustPubKeyError.title = Error processing public key of the trust anchor
CertPathReviewer.trustPubKeyError.text = Error processing public key of the trust anchor.
CertPathReviewer.trustPubKeyError.summary = Error processing public key of the trust anchor.
CertPathReviewer.trustPubKeyError.details = Error processing public key of the trust anchor. Could not extract the AlorithmIdentifier for the key.

# can not verifiy signature: issuer public key unknown
CertPathReviewer.NoIssuerPublicKey.title = Can not verify the certificate signature 
CertPathReviewer.NoIssuerPublicKey.text = Can not verify the certificate signature: Issuer public key is unknown.
CertPathReviewer.NoIssuerPublicKey.summary = Can not verify the certificate signature: Issuer public key is unknown.
CertPathReviewer.NoIssuerPublicKey.details = Can not verify the certificate signature: Issuer public key is unknown.

# signature can not be verified
# {0} message of the underlying exception (english)
# {1} the underlying exception
# {2} the name of the exception
CertPathReviewer.signatureNotVerified.title = Certificate signature invalid
CertPathReviewer.signatureNotVerified.text = The certificate signature is invalid. A {2} occurred.
CertPathReviewer.signatureNotVerified.summary = The certificate signature is invalid.
CertPathReviewer.signatureNotVerified.details = The certificate signature is invalid. A {2} occurred. Cause: {0}

# certificate expired
# {0} the date the certificate expired 
CertPathReviewer.certificateExpired.title = Certificate is expired
CertPathReviewer.certificateExpired.text = Could not validate the certificate. Certificate expired on {0,date} {0,time,full}.
CertPathReviewer.certificateExpired.summary = Certificate expired on {0,date} {0,time,full}.
CertPathReviewer.certificateExpired.details = Could not validate the certificate. Certificate expired on {0,date} {0,time,full}. 

# certificate not yet valid
# {0} the date from which on the certificate is valid
CertPathReviewer.certificateNotYetValid.title = Certificate is not yet valid
CertPathReviewer.certificateNotYetValid.text = Could not validate the certificate. Certificate is not valid until {0,date} {0,time,full}.
CertPathReviewer.certificateNotYetValid.summary = Certificate is not valid until {0,date} {0,time,full}.
CertPathReviewer.certificateNotYetValid.details = Could not validate the certificate. Certificate is not valid until {0,date} {0,time,full}. 

# certificate invalid issuer DN
# {0} expected issuer DN as String
# {1} found issuer DN as String
CertPathReviewer.certWrongIssuer.title = Issuer of certificate not valid
CertPathReviewer.certWrongIssuer.text = Issuer of certificate is not valid. Expected {0}, but found {1}. 
CertPathReviewer.certWrongIssuer.summary = Issuer of certificate is not valid. 
CertPathReviewer.certWrongIssuer.details = Issuer of certificate is not valid. Expected {0}, but found {1}.

# intermediate certificate is no ca cert
CertPathReviewer.noCACert.title = Certificate is no CA certificate
CertPathReviewer.noCACert.text = Intermediate certificate is no CA certificate.
CertPathReviewer.noCACert.summary = The certificate is no CA certificate.
CertPathReviewer.noCACert.details = The certificate is no CA certificate but used as one.

# cert laks basic constraints
CertPathReviewer.noBasicConstraints.title = Certificate has no basic constraints
CertPathReviewer.noBasicConstraints.text = Intermediate certificate has no basic constraints.
CertPathReviewer.noBasicConstraints.summary = Intermediate certificate has no basic constraints.
CertPathReviewer.noBasicConstraints.details = Intermediate certificate has no basic constraints.

# error processing basic constraints
CertPathReviewer.errorProcesingBC.title = Error processing the basic constraints extension
CertPathReviewer.errorProcesingBC.text = There was an error while processing the basic constraints extension of this certificate.
CertPathReviewer.errorProcesingBC.summary = Error processing the basic constraints extension. 
CertPathReviewer.errorProcesingBC.details = There was an error while processing the basic constraints extension of this certificate.

# certificate not usable for signing certs
CertPathReviewer.noCertSign.title = Key not usable for signing certificates
CertPathReviewer.noCertSign.text = The key usage constraint does not allow the use of this certificate key for signing certificates.
CertPathReviewer.noCertSign.summary = The certificate key can not be used for signing certificates.
CertPathReviewer.noCertSign.details = The key usage constraint does not allow the use of this certificate key for signing certificates.

# error processing public key
CertPathReviewer.pubKeyError.title = Error processing public key
CertPathReviewer.pubKeyError.text = Error processing public key of the certificate.
CertPathReviewer.pubKeyError.summary = Error processing public key of the certificate.
CertPathReviewer.pubKeyError.details = Error processing public key of the certificate. Could not extract the AlorithmIdentifier for the key.


## check signatures notifications

#
# trust anchor has no keyusage certSign
CertPathReviewer.trustKeyUsage.title = Trust anchor key usage
CertPathReviewer.trustKeyUsage.text = The trust anchor is not alloed to sign certificates. 
CertPathReviewer.trustKeyUsage.summary = The trust anchor is not alloed to sign certificates.
CertPathReviewer.trustKeyUsage.details = The trust anchor is not alloed to sign certificates.

# certificate path validation date
# {0} date for which the cert path is validated
# {1} current date
CertPathReviewer.certPathValidDate.title = Certificate path validation date
CertPathReviewer.certPathValidDate.text = The certificate path was applied on {0,date} {0,time,full}. It was checked at {1,date} {1,time,full}.
CertPathReviewer.certPathValidDate.summary = The certificate path was validated for {0,date} {0,time,full}. It was checked at {1,date} {1,time,full}.
CertPathReviewer.certPathValidDate.details = The certificate path was validated for {0,date} {0,time,full}. It was checked at {1,date} {1,time,full}.


## check policy errors

# error processing certificate policy extension
CertPathReviewer.policyExtError.title = Policy checking failed
CertPathReviewer.policyExtError.text = Policy checking failed: there was an error processing the certificate policy extension. 
CertPathReviewer.policyExtError.summary = Error processing the certificate policy extension.
CertPathReviewer.policyExtError.details = Policy checking failed: there was an error processing the certificate policy extension. 

# error processing policy constraints extension
CertPathReviewer.policyConstExtError.title = Policy checking failed
CertPathReviewer.policyConstExtError.text = Policy checking failed: there was an error processing the policy constraints extension.
CertPathReviewer.policyConstExtError.summary = Error processing the policy constraints extension.
CertPathReviewer.policyConstExtError.details = Policy checking failed: there was an error processing the policy constraints extension.

# error processing policy mapping extension
CertPathReviewer.policyMapExtError.title = Policy checking failed
CertPathReviewer.policyMapExtError.text = Policy checking failed: there was an error processing the policy mapping extension.
CertPathReviewer.policyMapExtError.summary = Error processing the policy mapping extension.
CertPathReviewer.policyMapExtError.details = Policy checking failed: there was an error processing the policy mapping extension.

# error processing inhibit any policy extension
CertPathReviewer.policyInhibitExtError.title = Policy checking failed
CertPathReviewer.policyInhibitExtError.text = Policy checking failed: there was an error processing the inhibit any policy extension.
CertPathReviewer.policyInhibitExtError.summary = Error processing the inhibit any policy extension.
CertPathReviewer.policyInhibitExtError.details = Policy checking failed: there was an error processing the inhibit any policy extension.

# error building qualifier set
CertPathReviewer.policyQualifierError.title = Policy checking failed
CertPathReviewer.policyQualifierError.text = Policy checking failed: error building the policy qualifier set.
CertPathReviewer.policyQualifierError.summary = Policy checking failed: error building the policy qualifier set.
CertPathReviewer.policyQualifierError.details = Policy checking failed: error building the policy qualifier set.

# no valid policy tree - explicit policy required
CertPathReviewer.noValidPolicyTree.title = Policy checking failed
CertPathReviewer.noValidPolicyTree.text = Policy checking failed: no valid policy tree found when one expected.
CertPathReviewer.noValidPolicyTree.summary = Policy checking failed: no valid policy tree found when one expected.
CertPathReviewer.noValidPolicyTree.details = Policy checking failed: no valid policy tree found when one expected.

# expicit policy requested, but no policy available
CertPathReviewer.explicitPolicy.title = Policy checking failed
CertPathReviewer.explicitPolicy.text = Policy checking failed: explicit policy requested but no policy available.
CertPathReviewer.explicitPolicy.summary = Policy checking failed: explicit policy requested but no policy available.
CertPathReviewer.explicitPolicy.details = Policy checking failed: explicit policy requested but no policy available.

# path processing failed on policy
CertPathReviewer.invalidPolicy.title = Path processing failed on policy
CertPathReviewer.invalidPolicy.text = Path processing failed on policy.
CertPathReviewer.invalidPolicy.summary = Path processing failed on policy.
CertPathReviewer.invalidPolicy.details = Path processing failed on policy.

# invalid policy mapping
CertPathReviewer.invalidPolicyMapping.title = Invalid policy mapping 
CertPathReviewer.invalidPolicyMapping.text = Certificate contains an invalid policy mapping.
CertPathReviewer.invalidPolicyMapping.summary = Certificate contains an invalid policy mapping. 
CertPathReviewer.invalidPolicyMapping.details = Certificate contains a policy mapping including the value any policy which is invalid.

## check CRL notifications

# found local valid CRL
# {0} thisUpdate of the CRL
# {1} nextUpdate of the CRL
CertPathReviewer.localValidCRL.title = Found valid local CRL
CertPathReviewer.localValidCRL.text = Found a valid CRL in local certstore. Issued on {0,date}, next update {1,date}.
CertPathReviewer.localValidCRL.summary = Found a valid CRL in local certstore. Issued on {0,date}, next update {1,date}.
CertPathReviewer.localValidCRL.details = Found a valid CRL in local certstore. Issued on {0,date}, next update {1,date}.


# found matching CRL, but not valid
# {0} thisUpdate of the CRL
# {1} nextUpdate of the CRL
CertPathReviewer.localInvalidCRL.title = Local CRL outdated
CertPathReviewer.localInvalidCRL.text = Did not use a matching CRL in a local certstore, because it is outdated. Issued on {0,date}, next update {1,date}.
CertPathReviewer.localInvalidCRL.summary = Did not use a matching CRL in a local certstore, because it is outdated. Issued on {0,date}, next update {1,date}.
CertPathReviewer.localInvalidCRL.details = Did not use a matching CRL in a local certstore, because it is outdated. Issued on {0,date}, next update {1,date}.

# found a valid crl at crl distribution point
# {0} thisUpdate of the CRL
# {1} nextUpdate of the CRL
# {2} the url of the distribution point
CertPathReviewer.onlineValidCRL.title = Found valid CRL at CRL distribution point
CertPathReviewer.onlineValidCRL.text = Found a valid CRL at: {2}. Issued on {0,date}, next update on {1,date}.
CertPathReviewer.onlineValidCRL.summary = Found a valid CRL at: {2}. Issued on {0,date}, next update on {1,date}.
CertPathReviewer.onlineValidCRL.details = Found a valid CRL at: {2}. Issued on {0,date}, next update on {1,date}.

# found an invalid CRL at crl distribution point
# {0} thisUpdate of the CRL
# {1} nextUpdate of the CRL
# {2} the url of the distribution point
CertPathReviewer.onlineInvalidCRL.title = Outdated CRL at CRL distribution point
CertPathReviewer.onlineInvalidCRL.text = The CRL loaded from {2} was outdated. Issued on {0,date}, next update on {1,date}.
CertPathReviewer.onlineInvalidCRL.summary = The CRL loaded from {2} was outdated. Issued on {0,date}, next update on {1,date}.
CertPathReviewer.onlineInvalidCRL.details = The CRL loaded from {2} was outdated. Issued on {0,date}, next update on {1,date}.

#found a CRL at a crl distribution point, but issued by another CA
# {0} issuer of the CRL
# {1} expected issuer
# {2} the url of the distribution point
CertPathReviewer.onlineCRLWrongCA.title = CRL from wrong issuer at CRL distribution point
CertPathReviewer.onlineCRLWrongCA.text = The CRL loaded from {2} has was issued by {0}, excpected {1}.
CertPathReviewer.onlineCRLWrongCA.summary = The CRL loaded from {2} has a wrong issuer.
CertPathReviewer.onlineCRLWrongCA.details = The CRL loaded from {2} has was issued by {0}, excpected {1}.

# Certificate not revoked
CertPathReviewer.notRevoked.title = Certificate not revoked
CertPathReviewer.notRevoked.text = The certificate was not revoked.
CertPathReviewer.notRevoked.summary = The certificate was not revoked.
CertPathReviewer.notRevoked.details = The certificate was not revoked.

# CRL found: certificate was revoked, but after the validationDate
# {0} the date the certificate was revoked
# {1} the reason for revoking the certificate
CertPathReviewer.revokedAfterValidation.title = Certificate was revoked after the validation date
CertPathReviewer.revokedAfterValidation.text = The certificate was revoked after the validation date at {0,date} {0,time,full}. Reason: {1}.
CertPathReviewer.revokedAfterValidation.summary = The certificate was revoked after the validation date at {0,date} {0,time,full}.
CertPathReviewer.revokedAfterValidation.details = The certificate was revoked after the validation date at {0,date} {0,time,full}. Reason: {1}.

# updated crl available
# {0} date since when the update is available
CertPathReviewer.crlUpdateAvailable.title = CRL update available
CertPathReviewer.crlUpdateAvailable.text = An update for the CRL of this certificate is available since {0,date} {0,time,full}.
CertPathReviewer.crlUpdateAvailable.summary = An update for the CRL of this certificate is available since {0,date} {0,time,full}.
CertPathReviewer.crlUpdateAvailable.details = An update for the CRL of this certificate is available since {0,date} {0,time,full}.

# crl distribution point url
# {0} the crl distribution point url as String
CertPathReviewer.crlDistPoint.title = CRL distribution point
CertPathReviewer.crlDistPoint.text = A CRL can be obtained from: {0}.
CertPathReviewer.crlDistPoint.summary = A CRL can be obtained from: {0}.
CertPathReviewer.crlDistPoint.details = A CRL can be obtained from: {0}.

# ocsp location
# {0} the url on which the ocsp service can be found
CertPathReviewer.ocspLocation.title = OCSP responder location
CertPathReviewer.ocspLocation.text = OCSP responder location: {0}.
CertPathReviewer.ocspLocation.summary = OCSP responder location: {0}.
CertPathReviewer.ocspLocation.details = OCSP responder location: {0}.

# unable to get crl from crl distribution point
# {0} the url of the distribution point
# {1} the message of the occurred exception
# {2} the occurred exception
# {3} the name of the exception
CertPathReviewer.loadCrlDistPointError.title = Cannot load CRL from CRL distribution point
CertPathReviewer.loadCrlDistPointError.text = Unable to load a CRL from: {0}. A {3} occurred.
CertPathReviewer.loadCrlDistPointError.summary = Unable to load a CRL from: {0}. A {3} occurred.
CertPathReviewer.loadCrlDistPointError.details = Unable to load a CRL from: {0}. A {3} occurred. Cause: {1}.

# no crl found in certstores
# {0} the issuers which we searched for
# {1} list of crl issuer names that are found in the certstores
# {2} number of crls in the certstores
CertPathReviewer.noCrlInCertstore.title = No matching CRL found in local CRL store
CertPathReviewer.noCrlInCertstore.text = No matching CRL was found in the provided local CRL store.
CertPathReviewer.noCrlInCertstore.summary = No matching CRL was found in the provided local CRL store.
CertPathReviewer.noCrlInCertstore.details = No matching CRL was found in the provided local CRL store. \
No CRL was found for the selector "{0}". The {2} CRL(s) in the certstores are from "{1}".


## check CRL exceptions

# cannot extract issuer from certificate
CertPathReviewer.crlIssuerException.title = CRL checking failed
CertPathReviewer.crlIssuerException.text = CRL checking failed: cannot extract issuer from certificate.
CertPathReviewer.crlIssuerException.summary = CRL checking failed: cannot extract issuer from certificate.
CertPathReviewer.crlIssuerException.details = CRL checking failed: cannot extract issuer from certificate.

# cannot extract crls
# {0} message from the underlying exception
# {1} the underlying exception
# {2} the name of the exception
CertPathReviewer.crlExtractionError.title = CRL checking failed
CertPathReviewer.crlExtractionError.text = CRL checking failed: Cannot extract CRL from CertStore. There was a {2}.
CertPathReviewer.crlExtractionError.summary = CRL checking failed: Cannot extract CRL from CertStore. There was a {2}.
CertPathReviewer.crlExtractionError.details = CRL checking failed: Cannot extract CRL from CertStore. There was a {2}. Cause: {0}.

# Issuer certificate key usage extension does not permit crl signing
CertPathReviewer.noCrlSigningPermited.title = CRL checking failed
CertPathReviewer.noCrlSigningPermited.text = CRL checking failed: issuer certificate does not permit CRL signing.
CertPathReviewer.noCrlSigningPermited.summary = CRL checking failed: issuer certificate does not permit CRL signing.
CertPathReviewer.noCrlSigningPermited.details = CRL checking failed: issuer certificate does not permit CRL signing.

# can not verify crl: issuer public key unknown
CertPathReviewer.crlNoIssuerPublicKey.title = CRL checking failed
CertPathReviewer.crlNoIssuerPublicKey.text = CRL checking failed: Can not verify the CRL: Issuer public key is unknown.
CertPathReviewer.crlNoIssuerPublicKey.summary = CRL checking failed: Can not verify the CRL: Issuer public key is unknown.
CertPathReviewer.crlNoIssuerPublicKey.details = CRL checking failed: Can not verify the CRL: Issuer public key is unknown.

# crl verification failed
CertPathReviewer.crlVerifyFailed.title = CRL checking failed
CertPathReviewer.crlVerifyFailed.text = CRL checking failed: CRL signature is invalid.
CertPathReviewer.crlVerifyFailed.summary = CRL checking failed: CRL signature is invalid.
CertPathReviewer.crlVerifyFailed.details = CRL checking failed: CRL signature is invalid.

# no valid CRL found
CertPathReviewer.noValidCrlFound.title = CRL checking failed
CertPathReviewer.noValidCrlFound.text = CRL checking failed: no valid CRL found.
CertPathReviewer.noValidCrlFound.summary = CRL checking failed: no valid CRL found.
CertPathReviewer.noValidCrlFound.details = CRL checking failed: no valid CRL found.

# No base CRL for delta CRL
CertPathReviewer.noBaseCRL.title = CRL checking failed
CertPathReviewer.noBaseCRL.text = CRL checking failed: no base CRL found for delta CRL.
CertPathReviewer.noBaseCRL.summary = CRL checking failed: no base CRL found for delta CRL.
CertPathReviewer.noBaseCRL.details = CRL checking failed: no base CRL found for delta CRL.

# certificate revoked
# {0} the date the certificate was revoked
# {1} the reason for revoking the certificate
CertPathReviewer.certRevoked.title = Certificate was revoked
CertPathReviewer.certRevoked.text = The certificate was revoked at {0,date} {0,time,full}. Reason: {1}.
CertPathReviewer.certRevoked.summary = The certificate was revoked at {0,date} {0,time,full}.
CertPathReviewer.certRevoked.details = The certificate was revoked at {0,date} {0,time,full}. Reason: {1}.

# error processing issuing distribution point extension
CertPathReviewer.distrPtExtError.title = CRL checking failed
CertPathReviewer.distrPtExtError.text = CRL checking failed: there was an error processing the issuing distribution point extension. 
CertPathReviewer.distrPtExtError.summary = Error processing the issuing distribution point extension.
CertPathReviewer.distrPtExtError.details = CRL checking failed: there was an error processing the issuing distribution point extension.

# error processing crl distribution points extension
CertPathReviewer.crlDistPtExtError.title = CRL checking failed
CertPathReviewer.crlDistPtExtError.text = CRL checking failed: there was an error processing the crl distribution points extension.
CertPathReviewer.crlDistPtExtError.summary = Error processing the crl distribution points extension.
CertPathReviewer.crlDistPtExtError.details = CRL checking failed: there was an error processing the crl distribution points extension.

# error processing the authority info access extension
CertPathReviewer.crlAuthInfoAccError.title = CRL checking failed
CertPathReviewer.crlAuthInfoAccError.text = CRL checking failed: there was an error processing the authority info access extension.
CertPathReviewer.crlAuthInfoAccError.summary = Error processing the authority info access extension.
CertPathReviewer.crlAuthInfoAccError.details = CRL checking failed: there was an error processing the authority info access extension.

# error processing delta crl indicator extension
CertPathReviewer.deltaCrlExtError.title = CRL checking failed
CertPathReviewer.deltaCrlExtError.text = CRL checking failed: there was an error processing the delta CRL indicator extension. 
CertPathReviewer.deltaCrlExtError.summary = Error processing the delta CRL indicator extension.
CertPathReviewer.deltaCrlExtError.details = CRL checking failed: there was an error processing the delta CRL indicator extension.

# error porcessing crl number extension
CertPathReviewer.crlNbrExtError.title = CRL checking failed
CertPathReviewer.crlNbrExtError.text = CRL checking failed: there was an error processing the CRL number extension.
CertPathReviewer.crlNbrExtError.summary = Error processing the CRL number extension.
CertPathReviewer.crlNbrExtError.details = CRL checking failed: there was an error processing the CRL number extension.

# error processing crl reason code extension
CertPathReviewer.crlReasonExtError.title = CRL checking failed
CertPathReviewer.crlReasonExtError.text = CRL checking failed: there was an error processing the CRL reason code extension.
CertPathReviewer.crlReasonExtError.summary = Error processing the CRL reason code extension.
CertPathReviewer.crlReasonExtError.details = CRL checking failed: there was an error processing the CRL reason code extension.

# error processing basic constraints extension
CertPathReviewer.crlBCExtError.title = CRL checking failed
CertPathReviewer.crlBCExtError.text = CRL checking failed: there was an error processing the basic constraints extension.
CertPathReviewer.crlBCExtError.summary = Error processing the basic constraints extension.
CertPathReviewer.crlBCExtError.details = CRL checking failed: there was an error processing the basic constraints extension.

# CA Cert CRL only contains user certificates
CertPathReviewer.crlOnlyUserCert.title = CRL checking failed
CertPathReviewer.crlOnlyUserCert.text = CRL checking failed: CRL only contains user certificates.
CertPathReviewer.crlOnlyUserCert.summary = CRL checking failed: CRL only contains user certificates.
CertPathReviewer.crlOnlyUserCert.details = CRL checking failed: CRL for CA certificate only contains user certificates.

# End CRL only contains CA certificates
CertPathReviewer.crlOnlyCaCert.title = CRL checking failed
CertPathReviewer.crlOnlyCaCert.text = CRL checking failed: CRL only contains CA certificates.
CertPathReviewer.crlOnlyCaCert.summary = CRL checking failed: CRL only contains CA certificates.
CertPathReviewer.crlOnlyCaCert.details = CRL checking failed: CRL for end certificate only contains CA certificates.

# onlyContainsAttributeCerts boolean is asserted
CertPathReviewer.crlOnlyAttrCert.title = CRL checking failed
CertPathReviewer.crlOnlyAttrCert.text = CRL checking failed: CRL only contains attribute certificates.
CertPathReviewer.crlOnlyAttrCert.summary = CRL checking failed: CRL only contains attribute certificates.
CertPathReviewer.crlOnlyAttrCert.details = CRL checking failed: CRL only contains attribute certificates.


## QcStatement notifications

# unkown statement
# {0} statement OID
# {1} statement as ANS1Sequence
CertPathReviewer.QcUnknownStatement.title = Unknown statement in QcStatement extension 
CertPathReviewer.QcUnknownStatement.text = Unknown statement in QcStatement extension: OID = {0}
CertPathReviewer.QcUnknownStatement.summary = Unknown statement in QcStatement extension: OID = {0}
CertPathReviewer.QcUnknownStatement.details = Unknown statement in QcStatement extension: OID = {0}, statement = {1}

# QcLimitValue Alpha currency code
# {0} currency code
# {1} limit value
# {2} monetary value as MonetaryValue
CertPathReviewer.QcLimitValueAlpha.title = Transaction Value Limit
CertPathReviewer.QcLimitValueAlpha.text = This certificate has a limit for the transaction value: {1,number, ###,###,###,##0.00#} {0}.
CertPathReviewer.QcLimitValueAlpha.summary = Transaction value limit: {1,number, ###,###,###,##0.00#} {0}.
CertPathReviewer.QcLimitValueAlpha.details = This certificate has a limitation on the value of transaction for which this certificate can be used to the specified amount, according to the Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures, as implemented in the law of the country specified in the issuer field of this certificate. The limit for this certificate is {1,number, ###,###,###,##0.00#} {0}.

# QcLimitValue Numeric currency code
# {0} currency code
# {1} limit value
# {2} monetary value as MonetaryValue
CertPathReviewer.QcLimitValueNum.title = Transaction Value Limit
CertPathReviewer.QcLimitValueNum.text = This certificate has a limit for the transaction value: {1,number, ###,###,###,##0.00#} of currency {0} (See RFC 4217 for currency codes).
CertPathReviewer.QcLimitValueNum.summary = Transaction value limit: {1,number, ###,###,###,##0.00#} of currency {0} (See RFC 4217 for currency codes).
CertPathReviewer.QcLimitValueNum.details = This certificate has a limitation on the value of transaction for which this certificate can be used to the specified amount, according to the Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures, as implemented in the law of the country specified in the issuer field of this certificate. The limit for this certificate is {1,number, ###,###,###,##0.00#} of currency {0} (See RFC 4217 for currency codes).

# QcSSCD
CertPathReviewer.QcSSCD.title = QcSSCD Statement
CertPathReviewer.QcSSCD.text = (SSCD) The issuer claims that for the certificate where this statement appears that the private key associated with the public key in the certificate is protected according to Annex III of the Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures.
CertPathReviewer.QcSSCD.summary = (SSCD) The issuer claims that for the certificate where this statement appears that the private key associated with the public key in the certificate is protected according to Annex III of the Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures.
CertPathReviewer.QcSSCD.details = (SSCD) The issuer claims that for the certificate where this statement appears that the private key associated with the public key in the certificate is protected according to Annex III of the Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures.

# QcEuCompliance
CertPathReviewer.QcEuCompliance.title = Qualified Certificate
CertPathReviewer.QcEuCompliance.text = This certificate is issued as a Qualified Certificate according Annex I and II of the Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures, as implemented in the law of the country specified in the issuer field of this certificate.
CertPathReviewer.QcEuCompliance.summary = This certificate is issued as a Qualified Certificate according Annex I and II of the Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures, as implemented in the law of the country specified in the issuer field of this certificate.
CertPathReviewer.QcEuCompliance.details = This certificate is issued as a Qualified Certificate according Annex I and II of the Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures, as implemented in the law of the country specified in the issuer field of this certificate. 

## QcStatement errors

# error processing the QcStatement extension
CertPathReviewer.QcStatementExtError.title = Error processing the qc statements extension
CertPathReviewer.QcStatementExtError.text = Error processing the qc statements extension.
CertPathReviewer.QcStatementExtError.summary = Error processing the qc statements extension.
CertPathReviewer.QcStatementExtError.details = Error processing the qc statements extension.

## unknown/generic errors
CertPathReviewer.unknown.title = Unexpected Error 
CertPathReviewer.unknown.text = Unexpected Error {0}
CertPathReviewer.unknown.summary = Unexpected Error 
CertPathReviewer.unknown.details = Unexpected Error {0}

#
# crl reasons
#
unspecified = Unspecified
keyCompromise = Key Compromise
cACompromise = CA Compromise
affiliationChanged = Affiliation Changed
superseded = Superseded
cessationOfOperation = Cessation of Operation
certificateHold = Certificate Hold
unknown = Unknown
removeFromCRL = Remove from CRL
privilegeWithdrawn = Privilege Withdrawn
aACompromise = AA Compromise

#
#
#
missingIssuer = The missing certificate was issued by
missingSerial = with the serial number
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## constructor exceptions 

# cert path is empty
CertPathReviewer.emptyCertPath.title = Zertifizierungspfad ist leer
CertPathReviewer.emptyCertPath.text = PKIXCertPathReviewer: der Zertifizierungspfad ist leer.
CertPathReviewer.emptyCertPath.summary = PKIXCertPathReviewer: der Zertifizierungspfad ist leer.
CertPathReviewer.emptyCertPath.details = PKIXCertPathReviewer: der Zertifizierungspfad ist leer.

## name constraints processing errors

# cert DN is not in the permitted tree
# {0} DN as String 
CertPathReviewer.notPermittedDN.title = Fehler bei der Namensbeschränkung: Zertifikats DN ist nicht erlaubt
CertPathReviewer.notPermittedDN.text = Fehler bei der Namensbeschränkung: Der Zertifikats DN {0} ist nicht erlaubt.
CertPathReviewer.notPermittedDN.summary = Fehler bei der Namensbeschränkung: Der Zertifikats DN ist nicht erlaubt.
CertPathReviewer.notPermittedDN.details = Fehler bei der Namensbeschränkung: Der Zertifikats DN {0} ist nicht im Set der erlaubten DNs.

# cert DN is in the excluded tree
# {0} DN as String
CertPathReviewer.excludedDN.title = Fehler bei der Namensbeschränkung: Zertifikats DN ist ausgeschlossen
CertPathReviewer.excludedDN.text = Fehler bei der Namensbeschränkung: Der Zertifikats DN {0} ist ausgeschlossen.
CertPathReviewer.excludedDN.summary = Fehler bei der Namensbeschränkung: Der Zertifikats DN ist ausgeschlossen
CertPathReviewer.excludedDN.details = Fehler bei der Namensbeschränkung: Der Zertifikats DN ist {0} is innerhalb des Sets von ausgeschlossenen DNs.

# cert email is not in the permitted tree
# {0} email address as String
CertPathReviewer.notPermittedEmail.title = Fehler bei der Namensbeschränkung: nicht erlaubte Email Addresse
CertPathReviewer.notPermittedEmail.text = Fehler bei der Namensbeschränkung: Das Zertifikat enthält die nicht erlaubte Email Addresse {0}.
CertPathReviewer.notPermittedEmail.summary = Fehler bei der Namensbeschränkung: Die Email Addresse ist nicht erlaubt.
CertPathReviewer.notPermittedEmail.details = Fehler bei der Namensbeschränkung: Das Zertifikat enthält die Email Addresse {0}, welche nicht im Set der erlaubten Email Addressen ist.

# cert email is in the excluded tree
# {0} email as String
CertPathReviewer.excludedEmail.title = Fehler bei der Namensbeschränkung: Email Addresse ausgeschlossen
CertPathReviewer.excludedEmail.text = Fehler bei der Namensbeschränkung: Die Email Addresse {0} im Zertifikat ist ausgeschlossen. 
CertPathReviewer.excludedEmail.summary = Fehler bei der Namensbeschränkung: Die Email Addresse ist ausgeschlossen.
CertPathReviewer.excludedEmail.details = Fehler bei der Namensbeschränkung: Das Zertifikat enthält die Email Addresse {0}, welche im Set der ausgeschlossenen Email Addressen ist.

# cert IP is not in the permitted tree
# {0} ip address as String
CertPathReviewer.notPermittedIP.title = Fehler bei der Namensbeschränkung: nicht erlaubte IP Addresse
CertPathReviewer.notPermittedIP.text = Fehler bei der Namensbeschränkung: Das Zertifikat enthält die nicht erlaubte IP Addresse {0}.
CertPathReviewer.notPermittedIP.summary = Fehler bei der Namensbeschränkung: Die IP Addresse ist nicht erlaubt.
CertPathReviewer.notPermittedIP.details = Fehler bei der Namensbeschränkung: Das Zertifikat enthält die IP Addresse {0}, welche nicht im Set der erlaubten IP Addressen ist.

# cert ip is in the excluded tree
# {0} ip address as String
CertPathReviewer.excludedIP.title = Fehler bei der Namensbeschränkung: Ausgeschlossene IP Addresse
CertPathReviewer.excludedIP.text = Fehler bei der Namensbeschränkung: Das Zertifikat enhält die ausgeschlossene IP Addresse {0}.
CertPathReviewer.excludedIP.summary = Fehler bei der Namensbeschränkung: Die IP Addresse im Zertifikat ist ausgeschlossen.
CertPathReviewer.excludedIP.details = Fehler bei der Namensbeschränkung: Das Zertifikat enthält die IP Addresse {0}, welche im Set der ausgeschlossenen IP Addressen ist.

# error processing the name constraints extension
CertPathReviewer.ncExtError.title = Prüfen der Namensbeschränkungen fehlgeschlagen
CertPathReviewer.ncExtError.text = Prüfen der Namensbeschränkungen fehlgeschlagen: Es gab Fehler bei der Verarbeitung der Name Constraints Erweiterung des Zertifikats.
CertPathReviewer.ncExtError.summary = Prüfen der Namensbeschränkungen fehlgeschlagen: Fehler bei der Verarbeitung der Name Constraints Erweiterung.
CertPathReviewer.ncExtError.details = Prüfen der Namensbeschränkungen fehlgeschlagen: Es gab Fehler bei der Verarbeitung der Name Constraints Erweiterung des Zertifikats.

# error processing the subject alternative name extension
CertPathReviewer.subjAltNameExtError.title = Prüfen der Namensbeschränkungen fehlgeschlagen
CertPathReviewer.subjAltNameExtError.text = Prüfen der Namensbeschränkungen fehlgeschlagen: Es gab Fehler bei der Verarbeitung der Subject Alternative Name Erweiterung des Zertifikats.
CertPathReviewer.subjAltNameExtError.summary = Prüfen der Namensbeschränkungen fehlgeschlagen: Fehler bei der Verarbeitung der Subject Alternative Name Erweiterung.
CertPathReviewer.subjAltNameExtError.details = Prüfen der Namensbeschränkungen fehlgeschlagen: Es gab Fehler bei der Verarbeitung der Subject Alternative Name Erweiterung des Zertifikats.

# exception extracting subject name when checking subtrees
# {0} subject Principal
CertPathReviewer.ncSubjectNameError.title = Prüfen der Namensbeschränkungen fehlgeschlagen
CertPathReviewer.ncSubjectNameError.text = Prüfen der Namensbeschränkungen fehlgeschlagen: Es gab einen Fehler beim auslesen des DN des Zertifikats.
CertPathReviewer.ncSubjectNameError.summary = Prüfen der Namensbeschränkungen fehlgeschlagen: Fehler beim auslesen des DNs.
CertPathReviewer.ncSubjectNameError.details = Prüfen der Namensbeschränkungen fehlgeschlagen: Es gab einen Fehler beim auslesen des DN des Zertifikats.


## path length errors

# max path length extended
CertPathReviewer.pathLenghtExtended.title = Maximale Pfadlänge überschritten 
CertPathReviewer.pathLenghtExtended.text = Zertifizierungspfad ungültig: die Maximale Pfadlänge ist überschritten.
CertPathReviewer.pathLenghtExtended.summary = Zertifizierungspfad ungültig: die Maximale Pfadlänge ist überschritten.
CertPathReviewer.pathLenghtExtended.details = Zertifizierungspfad ungültig: die Maximale Pfadlänge ist überschritten.

# error reading length constraint from basic constraint extension
CertPathReviewer.processLengthConstError.title = Prüfen der Pfadlänge fehlgeschlagen
CertPathReviewer.processLengthConstError.text = Prüfen der Pfadlänge fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der subject alternative name Erweiterung des Zertifikats. 
CertPathReviewer.processLengthConstError.summary = Fehler bei der Verarbeitung der subject alternative name Erweiterung.
CertPathReviewer.processLengthConstError.details = Prüfen der Pfadlänge fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der subject alternative name Erweiterung des Zertifikats.


## path length notifications

# total path length as defined in rfc 3280
# {0} the path length as Integer
CertPathReviewer.totalPathLength.title = Totale Pfadlänge
CertPathReviewer.totalPathLength.text = Die totale Pfadlänge ohne self-signed Zertifikate ist {0}.
CertPathReviewer.totalPathLength.summary = Die totale Pfadlänge ohne self-signed Zertifikate ist {0}.
CertPathReviewer.totalPathLength.details = Die totale Pfadlänge ohne self-signed Zertifikate, wie beschrieben in RFC 3280, ist {0}.


## critical extensions errors

# one unknown critical extension
# {0} extension as String
CertPathReviewer.unknownCriticalExt.title = Unbekannte kritische Erweiterung
CertPathReviewer.unknownCriticalExt.text = Das Zertifikat enhält eine unbekannte kritische Erweiterung mit der OID {0}.
CertPathReviewer.unknownCriticalExt.summary = Unbekannte kritische Erweiterung: {0}.
CertPathReviewer.unknownCriticalExt.details = Das Zertifikat enhält eine unbekannte kritische Erweiterung mit der OID {0}.

# more unknown critical extensions
# {0} extensions as Set of Strings
CertPathReviewer.unknownCriticalExts.title = Unbekannte kritische Erweiterung
CertPathReviewer.unknownCriticalExts.text = Das Zertifikat enhält zwei oder mehr unbekannte kritische Erweiterungen mit den OIDs {0}.
CertPathReviewer.unknownCriticalExts.summary = Unbekannte kritische Erweiterungen: {0}.
CertPathReviewer.unknownCriticalExts.details = Das Zertifikat enhält zwei oder mehr unbekannte kritische Erweiterungen mit den OIDs {0}.

# error processing critical extension
# {0} the message of the underlying exception
# {1} the underlying exception
# {2} the name of the exception
CertPathReviewer.criticalExtensionError.title = Fehler bei der Verarbeitung einer kritischen Erweiterung
CertPathReviewer.criticalExtensionError.text = Fehler bei der Verarbeitung einer kritischen Erweiterung. Es gab eine {2}.
CertPathReviewer.criticalExtensionError.summary = Fehler bei der Verarbeitung einer kritischen Erweiterung. Es gab eine {2}.
CertPathReviewer.criticalExtensionError.details = Fehler bei der Verarbeitung einer kritischen Erweiterung. Es gab eine {2}. Grund: {0}.

# error initializing the certpath checkers
# {0} the message of the underlying exception
# {1} the underlying exception
# {2} the name of the exception
CertPathReviewer.certPathCheckerError.title = Prüfen der kritischen Erweiterungen fehlgeschlagen
CertPathReviewer.certPathCheckerError.text = Prüfen der kritischen Erweiterungen fehlgeschlagen: Es gab eine {2} bei der Initialisierung eines CertPathChecker.
CertPathReviewer.certPathCheckerError.summary = Prüfen der kritischen Erweiterungen fehlgeschlagen: {2} bei der Initialisierung eines CertPathChecker.
CertPathReviewer.certPathCheckerError.details = Prüfen der kritischen Erweiterungen fehlgeschlagen: Es gab eine {2} bei der Initialisierung eines CertPathChecker. Grund: {0}


## check signature errors

CertPathReviewer.rootKeyIsValidButNotATrustAnchor.title = rootKeyIsValidButNotATrustAnchor
CertPathReviewer.rootKeyIsValidButNotATrustAnchor.text = Das Zertifikat hat eine gültige Signatur, ist aber kein vertrauenswürdiges Root Zertifikat.
CertPathReviewer.rootKeyIsValidButNotATrustAnchor.summary = Das Zertifikat hat eine gültige Signatur, ist aber kein vertrauenswürdiges Root Zertifikat.
CertPathReviewer.rootKeyIsValidButNotATrustAnchor.details = Das Zertifikat hat eine gültige Signatur, ist aber kein vertrauenswürdiges Root Zertifikat.

# trustanchor found, but certificate validation failed
CertPathReviewer.trustButInvalidCert.title = Vertrauenswürdiges Root Zertifikat invalid
CertPathReviewer.trustButInvalidCert.text = Ein Root Zertifikat wurde gefunden. Es hat aber einen anderen öffentlichen Schlüssel als verwendet wurde um das erste Zertifikat des Zertifizierungspfades zu signieren.
CertPathReviewer.trustButInvalidCert.summary = Ein Root Zertifikat wurde gefunden. Es hat aber einen anderen öffentlichen Schlüssel als verwendet wurde um das erste Zertifikat des Zertifizierungspfades zu signieren.
CertPathReviewer.trustButInvalidCert.details = Ein Root Zertifikat wurde gefunden. Es hat aber einen anderen öffentlichen Schlüssel als verwendet wurde um das erste Zertifikat des Zertifizierungspfades zu signieren.

# trustanchor - cannot extract issuer
CertPathReviewer.trustAnchorIssuerError.title = Kann kein vertrauenswürdiges Root Zertifikat finden
CertPathReviewer.trustAnchorIssuerError.text = Kann kein vertrauenswürdiges Root Zertifikat finden: Der Herausgeber vom Zertifikat kann nicht auslesen werden.
CertPathReviewer.trustAnchorIssuerError.summary = Kann kein vertrauenswürdiges Root Zertifikat finden: Der Herausgeber vom Zertifikat kann nicht auslesen werden.
CertPathReviewer.trustAnchorIssuerError.details = Kann kein vertrauenswürdiges Root Zertifikat finden: Der Herausgeber vom Zertifikat kann nicht auslesen werden.

# no trustanchor was found for the certificate path
# {0} issuer of the root certificate of the path
# {1} number of trusted root certificates (trustanchors) provided
CertPathReviewer.noTrustAnchorFound.title = Kein vertrauenswürdiges Root Zertifikat gefunden
CertPathReviewer.noTrustAnchorFound.text = Das Root Zertifikat der Zertifizierungspfads wurde nicht von einer vertrauenswürdigen CA ausgestellt. Der Name der CA ist "{0}".
CertPathReviewer.noTrustAnchorFound.summary = Das Root Zertifikat der Zertifizierungspfads wurde nicht von einer vertrauenswürdigen CA ausgestellt.
CertPathReviewer.noTrustAnchorFound.details = Das Root Zertifikat der Zertifizierungspfads wurde nicht von einer vertrauenswürdigen CA ausgestellt. Der Name der CA ist "{0}". Der Root-Zertifikat-Speicher enthält {1} CA(s).

# conflicting trust anchors
# {0} number of trustanchors found (Integer)
# {1} the ca name
CertPathReviewer.conflictingTrustAnchors.title = Korrupter Root-Zertifikat-Speicher
CertPathReviewer.conflictingTrustAnchors.text = Warnung: Es sind {0} öffentliche Schlüssel für die CA "{1}" im Root-Zertifikat-Speicher vorhanden - bitte prüfen Sie mit der CA welches der richtige Schlüssel ist.
CertPathReviewer.conflictingTrustAnchors.summary = Warnung: Es sind {0} öffentliche Schlüssel für die CA "{1}" im Root-Zertifikat-Speicher vorhanden - bitte prüfen Sie mit der CA welches der richtige Schlüssel ist.
CertPathReviewer.conflictingTrustAnchors.details = Warnung: Es sind {0} öffentliche Schlüssel für die CA "{1}" im Root-Zertifikat-Speicher vorhanden - bitte prüfen Sie mit der CA welches der richtige Schlüssel ist.

# trustanchor DN is invalid
# {0} DN of the Trustanchor
CertPathReviewer.trustDNInvalid.title = DN des vertrauenswürdigen Root Zertifikats mit falschem Format.
CertPathReviewer.trustDNInvalid.text = Der DN des vertrauenswürdigen Root Zertifikats hat ein falsches Format: {0}.
CertPathReviewer.trustDNInvalid.summary = Der DN des vertrauenswürdigen Root Zertifikats hat ein falsches Format: {0}.
CertPathReviewer.trustDNInvalid.details = Der DN des vertrauenswürdigen Root Zertifikats hat ein falsches Format: {0}. Es ist kein gültiger X.500 Name. Siehe RFC 1779 oder RFC 2253. 

# trustanchor public key algorithm error
CertPathReviewer.trustPubKeyError.title = Fehler bei der Verarbeitung des öffentlichen Schlüssels der vertrauenswürdigen Root Zertifikats
CertPathReviewer.trustPubKeyError.text = Fehler bei der Verarbeitung des öffentlichen Schlüssels der vertrauenswürdigen Root Zertifikats.
CertPathReviewer.trustPubKeyError.summary = Fehler bei der Verarbeitung des öffentlichen Schlüssels der vertrauenswürdigen Root Zertifikats.
CertPathReviewer.trustPubKeyError.details = Fehler bei der Verarbeitung des öffentlichen Schlüssels der vertrauenswürdigen Root Zertifikats. Der AlorithmIdentifier vom Schlüssel kann nicht ausgelesen werden.

# can not verifiy signature: issuer public key unknown
CertPathReviewer.NoIssuerPublicKey.title = Zertifikats Signatur kann nicht geprüft werden 
CertPathReviewer.NoIssuerPublicKey.text = Die Zertifikats Signatur kann nicht geprüft werden: Der öffentliche Schlüssel des Herausgebers ist unbekannt.
CertPathReviewer.NoIssuerPublicKey.summary = Die Zertifikats Signatur kann nicht geprüft werden: Der öffentliche Schlüssel des Herausgebers ist unbekannt.
CertPathReviewer.NoIssuerPublicKey.details = Die Zertifikats Signatur kann nicht geprüft werden: Der öffentliche Schlüssel des Herausgebers ist unbekannt.

# signature can not be verified
# {0} message of the underlying exception (english)
# {1} the underlying exception
# {2} the name of the exception
CertPathReviewer.signatureNotVerified.title = Zertifikats Signatur ist ungültig
CertPathReviewer.signatureNotVerified.text = Die Zertifikats Signatur ist ungültig. Es gab eine {2}.
CertPathReviewer.signatureNotVerified.summary = Die Zertifikats Signatur ist ungültig.
CertPathReviewer.signatureNotVerified.details = Die Zertifikats Signatur ist ungültig. Es gab eine {2}. Grund: {0}

# certificate expired
# {0} the date the certificate expired 
CertPathReviewer.certificateExpired.title = Zertifikat ist abgelaufen
CertPathReviewer.certificateExpired.text = Das Zertifikat ist ungültig. Es ist am {0,date} {0,time,full} abgelaufen.
CertPathReviewer.certificateExpired.summary = Das Zertifikat ist abgelaufen am {0,date} {0,time,full}.
CertPathReviewer.certificateExpired.details = Das Zertifikat ist ungültig. Es ist am {0,date} {0,time,full} abgelaufen. 

# certificate not yet valid
# {0} the date from which on the certificate is valid
CertPathReviewer.certificateNotYetValid.title = Das Zertifikat ist noch nicht gültig
CertPathReviewer.certificateNotYetValid.text = Das Zertifikat ist ungültig. Es ist erst gültig ab {0,date} {0,time,full}.
CertPathReviewer.certificateNotYetValid.summary = Das Zertifikat ist nicht gültig bis {0,date} {0,time,full}.
CertPathReviewer.certificateNotYetValid.details = Das Zertifikat ist ungültig. Es ist erst gültig ab {0,date} {0,time,full}. 

# certificate invalid issuer DN
# {0} expected issuer DN as String
# {1} found issuer DN as String
CertPathReviewer.certWrongIssuer.title = Falscher Herausgeber
CertPathReviewer.certWrongIssuer.text = Das Herausgeber des Zertifikats ist ungültig. Erwartet {0}, gefunden {1}. 
CertPathReviewer.certWrongIssuer.summary = Das Herausgeber des Zertifikats ist ungültig. 
CertPathReviewer.certWrongIssuer.details = Das Herausgeber des Zertifikats ist ungültig. Erwartet {0}, gefunden {1}.

# intermediate certificate is no ca cert
CertPathReviewer.noCACert.title = Zertifikat ist kein CA Zertifikat
CertPathReviewer.noCACert.text = Das Zertifikat ist kein CA Zertifikat.
CertPathReviewer.noCACert.summary = Das Zertifikat ist kein CA Zertifikat.
CertPathReviewer.noCACert.details = Das Zertifikat ist kein CA Zertifikat, wird aber wie eines gebraucht.

# cert laks basic constraints
CertPathReviewer.noBasicConstraints.title = Zertifikat hat keine Basiseinschränkungen
CertPathReviewer.noBasicConstraints.text = Das Zertifikat hat keine Basiseinschränkungen.
CertPathReviewer.noBasicConstraints.summary = Das Zertifikat hat keine Basiseinschränkungen.
CertPathReviewer.noBasicConstraints.details = Das Zertifikat hat keine Basiseinschränkungen.

# error processing basic constraints
CertPathReviewer.errorProcesingBC.title = Fehler bei der Verarbeitung der Basiseinschränkungen
CertPathReviewer.errorProcesingBC.text = Es gab einen Fehler bei der Verarbeitung der Basiseinschränkungen des Zertifikats.
CertPathReviewer.errorProcesingBC.summary = Fehler bei der Verarbeitung der Basiseinschränkungen 
CertPathReviewer.errorProcesingBC.details = Es gab einen Fehler bei der Verarbeitung der Basiseinschränkungen des Zertifikats.

# certificate not usable for signing certs
CertPathReviewer.noCertSign.title = Schlüssel nicht nutzbar für Zertifikatssignaturen
CertPathReviewer.noCertSign.text = Der Schlüssel kann nicht zum Signieren von Zertifikaten verwendet werden.
CertPathReviewer.noCertSign.summary = Der Schlüssel kann nicht zum Signieren von Zertifikaten verwendet werden.
CertPathReviewer.noCertSign.details = Der Schlüssel kann nicht zum Signieren von Zertifikaten verwendet werden.

# error processing public key
CertPathReviewer.pubKeyError.title = Fehler bei der Verarbeitung des öffentlichen Schlüssels
CertPathReviewer.pubKeyError.text = Fehler bei der Verarbeitung des öffentlichen Schlüssels des Zertifikats.
CertPathReviewer.pubKeyError.summary = Fehler bei der Verarbeitung des öffentlichen Schlüssels des Zertifikats.
CertPathReviewer.pubKeyError.details = Fehler bei der Verarbeitung des öffentlichen Schlüssels des Zertifikats. Der AlorithmIdentifier konnte nicht extrahiert werden.


## check signatures notifications

#
# trust anchor has no keyusage certSign
CertPathReviewer.trustKeyUsage.title = Root-Zertifikat Schlüsselverwendung
CertPathReviewer.trustKeyUsage.text = Das Root-Zertifikat darf nicht zum Signieren von Zertifikaten verwendet werden.
CertPathReviewer.trustKeyUsage.summary = Das Root-Zertifikat darf nicht zum Signieren von Zertifikaten verwendet werden.
CertPathReviewer.trustKeyUsage.details = Das Root-Zertifikat darf nicht zum Signieren von Zertifikaten verwendet werden.

# certificate path validation date
# {0} date for which the cert path is validated
# {1} current date
CertPathReviewer.certPathValidDate.title = Datum der Zertifikatspfad Validierung
CertPathReviewer.certPathValidDate.text = Der Zertifikatspfad wurde am {0,date} {0,time,full} angewendet. Er wurde am {1,date} {1,time,full} geprüft.
CertPathReviewer.certPathValidDate.summary = Der Zertifikatspfad wurde am {0,date} {0,time,full} angewendet. Er wurde am {1,date} {1,time,full} geprüft.
CertPathReviewer.certPathValidDate.details = Der Zertifikatspfad wurde am {0,date} {0,time,full} angewendet. Er wurde am {1,date} {1,time,full} geprüft.


## check policy errors

# error processing certificate policy extension
CertPathReviewer.policyExtError.title = Prüfen der Policy fehlgeschlagen
CertPathReviewer.policyExtError.text = Prüfen der Policy fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Policy Erweiterung. 
CertPathReviewer.policyExtError.summary = Fehler bei der Verarbeitung der Policy Erweiterung.
CertPathReviewer.policyExtError.details = Prüfen der Policy fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Policy Erweiterung. 

# error processing policy constraints extension
CertPathReviewer.policyConstExtError.title = Prüfen der Policy fehlgeschlagen
CertPathReviewer.policyConstExtError.text = Prüfen der Policy fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Policy Constraints Erweiterung.
CertPathReviewer.policyConstExtError.summary = Fehler bei der Verarbeitung der Policy Constraints Erweiterung.
CertPathReviewer.policyConstExtError.details = Prüfen der Policy fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Policy Constraints Erweiterung.

# error processing policy mapping extension
CertPathReviewer.policyMapExtError.title = Prüfen der Policy fehlgeschlagen
CertPathReviewer.policyMapExtError.text = Prüfen der Policy fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Policy Mapping Erweiterung.
CertPathReviewer.policyMapExtError.summary = Fehler bei der Verarbeitung der Policy Mapping Erweiterung.
CertPathReviewer.policyMapExtError.details = Prüfen der Policy fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Policy Mapping Erweiterung.

# error processing inhibit any policy extension
CertPathReviewer.policyInhibitExtError.title = Prüfen der Policy fehlgeschlagen
CertPathReviewer.policyInhibitExtError.text = Prüfen der Policy fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Inhibit Any Policy Erweiterung.
CertPathReviewer.policyInhibitExtError.summary = Fehler bei der Verarbeitung der Inhibit Any Policy Erweiterung.
CertPathReviewer.policyInhibitExtError.details = Prüfen der Policy fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Inhibit Any Policy Erweiterung.

# error building qualifier set
CertPathReviewer.policyQualifierError.title = Prüfen der Policy fehlgeschlagen
CertPathReviewer.policyQualifierError.text = Prüfen der Policy fehlgeschlagen: Fehler beim erstellen des Policy Qualifier Set.
CertPathReviewer.policyQualifierError.summary = Prüfen der Policy fehlgeschlagen: Fehler beim erstellen des Policy Qualifier Set.
CertPathReviewer.policyQualifierError.details = Prüfen der Policy fehlgeschlagen: Fehler beim erstellen des Policy Qualifier Set.

# no valid policy tree - explicit policy required
CertPathReviewer.noValidPolicyTree.title = Prüfen der Policy fehlgeschlagen
CertPathReviewer.noValidPolicyTree.text = Prüfen der Policy fehlgeschlagen: Kein gültiger Policy Baum gefunden, als einer erwartet wurde.
CertPathReviewer.noValidPolicyTree.summary = Prüfen der Policy fehlgeschlagen: Kein gültiger Policy Baum gefunden, als einer erwartet wurde.
CertPathReviewer.noValidPolicyTree.details = Prüfen der Policy fehlgeschlagen: Kein gültiger Policy Baum gefunden, als einer erwartet wurde.

# expicit policy requested, but no policy available
CertPathReviewer.explicitPolicy.title = Prüfen der Policy fehlgeschlagen
CertPathReviewer.explicitPolicy.text = Prüfen der Policy fehlgeschlagen: Policy verlang, aber keine Policy vorhanden.
CertPathReviewer.explicitPolicy.summary = Prüfen der Policy fehlgeschlagen: Policy verlang, aber keine Policy vorhanden.
CertPathReviewer.explicitPolicy.details = Prüfen der Policy fehlgeschlagen: Policy verlang, aber keine Policy vorhanden.

# path processing failed on policy
CertPathReviewer.invalidPolicy.title = Pfad Validierung wegen der Policy fehlgeschlagen
CertPathReviewer.invalidPolicy.text = Pfad Validierung wegen der Policy fehlgeschlagen.
CertPathReviewer.invalidPolicy.summary = Pfad Validierung wegen der Policy fehlgeschlagen.
CertPathReviewer.invalidPolicy.details = Pfad Validierung wegen der Policy fehlgeschlagen.

# invalid policy mapping
CertPathReviewer.invalidPolicyMapping.title = Ungültiges Policy Mapping 
CertPathReviewer.invalidPolicyMapping.text = Das Zertifikat enthält ein Ungültiges Policy Mapping.
CertPathReviewer.invalidPolicyMapping.summary = Das Zertifikat enthält ein Ungültiges Policy Mapping. 
CertPathReviewer.invalidPolicyMapping.details = Das Zertifikat enthält ein Ungültiges Policy Mapping, das den Wert Any Policy enthält.

## check CRL notifications

# found local valid CRL
# {0} thisUpdate of the CRL
# {1} nextUpdate of the CRL
CertPathReviewer.localValidCRL.title = Gültige Zertifikatssperrliste (CRL) gefunden
CertPathReviewer.localValidCRL.text = Gültige Zertifikatssperrliste (CRL) im lokalen Speicher gefunden. Herausgegeben am {0,date}, nächstes Update am {1,date}.
CertPathReviewer.localValidCRL.summary = Gültige Zertifikatssperrliste (CRL) im lokalen Speicher gefunden. Herausgegeben am {0,date}, nächstes Update am {1,date}.
CertPathReviewer.localValidCRL.details = Gültige Zertifikatssperrliste (CRL) im lokalen Speicher gefunden. Herausgegeben am {0,date}, nächstes Update am {1,date}.


# found matching CRL, but not valid
# {0} thisUpdate of the CRL
# {1} nextUpdate of the CRL
CertPathReviewer.localInvalidCRL.title = Lokale Zertifikatssperrliste (CRL) veraltet
CertPathReviewer.localInvalidCRL.text = Eine lokale Zertifikatssperrliste (CRL) wurde nicht genutzt, da sie veraltet ist. Herausgegeben am {0,date}, nächstes Update am {1,date}.
CertPathReviewer.localInvalidCRL.summary = Eine lokale Zertifikatssperrliste (CRL) wurde nicht genutzt, da sie veraltet ist. Herausgegeben am {0,date}, nächstes Update am {1,date}.
CertPathReviewer.localInvalidCRL.details = Eine lokale Zertifikatssperrliste (CRL) wurde nicht genutzt, da sie veraltet ist. Herausgegeben am {0,date}, nächstes Update am {1,date}.

# found a valid crl at crl distribution point
# {0} thisUpdate of the CRL
# {1} nextUpdate of the CRL
# {2} the url of the distribution point
CertPathReviewer.onlineValidCRL.title = Gültige Zertifikatssperrliste (CRL) von einem CDP
CertPathReviewer.onlineValidCRL.text = Gültige Zertifikatssperrliste (CRL) gefunden von: {2}. Herausgegeben am {0,date}, nächstes Update am {1,date}.
CertPathReviewer.onlineValidCRL.summary = Gültige Zertifikatssperrliste (CRL) gefunden von: {2}. Herausgegeben am {0,date}, nächstes Update am {1,date}.
CertPathReviewer.onlineValidCRL.details = Gültige Zertifikatssperrliste (CRL) gefunden von: {2}. Herausgegeben am {0,date}, nächstes Update am {1,date}.

# found an invalid CRL at crl distribution point
# {0} thisUpdate of the CRL
# {1} nextUpdate of the CRL
# {2} the url of the distribution point
CertPathReviewer.onlineInvalidCRL.title = Veraltete Zertifikatssperrliste (CRL) von einem CDP
CertPathReviewer.onlineInvalidCRL.text = Die Zertifikatssperrliste (CRL) von {2} ist veraltet. Herausgegeben am {0,date}, nächstes Update am {1,date}.
CertPathReviewer.onlineInvalidCRL.summary = Die Zertifikatssperrliste (CRL) von {2} ist veraltet. Herausgegeben am {0,date}, nächstes Update am {1,date}.
CertPathReviewer.onlineInvalidCRL.details = Die Zertifikatssperrliste (CRL) von {2} ist veraltet. Herausgegeben am {0,date}, nächstes Update am {1,date}.

#found a CRL at a crl distribution point, but issued by another CA
# {0} issuer of the CRL
# {1} expected issuer
# {2} the url of the distribution point
CertPathReviewer.onlineCRLWrongCA.title = Zertifikatssperrliste (CRL) von CDP mit falschem Herausgeber
CertPathReviewer.onlineCRLWrongCA.text = Die Zertifikatssperrliste (CRL) von {2} wurde von {0} herausgegeben, erwartet wurde {1}.
CertPathReviewer.onlineCRLWrongCA.summary = Die Zertifikatssperrliste (CRL) von {2} hat einen falschen Herausgeber.
CertPathReviewer.onlineCRLWrongCA.details = Die Zertifikatssperrliste (CRL) von {2} wurde von {0} herausgegeben, erwartet wurde {1}.

# Certificate not revoked
CertPathReviewer.notRevoked.title = Zertifikat nicht revoziert
CertPathReviewer.notRevoked.text = Das Zertifikat ist nicht revoziert.
CertPathReviewer.notRevoked.summary = Das Zertifikat ist nicht revoziert.
CertPathReviewer.notRevoked.details = Das Zertifikat ist nicht revoziert.

# CRL found: certificate was revoked, but after the validationDate
# {0} the date the certificate was revoked
# {1} the reason for revoking the certificate
CertPathReviewer.revokedAfterValidation.title = Zertifikat revoziert nach dem Validierungdatum
CertPathReviewer.revokedAfterValidation.text = Das Zertifikat wurde nach dem Validierungdatum am {0,date} {0,time,full} revoziert. Grund: {1}.
CertPathReviewer.revokedAfterValidation.summary = Das Zertifikat wurde nach dem Validierungdatum am {0,date} {0,time,full} revoziert.
CertPathReviewer.revokedAfterValidation.details = Das Zertifikat wurde nach dem Validierungdatum am {0,date} {0,time,full} revoziert. Grund: {1}.

# updated crl available
# {0} date since when the update is available
CertPathReviewer.crlUpdateAvailable.title = Zertifikatssperrlisten (CRL) Update erhältlich
CertPathReviewer.crlUpdateAvailable.text = Ein Update für die Zertifikatssperrliste (CRL) für dieses Zertifikat ist erhältlich seit {0,date} {0,time,full}.
CertPathReviewer.crlUpdateAvailable.summary = Ein Update für die Zertifikatssperrliste (CRL) für dieses Zertifikat ist erhältlich seit {0,date} {0,time,full}.
CertPathReviewer.crlUpdateAvailable.details = Ein Update für die Zertifikatssperrliste (CRL) für dieses Zertifikat ist erhältlich seit {0,date} {0,time,full}.

# crl distribution point url
# {0} the crl distribution point url as String
CertPathReviewer.crlDistPoint.title = CDP
CertPathReviewer.crlDistPoint.text = Eine Zertifikatssperrliste (CRL) kann von {0} geladen werden.
CertPathReviewer.crlDistPoint.summary = Eine Zertifikatssperrliste (CRL) kann von {0} geladen werden.
CertPathReviewer.crlDistPoint.details = Eine Zertifikatssperrliste (CRL) kann von {0} geladen werden.

# ocsp location
# {0} the url on which the ocsp service can be found
CertPathReviewer.ocspLocation.title = OCSP Server 
CertPathReviewer.ocspLocation.text = OCSP Server: {0}.
CertPathReviewer.ocspLocation.summary = OCSP Server: {0}.
CertPathReviewer.ocspLocation.details = OCSP Server: {0}.

# unable to get crl from crl distribution point
# {0} the url of the distribution point
# {1} the message of the occurred exception
# {2} the occurred exception
# {3} the name of the exception
CertPathReviewer.loadCrlDistPointError.title = Kann Zertifikatssperrliste (CRL) nicht von CDP laden
CertPathReviewer.loadCrlDistPointError.text = Kann die Zertifikatssperrliste (CRL) von {0} nicht laden. Es gab eine {2}.
CertPathReviewer.loadCrlDistPointError.summary = Kann die Zertifikatssperrliste (CRL) von {0} nicht laden. Es gab eine {2}.
CertPathReviewer.loadCrlDistPointError.details = Kann die Zertifikatssperrliste (CRL) von {0} nicht laden. Es gab eine {2}. Grund: {1}.

# no crl found in certstores
# {0} the issuers which we searched for
# {1} list of crl issuer names that are found in the certstores
# {2} number of crls in the certstores
CertPathReviewer.noCrlInCertstore.title = Keine Zertifikatssperrliste (CRL) im lokalen Speicher
CertPathReviewer.noCrlInCertstore.text = Es wurde keine Zertifikatssperrliste (CRL) im lokalen Speicher gefunden.
CertPathReviewer.noCrlInCertstore.summary = Es wurde keine Zertifikatssperrliste (CRL) im lokalen Speicher gefunden.
CertPathReviewer.noCrlInCertstore.details = Es wurde keine Zertifikatssperrliste (CRL) für den Herausgeber {0} im lokalen Speicher gefunden. \
Die {2} Zertifikatssperrlisten im lokalen Speicher wurden hearusgegeben von {1}.


## check CRL exceptions

# cannot extract issuer from certificate
CertPathReviewer.crlIssuerException.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.crlIssuerException.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Kann den Herausgeber vom Zertifikat nicht extrahieren.
CertPathReviewer.crlIssuerException.summary = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Kann den Herausgeber vom Zertifikat nicht extrahieren.
CertPathReviewer.crlIssuerException.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Kann den Herausgeber vom Zertifikat nicht extrahieren.

# cannot extract crls
# {0} message from the underlying exception
# {1} the underlying exception
# {2} the name of the exception
CertPathReviewer.crlExtractionError.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.crlExtractionError.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab eine {2} beim laden der Zertifikatssperrliste (CRL) aus dem lokalen Speicher.
CertPathReviewer.crlExtractionError.summary = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab eine {2} beim laden der Zertifikatssperrliste (CRL) aus dem lokalen Speicher.
CertPathReviewer.crlExtractionError.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab eine {2} beim laden der Zertifikatssperrliste (CRL) aus dem lokalen Speicher. Grund: {0}.

# Issuer certificate key usage extension does not permit crl signing
CertPathReviewer.noCrlSigningPermited.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.noCrlSigningPermited.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Das Herausgeber Zertifikat erlaubt keine Signieren von Zertifikatssperrlisten (CRL).
CertPathReviewer.noCrlSigningPermited.summary = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Das Herausgeber Zertifikat erlaubt keine Signieren von Zertifikatssperrlisten (CRL).
CertPathReviewer.noCrlSigningPermited.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Das Herausgeber Zertifikat erlaubt keine Signieren von Zertifikatssperrlisten (CRL).

# can not verify crl: issuer public key unknown
CertPathReviewer.crlNoIssuerPublicKey.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.crlNoIssuerPublicKey.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Kann die Zertifikatssperrliste (CRL) nicht verifizieren. Der öffentliche Schlüssel des Herausgebers ist unbekannt.
CertPathReviewer.crlNoIssuerPublicKey.summary = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Kann die Zertifikatssperrliste (CRL) nicht verifizieren. Der öffentliche Schlüssel des Herausgebers ist unbekannt.
CertPathReviewer.crlNoIssuerPublicKey.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Kann die Zertifikatssperrliste (CRL) nicht verifizieren. Der öffentliche Schlüssel des Herausgebers ist unbekannt.

# crl verification failed
CertPathReviewer.crlVerifyFailed.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.crlVerifyFailed.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Die Signatur der Zertifikatssperrliste (CRL) ist ungültig.
CertPathReviewer.crlVerifyFailed.summary = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Die Signatur der Zertifikatssperrliste (CRL) ist ungültig.
CertPathReviewer.crlVerifyFailed.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Die Signatur der Zertifikatssperrliste (CRL) ist ungültig.

# no valid CRL found
CertPathReviewer.noValidCrlFound.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.noValidCrlFound.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: keine gültige Zertifikatssperrliste (CRL) gefunden.
CertPathReviewer.noValidCrlFound.summary = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: keine gültige Zertifikatssperrliste (CRL) gefunden.
CertPathReviewer.noValidCrlFound.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: keine gültige Zertifikatssperrliste (CRL) gefunden.

# No base CRL for delta CRL
CertPathReviewer.noBaseCRL.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.noBaseCRL.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: keine Basis CRL für die Delta CRL gefunden.
CertPathReviewer.noBaseCRL.summary = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: keine Basis CRL für die Delta CRL gefunden.
CertPathReviewer.noBaseCRL.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: keine Basis CRL für die Delta CRL gefunden.

# certificate revoked
# {0} the date the certificate was revoked
# {1} the reason for revoking the certificate
CertPathReviewer.certRevoked.title = Zertifikat wurde revoziert
CertPathReviewer.certRevoked.text = Das Zertifikat wurde am {0,date} {0,time,full} revoziert. Grund: {1}.
CertPathReviewer.certRevoked.summary = Das Zertifikat wurde am {0,date} {0,time,full} revoziert.
CertPathReviewer.certRevoked.details = Das Zertifikat wurde am {0,date} {0,time,full} revoziert. Grund: {1}.

# error processing issuing distribution point extension
CertPathReviewer.distrPtExtError.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.distrPtExtError.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Issuing Distribution Point Erweiterung. 
CertPathReviewer.distrPtExtError.summary = Fehler bei der Verarbeitung der Issuing Distribution Point Erweiterung.
CertPathReviewer.distrPtExtError.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Issuing Distribution Point Erweiterung.

# error processing crl distribution points extension
CertPathReviewer.crlDistPtExtError.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.crlDistPtExtError.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der CRL Distribution Points Erweiterung.
CertPathReviewer.crlDistPtExtError.summary = Fehler bei der Verarbeitung der CRL Distribution Points Erweiterung.
CertPathReviewer.crlDistPtExtError.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der CRL Distribution Points Erweiterung.

# error processing the authority info access extension
CertPathReviewer.crlAuthInfoAccError.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.crlAuthInfoAccError.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Authority Info Access Erweiterung.
CertPathReviewer.crlAuthInfoAccError.summary = Fehler bei der Verarbeitung der Authority Info Access Erweiterung.
CertPathReviewer.crlAuthInfoAccError.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Authority Info Access Erweiterung.

# error processing delta crl indicator extension
CertPathReviewer.deltaCrlExtError.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.deltaCrlExtError.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Delta CRL Indicator Erweiterung. 
CertPathReviewer.deltaCrlExtError.summary = Fehler bei der Verarbeitung der Delta CRL Indicator Erweiterung.
CertPathReviewer.deltaCrlExtError.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der Delta CRL Indicator Erweiterung.

# error porcessing crl number extension
CertPathReviewer.crlNbrExtError.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.crlNbrExtError.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der CRL Number Erweiterung.
CertPathReviewer.crlNbrExtError.summary = Fehler bei der Verarbeitung der CRL Number Erweiterung.
CertPathReviewer.crlNbrExtError.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der CRL Number Erweiterung.

# error processing crl reason code extension
CertPathReviewer.crlReasonExtError.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.crlReasonExtError.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der CRL Reason Code Erweiterung.
CertPathReviewer.crlReasonExtError.summary = Fehler bei der Verarbeitung der CRL Reason Code Erweiterung.
CertPathReviewer.crlReasonExtError.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der CRL Reason Code Erweiterung.

# error processing basic constraints extension
CertPathReviewer.crlBCExtError.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.crlBCExtError.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der CRL Reason Code Erweiterung.
CertPathReviewer.crlBCExtError.summary = Fehler bei der Verarbeitung der CRL Reason Code Erweiterung.
CertPathReviewer.crlBCExtError.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Es gab einen Fehler bei der Verarbeitung der CRL Reason Code Erweiterung.

# CA Cert CRL only contains user certificates
CertPathReviewer.crlOnlyUserCert.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.crlOnlyUserCert.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Die Zertifikatssperrliste (CRL) enthält nur User Zertifikate.
CertPathReviewer.crlOnlyUserCert.summary = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Die Zertifikatssperrliste (CRL) enthält nur User Zertifikate.
CertPathReviewer.crlOnlyUserCert.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Die Zertifikatssperrliste (CRL) enthält nur User Zertifikate.

# End CRL only contains CA certificates
CertPathReviewer.crlOnlyCaCert.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.crlOnlyCaCert.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Die Zertifikatssperrliste (CRL) enthält nur CA Zertifikate.
CertPathReviewer.crlOnlyCaCert.summary = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Die Zertifikatssperrliste (CRL) enthält nur CA Zertifikate.
CertPathReviewer.crlOnlyCaCert.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Die Zertifikatssperrliste (CRL) enthält nur CA Zertifikate.

# onlyContainsAttributeCerts boolean is asserted
CertPathReviewer.crlOnlyAttrCert.title = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen
CertPathReviewer.crlOnlyAttrCert.text = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Die Zertifikatssperrliste (CRL) enthält nur Attribut Zertifikate.
CertPathReviewer.crlOnlyAttrCert.summary = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Die Zertifikatssperrliste (CRL) enthält nur Attribut Zertifikate.
CertPathReviewer.crlOnlyAttrCert.details = Prüfung der Zertifikatssperrliste (CRL) fehlgeschlagen: Die Zertifikatssperrliste (CRL) enthält nur Attribut Zertifikate.


## QcStatement notifications

# unkown statement
# {0} statement OID
# {1} statement as ANS1Sequence
CertPathReviewer.QcUnknownStatement.title = Unbekanntes Statement in der QcStatement Erweiterung 
CertPathReviewer.QcUnknownStatement.text = Unbekanntes Statement in der QcStatement Erweiterung: OID = {0}
CertPathReviewer.QcUnknownStatement.summary = Unbekanntes Statement in der QcStatement Erweiterung: OID = {0}
CertPathReviewer.QcUnknownStatement.details = Unbekanntes Statement in der QcStatement Erweiterung: OID = {0}, statement = {1}

# QcLimitValue Alpha currency code
# {0} currency code
# {1} limit value
# {2} monetary value as MonetaryValue
CertPathReviewer.QcLimitValueAlpha.title = Transaction Value Limit
CertPathReviewer.QcLimitValueAlpha.text = Dieses Zertifikat hat ein Wertlimite von {1,number, ###,###,###,##0.00#} {0} für Transaktionen.
CertPathReviewer.QcLimitValueAlpha.summary = Wertlimite von {1,number, ###,###,###,##0.00#} {0} für Transaktionen.
CertPathReviewer.QcLimitValueAlpha.details = Dieses Zertifikat hat eine Wertlimite für Transaktionen für welche\
 das Zertifikat genutzt werden kann, gemäss der Richtlinie 1999/93/EG des Europäischen Parlaments und\
 des Rates über gemeinschaftliche Rahmenbedingungen für elektronische Signaturen und gemäss der Umsetzung der\
 Richtlinie im Land, das im Herausgeber dieses Zertifikats angegeben ist. Die Limite für diese Zertifikat ist {1,number, ###,###,###,##0.00#} {0}.

# QcLimitValue Numeric currency code
# {0} currency code
# {1} limit value
# {2} monetary value as MonetaryValue
CertPathReviewer.QcLimitValueNum.title = Transaction Value Limit
CertPathReviewer.QcLimitValueNum.text = Dieses Zertifikat hat eine Wertlimite für Transaktionen von {1,number, ###,###,###,##0.00#} der Währung {0} (Siehe RFC 4217 für Währungscodes).
CertPathReviewer.QcLimitValueNum.summary = Wertlimite für Transaktionen von {1,number, ###,###,###,##0.00#} der Währung {0} (Siehe RFC 4217 für Währungscodes).
CertPathReviewer.QcLimitValueNum.details = Dieses Zertifikat hat eine Wertlimite für Transaktionen für welche\
 das Zertifikat genutzt werden kann, gemäss der Richtlinie 1999/93/EG des Europäischen Parlaments und\
 des Rates über gemeinschaftliche Rahmenbedingungen für elektronische Signaturen und gemäss der Umsetzung der\
 Richtlinie im Land, das im Herausgeber dieses Zertifikats angegeben ist. Die Limite für diese Zertifikat ist {1,number, ###,###,###,##0.00#} der Währung {0} (Siehe RFC 4217 für Währungscodes).

# QcSSCD
CertPathReviewer.QcSSCD.title = QcSSCD Statement
CertPathReviewer.QcSSCD.text = (SSCD) Der Herausgeber macht geltend, dass der Private Schlüssel, der mit diesem Zertifikat verbunden ist, nach den Anforderungen die im Anhang III der Richtlinie 1999/93/EG des Europäischen Parlaments und des Rates über gemeinschaftliche Rahmenbedingungen für elektronische Signaturen geschützt ist.
CertPathReviewer.QcSSCD.summary = (SSCD) Der Herausgeber macht geltend, dass der Private Schlüssel, der mit diesem Zertifikat verbunden ist, nach den Anforderungen die im Anhang III der Richtlinie 1999/93/EG des Europäischen Parlaments und des Rates über gemeinschaftliche Rahmenbedingungen für elektronische Signaturen geschützt ist.
CertPathReviewer.QcSSCD.details = (SSCD) Der Herausgeber macht geltend, dass der Private Schlüssel, der mit diesem Zertifikat verbunden ist, nach den Anforderungen die im Anhang III der Richtlinie 1999/93/EG des Europäischen Parlaments und des Rates über gemeinschaftliche Rahmenbedingungen für elektronische Signaturen geschützt ist.

# QcEuCompliance
CertPathReviewer.QcEuCompliance.title = Qualifiziertes Zertifikat
CertPathReviewer.QcEuCompliance.text = Dieses Zertifikat wurde als Qualifiziertes Zertifikat herausgegeben gemäss Anhang I und II der Richtlinie 1999/93/EG des Europäischen Parlaments und des Rates über gemeinschaftliche Rahmenbedingungen für elektronische Signaturen und gemäss der Umsetzung der Richtlinie im Land, das im Herausgeber dieses Zertifikats angegeben ist.
CertPathReviewer.QcEuCompliance.summary = Dieses Zertifikat wurde als Qualifiziertes Zertifikat herausgegeben gemäss Anhang I und II der Richtlinie 1999/93/EG des Europäischen Parlaments und des Rates über gemeinschaftliche Rahmenbedingungen für elektronische Signaturen und gemäss der Umsetzung der Richtlinie in dem Land, das im Herausgeber dieses Zertifikats angegeben ist.
CertPathReviewer.QcEuCompliance.details = Dieses Zertifikat wurde als Qualifiziertes Zertifikat herausgegeben gemäss Anhang I und II der Richtlinie 1999/93/EG des Europäischen Parlaments und des Rates über gemeinschaftliche Rahmenbedingungen für elektronische Signaturen und gemäss der Umsetzung der Richtlinie in dem Land, das im Herausgeber dieses Zertifikats angegeben ist.

## QcStatement errors

# error processing the QcStatement extension
CertPathReviewer.QcStatementExtError.title = Fehler bei der Verarbeitung der QcStatement Erweiterung
CertPathReviewer.QcStatementExtError.text = Fehler bei der Verarbeitung der QcStatement Erweiterung.
CertPathReviewer.QcStatementExtError.summary = Fehler bei der Verarbeitung der QcStatement Erweiterung.
CertPathReviewer.QcStatementExtError.details = Fehler bei der Verarbeitung der QcStatement Erweiterung.

## unknown/generic errors
CertPathReviewer.unknown.title = Unbekannter Fehler 
CertPathReviewer.unknown.text = Unbekannter Fehler {0}
CertPathReviewer.unknown.summary = Unbekannter Fehler 
CertPathReviewer.unknown.details = Unbekannter Fehler {0}

#
# crl reasons
#
unspecified = Nicht spezifiziert
keyCompromise = Schlüssel Kompromittierung
cACompromise = CA Kompromittierung
affiliationChanged = Veränderte Zugehörigkeit
superseded = Ersetzt
cessationOfOperation = Einstellen der Tätigkeiten
certificateHold = Zertifikat vorübergehend gesperrt
unknown = Unbekannt
removeFromCRL = Entferne von der CRL
privilegeWithdrawn = Zurückgezogene Rechte
aACompromise = AA Kompromittierung

#
#
#
missingIssuer = The missing certificate was issued by
missingSerial = with the serial number










org/bouncycastle/x509/CertPathValidatorUtilities.class


package org.bouncycastle.x509;
synchronized class CertPathValidatorUtilities {
    protected static final PKIXCRLUtil CRL_UTIL;
    protected static final String CERTIFICATE_POLICIES;
    protected static final String BASIC_CONSTRAINTS;
    protected static final String POLICY_MAPPINGS;
    protected static final String SUBJECT_ALTERNATIVE_NAME;
    protected static final String NAME_CONSTRAINTS;
    protected static final String KEY_USAGE;
    protected static final String INHIBIT_ANY_POLICY;
    protected static final String ISSUING_DISTRIBUTION_POINT;
    protected static final String DELTA_CRL_INDICATOR;
    protected static final String POLICY_CONSTRAINTS;
    protected static final String FRESHEST_CRL;
    protected static final String CRL_DISTRIBUTION_POINTS;
    protected static final String AUTHORITY_KEY_IDENTIFIER;
    protected static final String ANY_POLICY = 2.5.29.32.0;
    protected static final String CRL_NUMBER;
    protected static final int KEY_CERT_SIGN = 5;
    protected static final int CRL_SIGN = 6;
    protected static final String[] crlReasons;
    void CertPathValidatorUtilities();
    protected static javax.security.auth.x500.X500Principal getEncodedIssuerPrincipal(Object);
    protected static java.util.Date getValidDate(java.security.cert.PKIXParameters);
    protected static javax.security.auth.x500.X500Principal getSubjectPrincipal(java.security.cert.X509Certificate);
    protected static boolean isSelfIssued(java.security.cert.X509Certificate);
    protected static org.bouncycastle.asn1.ASN1Primitive getExtensionValue(java.security.cert.X509Extension, String) throws org.bouncycastle.jce.provider.AnnotatedException;
    private static org.bouncycastle.asn1.ASN1Primitive getObject(String, byte[]) throws org.bouncycastle.jce.provider.AnnotatedException;
    protected static javax.security.auth.x500.X500Principal getIssuerPrincipal(java.security.cert.X509CRL);
    protected static org.bouncycastle.asn1.x509.AlgorithmIdentifier getAlgorithmIdentifier(java.security.PublicKey) throws java.security.cert.CertPathValidatorException;
    protected static final java.util.Set getQualifierSet(org.bouncycastle.asn1.ASN1Sequence) throws java.security.cert.CertPathValidatorException;
    protected static org.bouncycastle.jce.provider.PKIXPolicyNode removePolicyNode(org.bouncycastle.jce.provider.PKIXPolicyNode, java.util.List[], org.bouncycastle.jce.provider.PKIXPolicyNode);
    private static void removePolicyNodeRecurse(java.util.List[], org.bouncycastle.jce.provider.PKIXPolicyNode);
    protected static boolean processCertD1i(int, java.util.List[], org.bouncycastle.asn1.ASN1ObjectIdentifier, java.util.Set);
    protected static void processCertD1ii(int, java.util.List[], org.bouncycastle.asn1.ASN1ObjectIdentifier, java.util.Set);
    protected static void prepareNextCertB1(int, java.util.List[], String, java.util.Map, java.security.cert.X509Certificate) throws org.bouncycastle.jce.provider.AnnotatedException, java.security.cert.CertPathValidatorException;
    protected static org.bouncycastle.jce.provider.PKIXPolicyNode prepareNextCertB2(int, java.util.List[], String, org.bouncycastle.jce.provider.PKIXPolicyNode);
    protected static boolean isAnyPolicy(java.util.Set);
    protected static java.util.Collection findCertificates(X509CertStoreSelector, java.util.List) throws org.bouncycastle.jce.provider.AnnotatedException;
    protected static java.util.Collection findCertificates(org.bouncycastle.jcajce.PKIXCertStoreSelector, java.util.List) throws org.bouncycastle.jce.provider.AnnotatedException;
    protected static java.util.Collection findCertificates(X509AttributeCertStoreSelector, java.util.List) throws org.bouncycastle.jce.provider.AnnotatedException;
    private static java.math.BigInteger getSerialNumber(Object);
    protected static void getCertStatus(java.util.Date, java.security.cert.X509CRL, Object, CertStatus) throws org.bouncycastle.jce.provider.AnnotatedException;
    protected static java.security.PublicKey getNextWorkingKey(java.util.List, int) throws java.security.cert.CertPathValidatorException;
    protected static void verifyX509Certificate(java.security.cert.X509Certificate, java.security.PublicKey, String) throws java.security.GeneralSecurityException;
    static boolean isIndirectCRL(java.security.cert.X509CRL) throws java.security.cert.CRLException;
    static void <clinit>();
}










org/bouncycastle/x509/CertStatus.class


package org.bouncycastle.x509;
synchronized class CertStatus {
    public static final int UNREVOKED = 11;
    public static final int UNDETERMINED = 12;
    int certStatus;
    java.util.Date revocationDate;
    void CertStatus();
    public java.util.Date getRevocationDate();
    public void setRevocationDate(java.util.Date);
    public int getCertStatus();
    public void setCertStatus(int);
}










org/bouncycastle/x509/ExtCertificateEncodingException.class


package org.bouncycastle.x509;
synchronized class ExtCertificateEncodingException extends java.security.cert.CertificateEncodingException {
    Throwable cause;
    void ExtCertificateEncodingException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/x509/ExtendedPKIXBuilderParameters.class


package org.bouncycastle.x509;
public synchronized class ExtendedPKIXBuilderParameters extends ExtendedPKIXParameters {
    private int maxPathLength;
    private java.util.Set excludedCerts;
    public java.util.Set getExcludedCerts();
    public void setExcludedCerts(java.util.Set);
    public void ExtendedPKIXBuilderParameters(java.util.Set, org.bouncycastle.util.Selector) throws java.security.InvalidAlgorithmParameterException;
    public void setMaxPathLength(int);
    public int getMaxPathLength();
    protected void setParams(java.security.cert.PKIXParameters);
    public Object clone();
    public static ExtendedPKIXParameters getInstance(java.security.cert.PKIXParameters);
}










org/bouncycastle/x509/ExtendedPKIXParameters.class


package org.bouncycastle.x509;
public synchronized class ExtendedPKIXParameters extends java.security.cert.PKIXParameters {
    private java.util.List stores;
    private org.bouncycastle.util.Selector selector;
    private boolean additionalLocationsEnabled;
    private java.util.List additionalStores;
    private java.util.Set trustedACIssuers;
    private java.util.Set necessaryACAttributes;
    private java.util.Set prohibitedACAttributes;
    private java.util.Set attrCertCheckers;
    public static final int PKIX_VALIDITY_MODEL = 0;
    public static final int CHAIN_VALIDITY_MODEL = 1;
    private int validityModel;
    private boolean useDeltas;
    public void ExtendedPKIXParameters(java.util.Set) throws java.security.InvalidAlgorithmParameterException;
    public static ExtendedPKIXParameters getInstance(java.security.cert.PKIXParameters);
    protected void setParams(java.security.cert.PKIXParameters);
    public boolean isUseDeltasEnabled();
    public void setUseDeltasEnabled(boolean);
    public int getValidityModel();
    public void setCertStores(java.util.List);
    public void setStores(java.util.List);
    public void addStore(org.bouncycastle.util.Store);
    public void addAdditionalStore(org.bouncycastle.util.Store);
    public void addAddionalStore(org.bouncycastle.util.Store);
    public java.util.List getAdditionalStores();
    public java.util.List getStores();
    public void setValidityModel(int);
    public Object clone();
    public boolean isAdditionalLocationsEnabled();
    public void setAdditionalLocationsEnabled(boolean);
    public org.bouncycastle.util.Selector getTargetConstraints();
    public void setTargetConstraints(org.bouncycastle.util.Selector);
    public void setTargetCertConstraints(java.security.cert.CertSelector);
    public java.util.Set getTrustedACIssuers();
    public void setTrustedACIssuers(java.util.Set);
    public java.util.Set getNecessaryACAttributes();
    public void setNecessaryACAttributes(java.util.Set);
    public java.util.Set getProhibitedACAttributes();
    public void setProhibitedACAttributes(java.util.Set);
    public java.util.Set getAttrCertCheckers();
    public void setAttrCertCheckers(java.util.Set);
}










org/bouncycastle/x509/NoSuchParserException.class


package org.bouncycastle.x509;
public synchronized class NoSuchParserException extends Exception {
    public void NoSuchParserException(String);
}










org/bouncycastle/x509/NoSuchStoreException.class


package org.bouncycastle.x509;
public synchronized class NoSuchStoreException extends Exception {
    public void NoSuchStoreException(String);
}










org/bouncycastle/x509/PKIXAttrCertChecker.class


package org.bouncycastle.x509;
public abstract synchronized class PKIXAttrCertChecker implements Cloneable {
    public void PKIXAttrCertChecker();
    public abstract java.util.Set getSupportedExtensions();
    public abstract void check(X509AttributeCertificate, java.security.cert.CertPath, java.security.cert.CertPath, java.util.Collection) throws java.security.cert.CertPathValidatorException;
    public abstract Object clone();
}










org/bouncycastle/x509/PKIXCRLUtil.class


package org.bouncycastle.x509;
synchronized class PKIXCRLUtil {
    void PKIXCRLUtil();
    public java.util.Set findCRLs(X509CRLStoreSelector, ExtendedPKIXParameters, java.util.Date) throws org.bouncycastle.jce.provider.AnnotatedException;
    public java.util.Set findCRLs(X509CRLStoreSelector, java.security.cert.PKIXParameters) throws org.bouncycastle.jce.provider.AnnotatedException;
    private final java.util.Collection findCRLs(X509CRLStoreSelector, java.util.List) throws org.bouncycastle.jce.provider.AnnotatedException;
}










org/bouncycastle/x509/PKIXCertPathReviewer.class


package org.bouncycastle.x509;
public synchronized class PKIXCertPathReviewer extends CertPathValidatorUtilities {
    private static final String QC_STATEMENT;
    private static final String CRL_DIST_POINTS;
    private static final String AUTH_INFO_ACCESS;
    private static final String RESOURCE_NAME = org.bouncycastle.x509.CertPathReviewerMessages;
    protected java.security.cert.CertPath certPath;
    protected java.security.cert.PKIXParameters pkixParams;
    protected java.util.Date validDate;
    protected java.util.List certs;
    protected int n;
    protected java.util.List[] notifications;
    protected java.util.List[] errors;
    protected java.security.cert.TrustAnchor trustAnchor;
    protected java.security.PublicKey subjectPublicKey;
    protected java.security.cert.PolicyNode policyTree;
    private boolean initialized;
    public void init(java.security.cert.CertPath, java.security.cert.PKIXParameters) throws CertPathReviewerException;
    public void PKIXCertPathReviewer(java.security.cert.CertPath, java.security.cert.PKIXParameters) throws CertPathReviewerException;
    public void PKIXCertPathReviewer();
    public java.security.cert.CertPath getCertPath();
    public int getCertPathSize();
    public java.util.List[] getErrors();
    public java.util.List getErrors(int);
    public java.util.List[] getNotifications();
    public java.util.List getNotifications(int);
    public java.security.cert.PolicyNode getPolicyTree();
    public java.security.PublicKey getSubjectPublicKey();
    public java.security.cert.TrustAnchor getTrustAnchor();
    public boolean isValidCertPath();
    protected void addNotification(org.bouncycastle.i18n.ErrorBundle);
    protected void addNotification(org.bouncycastle.i18n.ErrorBundle, int);
    protected void addError(org.bouncycastle.i18n.ErrorBundle);
    protected void addError(org.bouncycastle.i18n.ErrorBundle, int);
    protected void doChecks();
    private void checkNameConstraints();
    private void checkPathLength();
    private void checkSignatures();
    private void checkPolicy();
    private void checkCriticalExtensions();
    private boolean processQcStatements(java.security.cert.X509Certificate, int);
    private String IPtoString(byte[]);
    protected void checkRevocation(java.security.cert.PKIXParameters, java.security.cert.X509Certificate, java.util.Date, java.security.cert.X509Certificate, java.security.PublicKey, java.util.Vector, java.util.Vector, int) throws CertPathReviewerException;
    protected void checkCRLs(java.security.cert.PKIXParameters, java.security.cert.X509Certificate, java.util.Date, java.security.cert.X509Certificate, java.security.PublicKey, java.util.Vector, int) throws CertPathReviewerException;
    protected java.util.Vector getCRLDistUrls(org.bouncycastle.asn1.x509.CRLDistPoint);
    protected java.util.Vector getOCSPUrls(org.bouncycastle.asn1.x509.AuthorityInformationAccess);
    private java.security.cert.X509CRL getCRL(String) throws CertPathReviewerException;
    protected java.util.Collection getTrustAnchors(java.security.cert.X509Certificate, java.util.Set) throws CertPathReviewerException;
    static void <clinit>();
}










org/bouncycastle/x509/X509Attribute.class


package org.bouncycastle.x509;
public synchronized class X509Attribute extends org.bouncycastle.asn1.ASN1Object {
    org.bouncycastle.asn1.x509.Attribute attr;
    void X509Attribute(org.bouncycastle.asn1.ASN1Encodable);
    public void X509Attribute(String, org.bouncycastle.asn1.ASN1Encodable);
    public void X509Attribute(String, org.bouncycastle.asn1.ASN1EncodableVector);
    public String getOID();
    public org.bouncycastle.asn1.ASN1Encodable[] getValues();
    public org.bouncycastle.asn1.ASN1Primitive toASN1Primitive();
}










org/bouncycastle/x509/X509AttributeCertStoreSelector.class


package org.bouncycastle.x509;
public synchronized class X509AttributeCertStoreSelector implements org.bouncycastle.util.Selector {
    private AttributeCertificateHolder holder;
    private AttributeCertificateIssuer issuer;
    private java.math.BigInteger serialNumber;
    private java.util.Date attributeCertificateValid;
    private X509AttributeCertificate attributeCert;
    private java.util.Collection targetNames;
    private java.util.Collection targetGroups;
    public void X509AttributeCertStoreSelector();
    public boolean match(Object);
    public Object clone();
    public X509AttributeCertificate getAttributeCert();
    public void setAttributeCert(X509AttributeCertificate);
    public java.util.Date getAttributeCertificateValid();
    public void setAttributeCertificateValid(java.util.Date);
    public AttributeCertificateHolder getHolder();
    public void setHolder(AttributeCertificateHolder);
    public AttributeCertificateIssuer getIssuer();
    public void setIssuer(AttributeCertificateIssuer);
    public java.math.BigInteger getSerialNumber();
    public void setSerialNumber(java.math.BigInteger);
    public void addTargetName(org.bouncycastle.asn1.x509.GeneralName);
    public void addTargetName(byte[]) throws java.io.IOException;
    public void setTargetNames(java.util.Collection) throws java.io.IOException;
    public java.util.Collection getTargetNames();
    public void addTargetGroup(org.bouncycastle.asn1.x509.GeneralName);
    public void addTargetGroup(byte[]) throws java.io.IOException;
    public void setTargetGroups(java.util.Collection) throws java.io.IOException;
    public java.util.Collection getTargetGroups();
    private java.util.Set extractGeneralNames(java.util.Collection) throws java.io.IOException;
}










org/bouncycastle/x509/X509AttributeCertificate.class


package org.bouncycastle.x509;
public abstract interface X509AttributeCertificate extends java.security.cert.X509Extension {
    public abstract int getVersion();
    public abstract java.math.BigInteger getSerialNumber();
    public abstract java.util.Date getNotBefore();
    public abstract java.util.Date getNotAfter();
    public abstract AttributeCertificateHolder getHolder();
    public abstract AttributeCertificateIssuer getIssuer();
    public abstract X509Attribute[] getAttributes();
    public abstract X509Attribute[] getAttributes(String);
    public abstract boolean[] getIssuerUniqueID();
    public abstract void checkValidity() throws java.security.cert.CertificateExpiredException, java.security.cert.CertificateNotYetValidException;
    public abstract void checkValidity(java.util.Date) throws java.security.cert.CertificateExpiredException, java.security.cert.CertificateNotYetValidException;
    public abstract byte[] getSignature();
    public abstract void verify(java.security.PublicKey, String) throws java.security.cert.CertificateException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.NoSuchProviderException, java.security.SignatureException;
    public abstract byte[] getEncoded() throws java.io.IOException;
}










org/bouncycastle/x509/X509CRLStoreSelector.class


package org.bouncycastle.x509;
public synchronized class X509CRLStoreSelector extends java.security.cert.X509CRLSelector implements org.bouncycastle.util.Selector {
    private boolean deltaCRLIndicator;
    private boolean completeCRLEnabled;
    private java.math.BigInteger maxBaseCRLNumber;
    private byte[] issuingDistributionPoint;
    private boolean issuingDistributionPointEnabled;
    private X509AttributeCertificate attrCertChecking;
    public void X509CRLStoreSelector();
    public boolean isIssuingDistributionPointEnabled();
    public void setIssuingDistributionPointEnabled(boolean);
    public void setAttrCertificateChecking(X509AttributeCertificate);
    public X509AttributeCertificate getAttrCertificateChecking();
    public boolean match(Object);
    public boolean match(java.security.cert.CRL);
    public boolean isDeltaCRLIndicatorEnabled();
    public void setDeltaCRLIndicatorEnabled(boolean);
    public static X509CRLStoreSelector getInstance(java.security.cert.X509CRLSelector);
    public Object clone();
    public boolean isCompleteCRLEnabled();
    public void setCompleteCRLEnabled(boolean);
    public java.math.BigInteger getMaxBaseCRLNumber();
    public void setMaxBaseCRLNumber(java.math.BigInteger);
    public byte[] getIssuingDistributionPoint();
    public void setIssuingDistributionPoint(byte[]);
}










org/bouncycastle/x509/X509CertPairStoreSelector.class


package org.bouncycastle.x509;
public synchronized class X509CertPairStoreSelector implements org.bouncycastle.util.Selector {
    private X509CertStoreSelector forwardSelector;
    private X509CertStoreSelector reverseSelector;
    private X509CertificatePair certPair;
    public void X509CertPairStoreSelector();
    public X509CertificatePair getCertPair();
    public void setCertPair(X509CertificatePair);
    public void setForwardSelector(X509CertStoreSelector);
    public void setReverseSelector(X509CertStoreSelector);
    public Object clone();
    public boolean match(Object);
    public X509CertStoreSelector getForwardSelector();
    public X509CertStoreSelector getReverseSelector();
}










org/bouncycastle/x509/X509CertStoreSelector.class


package org.bouncycastle.x509;
public synchronized class X509CertStoreSelector extends java.security.cert.X509CertSelector implements org.bouncycastle.util.Selector {
    public void X509CertStoreSelector();
    public boolean match(Object);
    public boolean match(java.security.cert.Certificate);
    public Object clone();
    public static X509CertStoreSelector getInstance(java.security.cert.X509CertSelector);
}










org/bouncycastle/x509/X509CertificatePair.class


package org.bouncycastle.x509;
public synchronized class X509CertificatePair {
    private final org.bouncycastle.jcajce.util.JcaJceHelper bcHelper;
    private java.security.cert.X509Certificate forward;
    private java.security.cert.X509Certificate reverse;
    public void X509CertificatePair(java.security.cert.X509Certificate, java.security.cert.X509Certificate);
    public void X509CertificatePair(org.bouncycastle.asn1.x509.CertificatePair) throws java.security.cert.CertificateParsingException;
    public byte[] getEncoded() throws java.security.cert.CertificateEncodingException;
    public java.security.cert.X509Certificate getForward();
    public java.security.cert.X509Certificate getReverse();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/x509/X509CollectionStoreParameters.class


package org.bouncycastle.x509;
public synchronized class X509CollectionStoreParameters implements X509StoreParameters {
    private java.util.Collection collection;
    public void X509CollectionStoreParameters(java.util.Collection);
    public Object clone();
    public java.util.Collection getCollection();
    public String toString();
}










org/bouncycastle/x509/X509Store.class


package org.bouncycastle.x509;
public synchronized class X509Store implements org.bouncycastle.util.Store {
    private java.security.Provider _provider;
    private X509StoreSpi _spi;
    public static X509Store getInstance(String, X509StoreParameters) throws NoSuchStoreException;
    public static X509Store getInstance(String, X509StoreParameters, String) throws NoSuchStoreException, java.security.NoSuchProviderException;
    public static X509Store getInstance(String, X509StoreParameters, java.security.Provider) throws NoSuchStoreException;
    private static X509Store createStore(X509Util$Implementation, X509StoreParameters);
    private void X509Store(java.security.Provider, X509StoreSpi);
    public java.security.Provider getProvider();
    public java.util.Collection getMatches(org.bouncycastle.util.Selector);
}










org/bouncycastle/x509/X509StoreParameters.class


package org.bouncycastle.x509;
public abstract interface X509StoreParameters {
}










org/bouncycastle/x509/X509StoreSpi.class


package org.bouncycastle.x509;
public abstract synchronized class X509StoreSpi {
    public void X509StoreSpi();
    public abstract void engineInit(X509StoreParameters);
    public abstract java.util.Collection engineGetMatches(org.bouncycastle.util.Selector);
}










org/bouncycastle/x509/X509StreamParser.class


package org.bouncycastle.x509;
public synchronized class X509StreamParser implements util.StreamParser {
    private java.security.Provider _provider;
    private X509StreamParserSpi _spi;
    public static X509StreamParser getInstance(String) throws NoSuchParserException;
    public static X509StreamParser getInstance(String, String) throws NoSuchParserException, java.security.NoSuchProviderException;
    public static X509StreamParser getInstance(String, java.security.Provider) throws NoSuchParserException;
    private static X509StreamParser createParser(X509Util$Implementation);
    private void X509StreamParser(java.security.Provider, X509StreamParserSpi);
    public java.security.Provider getProvider();
    public void init(java.io.InputStream);
    public void init(byte[]);
    public Object read() throws util.StreamParsingException;
    public java.util.Collection readAll() throws util.StreamParsingException;
}










org/bouncycastle/x509/X509StreamParserSpi.class


package org.bouncycastle.x509;
public abstract synchronized class X509StreamParserSpi {
    public void X509StreamParserSpi();
    public abstract void engineInit(java.io.InputStream);
    public abstract Object engineRead() throws util.StreamParsingException;
    public abstract java.util.Collection engineReadAll() throws util.StreamParsingException;
}










org/bouncycastle/x509/X509Util$Implementation.class


package org.bouncycastle.x509;
synchronized class X509Util$Implementation {
    Object engine;
    java.security.Provider provider;
    void X509Util$Implementation(Object, java.security.Provider);
    Object getEngine();
    java.security.Provider getProvider();
}










org/bouncycastle/x509/X509Util.class


package org.bouncycastle.x509;
synchronized class X509Util {
    private static java.util.Hashtable algorithms;
    private static java.util.Hashtable params;
    private static java.util.Set noParams;
    void X509Util();
    private static org.bouncycastle.asn1.pkcs.RSASSAPSSparams creatPSSParams(org.bouncycastle.asn1.x509.AlgorithmIdentifier, int);
    static org.bouncycastle.asn1.ASN1ObjectIdentifier getAlgorithmOID(String);
    static org.bouncycastle.asn1.x509.AlgorithmIdentifier getSigAlgID(org.bouncycastle.asn1.ASN1ObjectIdentifier, String);
    static java.util.Iterator getAlgNames();
    static java.security.Signature getSignatureInstance(String) throws java.security.NoSuchAlgorithmException;
    static java.security.Signature getSignatureInstance(String, String) throws java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException;
    static byte[] calculateSignature(org.bouncycastle.asn1.ASN1ObjectIdentifier, String, java.security.PrivateKey, java.security.SecureRandom, org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.SignatureException;
    static byte[] calculateSignature(org.bouncycastle.asn1.ASN1ObjectIdentifier, String, String, java.security.PrivateKey, java.security.SecureRandom, org.bouncycastle.asn1.ASN1Encodable) throws java.io.IOException, java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.SignatureException;
    static org.bouncycastle.jce.X509Principal convertPrincipal(javax.security.auth.x500.X500Principal);
    static X509Util$Implementation getImplementation(String, String, java.security.Provider) throws java.security.NoSuchAlgorithmException;
    static X509Util$Implementation getImplementation(String, String) throws java.security.NoSuchAlgorithmException;
    static java.security.Provider getProvider(String) throws java.security.NoSuchProviderException;
    static void <clinit>();
}










org/bouncycastle/x509/X509V1CertificateGenerator.class


package org.bouncycastle.x509;
public synchronized class X509V1CertificateGenerator {
    private final org.bouncycastle.jcajce.util.JcaJceHelper bcHelper;
    private final org.bouncycastle.jcajce.provider.asymmetric.x509.CertificateFactory certificateFactory;
    private org.bouncycastle.asn1.x509.V1TBSCertificateGenerator tbsGen;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier sigOID;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier sigAlgId;
    private String signatureAlgorithm;
    public void X509V1CertificateGenerator();
    public void reset();
    public void setSerialNumber(java.math.BigInteger);
    public void setIssuerDN(javax.security.auth.x500.X500Principal);
    public void setIssuerDN(org.bouncycastle.asn1.x509.X509Name);
    public void setNotBefore(java.util.Date);
    public void setNotAfter(java.util.Date);
    public void setSubjectDN(javax.security.auth.x500.X500Principal);
    public void setSubjectDN(org.bouncycastle.asn1.x509.X509Name);
    public void setPublicKey(java.security.PublicKey);
    public void setSignatureAlgorithm(String);
    public java.security.cert.X509Certificate generateX509Certificate(java.security.PrivateKey) throws SecurityException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generateX509Certificate(java.security.PrivateKey, java.security.SecureRandom) throws SecurityException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generateX509Certificate(java.security.PrivateKey, String) throws java.security.NoSuchProviderException, SecurityException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generateX509Certificate(java.security.PrivateKey, String, java.security.SecureRandom) throws java.security.NoSuchProviderException, SecurityException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generate(java.security.PrivateKey) throws java.security.cert.CertificateEncodingException, IllegalStateException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generate(java.security.PrivateKey, java.security.SecureRandom) throws java.security.cert.CertificateEncodingException, IllegalStateException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generate(java.security.PrivateKey, String) throws java.security.cert.CertificateEncodingException, IllegalStateException, java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generate(java.security.PrivateKey, String, java.security.SecureRandom) throws java.security.cert.CertificateEncodingException, IllegalStateException, java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    private java.security.cert.X509Certificate generateJcaObject(org.bouncycastle.asn1.x509.TBSCertificate, byte[]) throws java.security.cert.CertificateEncodingException;
    public java.util.Iterator getSignatureAlgNames();
}










org/bouncycastle/x509/X509V2AttributeCertificate.class


package org.bouncycastle.x509;
public synchronized class X509V2AttributeCertificate implements X509AttributeCertificate {
    private org.bouncycastle.asn1.x509.AttributeCertificate cert;
    private java.util.Date notBefore;
    private java.util.Date notAfter;
    private static org.bouncycastle.asn1.x509.AttributeCertificate getObject(java.io.InputStream) throws java.io.IOException;
    public void X509V2AttributeCertificate(java.io.InputStream) throws java.io.IOException;
    public void X509V2AttributeCertificate(byte[]) throws java.io.IOException;
    void X509V2AttributeCertificate(org.bouncycastle.asn1.x509.AttributeCertificate) throws java.io.IOException;
    public int getVersion();
    public java.math.BigInteger getSerialNumber();
    public AttributeCertificateHolder getHolder();
    public AttributeCertificateIssuer getIssuer();
    public java.util.Date getNotBefore();
    public java.util.Date getNotAfter();
    public boolean[] getIssuerUniqueID();
    public void checkValidity() throws java.security.cert.CertificateExpiredException, java.security.cert.CertificateNotYetValidException;
    public void checkValidity(java.util.Date) throws java.security.cert.CertificateExpiredException, java.security.cert.CertificateNotYetValidException;
    public byte[] getSignature();
    public final void verify(java.security.PublicKey, String) throws java.security.cert.CertificateException, java.security.NoSuchAlgorithmException, java.security.InvalidKeyException, java.security.NoSuchProviderException, java.security.SignatureException;
    public byte[] getEncoded() throws java.io.IOException;
    public byte[] getExtensionValue(String);
    private java.util.Set getExtensionOIDs(boolean);
    public java.util.Set getNonCriticalExtensionOIDs();
    public java.util.Set getCriticalExtensionOIDs();
    public boolean hasUnsupportedCriticalExtension();
    public X509Attribute[] getAttributes();
    public X509Attribute[] getAttributes(String);
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/x509/X509V2CRLGenerator$ExtCRLException.class


package org.bouncycastle.x509;
synchronized class X509V2CRLGenerator$ExtCRLException extends java.security.cert.CRLException {
    Throwable cause;
    void X509V2CRLGenerator$ExtCRLException(String, Throwable);
    public Throwable getCause();
}










org/bouncycastle/x509/X509V2CRLGenerator.class


package org.bouncycastle.x509;
public synchronized class X509V2CRLGenerator {
    private final org.bouncycastle.jcajce.util.JcaJceHelper bcHelper;
    private org.bouncycastle.asn1.x509.V2TBSCertListGenerator tbsGen;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier sigOID;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier sigAlgId;
    private String signatureAlgorithm;
    private org.bouncycastle.asn1.x509.X509ExtensionsGenerator extGenerator;
    public void X509V2CRLGenerator();
    public void reset();
    public void setIssuerDN(javax.security.auth.x500.X500Principal);
    public void setIssuerDN(org.bouncycastle.asn1.x509.X509Name);
    public void setThisUpdate(java.util.Date);
    public void setNextUpdate(java.util.Date);
    public void addCRLEntry(java.math.BigInteger, java.util.Date, int);
    public void addCRLEntry(java.math.BigInteger, java.util.Date, int, java.util.Date);
    public void addCRLEntry(java.math.BigInteger, java.util.Date, org.bouncycastle.asn1.x509.X509Extensions);
    public void addCRL(java.security.cert.X509CRL) throws java.security.cert.CRLException;
    public void setSignatureAlgorithm(String);
    public void addExtension(String, boolean, org.bouncycastle.asn1.ASN1Encodable);
    public void addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable);
    public void addExtension(String, boolean, byte[]);
    public void addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, byte[]);
    public java.security.cert.X509CRL generateX509CRL(java.security.PrivateKey) throws SecurityException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509CRL generateX509CRL(java.security.PrivateKey, java.security.SecureRandom) throws SecurityException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509CRL generateX509CRL(java.security.PrivateKey, String) throws java.security.NoSuchProviderException, SecurityException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509CRL generateX509CRL(java.security.PrivateKey, String, java.security.SecureRandom) throws java.security.NoSuchProviderException, SecurityException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509CRL generate(java.security.PrivateKey) throws java.security.cert.CRLException, IllegalStateException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509CRL generate(java.security.PrivateKey, java.security.SecureRandom) throws java.security.cert.CRLException, IllegalStateException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509CRL generate(java.security.PrivateKey, String) throws java.security.cert.CRLException, IllegalStateException, java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509CRL generate(java.security.PrivateKey, String, java.security.SecureRandom) throws java.security.cert.CRLException, IllegalStateException, java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    private org.bouncycastle.asn1.x509.TBSCertList generateCertList();
    private java.security.cert.X509CRL generateJcaObject(org.bouncycastle.asn1.x509.TBSCertList, byte[]) throws java.security.cert.CRLException;
    public java.util.Iterator getSignatureAlgNames();
}










org/bouncycastle/x509/X509V3CertificateGenerator.class


package org.bouncycastle.x509;
public synchronized class X509V3CertificateGenerator {
    private final org.bouncycastle.jcajce.util.JcaJceHelper bcHelper;
    private final org.bouncycastle.jcajce.provider.asymmetric.x509.CertificateFactory certificateFactory;
    private org.bouncycastle.asn1.x509.V3TBSCertificateGenerator tbsGen;
    private org.bouncycastle.asn1.ASN1ObjectIdentifier sigOID;
    private org.bouncycastle.asn1.x509.AlgorithmIdentifier sigAlgId;
    private String signatureAlgorithm;
    private org.bouncycastle.asn1.x509.X509ExtensionsGenerator extGenerator;
    public void X509V3CertificateGenerator();
    public void reset();
    public void setSerialNumber(java.math.BigInteger);
    public void setIssuerDN(javax.security.auth.x500.X500Principal);
    public void setIssuerDN(org.bouncycastle.asn1.x509.X509Name);
    public void setNotBefore(java.util.Date);
    public void setNotAfter(java.util.Date);
    public void setSubjectDN(javax.security.auth.x500.X500Principal);
    public void setSubjectDN(org.bouncycastle.asn1.x509.X509Name);
    public void setPublicKey(java.security.PublicKey) throws IllegalArgumentException;
    public void setSignatureAlgorithm(String);
    public void setSubjectUniqueID(boolean[]);
    public void setIssuerUniqueID(boolean[]);
    private org.bouncycastle.asn1.DERBitString booleanToBitString(boolean[]);
    public void addExtension(String, boolean, org.bouncycastle.asn1.ASN1Encodable);
    public void addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, org.bouncycastle.asn1.ASN1Encodable);
    public void addExtension(String, boolean, byte[]);
    public void addExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, byte[]);
    public void copyAndAddExtension(String, boolean, java.security.cert.X509Certificate) throws java.security.cert.CertificateParsingException;
    public void copyAndAddExtension(org.bouncycastle.asn1.ASN1ObjectIdentifier, boolean, java.security.cert.X509Certificate) throws java.security.cert.CertificateParsingException;
    public java.security.cert.X509Certificate generateX509Certificate(java.security.PrivateKey) throws SecurityException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generateX509Certificate(java.security.PrivateKey, java.security.SecureRandom) throws SecurityException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generateX509Certificate(java.security.PrivateKey, String) throws java.security.NoSuchProviderException, SecurityException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generateX509Certificate(java.security.PrivateKey, String, java.security.SecureRandom) throws java.security.NoSuchProviderException, SecurityException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generate(java.security.PrivateKey) throws java.security.cert.CertificateEncodingException, IllegalStateException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generate(java.security.PrivateKey, java.security.SecureRandom) throws java.security.cert.CertificateEncodingException, IllegalStateException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generate(java.security.PrivateKey, String) throws java.security.cert.CertificateEncodingException, IllegalStateException, java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    public java.security.cert.X509Certificate generate(java.security.PrivateKey, String, java.security.SecureRandom) throws java.security.cert.CertificateEncodingException, IllegalStateException, java.security.NoSuchProviderException, java.security.NoSuchAlgorithmException, java.security.SignatureException, java.security.InvalidKeyException;
    private org.bouncycastle.asn1.x509.TBSCertificate generateTbsCert();
    private java.security.cert.X509Certificate generateJcaObject(org.bouncycastle.asn1.x509.TBSCertificate, byte[]) throws Exception;
    public java.util.Iterator getSignatureAlgNames();
}










org/bouncycastle/x509/extension/AuthorityKeyIdentifierStructure.class


package org.bouncycastle.x509.extension;
public synchronized class AuthorityKeyIdentifierStructure extends org.bouncycastle.asn1.x509.AuthorityKeyIdentifier {
    public void AuthorityKeyIdentifierStructure(byte[]) throws java.io.IOException;
    public void AuthorityKeyIdentifierStructure(org.bouncycastle.asn1.x509.X509Extension);
    public void AuthorityKeyIdentifierStructure(org.bouncycastle.asn1.x509.Extension);
    private static org.bouncycastle.asn1.ASN1Sequence fromCertificate(java.security.cert.X509Certificate) throws java.security.cert.CertificateParsingException;
    private static org.bouncycastle.asn1.ASN1Sequence fromKey(java.security.PublicKey) throws java.security.InvalidKeyException;
    public void AuthorityKeyIdentifierStructure(java.security.cert.X509Certificate) throws java.security.cert.CertificateParsingException;
    public void AuthorityKeyIdentifierStructure(java.security.PublicKey) throws java.security.InvalidKeyException;
}










org/bouncycastle/x509/extension/X509ExtensionUtil.class


package org.bouncycastle.x509.extension;
public synchronized class X509ExtensionUtil {
    public void X509ExtensionUtil();
    public static org.bouncycastle.asn1.ASN1Primitive fromExtensionValue(byte[]) throws java.io.IOException;
    public static java.util.Collection getIssuerAlternativeNames(java.security.cert.X509Certificate) throws java.security.cert.CertificateParsingException;
    public static java.util.Collection getSubjectAlternativeNames(java.security.cert.X509Certificate) throws java.security.cert.CertificateParsingException;
    private static java.util.Collection getAlternativeNames(byte[]) throws java.security.cert.CertificateParsingException;
}










org/bouncycastle/x509/util/LDAPStoreHelper.class


package org.bouncycastle.x509.util;
public synchronized class LDAPStoreHelper {
    private org.bouncycastle.jce.X509LDAPCertStoreParameters params;
    private static String LDAP_PROVIDER;
    private static String REFERRALS_IGNORE;
    private static final String SEARCH_SECURITY_LEVEL = none;
    private static final String URL_CONTEXT_PREFIX = com.sun.jndi.url;
    private java.util.Map cacheMap;
    private static int cacheSize;
    private static long lifeTime;
    public void LDAPStoreHelper(org.bouncycastle.jce.X509LDAPCertStoreParameters);
    private javax.naming.directory.DirContext connectLDAP() throws javax.naming.NamingException;
    private String parseDN(String, String);
    private java.util.Set createCerts(java.util.List, org.bouncycastle.x509.X509CertStoreSelector) throws org.bouncycastle.util.StoreException;
    private java.util.List certSubjectSerialSearch(org.bouncycastle.x509.X509CertStoreSelector, String[], String[], String[]) throws org.bouncycastle.util.StoreException;
    private java.util.List crossCertificatePairSubjectSearch(org.bouncycastle.x509.X509CertPairStoreSelector, String[], String[], String[]) throws org.bouncycastle.util.StoreException;
    private java.util.List attrCertSubjectSerialSearch(org.bouncycastle.x509.X509AttributeCertStoreSelector, String[], String[], String[]) throws org.bouncycastle.util.StoreException;
    private java.util.List cRLIssuerSearch(org.bouncycastle.x509.X509CRLStoreSelector, String[], String[], String[]) throws org.bouncycastle.util.StoreException;
    private java.util.List search(String[], String, String[]) throws org.bouncycastle.util.StoreException;
    private java.util.Set createCRLs(java.util.List, org.bouncycastle.x509.X509CRLStoreSelector) throws org.bouncycastle.util.StoreException;
    private java.util.Set createCrossCertificatePairs(java.util.List, org.bouncycastle.x509.X509CertPairStoreSelector) throws org.bouncycastle.util.StoreException;
    private java.util.Set createAttributeCertificates(java.util.List, org.bouncycastle.x509.X509AttributeCertStoreSelector) throws org.bouncycastle.util.StoreException;
    public java.util.Collection getAuthorityRevocationLists(org.bouncycastle.x509.X509CRLStoreSelector) throws org.bouncycastle.util.StoreException;
    public java.util.Collection getAttributeCertificateRevocationLists(org.bouncycastle.x509.X509CRLStoreSelector) throws org.bouncycastle.util.StoreException;
    public java.util.Collection getAttributeAuthorityRevocationLists(org.bouncycastle.x509.X509CRLStoreSelector) throws org.bouncycastle.util.StoreException;
    public java.util.Collection getCrossCertificatePairs(org.bouncycastle.x509.X509CertPairStoreSelector) throws org.bouncycastle.util.StoreException;
    public java.util.Collection getUserCertificates(org.bouncycastle.x509.X509CertStoreSelector) throws org.bouncycastle.util.StoreException;
    public java.util.Collection getAACertificates(org.bouncycastle.x509.X509AttributeCertStoreSelector) throws org.bouncycastle.util.StoreException;
    public java.util.Collection getAttributeDescriptorCertificates(org.bouncycastle.x509.X509AttributeCertStoreSelector) throws org.bouncycastle.util.StoreException;
    public java.util.Collection getCACertificates(org.bouncycastle.x509.X509CertStoreSelector) throws org.bouncycastle.util.StoreException;
    public java.util.Collection getDeltaCertificateRevocationLists(org.bouncycastle.x509.X509CRLStoreSelector) throws org.bouncycastle.util.StoreException;
    public java.util.Collection getAttributeCertificateAttributes(org.bouncycastle.x509.X509AttributeCertStoreSelector) throws org.bouncycastle.util.StoreException;
    public java.util.Collection getCertificateRevocationLists(org.bouncycastle.x509.X509CRLStoreSelector) throws org.bouncycastle.util.StoreException;
    private synchronized void addToCache(String, java.util.List);
    private java.util.List getFromCache(String);
    private String[] splitString(String);
    private String getSubjectAsString(org.bouncycastle.x509.X509CertStoreSelector);
    private javax.security.auth.x500.X500Principal getCertificateIssuer(java.security.cert.X509Certificate);
    static void <clinit>();
}










org/bouncycastle/x509/util/StreamParser.class


package org.bouncycastle.x509.util;
public abstract interface StreamParser {
    public abstract Object read() throws StreamParsingException;
    public abstract java.util.Collection readAll() throws StreamParsingException;
}










org/bouncycastle/x509/util/StreamParsingException.class


package org.bouncycastle.x509.util;
public synchronized class StreamParsingException extends Exception {
    Throwable _e;
    public void StreamParsingException(String, Throwable);
    public Throwable getCause();
}










com/dc/tools/comp/BuildKeyPanel.class


package com.dc.tools.comp;
public synchronized class BuildKeyPanel extends javax.swing.JPanel implements java.awt.event.ActionListener {
    private static final long serialVersionUID = 1;
    private javax.swing.JButton createKeyBtn;
    private javax.swing.JButton openKeyDirBtn;
    private javax.swing.ButtonGroup keyLenBtnGrp;
    private javax.swing.JTextArea privateKeyTextArea;
    private javax.swing.JTextArea rsapriKeyTextArea;
    private javax.swing.JTextArea publicKeyTextArea;
    private javax.swing.JTextArea csrFileTextArea;
    private com.dc.tools.util.MyKeyPair myKeyPair;
    public void BuildKeyPanel();
    public void actionPerformed(java.awt.event.ActionEvent);
}










com/dc/tools/GMFrame$1.class


package com.dc.tools;
final synchronized class GMFrame$1 extends java.awt.event.WindowAdapter {
    void GMFrame$1();
    public void windowClosing(java.awt.event.WindowEvent);
}










com/dc/tools/GMFrame.class


package com.dc.tools;
public synchronized class GMFrame {
    private static String logoFile;
    public static java.awt.Frame baseFrame;
    public void GMFrame();
    public static void main(String[]);
    public static void createTabbedPane();
    static void <clinit>();
}










com/dc/tools/util/ButtonUtils.class


package com.dc.tools.util;
public synchronized class ButtonUtils {
    public void ButtonUtils();
    public static String getSelectedButtonText(javax.swing.ButtonGroup);
}










com/dc/tools/util/MyKeyPair.class


package com.dc.tools.util;
public synchronized class MyKeyPair {
    private MyKeyPair myKeyPair;
    private java.math.BigInteger privateKey;
    private org.bouncycastle.dcits.math.ec.ECPoint publicKey;
    private String privateKeyFilePath;
    private String rsaPriKey;
    private String rsaPriKeyFilePath;
    private String publicKeyFilePath;
    private String basePath;
    private String signalg;
    private int alglength;
    private String keyAlg;
    private String cnInfo;
    private String csrInfoStr;
    private java.security.KeyPair keyPair;
    public java.math.BigInteger getPrivateKey();
    public void setPrivateKey(java.math.BigInteger);
    public org.bouncycastle.dcits.math.ec.ECPoint getPublicKey();
    public void setPublicKey(org.bouncycastle.dcits.math.ec.ECPoint);
    public String getRsaPriKey();
    public void setRsaPriKey(String);
    public void MyKeyPair() throws org.bouncycastle.operator.OperatorCreationException;
    public String getPrivateKeyBase64();
    public String getPublicKeyBase64();
    public String getCSRInfoStr();
    public java.io.File getAbsoluteBaseFile();
    public void writeData2File(String, String);
}










com/dc/tools/util/sm/SM2.class


package com.dc.tools.util.sm;
public synchronized class SM2 {
    public static String[] ecc_param;
    public final java.math.BigInteger ecc_p;
    public final java.math.BigInteger ecc_a;
    public final java.math.BigInteger ecc_b;
    public final java.math.BigInteger ecc_n;
    public final java.math.BigInteger ecc_gx;
    public final java.math.BigInteger ecc_gy;
    public final org.bouncycastle.dcits.math.ec.ECCurve ecc_curve;
    public final org.bouncycastle.dcits.math.ec.ECPoint ecc_point_g;
    public final org.bouncycastle.dcits.crypto.params.ECDomainParameters ecc_bc_spec;
    public final org.bouncycastle.dcits.crypto.generators.ECKeyPairGenerator ecc_key_pair_generator;
    public final org.bouncycastle.dcits.math.ec.ECFieldElement ecc_gx_fieldelement;
    public final org.bouncycastle.dcits.math.ec.ECFieldElement ecc_gy_fieldelement;
    public static SM2 Instance();
    public void SM2();
    static void <clinit>();
}










org/bouncycastle/dcits/asn1/x9/X9IntegerConverter.class


package org.bouncycastle.dcits.asn1.x9;
public synchronized class X9IntegerConverter {
    public void X9IntegerConverter();
    public int getByteLength(org.bouncycastle.dcits.math.ec.ECCurve);
    public int getByteLength(org.bouncycastle.dcits.math.ec.ECFieldElement);
    public byte[] integerToBytes(java.math.BigInteger, int);
}










org/bouncycastle/dcits/crypto/generators/ECKeyPairGenerator.class


package org.bouncycastle.dcits.crypto.generators;
public synchronized class ECKeyPairGenerator implements org.bouncycastle.crypto.AsymmetricCipherKeyPairGenerator, org.bouncycastle.math.ec.ECConstants {
    org.bouncycastle.dcits.crypto.params.ECDomainParameters params;
    java.security.SecureRandom random;
    public void ECKeyPairGenerator();
    public void init(org.bouncycastle.crypto.KeyGenerationParameters);
    public org.bouncycastle.crypto.AsymmetricCipherKeyPair generateKeyPair();
}










org/bouncycastle/dcits/crypto/params/ECDomainParameters.class


package org.bouncycastle.dcits.crypto.params;
public synchronized class ECDomainParameters implements org.bouncycastle.dcits.math.ec.ECConstants {
    org.bouncycastle.dcits.math.ec.ECCurve curve;
    byte[] seed;
    org.bouncycastle.dcits.math.ec.ECPoint G;
    java.math.BigInteger n;
    java.math.BigInteger h;
    public void ECDomainParameters(org.bouncycastle.dcits.math.ec.ECCurve, org.bouncycastle.dcits.math.ec.ECPoint, java.math.BigInteger);
    public void ECDomainParameters(org.bouncycastle.dcits.math.ec.ECCurve, org.bouncycastle.dcits.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger);
    public void ECDomainParameters(org.bouncycastle.dcits.math.ec.ECCurve, org.bouncycastle.dcits.math.ec.ECPoint, java.math.BigInteger, java.math.BigInteger, byte[]);
    public org.bouncycastle.dcits.math.ec.ECCurve getCurve();
    public org.bouncycastle.dcits.math.ec.ECPoint getG();
    public java.math.BigInteger getN();
    public java.math.BigInteger getH();
    public byte[] getSeed();
}










org/bouncycastle/dcits/crypto/params/ECKeyGenerationParameters.class


package org.bouncycastle.dcits.crypto.params;
public synchronized class ECKeyGenerationParameters extends org.bouncycastle.crypto.KeyGenerationParameters {
    private ECDomainParameters domainParams;
    public void ECKeyGenerationParameters(ECDomainParameters, java.security.SecureRandom);
    public ECDomainParameters getDomainParameters();
}










org/bouncycastle/dcits/crypto/params/ECKeyParameters.class


package org.bouncycastle.dcits.crypto.params;
public synchronized class ECKeyParameters extends org.bouncycastle.crypto.params.AsymmetricKeyParameter {
    ECDomainParameters params;
    protected void ECKeyParameters(boolean, ECDomainParameters);
    public ECDomainParameters getParameters();
}










org/bouncycastle/dcits/crypto/params/ECPrivateKeyParameters.class


package org.bouncycastle.dcits.crypto.params;
public synchronized class ECPrivateKeyParameters extends ECKeyParameters {
    java.math.BigInteger d;
    public void ECPrivateKeyParameters(java.math.BigInteger, ECDomainParameters);
    public java.math.BigInteger getD();
}










org/bouncycastle/dcits/crypto/params/ECPublicKeyParameters.class


package org.bouncycastle.dcits.crypto.params;
public synchronized class ECPublicKeyParameters extends ECKeyParameters {
    org.bouncycastle.dcits.math.ec.ECPoint Q;
    public void ECPublicKeyParameters(org.bouncycastle.dcits.math.ec.ECPoint, ECDomainParameters);
    public org.bouncycastle.dcits.math.ec.ECPoint getQ();
}










org/bouncycastle/dcits/math/ec/ECConstants.class


package org.bouncycastle.dcits.math.ec;
public abstract interface ECConstants {
    public static final java.math.BigInteger ZERO;
    public static final java.math.BigInteger ONE;
    public static final java.math.BigInteger TWO;
    public static final java.math.BigInteger THREE;
    public static final java.math.BigInteger FOUR;
    static void <clinit>();
}










org/bouncycastle/dcits/math/ec/ECCurve$F2m.class


package org.bouncycastle.dcits.math.ec;
public synchronized class ECCurve$F2m extends ECCurve {
    private int m;
    private int k1;
    private int k2;
    private int k3;
    private java.math.BigInteger n;
    private java.math.BigInteger h;
    private ECPoint$F2m infinity;
    private byte mu;
    private java.math.BigInteger[] si;
    public void ECCurve$F2m(int, int, java.math.BigInteger, java.math.BigInteger);
    public void ECCurve$F2m(int, int, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public void ECCurve$F2m(int, int, int, int, java.math.BigInteger, java.math.BigInteger);
    public void ECCurve$F2m(int, int, int, int, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public int getFieldSize();
    public ECFieldElement fromBigInteger(java.math.BigInteger);
    public ECPoint createPoint(java.math.BigInteger, java.math.BigInteger, boolean);
    public ECPoint decodePoint(byte[]);
    public ECPoint getInfinity();
    public boolean isKoblitz();
    synchronized byte getMu();
    synchronized java.math.BigInteger[] getSi();
    private ECPoint decompressPoint(byte[], int);
    private ECFieldElement solveQuadradicEquation(ECFieldElement);
    public boolean equals(Object);
    public int hashCode();
    public int getM();
    public boolean isTrinomial();
    public int getK1();
    public int getK2();
    public int getK3();
    public java.math.BigInteger getN();
    public java.math.BigInteger getH();
}










org/bouncycastle/dcits/math/ec/ECCurve$Fp.class


package org.bouncycastle.dcits.math.ec;
public synchronized class ECCurve$Fp extends ECCurve {
    java.math.BigInteger q;
    ECPoint$Fp infinity;
    public void ECCurve$Fp(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public java.math.BigInteger getQ();
    public int getFieldSize();
    public ECFieldElement fromBigInteger(java.math.BigInteger);
    public ECPoint createPoint(java.math.BigInteger, java.math.BigInteger, boolean);
    public ECPoint decodePoint(byte[]);
    public ECPoint getInfinity();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/dcits/math/ec/ECCurve.class


package org.bouncycastle.dcits.math.ec;
public abstract synchronized class ECCurve {
    ECFieldElement a;
    ECFieldElement b;
    public void ECCurve();
    public abstract int getFieldSize();
    public abstract ECFieldElement fromBigInteger(java.math.BigInteger);
    public abstract ECPoint createPoint(java.math.BigInteger, java.math.BigInteger, boolean);
    public abstract ECPoint decodePoint(byte[]);
    public abstract ECPoint getInfinity();
    public ECFieldElement getA();
    public ECFieldElement getB();
}










org/bouncycastle/dcits/math/ec/ECFieldElement$F2m.class


package org.bouncycastle.dcits.math.ec;
public synchronized class ECFieldElement$F2m extends ECFieldElement {
    public static final int GNB = 1;
    public static final int TPB = 2;
    public static final int PPB = 3;
    private int representation;
    private int m;
    private int k1;
    private int k2;
    private int k3;
    private IntArray x;
    private int t;
    public void ECFieldElement$F2m(int, int, int, int, java.math.BigInteger);
    public void ECFieldElement$F2m(int, int, java.math.BigInteger);
    private void ECFieldElement$F2m(int, int, int, int, IntArray);
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public static void checkFieldElements(ECFieldElement, ECFieldElement);
    public ECFieldElement add(ECFieldElement);
    public ECFieldElement subtract(ECFieldElement);
    public ECFieldElement multiply(ECFieldElement);
    public ECFieldElement divide(ECFieldElement);
    public ECFieldElement negate();
    public ECFieldElement square();
    public ECFieldElement invert();
    public ECFieldElement sqrt();
    public int getRepresentation();
    public int getM();
    public int getK1();
    public int getK2();
    public int getK3();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/dcits/math/ec/ECFieldElement$Fp.class


package org.bouncycastle.dcits.math.ec;
public synchronized class ECFieldElement$Fp extends ECFieldElement {
    java.math.BigInteger x;
    java.math.BigInteger q;
    public void ECFieldElement$Fp(java.math.BigInteger, java.math.BigInteger);
    public java.math.BigInteger toBigInteger();
    public String getFieldName();
    public int getFieldSize();
    public java.math.BigInteger getQ();
    public ECFieldElement add(ECFieldElement);
    public ECFieldElement subtract(ECFieldElement);
    public ECFieldElement multiply(ECFieldElement);
    public ECFieldElement divide(ECFieldElement);
    public ECFieldElement negate();
    public ECFieldElement square();
    public ECFieldElement invert();
    public ECFieldElement sqrt();
    private static java.math.BigInteger[] lucasSequence(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, java.math.BigInteger);
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/dcits/math/ec/ECFieldElement.class


package org.bouncycastle.dcits.math.ec;
public abstract synchronized class ECFieldElement implements ECConstants {
    public void ECFieldElement();
    public abstract java.math.BigInteger toBigInteger();
    public abstract String getFieldName();
    public abstract int getFieldSize();
    public abstract ECFieldElement add(ECFieldElement);
    public abstract ECFieldElement subtract(ECFieldElement);
    public abstract ECFieldElement multiply(ECFieldElement);
    public abstract ECFieldElement divide(ECFieldElement);
    public abstract ECFieldElement negate();
    public abstract ECFieldElement square();
    public abstract ECFieldElement invert();
    public abstract ECFieldElement sqrt();
    public String toString();
}










org/bouncycastle/dcits/math/ec/ECMultiplier.class


package org.bouncycastle.dcits.math.ec;
abstract interface ECMultiplier {
    public abstract ECPoint multiply(ECPoint, java.math.BigInteger, PreCompInfo);
}










org/bouncycastle/dcits/math/ec/ECPoint$F2m.class


package org.bouncycastle.dcits.math.ec;
public synchronized class ECPoint$F2m extends ECPoint {
    public void ECPoint$F2m(ECCurve, ECFieldElement, ECFieldElement);
    public void ECPoint$F2m(ECCurve, ECFieldElement, ECFieldElement, boolean);
    public byte[] getEncoded();
    private static void checkPoints(ECPoint, ECPoint);
    public ECPoint add(ECPoint);
    public ECPoint$F2m addSimple(ECPoint$F2m);
    public ECPoint subtract(ECPoint);
    public ECPoint$F2m subtractSimple(ECPoint$F2m);
    public ECPoint twice();
    public ECPoint negate();
    synchronized void assertECMultiplier();
}










org/bouncycastle/dcits/math/ec/ECPoint$Fp.class


package org.bouncycastle.dcits.math.ec;
public synchronized class ECPoint$Fp extends ECPoint {
    public void ECPoint$Fp(ECCurve, ECFieldElement, ECFieldElement);
    public void ECPoint$Fp(ECCurve, ECFieldElement, ECFieldElement, boolean);
    public byte[] getEncoded();
    public ECPoint add(ECPoint);
    public ECPoint twice();
    public ECPoint subtract(ECPoint);
    public ECPoint negate();
    synchronized void assertECMultiplier();
}










org/bouncycastle/dcits/math/ec/ECPoint.class


package org.bouncycastle.dcits.math.ec;
public abstract synchronized class ECPoint {
    ECCurve curve;
    ECFieldElement x;
    ECFieldElement y;
    protected boolean withCompression;
    protected ECMultiplier multiplier;
    protected PreCompInfo preCompInfo;
    private static org.bouncycastle.dcits.asn1.x9.X9IntegerConverter converter;
    protected void ECPoint(ECCurve, ECFieldElement, ECFieldElement);
    public ECCurve getCurve();
    public ECFieldElement getX();
    public ECFieldElement getY();
    public boolean isInfinity();
    public boolean isCompressed();
    public boolean equals(Object);
    public int hashCode();
    void setPreCompInfo(PreCompInfo);
    public abstract byte[] getEncoded();
    public abstract ECPoint add(ECPoint);
    public abstract ECPoint subtract(ECPoint);
    public abstract ECPoint negate();
    public abstract ECPoint twice();
    synchronized void assertECMultiplier();
    public ECPoint multiply(java.math.BigInteger);
    static void <clinit>();
}










org/bouncycastle/dcits/math/ec/FpNafMultiplier.class


package org.bouncycastle.dcits.math.ec;
synchronized class FpNafMultiplier implements ECMultiplier {
    void FpNafMultiplier();
    public ECPoint multiply(ECPoint, java.math.BigInteger, PreCompInfo);
}










org/bouncycastle/dcits/math/ec/IntArray.class


package org.bouncycastle.dcits.math.ec;
synchronized class IntArray {
    private int[] m_ints;
    public void IntArray(int);
    public void IntArray(int[]);
    public void IntArray(java.math.BigInteger);
    public void IntArray(java.math.BigInteger, int);
    public boolean isZero();
    public int getUsedLength();
    public int bitLength();
    private int[] resizedInts(int);
    public java.math.BigInteger toBigInteger();
    public void shiftLeft();
    public IntArray shiftLeft(int);
    public void addShifted(IntArray, int);
    public int getLength();
    public boolean testBit(int);
    public void flipBit(int);
    public void setBit(int);
    public IntArray multiply(IntArray, int);
    public void reduce(int, int[]);
    public IntArray square(int);
    public boolean equals(Object);
    public int hashCode();
    public Object clone();
    public String toString();
}










org/bouncycastle/dcits/math/ec/PreCompInfo.class


package org.bouncycastle.dcits.math.ec;
abstract interface PreCompInfo {
}










org/bouncycastle/dcits/math/ec/SimpleBigDecimal.class


package org.bouncycastle.dcits.math.ec;
synchronized class SimpleBigDecimal {
    private static final long serialVersionUID = 1;
    private final java.math.BigInteger bigInt;
    private final int scale;
    public static SimpleBigDecimal getInstance(java.math.BigInteger, int);
    public void SimpleBigDecimal(java.math.BigInteger, int);
    private void SimpleBigDecimal(SimpleBigDecimal);
    private void checkScale(SimpleBigDecimal);
    public SimpleBigDecimal adjustScale(int);
    public SimpleBigDecimal add(SimpleBigDecimal);
    public SimpleBigDecimal add(java.math.BigInteger);
    public SimpleBigDecimal negate();
    public SimpleBigDecimal subtract(SimpleBigDecimal);
    public SimpleBigDecimal subtract(java.math.BigInteger);
    public SimpleBigDecimal multiply(SimpleBigDecimal);
    public SimpleBigDecimal multiply(java.math.BigInteger);
    public SimpleBigDecimal divide(SimpleBigDecimal);
    public SimpleBigDecimal divide(java.math.BigInteger);
    public SimpleBigDecimal shiftLeft(int);
    public int compareTo(SimpleBigDecimal);
    public int compareTo(java.math.BigInteger);
    public java.math.BigInteger floor();
    public java.math.BigInteger round();
    public int intValue();
    public long longValue();
    public int getScale();
    public String toString();
    public boolean equals(Object);
    public int hashCode();
}










org/bouncycastle/dcits/math/ec/Tnaf.class


package org.bouncycastle.dcits.math.ec;
synchronized class Tnaf {
    private static final java.math.BigInteger MINUS_ONE;
    private static final java.math.BigInteger MINUS_TWO;
    private static final java.math.BigInteger MINUS_THREE;
    public static final byte WIDTH = 4;
    public static final byte POW_2_WIDTH = 16;
    public static final ZTauElement[] alpha0;
    public static final byte[][] alpha0Tnaf;
    public static final ZTauElement[] alpha1;
    public static final byte[][] alpha1Tnaf;
    void Tnaf();
    public static java.math.BigInteger norm(byte, ZTauElement);
    public static SimpleBigDecimal norm(byte, SimpleBigDecimal, SimpleBigDecimal);
    public static ZTauElement round(SimpleBigDecimal, SimpleBigDecimal, byte);
    public static SimpleBigDecimal approximateDivisionByN(java.math.BigInteger, java.math.BigInteger, java.math.BigInteger, byte, int, int);
    public static byte[] tauAdicNaf(byte, ZTauElement);
    public static ECPoint$F2m tau(ECPoint$F2m);
    public static byte getMu(ECCurve$F2m);
    public static java.math.BigInteger[] getLucas(byte, int, boolean);
    public static java.math.BigInteger getTw(byte, int);
    public static java.math.BigInteger[] getSi(ECCurve$F2m);
    public static ZTauElement partModReduction(java.math.BigInteger, int, byte, java.math.BigInteger[], byte, byte);
    public static ECPoint$F2m multiplyRTnaf(ECPoint$F2m, java.math.BigInteger);
    public static ECPoint$F2m multiplyTnaf(ECPoint$F2m, ZTauElement);
    public static ECPoint$F2m multiplyFromTnaf(ECPoint$F2m, byte[]);
    public static byte[] tauAdicWNaf(byte, ZTauElement, byte, java.math.BigInteger, java.math.BigInteger, ZTauElement[]);
    public static ECPoint$F2m[] getPreComp(ECPoint$F2m, byte);
    static void <clinit>();
}










org/bouncycastle/dcits/math/ec/WNafMultiplier.class


package org.bouncycastle.dcits.math.ec;
synchronized class WNafMultiplier implements ECMultiplier {
    void WNafMultiplier();
    public byte[] windowNaf(byte, java.math.BigInteger);
    public ECPoint multiply(ECPoint, java.math.BigInteger, PreCompInfo);
}










org/bouncycastle/dcits/math/ec/WNafPreCompInfo.class


package org.bouncycastle.dcits.math.ec;
synchronized class WNafPreCompInfo implements PreCompInfo {
    private ECPoint[] preComp;
    private ECPoint twiceP;
    void WNafPreCompInfo();
    protected ECPoint[] getPreComp();
    protected void setPreComp(ECPoint[]);
    protected ECPoint getTwiceP();
    protected void setTwiceP(ECPoint);
}










org/bouncycastle/dcits/math/ec/WTauNafMultiplier.class


package org.bouncycastle.dcits.math.ec;
synchronized class WTauNafMultiplier implements ECMultiplier {
    void WTauNafMultiplier();
    public ECPoint multiply(ECPoint, java.math.BigInteger, PreCompInfo);
    private ECPoint$F2m multiplyWTnaf(ECPoint$F2m, ZTauElement, PreCompInfo, byte, byte);
    private static ECPoint$F2m multiplyFromWTnaf(ECPoint$F2m, byte[], PreCompInfo);
}










org/bouncycastle/dcits/math/ec/WTauNafPreCompInfo.class


package org.bouncycastle.dcits.math.ec;
synchronized class WTauNafPreCompInfo implements PreCompInfo {
    private ECPoint$F2m[] preComp;
    void WTauNafPreCompInfo(ECPoint$F2m[]);
    protected ECPoint$F2m[] getPreComp();
}










org/bouncycastle/dcits/math/ec/ZTauElement.class


package org.bouncycastle.dcits.math.ec;
synchronized class ZTauElement {
    public final java.math.BigInteger u;
    public final java.math.BigInteger v;
    public void ZTauElement(java.math.BigInteger, java.math.BigInteger);
}










META-INF/maven/com.dcits.open/gm-tool/pom.xml


 
     4.0.0

     com.dcits.open
     gm-tool
     1.0-SNAPSHOT

     
        
         
             com.dcits.open
             rsa_tools
             1.0
       
    

     
         
             
                 org.apache.maven.plugins
                 maven-compiler-plugin
                 3.8.0
                 
                     1.8
                     1.8
                     UTF-8
                
            
             
                 org.apache.maven.plugins
                 maven-assembly-plugin
                 3.1.0
                 
                     false
                     
                         jar-with-dependencies
                    
                     
                         
                            
                             com.dc.tools.GMFrame
                        
                    
                
                 
                     
                         make-assembly
                         package
                         
                             single
                        
                    
                
            
        
    










META-INF/maven/com.dcits.open/gm-tool/pom.properties


#Generated by Maven

#Sun Sep 20 15:27:43 CST 2020

version=1.0-SNAPSHOT

groupId=com.dcits.open

artifactId=gm-tool












国密生产工具/start.bat

::@echo off

::start java -jar gm-tool-1.0-SNAPSHOT.jar

java -Dfile.encoding=UTF-8 -jar gm-tool-1.0-SNAPSHOT.jar

pause





image1.emf
生成

sm4

的随机秘钥randomKey

=

（

GMUtil.getRandomKeyBySm4()

）

请求业务数据

Reqdata

sm4

加密的业务数据

parameterJsonEncrypted 

= GMUtil.encryptBySm4(randomKey,Reqdata);

SM4

加密

SM2

加密随机秘钥

randomKeyEncrypted  = 

GMUtil.encryptBySm2(publicKey,randomKey)

SM2

加密

开放平台公钥：

publicKey

组装

json

数据

request.put("randomKeyEncrypted", randomKeyEncrypted);

request.put("bizData", parameterJsonEncrypted);

request.put("requestId","

请求流水号

");

request.put("channelId","

渠道编号

");

request.put("interfaceId","

接口编号

");

request.put("timestamp","

时间戳

");

对组装数据

sm2

加签

signData = 

GMUtil.signBySm2("Appkey",privateKey,SortUtil.getNatu

reSortedJSONObject(request).toJSONString());

SM2

加签 商户私钥：

privateKey

request.put("randomKeyEncrypted", randomKeyEncrypted);

request.put("reqData", parameterJsonEncrypted);

request.put("requestId","

请求流水号

");

request.put("channelId","

渠道编号

");

request.put("interfaceId","

接口编号

");

request.put("timestamp","

时间戳

");

request.put("signature",signData );

组装最终请求数据

开始

结束

加密加签流程


image5.png
B W $R 5T

BANK OF GANZHOU




